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Computer Hard Drive - Windows Analysis
Test No. 26-5561/2 Summary Report

Each participant received data extracted from a Windows 11 Pro computer hard drive, while those in test 5562 also
received a physical USB drive and were asked to analyze the material and answer questions using their own tools and
methods. Data, associated with questions #1-23, were returned from 94 paricipants, 27 of whom also returned
results associated with the USB. These results are compiled in the following tables:
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Table 3: Additional Comments

This report contains the data received from the participants in this test. Since these participants are located in many countries around the world, and it is
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques,
etc.), the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be
interpreted as such. The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.
These comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode". This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.



Computer Hard Drive - Windows Analysis Test 26-5561/2

Manufacturer's Information

The Computer Hard Drive — Windows Analysis test (5561/5562) consisted of evidence data, provided in an EO1 file
format, and acquired from a computer running Windows 11 Pro. Participants were asked to examine the extracted
data as it relates to a simulated scenario utilizing their own software and methods.

All participants enrolled in the Computer Hard Drive — Windows & Removable Media Storage Analysis (5562) test
received a physical USB drive as an additional component. These participants were also asked to perform evidence
acquisition, extraction, and analysis.

SAMPLE PREPARATION/VALIDATION

A scripted scenario was created and used to generate user data on a Windows Hard Drive. The execution of the test
production took place within the following date range, 5 - 13 March 2026. Multiple system and third-party
applications were used to perform activities and generate the intended artifacts. A USB device was used to add user
activity on the computer and onto the removable media storage device provided to participants enrolled in test 5562.

Data from the subject computer's hard drive was acquired and analyzed using commercial and open-source industry
standard forensic tools. Following sample validation, the image was uploaded to the CTS Portal for download by test
participants. A MD5 and SHAT digests (cryptographic checksum, or 'hash') were calculated for the compressed data
and provided to participants to enable validation of a successtul download of the file(s).

The subject USB flash drive was duplicated (cloned) using validated forensic duplication hardware and the SHA1
digest for each duplicated flash device was validated prior to shipment to participants.

VERIFICATION: Predistribution results were consistent with each other and the manufacturer's preparation
information. The combination of internal test validation and the responses received from predistribution testing
structured the final questions utilized in this test. The following list of tools were utilized in the validation of this test:
X-Ways Forensics, FTK Imager, Autopsy, Exiftool, RegRipper, 7ZIP, HxD, VS Code, Registry Explorer, DB Browser for
SQlLite, CyberChef, GIMP, Logicube, Talon, PECmd, Notepad++. CTS does not endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the
participant's responses. Further information is present in the summary comments and accompanying relevant
questions throughout the report.
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Manufacturer's Information, continued

SCENARIO PROVIDED TO PARTICIPANTS

The manager of Shadyside Bank and Trust phoned police when an individual attempted to deposit a suspicious
check into a recently opened account. Local police responded to the bank branch and interviewed the bank
manager and the subject. The subject denied knowing the check was altered or otherwise fraudulent and consented
to a search of their vehicle where police discovered a backpack containing more checks payable to persons other
than the subject, drawn on accounts not in the subject’s name.
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Computer Hard Drive - Windows Analysis Test 26-5561/2

Manufacturer's Information, continued

Question Manufacturer's Response

1 Provide the stored verification [acquisition] hash SHA-1 hash for the provided image,
26-5561 Laptop.EO01. Do not provide the hash of the container file itself as this is
provided to you on the front page of the data entry form to verify the download.
38e0bf4791d43aeee521558¢c51f68b5d7435640c

2 What is the hosthame (Computer Name) for this computer?
SLAPTOP

3 Who is listed as the “"Registered Owner"” for this installation of Windows?
Wanda

4 What time zone was this computer configured to display? (Provide answer as a name,
e.q., Atlantic Time)
Pacific Time or Pacific Standard Time

5 Provide the SSID, or Service Set Identifier (Network Name) of the Wi-Fi hotspot
connected to by this computer with Gateway Mac Address A2-AF-92-87-7D-99.
Pixel 7929

6 Provide the SHA256 hash of the file containing the keyword “"Bazookasaurus".
7CDBAOSFF3E58B7EBFS8FBD51457A189D6816E48A233053A11972AB04B2D8890EC

7 List all of the following filesystem attributes that are set for the file with SHA 256 hash
value of
443FB650E904FE97563484BF492A0E87842B4FAD2COF939E22B0B0C724BE26A7:
Archive, Compressed, Encrypted, Hidden, Indexed, Not-indexed, Read-only, System,

Temporary
archive, hidden, not-indexed

8 The file created 03/13/2026 (March 13, 2026) 21:11:56 UTC+0 contains text “"CTS 2026
003". Provide the dollar amount visible in the file (i.e $XXXX.XX).
$17,836.04

9 What is Margaret Crurivastator ‘s birthday? Use the date picker which presents the date
in the following format: YYYY-MM-DD.
1947-09-19

10 Provide the filetype (file format) for the file with SHA256 hash
599631B7234A7244082A27D8FB94A70739795F7C56C6FED22001D672194F0EFS.
7zip file archive and any variations representing similar information.

11 Provide the path and filename for the file last opened with Windows Explorer on
3/08/2026 (March 8, 2026) 21:57:40 UTC+0.
C:\Users\Wanda\Documents\stuff\1\642.jpg

12 What is the check humber (three-digit nhumber found in the top right corner) on the file
the user attempted to print on or about 03/11/2026 (March 11, 2026) 01:42:28 UTC+0?
223

13 Provide the RECIPIENTS'’s email address for the communication about printing “slips”?
gal@inetmail.online
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Computer Hard Drive - Windows Analysis Test 26-5561/2

Manufacturer's Information, continued

Question Manufacturer's Response

14 Provide the original (pre-deletion) path of ClearPelican.doc.
C:\Users\Wanda\Documents\ClearPelican.doc

15 Provide the text in the Windows Sticky Note created 2026-03-08 (March 8, 2026)
22:03:17 UTC+O0.
strixvariavaria

16 What is listed as the answer to the security question asking about the nhame of the first
school the registered owner attended?
st clotildes

17 Provide the approximate coordinates (in decimal degrees, i.e., [+/-Inn.nnnn,
[+/-Inn.nnnn) where the photo captured with a Google Pixel 5 smartphone on
12/12/2025 (December 12, 2025) was taken.
40° 45' 33.60" N, 73°59'0.18" W (40.759333, -73.983383)

18 In unallocated space on the Windows system (C: or 3rd) partition is a deleted JPEG file
containing an image of a white cat on a mostly white background. Provide the text visible

in the image.
CTS 2026 103

19 Provide the date and time (UTC+0) for the most RECENT failed login. Use the date/time
(24-hour) picker which presents the date in the following format: YYYY-MM-DD HH:MM,
time should be in 24-hour format.

2026-03-13 22:16

20 Provide the term(s) the user searched on bing.com using the Edge browser on
02/06/2026 (February 06, 2026) 01:00:09 UTC+0.
get telegram

21 Provide the date and time (UTC+0) the user BEGAN downloading the gimp setup
program. Use the date/time (24-hour) picker which presents the date in the following
format: YYYY-MM-DD HH:MM, time should be in 24-hour format.

2026-02-08 18:31

22 Provide the path (including the drive letter) from which df.exe was executed.
F:\df.exe, or F:\

23 Provide the hame of the Bluetooth device paired with this computer.
Pixel 5
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Computer Hard Drive - Windows Analysis Test 26-5561/2

Manufacturer's Information, continued

Removable Media Analysis: USB Storage Device
Test No. 26-5562

Question Manufacturer's Response

24 Describe the steps you took to prepare the USB device for analysis.
This was an open-ended question about steps taken prior to analysis. No manufacturer's response is
provided.

25 ** Provide the SHA 256 hash of the provided USB flash storage device.
7F64572EA2E899381C060DB1BFE5FAB312BCCD501A452554DAE67D05CEQ06B93D

26 1dentify the filesystem on each partition on this device. Provide partition number,
filesystem, and volume name/label.
1. NTFS, "my_stuff”
2. FAT32, [UNAMED, or NONAME]
3. NTFS, "not_my_stuff”

27 In unallocated space on the USB device is text, “galifianakis”. Provide the text
immediately before this term.
fern

28 Provide the path to the file containing the term “delicatula.”
Partition 1\sadfs.wav:owl, or my_stuff\ sadfs.wav:owl/

29 Provide the URL from which the file created 03/12/2026 (March 12, 2026) 01:14:11
UTC+0 was downloaded.
https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial_27 44100Hz_1
6bitStereo.wav
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Computer Hard Drive - Windows Analysis Test 26-5561/2

Summary Comments

This test was designed to allow participants to assess their proficiency in analyzing digital artifacts using their own tools
and methods. Participants were provided with a scripted scenario, the data extracted from a computer hard drive
running Windows 11 Pro, and a series of questions related to the extracted data. Additionally, participants enrolled in
the 26-5562: Computer Hard Drive — Windows & Removable Media Storage Analysis test received a physical USB
drive. These participants were asked to analyze various digital artifacts including: image details, settings, external
media, native and third-party applications, communications, and web browser history. Refer to the Manufacturer’s
Information for preparation details.

A total of 94 participants returned results for the 5561 Computer Hard Drive - Windows Analysis test (questions
#1-23). All questions reached consensus.

A total of 27 participants returned results for the 5562 Removable Media Storage Analysis test (questions #24-29).
Questions 26-29 reached consensus. Question 25 did not reach consensus. Question 25 asked for the SHA 256
hash of the provided USB flash storage device. Approximately 69% of participants reported the manufacturer's

response, whereas the remaining participants each reported a different hash.

Question 24 was an open-ended question asking participants to outline the steps taken prior to analysis; no consensus
was expected. Key trends identified from the responses include: 96% of participants specifically noted using
write-blocking, 67% calculated a hash, 63% reported photographing evidence, and 60% documented USB device
information or chain-of-custody details.

A detailed explanation and screenshots of Manufacturer's responses can be found within Tables 1 and 2 under the

"Manufacturer's Response Explanation" section for each question.

Participants are encouraged to follow their laboratory's policies and procedures when evaluating their responses to
these proficiency test questions.
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

Question 1: Provide the stored verification [acquisition] hash SHA-1 hash for the provided image,
26-5561 Laptop.EO1. Do not provide the hash of the container file itself as this is provided to you
on the front page of the data entry form to verify the download.

Manufacturer's  38e0bf4791d43aeee521558c51168b5d7435640c

Response:

WebCode

Test Response

28MD86-  38EOBF4791D43AEEES21558C51F68B5D7435640C
5561

2CT72Z- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5562

2DPLEX- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

34XQQ2- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

36T73Y- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

4666W8-  38e0bf4791d43aeee521558c51168b5d7435640c
5562

46AMV7 - 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

4BBYTN- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

4C7GVP- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

6DXXKR- |SHA1 : 151bb949794d939cd736728b13884c31bab63348¢
5561

6VYKA7- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5562

6WAMV6- |f51 bb949794d939cd736728b13884c31ba63348¢
5562

6YDHGT- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5562

76XZAU- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

79GRLW- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

7YT2Y6- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

934QFJ- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5562

OMCTC4-  38e0bf4791d43aeee521558c51168b5d7435640c
5562

9PJIKU- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

A74R29- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode

Test Response

AK6X8Q- |{51 bb949794d939cd736728b13884c31bab63348¢
5562

B8PMTY- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5562

BF6924- 38EO0BF4791D43AEEE5S21558C51F68B5D7435640C
5561

BQLTLZ- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

C79pPZZ- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

CE7H9U- |f51 bb949794d939cd736728b13884c31bab63348¢
5561

CHQAKW-  38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

DDPLHF- |d5c2b001 7a37b10c950be2f6d42106e988bd224
5562

DFWZPL- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

DJGVQR-  SHAT: 38e0bf4791d43aeee521558c51168b5d7435640c
5562

DMEADH-  38e0bf4791d43aeee521558c51168b5d7435640c
5562

DMZEU6-  38e0bf4791d43aeee521558c51168b5d7435640c
5561

F72KDL- 38e0bf4791d430eee521558c51168b5d7435640c
5561

F7ZM3Q- |F51 bb949794d939cd736728b13884c31bab63348c
5561

FXPKGQ- |F51 BB949794D939CD736728B13884C31BA63348C
5561

G24HPD-  38EOBF4791D43AEEE521558C51F68B5D7435640C
5562

G26D9J- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

G66N4H-  38e0bf4791d43aeee521558c51168b5d7435640c
5561

G87P4F- 38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

GAJ27QQ-  38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

GPRF2U- 38e0bf4791d43aeee521558c51168b5d7435640c
5561

H2J28P- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode

Test Response

H6XWPS- 151bb949794d939cd736728b13884c31bab63348¢
5562

H7THFD- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

HT6D9G-  38e0bf4791d43aeee521558c51168b5d7435640¢
5562

HWA4QUK- |F51BB949794D939CD736728B13884C31BA63348C
5562

HWNBAN-  38e0bf4791d43aeee521558c51168b5d7435640¢
5561

HZNJ6N- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

J3N9PY- 38EOBF4791D43AEEE5S21558C51F68B5D7435640C
5561

JNQ3TR- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

K2DNED- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

KMVXFB- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

LHC4CH-  38e0bf4791d43aeee521558c51168b5d7435640¢
5561

LHFMZL- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

LRGBRH- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

LTDQ4F- 38e0bf4791d43aeee521558c51168b5d7435640¢
5562

MAFMZJ- 38E0BF4791D43AEEE5S21558C51F68B5D7435640C
5561

MGZQ8L- 38e0bf4791d43aeee521558c51f68b5d7435640c
5561

MHATV7-  [f51bb949794d939cd736728b13884c31bab63348¢
5562

MHBTUK-  38EOBF4791D43AEEE521558C51F68B5D7435640C
5561

MNXFQC-  38e0bf4791d43a0eee521558c51168b5d7435640c
5561

MT8T9A- 04d7827500259416240392912ddf120a4c31450a
5562

N2HHJN- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

NACMFA-  38e0bf4791d43aeee521558c51168b5d7435640¢
5561
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode

Test Response

NDVHFG-  38e0bf4791d43aeee521558c51168b5d7435640c
5561

NF3XP9- t51bb949794d939cd736728b13884c31bab63348¢
5561

NKWRMA-  38e0bf4791d43aeee521558c51168b5d7435640¢
5562

NNTHV7- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5562

P6VHGE- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5562

PFHGAG- 38EO0BF4791D43AEEE521558C51F68B5D7435640C
5562

PNQB2D-  38e0bf4791d43aeee521558c51168b5d7435640¢
5561

QJBWY6-  38e0bf4791d43aeee521558c51168b5d7435640c
5562

QK7HQB-  38e0bf4791d430eee521558c51168b5d7435640c¢
5561

QTYQB2-  38e0bf4791d43aeee521558c51168b5d7435640c
5561

R3GR72- 38E0BF4791D43AEEE521558C51F68B5D7435640C
5561

RBBZPS8- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

RNZWNJ-  38E0BF4791D43AEEE521558C51F68B5D7435640C
5561

TJLLBF- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

TU7PKZ- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

TYG3ZE- |F51 BB949794D939CD736728B13884C31BA63348C
5561

UBLAFD- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561

UZ7N9V- |f51 bb949794d939cd736728b13884c31bab63348¢
5561

V47Y3A- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

VQG32C- |F51 BB949794D939CD736728B1388C31BA63348C
5562

VT134J6- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

VZM623- |f51 bb949794d939cd736728b13884c31bab63348¢
5561
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode
Test Response

WROHTY- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5562

WV7Y39- 38EO0BF4791D43AEEE521558C51F68B5D7435640C
5562

XTXAD4- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

Y687VD- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

YOPUFJ- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

YB9HRA- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

YPTXWU- 38e0bf4791d43aeee521558c51168b5d7435640c¢
5561

YU4BET- 38e0bf4791d43aeee521558c51168b5d7435640¢
5561
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

Question 1: Provide the stored verification [acquisition] hash SHA-1 hash for the provided image,
26-5561 Laptop.E01. Do not provide the hash of the container file itself as this is provided to you on the front
page of the data entry form to verify the download.

Consensus Result:

38e0bf4791d43aeee521558c51168b5d7435640c¢
Manufacturer's Response Explanation:

The verification hash is embedded in the .EO1 (EWF) forensic container file by the acquisition tool. Forensic tools
that support the Expert Witness Format (EWF) will parse and display this information.
Manufacturer's Response lllustration:

X-Ways view of 26-5561.E01 stored verification hash

Hash' SHA-1 38EOBF4791D43AEEES21558C51F68B5D7435640C

Hash? MD5 2705D1950D55FB771B8ESBCCEB83407F

26-5561 Laptop.E01.ixt (FTK Imager)
Case Information:

Acquired using: ADI4.5.8.3
Case Mumber: 26-5561
Evidence Number: 26-5561.1
Unique description: Laptopl
Examiner: cts

CEE

Sector count: 134217728
[Computed Hashes]
MDS checksum: 2785d1958d55fb771b8eSbcceb83407F

SHA1 checksum: 38eBbt4791d43aeee521558c51f68b5d7435648¢C

Image Verification Results:

Verification started: Fri Mar 13 19:14:39 2026

Verification finished: Fri Mar 13 19:20:01 2826

MDS checksum: 2785d1956d55fb771b8eSbecceb83487F @ verified
verified

Other Responses:

A total of 14 (15%) participants reported the SHA-1 hash of the container file,
151bb949794d939cd736728b13884c31ba63348¢, not the stored verification hash of the provided image.

O =] v N B Wk = & W0 = ;o B W

[¥s]

Printed: 07-August-2026 (13) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

Question 2: What is the hostname (Computer Name) for this computer?
Manufacturer's  SLAPTOP

Response:
WebCode

Test Response
28MD86-  SLAPTOP
5561

2CT72Z- slaptop
5562

2DPLEX- SLAPTOP
5561

34XQQ2-  SLAPTOP
5561

36T73Y- SLAPTOP
5561

4666W8-  Computer name: SLAPTOP Displayed Computer name: slaptop
5562

46AMV7 - SLAPTOP
5561

4BBYTN- SLAPTOP
5561

4C7GVP-  SLAPTOP
5561

6DXXKR- SLAPTOP
5561

6VYKAT- SLAPTOP
5562

6WAMV6-  SLAPTOP
5562

6YDHGT-  SLAPTOP
5562

76XZAU- SLAPTOP
5561

79GRLW-  SLAPTOP
5561

7YT2Y6- SLAPTOP
5561

934QFJ- SLAPTOP
5562

9MCTC4-  SLAPTOP
5562

9PJ9KU- SLAPTOP
5561

A74R29- SLAPTOP
5561

AK6X8Q- SLAPTOP
5562
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Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode

Test Response
BBPMTY- slaptop

5562

BF6924- SLAPTOP

5561

BQLTLZ- SLAPTOP

5561

C79PZZ- SLAPTOP

5561

CE7H9U-  SLAPTOP

5561

CHQAKW-  SLAPTOP
5561

DDPLHF- SLAPTOP
5562

DFWZPL- SLAPTOP
5561

DJGVQR-  SLAPTOP
5562

DMEADH-  SLAPTOP
5562

DMZEU6-  SLAPTOP
5561

F72KDL- SLAPTOP
5561

F7ZM3Q-  SLAPTOP
5561

FXPKGQ-  SLAPTOP
5561

G24HPD-  slaptop

5562

G26D9J- SLAPTOP
5561

G66N4H-  SLAPTOP
5561

G87P4F- slaptop

5561

GAJ27Q-  SLAPTOP
5561

GPRF2U-  SLAPTOP
5561

H2J28P-  SLAPTOP
5561

H6XWP8-  SLAPTOP
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode

Test Response
H7THFD- SLAPTOP
5561

HT6D9G- SLAPTOP
5562

HW4QUK-  SLAPTOP
5562

HWNB8AN-  SLAPTOP
5561

HZNJ6N- SLAPTOP
5561

JAN9P9- slaptop
5561

JNQ3TR- slaptop
5561

K2DNED-  SLAPTOP
5561

KMVXFB- SLAPTOP
5561

LHC4CH-  SLAPTOP
5561

LHFMZL- SLAPTOP
5561

LRGBRH- SLAPTOP
5561

LTDQA4F- SLAPTOP
5562

MAFMZJ-  SLAPTOP
5561

MGZQ8L-  slaptop; SLAPTOP
5561

MHATV?7 - SLAPTOP
5562

MHBTUK-  slaptop
5561

MNXFQC-  Slaptop
5561

MT8T9A- SLAPTOP
5562

N2HHJN-  SLAPTOP
5561

NACMFA-  SLAPTOP
5561

NDVHFG-  SLAPTOP
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode

Test Response
NF3XP9- SLAPTOP
5561

NKWRMA-  SLAPTOP
5562

NNTHV7-  SLAPTOP
5562

P6VHGE- SLAPTOP
5562

PFHGAG- slaptop
5562

PNQB2D- SLAPTOP
5561

QJBWY6-  SLAPTOP
5562

QK7HQB-  SLAPTOP
5561

QTYQB2-  SLAPTOP
5561

R3GR72- slaptop
5561

RBBZP8- SLAPTOP
5561

RNZWNJ-  SLAPTOP
5561

TJLLBF- slaptop
5561

TU7PKZ- SLAPTOP
5561

TYGS3ZE- SLAPTOP
5561

UBLAFD-  SLAPTOP
5561

UZ7N9V- SLAPTOP
5561

V47Y3A- SLAPTOP
5561

VQG32C-  SLAP TOP
5562

VT34J6- SLAPTOP
5561

VZM623- SLAPTOP
5561

WR9HTY-  SLAPTOP
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode
Test Response

WV7Y39- Not within laboratory's scope
5562

XTXADA4- SLAPTOP
5561

Y687VD- SLAPTOP
5561

YQPUFJ- SLAPTOP
5561

YBOHRA- SLAPTOP
5561

YPTXWU- SLAPTOP
5561

YU4BET- SLAPTOP
5561

Printed: 07-August-2026 (18) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

Question 2: What is the hostname (Computer Name) for this computer?
Consensus Result:
SLAPTOP

Manufacturer's Response Explanation:

Windows Computer Name information is stored in the Windows System registry at
ControlSet001\Contro\ComputerName\ComputerName.
Manufacturer's Response lllustration:

SYSTEM: Registry Computer Name information (Registry Explorer)

Taals Opticng  Bookmarks (36/0) View. Help
Registry haves (2] Avalable bookmarks [837] Values
Find
Value Name & Value Type Dacs Value Sack
ey name #values | # wbleys | Last wrbe til - -
¥ 0 [ «
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bl ¥ | (et} Feghs FTEETIRE 02-00=-B0-00
R o B 0 340
L Wiy Akl il Computerhlams  Regss £3.£0-4C-00-31-00-15-50
v CarmenenllbluerSettngt o
¥ Ceenpabbibby [
4 = ComprterName 5
[ Computerhama 2
l ¥ Cortertlacdex o
¥ CrashControd 1
b = Cryptography G Trpm viewar | Slack vigweer Hevary wepiver
v = DwviewClatoes [ P e
¥ DevwelontanerPropermllpdarel vens o . .
b R — [ Yalus type Beghe
b = DevienGuard 1 ik -
b = DenrsOvamdes o
DervicePanels o
¥ D ussry [
£ 3 B valus 0= 00-SE-00-60-00- 7 2-00- 71-00- W-00-63-00-00-00
ey ComntrolZetd0 ]\ Control ComputerName ComputerMame
Selected hive: SYSTEM Last wribe: D026-002-08 001128 & el 2 values shown [ 100.00%:] Load complato
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

Question 3: Who is listed as the “Registered Owner” for this installation of Windows?
Manufacturer's  Wanda

Response:
WebCode

Test Response
28MD86- Wanda
5561

2CT72Z- Wanda
5562

2DPLEX- Wanda
5561

34XQQ2- Wanda
5561

36T73Y- Wanda
5561

4666W8-  Wanda
5562

46AMV7 - Wanda
5561

4BBYTN- Wanda
5561

4C7GVP- Wanda
5561

6DXXKR- Wanda
5561

6VYKA7 - Wanda
5562

6WAMV6- Wanda
5562

6YDHGT- Wanda
5562

76XZAU- Wanda
5561

79GRLW- Wanda
5561

7YT2Y6- Wanda
5561

934QFJ- Wanda
5562

9MCTC4-  Wanda
5562

9PJOKU- Wanda
5561

A74R29- Wanda
5561

AK6X8Q- Wanda
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode

Test Response
B8PMTY- Wanda
5562

BF6924- Wanda
5561

BQLTLZ- Wanda
5561

C79pPZZ- Wanda
5561

CE7H9U- Wanda
5561

CHQAKW-  Wanda
5561

DDPLHF- Wanda
5562

DFWZPL- Wanda
5561

DJGVQR-  Wanda
5562

DMEADH-  Wanda
5562

DMZEU6- Wanda
5561

F72KDL- Wanda
5561

F7ZM3Q-  Wanda
5561

FXPKGQ- Wanda
5561

G24HPD-  Wanda
5562

G26D9J- Wanda
5561

G66N4H-  Wanda
5561

G87P4F- Wanda
5561

GAJ27Q- Wanda
5561

GPRF2U- Wanda
5561

H2J28P- Wanda
5561

H6XWP8- Wanda
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode

Test Response
H7THFD- Wanda
5561

HT6D9G-  Wanda
5562

HW4QUK- Wanda
5562

HWNS8AN-  Wanda
5561

HZNJ6N- Wanda
5561

J3N9P9- Wanda
5561

JNQ3TR- Wanda
5561

K2DNED- Wanda
5561

KMVXFB- Wanda
5561

LHC4CH- Wanda
5561

LHFMZL- Wanda
5561

LRGBRH- Wanda
5561

LTDQ4F- Wanda
5562

MAFMZJ- Wanda
5561

MGZQ8L-  slaptop\Wanda; Wanda
5561

MHATV7 - Wanda
5562

MHBTUK-  Wanda
5561

MNXFQC-  Wanda
5561

MT8T9A- WANDA
5562

N2HHIN-  Wanda
5561

NACMFA-  Wanda
5561

NDVHFG-  Wanda
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode

Test Response
NF3XP9- Wanda
5561

NKWRMA-  Wanda
5562

NNTHV7- Wanda
5562

P6VHGE- Wanda
5562

PFHGAG6- Wanda
5562

PNQB2D-  Wanda
5561

QJBWY6- Wanda
5562

QK7HQB- Wanda
5561

QTYQB2- Wanda
5561

R3GR72- Wanda
5561

RBBZP8- Wanda
5561

RNZWNJ- Wanda
5561

TJLLBF- Wanda
5561

TU7PKZ- Wanda
5561

TYG3ZE- Wanda
5561

U8BLAFD- Wanda
5561

UZ7N9V- Wanda
5561

V47Y3A- Wanda
5561

VQG32C- WANDA
5562

VT34J6- Wanda
5561

VZM623- Wanda
5561

WROHTY-  Wanda
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode
Test Response

WV7Y39- Not within laboratory's scope
5562

XTXAD4- Wanda
5561

Y687VD- Wanda
5561

Y9PUFJ- Wanda
5561

YBYHRA- Wanda
5561

YPTXWU- Wanda
5561

YU4BET- Wanda
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

Question 3: Who is listed as the “Registered Owner” for this installation of Windows?

Consensus Result:

Wanda

Manufacturer's Response Explanation:

Windows operating system information is found in the registry at C:\Windows\System32\Config\Software:

Microsof\Windows NT\CurrentVersion: RegisteredOwner.
Manufacturer's Response lllustration:

SOFTWARE: Registry “Registered Owner” (Registry Explorer)
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

Question 4: What time zone was this computer configured to display? (Provide answer as a name,
e.g., Atlantic Time)
Manufacturer's  Pacific Time or Pacific Standard Time

Response:

WebCode

Test Response
28MD86- Pacific Standard Time
5561

2CT72Z- Pacific Standard Time
5562

2DPLEX- Pacific Time

5561

34XQQ2-  Pacific Time

5561

36T73Y- Pacific Time

5561

4666W8-  Display: (UTC-08:00) Pacific Time (US & Canada) Timezone Name: Pacific Standard Time
5562

46AMV7 - Pacific Time

5561

4BBYTN- Pacific Standard Time
5561

4C7GVP- Pacific Time

5561

6DXXKR- Pacific Standard Time
5561

6VYKA7- Pacific Standard Time
5562

6WAMV6-  Pacific Time

5562

6YDHGT- Pacific Standard Time
5562

76XZAU- Pacific Time

5561

79GRLW- Pacific Standard Time
5561

7YT2Y6- Pacific Standard Time
5561

934QFJ- Pacific Time

5562

9MCTC4-  Pacific Standard Time
5562

9PJIKU- Pacific Standard Time
5561

A74R29- Pacific Daylight Time
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode

Test Response
AK6X8Q- Pacific Standard Time
5562

B8PMTY- Pacific Standard Time
5562

BF6924- Pacific Standard Time
5561

BQLTLZ- Pacific Standard Time
5561

C79PZZ- Pacific Standard Time
5561

CE7H9U- Pacific Standard Time
5561

CHQAKW-  Pacific Standard Time
5561

DDPLHF- Pacific Standard Time
5562

DFWZPL- Pacific Time

5561

DJGVQR- Pacific Time

5562

DMEADH-  Pacific Standard Time
5562

DMZEU6-  (UTC-08:00) Pacific Time (US & Canada)
5561

F72KDL- Pacific Daylight Time
5561

F7ZM3Q-  Pacific Standard Time
5561

FXPKGQ- Pacific Standard Time
5561

G24HPD- Pacific Time

5562

G26D9J- Pacific Time

5561

G66N4H-  Pacific Standard Time
5561

G87P4F- Pacific Standard Time/ Pacific Time
5561

GAJ27Q- Pacific Time

5561

GPRF2U- Pacific Standard Time
5561

H2J28P- Pacific Time

5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode

Test Response
H6XWPS- uTC-8

5562

H7THFD- (UTC-08:00) Pacific Time (US & Canada)
5561

HT6D9G- Pacific Time

5562

HW4QUK-  Pacific Standard Time
5562

HWNBS8AN-  Pacific Time

5561

HZNJ6N- Pacific Time

5561

J3N9P9- Pacific Time

5561

JNQ3TR- Pacific Time

5561

K2DNED- Pacific Time

5561

KMVXFB- Pacific Standard Time
5561

LHC4CH- Pacific Time

5561

LHFMZL- Pacific Standard Time
5561

LRGBRH- Pacific Standard Time
5561

LTDQ4F- Pacific Standard Time
5562

MAFMZJ- Pacific Standard Time
5561

MGZQ8L-  Pacific Time

5561

MHATV7 - Pacific Time (US & Canada)
5562

MHBTUK- Pacific Standard Time
5561

MNXFQC-  Pacific Standard Time
5561

MT8T9A- Pacific Standard Time
5562

N2HHJN- Pacific Standard Time
5561

NACMFA-  Pacific Standard Time
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode

Test Response
NDVHFG-  Pacific Time

5561

NF3XP9- Pacific Standard Time
5561

NKWRMA-  Pacific Time

5562

NNTHV7- Pacific Standard Time
5562

P6VHGE- Pacific Standard Time
5562

PFHGAG6- Pacific Standard Time
5562

PNQB2D-  Pacific Standard Time
5561

QJBWY6-  Pacific Standard Time
5562

QK7HQB-  Pacific Standard Time
5561

QTYQB2-  Pacific Time

5561

R3GR72- Pacific Time

5561

RBBZP8- Pacific Time (US & Canada)
5561

RNZWNJ- Pacific Standard Time
5561

TJLLBF- Pacific Standard Time, Pacific Daylight Time
5561

TU7PKZ- Pacific Standard Time
5561

TYGS3ZE- Pacific Daylight Time
5561

U8BLAFD- Pacific Time

5561

UZ7N9V- UTC-8

5561

V47Y3A- Pacific Standard Time
5561

VQG32C-  Pacific Time

5562

VT134J6- Pacific Time

5561

VZM623- (UTC-08:00) Pacific Time (US & Canada)
5561

Printed: 07-August-2026 (29) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode
Test Response

WROHTY- Pacific Standard Time
5562

WV7Y39- Not within laboratory's scope
5562

XTXADA4- Pacific Time

5561

Y687VD- Pacific Standard Time
5561

Y9PUFJ- Pacific Standard Time
5561

YBYHRA- Pacific Time

5561

YPTXWU- Pacific Standard Time
5561

YU4BET- Pacific Standard time
5561

Printed: 07-August-2026 (30) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

Question 4: What time zone was this computer configured to display? (Provide answer as a name, e.g.,
Atlantic Time)

Consensus Result:

Pacific Time and any variations representing similar information.

Manufacturer's Response Explanation:

Windows time zone setting information is found in the SYSTEM registry hive at
C:A\Windows\System32\Config\SYSTEM:ControlSet00 1\Control\TimeZonelnformation.
Manufacturer's Response lllustration:

SYSTEM: Registry time zone information (Registry Explorer)
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

Question 5: Provide the SSID, or Service Set Identifier (Network Name) of the Wi-Fi hotspot
connected to by this computer with Gateway Mac Address A2-AF-92-87-7D-99.
Manufacturer's  Pixel 7929

Response:

WebCode

Test Response
28MD86- Pixel 7929
5561

2CT72Z- Pixel 7929
5562

2DPLEX-  Pixel 7929
5561

34XQQ2-  Pixel 7929
5561

36T73Y- Pixel 7929
5561

4666W8-  Network Name (SSID): Pixel 7929
5562

46AMV7-  Pixel 7929
5561

4BBYTN- Pixel 7929
5561

4C7GVP- Pixel 7929
5561

6DXXKR- Pixel 7929
5561

6VYKA7- Pixel 7929
5562

6WAMV6-  Pixel 7929
5562

6YDHGT- Pixel 7929
5562

76XZAU- Pixel 7929
5561

79GRLW- Pixel 7929
5561

7YT2Y6- Pixel 7929
5561

934QFJ- Pixel 7929
5562

9MCTC4-  Pixel 7929
5562

9PJIKU- Pixel 7929
5561

A74R29-  Pixel 7929
5561

Printed: 07-August-2026 (32) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode

Test Response
AK6X8Q- Pixel 7929
5562

B8PMTY- Pixel 7929
5562

BF6924- Pixel 7929
5561

BQLTLZ- Pixel 7929
5561

C79PZZ- Pixel 7929
5561

CE7H9U-  Pixel 7929
5561

CHQAKW-  Pixel 7929
5561

DDPLHF- Pixel 7929
5562

DFWZPL- Pixel 7929
5561

DJGVQR-  Pixel 7929
5562

DMEADH-  Pixel 7929
5562

DMZEU6-  Pixel 7929
5561

F72KDL- Not within laboratory's scope
5561

F7ZM3Q-  Pixel_7929
5561

FXPKGQ-  Pixel 7929
5561

G24HPD-  Pixel 7929
5562

G26D9J- Pixel 7929
5561

G66N4H-  Pixel 7929
5561

G87P4F- Pixel 7929
5561

GAJ27Q-  Pixel 7929
5561

GPRF2U- Pixel 7929
5561

H2J28P- Pixel 7929
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode

Test Response
H6XWP8- Pixel 7929
5562

H7THFD- Pixel 7929
5561

HT6D9G-  Pixel 7929
5562

HW4QUK-  Pixel 7929
5562

HWNBAN-  Pixel 7929
5561

HZNJ6N- Pixel 7929
5561

J3N9P9-  Pixel 7929
5561

INQ3TR-  Pixel 7929
5561

K2DNED- Pixel 7929
5561

KMVXFB- Pixel 7929
5561

LHC4CH- Pixel 7929
5561

LHFMZL- Pixel 7929
5561

LRGBRH- Pixel 7929
5561

LTDQ4F- Pixel 7929
5562

MAFMZJ- Pixel 7929
5561

MGZQ8L-  Pixel 7929
5561

MHATV7- Pixel 7929
5562

MHBTUK- Pixel 7929
5561

MNXFQC-  Pixel 7929
5561

MT8T9A- Pixel 7929
5562

N2HHIN-  Pixel 7929
5561

NACMFA-  Pixel 7929
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode

Test Response
NDVHFG-  Pixel 7929
5561

NF3XP9- Pixel 7929
5561

NKWRMA-  Pixel 7929
5562

NNTHV7- Pixel 7929
5562

POVHGE-  Pixel 7929
5562

PFHGAG6- Pixel 7929
5562

PNQB2D-  Pixel 7929
5561

QUBWY6-  Pixel 7929
5562

QK7HQB-  PIXEL 7929
5561

QTYQB2- Pixel 7929
5561

R3GR72- Pixel 7929
5561

RBBZP8- Pixel 7929
5561

RNZWNUJ- Pixel 7929
5561

TJLLBF- Pixel 7929
5561

TU7PKZ- Pixel 7929
5561

TYG3ZE- Pixel 7929
5561

UBLAFD-  Pixel 7929
5561

UZ7N9V- Pixel 7929
5561

V47Y3A- Pixel 7929
5561

VQG32C-  Pixel 7929
5562

VT34J6- Pixel 7929
5561

VZM623-  Pixel 7929
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results
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WebCode
Test Response

WROHTY- Pixel 7929
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- Pixel 7929
5561

Y687VD- Pixel 7929
5561

Y9PUFJ- Pixel 7929
5561

YB9HRA- Pixel 7929
5561

YPTXWU- Pixel 7929
5561

YU4BET- Pixel 7929
5561
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Question 5: Provide the SSID, or Service Set Identifier (Network Name) of the Wi-Fi hotspot connected to by
this computer with Gateway Mac Address A2-AF-92-87-7D-99.

Consensus Result:
Pixel 7929

Manufacturer's Response Explanation:
Windows network connection settings information is found in the SYSTEM registry hive at
C:\Windows\System32\Config\ SOFTWARE :Microsoff\Windows NT\CurrentVersion\NetworkList\

Manufacturer's Response lllustration:

SOFTWARE: Registry “NetworkList” (Registry Explorer)

|
Fila Tools Options Bookmarks (33/0) Vew Halp
Regastry hives (1) Awailable bookmarks: (5200) Yalues Knowm reetworks
Find
First, Mt Metaor Hame biame Type | First Comnect L Lasgt Connected L | Gateway Ma Managel
K
B AT ¥ ‘5- .l: "E L
TuF 2 Pinel T35 | Pol_T519 [l ineless Mie-03-01 16 2026-00-00 16:45... A2-AF-91-87-7
¥ ¥ MobwarkList ¥ D=99
B Nalmetadal mes
¥ Half o Total rows: 3
g Flay g SeraanMarag er Network Name
b Mivamed Type wiswer Slack viewer Biriary vesensr
=] : Valus rame {default) HEE
i Valuetype  FlagSe Pixel 7929
¥ Pasgwordless -
¥ PearDue Value 192.228.79.201
¥ Perfid
(3 PerHwldStarags
Ports i — - i — .
=i Ty vilue {31-00-39-00-32-00- 2 E-00=32-00-32-00-38-00- 2E-00-13 7-00-39-00- 2E-00- 32-00- 30-00-31-00-00-00
i
¥ Prine
¥ Profhel gt W Siack
€ »
Ky hhorosoftiWindows NT\CurrentVersion\NotworkList
Selected hive: SOFTWARE Last write: 2026-03-13 23:06:00 3 of 3 valuas shown (100.009%) Load complate
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Question 6: Provide the SHA256 hash of the file containing the keyword “Bazookasaurus”.
Manufacturer's 7CDBAYFF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
Response:

WebCode
Test Response

28MD86- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

2CT72Z- 7CDBA9QFF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562

2DPLEX- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

34XQQ2-  7CDBA9FF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

36T73Y- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

4666W8- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

46AMV7 - 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

4BBYTN- 7cdba9ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

4C7GVP- 7cdba?ft3e58b7ebf81bd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

6DXXKR- Not within laboratory's scope
5561

6VYKA7- 7CDBA9QFF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562

6WAMV6-  7cdba91i3e58b7ebf8ibd51457a189d6816e480233053a11972ab04b2d8890ec
5562

6YDHGT-  7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562

7 6XZAU- 7cdba91f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

79GRLW-  7cdba?ff3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

7YT2Y6- 7cdba91f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

934QFJ- 7cdba93e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

IMCTC4-  7cdba9ff3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

9PJ9KU- 7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

A74R29- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

AK6X8Q- 8b58407da38fc0edacé7ad09487ee195¢cc171960f4a72ab756c912f460052468
5562
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WebCode
Test Response

B8PMTY- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

BF6924- 7CDBA9QFF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

BQLTLZ- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

C79pPZZ- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

CE7H9U-  7CDBA9FF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

CHQAKW-  7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

DDPLHF- 7cdba9ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

DFWZPL- 7cdba9f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

DJGVQR-  SHA256: 7cdba%1f3e58b7ebf8tbd51457a189d6816e480233053a11972ab04b2d8890ec
5562

DMEADH-  7cdba%ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

DMZEU6-  7cdba?ff3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

F72KDL- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

F7ZM3Q-  7cdba?ff3e58b7ebf8fbd51457a189d6816e48a0233053a11972ab04b2d8890ec
5561

FXPKGQ- 7CDBA9FF3ES8B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

G24HPD-  7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D8890EC
5562

G26D9J- 7CDBAYFF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

G66N4H-  7cdba9ff3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

G87P4F- 7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

GAJ27Q-  7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

GPRF2U- 7cdba9t3e58b7ebt8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

H2J28P- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

H6XWP8- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562
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WebCode

Test Response

H7THFD- 7cdba9ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

HT6D9G- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

HW4QUK-  7cdba%ff3e58b7ebf8tbd51457a189d6816e480233053a11972ab04b2d8890ec
5562

HWNSBAN-  7cdba%#3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

HZNJ6N- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

J3N9P9- 7CDBA9QFF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

INQSTR- 7cdba®ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

K2DNED- 7cdba9f3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

KMVXFB- 7CDBA9FF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

LHC4CH- 7cdba93e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

LHFMZL- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

LRGBRH- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

LTDQA4F- 7cdba91f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

MAFMZJ- 7CDBA9QFF3ES8B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

MGZQ8L- 7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D8890EC
5561

MHATV7-  7cdba9ff3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

MHBTUK-  7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D8890EC
5561

MNXFQC-  7cdba9ff3e58b7ebi8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

MT8T9A- Not within laboratory's scope
5562

N2HHJN- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

NACMFA-  7cdba%#f3e58b7ebf8tbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

NDVHFG-  7cdba9f3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561
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NF3XP9- 7cdba9ff3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

NKWRMA-  7cdba%#3e58b7ebf8tbd51457a189d6816e480233053a11972ab04b2d8890ec
5562

NNTHV7- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5562

P6VHGE- 7CDBA9QFF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562

PFHGAG- 7CDBA9FF3ES8B7EBF8FBDS51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562

PNQB2D-  7cdba%#3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

QIBWY6-  7cdba9tf3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5562

QK7HQB-  7cdba?ft3e58b7ebi8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

QTYQB2-  7cdba%ff3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

R3GR72- 7CDBA9QFF3ES8B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

RBBZP8- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

RNZWNJ-  7CDBA9QFF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

TJLLBF- 7CDBA9FF3ES8B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

TU7PKZ- 7CDBA9QFF3ES8B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5561

TYG3ZE- 7cdba91f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

UBLAFD- 7cdba9i3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

UZ7N9V- 7cdba91f3e58b7ebf8fbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

V47Y3A- 7cdba9ti3e58b7ebf8fbd51457a189d6816e480233053a11972ab04b2d8890ec
5561

VQG32C- |7CDBAYFF3E58B7EBF8FBD51457A189D6816E48A23053A11972AB04B04B2D88Y0EC
5562

VT134J6- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

VZM623- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

WROHTY- 7CDBA9QFF3ES58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D88Y0EC
5562
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WebCode

Test Response

WV7Y39- 7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D8890EC
5562

XTXAD4- 7cdba9t3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

Y687VD- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

YOPUFJ- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

YBYHRA- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

YPTXWU- 7cdba9tt3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561

YU4BET- 7cdba9f3e58b7ebf8tbd51457a189d6816e48a233053a11972ab04b2d8890ec
5561
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Question 6: Provide the SHA256 hash of the file containing the keyword “Bazookasaurus”.

Consensus Result:

7CDBA9FF3E58B7EBF8FBD51457A189D6816E48A233053A11972AB04B2D8890EC

Manufacturer's Response Explanation:

The keyword in this question is found in \Users\Wanda\Documents\AshamedAntelope.xml contains this keyword.
Manufacturer's Response lllustration:

AshomedAn’reIope xml (X-Ways)

top 26-5561 Lap!ap P3|

'-.Users‘n.w-andn"n.ﬂacumr:-nts
I Full path = SHA-256

\WsersiWanda\Documents\ArragantTermite. pdf BAES.ZCIF '-"CFDEIBMCGEBAE '-"DEEEIE!FQDE‘? EFCBE 3 BZCEE-ﬂS&EEEBI SCOFSE ?'-"5..'-! T4
Weers\Wanda\Documents\Ashamedalpaca.pdf t 4 : ]
YUsers\Wanda\Documents\AshamedAntelopexml

‘Wsers\Wanda\DocumentshAshamedChimpanzee. pdf

== Partition | File & Preview + 7 Details  g§ Gallery =3 Calendar Legend Raw  Text -
<Layer queryable="0">
=Name>PA-EASTERN MOLE(Scalopus aquaticus)</Namea>
<Title>PA-EASTERN MOLE(Scalopus aguaticus)=Title=>
<SR5>EPSG 4326</5R5>
<LatLonBoundingBox minx="-78.4400126797" miny="39,1554102629" maxx="-T4 5600041661" maxy="41.2537588448"/>
<KeywordList=<Keyword>Scientific Name(s) SCALOPUS AQUATICUS FEFELEEEINE </ eyword=<Keyword>Common Mame(s) §
179879</Keyword=<Keyword>GLOBAL ELEMENT OF OCCURRENCE ELEMENT_GLOBAL-2-106146</Keyword=>=</KeywordList;
Style<fAbstract><LegendURL width="12" height="10"><Format=image/gif</Format=<0nlineResource xmins xlink="http-fwww w3
slink:href="htp.fgapmap. nbi.govimages/egend/colorboxesforestgrean. gifl=</LegendURL></Style><MetadatalURL type="FGD
xink:-href="htip./fgapmap.nbii. gow/downloadvertscommon/pa/mammals/paamabb04010 html™/></MetadataURL > </l ayer=
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Question 7: List all of the following filesystem aftributes that are set for the file with SHA 256 hash

value of 443FB650E904FE97563484BF492A0E87842B4FAD2COF939E22B0OBOC724BE26A7:
Archive, Compressed, Encrypted, Hidden, Indexed, Not-indexed, Read-only, System, Temporary

Manufacturer's  archive, hidden, not-indexed

Response:

WebCode

Test Response

28MD86- Hidden, Archive, Not-indexed
5561

2CT72Z- Hidden, Archive, Not-indexed
5562

2DPLEX- Hidden, Archive, Not-Indexed
5561

34XQQ2-  Archive, Hidden, Not-Indexed
5561

36T73Y- Hidden, Archive, Not-Indexed
5561

4666W8- Hidden, Archive, Not Contfent Indexed (Not-Indexed)
5562

46AMV7 - Archive, Hidden, Not Indexed
5561

4BBYTN- Archive, Hidden, Not-Indexed
5561

4C7GVP- Hidden, Archive, NotContentindexed
5561

6DXXKR- Not within laboratory's scope
5561

6VYKA7- |°Archive -true *Hidden — true
5562

6WAMV6-  Archive, Hidden, Not-indexed
5562

6YDHGT-  Archive, Hidden, not-Indexed
5562

76XZAU- Hidden, Archive, Not Indexed
5561

79GRLW- Hidden, Archive, Not-indexed
5561

7YT2Y6- Hidden, Archive, Not Content Indexed
5561

934QFJ- Hidden, Archive, Not Content Indexed (Not-Indexed)
5562

OMCTC4-  Hidden, Archive, Not-Indexed
5562

9PJOKU- Archive, Hidden and Not-indexed
5561

A74R29- Archive, Hidden, Not-Indexed
5561
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WebCode

Test Response

AK6X8Q- Hidden, Archive, Not-indexed
5562

B8PMTY- Archive, Hidden, Not-indexed
5562

BF6924- Archive, Hidden, Not-Indexed
5561

BQLTLZ- Archive , Hidden

5561

C79P7Z- Archive - True, Compressed - False, Encrypted - No, Hidden - True, Indexed, Read Only - False, System - False,
5561 Temporary - False

CE7H9U- Hidden, Archive, Not-Indexed

5561
CHQAKW-  Archive, Hidden, Not- Indexed
5561
DDPLHF- Hidden, Archive, Not-indexed
5562

DFWZPL- Hidden, Archive, NotContentindexed (Not Indexed) - This was for the Wanda's "NTUser.dat"
5561

DIJGVQR- Hidden, Archive, Not -indexed

5562

DMEADH-  Hidden, Archive, Not-indexed
5562

DMZEU6-  Not within laboratory's scope
5561

F72KDL- Hidden, Archive, Not-indexed
5561

F7ZM3Q-  Hidden, Archive, Not Indexed
5561

FXPKGQ- Hidden, Archive, Not-Indexed
5561

G24HPD-  Not-indexed, Hidden, to be archived, contents only partially initialised
5562

G26D9J- Archive, Hidden, Not-Indexed
5561

G66N4H-  Hidden, Archive, NotContentlndexed
5561

G87P4F- Not-indexed Hidden Archive
5561

GAJ27Q-  Archive, Hidden, Not-indexed
5561

GPRF2U- Archive, Hidden, Not-indexed
5561

H2J28P- Archive, Hidden, Not-indexed
5561
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WebCode

Test Response

H6XWP8- * Archive * Hidden ¢ Not-indexed
5562

H7THFD- Hidden, Archive, Not-indexed
5561

HT6D9G- Hidden, Archive, Not Indexed
5562

HW4QUK-  Archive, Hidden, Not-indexed
5562

HWNS8AN-  Hidden, Archive, Content not indexed
5561

HZNJ6N- Hidden, Archive, Not Indexed
5561

J3N9P9- archive, hidden, not indexed
5561

JNQ3TR- Archive, Hidden, Not-Indexed
5561

K2DNED- Archive, Hidden, Not-indexed
5561

KMVXFB- Not-indexed, Hidden, Archive
5561

LHC4CH- Archive, Hidden, Not-indexed
5561

LHFMZL- Archive, Hidden, Not-indexed
5561

LRGBRH- Archive, Hidden, not-indexed
5561

LTDQ4F- Hidden, Archive, Not-Indexed
5562

MAFMZJ- Hidden, Archive, Not Content Indexed
5561

MGZQ8L-  File, Hidden, Archive, Not Indexed
5561

MHATV? - Archive, Hidden, Not-indexed
5562

MHBTUK-  Archive, Hidden, Not-indexed
5561

MNXFQC-  Archive, Hidden, Not indexed
5561

MT8T9A- Not within laboratory's scope
5562

N2HHJN- Hidden, Archive, Not-Indexed
5561

NACMFA-  Hidden, Archive, Not-Indexed
5561
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WebCode

Test Response

NDVHFG-  Hidden, Archive, Not-indexed

5561

NF3XP9- Hidden, Archive, Not-Indexed

5561

NKWRMA-  Archive, Hidden, Not-indexed

5562

NNTHV7- Archive, Hidden, Not-indexed

5562

P6VHGE- HIDDEN, ARCHIVE, NOT CONTENT INDEXED
5562

PFHGA6- To be archived, Hidden, Not Indexed, Contents only partially initialised
5562

PNQB2D-  Archive, Hidden, Not-indexed

5561

QJBWY6- Hidden, Archive, NotContentindexed

5562

QK7HQB-  [443th650e9041e97563484b149200e87842b4tad2c0f939e22b0b0c724be26a7
5561

QTYQB2-  Archive, Hidden, Not-indexed

5561

R3GR72- Not-indexed, Hidden, to be archived, contents only partially initialised
5561

RBBZP8- Archive, Hidden, Not-indexed
5561

RNZWNJ-  |Archive —true \ Hidden — true
5561

TJLLBF- File, Hidden, Archive, Not-Indexed
5561

TU7PKZ- Hidden, Archive, Not-indexed
5561

TYG3ZE- Hidden, Archive, Not-Indexed
5561

U8BLAFD- Hidden, Archive, Not-indexed (Axiom listed as NotContentindexed)
5561

UZ7N9V- ¢ Archive * Hidden ¢ Not-indexed
5561

V47Y3A- Hidden, Archive, Not-indexed
5561

VQG32C-  Hidden, Archive, Not-Indexed
5562

VT134J6- Hidden, Archive, Not-indexed
5561

VZM623- File, Hidden, Archive, Not Indexed
5561
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WebCode
Test Response

WROHTY- Hidden, Archive, Not-Indexed
5562

WV7Y39- Not within laboratory's scope
5562

XTXADA4- Hidden, Archive, Not-Indexed
5561

Y687VD- Hidden, Archive, Not-Indexed
5561

YOPUFJ- Archive Hidden Not-indexed
5561

YB9HRA- Hidden, Archive, Not-indexed
5561

YPTXWU- Archive, Hidden, Not-indexed
5561

YU4BET- Archive, Hidden, Indexed.
5561
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Question 7: List all of the following filesystem attributes that are set for the file with SHA 256 hash value of
443FB650E904FE97563484BF492A0E87842B4FAD2COF939E22BOBOC724BE26A7: Archive, Compressed,
Encrypted, Hidden, Indexed, Not-indexed, Read-only, System, Temporary

Consensus Result:

archive, hidden, not-indexed

Manufacturer's Response Explanation:

The file \Users\Wanda\NTUSER.DAT has the specified hash provided in the question. This file has the following
attributes set: archive, hidden, and not-indexed.

Manufacturer's Response Illustration:

NTUSER.DAT file metadata (X-ways)

[Full path Wsers\Wanda\NTUSER.DAT
[Path Wsers\Wanda
MName NTUSER.DAT
SHA-256 44 3FBES0ESD4FESTS634B4BFA92A0ERTB42B4FADZCOFI39E22B0BOCT24BE2GAT
Modified 031372026 23:07:24 +0
[Existent v
|Dascriptinn existing
Ext. DAT
VWanda
2ol SadaSadde 599054517-94952614-2458564700-1001
Attr, IHAR
RSEl
Type status confirmed
Type descr. Registry hive
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Question 8 - Examination Questions

Question 8: The file created 03/13/2026 (March 13, 2026) 21:11:56 UTC+0 contains text “CTS
2026 003”. Provide the dollar amount visible in the file (i.e $XXXX.XX).
Manufacturer's  $17,836.04

Response:

WebCode

Test Response
28MD86-  $17,836.04
5561

2CT72Z- $17836.04
5562

2DPLEX- $17,836.04
5561

34XQQ2-  $17,836.04
5561

36T73Y- $17836.04
5561

4666W8-  $17,836.04
5562

46AMV7 - $17836.04
5561

4BBYTN- $17,836.04
5561

4C7GVP- $17,836.04
5561

6DXXKR- Not within laboratory's scope
5561

6VYKAT- $17,836.04
5562

6WAMV6-  $17836.04
5562

6YDHGT- $17,836.04
5562

76XZAU- $17,836.04
5561

79GRLW- $17,836.04
5561

7YT2Y6- $17836.04
5561

934QFJ- $17836.04
5562

9MCTC4- $17,836.04
5562

9PJOKU- $17836.04
5561

A74R29- $17,836.04
5561
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WebCode

Test Response
AKéX8Q-  $17,836.04
5562

B8PMTY- $17,836.04
5562

BF6924- $17,836.04
5561

BQLTLZ- $17,836.04
5561

C79pPZZ- $17,836.04
5561

CE7HOU-  $17836.04
5561

CHQAKW-  $17836.04
5561

DDPLHF- $17,836.04
5562

DFWZPL- $17,836.04 - The file created is B.64 - This file is a base 64 jpeg
5561

DIGVQR-  $17,836.04
5562

DMEADH-  $17,836.04
5562

DMZEU6-  $17,836.04
5561

F72KDL- $17,836.04
5561

F7ZM3Q-  $17,836.04
5561

FXPKGQ-  $17836.04
5561

G24HPD-  $17,836.04
5562

G26D9J- $17836.04
5561

G66N4H-  $17,836.04
5561

G87P4F- $17,836.04
5561

GAJ27Q-  $17836.04
5561

GPRF2U- $17,836.04
5561

H2J28P- $17,836.04
5561
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WebCode

Test Response
H6XWPS8- $17,836.04
5562

H7THFD- $17836.04
5561

HT6D9G-  $17,836.04
5562

HW4QUK-  [Participant did not return results for this question.]
5562

HWNBAN-  $17836.04
5561

HZNJ6N- $17,836.04
5561

J3NOPY- $17,836
5561

JNQSTR- $17836.04
5561

K2DNED-  $17,836.04
5561

KMVXFB- $17836.04
5561

LHC4CH-  $17836.04
5561

LHFMZL- $17,836.04
5561

LRGBRH- $17,836.04
5561

LTDQA4F- $17,836.04
5562

MAFMZJ-  $17,836.04
5561

MGZQ8L- $17,836.04
5561

MHATV7-  $17,836.04
5562

MHBTUK-  $17836.04
5561

MNXFQC-  $17,836.04
5561

MT8T9A- Not within laboratory's scope
5562

N2HHIN-  $17,836.04
5561

NACMFA-  $17, 836.04
5561
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WebCode

Test Response
NDVHFG-  $17,836.04
5561

NF3XP9- 17,836.04
5561

NKWRMA-  $17,836.04
5562

NNTHV7-  $17,836.04
5562

P6VHGE- Not within laboratory's scope
5562

PFHGA6-  $17836.04
5562

PNQB2D-  $17836.04
5561

QJBWY6-  17836,04
5562

QK7HQB-  $17,836.04
5561

QTYQB2- $17,836.04
5561

R3GR72- $17,836.04
5561

RBBZP8- $17,836.04
5561

RNZWNJ-  $17,836.04
5561

TJLLBF- $17,836.04
5561

TU7PKZ- $17836.04
5561

TYG3ZE- 17836.04
5561

UBLAFD- 17,836.04
5561

UZ7N9V-  $17,836.04
5561

V47Y3A- $17,836.04
5561

VQG32C- [$17826.04
5562

VT134J6- $17836.04
5561

VZM623-  $17,836.04
5561
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WebCode
Test Response

WROHTY-  $17,836.04
5562
WV7Y39-  $17836.04
5562
XTXADA4- $17836.04
5561
Y687VD- $17,836.04
5561
Y9PUFJ- $17836.04
5561
YB9HRA- $17,836.04
5561
YPTXWU- $17836.04
5561
YU4BET- $17,863.04
5561
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Question 8 - Examination Questions

Question 8: The file created 03/13/2026 (March 13, 2026) 21:11:56 UTC+0 contains text “CTS 2026
003”. Provide the dollar amount visible in the file (i.e $XXXX.XX).

Consensus Result:
$17,836.04

Manufacturer's Response Explanation:

The file created 03/13/2026 at 21:11:56 UTC+0 is C: \Users\Wanda\Documents\B.44. This file contains Base64
encoded binary data that when decoded contains a jpeg image. Previewing the file in hex view the Baseé4
encoding is apparent. Upon decoding the file contents, the file header, FF D8 FF EO 00 10 4A 46 49 46
(y@yaJFIF), identifies the file as a JPEG image file.

Manufacturer's Response lllustration:

Hex view of B.64 (X-Ways)
| 26-5561_Laptop 26-5561_Laptaop, P3 i:_'i_:: 5561_Laptop; ?3|

¥ 1 | and subdirectories

@ " Name = " Full path Y Created TIMadified

a 1B.64 \Users\Wanda\Documents\B.64 03/13/2026 21:11:56+0 & 03/13/2026 21:11
== Partition " File » Preview [ Details g Gallery 3 Calendar == Legend
Offset [ - s SR O N - g 9 A B C D E F } I

00000000 2F 39 6A 2F 34 41 41 51 53 6B 5A 44 52 67 41 42 /97/4ARQSkZJRgAB
00000010 41 51 41 41 41 51 41 42 41 41 44 2F 32 77 42 44 RAQARAQABRAD/SZ2wRD
ooooo020 41 41 6B 47 42 77 67 48 42 67 6B 49 42 77 &7 4B AAkGBwgHBgkIBwgK
00000030 43 67 6B 4C 44 52 59 50 44 51 77 4D 44 52 73 55 CgkLDRYPDOWMDRsO
00000040 46 52 41 57 49 42 30 69 49 69 41 64 48 78 30 6B FRAWIBOiIiAdHxEBk
00000050 4B 44 51 73 4A 432 5% 78 4A 78 38 66 4C 54 30 74 KDsJCYxJxSfLTOt
00000060 4D 54 55 33 4F 6A 6F 36 49 79 73 2F 52 44 38 34 MTU30jo6lys/RDE4
00o00070 51 TA 51 35 4F 6A 66 2F 32 77 42 44 41 51 6F 4B QzQ507f/2wBDAQoK
00000080 43 67 30 4D 44 52 6F 50 44 78 6F 33 4A 52 38 €6C CgOMDRoPDxo3JREL
00000090 4E TA 63 23 4E 7A 63 33 4E TA 63 33 4E TA 63 33 Nzc3Nzc3Nzc3Nzc3

CLr m ey s Ars 1w CE . T ey ey P o won  mem v oy oy ey

Base64 parse of B.64 showing JPEG header (Cyberchef)

Recipe ~ M B nput

From Basedd - 1B
1_ 3:-.. 20-B4 )= - Remove non-alphabet chars D Sirect miok OuaaHRF ST yMVURSE 9 INES Tk gubue i P0G f1CVE |=_|,l-::._-, f mii Al A0l AR LA LAY

- WAL @ 1

Te Bk A OM  oupu I |y@ya. . JFIF......

D" et i D ik Firal Levicitl Do0R0an)  FF 4B FF oD B0 10 44 &6 43 S0 0 @1 01 90 02 @1 § . IFLF..
et by e e L DOBEBOLD @D DD oD DR FF ob b &3 D 00 05 07 08 07 08 00
Dodlinlil &8 07 &f da Ga 00 Bd 585 6F B Bc &c Bd IB 34 |.....ioainiiaaas ]
o DOGMBOND 15 10 16 20 84 22 32 30 34 1F IF 24 28 M e M g pi— ¥ |

[ unix format GOBBODSS 36 31 IT IF OF 2d 3 2d 31 35 37 3a Ja 3a 23 3D [B1°..-=-157:ci84]

IENSASGH  UF 44 VE R 4N N NS WE VT FF o o A0 B e Re  DIRPACAS: PRl R, |
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B.64

CTS 2026 003

10:14

FONC-Paared - Bachad By e Pl Tadh g crat of
it LS Ceiorifusnied

Samtander Esseniial Check

17,836,

A, A CHIL
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Question 9 - Examination Questions

Question 9: What is Margaret Crurivastator ‘s birthday? Use the date picker which presents the date
in the following format: YYYY-MM-DD.

Manufacturer's 1947-09-19

Response:

WebCode

Test Response
28MD86- 1947-09-19
5561

2CT72Z- 1947-09-19
5562

2DPLEX- 1947-09-19
5561

34XQQ2-  Not within laboratory's scope
5561

36T73Y- 1947-09-19
5561

4666W8- 1947-09-19
5562

46AMV7 - 1947-09-19
5561

4BBYTN- 1947-09-19
5561

4C7GVP- 1947-09-19
5561

6DXXKR- 1991-08-08
5561

6VYKA7- 1947-09-19
5562

6WAMV6G-  1947-09-19
5562

6YDHGT-  1947-09-19
5562

76XZAU- 1947-09-19
5561

79GRLW- 1947-09-19
5561

7YT2Y6- 1947-09-19
5561

934QFJ- 1947-09-19
5562

9MCTC4- 1947-09-19
5562

9PJOKU- 1947-09-19
5561

A74R29- 1947-09-19
5561
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WebCode

Test Response
AK6X8Q- 1947-09-19
5562

B8PMTY- 1947-09-19
5562

BF6924- 1947-09-19
5561

BQLTLZ- 1947-09-19
5561

C79pPZZ- 1947-09-19
5561

CE7H9U-  1947-09-19
5561

CHQAKW-  1947-09-19
5561

DDPLHF- 1947-09-19
5562

DFWZPL- 1947-09-19
5561

DJGVQR-  Not within laboratory's scope
5562

DMEADH-  1947-09-19
5562

DMZEU6-  Not within laboratory's scope
5561

F72KDL- 1947-09-19
5561

F7ZM3Q-  1947-09-19
5561

FXPKGQ- 1947-09-09
5561

G24HPD-  1947-09-19
5562

G26D9J- 1947-09-19
5561

G66N4H-  1947-09-19
5561

G87P4F- 1947-09-19
5561

GAJ27Q-  1947-09-19
5561

GPRF2U- 1947-09-19
5561

H2J28P- 1947-09-19
5561
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WebCode

Test Response
H6XWP8- 1865-06-05
5562

H7THFD- 1947-09-19
5561

HT6D9G-  1947-09-19
5562

HW4QUK-  1947-09-19
5562

HWNBAN-  1947-09-19
5561

HZNJ6N- 1947-09-19
5561

J3N9PY- 1947-09-19
5561

JNQ3TR- 1947-09-19
5561

K2DNED-  1947-09-19
5561

KMVXFB- 1947-09-19
5561

LHC4CH-  1947-09-19
5561

LHFMZL- 1947-09-19
5561

LRGBRH- 1947-09-19
5561

LTDQ4F- 1947-09-19
5562

MAFMZ)J- 1947-09-19
5561

MGZQ8L- 1947-09-19
5561

MHATV7-  1947-09-19
5562

MHBTUK-  1947-09-19
5561

MNXFQC-  1947-09-19
5561

MT8T9A- Not within laboratory's scope
5562

N2HHIN-  1947-09-19
5561

NACMFA-  1947-09-19
5561
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WebCode

Test Response
NDVHFG- 1947-09-19
5561

NF3XP9-  1947-09-19
5561

NKWRMA-  1947-09-19
5562

NNTHV7- 1947-09-19
5562

P6VHGE- 1947-09-19
5562

PFHGAG-  1947-09-19
5562

PNQB2D- 1947-09-19
5561

QJBWY6-  |1947-09-09
5562

QK7HQB- 1947-09-19
5561

QTYQB2- 1947-09-19
5561

R3GR72- 1947-09-19
5561

RBBZP8- 1947-09-19
5561

RNZWNUJ- 1947-09-19
5561

TILLBF- 1947-09-19
5561

TU7PKZ- 1947-09-19
5561

TYG3ZE- 1947-09-19
5561

USLAFD-  1947-09-19
5561

UZ7N9V- 1865-06-08
5561

V47Y3A- 1947-09-19
5561

VQG32C- 1947-09-19
5562

VT34J6- 1947-09-19
5561

VZM623- 1947-09-19
5561
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WebCode
Test Response

WROHTY- 1947-09-19
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- 1947-09-19
5561

Y687VD- 1947-09-19
5561

Y9PUFJ- 1947-09-19
5561

YB9HRA- 1947-09-19
5561

YPTXWU- 1947-09-19
5561

YU4BET- 1947-09-19
5561
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Question 9 - Examination Questions

Question 9: What is Margaret Crurivastator ‘s birthday2 Use the date picker which presents the date in the
following format: YYYY-MM-DD.

Consensus Result:
1947-09-19

Manufacturer's Response Explanation:

Keyword searching for Crurivastator finds C: \Windows\Branding\shellbrd\deadbrd.dll. Inspection of this file
identifies it as a SQLite 3 database. Opening the file with a compatible viewer and browsing the tables discovers a
table, employees with an entry for Margaret Crurivastator showing BirthDate “1947-09-19 00:00:00”
Manufacturer's Response lllustration:

Hex view of deadbrd.dll (X-Ways)

26-5561

p 26-5561_Laptop, P3 |26
Y1 Sear-.':h f‘rffs in \ and sub::ﬁre.m‘mrfes

Phys. offs. Log. offs. | Deser. Search hits Y Name
6508F AMNSI Lati... 333 //4CrurivastatoriMargaret}ales 5L | 1deadbrd.dll
== Partition " File = Preview ; Details & s Gallery =3 Calendar Legend
Offaet D 1 @3 % & &5 B E 9 A B C D E F ! I
00000000 53 51 4C 69 74 65 20 66 6F 72 €D €1 74 20 33 00 SQLite format 3
Q0000010 04 00 01 O1 OO0 40 20 20 OO OO0 00 1A 00 00 03 &0 @ '
goaaon2o 00 00 00 a0 00 00 00 00 00 00 00 22 g0 00 00 01

deadbrd.dll (SQLite3, DB Browser)

: B L
sMew Database +0Open Database Write Changes Revert Changes #Open Project iSave Project
Database Structure Browse Data Execute SCL Edit Pragmas
Tabla: employees . - L= - | = Filter in any column
Employeeld LastName  FirstName Title ReportsTo BirthDate
Filter |Filt-.f:r Filter |Fi|tf:r |F||TE r |:'—E!lr_'-r Filter

1 1 Adams Andrew General Manager 1962-02-18 00:00:00 2002-4

2 2 Edwards Nancy Sales Manager 1 1958-12-08 00:00:00 2002-1

3 3 Peacock Jane Sales Support Agent 2 1973-08-29 00:00:00 2002-§

4 4 Crurivastator Margaret  Sales Support Agent 4'194?-09- 19 00:00:00 {10034

5 5 Johnson Steve Sales Support Agent 2 1965-03-03 00:00:00 2003-
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Question 10: Provide the filetype (file format) for the file with SHA256 hash
599631B7234A7244082A27D8FB94A70739795F7C56C6FED22001D672194FOEF8.
Manufacturer's  7zip file archive and any variations representing similar information.

Response:

WebCode

Test Response

28MD86- 7z
5561

2CT72Z- 7-zip
5562

2DPLEX- This file is an archive file. Based on the file signature header it is specifically a "7zip" file.
5561

34XQQ2-  |bat
5561

36T73Y-  7-Zip
5561

4666W8- [ .bat file (A batch file)
5562

46AMV7-  7.zip
5561

4BBYTN- The file named start.bat was found to be a 7-Zip archive, not a Windows batch file. Signature analysis identified
5561 the header 37 7A BC AF 27 1C, which corresponds to a 7-Zip file. The archive contains 1.file, which was
identified as a JPEG image based on the FF D8 FF EO signature.

4C7GVP- 7ZIP —

5561

6DXXKR- Not within laboratory's scope
5561

6VYKA7- |.bof (executable filetype)
5562

BWAMV6- 7z (7-zip)

5562

6YDHGT- 7z

5562

76XZAU- Application/x-7z-compressed
5561

79GRLW-  7Zip, 7z

5561

7YT2Y6- 7-Zip archive

5561

934QFJ- bat

5562

IMCTC4- 77

5562

9PJOKU- 7-Zip

5561

A74R29- 7-Zip compressed archive
5561
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WebCode

Test Response

AK6X8Q- | bat

5562

B8PMTY- 7z

5562

BF6924- 7-zip compressed JPG
5561

BQLTLZ- |Execufob|e Script (.bat)
5561

C79P7Z-  7-Zip

5561

CE7H9U-  [bat

5561

CHQAKW- 7z 7zip

5561

DDPLHF-  [Batch file

5562

DFWZPL- archive file, specifically 7zip. The file has a .bat (batch) file extension.
5561

DJGVQR-  .bat file system, application/ x-7z-compressed
5562

DMEADH-  7-Zip

5562

DMZEU6-  7-zip (Alias)

5561

F72KDL- Not within laboratory's scope
5561

F7ZM3Q- | bat

5561

FXPKGQ- [ bat

5561

G24HPD-  [Batch file

5562

G26D9J- 7Zip Compressed Archive
5561

G66N4H- [ bat

5561

G87P4F- 7z

5561

GA27Q-  7-Zip

5561

GPRF2U- .7z (7-Zip archive)

5561

H2J28P- A 7-Zip compressed archive file
5561
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WebCode

Test Response
H6XWP8- Batch file
5562

H7THFD-  [File System
5561

HT6D9G-  zip file

5562

HWAQUK-  [Batch file
5562

HWNB8AN-  7-zip archive
5561

HZNJ6N- 7-zip

5561

J3N9PY- 7zip archive
5561

JNQ3TR- 7z

5561

K2DNED- 7-zip archive
5561

KMVXFB- 7z

5561

LHC4CH-  |-BAT (batch file)
5561

LHFMZL- 7z (7-Zip) archive file
5561

LRGBRH- 7z

5561

LTDQA4F- 7-Zip

5562

MAFMZ]J- bat

5561

MGZQ8L-  7-zip

5561

MHATV7- 7z

5562

MHBTUK-  Windows reads it as a batch file (.bat), the file header reads it as 7-Zip file format
5561

MNXFQC-  Zip

5561

MT8T9A- Not within laboratory's scope
5562

N2HHJN- 77

5561

NACMFA-  Zip file

5561
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Question 10 - Examination Questions

WebCode

Test Response
NDVHFG- 7z

5561

NF3XP9- Batch file

5561

NKWRMA-  7-zip

5562

NNTHV7 - 7zip

5562

P6VHGE- [Participant did not return results for this question.]
5562

PFHGA6- 7z

5562

PNQB2D- 7-ZIP

5561

QIBWY6- 7 zip file

5562

QK7HQB-  7zip

5561

QTYQB2-  7-zip

5561

R3GR72-  [Batch file

5561

RBBZPS-  7-Zip

5561

RNZWNJ- |.bot (executable filetype)
5561

TJLLBF- 7-zip

5561

TU7PKZ- a jpg within a 7z file
5561

TYG3ZE- 7-zip compressed archive
5561

UBLAFD- 7-Zip compressed file
5561

UZ7N9V-  [Batch file

5561

V47Y3A- 7-Zip Archive

5561

VQG32C-  |bat

5562

VT34J6- application/x-7z-compressed
5561

VZM623- 7-zip

5561
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WebCode
Test Response

WROHTY- 7-ZIP

5562

WV7Y39- 7-Zip

5562

XTXAD4- application/x-7z-compressed
5561

Y687VD- 77

5561

YOPUFJ- 7z

5561

YBYHRA- 7-Zip archive
5561

YPTXWU- 7z

5561

YU4BET- 7-zip

5561
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Question 10 - Examination Questions

Question 10: Provide the filetype (file format) for the file with SHA256 hash
599631B7234A7244082A27D8FB94A70739795F7C56C6FED22001D672194F0OEF8.

Consensus Result:

7-zip and any variations representing similar information.

Manufacturer's Response Explanation:

The file with the hash specified in the question is C: \Users\Wanda\AppData\Local\Microsoff\start.bat. Inspection of
the contents identifies the file header. 37 7A BC AF (7z/47) which identifies a 7zip file.

Manufacturer's Response lllustration:
start.bat (X-Ways)

‘ top 26-5561_Laptop, P3| 2(
¥ 1 | and subdirectones
| Mame = " Full path T SHA-256
| | startbat \Users\Wanda\AppData\Local\Microsoft\startbat 599631B7234A7 244082 A2 T DBFBO4ATOTI0TA5F TCS6CEFED22001D6T2194F0EFE
= Partition File = Preview 7 Details ol Gallery T3 Calendar Fa
Offaat 0 1 2 3 4 5 & 7 } 8 A B ¢ D E P
QoaGo000 _J.l 1C 00 04 48 82 56 02 AB 38 00 00 m H. W o
OO0 10 00 00 00 0O S5A OO0 OO0 Q0 o0 Q0 o0 00 90 75 &8 2D - uhb
oooooD20 EO 3F 47 3B A3 5D 00 TF B6 1B ED FO 84 40 58 E3 APG:e£] 1 14.8¥4
start.bat (7Zip)
CAUsers\usen\Documents\CT5\26-53561 Windows\images\start - Cop
i:II" !--' 1 View F-:-'.-'-"-' les T A0S Help
Add Extract Test Copy Move Delete Info
P &= start.bat
Mame Size Packe.. Mo
1.file 16 200 15275 203
1.file (HxD)
& 1.file
Offsec(h) OO0 O1 02 O3 04 O5 06 O7 08 0% OA OB OC OD OE OF
QQQQQoQ0 FF DE FF EO 00 10 44 46 49 4¢ 00 01 Q01 00 Q0 01
QQooQo1g Q0 01 Q00 Q0 FF DE Q00 43 00 04 03 03 04 03 03 04
QQoQQ020 04 03 04 05 04 04 05 0O QA 07 06 Oe Q& Og Q0D 0%
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 10 - Examination Questions

1.irg

Other Responses:

A total of 21 participants responded '.bat' or 'batch file.' However, '.bat' is the file extension but not the actual file
type.
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Question 11 - Examination Questions

Question 11: Provide the path and filename for the file last opened with Windows Explorer on

3/08/2026 (March 8, 2026) 21:57:40 UTC+O0.
Manufacturer's  C:\Users\Wanda\Documents\stuff\1\642.jpg

Response:

WebCode

Test Response

28MD86-  C:\Users\Wanda\Documents\stuf\1\642.jpg;
5561 642 .ipg

2CT72Z- C:\Users\Wanda\Documents\stuff\1\642.ipg
5562

2DPLEX- File path - C:\Users\Wanda\Documents\stufi\1\ and
5561 filename — 642.jpg

34XQQ2-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

36T73Y- C:\Users\Wanda\Documents\stuf\1\642.ipg
5561

4666W8-  Filename: 642.jpg

5562 File path: C:\Users\Wanda\Documents\stuff\T\

Time reported 1 second difference reporting as '08/03/2026 21:57:41'
46AMV7-  C:\Users\Wanda\Documents\stuff\1\642.ipg

5561

4BBYTN- C:\Users\Wanda\Documents\stuff\642.jpg
5561

4C7GVP-  C:\Users\Wanda\Documents\stufi\1\642.jpg
5561

6DXXKR- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

6VYKAT- C:\Users\Wanda\Documents\stuff\1\642.ipg
5562

6WAMV6-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

6YDHGT-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

76XZAU- C:/Users/Wanda/Documents/stuff/1/642.ipg
5561

79GRLW-  Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5561 Filename: 642.ipg

7YT2Y6- Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5561 Filename: 642.ipg

934QF)-  642.ipg

5562 C:\Users\Wanda\Documents\stuff\1\

No file identified with a timestamp of 21:57:40. This file had a timestamp of 08/03/2026 21:57:41.326

OMCTC4-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

9PJOKU- C:\Users\Wanda\Documents\stuff\1\642.jpg
5561
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Question 11 - Examination Questions

WebCode

Test Response

A74R29- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

AK6X8Q- C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

B8PMTY- C:\Users\Wanda\Documents\stuff\1\642.ipg
5562

BF6924- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

BQLTLZ- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

C79PZZ- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

CE7H9U-  C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

CHQAKW-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

DDPLHF- C:\Users\Wanda\Documents\stuf\1\642.jpg
5562

DFWZPL- A LNK file shows the last opened file on that date is 642.jpg, located at C:\Users\Wanda\Documents\stuff\T\. It
5561 is notable that this file has a 1 second difference in EnCase but the same in Axiom.
DJGVQR-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5562

DMEADH-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5562

DMZEU6-  |Laptop1\E\Users\Wanda\AppData\Roaming\MicrosofA\Windows\Recent\642.Ink
5561 Nombre del archivo: 642.Ink

F72KDL- Path: file:///C:/Users/Wanda/Documents/stuff/1/642.jpg
5561 Filename: 642.ipg

F7ZM3Q-  |C:\Users\Wanda\Documeni\Stufi\11642.jpg

5561

FXPKGQ- C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

G24HPD-  Path: C:\Users\Wanda\Documents\stuff\1\642.jpg
5562 File Name: 642.jpg

G26D9J- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

G66N4H-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

G87P4F- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

GAJ27Q-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

GPRF2U- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561
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Question 11 - Examination Questions

WebCode

Test Response

H2J28P- Path = C:\Users\Wanda\Documents\stuff\1\642.jpg,
5561 Filename = 642.ipg

H6XWPS- Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5562 Filename: 642.ipg

H7THFD- C:\Users\Wanda\Documents\stuff\1\642.jpg and
5561 642 .ipg

HT6D9G-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

HW4QUK-  path: C:\Users\Wanda\Documents\stuff\1\642.jpg
5562 filename: 642.jpg

HWNB8AN-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

HZNJ6N-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5561

JAN9P9- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

INQ3TR- C:\Users\Wanda\Documents\stuf\1\642.jpg
5561

K2DNED-  Path: C:\Users\Wanda\Documents\stuff\1\642.jpg
5561 File Name: 642. jpg

KMVXFB- C:\Users\Wanda\Documents\stuff\1\642.ipg

5561

LHC4CH-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5561

LHFMZL- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

LRGBRH- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

LTDQA4F- C:\Users\Wanda\Documents\stuff\1\642.ipg
5562

MAFMZJ- C:\Users\Wanda\Documents\stuf\1\642.jpg

5561

MGZQ8L-  C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

MHATV7-  PATH : C:\Users\Wanda\Documents\stuf\1\642.jpg,
5562 FILENAME : 642.ipg

MHBTUK-  C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

MNXFQC-  C:\Users\Wanda\Documents\Stuf\1\642.jpg

5561

MT8T9A- C:\Users\Wanda\Documents\stuff\1\642.ipg
5562

N2HHIN-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5561
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WebCode

Test Response

NACMFA-  C:/Users/Wanda/Documents/stuff/1/642.jpg
5561

NDVHFG-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5561

NF3XP9- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

NKWRMA-  Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5562 File Name: 642. jpg

NNTHV7-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5562

P6VHGE-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5562

PFHGA6-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5562

PNQB2D-  File Path: C:\Users\Wanda\Documents\stuff\1\642.jpg
5561 Filename: 642.jpg

QIBWY6-  C:/Users/Wanda/Documents/stuff/1/642.jpg
5562

QK7HQ@B-  C:\Users\Wanda\Documents\stuf\1\ 642.jpg /
5561 C:\Users\Wanda\Appdata\Roaming\Microsoff\Windows\Recent\642.Ink
QTYQB2-  C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

R3GR72- Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5561 File Name: 642.jpg

RBBZP8- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

RNZWNJ-  C:\Users\Wanda\Documents\stuf\1\642.jpg
5561

TJLLBF- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

TU7PKZ- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

TYGS3ZE- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

UBLAFD- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

UZ7N9V- Path: C:\Users\Wanda\Documents\stufi\1\642.jpg
5561 Filename: 642.ipg

V47Y3A- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561

VQG32C-  C:\Users\WANDA\Documents\Stufi\1\642.ipg
5562

VT34J6- C:\Users\Wanda\Documents\stuff\1\642.jpg

5561
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WebCode
Test Response

VZM623- C:\Users\Wanda\Documents\stuff\1642.jpg
5561

WROHTY-  Path: C:\Users\Wanda\Documents\stuff\1\642.jpg,
5562 Filename: 642.ipg

WV7Y39- Not within laboratory's scope

5562

XTXAD4- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

Y687VD- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

Y9PUFJ- C:\Users\Wanda\Documents\stuff\1\642.ipg
5561

YBYHRA- C:\Users\Wanda\Documents\stuff\1\642.jpg
5561

YPTXWU- C:\Users\Wanda\Documents\stuf\1\642.ipg,
5561 642 .ipg

YU4BET- C:/Users/Wanda/Documents/stuff/1/642.ipg
5561
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Question 11 - Examination Questions

Question 11: Provide the path and filename for the file last opened with Windows Explorer on 3/08/2026
(March 8, 2026) 21:57:40 UTC+O0.

Consensus Result:

C:\Users\Wanda\Documents\stuff\1\642.jpg
Manufacturer's Response Explanation:

Links to recently opened files are created in the user's AppData\Roaming\Microsof\Windows\Recent directory.
These “link files” bear the name of the opened file but have a .Ink extension. The .Ink files contain data including
the path to the opened file and the time it was last opened by the user. Recently used files are also listed in the

user’'s NTUSER.DAT registry file.

Manufacturer's Response lllustration:

C:\Users\Wanda\AppData\Roaming\Microsoff\Windows\Recent\642.Ink link file details (X-ways)

iop 26-5561Laptop, P32

"Mame = T Full path

\Users\Wanda\AppData\Roamina\Microsoft\Windows\Recent

|642Ink  WWsers\Wanda\AppData'Roaming\Microsoft\Windows\Recent\642.Ink  0B286892031808CC7T... 03/08/2026 21:5741 03/06}
| 1.Ink \Weers\Wanda\AppData\Roaming\Microsaf\Windows\Recent\1.lnk  FOAET241EAEEDDSD2... 03/08/2026 21:56:21 03,11

T SHA-256 TV Created = T Mo

== Partition File & Preview + O Details £ Gallery 3 Calendar Legend Raw Text .
lLink target information
Target attributes A
Target file size 258144
Show Window SW NORMAL
Target created 03/08/2026 21:55:40 +0

{Last written

02162026 21:55:11 +0

!La.'it accessed

03/08/2026 21:57:40 0

D List {D3162B92-9365-46T7A-256B-92T03ACAOQEAF }stufft C=03/08/2026 21:49:56 1)
M=02/16/2026 21:55:12 A=03/08/2026 S1ze=258144

Volume type Fixed

Volume serial O 308889CF

Volume name

{Local path

1 Users\Wanda\Documents\stufT\11642.jpg

[Relative path

L L D ocuments Sl G4 pg

Working directory

CoUsers\ Wanda' Documents'stufT 1

|Known Folder Tracking

false
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Question 12 - Examination Questions

Question 12: What is the check number (three-digit number found in the top right corner) on the file
the user attempted to print on or about 03/11/2026 (March 11, 2026) 01:42:28 UTC+0¢

Manufacturer's 223

Response:
WebCode
Test Response
28MD86- 223
5561

2CT72Z- 223
5562

2DPLEX- 223
5561

34XQQ2- 223
5561

36T73Y- 223
5561

4666W8- 223
5562

46AMV7 - 223
5561

4BBYTN- 223
5561

4C7GVP- 223
5561

6DXXKR- Not within laboratory's scope
5561

6VYKA7 - 223
5562

6WAMVG- 223
5562

6YDHGT- 223
5562

76XZAU- 223
5561

79GRLW- 223
5561

7YT2Y6- 223
5561

934QFJ- 223
5562

9MCTCA4- 223
5562

9PJOKU- 223
5561

A74R29- 223
5561
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WebCode
Test Response
AK6X8Q- 223
5562
B8PMTY- 223
5562

BF6924- 223
5561

BQLTLZ- 223
5561

C79PZZ- 223
5561
CE7H9U- 223
5561
CHQAKW- 223
5561

DDPLHF- 223
5562
DFWZPL- 223
5561
DJGVQR- 223
5562
DMEADH- 223
5562
DMZEU6- 223
5561

F72KDL- 223
5561
F7ZM3Q- 223
5561
FXPKGQ- 223
5561
G24HPD- 223
5562
G26D9J- 223
5561
G66N4H- 223
5561
G87P4F- 223
5561
GAJ27Q- 223
5561
GPRF2U- 223
5561

H2J28P- 223
5561
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WebCode
Test Response
H6XWP8- 223
5562
H7THFD- 223
5561
HT6D9G- 223
5562
HW4QUK- 223
5562
HWNS8AN- 223
5561

HZNJ6N- 223
5561

J3NGP9- 223
5561

JNQ3TR- 223
5561
K2DNED- 223
5561

KMVXFB- 223
5561
LHC4CH- 223
5561

LHFMZL- 223
5561

LRGBRH- 223
5561

LTDQ4F- 223
5562
MAFMZJ- 223
5561
MGZQ8L- 223
5561
MHATV7- 223
5562
MHBTUK- 223
5561
MNXFQC- 223
5561

MT8T9A- 223
5562
N2HHJIN- 223
5561
NACMFA- 223
5561
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WebCode
Test Response
NDVHFG- 223
5561

NF3XP9- 223
5561
NKWRMA- 223
5562
NNTHV7- 223
5562
P6VHGE- 223
5562
PFHGAG6- 223
5562
PNQB2D- 223
5561
QJBWY6- 223
5562
QK7HQB- 223
5561
QTYQB2- 223
5561

R3GR72- 223
5561

RBBZP8- 223
5561
RNZWNUJ- 223
5561

TJLLBF- 223
5561

TU7PKZ- 223
5561

TYG3ZE- 223
5561

UBLAFD- 223
5561

UZ7N9V- 223
5561

V47Y3A- 223
5561
VQG32C- 223
5562

VT34J6- 223
5561
VZM623- 223
5561
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Question 12 - Examination Questions

WebCode
Test Response

WROHTY- 223
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- 223
5561

Y687VD- 223
5561

Y9PUFJ- 223
5561

YB9HRA- 223
5561

YPTXWU- 223
5561

YU4BET- 223
5561
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Question 12 - Examination Questions

Question 12: What is the check number (three-digit number found in the top right corner) on the file the user
attempted to print on or about 03/11/2026 (March 11, 2026) 01:42:28 UTC+02

Consensus Result:
223

Manufacturer's Response Explanation:

Failed print jobs leave spool and shadow files in C:\Windows\System32\spool\PRINTERS\. Spool files are zip
compressed archives containing print instructions and images of the documents to be printed.
Manufacturer's Response lllustration:

C:\Windows\Sys’rem32\spoo|\PR|NTERS\ (X-Ways)

1 ) 26-5561_Laptop, P3 |2¢ Laptop, P3|
"-.‘u'u'lndDws‘l.SystEm32\5puul"n.PRlNTERS
Mame Full path

100004 sHD ___ \Windows\System 32 spooahPRINTERSVIOO04 SHID
. 00004.5PL _\Windows\System32\spool\PRINTERS\O0004.5PL

Created -
03112026 01-42-28
03/11/2026 01:42:28

C: \W|ndows\Sys’rem32\spoo|\PR|NTERS\OOOO4 SPL (7Z|p)
Bz Ch\Users\user\Dor

[ LTTTER TS e 10 _.._'_,_.\_ Wi LIV S '.- (L PL LT T

cait

View Favaorites oals  Help

qp w7
Add Extract Test

p - x i
Copy Move Delete Info
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 13 - Examination Questions

Question 13: Provide the RECIPIENTS’s email address for the communication about printing “slips”2
Manufacturer's  gal@inetmail.online

Response:

WebCode

Test Response
28MD86-  gal@inetmail.online
5561

2CT72Z- gal@inetmail.online
5562

2DPLEX- gal@inetmail.online
5561

34XQQ2- gal@inetmail.online
5561

36T73Y- gal@inetmail.online
5561

4666W8-  gal@inetmail.online
5562

46AMV7 - gal@inetmail.online
5561

4BBYTN- gal@inetmail.online
5561

4C7GVP-  wandawwashington@gmail.com
5561

6DXXKR- gal@inetmail.online
5561

6VYKA7- gal@inetmail.online
5562

6WAMV6-  gal@inetmail.online
5562

6YDHGT-  gal@inetmail.online
5562

76XZAU- gal@inetmail.online
5561

79GRLW-  gal@inetmail.online
5561

7YT2Y6- gal@inetmail.online
5561

934QFJ- gal@inetmail.online gal@inetmail.online
5562

9MCTC4-  gal@inetmail.online
5562

9PJOKU- gal@inetmail.online
5561

A74R29- gal@inetmail.online
5561

AK6X8Q- gal@inetmail.online
5562
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Question 13 - Examination Questions

WebCode

Test Response
B8PMTY- gal@inetmail.online
5562

BF6924- gal@inetmail.online
5561

BQLTLZ- gal@inetmail.online
5561

C79PZZ- gal@inetmail.online
5561

CE7HQU- gal@inetmail.online
5561

CHQAKW-  gal@inetmail.online
5561

DDPLHF- gal@inetmail.online
5562

DFWZPL- gal@inetmail.online
5561

DJGVQR-  gal@inetmail.online gal@inetmail.online
5562

DMEADH-  gal@inetmail.online
5562

DMZEU6-  gal@inetmail.online
5561

F72KDL- gal@inetmail.online
5561

F7ZM3Q-  gal@inetmail.online
5561

FXPKGQ- gal@inetmail.online
5561

G24HPD-  gal@inetmail.online
5562

G26D9J- gal@inetmail.online
5561

G66N4H-  gal@inetmail.online
5561

G87P4F- gal@inetmail.online
5561

GAJ27Q- gal@inetmail.online
5561

GPRF2U- gal@inetmail.online
5561

H2J28P- gal@inetmail.online
5561

H6XWP8-  gal@inetmail.online
5562
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Question 13 - Examination Questions

WebCode

Test Response
H7THFD- gal@inetmail.online
5561

HT6D9G-  gal@inetmail.online
5562

HW4QUK-  gal@inetmail.online
5562

HWNB8AN-  gal@inetmail.online
5561

HZNJ6N- gal@inetmail.online
5561

JAN9P9- gal@inetmail.online
5561

JNQ3TR- gal@inetmail.online
5561

K2DNED-  gal@inetmail.online
5561

KMVXFB- gal@inetmail.online
5561

LHC4CH-  gal@inetmail.online
5561

LHFMZL- gal@inetmail.online
5561

LRGBRH- gal@inetmail.online
5561

LTDQA4F- gal@inetmail.online
5562

MAFMZJ- gal@inetmail.online
5561

MGZQ8L-  gal@inetmail.online
5561

MHATV7-  gal@inetmail.online
5562

MHBTUK-  gal@inetmail.online
5561

MNXFQC-  gal@inetmail.online.
5561

MT8T9A- gal@inetmail.online
5562

N2HHIN-  gal@inetmail.online
5561

NACMFA-  gal@inetmail.online
5561

NDVHFG-  gal@inetmail.online
5561
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Question 13 - Examination Questions

WebCode

Test Response
NF3XP9- gal@inetmail.online
5561

NKWRMA-  gal@inetmail.online
5562

NNTHV7-  gal@inetmail.online
5562

P6VHGE- gal@inetmail.online
5562

PFHGAG- gal@inetmail.online
5562

PNQB2D-  gal@inetmail.online
5561

QIBWY6-  gal@inetmail.online
5562

QK7HQB-  gal@inetmail.online
5561

QTYQB2-  gal@inetmail.online
5561

R3GR72- gal@inetmail.online
5561

RBBZP8- gal@inetmail.online
5561

RNZWNJ-  gal@inetmail.online
5561

TJLLBF- gal@inetmail.online
5561

TU7PKZ- gal@inetmail.online
5561

TYGS3ZE- gal@inetmail.online
5561

UBLAFD- gal@inetmail.online
5561

UZ7N9V- gal@inetmail.online
5561

V47Y3A- gal@inetmail.online
5561

VQG32C- gal@inetmail.online
5562

VT34J6- gal@inetmail.online
5561

VZM623- gal@inetmail.online
5561

WROHTY- gal@inetmail.online
5562
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Question 13 - Examination Questions

WebCode
Test Response

WV7Y39- Not within laboratory's scope
5562

XTXADA4- gal@inetmail.online
5561

Y687VD- gal@inetmail.online
5561

YOPUFJ- gal@inetmail.online
5561

YBPHRA- gal@inetmail.online
5561

YPTXWU- gal@inetmail.online
5561

YU4BET- gal@inetmail.online
5561
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Question 13 - Examination Questions

Question 13: Provide the RECIPIENTS’s email address for the communication about printing “slips”2

Consensus Result:

gal@inetmail.online

Manufacturer's Response Explanation:

Mozilla IMAP email data is stored in

C: \Users\Wanda\AppData\Roaming\Thunderbird\Profiles\zu7fpwvf.default-release\ImapMail\imap.gmail.com\
INBOX\Re: accounts.eml

Manufacturer's Response Illustration:

C: \Users\Wanda\AppData\Roaming\Thunderbird\Profiles\zu7fpwvf.default-release\ImapMail\
imap.gmail.com\INBOX\Re: accounts.eml (X-Ways)

2 a P24 p 26-5561_Laptop, P3
'I.U!.cf!."."d'u'dndu'l,ﬂ.ppDul:u'..anning’ﬂ'hundmhlrd'-.l‘rnhlb—s‘;!uﬂp‘mfﬁelnuIl-mleam'l.imapi.lummap.gmall:unu".lNﬂD:(
[ Nama = I Full path
accountseml 8 UsersWanda'\ AopDatal Roaming Thunderbind', Profiles e Tipwd default- release’ maphailimag,. gmail com BN B0 accounts.emil

Ree pccountiemi \Userd Wand s\ AppData Roamingh Thunderbind Profiles\zu Tpvesd default- relesce’ Imaphailimap gmail.com N BOXN e accountseml
4 Security alerteml ‘Wsers\ Wanda\AppDatalRoaming) Thunderbind PFrofiles\zu T fpwd default- release\imaphiaiPemag. g roail com INBOXSecuity abertaml
2 Your new privecy settings on.\Users\'Wanda\AppData', Roaming', Thunderbind, ProfilesouT fpvee default - releass’  maphiaifemag. amail com N ECXN Y our new privacy se

= Partition Filo = Preview <+ 7 Detadls &3 Gallery =3 Calendar Legend Raw  Text - : Ix

Subject  |Ke: accounts

Sender gal@metmail.online galf@metmail online <gali@ netmail online=

Recipients | Wian ASMMETON — W aiaw Was g ORI griail com:

kk
email me one or wa

On 0371052036 9:01 PM EDT Wanda Washmgton <wandawwashingion@@gmail. com= wrate:

yeh. i1l get the slips printed tonight

On 31 2026 5:50 PM, gali@inetmail online gad@inetmail onling wrote:
did u get the numbers?
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Question 14 - Examination Questions

Question 14: Provide the original (pre-deletion) path of ClearPelican.doc.
Manufacturer's  C:\Users\Wanda\Documents\ClearPelican.doc

Response:

WebCode

Test Response

28MD86- C:\Users\Wanda\Documents\ClearPelican.doc
5561

2CT72Z- C:\Users\Wanda\Documents\ClearPelican.doc
5562

2DPLEX- C:\Users\Wanda\Documents\

5561

34XQQ2- C:\Users\Wanda\Documents\ClearPelican.doc
5561

36T73Y- C:\Users\Wanda\Documents\

5561

4666W8- C:\Users\Wanda\Documents\

5562

46AMV7 - C:\Users\Wanda\Documents\ClearPelican.doc
5561

4BBYTN- C:\Users\Wanda\Documents\ClearPelican.doc
5561

4C7GVP- \Users\Wanda\Documents\ClearPelican.doc
5561

6DXXKR- C:\Users\Wanda\Documents\ClearPelican.doc
5561

6VYKA7 - C:\Users\Wanda\Documents\ClearPelican.doc
5562

6WAMV6-  C:\Users\Wanda\Documenis\ClearPelican.doc
5562

6YDHGT- C:\Users\Wanda\Documents\ClearPelican.doc
5562

76XZAU- C:\Users\Wanda\Documents\ClearPelican.doc
5561

79GRLW- C:\Users\Wanda\Documents\ClearPelican.doc
5561

7YT2Y6- C:\Users\Wanda\Documents\ClearPelican.doc
5561

934QFJ- C:\Users\Wanda\Documents\

5562

9IMCTC4-  C:\Users\Wanda\Documents\ClearPelican.doc
5562

9PJOKU- C:\Users\Wanda\Documents\ClearPelican.doc
5561

A74R29- C:\Users\Wanda\Documents\ClearPelican.doc
5561

AK6X8Q- \Users\Wanda\Documents\ClearPelican.doc
5562

Printed: 07-August-2026 (88) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

WebCode

Test Response

B8PMTY- C:\Users\Wanda\Documents\ClearPelican.doc
5562

BF6924- C:\Users\Wanda\Documents\ClearPelican.doc
5561

BQLTLZ- C:\Users\Wanda\Documents\ClearPelican.doc
5561

C79pPZZ- C:\Users\Wanda\Documents\ClearPelican.Doc
5561

CE7H9U- C:\Users\Wanda\Documents\ClearPelican.doc
5561

CHQAKW-  C:\Users\Wanda\Documenis\ClearPelican.doc
5561

DDPLHF- C:\Users\Wanda\Documents\ClearPelican.doc
5562

DFWZPL- C:\Users\Wanda\Documents\

5561

DJGVQR- C:\Users\Wanda\Documents\ClearPelican.doc
5562

DMEADH-  C:\Users\Wanda\Documents\ClearPelican.doc
5562

DMZEU6- C\Users\Wanda\Documents\ClearPelican.doc
5561

F72KDL- C:\Users\Wanda\Documents\ClearPelican.doc
5561

F7ZM3Q-  C:\Users\Wanda\Document\ClearPelican.doc
5561

FXPKGQ- C:\users\Wanda\Documents\ClearPelican.doc
5561

G24HPD-  C:\Users\Wanda\Documents\ClearPelican.doc
5562

G26D9J- C:\Users\Wanda\Documents\ClearPelican.doc
5561

G66N4H-  C:\Users\Wanda\Documents\ClearPelican.doc
5561

G87P4F- C:\Users\Wanda\Documents\ClearPelican.doc
5561

GAJ27Q- C:\Users\Wanda\Documents\ClearPelican.doc
5561

GPRF2U- C:\Users\Wanda\Documents

5561

H2J28P- C:\Users\Wanda\Documents\ClearPelican.doc
5561

H6OXWP8- 26-5561 Laptop.E01\227540992\Users\Wanda\AppData\Local\Temp\vmware-Wanda\VMwareDnD\5b0ca0
5562 a2\ClearPelican.doc
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Question 14 - Examination Questions

WebCode

Test Response

H7THFD- C:\Users\Wanda\Documents\ClearPelican.doc
5561

HT6D9G- C:\Users\Wanda\Documents\

5562

HW4QUK- |C:\Users\Wanda\AppData\Local\Temp\vmware-Wanda\VMwareDnD\5b0ca0a2\ClearPelican.doc
5562

HWNBS8AN-  C:\Users\Wanda\Documents\ClearPelican.doc

5561

HZNJ6N- C:\Users\Wanda\Documents\ClearPelican.doc
5561

J3N9P9- C:\Users\Wanda\Documents\ClearPelican.doc
5561

JNQ3TR- C:\Users\Wanda\Documents\ClearPelican.doc
5561

K2DNED- C:\Users\Wanda\Documents\ClearPelican.doc
5561

KMVXFB- C:\Users\Wanda\Documents\

5561

LHC4CH-  |C:\Users\Wanda\AppData\Local\Temp\vmware-Wanda\VMwareDnD\5b0ca0a2\ClearPelican.doc
5561

LHFMZL- C:\Users\Wanda\Documents\ClearPelican.doc
5561

LRGBRH- C:\Users\Wanda\Documents\ClearPelican.doc
5561

LTDQ4F- C:\Users\Wanda\Documents\ClearPelican.doc
5562

MAFMZJ- C:\Users\Wanda\Documents\ClearPelican.doc
5561

MGZQ8L
5561

MHATV7 - Users\Wanda\AppData\Local\Temp\vmware-Wanda\VMwareDnD\5b0caOa2\ClearPelican.doc
5562

MHBTUK- C:\Users\Wanda\Documents\ClearPelican.doc

C:\Users\Wanda\Documents\ClearPelican.doc

5561

MNXFQC-  C:\Users\Wanda\Documents\ClearPelican.doc
5561

MT8T9A- C:\Users\Wanda\Documents\ClearPelican.doc
5562

N2HHJN- C:\Users\Wanda\Documents\ClearPelican.doc
5561

NACMFA-  C:\Users\Wanda\Documents\ClearPelican.doc
5561

NDVHFG-  \Users\Wanda\Documents\ClearPelican.doc
5561
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Question 14 - Examination Questions

WebCode

Test Response

NF3XP9- C:\Users\Wanda\Documents\ClearPelican.doc
5561

NKWRMA-  C:\Users\Wanda\Documents\ClearPelican.doc
5562

NNTHV7- C:\Users\Wanda\Documents\ClearPelican.doc
5562

P6VHGE- C:\Users\Wanda\Documents\ClearPelican.doc
5562

PFHGAG6- C:\Users\Wanda\Documents\ClearPelican.doc
5562

PNQB2D-  C:\Users\Wanda\Documents\ClearPelican.doc
5561

QIBWY6- C:\Users\Wanda\Documents\ClearPelican.doc
5562

QK7HQB-  C:\Users\Wanda\Documents\ClearPelican.doc
5561

QTYQB2-  C:\Users\Wanda\Documenis\ClearPelican.doc
5561

R3GR72- C:\Users\Wanda\Documents\ClearPelican.doc
5561

RBBZP8- C:\Users\Wanda\Documents\ClearPelican.doc
5561

RNZWNJ- C:\Users\Wanda\Documents\ClearPelican.doc
5561

TJLLBF- C:\Users\Wanda\Documents\ClearPelican.doc
5561

TU7PKZ- C:\Users\Wanda\Documents\ClearPelican.doc
5561

TYG3ZE- C:\Users\Wanda\Documents\ClearPelican.doc
5561

UBLAFD- C:\Users\Wanda\Documents\ClearPelican.doc
5561

UZ7N9V- 26-5561 Laptop.E01\227540992\Users\Wanda\AppData\Local\Temp\vmware-Wanda\VMwareDnD\5b0ca0
5561 a2\ClearPelican.doc

V47Y3A- C:\Users\Wanda\Documents\ClearPelican.doc
5561

VQG32C- C:\Users\Wanda\Documents\ClearPelican.doc
5562

VT134J6- C:\Users\Wanda\Documents\ClearPelican.doc
5561

VZM623- Users\Wanda\AppData\Loca\Temp\vmware-Wanda\VMwareDnD\5b0caOa2\ClearPelican.doc
5561

WROHTY- C:\Users\Wanda\Documents\ClearPelican.doc
5562
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Question 14 - Examination Questions

WebCode
Test Response

WV7Y39- Not within laboratory's scope

5562

XTXAD4- \Users\Wanda\Documents\ClearPelican.doc
5561

Y687VD- C:\Users\Wanda\Documents\ClearPelican.doc
5561

Y9PUFJ- C:\Users\Wanda\Documents\ClearPelican.doc
5561

YBYHRA- C:\Users\Wanda\Documents\ClearPelican.doc
5561

YPTXWU- C:\Users\Wanda\Documents\ClearPelican.doc
5561

YU4BET- C:\Users\Wanda\Documents\ClearPelican.doc
5561
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Question 14 - Examination Questions

Question 14: Provide the original (pre-deletion) path of ClearPelican.doc.
Consensus Result:
C:\Users\Wanda\Documents\ClearPelican.doc

Manufacturer's Response Explanation:

Every user on a Windows system has a folder in C:\$Recycle.Bin named with their Security Identifier, or SID. Within
that folder are a pair of files for each recycled file. One, beginning with $I, which contains the metadata for the
recycled file including its pre-deletion path and name, and another, beginning with $R, containing the file’s content.
ClearPelican.doc file is currently in
C:\$Recycle.Bin\S-1-5-21-599054517-94952814-2458564700-1001\$RNFIMNF .doc.

lts Recycle Bin companion $l file,
C:\$Recycle.Bin\S-1-5-21-599054517-94952814-2458564700-1001\$INFIMNF .doc contains the original path
of C:\Users\Wanda\Documents\ClearPelican.doc.

Manufacturer's Response lllustration:

C:\$Recycle.BIN\$INFIMNF.doc (X-Ways)
'Y 1 \$Recycle.Bin\S-1-5-21-599054517-949528 14-2458564700-1001

T Name = ! Full path
< $RNFIMMNF.doc \$Recycle Bin\5-1-5-21-592054517-94952814-2458564T00- 1001\ RNFIMMNF.doc
B SINFIMNF.doc | 1-5-2

== Partition File & Preview + 07l Details gk Gallery 71 Calendar Legend Ra
Size: 161 KB

CA\Users\Wanda\Documents\ClearPelican.doc
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Question 15: Provide the text in the Windows Sticky Note created 2026-03-08 (March 8, 2026)
22:03:17 UTC+O0.

Manufacturer's  strixvariavaria
Response:

WebCode

Test Response

28MD86-  \id=25c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

2CT72Z- strixvariavaria 164305334193122
5562

2DPLEX- strixvariavaria 164305334193122
5561

34XQQ2-  strixvariavaria
5561

36T73Y- strixvariavaria 164305334193122
5561

4666W8- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5562

46AMV7 - strixvariavaria 164305334193122

5561
4BBYTN- strixvariavaria 164305334193122
5561
4C7GVP- strixvariavaria 164305334193122
5561

6DXXKR- \id=215c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

6VYKA7 - strixvariavaria 164305334193122

5562
6WAMV6-  strixvariavaria 164305334193122
5562
6YDHGT- strixvariavaria 164305334193122
5562

76XZAU- \id=215c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

79GRLW-  \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

7YT2Y6- strixvariavaria 164305334193122
5561

934QFJ- \id=2{5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5562

9MCTC4- strixvariavaria 164305334193122
5562

9PJOKU- strixvariavaria 164305334193122
5561
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WebCode
Test Response

A74R29- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

AK6X8Q- bab stickeeeeee note

5562
B8PMTY- strixvariavaria 164305334193122
5562
BF6924- strixvariavaria 164305334193122
5561
BQLTLZ- strixvariavaria 164305334193122
5561
C79PZZ- strixvariavaria 164305334193122
5561
CE7H9U- strixvariavaria 164305334193122
5561

CHQAKW-  \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

DDPLHF- strixvariavaria 164305334193122
5562

DFWZPL- strixvariavaria 164305334193122
5561

DIJGVQR- strixvariavaria
5562

DMEADH-  strixvariavaria 164305334193122
5562

DMZEU6- strixvariavaria 164305334193122
5561

F72KDL- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

F7ZM3Q-  Strixvariavaria 164305334193122
5561

FXPKGQ- strixvariavaria 164305334193122
5561

G24HPD-  \id=2{5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5562

G26D9J- \id=2{5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

G66N4H-  strixvariavaria 164305334193122
5561

G87P4F- strixvariavaria 164305334193122
5561

GAJ27Q-  \id=215c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561
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WebCode
Test Response

GPRF2U- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

H2J28P- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

H6XWP8- Strixvariavaria
5562

H7THFD- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

HT6D9G- strixvariavaria 164305334193122
5562

HWA4QUK- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5562

HWNB8AN-  strixvariavaria 164305334193122
5561

HZNJ6N- strixvariavaria 164305334193122
5561

J3N9P9- stickeeeeee note
5561

JNQ3TR- strixvariavaria 164305334193122
5561

K2DNED- strixvariavaria 164305334193122
5561

KMVXFB- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

LHC4CH- strixvariavaria 164305334193122
5561

LHFMZL- strixvariavaria 164305334193122
5561

LRGBRH- strixvariavaria 164305334193122
5561

LTDQ4F- strixvariavaria 164305334193122
5562

MAFMZJ- Strixvariavaria 164305334193122
5561

MGZQ8L- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

MHATV? - strixvariavaria

5562

MHBTUK-  [stickeeeeee note

5561

MNXFQC-  strixvariavaria 164305334193122
5561
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Question 15 - Examination Questions

WebCode
Test
MT8T9A-
5562

N2HHIN-
5561

NACMFA-
5561

NDVHFG-
5561

NF3XP9-
5561

NKWRMA-
5562

NNTHV7-
5562

P6VHGE-
5562

PFHGAG-
5562

PNQB2D-
5561

QJIBWY6-
5562

QK7HQB-
5561

QTYQB2-
5561

R3GR72-
5561

RBBZP8-
5561

RNZWNJ-
5561

TJLLBF-
5561

TU7PKZ-
5561

TYGS3ZE-
5561

UBLAFD-
5561

UZ7N9V-
5561

Response

strixvariavaria

strixvariavaria 164305334193122

strixvariavaria 164305334193122

strixvariavaria 164305334193122

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
strixvariavaria 164305334193122

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
strixvariavaria 164305334193122

strixvariavaria 164305334193122

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
strixvariavaria 164305334193122

strixvariavaria 164305334193122

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
strixvariavaria 164305334193122

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
strixvariavaria 164305334193122

strixvariavaria 164305334193122

Test 26-5561/2

\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122 (this answer is according to

the "Text" column in DB Browser for SQllite program)

Strixvariavaria
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Question 15 - Examination Questions

WebCode
Test Response

V47Y3A- strixvariavaria 164305334193122
5561

VQG32C-  strixvariavaria 164305334193122
5562

VT134J6- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

VZM623- strixvariavaria 164305334193122

5561
WROHTY- strixvariavaria 164305334193122
5562
WV7Y39- strixvariavaria 164305334193122
5562

XTXAD4- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

Y687VD- strixvariavaria 164305334193122

5561
YQPUFJ- strixvariavaria 164305334193122
5561
YBYHRA- strixvariavaria 164305334193122
5561

YPTXWU- \id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria 164305334193122
5561

YU4BET- strixvariavaria 164305334193122
5561
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Question 15 - Examination Questions

Question 15: Provide the text in the Windows Sticky Note created 2026-03-08 (March 8, 2026) 22:03:17
UTC+0.

Consensus Result:

strixvariavaria 164305334193122 and any variations representing similar information.

Manufacturer's Response Explanation:

Windows Sticky Notes are stored in an SQLite3 Database in each user’s home folder at
~\AppData\Local\Packages\Microsoft.MicrosoftStickyNotes 8wekyb3d8bbwe\LocalState\plum.sglite. The “Note”
table contains note contents and metadata.
Manufacturer's Response lllustration:
plum.sqlite:Note (X-Ways)

g W £ &

«MNew Database #0pen Databass = Write Changes Revert Changes #0pen Project ‘Save Project «Attach Da

Databasa Structure Browse Data Execute SQL Edit Pragmas

Table: Nate S - | " E _ = i_ H A a "
Text Createdat
Filter Filter |
1 \id=2f5c5eb7-c094-4d63-05b4-002cf0063 bf 164305334193122 2026-03-08 22:03:17
2 \id=b72809bd-1c6f-4299-92b2-6f2071917bab stickeeeeee note 2026-03-08 22:02:52

Printed: 07-August-2026 (99) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 16 - Examination Questions

Question 16: What is listed as the answer to the security question asking about the name of the first
school the registered owner attended?
Manufacturer's st clotildes

Response:

WebCode

Test Response
28MD86- st clotildes
5561

2CT72Z- st clotildes
5562

2DPLEX- st clotildes
5561

34XQQ2-  Not within laboratory's scope
5561

36T73Y- st clotildes
5561

4666W8- St Clotildes
5562

46AMV7 - St. Clotildes
5561

4BBYTN- st clotildes
5561

4C7GVP- St. Clotildes
5561

6DXXKR- Pangaea Elementary
5561

6VYKA7- st clotildes
5562

6WAMV6- st clotildes
5562

6YDHGT- st clotildes
5562

76XZAU- st clotildes
5561

79GRLW- st clotildes
5561

7YT2Y6- st clotildes
5561

934QFJ- St Clotildes
5562

9MCTC4- st clotildes
5562

9PJOKU- st clotildes
5561
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Question 16 - Examination Questions

WebCode

Test Response
A74R29- st clotildes
5561

AK6X8Q- St Clotildes
5562

B8PMTY- st clotildes
5562

BF6924- st clotildes
5561

BQLTLZ- st clotildes
5561

C79P7ZZ- st clotildes
5561

CE7H9U- st clotildes
5561

CHQAKW- st clotildes
5561

DDPLHF- st clotildes
5562

DFWZPL- st clotildes
5561

DJGVQR-  Not within laboratory's scope
5562

DMEADH- st clofildes
5562

DMZEU6-  Not within laboratory's scope
5561

F72KDL- Not within laboratory's scope
5561

F7ZM3Q-  St. Clotildes
5561

FXPKGQ- st clotildes
5561

G24HPD- st clotildes
5562

G26D9J- st clotildes
5561

G66N4H- st clotildes
5561

G87P4F- st clotildes
5561

GAJ27Q- st clotildes
5561
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Question 16 - Examination Questions

WebCode

Test Response
GPRF2U- st clotildes
5561

H2J28P- st clotildes
5561

H6XWP8- St clotildes
5562

H7THFD- [Participant did not return results for this question.]
5561

HT6D9G- st clotildes
5562

HW4QUK- st clotildes
5562

HWNS8AN- st clotildes
5561

HZNJ6N- st clotildes
5561

J3N9P9- st clotildes
5561

JNQ3TR- st clotildes
5561

K2DNED- st clotildes
5561

KMVXFB- st clotildes
5561

LHC4CH- st clotildes
5561

LHFMZL- st clotildes
5561

LRGBRH- st clotildes
5561

LTDQ4F- st clotildes
5562

MAFMZJ- st clotildes
5561

MGZQ8L- st clotildes
5561

MHATV?7 - st clotildes
5562

MHBTUK- st clotildes
5561

MNXFQC- st clotildes
5561
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Question 16 - Examination Questions

WebCode

Test
MT8T9A-
5562

N2HHIN-
5561

NACMFA-
5561

NDVHFG-
5561

NF3XP9-
5561

NKWRMA-
5562

NNTHV7-
5562

P6VHGE-
5562

PFHGAG-
5562

PNQB2D-
5561

QJIBWY6-
5562

QK7HQB-
5561

QTYQB2-
5561

R3GR72-
5561

RBBZP8-
5561

RNZWNJ-
5561

TJLLBF-
5561

TU7PKZ-
5561

TYG3ZE-
5561

UBLAFD-
5561

UZ7N9V-
5561

Response

st clotildes
st clotildes
st clotildes
st clotildes
st. clotildes

st clotildes

Test 26-5561/2

Clotildes

st clotildes

St Clotildes

st clotildes

st clotildes

St. Clotildes

st clotildes

st clotildes

st. clotildes

st clotildes

st clotildes

st clotildes

st clotildes

st clotildes

St clotildes
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Question 16 - Examination Questions

WebCode
Test Response

V47Y3A- St Clotildes
5561

VQG32C- st clotildes
5562

VT134J6- st clotildes
5561

VZM623- st clotildes
5561

WROHTY- st clotildes
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- st clotildes
5561

Y687VD- st clotildes
5561

Y9PUFJ- st clotildes
5561

YB9HRA- st clotildes
5561

YPTXWU- st clotildes
5561

YU4BET- St clotildes
5561
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Question 16 - Examination Questions

Question 16: What is listed as the answer to the security question asking about the name of the first school
the registered owner attended?

Consensus Result:

st clotildes

Manufacturer's Response Explanation:

Windows stores user’s answers to security questions in the Security Accounts Manager registry hive:
C:\Windows\System32\Config\SAM
Manufacturer's Response lllustration:

C:\Windows\System32\Config\SAM (RegRipper)
= saMRipped.t 2 3|

Jsernames : Wanda [1001]

SID : 8-1-5-21-599054517-94952814-2458564700-1001
Full Name .

User Comment H

Account Type
Account Created Fri Feb 6 00:26:17 2026 Z
Security Questions:

Question 1 What was your first pet’s name?

Answer 1 fluffy
Question 2 What was your childhood nickname?
Answer 2 wandy

Question 3
Answer 3
Name
Last Login Date
Pwd Reset Date

What's the name of the first school you attended?
st clotildes

Fri Mar 13 23:06:28 2026 2
Fri Feb & 00:26:18 2026 Z
Pwd Fail Date Fri Mar 13 22:16:30 2026 2
Login Count 23

==> Password does not expire

--> Password not required

-=>» Normal user account

T T R T T T T T Y
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Question 17 - Examination Questions

Question 17: Provide the approximate coordinates (in decimal degrees, i.e., [+/-]nn.nnnn ,
[+/-]nn.nnnn) where the photo captured with a Google Pixel 5 smartphone on 12/12/2025
(December 12, 2025) was taken.

Manufacturer's  40° 45' 33.60" N, 73°59'0.18" W (40.759333, -73.983383)

Response:

WebCode

Test Response

28MD86- +40.7593 , -73.9833

5561

2CT72Z- Latitude: 40.759333, Longitude: -73.983383
5562

2DPLEX- +40.7593, -73.9833

5561

34XQQ2- -73.983383, 40.759333

5561

36T73Y- +40.7593, -73.9834

5561

4666W8- Latitude - 40.7593333333333 Longitude - -73.9833833333333
5562

46AMV7 - +40.75933333333333, -73.98338333333334
5561

4BBYTN- 40.7593, -73.9834

5561

4C7GVP- 40.75933333333333,-73.98338333333334
5561

6DXXKR- Latitude: 40.75933333333333 Longitude: -73.98338333333334
5561

6VYKAZ- 40.7593, -73.9833

5562

6WAMV6-  +40.7593,-73.9833

5562

6YDHGT- 40.7593,-73.9833

5562

76XZAU- 40.7593, -73.9834

5561

79GRLW- +40.7593, -73.9833

5561

7YT2Y6- 40.7593333333333, -73.9833833333333
5561

934QFJ- 40.75933333333333 -73.98338333333334
5562

9MCTC4- 40.759333, -73.983383

5562

9PJOKU- +40.7593, -73.9834

5561
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Question 17 - Examination Questions

WebCode

Test Response

A74R29- +40.7593, -73.9833
5561

AK6X8Q-  +40.7593,-73.9833
5562

BBPMTY- +40.7593, -73.9833
5562

BF6924- 40.759333, -73.983383
5561

BQLTLZ- 40.7593, -73.9833
5561

C79PZZ-  40.7593, -73.9834
5561

CE7H9U-  40.75933,-73.983383
5561

CHQAKW-  40°45'33.60", 73°59'0.18"
5561

DDPLHF- +40.7593, -73.9834
5562

DFWZPL- +40.7593, -73.9833 - New York - (The final coordinate could also be -73.9834 depending on if you round the

5561 last decimal or just remove the trailing numbers).

DJGVQR-  40.75933333333333, -73.98338333333334

5562

DMEADH-  40.7593, -73.9834
5562

DMZEU6-  Latitude: 40,45, Logintud: 73;59 Altitud: 6.63
5561

F72KDL- 40.7593, -73.9833
5561

F7ZM3Q-  40.7593, -73.9833
5561

FXPKGQ-  40.75933, -73.983383
5561

G24HPD-  Latitude: 40.75933333333333 Longitude: -73.98338333333334
5562

G26D9J- +40.7593, -73.9834
5561

G66N4H-  40.7593, -73.9833
5561

G87P4F- (+40.7593, -73.9834)
5561

GAJ27Q-  40.7593, -73.9834
5561
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Question 17 - Examination Questions

WebCode

Test Response

GPRF2U- 40.7593, -73.9834

5561

H2J28P- +40.7593, -73.9833

5561

H6XWP8- N 40.7593333, W 73.9833833

5562

H7THFD- 40.7593, -73.9833

5561

HT6D9G- +40.7593, -73.9833

5562

HW4QUK- 40.7593333333333, -73.9833833333333
5562

HWNB8AN-  +40.7593, -73.9833

5561

HZNJ6N- +40.7593383, -73.983383

5561

JAN9P9- latitude - 40°45'33.6" longitude - 73°59'0.18"
5561

JNQ3TR- 40.75933333333333, -73.98338333333334
5561

K2DNED- +40.75933333333333 , -73.98338333333334
5561

KMVXFB- 40.7593, -73.9833

5561

LHC4CH- +40.7593, -73.9833

5561

LHFMZL- + 40.7593 , -73.9834

5561

LRGBRH- +40.7593, -73.9834

5561

LTDQ4F- 40.7593, -73.9834

5562

MAFMZJ- 40.7593, -73.9833

5561

MGZQ8L- 40.7593, -73.9834

5561

MHATV7- +40.75933333333333, -73.98338333333334
5562

MHBTUK- +40.75933333333333, -73.98338333333334
5561

MNXFQC- 40.75933333333, -73.9833833333334
5561
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Question 17 - Examination Questions

WebCode

Test Response

MTBT9A-  40°45'33.6",73°59'0.18" (40.75933333333333,-73.98338333333334)
5562

N2HHIN-  40.759333, -73.983383

5561

NACMFA-  Latitude: 40.75933333333333 Longitude: -73.98338333333334
5561

NDVHFG-  +40.7593, -73.9833

5561

NF3XP9- 40.7593 ,-73.9833

5561

NKWRMA-  +40.75933333333333 , -73.98338333333334
5562

NNTHV7-  +40.75933333333333, -73.98338333333334
5562

P6VHGE-  40.75933333333333 North -73.98338333333334 West
5562

PFHGA6-  +40.75933, -73.98338

5562

PNQB2D-  +40.7593, -73.9834

5561

QJBWY6-  40.75933333333333, -73.98338333333334
5562

QK7HQB-  Lat 40.7593 Long —73.9833

5561

QTYQB2-  +40.7593, -73.9834

5561

R3GR72- Latitude: 40.75933333333333 Longitude: -73.98338333333334
5561

RBBZP8- Longitude: -73.9833, Latitude: +40.7593

5561

RNZWNJ-  40.7593, -73.9833

5561

TJLLBF- 40.7593, -73.9834

5561

TU7PKZ- 40.7593, -73.9833

5561

TYG3ZE- 40.7593, -73.9833

5561

UBLAFD- 40.7593, -73.9833

5561

UZ7N9V- N 40.7593333, W 73.9833833

5561
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WebCode
Test Response

V47Y3A- (40.7593, -73.9834)
5561

VQG32C- 40.7593, -73.9833
5562

VT34J6- 40.7593, -73.9834
5561

VZM623- GPSLongitude: -73.983383GPS Latitude: 40.759333
5561

WROHTY-  40.7593, -73.9834
5562

WV7Y39- +40.7593 , -73.9834
5562

XTXAD4- 40.7593, -73.9834
5561

Y687VD- 40.759333, -73.983383
5561

YOPUFJ- +40.7593, -73.9833
5561

YB9HRA- +40.759333, -73.983383
5561

YPTXWU- +40.7593, -73.9833
5561

YU4BET- 40.7593, -73.9834
5561
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Question 17 - Examination Questions

Question 17: Provide the approximate coordinates (in decimal degrees, i.e., [+/-]nn.nnnn , [+/-]nn.nnnn)
where the photo captured with a Google Pixel 5 smartphone on 12/12/2025 (December 12, 2025) was
taken.

Consensus Result:

40.7593, -73.9833 and any variations representing similar information.

Manufacturer's Response Explanation:

Searching for “Pixel 5” within photo EXIF metadata will discover C: \Users\Wanda\Desktop\New folder\213.jpg.
Review of the EXIF metadata within this file finds the following GPS coordinates: 40° 45' 33.60" N, 73°59'0.18" W.

Manufacturer's Response lllustration:
213.jpg EXIF (X-Ways)

Y 1 \WWsers\Wanda and : s_ubd:r'ecror'.-és - -
Name = | Full path | Created = Modified
1l 213,jpg _\Users\Wanda'\Desktop\Mew folder\213.jpg 03/08/2026 21:43:30 03/08/2026 21:55:54
== Partition " File &= Preview | [ Details g% Gallery 3 Calendar Legend
EXIF
Version 231 LE
Pixel dimension 40323024
Density 72x72 DPI
Thumbnail 504378
{Orientation Horizontal
Software HDR+ 1.0.391156438zd
Equipment make Google
Model Pixel 5
Interansrahility 0100
213.jpg EXIF (continued)
|Creation 12/12/2025 15:34:36 +0
Date digitized 12/12/2025 15:34:36 +0
[Content modified 12/12/2025 15:34:36 +0
Time offset -05:00
[GPS timestamp 12/12/2025 15:34:18 +0
Altitude [6.63 m
Image direction M 244.00
Latitude 40° 45" 33.60" N
Longitude 73°59'0.18" W
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Question 18 - Examination Questions

Question 18: In unallocated space on the Windows system (C: or 3rd) partition is a deleted JPEG file
containing an image of a white cat on a mostly white background. Provide the text visible in the

image.

Manufacturer's CTS 2026 103
Response:

WebCode

Test Response
28MD86-  CTS 2026 103
5561

2CT72Z- CTS 2026 103
5562

2DPLEX- CTS 2026 103
5561

34XQQ2- CTS 2026 103
5561

36T73Y- CTS 2026 103
5561

4666W8-  CTS 2026 103
5562

46AMV7 - CTS 2026 103
5561

4BBYTN- CTS 2026 103
5561

4C7GVP-  CTS 2026 103
5561

6DXXKR- CTS 2026 103
5561

6VYKA7- CTS 2026 103
5562

6WAMV6-  CTS 2026 103
5562

6YDHGT- CTS 2026 103
5562

76XZAU- CTS 2026 103
5561

79GRLW- CTS 2026 103
5561

7YT2Y6- CTS 2026 103
5561

934QFJ- CTS 2026 103
5562

9MCTC4-  [Participant did not return results for this question.]
5562

9PJIKU- CTS 2026 103
5561
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Question 18 - Examination Questions

WebCode

Test Response
A74R29- CTS 2026 103
5561

AK6X8Q-  CTS 2026 103
5562

B8PMTY- CTS 2026 103
5562

BF6924- CTS 2026 103
5561

BQLTLZ- CTS 2026 103
5561

C79PZZ- CTS 2026 103
5561

CE7H9U-  CTS 2026 103
5561

CHQAKW-  CTS 2026 103
5561

DDPLHF- CTS 2026 103
5562

DFWZPL- CTS 2026 103
5561

DJGVQR-  CTS 2026 103
5562

DMEADH-  CTS 2026 103
5562

DMZEU6-  Not within laboratory's scope
5561

F72KDL- CTS 2026 103
5561

F7ZM3Q-  CTS 2026 103
5561

FXPKGQ- CTS 2026 103
5561

G24HPD- CTS 2026 103
5562

G26D9J- CTS 2026 103
5561

G66N4H-  CTS 2026 103
5561

G87P4F- CTS 2026 103
5561

GAJ27Q- CTS 2026 103
5561

Printed: 07-August-2026 (113) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 18 - Examination Questions

WebCode

Test Response
GPRF2U- CTS 2026 103
5561

H2J28P- CTS 2026 103
5561

H6XWPS- CTS 2026 103
5562

H7THFD- CTS 2026 103
5561

HT6D9G-  CTS 2026 103
5562

HW4QUK- CTS 2026 103
5562

HWNBAN-  CTS 2026 103
5561

HZNJ6N- CTS 2026 103
5561

J3N9P9- CTS 2026 103
5561

JNQ3TR- CTS 2026 103
5561

K2DNED- CTS 2026 103
5561

KMVXFB- CTS 2026 103
5561

LHC4CH- CTS 2026 103
5561

LHFMZL- CTS 2026 103
5561

LRGBRH- CTS 2026 103
5561

LTDQ4F- CTS 2026 103
5562

MAFMZJ- CTS 2026 103
5561

MGZQ8L- CTS 2026 103
5561

MHATV7- CTS 2026 103
5562

MHBTUK- CTS 2026 103
5561

MNXFQC-  CTS 2026 103
5561
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Question 18 - Examination Questions

WebCode

Test Response
MT8T9A- CTS 2026 103
5562

N2HHJIN- [Participant did not return results for this question.]
5561

NACMFA-  CTS 2026 103
5561

NDVHFG-  CTS 2026 103
5561

NF3XP9- CTS 2026 103
5561

NKWRMA-  CTS 2026 103
5562

NNTHV7-  CTS 2026 103
5562

P6VHGE- CTS 2026 103
5562

PFHGA6- CTS 2026 103
5562

PNQB2D-  CTS 2026 103
5561

QJBWY6-  CTS 2026 103
5562

QK7HQ@B-  CTS 2026 103
5561

QTYQB2-  CTS 2026 103
5561

R3GR72- CTS 2026 103
5561

RBBZP8- CTS 2026 103
5561

RNZWNJ-  CTS 2026 103
5561

TJLLBF- CTS 2026 103
5561

TU7PKZ- CTS 2026 103
5561

TYG3ZE- CTS 2026 103
5561

UBLAFD- CTS 2026 103
5561

UZ7N9V- CTS 2026 103
5561
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Question 18 - Examination Questions

WebCode
Test Response

V47Y3A- CTS 2026 103
5561

VQG32C- [CTS 2026 105
5562

VT134J6- CTS 2026 103
5561

VZM623-  CTS 2026 103
5561

WROHTY-  CTS 2026 103
5562

WV7Y39-  CTS 2026 103
5562

XTXAD4- CTS 2026 103
5561

Y687VD- [Participant did not return results for this question.]
5561

Y9PUFJ- CTS 2026 103
5561

YB9HRA- CTS 2026 103
5561

YPTXWU- CTS 2026 103
5561

YU4BET- CTS 2026 103
5561
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Question 18 - Examination Questions

Question 18: In unallocated space on the Windows system (C: or 3rd) partition is a deleted JPEG file
containing an image of a white cat on a mostly white background. Provide the text visible in the image.

Consensus Result:
CTS 2026 103

Manufacturer's Response Explanation:
A reliable file recovery or file carving tool can find deleted files in unallocated space.
Manufacturer's Response lllustration:

CTS 2026 103
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Question 19 - Examination Questions

Question 19: Provide the date and time (UTC+0) for the most RECENT failed login. Use the
date/time (24-hour) picker which presents the date in the following format: YYYY-MM-DD HH:MM,
time should be in 24-hour format.

Manufacturer's 2026-03-13 22:16

Response:

WebCode

Test Response
28MD86- 2026-03-13 22:16
5561

2CT72Z- 2026-03-13 22:16
5562

2DPLEX- 2026-03-13 22:16
5561

34XQQ2- [2026-03-13 23:16
5561

36T73Y- 2026-03-13 22:16
5561

4666W8- 2026-03-13 22:16
5562

46AMV7 - 2026-03-13 10:16
5561

4BBYTN- 2026-03-13 22:16
5561

4C7GVP- 2026-03-13 22:16
5561

6DXXKR- 2026-03-13 22:16
5561

6VYKA7 - 2026-03-13 22:16
5562

6WAMV6- 2026-03-13 22:16
5562

6YDHGT- 2026-03-13 16:30
5562

76XZAU- 2026-03-13 22:16
5561

79GRLW- 2026-03-13 22:16
5561

7YT2Y6- 2026-03-13 22:16
5561

934QFJ- 2026-03-13 20:16
5562

OMCTC4-  2026-03-13 22:16
5562

9PJOKU- 2026-03-13 22:16
5561
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Question 19 - Examination Questions

WebCode

Test Response
A74R29- 2026-03-13 22:16
5561

AK6X8Q-  2026-03-1322:16
5562

B8PMTY-  2026-03-13 22:16
5562

BF6924- 2026-03-13 22:16
5561

BQLTLZ- 2026-03-13 22:16
5561

C79PZZ-  2026-03-13 22:16
5561

CE7H9U-  [2026-03-13 10:06
5561

CHQAKW-  2026-03-13 22:16
5561

DDPLHF- 2026-03-13 22:16
5562

DFWZPL- 2026-03-13 22:16
5561

DJGVQR-  [2026-02-08 22:16
5562

DMEADH-  2026-03-13 22:16
5562

DMZEU6-  2026-03-13 22:16
5561

F72KDL- 2026-03-13 22:16
5561

F7ZM3Q-  2026-03-13 10:16
5561

FXPKGQ-  2026-03-1310:16
5561

G24HPD-  [2026-03-13 23:06
5562

G26D9J- 2026-03-13 22:16
5561

G66N4H-  2026-03-13 22:16
5561

G87P4F-  2026-03-13 22:16
5561

GAJ27Q-  2026-03-13 22:16
5561
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Question 19 - Examination Questions

WebCode

Test Response
GPRF2U-  2026-03-13 22:16
5561

H2J28P-  2026-03-13 22:16
5561

H6XWPS- |2026-03-14 22:16
5562

H7THFD- |2026-O3-13 23:06
5561

HT6D9G-  2026-03-13 22:16
5562

HW4QUK- |2026-O3-13 22:17
5562

HWNSBAN-  2026-03-13 22:16
5561

HZNJ6N-  2026-03-13 22:16
5561

J3NOP9-  2026-03-13 22:16
5561

INQ3TR-  2026-03-13 10:16
5561

K2DNED-  2026-03-13 22:16
5561

KMVXFB-  2026-03-13 22:16
5561

LHC4CH-  2026-03-13 22:16
5561

LHFMZL-  2026-03-13 22:16
5561

[RGBRH-  2026-03-13 22:16
5561

LTDQ4F-  [2026-03-13 23:16
5562

MAFMZJ-  2026-03-13 22:16
5561

MGZQ8L-  2026-03-13 22:16
5561

MHATV7-  2026-03-13 22:16
5562

MHBTUK-  2026-03-13 22:16
5561

MNXFQC-  2026-03-13 22:16
5561
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Question 19 - Examination Questions

WebCode

Test Response
MT8T9A-  [2026-01-19 15:40
5562

N2HHIN-  2026-03-13 22:16
5561

NACMFA-  2026-03-13 22:16
5561

NDVHFG-  2026-03-13 22:16
5561

NF3XP9- 2026-03-13 22:16
5561

NKWRMA-  2026-03-13 22:16
5562

NNTHV7Z-  [2026-03-13 16:30
5562

P6VHGE-  2026-03-13 22:16
5562

PFHGA6- 2026-03-13 22:16
5562

PNQB2D-  2026-03-13 22:16
5561

QJBWY6-  2026-03-13 22:16
5562

QK7HQB-  2026-03-13 22:16
5561

QTYQB2-  2026-03-13 22:16
5561

R3GR72- 2026-03-13 23:06
5561

RBBZP8- 2026-03-13 22:16
5561

RNZWNJ- 2026-03-13 22:16
5561

TJLLBF- 2026-03-13 22:16
5561

TU7PKZ- 2026-03-13 22:16
5561

TYG3ZE- 2026-03-13 22:16
5561

USBLAFD- 2026-03-13 22:16
5561

UZ7N9V- 2026-03-14 22:16
5561
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Question 19 - Examination Questions

WebCode
Test Response

V47Y3A- 2026-03-13 22:16
5561

VQG32C- |2026-03-08 21:31
5562

V134J6- 2026-03-13 22:16
5561

VZM623-  [2026-03-10 21:22
5561

WROHTY- 2026-03-13 22:16
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- 2026-03-13 22:16
5561

Y687VD- 2026-03-13 22:16
5561

YQPUFJ- 2026-03-13 22:16
5561

YBOHRA- 2026-03-13 22:16
5561

YPTXWU- 2026-03-13 22:16
5561

YU4BET- 2026-03-13 22:16
5561
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Question 19 - Examination Questions

Question 19: Provide the date and time (UTC+0) for the most RECENT failed login. Use the date/time
(24-hour) picker which presents the date in the following format: YYYY-MM-DD HH:MM, time should be in
24-hour format.

Consensus Result:
2026-03-1322:16

Manufacturer's Response Explanation:

User login events are stored in C: \Windows\System32\winevi\Logs\Security.evix. EventlD 4625 corresponds to
failed login events. There are two failed login attempts in this system’s logs, the latest being 3/13/2026.
Manufacturer's Response lllustration:

Windows Event Viewer

Security 2  Number of events 21,764

¥ Filtered: Lo files//C:\Users\user’ Documentsh CTS126-5561 Windows'\Export\Security.evbs Source: ; Event ID: 4625, Number of events: 2

Level Date and Time Source Event I Task Category
'@Ilnfﬂrmtiun 313/2026 &16:30 PM Microsoft Windows secunty auditing. 4625 Logon

':Dlnfurmtinn 3A10/2026 1122253 P Microsoft Windows security auditing. 4625 Logon

Event 46235, Microsoft Windows secunty auditing. x

General  Details

() Friendly View O XML View

- <Event xmins="http:/ /schemas.microsoft.com/win/2004/08/events /event'> "~
- =Systemes
=Provider Name="Microsoft-Windows=-Security-Auditing” Guid="{54849625-5478-4994~
<Version>0</\Verslon>
<level>0</Level>
<Keywords>=0x8010000000000000 </ Keyworis -
<TimeCreated SystemTime={2026-03-13T22:16:30.1474193Z"
<Execution ProcessID="880" ThreadlD="2436" />
<Channel>Security </Channel> o

aSba-3e3b0328c30d}" />
<Task>12544</Task>
<EventRecord1D>41309 </EventRecord1D=>
e ik oo Do mbeoes = I merena b oirs

=

<EventlD>4828</EventID}

'2026-03-13T22:16:30.14741932" |
<0pcode =0</0Opcode =
<Cormelation ActivitylD="{8dB87afb9-b335-0000-1db0-878d35b3dc01}" />
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Question 20 - Examination Questions

Question 20: Provide the term(s) the user searched on bing.com using the Edge browser on
02/06/2026 (February 06, 2026) 01:00:09 UTC+O0.

Manufacturer's  get telegram

Response:

WebCode

Test Response
28MD86-  get telegram
5561

2CT72Z- get telegram
5562

2DPLEX- get telegram
5561

34XQQ2-  get telegram
5561

36T73Y- get telegram
5561

4666W8-  get telegram
5562

46AMV7 - get telegram
5561

4BBYTN- get telegram
5561

4C7GVP- get telegram
5561

6DXXKR- get telegram
5561

6VYKA7- get telegram - Search
5562

6WAMV6-  get telegram
5562

6YDHGT-  get telegram
5562

76XZAU- get telegram
5561

79GRLW-  get telegram
5561

7YT2Y6- get telegram
5561

934QFJ- get telegram
5562

9MCTC4-  get telegram
5562

9PJPKU- get telegram
5561

Printed: 07-August-2026 (124) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 20 - Examination Questions

WebCode

Test Response
A74R29- get telegram

5561

AK6X8Q- Get Telegram

5562

B8PMTY- get telegram

5562

BF6924- get telegram

5561

BQLTLZ- get telegram - Search
5561

C79PZZ- get telegram

5561

CE7H9U-  get telegram

5561

CHQAKW-  Get telegram

5561

DDPLHF- get telegram

5562

DFWZPL- get telegram - It is notable that this term has two timeframes - the fime listed in the question as well as 01:09:20
5561 UTC. The time listed in the question is the RELOAD time.
DJGVQR-  get telegram

5562

DMEADH-  get telegram

5562

DMZEU6-  get telegram (https://www.bing.com/search2q=get+telegram&cvid=23c0ac5d2cbéc4f6d845d016c0adaldcd)
5561

F72KDL- get telegram

5561
F7ZM3Q-  get telegram
5561
FXPKGQ- get telegram
5561
G24HPD-  get telegram
5562
G26D9J- get telegram
5561
G66N4H-  get telegram
5561
G87P4F- get telegram
5561
GAJ27Q-  get telegram
5561
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Question 20 - Examination Questions

WebCode

Test Response
GPRF2U- get telegram
5561

H2J28P- get telegram
5561

H6XWP8-  get telegram
5562

H7THFD- get telegram
5561

HT6D9G-  get telegram
5562

HW4QUK-  get telegram - Search
5562

HWNB8AN-  get telegram
5561

HZNJ6N- get telegram
5561

JAN9P9- get telegram
5561

JNQ3TR- get telegram
5561

K2DNED-  get telegram
5561

KMVXFB- get telegram
5561

LHC4CH-  get telegram
5561

LHFMZL- get telegram
5561

LRGBRH- get telegram
5561

LTDQA4F- get telegram
5562

MAFMZJ- get telegram
5561

MGZQ8L-  get telegram
5561

MHATV7-  get telegram
5562

MHBTUK-  get telegram
5561

MNXFQC-  get telegram
5561
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Question 20 - Examination Questions

WebCode

Test Response
MT8T9A- get telegram
5562

N2HHIN-  get telegram
5561

NACMFA-  get telegram
5561

NDVHFG-  get telegram
5561

NF3XP9- get telegram
5561

NKWRMA-  get telegram
5562

NNTHV7-  get telegram
5562

P6VHGE- get telegram
5562

PFHGAG- get telegram
5562

PNQB2D-  get telegram
5561

QIBWY6-  get telegram
5562

QK7HQB-  get telegram
5561

QTYQB2-  get telegram
5561

R3GR72- get telegram
5561

RBBZP8- get telegram
5561

RNZWNJ-  get telegram - Search
5561

TJLLBF- get telegram
5561

TU7PKZ- get telegram
5561

TYG3ZE- get telegram
5561

UBLAFD- get telegram
5561

UZ7N9V- get telegram
5561
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Question 20 - Examination Questions

WebCode
Test Response

V47Y3A- get telegram
5561

VQG32C-  get telegram
5562

VT34J6- get telegram
5561

VZM623- get telegram
5561

WROHTY- get telegram
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- Get Telegram
5561

Y687VD- get telegram
5561

YOPUFJ- get telegram
5561

YBYHRA- get telegram
5561

YPTXWU- get telegram
5561

YU4BET- Get telegram
5561
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Question 20 - Examination Questions

Question 20: Provide the term(s) the user searched on bing.com using the Edge browser on 02/06/2026
(February 06, 2026) 01:00:09 UTC+0.

Consensus Result:

get telegram

Manufacturer's Response Explanation:

Browsing history for the Microsoft Edge browser is stored in an SQlLite3 database in the user’s profile at
~\AppData\Local\Microsoff\Edge\User Data\Default\History.

Manufacturer's Response lllustration:

MS Edge History (X-Ways)

Wsers\Wanda\AppDataiLocal\Microsoft\Edae\User Data\Default

Mame = Full path Created " Maodified

] \Wsers\Wanda\AppDatat\LocahMicrosof...02/06/2026 00:28:16 +0 03/13/2026 224944+
| Histony-journal Wsers\Wanda\AppData'Locah\Microsof... 02/06/2026 00:28:16 03/13/2026 224944
== Partition File = Praview + ._,_'_.1 Details g Gallery 5 Calendar Legend Raw Text

Chrome browsing history, keyword searches and downloads extracted from History

Keyword searches Downloads

History
Id Time Title URL
1 ;Eggﬁgzs g‘;:‘ﬂf"’a"" https://www.bing.com/search?q=ENTPTIENRSCcvid= 23c0ac5 d2cEc4f6dB45 0160
02/06/2026
2 rl:'lr:‘l]:ﬂﬂ:ln https://www.bing.com/ck/a? | &&p=d93ab5936d07 7ed9elbbd 7576 1d7ee2febe2c i ag
3 gf{gg{%gzs get tesgrom - https://www.bing.com/search?q=get+ telegram&cvid=23c0ac5d2 cEcaf6dB45d016c0
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Question 21 - Examination Questions

Question 21: Provide the date and time (UTC+0) the user BEGAN downloading the gimp setup

program. Use the date/time (24-hour) picker which presents the date in the following format:
YYYY-MM-DD HH:MM, time should be in 24-hour format.
Manufacturer's  2026-02-08 18:31

Response:

WebCode

Test Response
28MD86- 2026-02-08 18:31
5561

2CT72Z- 2026-02-08 18:31
5562

2DPLEX- 2026-02-08 18:31
5561

34XQQ2- 2026-02-08 18:31
5561

36T73Y- 2026-02-08 18:31
5561

4666W8- 2026-02-08 18:31
5562

46AMV7 - 2026-02-08 18:31
5561

4BBYTN- 2026-02-08 18:31
5561

4C7GVP- 2026-02-08 18:31
5561

6DXXKR- 2026-02-08 18:37
5561

6VYKA7 - 2026-02-08 18:31
5562

6WAMV6-  2026-02-08 18:31
5562

6YDHGT- 2026-02-08 18:31
5562

76XZAU- 2026-02-08 18:31
5561

79GRLW- 2026-02-08 18:31
5561

7YT2Y6- 2026-02-08 18:31
5561

934QFJ- 2026-02-08 18:31
5562

IMCTC4-  2026-02-08 18:31
5562

9PJOKU- 2026-02-08 18:31
5561
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Question 21 - Examination Questions

WebCode

Test Response
A74R29- 2026-02-08 18:31
5561

AK6X8Q-  2026-02-08 18:31
5562

B8PMTY- 2026-02-08 18:31
5562

BF6924- 2026-02-08 18:31
5561

BQLTLZ- 2026-02-08 18:31
5561

C79pPZZ- 2026-02-08 18:31
5561

CE7H9U-  [2026-03-08 18:31
5561

CHQAKW-  2026-02-08 18:31
5561

DDPLHF- 2026-02-08 18:31
5562

DFWZPL- 2026-02-08 18:31
5561

DJGVQR-  2026-02-08 18:31
5562

DMEADH-  2026-02-08 18:31
5562

DMZEU6-  2026-02-08 18:31
5561

F72KDL- 2026-02-08 18:31
5561

F7ZM3Q-  2026-02-08 18:31
5561

FXPKGQ- 2026-03-08 18:31
5561

G24HPD-  2026-02-08 18:31
5562

G26D9J-  2026-02-08 18:31
5561

G66N4H-  2026-02-08 18:31
5561

GB87P4F- 2026-02-08 18:31
5561

GAJ27Q-  2026-02-08 18:31
5561
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Question 21 - Examination Questions

WebCode

Test Response
GPRF2U- 2026-02-08 18:31
5561

H2J28P- 2026-02-08 18:31
5561

H6XWPS- 2026-02-08 18:31
5562

H7THFD- 2026-02-08 18:31
5561

HT6D9G-  2026-02-08 18:31
5562

HW4QUK- 2026-02-08 18:31
5562

HWNBAN-  2026-02-08 18:31
5561

HZNJ6N- 2026-02-08 18:31
5561

J3N9P9- 2026-02-08 18:31
5561

JNQ3TR- 2026-02-08 18:31
5561

K2DNED- 2026-02-08 18:31
5561

KMVXFB- 2026-02-08 18:31
5561

LHC4CH- 2026-02-08 18:31
5561

LHFMZL- 2026-02-08 18:31
5561

LRGBRH- 2026-02-08 18:31
5561

LTDQ4F- 2026-02-08 18:31
5562

MAFMZJ- 2026-02-08 18:37
5561

MGZQ8L- 2026-02-08 18:31
5561

MHATV7-  2026-02-08 18:31
5562

MHBTUK-  2026-02-08 18:31
5561

MNXFQC- [2026-02-08 18:35
5561
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Question 21 - Examination Questions

WebCode

Test Response
MT8T9A-  [2026-02-08 18:35
5562

N2HHIN-  2026-02-08 18:31
5561

NACMFA-  [2026-02-08 18:35
5561

NDVHFG-  2026-02-08 18:31
5561

NF3XP9- 2026-02-08 18:31
5561

NKWRMA-  2026-02-08 18:31
5562

NNTHVZ-  [2016-02-08 18:31
5562

P6VHGE-  2026-02-08 18:31
5562

PFHGA6-  2026-02-08 18:31
5562

PNQB2D-  2026-02-08 18:31
5561

QJBWY6-  2026-02-08 18:31
5562

QK7HQB-  2026-02-08 06:31
5561

QTYQB2-  2026-02-08 18:31
5561

R3GR72-  2026-02-08 18:31
5561

RBBZP8- 2026-02-08 18:31
5561

RNZWNJ-  2026-02-08 18:31
5561

TJLLBF- 2026-02-08 18:31
5561

TU7PKZ- 2026-02-08 18:31
5561

TYG3ZE- 2026-02-08 18:31
5561

UBLAFD- 2026-02-08 18:31
5561

UZ7N9V- 2026-02-08 18:31
5561
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Question 21 - Examination Questions

WebCode
Test Response

V47Y3A- 2026-02-08 18:31
5561

VQG32C- [2026-02-08 18:37
5562

VT134J6- 2026-02-08 18:31
5561

VZM623-  2026-02-08 18:31
5561

WROHTY-  2026-02-08 18:31
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- 2026-02-08 18:31
5561

Y687VD- 2026-02-08 18:31
5561

Y9PUFJ- 2026-02-08 18:31
5561

YB9HRA- 2026-02-08 18:31
5561

YPTXWU- 2026-02-08 18:31
5561

YU4BET- 2026-02-08 18:31
5561
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Question 21 - Examination Questions

Question 21: Provide the date and time (UTC+0) the user BEGAN downloading the gimp setup program. Use
the date/time (24-hour) picker which presents the date in the following format: YYYY-MM-DD HH:MM, time

should be in 24-hour format.
Consensus Result:

2026-02-08 18:31

Manufacturer's Response Explanation:

The download history for the Microsoft Edge browser is stored in an SQLite3 database in the user’s profile at
~\AppData\Local\Microsoff\Edge\User Data\Default\History.

Manufacturer's Response lllustration:

MS Edge History (DB Browser for SQllite)

g i Browser for SOLite CAlsers\user\Document TSV26-556T Window

cMNew Database «0pen Database = Write Changes Revert Changes #Open Project iSave Proj

Database Structure  Browse Data Execute SQL Edit Pragmas

Table: ' downloads =] i & &8 8_ A A % Filter in any
target_path start_time

|F|Iti—2r [F|'l-}=r |

1 C:\Users\Wanda\Downloads\tsetup-x64.6.4.2.exe 2026-02-06 01:00:49.9249800

2 C:kUsers\WandalDﬂwnEuadslgimp-?-.ﬂ.S-setup-E.exe 2026-02-08 18:31:38.8340754

3 C:\Users\Wanda\Downloads\Thunderbird Setup 148.0.exe 2026-03-08 21:07:11.1254662
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Question 22 - Examination Questions

Question 22: Provide the path (including the drive letter) from which df.exe was executed.
Manufacturer's  F:\df.exe, or F:\

Response:
WebCode

Test Response
28MD86- F:\df.exe
5561

2CT72Z- F:\df.exe
5562

2DPLEX- £:\

5561

34XQQ2-  F:\df.exe
5561

36T73Y- F:\

5561

4666W8- F:\df.exe
5562

46AMV7 - F:\df.exe
5561

4BBYTN- F:\df.exe, F drive
5561

4C7GVP- F:\df.exe
5561

6DXXKR- F:\df.exe
5561

6VYKA7 - F:\df.exe
5562

6WAMV6-  f:\df.exe
5562

6YDHGT- F:\df.exe
5562

76XZAU- F:\df.exe
5561

79GRLW- F:\df.exe
5561

7YT2Y6- F:\df.exe
5561

934QFJ- F:\df.exe
5562

IMCTC4-  F:\df.exe
5562

9PJIKU- F:\df.exe
5561

A74R29- F\
5561
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Question 22 - Examination Questions

WebCode

Test Response
AK6X8Q- f\df.exe
5562

B8PMTY- F:\df.exe
5562

BF6924- F:\df.exe
5561

BQLTLZ- F:\DF.EXE
5561

C79pPZZ- F:\df.exe
5561

CE7HQU- F:\df.exe
5561

CHQAKW-  F:\df.exe
5561

DDPLHF- F:\df.exe
5562

DFWZPL- f:/

5561

DIJGVQR- F:\df.exe
5562

DMEADH-  F:\df.exe
5562

DMZEU6-  |E:\DF.EXE
5561

F72KDL- F:\df.exe
5561

F7ZM3Q-  F:\df.exe
5561

FXPKGQ- F:\df.exe
5561

G24HPD- F:\df.exe
5562

G26D9J- F:\df.exe
5561

G66N4H-  F:\df.exe
5561

G87P4F- f:\df.exe
5561

GAJ27Q- F:\df.exe
5561

GPRF2U- F:\df.exe
5561
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Question 22 - Examination Questions

WebCode

Test Response
H2J28P- f:\df.exe
5561

H6XWP8- f:\df.exe
5562

H7THFD- F:\df.exe
5561

HT6D9G-  f:\
5562

HWAQUK-  f:\df.exe
5562

HWNBAN-  f\df.exe
5561

HZNJ6N- F:\df.exe
5561

J3N9P9- F:\df.exe
5561

JNQ3TR- F:\df.exe
5561

K2DNED- F:\df.exe
5561

KMVXFB- F:\df.exe
5561

LHC4CH- F:\df.exe
5561

LHFMZL- F:\df.exe
5561

LRGBRH- F:\df.exe
5561

LTDQ4F- F:\df.exe
5562

MAFMZJ- f:\df.exe
5561

MGZQ8L-  F:\df.exe
5561

MHATV7- C:\DF.EXE
5562

MHBTUK- f:\df.exe
5561

MNXFQC-  f:\df.exe
5561

MT8T9A- f:\df.exe
5562

Printed: 07-August-2026 (138) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 22 - Examination Questions

WebCode

Test Response
N2HHJN- F:\df.exe
5561

NACMFA-  F:\df.exe
5561

NDVHFG-  F:\df.exe
5561

NF3XP9- F:\df.exe
5561

NKWRMA-  F:\df.exe
5562

NNTHV?7- F:\df.exe
5562

P6VHGE- F:\df.exe
5562

PFHGAG6- F:\df.exe
5562

PNQB2D-  F:\df.exe
5561

QJBWY6- F:\df.exe
5562

QK7HQB-  F:\df.exe
5561

QTYQB2-  F:\df.exe
5561

R3GR72- F:\df.exe
5561

RBBZP8- F:\df.exe
5561

RNZWNJ- F:\df.exe
5561

TJLLBF- F:\df.exe
5561

TU7PKZ- f:\df.exe
5561

TYG3ZE- F:\df.exe
5561

UBLAFD- F:\df.exe
5561

UZ7N9V- f:\df.exe
5561

V47Y3A- F:\df.exe
5561
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Question 22 - Examination Questions

WebCode
Test Response

VQG32C- F:\df.exe
5562

VT34J6- F:\df.exe
5561

VZM623- F:\df.exe
5561

WROHTY- f:\df.exe
5562

WV7Y39- Not within laboratory's scope
5562

XTXAD4- F:\DF.EXE
5561

Y687VD- F:\df.exe
5561

Y9PUFJ- f:\df.exe
5561

YB9HRA- F:\

5561

YPTXWU- f:\df.exe
5561

YU4BET- F:\df.exe
5561
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Question 22 - Examination Questions

Question 22: Provide the path (including the drive letter) from which df.exe was executed.

Consensus Result:
F:\df.exe

Manufacturer's Response Explanation:

Program execution is recorded, among other places, in the UserAssist key in the user's NTUSER.DAT registry file at
\Users\[UserANTUSER.DAT.

Manufacturer's Response lllustration:

NTUSER.DAT UserAssist (Registry Explorer)

]

drandiable boolomasrky | 1E3/D] valesy | UserRasist

LigarBadest

ECACARY-CT 14 | 1DF-BERC-AJF IDE

Itwars Mierassdton

Executable name: DF.EXE
Hash: B2ABF2F5

File size (bytes):

Version:

Run count:
Last run:
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Question 23 - Examination Questions

Question 23: Provide the name of the Bluetooth device paired with this computer.
Manufacturer's  Pixel 5

Response:
WebCode

Test Response
28MD86-  Pixel 5
5561

2CT72Z- Pixel 5
5562

2DPLEX- Pixel 5
5561

34XQQ2- |Realtek Bluetooth Adapter
5561

36T73Y- Pixel 5
5561

4666W8-  Google Pixel 5 Friendly name: Pixel 5
5562

46AMV7-  Pixel 5
5561

4BBYTN- Pixel 5
5561

ACTGVP-  Pixel 5
5561

6DXXKR- Realtek Bluetooth Adapter
5561

6VYKAT- Pixel 5
5562

6WAMV6-  Pixel 5
5562

6YDHGT- Pixel 5
5562

76XZAU- Pixel 5
5561

79GRLW-  Pixel 5
5561

7YT2Y6- Pixel 5
5561

934QFJ- Pixel 5
5562

9MCTC4-  Pixel 5
5562

9PJOKU- Pixel 5
5561

A74R29- Pixel 5
5561
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Question 23 - Examination Questions

WebCode

Test Response
AK6X8Q- Pixel 5
5562

B8PMTY- Pixel 5
5562

BF6924- Pixel 5
5561

BQLTLZ- Pixel 5
5561

C79PZZ- Bluetooth Peripheral Device: Pixel 5
5561

CE7H9U-  Pixel 5
5561

CHQAKW-  Pixel 5
5561

DDPLHF- Pixel 5
5562

DFWZPL- Pixel 5
5561

DJGVQR-  Pixel 5
5562

DMEADH-  Pixel 5
5562

DMZEU6-  Pixel 5
5561

F72KDL- Pixel 5
5561

F7ZM3Q-  Pixel 5
5561

FXPKGQ-  Pixel 5
5561

G24HPD-  [Realtek Bluetooth Adapter
5562

G26D9J- Pixel 5
5561

G66N4H-  Pixel 5
5561

G87P4F- Pixel 5
5561

GAJ27Q-  Pixel 5
5561

GPRF2U- Pixel 5
5561

Printed: 07-August-2026 (143) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 23 - Examination Questions

WebCode

Test Response
H2J28P- Realtek 8821CU Wireless LAN 802.11ac USB NIC
5561

H6XWP8- Pixel 5
5562

H7THFD- Pixel 5
5561

HT6D9G- Pixel 5
5562

HW4QUK-  Pixel 5
5562

HWNBS8AN-  Pixel 5
5561

HZNJ6N- Pixel 5
5561

J3NGP9- Pixel 5
5561

JNQ3TR- Pixel 5
5561

K2DNED- Pixel 5
5561

KMVXFB- Pixel 5
5561

LHC4CH- Pixel 5
5561

LHFMZL- Pixel 5
5561

LRGBRH- Pixel 5
5561

LTDQ4F- Pixel 5
5562

MAFMZJ- Pixel 5
5561

MGZQ8L-  Pixel 5
5561

MHATV7- Pixel 5
5562

MHBTUK- Pixel 5
5561

MNXFQC-  Pixel 5
5561

MT8T9A- Pixel 5
5562
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Question 23 - Examination Questions

WebCode

Test Response
N2HHJIN- Pixel 5
5561

NACMFA-  Pixel 5
5561

NDVHFG- Pixel 5
5561

NF3XP9- Pixel 5
5561

NKWRMA-  Pixel 5
5562

NNTHV?7- Pixel 5
5562

P6VHGE- Pixel 5
5562

PFHGA6- Pixel 5
5562

PNQB2D- Pixel 5
5561

QJBWY6- Pixel 5
5562

QK7HQB-  Pixel 5
5561

QTYQB2-  Pixel 5
5561

R3GR72- Realtek Bluetooth Adapter
5561

RBBZP8- Pixel 5
5561

RNZWNJ- Pixel 5
5561

TJLLBF- Pixel 5
5561

TU7PKZ- Pixel 5
5561

TYG3ZE- Pixel 5
5561

U8BLAFD- Pixel 5
5561

UZ7N9V- Pixel 5
5561

VA7Y3A-  Pixel 5
5561
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Question 23 - Examination Questions

WebCode
Test Response

VQG32C- Pixel 5
5562

VT34J6- Pixel 5
5561

VZM623- Pixel 5
5561

WROHTY- Pixel 5
5562

WV7Y39- Not within laboratory's scope
5562

XTXADA4- Pixel 5
5561

Y687VD- Pixel 5
5561

YOPUFJ- Pixel 5
5561

YB9HRA- Pixel 5
5561

YPTXWU- Not within laboratory's scope
5561

YU4BET- Pixel 5
5561
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Question 23 - Examination Questions

Question 23: Provide the name of the Bluetooth device paired with this computer.

Consensus Result:
Pixel 5

Manufacturer's Response Explanation:

Information on Bluetooth devices connected to the computer are stored in C:\Windows\System32\Config\SYSTEM:
ControlSet001\services\BTHPORT\Parameters\Devices.

Manufacturer's Response lllustration:

C:\Windows\System32\Config\SYSTEM: ControlSet001\services\BTHPORT\Parameters\Devices (Registry

Explorer)

s

File Tools Options

Registry hoves (4)

Bookmarks (36/0)  View

Available bookmarks [ 103/0)

ETHMODEM
BahiPan
4 — BTHPORT
4 = Parameters
Davices
F] 58242047253
CachedServioes
DynamicCachedServices
1 ServicesFor JobaclBaB965

L] 4

b ExceptionDB
HoBypassServices

b Keys

b LocalServices
PerDevices
Pnpld

K

Selected hive: SYSTEM Last worite:

2026-03-11 03:17:03

Help

Values

Total rows: 1

Type viewar

3

y.  ControlSet001\Senvices\BTHPORT\Paramaters\Devices

Key contains no values

BluetoothBxhPort

BAddress
|
SHI4T9TIeS3

Value:

Copied path to clipboard

Last Sesn

2026-03-01 16:47:13

Export

Mo Colln phe all hinves

Hidden keys: O 1
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Question 24 - Removable Media 26-5562

Question 24: Describe the steps you took to prepare the USB device for analysis.
Manufacturer's  This was an open-ended question about steps taken prior to analysis. No manufacturer's
Response: response is provided.

WebCode

Test Response

2CT722Z- The submitted sealed envelope was labeled with the case number, item number, and initials. The envelope was

5562 opened and the USB device was photographed. The USB device was connected to a write-protected USB port
and acquired with X-Ways Forensics.

4666W8-  The USB device was prepared for forensic analysis in accordance with the laboratory imaging procedure. The

5562 exhibit was identified and retrieved from secure storage, and the exhibit reference, seal, and continuity were

verified against the Case Management System (CMS). Continuity was updated, and the exhibit location was
amended within the CMS. Pre-imaging details, including the device manufacturer, serial number, and physical
condition, were recorded in the CMS. Photographs were taken of the sealed exhibit, continuity label, seal, and
the USB device from multiple angles, including any identifying labels or markings. The USB device was then
removed from its packaging, and the date and time of removal were recorded. As the exhibit was a USB storage
device, no disassembly or BIOS examination was required. The USB device was connected to a Tableau TX1
forensic imager via a write-protected source port. The TX1 system date and time were verified against the
calibrated laboratory clock before imaging commenced. The device capacity and any indication of encryption
were checked. An EQ1 forensic image was configured with MD5 and SHA-1 hash generation enabled, together
with image verification. An .dd forensic image was configured with MD5, SHA-1 and SHA-256 hash generation
enabled, together with image verification. Upon completion, the acquisition and verification hashes were
confirmed to match, demonstrating that the forensic image was an accurate and complete representation of the
source device. The image was then opened in FTK Imager to confirm that the file system was readable and
suitable for examination. Following successful verification, the USB device was repackaged, resealed, and the
new seal number recorded in the CMS. All imaging logs, notes, and photographs were retained within the case
record, and the imaging process was subsequently subject to quality assurance in accordance with laboratory
procedures. The forensic image was processed using Magnet AXIOM Process. A new case was created using the
relevant case details, and the forensic image was loaded as the evidence source. The image was processed as a
computer evidence source with all available partitions included. Standard processing settings were applied.
Hash values were calculated for all files, and the full default artifact set was selected by clearing and reselecting
all artifacts to ensure comprehensive decoding. The 'Parse and Carve Selected Artifacts' option was chosen to
maximise recovery of active and deleted data. Optical Character Recognition (OCR) was also enabled and
performed to identify and index text contained within supported image-based artifacts. No keyword lists, hash
sets, or privileged content filters were applied during the initial processing stage. These were later run under
analysis if required. On completion, the processing logs and exception log were reviewed, and the results were
loaded into AXIOM Examine for forensic analysis. The processing details were recorded within the case
management system in accordance with laboratory procedures.

6VYKA7- 1- Verified the USB device and documented its identifying information. 2- Connected the USB through write

5562 blocker to prevent any modification. 3- Confirmed that the USB was recognized. 4- Started imaging using falcon.
5- Calculated and recorded the hash values before and after imaging. 6- Verified that hash valued matched. 7-
Secured the original USB and preformed the analysis on the forensic image.

6WAMV6- 1. Transfer custody 2. Open package and photograph 3. Connect to write blocker 4. Hash 5. Make a copy then

5562 hash copy 6. Confirm hash match between original and copy 7. Work from copy

6YDHGT-  Pictures, than Copied behind a blocker with Tableau imager

5562

934QFJ- The USB was removed from the packaging, date and time of this were recorded and then connected to the
5562 Tableau Forensic Imager TX1, version 24.1. An EO1 forensic image was created and verified and this produced

SHA-1 and MD-5 hashes. The exhibit was then connected to the Tableau Forensic Imager TD4 version 23.4 (|
think its this version) A .dd forensic image was created and verified and this produced SHA-256, SHA-1 and
MD-5 hashes Image opened in FTK Data processed using Magnet Axiom Process. Standard settings applied, as
per SOP, with "Parse and Carve" enabled and "OCR" turned on. Hash values calculated. Processing and log files
reviewed. Recorded on Case Management system. Keyword lists created and run post-processing.
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Question 24 - Removable Media 26-5562

WebCode
Test Response

9MCTC4- 1. The USB Drive (ltem/Exhibit ) was received by the Laboratory Evidence Control Technician, who initiated the

5562 Chain of Custody Process. 2. He assigned the ltem/Exhibit a unique Identification number
(DES/CCU/PT/26 5562 2026-44). 3. The item/exhibit was photographed. 4. The item/exhibit was attached to
a Tableau Write Blocker on a forensic workstation and imaged using Belkasoft Evidence Center version 9.9800
to a forensically clean destination drive. 5. The acquired forensic image was copied to the laboratory's central
storage server. 6. The forensic copy of the acquired image was loaded into various forensic analysis software for
further analysis.

AK6X8Q-  Se procedié a realizar una adquisicién forense del dispositivo de almacenamiento USB (pendrive) recepcionado

5562 en este Departamento, obteniéndose una imagen forense en formato EQ1 sobre la que se llevardn a cabo las
posteriores actuaciones de andlisis. El proceso de adquisicién se efectué empleando un dispositivo bloqueador
de escritura hardware Tableau, con el fin de impedir cualquier operacién de escritura sobre el soporte original y
preservar, de este modo, la integridad de la evidencia fisica durante todo el proceso de adquisicién. A forensic
acquisition of the USB storage device (flash drive) received by this Department was performed, resulting in the
creation of a forensic image in EQ1 format on which the subsequent analysis procedures will be conducted. The
acquisition process was carried out using a Tableau hardware write blocker in order to prevent any write
operations to the original storage medium, thereby preserving the integrity of the physical evidence throughout
the entire acquisition process.

B8PMTY- 1. First, | documented the USB device, including its physical condition, capacity, serial number, and other

5562 identifying information. 2. To prevent any modification to the data on the original USB device, | connected it as
the source device to a forensic imaging device (TX1) with a write-blocking function. 3. Before creating the
forensic image, | calculated the hash value of the original USB device using the forensic imaging device and
recorded it as the reference value. 4. | then created a forensic image file in EO1 format using a bit-by-bit
acquisition method for the entire USB device. 5. After the image was created, | calculated the verification hash
value of the acquired forensic image and compared it with the reference hash value of the original USB device to
verify the integrity of the image. 6. After the integrity verification was completed, the original USB device was
securely preserved, and all further analysis was performed on the created forensic image file rather than the
original device.

DDPLHF- The USB drive was connected to a Tableau TX1 forensic imaging device(with a write blocker function), with a

5562 separate USB drive designated as the destination for the forensic image. A forensic image of the source USB
drive was created and stored on the destination drive. The acquired image was then processed and analyzed
using Magnet AXIOM to identify and examine relevant digital arfifacts while preserving the integrity of the
original evidence.

DJGVQR- [ first started a software write block program on my work station to prevent anything being over written back onto
5562 the thumb drive, (26-5562 USB). | then used FTK imaging software, version 4.1.1.1, to create an EO1 image of
the thumb drive.

DMEADH- 1. Photograph the USB device 1.1 Take clear photographs of the USB device from multiple angles. 1.2

5562 Document any labels, serial numbers, physical condition. 2. Acquire a forensic image 2.1 connect the USB
device through a hardware write-blocking bridge to prevent any modification of the original evidence. 2.2
Create a bit-for-bit forensic image of USB device using approved forensic imaging tools. 2.3 Verify the
acquisition by calculating and recording cryptographic hash values (MD5, SHA1 and SHA256) for both the
source device and the acquired image. 3. Analyze the forensic image 3.1 Load the verified forensic image into
forensic analysis software 3.2 Index and process the image to identify files, metadata, file system, structures,
deleted artifacts, and other relevant evidence.
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WebCode

Test Response

G24HPD- | tracked the location of the USB to imaging station, the exhibit bag continuity signed. The exhibit is pre-imaged,
5562 pictures taken of the device using a radio clock and a digital camera with date and timestamps checked for

accuracy. Lima is then filled in with the pre-imaging details. The exhibit is then plugged into a physical USB write
blocker connected to an imaging machine. | then use Tableau Disk Monitor to confirm the details of the exhibit. |
then opened FTK Imager fo create a physical image of the exhibit. Imaging notes are then filled out in Lima and
the exhibit is placed back in the evidence bag and resealed. The exhibit is fracked to the secure store and reseal
details completed on Lima. The forensic image is then transferred to the archive server and the case submitted
for Imaging quality checks. Once quality checks have been done and amendments have been made, | started to
process the data using Magnet Axiom and X-Ways forensics using the settings shown in the Standard Operating
Procedures. Processing notes have been added to lima and then submitted for quality checks.

H6XWP8- 1. Connected the USB device using a write blocker (or enabled read-only access) to prevent changes. 2. Verified

5562 the device was detected by the system. 3. Identified and recorded the device details (model, serial number,
capacity). 4. Created a forensic bit-by-bit image of the USB drive. 5. Calculated and recorded hash values (e.g.,
MD5/SHA-256) for integrity verification. 6. Verified the image hashes matched the original device. 7. Performed
all forensic analysis on the verified image, not on the original USB device.

HT6D9G- 1. Took photographs of the device 2. Validated my write blocker 3. Utilized Tableau Imager and the write
5562 blocker to acquire the device 4. Hashed the acquired evidence file to confirm it matched the results from
Tableau Imager.

HW4QUK-  connect it through a blocker, create a forensic image EO1, calculate and verify hash values

5562

LTDQ4F- 1) document the device (description and photography) 2) connect device to validated, offline write-blocker 3)
5562 turn write-blocker on 4) identify storage media type and storage capacity (diskmgmt.msc and FTK Imager) 5)
preparations for creating forensic image file (case data, description, efc.)

MHATV7-  The USB device was received in its original sealed packaging and photographed before and after opening. The

5562 device was assigned an evidence number and documented in the evidence log with date, time, and chain of
custody information. The device was connected to a hardware write blocker (Tableau Forensic USB Bridge) to
prevent any modifications to the original evidence. A forensic image was created in EO1 format using FTK
Imager, with MD5 and SHA-256 hash values calculated and verified to confirm the infegrity of the image. The
original device was repackaged, sealed, and returned to secure evidence storage. All analysis was performed on
the forensic image only.

MT8T9A- | started notes, unsealed evidence packaging, ook photos of the USB device, connected it to the write blocker
5562 side of my TX1 imager, acquired the 256 hash#, and acquired an EO1 of the data

NKWRMA-  The received evidence was documented and a chain of custody form was completed. The brown paper bag

5562 lobeled Test No. 26-5562 and 2026 CTS was photographed, then its contents were photographed — a blue
USB device with a white label reading "CTS Test 26-5562." A write blocker was connected to the USB to prevent
any modification to the original data, and a forensic image was created using forensic imaging tool. Before and
after imaging, MD5/SHA-256 hash values were generated to verify the image was an exact, unaltered copy of
the original device. Once verified, the original USB was sealed and returned to secure evidence storage, and the
forensic image was retained for analysis using approved digital forensic software.

NNTHV7- 1. Checked the exhibit details on the TEB against the submission form. 2. Signed the continuity. 3. Took

5562 photographs of the TEB, and USB stick still inside the TEB 4. Opened the TEB and signed the bag. 5. Took
photographs of the USB stick outside the bag, front, back, sides, distinguishable marks. 6. Made the relevant
notes on Nimbus using the workflows. 7. Using a TX1, | connected the USB stick to the write protected side of the
TX1, and obtained an EO1 from it following the steps and settings documented in the Imaging SOP. 8. Checked
the hashes of the EO1 against the hashes generated from the USB. 9. Processed the EO1 obtained from the USB
using Axiom and X-Ways. 10. In Axiom | checked the hashes again, and the hash value match.
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WebCode
Test Response

P6VHGE- The USB drive was photographed in and out of the evidence packaging. The drive was then connected to a
5562 forensic workstation with a verified Tableau Ultrabay 4 integrated hardware write blocker. The drive was
connected to the USB port on the writeblocker and a forensic image of the drive was created in an EO1 format,
single file, compression 1, with verification. A working copy of the original EO1 file was created. A verification
hash of the working copy was done with FTK imager. The hash was verified and then the working copy EO1 was
ready to be processed with forensic tools.

PFHGAG- 24). Describe the steps you took to prepare the USB device for analysis. The device arrived in an exhibit bag.

5562 Continuity on the bag was signed. Initial examination photos were taken of the device which included front and
back of the exhibit bag. The seal was broken on the exhibit and the USB was removed from the exhibit bag.
Photos were taken of the front and back of the exhibit. The TX1 was turned on and the USB was connected to the
write blocked side of the TX1. When the device was connected no encryption was located. The USB was imaged
in an EO1 format. Once imaging completed the log was checked to ensure that the hashes were verified and
there were no bag sectors in the log. Contemporaneous notes were kept throughout the examination.

QJBWY6-  Device Reception and Registration: | verified that the seal or packaging was intact. Assign a unique evidence

5562 identifier to the USB device and was photographed Connection with write blocker Forensic Image Creation: |
used a recognized forensic tool (GUyimager) to perform a complete forensic acquisition of the USB drive. Hash
Calculation and Verification: | saved the resulting image in a secure laboratory repository. From that moment on,
all analysis was performed exclusively on the forensic image of the USB drive, keeping the original device stored
and without further manipulation.

VQG32C-  Took item out of evidence,. Connected to write blocker. ltem imaged in EQ1 format. Acquisition and verification

5562 hash obtained. Image processed in various forensic softwares
WROHTY-  A) Chain of Custody. B) Photographed the evidence. C) ltemized the Evidence D) Prepared the write blocker for
5562 imaging the evidence E) Inserted the Evidence F) Imaged using FTK imager and verified the Hash Values G)

Analyzed using Forensic Toolkit (FTK) H) Analyzed the data |) Verified post processing Hash values after analysis

WV7Y39-  The USB device was accessed write-blocked and imaged using X-Ways 21.8 SR-1 and FTK Imager 4.7.1.2.
5562
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Question 24: Describe the steps you took to prepare the USB device for analysis.

Consensus Result:
This was a open-ended question about steps taken prior to analysis. No consensus response is expected.
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Question 25 - Removable Media 26-5562

Question 25: Provide the SHA 256 hash of the provided USB flash storage device.
Manufacturer's 7F64572EA2E899381C0460DB1BFESFAB312BCCD501A452554DAE67D05CE06B93D
Response:

WebCode ** Inconsistencies not highlighted; No consensus achieved **

Test Response
2CT722- 7F64572EA2E899381CO060DB1BFESFAB312BCCD501A452554DAE67D05SCE06B93D
5562

4666W8- 7164 572e a2e8 9938 1c06 0db1 bfe5 fab3 12bc cd50 1a45 2554 daeb 7d05 ce06 b93d
5562

6VYKA7- 7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D05CE06B93D
5562

6WAMV6-  Note - Hash calculation will not be as expected due to initial guidance for download and copying of proficiency

5562 data.

6YDHGT-  7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0O5SCE06B93D
5562

934QFJ- 7164 572e a2e8 9938 1c06 0db1 bfe5 fab3 12bc cd50 1a45 2554 daeb 7d05 ce06 b93d
5562

OMCTC4-  7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0O5SCE06B93D
5562

AK6X8Q- ecd58afc624532629419bc54149568399a50266170cdedb3ae05efdcd60e28aa
5562

B8PMTY- 7164 572e a2e8 9938 1c06 0db1 bfe5 fab3 12bc cd50 1045 2554 daeb 7d05 ce06 b93d
5562

DDPLHF- 39ba2cac3a3e6219b0a74a851bd7 1beel197a3a35a92ba382974c02dcd08e43c
5562

DJGVQR-  SHA256: 72B785E489C9C32B85986D17C6CEOABAE?6EE058603ATED2DF5875250A204F57
5562

DMEADH-  7164572e02e899381c060db1bfe5fab312bccd501a452554daeé67d05ce06b93d
5562

G24HPD-  7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0O5SCE06BY3D
5562

H6XWPS8- 9e37e4bd925f2d7b8598c554d215418bc940fbcb3dd9078ctb34 1cdaOcbaed56
5562

HT6D9G-  33CAD02323D79EFFC6950A8A5ABESOTE4AESFC230D40224E7A83DB7F03FA619C
5562

HW4QUK-  788681DF768DCB094E20035766032CE470E7199789D25FB48A97B58ECTA1522B
5562

LTDQA4F- 7164572e02e899381c060db1bfe5fab312bccd5010452554dae67d05ce06b93d
5562

MHATV7-  7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0O5CE06BY3D
5562

MT8T9A- 7164572e02e899381c060db1bfe5fab312bccd5010452554dae67d05ce06b93d
5562

NKWRMA-  9d89d3494044c72d198d96d170f8c81e708e777e1c533e4f37836d0713669649
5562

NNTHV7- 7164 572e a2e8 9938 1c06 0db1 bfe5 fab3 12bc cd50 1a45 2554 daeb 7d05 ce06 b93d
5562
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Question 25 - Removable Media 26-5562

WebCode ** Inconsistencies not highlighted; No consensus achieved **
Test Response

P6VHGE- 7164572ea2e899381c060db 1bfe5fab312bccd501a452554daeb67d05ce06b93d
5562

PFHGAG6- 7164572e02e899381c060db1bfe5fab312bccd501a452554daeb67d05ce06b93d
5562

QJBWY6- 7164572ea2e899381c060db1bfe5fab312bccd501a452554daeb67d05ce06b93d
5562

VQG32C-  7F64572EA2E899381C060DB1BFESFABFESFAB312BCCD501A452554DAE67D05SCEO06B93D
5562

WROHTY- 7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D05CE06B93D
5562

WV7Y39-  7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0OSCE06B93D
5562
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Question 25 - Removable Media 26-5562

Question 25: Provide the SHA 256 hash of the provided USB flash storage device.
Consensus Result:
7F64572EA2E899381C060DB1BFESFAB312BCCD501A452554DAE67D0O5CEQ06BY3D
Manufacturer's Response Explanation:

Attaching the USB device to a computer with write blocking and hashing provides the hash value.
Manufacturer's Response lllustration:

X-Ways USB Device SHA256 hash
Hash r‘E-ccmputEd:I?F54E?QEAEESEIEGEICEEEDBIBFESFABEIZB((DSEIﬁ.452554DF&EE?DBS[EEEBQED I:SHA-ZSE}I
Data authenticity OK

Duration: 8:8@ min
16.6 GB/min

Logicube Talon USB Device SHA256 hash
<VerifyInfox
<Drive Result="Pass" LogicalSectSz="512" LBA="512888" HashType="SHA-255"

Hash-l]‘fEu‘lEJ"EEEEESQQ}BICE}Eﬁdblbe5fab312bcchﬂla¢52554dae6?d@5ceﬂﬁh93d"|
ExpectedHash="/t64572ea2e800381co68dblbtestab312bccdsR1a452554daeb7des5ce@6b93d™ Bay="USE_51"/>

</VerifyInfo>
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Question 26 - Removable Media 26-5562

Question 26: Identify the filesystem on each partition on this device. Provide partition number,
filesystem, and volume name/label.
Manufacturer's 1. NTFS, “my_stuff”
Response: 2. FAT32, [UNAMED, or NONAME]
3. NTFS, “not_my_stuff”

WebCode

Test Response

2CT72Z- Partition 1 (my_stuff): NTFS
5562 Partition 2 ([lunnamed]): FAT32

Partition 3 (not_my_stuff): NTFS

4666W8-  Partition 1 Volume Name/Label: my_stuff File System: NTFS
5562 Partition 2 Volume Name/Label: None File System: FAT
Partition 3 Volume Name/Label: not my stuff File System: NTFS

6VYKA7- 1. NTFS, "my stuff"
5562 2. FAT32, [NO NAME]
3. NTFS, "not_my_stuff'

6WAMV6-  Partition File system Volume name/label

5562 Partition 1 NTFS my_stuff
Partition 2 FAT32 NONE FOR THIS PARTITION
Partition 3 NTFS not_my_stuff

6YDHGT- 1, NTFS, mystuff ;
5562 2,FAT32,pas de nom:
3,NTS,not_my_stuff

934QFJ- Partition 1 — NTFS — my_stuff
5562 Partition 2 — FAT32 — No Name
Partition 3 — NTFS — not_my_stuff

9MCTC4-  Partition:1, File system: Microsoft NTFS, Volume label: my_stuff
5562 Partition: 2, File system: Microsoft FAT32, Volume label: NO NAME
Partition: 3, File system: Microsoft NTFS, Volume label: not_my_stuff

AK6X8Q- Partition 1 (Microsoft NTFS, 100 MB) my_stuff
5562 Partition 2 (Microsoft FAT 32, 50 MB) NO NAME
Partition 3 (Microsoft NTFS, 50 MB) not_my_stuff

B8PMTY- Partition 1, NTFS , my_stuff
5562 Partition 2, FAT32, NO NAME
Partition 3, NTFS, not_my_stuff

DDPLHF- Partition 1, Microsoft NTFS, my_stuff
5562 Partition 2, Microsoft FAT32, NO NAME
Partition 3, Microsoft NTFS not_my_stuff

DJGVQR-  Partition 1, NTFS, my_stuff
5562 Partition 2, FAT32, NO NAME
Partition 3, NTFS, not my_stuff

DMEADH-  Partition1: NTFS, "my_stuff"
5562 Partition2: FAT32, [NONAME]
Partition3: NTFS, "not my_stuff"

G24HPD-  Partition 1: (Microsoft NTFS) my_stuff
5562 Partition 2: (Microsoft FAT32, 50MB) NO NAME
Partition 3 (Microsoft NTFS, 50MB) not_my_stuff

Printed: 07-August-2026 (156) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2

Question 26 - Removable Media 26-5562

WebCode

Test
H6XWPS8-
5562

HT6D9G-
5562

HW4QUK-
5562

LTDQ4F-
5562

MHATV?7 -
5562

MTE8T9A-
5562

NKWRMA-
5562

NNTHV7-
5562

P6VHGE-
5562

PFHGAG-
5562

QIBWY6-
5562

VQG32C-
5562

WROHTY-
5562

WV7Y39-
5562

Removable Media Analysis Results
TABLE 2: Removable Media Analysis Results

Response

Partition Number Filesystem Volume Name/Label
Partition 1 NTFS my_stuff

Partition 2 FAT32 No label shown

Partition 3 NTFS not_my_stuff

Partition 4 Unallocated N/A

Partition 1 NTFS my_stuff
Partition 2 Fat32
Partition 3 NTFS not_my_stuff

Partition1 NTFS my_stuff
Patrition2 FAT32 NO NAME
Partition3 NTFS no_my_stuff

Partition 1: NTFS (my_stuff)
Partition 2: FAT32 (NONAME - no volume label)
Partition 3: NTFS (not_my_stuff)

Partition number : Partition 1, filesystem : NTFS, volume name : my_stuff
Partition number : Partition 2, filesystem : FAT32, volume name : NO NAME
Partition number : Partition 3, filesystem : NTFS, volume name : not_my_stuff

Partition 1 NTFS my_stuff
Partition 2 FAT32 NO NAME
Partition 3 NTFS not_my_stuff

Partition 1 (Microsoft NTFS) my_stuff,
Partition 2 (Microsoft FAT32) NO NAME,
Partition 3 (Microsoft NTFS) not_my_stuff

Partition 1, File System NTFS, volume label my_stuff
Partition 2, File System FAT32, volume label NO NAME
Partition 3, File System NTFS, volume label not_my_stuff

Partition 1 — File System NTFS Volume Name my_stuff
Partition 2 — File System FAT 23 Volume Name NO NAME
Partition 3 — File System NTFS Volume Name not _my stuff ¢ FEX recovered an EX2 partition at 421888

Partition 1 NTFS my_stuff
Partition 2 FAT32 No_Name
Partition 3 NTFS not_my_stuff

1.- my_stuff — NTFS

2.- FAT32

3.- not_my stuff - NTFS

Partition 1 (Microsoft NTFS, 100 MB) my_stuff
Partition 2 (Microsoft FAT32, 50 MB) NO NAME
Partition 3 (Microsoft NTFS, 50 MB), not_my_stuff
Unpartitioned Space

Partition 1, NTFS, my_stuff

Partition 2, FAT32, NONAME

Partition 3, NTFS, not_my_stuff

Not within laboratory's scope
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Question 26 - Removable Media 26-5562

Question 26: Identify the filesystem on each partition on this device. Provide partition number, filesystem, and

volume name/label.

Consensus Result:

T.NTFS, "my_stuff"

2.FAT32, NO NAME (no volume label)
3.NTFS, "not_my_stuff"

Manufacturer's Response Explanation:

There are four partitions on this device. Three are formatted with filesystems, the fourth has no filesystem.
Manufacturer's Response lllustration:

Device partitioning (FTK Imager)

P -l& \\.\PHYSICALDRIVE3
—}ss Partition 1 [100MB
+ my_stuff [NTFS]
~}u Partition 2 [50MB

+#|NONAME [FAT32]

—lus Partition 3 [50MB]

" @ie[not_ my stuff [NTFS]
¢ =lt# Unpartitioned Space [basic disk]

----- © [unallocated space]

11

[l

Disk View (Windows Disk Management)
= Disk 3 - ' | |

Removable my_stuff (F:) (G:) not_my_stuff (H:
230 MB 100 ME MTFS 50 ME FAT32 50 MB NTFS 44 MEB
Online Healthy (Primary Parti || Healthy (Primary F || Healthy (Primary F | |Unallocated
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Question 27 - Removable Media 26-5562

Question 27: In unallocated space on the USB device is text, “galifianakis”. Provide the text
immediately before this term.
Manufacturer's  fern

Response:
WebCode
Test Response
2CT72Z- fern
5562
4666W8- cts.cts.cts.cts.cts.cts.cts.cts.cts.cis. cts.cts.cts.cts.cts.cts.cts.cts.cfs.cts.cts.cts. cis.... fern.
5562
6VYKAY- fern
5562
6WAMV6-  fern
5562
6YDHGT-  fern
5562
934QFJ- fern
5562
IMCTC4-  fern
5562
AK6X8Q- Fern.
5562
B8PMTY- fern
5562
DDPLHF- fern
5562
DJGVQR-  fern
5562
DMEADH-  fern.
5562
G24HPD-  fern
5562
H6XWP8-  fern.
5562
HT6D9G-  fern
5562
HW4QUK-  fern.
5562
LTDQA4F- fern.
5562
MHATV7- fern
5562
MT8T9A- cts.cts.cts.cts.cts.cts.cts.cts.cts.cts. cts.cts.cts.cts.cts.cts.cts.cts.cts.cts.cts.cts. cfs.....fern.
5562
NKWRMA-  fern
5562
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WebCode
Test Response

NNTHV7-
5562

P6VHGE- fern
5562

PFHGAG6- fern
5562

QIBWY6- Fern.
5562

VQG32C- fern
5562

WROHTY- fern
5562

WV7Y39- fern
5562
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Question 27 - Removable Media 26-5562

Question 27: In unallocated space on the USB device is text, “galifianakis”. Provide the text immediately
before this term.

Consensus Result:

fern

Manufacturer's Response Explanation:

A document was written to the fourth partition on the device, after which the partition was deleted. The text remains
in the unpartitioned, unallocated space.

Manufacturer's Response Illustration:

Text in unallocated space (X-Ways)

W P L S 7 = * 4 Fod @l W TR Foad ) = = = i ] Fad dala W2 TR L= sl s e bat s bt s oL
0O0CEDLFO [2E 2E 2E Z2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2E 2B 2B g v st s n s s
DOCBDZ200 66 65 T2 BE 2E 67 61 6C 69 66 69 61 6E 61 6B 69| fernjgalifianaki
QO0CED210 73 2E 66 65 72 BE 2E 2E 2E ZE 2E 2E 2E ZE 2E ZE s.fern..........
QOoCeDp220 (2E 63 74 T3 2E 63 74 72 2E 63 74 73 Z2E 63 74 13 .cts.cts.cts.cts
QOCBD230 2E 63 74 73 2E 63 74 173 Z2E €2 74 73 2E 63 74 1713 | .cts.cts.cts._cts
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Question 28 - Removable Media 26-5562

Question 28: Provide the path to the file containing the term “delicatula.”

Manufacturer's  Partition 1\sadfs.wav:owl, or my stuff\ sadfs.wav:owl

Response:

WebCode

Test Response

2CT72Z- Partition 1\sadfs.wav:owl

5562

4666W8-  Partition 1 my_stuff\sadfs.wav:owl.ixt

5562

6VYKAY- /my_stuff/sadfs.wav

5562

6WAMV6-  Partition 1\sadfs.wav:owl

5562

6YDHGT-  \sadfs.wav\owl

5562

934QFJ- my_stuff\sadfs.wav:owl.ixt

5562

IMCTC4-  /img 44.E01/vol vol2/sadfs.wav:owl
5562

AK6X8Q-  my_stuff\sadfs.wav:owl

5562

B8PMTY- [Partition1 my_stuff\sadfs.wav-owl

5562

DDPLHF- \my_stuff\sadfs.wav:owl

5562

DJGVQR-  \sadfs.wav:owl

5562

DMEADH-  [Partition 1 - my_stuff\sadfs.wav:owl

5562

G24HPD-  my stuff\sadfs.wav:owl

5562

H6XWP8-  /img flash image.EQ1/vol vol2/sadfs.wav:owl
5562

HT6D9G-  [On Partition 1, or C/

5562

HW4QUK-  Partition 1 (Microsoft NTFS, 100 MB) my_stuff\sadfs.wav:owl
5562

LTDQ4F- Partition 1/my_stuff [NTFS]/[root]/sadfs.wav
5562

MHATV7 - Partition 1 (Microsoft NTFS, 100 MB) my_stuff\sadfs.wav:owl
5562

MT8T9A- image.EQ1 - Partition 1 (Microsoft NTFS, 100 MB) my_stuff\sadfs.wav:owl
5562

NKWRMA- |C\sodfs.wov*ow|

5562

NNTHV7-  Partition 1 roof\my_stuff\sadfs.wav:owl
5562
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Question 28 - Removable Media 26-5562

WebCode
Test Response

P6VHGE- 26-101E ltem 2 USB Thumbdrive.EQ1 - Partition 1 (Microsoft NTFS, 100 MB) my_stuff\sadfs.wav:owl
5562

PFHGAG- \sadfs.wav:owl

5562

QIBWY6-  /vol vol2/sadfs.wav:owl

5562

VQG32C- |image 001/unpartitioned space

5562

WROHTY- Partition 1/my_stuff [NTFS]/[root]/sadfs.wav/owl
5562

WV7Y39- Not within laboratory's scope

5562
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Question 28 - Removable Media 26-5562

Question 28: Provide the path to the file containing the term “delicatula.”

Consensus Result:
/my_stuff/sadfs.wav

Manufacturer's Response Explanation:

The provided text occurs in a string saved in an alternate data stream (another file saved in an alternate location of
an NTFS file table record) at Partition 1\sadfs.wav:owl.

Manufacturer's Response lllustration:

Partition 1 \ sadfs.wav:owl.ixt

26-5561_Laptop|26-5561_Laptop, P3|26-5562_USH 26-5562_USB, P1 P6-5562_USB, P3|26 P2 |Uny
\sadfs.wav
Mame = | Created Modified =
T owl
] owl.txt \sadfs.waviowl.txt
== Partition File & Preview [ Details ax Gallery ™ Calendar Legend
offset 0 1 2 3 4 5 6 7T & % A B C D E F .
Qooo00o00 54 79 T4 6F 20 6A 61 T& 61 &E 69 63 €1 20 &4 €5 Tyte javanica de
0oQo0010  eC 69 63 61 74 75 6C 61 0D 0OA licatula

Printed: 07-August-2026 (164) Copyright ©2026 CTS, Inc



Computer Hard Drive - Windows Analysis Test 26-5561/2
Removable Media Analysis Results
TABLE 2: Removable Media Analysis Results

Question 29 - Removable Media 26-5562

Question 29: Provide the URL from which the file created 03/12/2026 (March 12, 2026) 01:14:11
UTC+0 was downloaded.

Manufacturer's  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100
Response: Hz 16bitStereo.wav

WebCode

Test Response

2CT72Z- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

4666W8- The Zone.ldentifier alternate data stream associated with 'sadfs.wav' records a HostUrl of

5562 'https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/media 1/medial 27 44100Hz_16bitStereo.wav'
indicating this was the remote location from which the file was downloaded. The ReferrerUrl
'https://digitalcorpora.s3.amazonaws.com/s3 browser.html' indicates the webpage from which the download was initiated.

6VYKAT- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

6WAMV6-  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav
5562

6YDHGT- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

934QFJ- HostURL -

5562 https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav
ReferrerUrl- https://digitalcorpora.s3.amazonaws.com/s3_browser.html

9MCTC4-  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

AK6X8Q- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

5562

B8PMTY- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

DDPLHF- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

5562

DJGVQR- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

DMEADH-  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/media 1/medial 27 44100Hz_16bitStereo.wav

5562

G24HPD-  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav

5562

H6XWPS8- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

5562

HT6D9G-  hitps://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/media 1/medial 27 44100Hz_16bitStereo.wav

5562

HWA4QUK-  |https://digitalcorpora.s3.amazonaws.com/s3_browser.html

5562

LTDQA4F- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

5562

MHATV7 - https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

5562

MT8T9A- Url=https://digitalcorpora.s3.amazonaws.com/s3_browser.html
5562 HostUrl=https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo
.wav
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Question 29 - Removable Media 26-5562

WebCode
Test Response

NKWRMA-  https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/media 1/medial 27 44100Hz_16bitStereo.wav
5562

NNTHV7- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav
5562

P6VHGE- HostUrl=https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo
5562 -wav

PFHGA6- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav
5562

QIBWY6- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav
5562

VQG32C- [https://digitalcorpora.s3.amazonnews.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav
5562
WROHTY- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav
5562

WV7Y39- https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz 16bitStereo.wav
5562
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Question 29 - Removable Media 26-5562

Question 29: Provide the URL from which the file created 03/12/2026 (March 12, 2026) 01:14:11 UTC+0
was downloaded.

Consensus Result:
https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial/medial 27 44100Hz_16bitStereo.wav

Manufacturer's Response Explanation:

Many web browsers tag files downloaded from the internet with metadata identifying their source. In this case,
sadfs.wav was tagged with the above HostURL.

Manufacturer's Response Illustration:

sadfs.wav file details (X-Ways)
- : 26-5562_US8, P1

R : : : E—
Mame + Full path T Created Modified = SHA-256
A sadisway  \sadiswav 03712/2026 010411 0301202026 01:10:53 . BTS2BC2CBEAFIB1BCAFBAECA4 TAGSEIBEFTCEIBCABI93CB0BE0393CCSCARSFSE

== Partition File &= Proview : Details a Gallory i Calendar ngnnd iIM  Symc . ]l} {*

]IJam from the Volume Snapshot

Name sadfs wav

Full path  [sadfs way
Path \
Created 031272026 01:14:11 40
Modified 0371272026 01:10:53 +0
SHA-256 BTS2BCXCBEAFIBISCAFRERCAATAGOEDSSAF TCRIBCABAOICBOBROZOICCSCAZEFSE

Metadata

Existent

(https://digitalcorpora.s3.amazonaws.com/corpora/files/2009-audio/medial ‘medial 27 44100Hz 16bitStereo.way
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6WAMV6-

5562

76XZAU-
5561

A74R29-
5561

DDPLHF-
5562

DFWZPL-
5561

DMEADH-

5562

F72KDL-
5561

G24HPD-

5562

LTDQA4F-
5562

Removable Media 26-5562: Note #25 - Hash calculation will not be as expected due to
initial guidance for download and copying of proficiency data.

AXIOM v10.2.0.49217 Autopsy v4.23.1

The wording of question 10 was a litlle confusing. | wasn't sure if this was asking about the
artifact type listed in Axiom or the type of file based on the file header.

Difficult

Question 13 - Further explanation - wandawwashington@gmail.com sent the original email to
gal@inetmail.online, which in turn responded, so both email addresses are correct. The
question asks about communication, and doesn’t differentiate if it wants the original email or
any replies, it just asks about “communication”.

Q27) The text preceding "galifianakis" consists of ".cts" repeated multiple times, followed by
"...fen.". Consequently, the text immediately preceding "galifianakis" is "fern." Q28) "owl" is an
NTFS Alternate Data Stream (ADS) attached to sadfs.wav, not a separate file. Different forensic
tools may use different notations to represent NTFS Alternate Data Streams (ADS). The
following paths all refer to the ADS named owl attached to [Partition 1 - my stuffj\sadfs.wav:
1. [Partition 1 - my_stuff]\sadfs.wav:owl 2. [Partition 1 - my_stuff]\sadfs.wav/owl 3. [Partition 1
- my_stuff]\sadfs.wav-owl

When processing the EO1 file, both Magnet AXIOM v. 8.9.0.43012 and AccessData FTK v.
7.4.0.104 notified that the third partition was encrypted with BitLocker. The partition was
decrypted using AXIOM before processing. 10. Using the forensic tools available and verified,
attempted to search and use a hash list for the SHA256 hash provided which resulted in O files
found. In FTK, selected all evidence files by checking the green arrow and sorted the files by
the SHA256 hash value in numerical order. Did not locate any files with the provided hash
value. Noticed that not all files were hashed in FTK; attempted to reprocess the evidence but
received the same result. Unable to locate any files in Magnet AXIOM and AccessData FTK
with the hash value that was provided. 16. Based on research, the user’s security questions
and answers are stored as salted hash values in the SAM hive of the Windows Registry. With
the forensic tools available, AccessData Registry Viewer v. 2.0.0.7, login information such as
last written time, logon count, last login time, last failed login time, and password requirements
is parsed from the registered owner (Wanda) in the SAM file. Additional forensic software that
is not verified would need to be used to parse further information.

As selecting the unaccredited checkbox makes me unable to answer the questions on the form.
The following unaccredited methods were used during this examination. Q6 - X-Ways
Forensics Q7 - X-Ways Forensics Q8 - X-Ways Forensics Q10 - X-Ways Forensics Q16 - NIST
Security Questions View Q28 - X-Ways Forensics

Q7 had various conlflicting filesystem flags mashed together in a single question Q24 has no
definite answer, depends heavily on storage media type, access, equipment and applied
forensic methodology based on the situation
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MHBTUK-  Question (10) - The wording of the question was ambiguous as to whether the requested file
5561 format was based on the way Windows interprets the data or based on Hex values. | have
answered it in both file formats due to the ambiguity of the question.

P6VHGE- Q-1 - The extracted EQ1 file from the zip file was loaded into FTK Imager and the verify

5562 drive/image file used to obtain the stored verification hash value. There is a hash mismatch on
both the MD5 and SHAT1. This may be intentional by the problem developer CTS. The stored
hash value indicated by FTK imager properties and hash verification was provided in the
answer. Q-8 — This question was marked out of scope even though | was able to locate the
answer. This isn’t something that is normally requested by the customer or done as a part of
normal business practice. *This file was purposely encoded base64 in order to obfuscate the
data. While | was able to find the answer, this isn’t something we normally have to do as a
course of business, not requestd by our customers and is out of scope. Q15 — The entire string
value was selected for this answer as \id=2f5c5eb7-c994-4d63-95b4-002cf0063b12
strixvariavaria 164305334193122 as that is what was listed in the value in the DB under text
for this note. Text can be both numbers, symbols and letters. Q-26 ¢ FEX also recovered an
EX2 partition at 421888 As always with CTS, this is more of a deep dive competency test than
a proficiency exam.

R3GR72-  As selecting the unaccredited checkbox makes me unable to answer the questions on the form.

5561 The following unaccredited methods were used during this examination. Q6 - X-Ways
Forensics Q7 - X-Ways Forensics Q8 - X-Ways Forensics Q10 - X-Ways Forensics Q16 - NIST
Security Questions View

Y9PUFJ- For Question 15, the full content displayed in the Text field of the Magnet AXIOM SQlLite

5561 Viewer is:\id=215c5eb7-c994-4d63-95b4-002cf0063bf2 strixvariavaria
164305334193122 Based on our analysis and verification, the prefix
"\id=2f5c5eb7-c994-4d63-95b4-002cf0063bf2" is an internal unique identifier (GUID)
automatically added by Windows Sticky Notes as part of its Rich Text (RTF) or internal data
format. It is metadata used by the application and is not part of the user-entered note content.
Therefore, the correct answer is:strixvariavaria 164305334193122

-End of Report-
(Appendix may follow)
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