
Test 24-5561/2Computer Hard Drive - Windows Analysis

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

 Question 8 - Examination Questions

Question 8: Provide the SSID (network name) of the Wi-Fi hotspot to which this computer was 
connected.

Winchestertonfieldville_Fire Manufacturer ' s 
 Response:

WebCode
Test Response

28NKRK-
5561

Winchestertonfieldville_Fire

2BXEJB-
5561

Winchestertonfieldville_Fire

2EUC34-
5562

Pacific Standard Time

2UJN7X-
5562

Winchestertonfieldville_Fire

2XN36N-
5561

Winchestertonfieldville_Fire

36GUPN-
5561

Winchestertonfieldville_Fire

3CH2GJ-
5562

[Participant did not return results for this question.]

3DBUC3-
5561

Winchestertonfieldville_Fire

3K9LKW-
5561

Winchestertonfieldville_Fire

3LM236-
5561

Winchestertonfieldville_Fire

483YXK-
5561

Winchestertonfieldville_Fire

49DVEJ-
5561

Winchestertonfieldville_Fire

4K6LX2-
5561

Winchestertonfieldville_Fire

4L6CCW-
5562

00:C1:40:50:03:49 (Winchestertonfieldville_Fire)

4P6N9W-
5561

Winchestertonfieldville_Fire

4THJUL-
5562

[Participant did not return results for this question.]

4XXRHK-
5561

Winchestertonfieldville_Fire

4Z77PR-
5561

Winchestertonfieldville_Fire

6KNFKX-
5561

Winchestertonfieldville_Fire

6RLGDW-
5561

Winchestertonfieldville_Fire
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WebCode
Test Response

78YYBQ-
5561

Winchestertonfieldville_Fire

7M6APW-
5561

Winchestertonfieldville_Fire

7WAG6W-
5561

Winchestertonfieldville_fire

7WV3RK-
5561

Winchestertonfieldville_Fire

8ED4K3-
5562

Winchestertonfieldville_Fire

8LRYCP-
5561

Winchestertonfieldville_Fire

8P8Q2X-
5561

Winchestertonfieldville_Fire

8RFV4L-
5561

Winchestertonfieldville_Fire

8W78WW-
5562

Winchestertonfieldville_Fire

98N78Y-
5561

Winchestertonfieldville_Fire

9J6THK-
5561

Winchestertonfieldville_Fire

9QMRX6-
5561

Winchestertonfieldville_Fire

9XFKVP-
5562

Winchestertonfieldville_Fire

AN93XR-
5561

Winchestertonfieldville_Fire

AXDBED-
5562

Winchestertonfieldville_Fire

AXFVBT-
5561

Winchestertonfieldville_Fire

B2ACZR-
5562

Winchestertonfieldville_Fire

BA4FBG-
5561

Winchestertonfieldville_Fire

BPGNBK-
5562

SSID: Winchestertonfieldville_Fire, BSSID: 5E:36:C2:BD:C3:98

BVMG7F-
5561

Winchestertonfieldville_Fire

BXTTXP-
5561

Winchestertonfieldville_Fire

CCXUMK-
5561

Winchestertonfieldville_Fire
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WebCode
Test Response
CPQ4TQ-
5561

Winchestertonville_Fire

D3A9ER-
5561

Winchestertonfieldville_Fire

D3MR2K-
5561

Winchestertonfieldville_Fire

D7C7PK-
5562

Provider name: Microsoft-Windows-SMBClient

D8QG3R-
5561

Winchestertonfieldville_Fire

DCKG7E-
5561

Winchestertonfieldville_Fire

DKUYDR-
5561

Winchestertonfieldville_Fire

DKVPRL-
5562

Winchestertonfieldville_Fire

DPA82Q-
5561

Winchestertonfieldville_Fire

DTN8XH-
5562

Winchestertonfieldville_Fire / 00:C1:40:50:03:49

DXKMTK-
5561

Winchestertonfieldville_Fire

EJD6CG-
5561

Winchestertonfieldville_Fire

EJK3WT-
5561

Winchestertonfieldville_Fire

EMTM9G-
5561

Winchestertonfieldville_Fire

F3TPTL-
5561

Winchestertonfieldville_Fire

F7NG2H-
5561

Winchestertonfieldville_Fire

FG6CVN-
5561

Winchestertonfieldville_Fire

FT8J39-
5561

Winchestertonfieldville_Fire

G6U6KA-
5561

Winchestertonfieldville_Fire

G9BD99-
5561

Winchestertonfieldville_Fire

G9PQLK-
5561

00:C1:40:50:03:49 (Winchestertonfieldville_Fire)

GALGEK-
5562

Winchestertonfieldville_Fire
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WebCode
Test Response
GMPPAG-
5561

Winchestertonfieldville_Fire

H3X34J-
5561

Winchestertonfieldville_Fire

HAVVCD-
5562

Winchestertonfieldville_Fire

HFM3VL-
5562

[Participant did not return results for this question.]

HGE2AK-
5561

Winchestertonfieldville_Fire

HMQYPK-
5561

Winchestertonfieldville_Fire

HTB6DE-
5562

Winchestertonfieldville_Fire

HVJ3Y9-
5561

Winchestertonfieldville_Fire

HYHLVF-
5561

Winchestertonfieldville_Fire

J3FCTE-
5561

Winchestertonfieldville_Fire

J49DM9-
5561

Winchestertonfieldville_Fire

JFURCD-
5561

Winchestertonfieldville_Fire

JPAH22-
5562

Winchestertonfieldville_Fire

JXAZDE-
5561

Winchestertonfieldville_Fire

JXHVGK-
5561

Winchestertonfieldville_Fire

K3WXT8-
5562

Winchestertonfieldville_Fire

KA94ED-
5562

Winchestertonfieldville_Fire

KCQD3T-
5561

Winchestertonfieldville_Fire

KMHPR4-
5561

Winchestertonfieldville_Fire

LBJ6ZC-
5562

5E 36 BD D8 AF B1

LMDLPD-
5561

BSSID = 00:C1:40:50:03:49, SSID = Winchestertonfieldville_Fire

LRM3Y2-
5562

Winchestertonfieldville_Fire
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WebCode
Test Response
LWKE3D-
5561

Winchestertonfieldville_Fire

MCQ8YF-
5561

Winchestertonfieldville_Fire

MD8AY2-
5561

Winchestertonfieldville_Fire

MK6QJE-
5561

Winchestertonfieldville_Fire

MR47EE-
5562

Winchestertonfieldville_Fire (00:C1:40:50:03:49)

MV6A9L-
5561

Winchestertonfieldville_Fire

N9Q2B2-
5562

Winchestertonfieldville_Fire

NH83FA-
5562

Winchestertonfieldville_Fire

NNQD78-
5561

Winchestertonfieldville_Fire

NPUPBF-
5562

Winchestertonfieldville_Fire

NQ7BB3-
5561

Winchestertonfieldville_Fire

P3EHK8-
5562

Winchestertonfieldville_Fire

P3ER7C-
5561

Winchestertonfieldville_Fire

P6NMZG-
5561

Winchestertonfieldville_Fire

PE6G4X-
5561

Winchestertonfieldville_Fire

PYKJC4-
5561

Winchestertonfieldville_Fire

Q4ZTN7-
5562

Winchestertonfieldville_Fire

Q73JRN-
5561

Winchestertonfieldville_Fire

RBARA4-
5561

Winchestertonfieldville_Fire

RE7DZL-
5561

Winchestertonfieldville_Fire

RUTBQ8-
5561

Winchestertonfieldville_Fire

RY7A78-
5561

Winchestertonfieldville_Fire
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Test Response
RZKKZ7-
5562

Winchestertonfieldville_Fire

T9UAE6-
5561

Winchestertonfieldville_Fire

TH2XG4-
5562

Not in scope

TTGXLB-
5561

Winchestertonfieldville_Fire

U8973A-
5561

{3B1007C4-2D37-4C88-9ADD-3DDA6AF5B4F8

UEQLM7-
5561

Winchestertonfieldville_Fire

UEWNPX-
5561

Winchestertonfieldville_Fire

UGNM4W-
5561

Winchestertonfieldville_Fire

ULHG2X-
5561

Winchestertonfieldville_Fire

UPTW39-
5562

Winchestertonfieldville_Fire

UUA6Q9-
5561

Winchestertonfieldville_Fire

UZQMYA-
5562

Winchestertonfieldville_Fire

V66XC6-
5562

Winchestertonfieldville_Fire

V82HUJ-
5561

Winchestertonfieldville_Fire

VXLE96-
5561

Winchestertonfieldville_Fire

VYTW7Z-
5561

Winchestertonfieldville_Fire

W447WA-
5561

Winchestertonfieldville_Fire

WB84Q8-
5561

Pacific Standard Time

WBPY99-
5561

Winchestertonfiledville_Fire

WFVT36-
5561

Winchestertonfieldville_Fire

WH6VY2-
5561

Winchestertonfieldville_Fire

WL2PNP-
5561

Winchestertonfieldville_Fire
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WebCode
Test Response
WL4AK7-
5562

Winchestertonfieldville_Fire

WQGWCP-
5562

Winchestertonfieldville_Fire

X2AZR3-
5561

Winchestertonfieldville-Fire

X3NFAB-
5561

Winchestertonfieldville_Fire

X62GKW-
5561

Winchestertonfieldville_Fire

X84MXA-
5561

Winchestertonfieldville_Fire

XDQM3P-
5561

Winchestertonfieldville_Fire

XDT8Y6-
5562

Winchestertonfieldville_Fire

XLP32A-
5562

Winchestertonfieldville_Fire

XQXJAX-
5561

The registry indicates this computer was connected to at least 4 wireless access points 
1.Winchesteronfieldville_Fire 2.Network 2 3.Network 4. EmergencyServices.Winchestertonfieldville.org 
SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles

Y2PJCZ-
5561

Winchestertonfieldville_Fire

Y8WZT2-
5561

Winchestertonfieldville_Fire

YZK9WX-
5561

Winchestertonfieldville_Fire

Z4GR62-
5562

Winchestertonfieldville_Fire

Z4PAVK-
5561

Network, Network 2, EmergencyServices.Winchestertonfieldville.org, Unidentified network, 
Winchestertonfieldville_Fire

ZBUQRZ-
5561

Winchestertonfieldville_Fire

ZEU2MZ-
5562

Winchestertonfieldville_Fire

ZF7RW4-
5561

Winchestertonfieldville_Fire

ZN4C6R-
5561

Winchestertonfieldville_Fire

ZQ4URL-
5562

Winchestertonfieldville_Fire

ZU7QJ2-
5561

Winchestertonfieldville_Fire

ZWABN2-
5562

Winchestertonfieldville_Fire
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TABLE 1: Computer Hard Drive - Windows Analysis Results

 Question 8 - Examination Questions
Question 8: Provide the SSID (network name) of the Wi-Fi hotspot to which this computer was connected.

 Consensus Result :

Winchestertonfieldville_Fire and slight variations if it was easily determined to be a typographical error.

 Manufacturer ' s Response Explanation:
Windows network connection settings information is found in the SYSTEM registry hive at 
C:\Windows\System32\Config\ SOFTWARE:Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles\.
 Manufacturer ' s Response Illustration :
X-ways registry view showing network information

Autopsy registry view showing network information
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 Question 9 - Examination Questions

Question 9: Provide the user account name for the owner of C:\New folder\New Text Document.txt.
smcnamara Manufacturer ' s 

 Response:

WebCode
Test Response

28NKRK-
5561

smcnamara

2BXEJB-
5561

smcnamara

2EUC34-
5562

smcnamara

2UJN7X-
5562

smcnamara

2XN36N-
5561

smcnamara

36GUPN-
5561

smcnamara

3CH2GJ-
5562

[Participant did not return results for this question.]

3DBUC3-
5561

smcnamara

3K9LKW-
5561

smcnamara

3LM236-
5561

Smcnamara

483YXK-
5561

smcnamara

49DVEJ-
5561

smcnamara

4K6LX2-
5561

smcnamara

4L6CCW-
5562

smcnamara

4P6N9W-
5561

smcnamara

4THJUL-
5562

[Participant did not return results for this question.]

4XXRHK-
5561

smcnamara

4Z77PR-
5561

smcnamara

6KNFKX-
5561

smcnamara

6RLGDW-
5561

smcnamara

78YYBQ-
5561

jmorrison
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WebCode
Test Response

7M6APW-
5561

smcnamara

7WAG6W-
5561

Smcnamara

7WV3RK-
5561

smcnamara

8ED4K3-
5562

smcnamara

8LRYCP-
5561

Smcnamara

8P8Q2X-
5561

smcnamara

8RFV4L-
5561

smcnamara

8W78WW-
5562

smcnamara

98N78Y-
5561

smcnamara

9J6THK-
5561

smcnamara

9QMRX6-
5561

smcnamara

9XFKVP-
5562

smcnamara

AN93XR-
5561

smcnamara

AXDBED-
5562

jmorrison

AXFVBT-
5561

smcnamara

B2ACZR-
5562

smcnamara

BA4FBG-
5561

smcnamara

BPGNBK-
5562

smcnamara

BVMG7F-
5561

smcnamara

BXTTXP-
5561

smcnamara

CCXUMK-
5561

smcnamara

CPQ4TQ-
5561

smcnamara
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D3A9ER-
5561

smcnamara

D3MR2K-
5561

smcnamara

D7C7PK-
5562

S-1-5-21-2298470282-2867887670-580413564-1112 = Domain User = C:\Users\smcnamara. User = 
smcnamara

D8QG3R-
5561

Unknown

DCKG7E-
5561

smcnamara

DKUYDR-
5561

Smcnamara

DKVPRL-
5562

smcnamara

DPA82Q-
5561

smcnamara (7538 (S-1-5-21-2298470282-2867887670-580413564-1112))

DTN8XH-
5562

smcnamara

DXKMTK-
5561

smcnamara

EJD6CG-
5561

smcnamara

EJK3WT-
5561

smcnamara

EMTM9G-
5561

smcnamara

F3TPTL-
5561

smcnamara

F7NG2H-
5561

smcnamara

FG6CVN-
5561

Smcnamara

FT8J39-
5561

smcnamara

G6U6KA-
5561

smcnamara

G9BD99-
5561

smcnamara

G9PQLK-
5561

Smcnamara

GALGEK-
5562

smcnamara

GMPPAG-
5561

smcnamara
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WebCode
Test Response
H3X34J-
5561

smcnamara

HAVVCD-
5562

smcnamara

HFM3VL-
5562

[Participant did not return results for this question.]

HGE2AK-
5561

smcnamara

HMQYPK-
5561

smcnamara

HTB6DE-
5562

smcnamara

HVJ3Y9-
5561

Smcnamara

HYHLVF-
5561

smcnamara

J3FCTE-
5561

smcnamara

J49DM9-
5561

smcnamara

JFURCD-
5561

smcnamara

JPAH22-
5562

smcnamara

JXAZDE-
5561

smcnamara

JXHVGK-
5561

smcnamara

K3WXT8-
5562

smcnamara

KA94ED-
5562

smcnamara

KCQD3T-
5561

smcnamara

KMHPR4-
5561

smcnamara

LBJ6ZC-
5562

smcnamara

LMDLPD-
5561

smcnamara

LRM3Y2-
5562

smcnamara

LWKE3D-
5561

smcnamara
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WebCode
Test Response
MCQ8YF-
5561

smcnamara

MD8AY2-
5561

smcnamara

MK6QJE-
5561

smcnamara

MR47EE-
5562

smcnamara

MV6A9L-
5561

smcnamara

N9Q2B2-
5562

smcnamara

NH83FA-
5562

smcnamara

NNQD78-
5561

smcnamara

NPUPBF-
5562

smcnamara (7538 (S-1-5-21-2298470282-2867887670-580413564-1112))

NQ7BB3-
5561

1112 “smcnamara”

P3EHK8-
5562

smcnamara

P3ER7C-
5561

smcnamara

P6NMZG-
5561

smcnamara

PE6G4X-
5561

smcnamara

PYKJC4-
5561

smcnamara

Q4ZTN7-
5562

Smcnamara

Q73JRN-
5561

smcnamara

RBARA4-
5561

smcnamara

RE7DZL-
5561

smcnamara

RUTBQ8-
5561

smcnamara

RY7A78-
5561

smcnamara

RZKKZ7-
5562

smcnamara

( 79 )Printed: 27-September-2024 Copyright ©2024 CTS, Inc



Test 24-5561/2Computer Hard Drive - Windows Analysis

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

 Question 9 - Examination Questions
WebCode
Test Response
T9UAE6-
5561

smcnamara

TH2XG4-
5562

Not in scope

TTGXLB-
5561

smcnamara

U8973A-
5561

jmorrison

UEQLM7-
5561

jmorrison

UEWNPX-
5561

smcnamara

UGNM4W-
5561

smacnamara

ULHG2X-
5561

smcnamara

UPTW39-
5562

smcnamara

UUA6Q9-
5561

smcnamara

UZQMYA-
5562

smcnamara

V66XC6-
5562

smcnamara

V82HUJ-
5561

smcnamara

VXLE96-
5561

smcnamara

VYTW7Z-
5561

smcnamara

W447WA-
5561

smcnamera

WB84Q8-
5561

smcnamara

WBPY99-
5561

smcnamara

WFVT36-
5561

smcnamara

WH6VY2-
5561

smcnamara

WL2PNP-
5561

smcnamara

WL4AK7-
5562

smcnamara
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Test Response
WQGWCP-
5562

Smcnamara

X2AZR3-
5561

smcnamara

X3NFAB-
5561

smcnamara

X62GKW-
5561

smcnamara

X84MXA-
5561

smcnamara

XDQM3P-
5561

smcnamara

XDT8Y6-
5562

smcnamara - SS, User SID/RID - S-1-5-21-2298470282-2867887670-580413564-1112

XLP32A-
5562

Administrators

XQXJAX-
5561

smcnamara

Y2PJCZ-
5561

smcnamara

Y8WZT2-
5561

smcnamara

YZK9WX-
5561

smcnamara

Z4GR62-
5562

smcnamara

Z4PAVK-
5561

smcnamara

ZBUQRZ-
5561

smcnamara

ZEU2MZ-
5562

smcnamara

ZF7RW4-
5561

smcnamara

ZN4C6R-
5561

smcnamara

ZQ4URL-
5562

smcnamara

ZU7QJ2-
5561

smcnamara

ZWABN2-
5562

smcnamara
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 Question 9 - Examination Questions
Question 9: Provide the user account name for the owner of C:\New folder\New Text Document.txt.

 Consensus Result :

smcnamara and slight variations if it was easily determined to be a typographical error.

 Manufacturer ' s Response Explanation:
File ownership is a feature of the filesystem. NTFS filesystem metadata identifies the owner of the file by security 
identifier (SID) as S-1-5-21-2298470282-2867887670-580413564-1112. Names and local profile information 
for domain users is stored in the Windows SOFTWARE registry at C:\Windows\System32\Config\ 
SOFTWARE:Microsoft\Windows NT\CurrentVersion\ProfileList.
 Manufacturer ' s Response Illustration :
X-ways New Text Document.txt file detail information
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 Question 9 - Examination Questions
Autopsy New Text Document.txt file detail information

X-Ways view of SOFTWARE:Microsoft\Windows NT\CurrentVersion\ProfileList
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 Question 10 - Examination Questions

Question 10: Provide the filesystem attributes for C:\New folder\New Text Document.txt.
Hidden, Read-Only, Archive Manufacturer ' s 

 Response:

WebCode
Test Response

28NKRK-
5561

Hidden: True, System: False, Read-only: True, Archive: True

2BXEJB-
5561

Archive, Hidden, Readonly

2EUC34-
5562

Archive, Hidden, Read Only

2UJN7X-
5562

HRAI (Hidden, Read-Only, Archived-Indexed)

2XN36N-
5561

Hidden, Read Only, Archive

36GUPN-
5561

ReadOnly, Hidden, Archive

3CH2GJ-
5562

[Participant did not return results for this question.]

3DBUC3-
5561

Hidden: True, System: False, Read Only: True, Archive: True

3K9LKW-
5561

ReadOnly, Hidden, Archive

3LM236-
5561

Readonly, Hidden, Archive

483YXK-
5561

Read only, Hidden, Archive

49DVEJ-
5561

ReadOnly, Hidden, Archive

4K6LX2-
5561

Hidden, Read-Only, Archive

4L6CCW-
5562

IHRA

4P6N9W-
5561

Hidden, Read Only, Archive

4THJUL-
5562

[Participant did not return results for this question.]

4XXRHK-
5561

File, Hidden, Read Only, Archive

4Z77PR-
5561

ReadOnly, Hidden, Archive

6KNFKX-
5561

read only, hidden, archive

6RLGDW-
5561

ReadOnly, Hidden, Archive

78YYBQ-
5561

dinictis
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7M6APW-
5561

ReadOnly, Hidden, Archive

7WAG6W-
5561

HRAI: Hidden, Read-Only, Archive, Not Content Indexed

7WV3RK-
5561

ReadOnly, Hidden, Archive

8ED4K3-
5562

The file attributes are ReadOnly, Hidden, and Archive, but if you're asking about all other attributes, here they 
are: File name: New Text Document.txt, Artifact type: Text Documents, Created Date/Time: 2024-03-09 AM 
3:04:53, Last Accessed Date/Time: 2024-03-09 AM 3:09:55, Last Modified Date/Time: 2024-03-09 AM 
3:07:30, MFT Modified Date/Time: 2024-03-09 AM 3:10:12, Size (bytes): 8, Security ID: 
7538(S-1-5-21-2298470282-2867887670-580413564-1112), Additionally, if you are asking about the 
filesystem where the file exists, it is NTFS.

8LRYCP-
5561

Read Only, Hidden, Archive

8P8Q2X-
5561

Hidden, Read Only, Archive

8RFV4L-
5561

archive, notcontentindexed

8W78WW-
5562

ReadOnly, Hidden, Archive

98N78Y-
5561

FILE_ATTRIBUTE_ARCHIVE

9J6THK-
5561

ReadOnly, Hidden, Archive

9QMRX6-
5561

ReadOnly, Hidden, Archive

9XFKVP-
5562

Modified 09/03/2024 03:07:30:000, Accessed 09/03/2024 03:09:55:000, Created 09/03/2024 
03:04:353:000, Item iD 3487, MD5/Sha1 Hahses

AN93XR-
5561

ReadOnly, Hidden, Archive

AXDBED-
5562

Archive

AXFVBT-
5561

Text (attribute)

B2ACZR-
5562

Readonly, Hidden, Archive

BA4FBG-
5561

Read Only, Hidden, Archive.

BPGNBK-
5562

ReadOnly, Hidden, Ready to archive

BVMG7F-
5561

Archive, NotContentIndexed

BXTTXP-
5561

ReadOnly, Hidden, Archive

CCXUMK-
5561

archive, hidden, and read-only
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CPQ4TQ-
5561

Hidden, Read Only, Archive

D3A9ER-
5561

Date Accessed 3/9/2024 3:09:55 AM, File Size 8, Physical Size 8, Hidden - True, System - False, Read Only - 
True, Archive - True,

D3MR2K-
5561

ReadOnly, Hidden, Archive

D7C7PK-
5562

ReadOnly, Hidden, Archive, Times: C - 09/03/2024 03:04:53:814, A - 09/03/2024 03:09:55:705, M - 
09/03/2024 03:07:30:455, MFT Mod-09/03/2024 03:10:12:650, MFT Record 218098, ParentMFT 219662, 
Sec ID 7538, 8 bytes md5 hash givenrs

D8QG3R-
5561

Path: Fire%20Department%20Workstation-001.e01\Root\New folder\. Modified: 09/03/2024 03:07:30. 
Created: 09/03/2024 03:04:53. Accessed. 09/03/2024 03:09:55. Is Deleted: No. Sector: 61307220. Logical 
Size: 8. Physical Size: 8

DCKG7E-
5561

Not content indexed, hidden, read-only, archived

DKUYDR-
5561

ReadOnly, Hidden, Archive

DKVPRL-
5562

Hidden, Read only, Archive, non-System

DPA82Q-
5561

ReadOnly, Hidden, Archive

DTN8XH-
5562

Read Only, Hidden, Archive

DXKMTK-
5561

ReadOnly, Hidden, Archive

EJD6CG-
5561

ReadOnly, Hidden, Archive

EJK3WT-
5561

Read-only; Hidden; Archive

EMTM9G-
5561

Hidden

F3TPTL-
5561

ReadOnly, Hidden, Archive

F7NG2H-
5561

Archive, NotContentIndexed

FG6CVN-
5561

Hidden, Read Only and Archive

FT8J39-
5561

File, Hidden, Read Only, Archive

G6U6KA-
5561

ReadOnly, Hidden, Archive

G9BD99-
5561

ReadOnly, Hidden, Archive

G9PQLK-
5561

Read Only, Hidden, Archive
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GALGEK-
5562

Read Only, Hidden, Archive

GMPPAG-
5561

ReadOnly, Hidden, Archive

H3X34J-
5561

ReadOnly, Hidden, Archive

HAVVCD-
5562

ReadOnly, Hidden, Archive

HFM3VL-
5562

[Participant did not return results for this question.]

HGE2AK-
5561

HRAI (Hidden, read only, to be archived, not content indexed), Filename: New Text Document.txt, Short filename: 
NEWTEX~1.TXT, Path: C:\New Folder\New Text Document.txt, Size: 8 B, Resident, MFT Record Number: 
218098, Created Date: 2024-03-09 03:04:53 UTC, Accessed Date: 2024-03-09 03:09:55 UTC, Modified 
Date: 2024-03-09 03:07:30 UTC,

HMQYPK-
5561

ReadOnly, Hidden, Archive

HTB6DE-
5562

HRAI (ReadOnly, Hidden, Archive)

HVJ3Y9-
5561

ReadOnly, Hidden, Archive

HYHLVF-
5561

Read only, Hidden, Archive

J3FCTE-
5561

Last Modified date/Time: 09/03/2024 3:07:30.000 AM,  Last Accessed Date/Time: 09/03/2024 3:09:55.000 
AM, Created date/Time: 09/03/2024 3:04:53.000 AM  MD5: cfe35ec8e0456aa2330948f4c0563953

J49DM9-
5561

Archive, Hidden, Read-Only.

JFURCD-
5561

ReadOnly, Hidden, Archive

JPAH22-
5562

File, Hidden, Read Only

JXAZDE-
5561

Created: 2024-03-09 06:04:53, File Modified: 2024-03-09 06:07:30, MFT modified: 2024-03-09 06:10:12,

JXHVGK-
5561

ReadOnly, Hidden, Archive

K3WXT8-
5562

ReadOnly, Hidden, Archive

KA94ED-
5562

ReadOnly, Hidden, Archive

KCQD3T-
5561

ReadOnly, Hidden, Archive

KMHPR4-
5561

Read Only, Hidden, Archive

LBJ6ZC-
5562

ReadOnly, Hidden, Archive

LMDLPD-
5561

File name: New Text Document.txt size: 8 Byte created date/time: 9/3/2024 3:04:53 AM Accessed date/time: 
9/3/2024 3:09:55 AM Modified date/time: 9/3/2024 3:07:30 AM Filesystem: NTFS
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LRM3Y2-
5562

Hidden: True, System: False, Read-only: True, Archive: True

LWKE3D-
5561

ReadOnly, Hidden, Archive

MCQ8YF-
5561

Hidden, Read Only, Archive

MD8AY2-
5561

File, Hidden, Read Only, Archive

MK6QJE-
5561

Read Only, Hidden, Archive

MR47EE-
5562

ReadOnly, Hidden, Archive

MV6A9L-
5561

FILE_ARCHIVE

N9Q2B2-
5562

Read only, Hidden, Archive

NH83FA-
5562

Name: New Text Document.txt, Extension .txt, Type Plain Text Document, Size 8B, 
Created Date 09/03/2024 03:04:53, 1st Sector 61, 307, 220, FS offset 74EF2A800, 
UID as GUID 00040390-0005-4000-BCCEBA485D178D59, 
Owner S-1-5-21-2298470282-2867887670-580413564-1112

NNQD78-
5561

hidden, readonly, archive

NPUPBF-
5562

ReadOnly, Hidden, Archive

NQ7BB3-
5561

Hidden, Read Only, Archive

P3EHK8-
5562

ReadOnly, Hidden, Archive

P3ER7C-
5561

Hidden: True; Read only: True; Archive: True; System: False; Date Created: 3/8/2024 03:04:53 UTC; Date 
Accessed: 3/8/2024 03:09:55 UTC; Date Modified: 3/8/2024 03:07:30 UTC; Physical and Logical size: 8 
bytes; File Type: 7 bit text

P6NMZG-
5561

ReadOnly, Hidden, Archive

PE6G4X-
5561

ReadOnly, Hidden, Archive

PYKJC4-
5561

ReadOnly, Hidden, Archive

Q4ZTN7-
5562

Read Only, Hidden, Archive

Q73JRN-
5561

Hidden, File, Read Only, Archive

RBARA4-
5561

Hidden, Read Only, Archive

RE7DZL-
5561

ReadOnly, Hidden, Archive
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RUTBQ8-
5561

IT’s a Hidden, Archive and a read only file

RY7A78-
5561

Hidden (H), Read-Only (R), Archive (A)

RZKKZ7-
5562

ReadOnly, Hidden, Archive

T9UAE6-
5561

Hidden, Read Only, Archive, Not content indexed

TH2XG4-
5562

Not in scope

TTGXLB-
5561

File, Hidden, Read Only, Archive

U8973A-
5561

File, Hidden, Read only, Archive

UEQLM7-
5561

ReadOnly, Hidden, Archive

UEWNPX-
5561

ReadOnly, Hidden, Archive

UGNM4W-
5561

H – Hidden, R – Read-only, A – to be archived

ULHG2X-
5561

Read Only, Hidden, Archive

UPTW39-
5562

Archive, Hidden, Read Only

UUA6Q9-
5561

File, ReadOnly, Hidden, Archive

UZQMYA-
5562

File, Hidden, Read-only, Archive

V66XC6-
5562

ReadOnly, Hidden, Archive

V82HUJ-
5561

File, Hidden, Read Only, Archive

VXLE96-
5561

Archive, , Hidden, Read only

VYTW7Z-
5561

[Participant did not return results for this question.]

W447WA-
5561

ReadOnly, Hidden, Archive

WB84Q8-
5561

Archive, Hidden, Read Only

WBPY99-
5561

ReadOnly, Hidden, Archive

WFVT36-
5561

ReadOnly, Hidden, Archive
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WH6VY2-
5561

Archive, ReadOnly, Hidden

WL2PNP-
5561

ReadOnly, Hidden, Archive

WL4AK7-
5562

ReadOnly, Hidden, Archive

WQGWCP-
5562

File, Hidden, Read Only, Archive

X2AZR3-
5561

Read Only, Hidden, Archive

X3NFAB-
5561

ReadOnly, Hidden, Archive

X62GKW-
5561

Hidden, Read-only, Archive

X84MXA-
5561

Type: File System MIME Type: text/plain Size: 8 bytes File Name Allocation: Allocated Metadata Allocation: 
Allocated Timestamps: - Created: 2024-03-08 19:04:53 PST - Modified: 2024-03-08 19:07:30 PST - 
Accessed: 2024-03-08 19:09:55 PST - Changed: 2024-03-08 19:10:12 PST Hashes: - MD5: 
cfe35ec8e0456aa2330948f4c0563953 - SHA-256: 
914bc708cf234018084c0c950350acd0205bbeb1255d89c97e34b6600b8c0984   MFT Entry Header Values: 
- Entry: 218098 - Sequence: 5 - $LogFile Sequence Number: 1159404195 - Allocated File: Yes - Links: 2 
$STANDARD_INFORMATION Attribute Values: - Flags: Read Only, Hidden, Archive - Owner ID: 0 - Security ID: 
7538 (S-1-5-21-2298470282-2867887670-580413564-1112) - Last User Journal Update Sequence 
Number: 217797944 - Created: 2024-03-09 04:04:53.814641000 (Central European Standard Time) - File 
Modified: 2024-03-09 04:07:30.455493800 (Central European Standard Time) - MFT Modified: 2024-03-09 
04:10:12.650496200 (Central European Standard Time) - Accessed: 2024-03-09 04:09:55.705890300 
(Central European Standard Time) $FILE_NAME Attribute Values: - Flags: Archive - Name: NEWTEX~1.TXT - 
Parent MFT Entry: 219662 Sequence: 4 - Allocated Size: 0 - Actual Size: 0 - Created: 2024-03-09 
04:04:53.814641000 (Central European Standard Time) - File Modified: 2024-03-09 04:04:53.814641000 
(Central European Standard Time) - MFT Modified: 2024-03-09 04:04:53.814641000 (Central European 
Standard Time) - Accessed: 2024-03-09 04:04:53.814641000 (Central European Standard Time) 
$OBJECT_ID Attribute Values: - Object Id: e5dfcef3-ddc0-11ee-aa39-08002794be6a Attributes: - Type: 
$STANDARD_INFORMATION (16-0) Name: N/A Resident size: 72 - Type: $FILE_NAME (48-3) Name: N/A 
Resident size: 90 - Type: $FILE_NAME (48-2) Name: N/A Resident size: 108 - Type: $OBJECT_ID (64-4) Name: 
N/A Resident size: 16 - Type: $DATA (128-1) Name: N/A Resident size: 8; Encrypted: False, Compressed: 
False, Actual File: True; Hidden: True; Read Only: True; Archive: True

XDQM3P-
5561

ReadOnly, Hidden, Archive

XDT8Y6-
5562

File, Hidden, Read Only, Archive

XLP32A-
5562

ReadOnly, Hidden, Archive / Path: "C\New folder\New Text Document.txt", size: 8, MACTIME: 2024.3.9. 
03:07:30(M) 03:09:55(A) 03:04:53(C)

XQXJAX-
5561

Read Only, Hidden, Archive

Y2PJCZ-
5561

ReadOnly, Hidden, Archive, not compressed, actual file (not clear which attributes are sought in question)

Y8WZT2-
5561

Hidden, Read Only, Archive

YZK9WX-
5561

ReadOnly, Hidden, Archive
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Z4GR62-
5562

Hidden: True, System: False, Read Only: True, Archive: True, MTF #: 219662, MTF Date Change: 3/9/2024 
3:04:53 AM, Resident: True, Offline: False, Sparse: False, Temp: False, Owner SID: 
S-1-5-21-2298470282-2867887670-580413564-1112   **SEE Additional Comments**

Z4PAVK-
5561

Hidden, Read Only, Archive

ZBUQRZ-
5561

Read Only, Hidden, Archive

ZEU2MZ-
5562

Read Only, Hidden, Archive

ZF7RW4-
5561

Archive, Hidden, Read Only

ZN4C6R-
5561

ReadOnly, Hidden, Archive

ZQ4URL-
5562

ReadOnly, Hidden, Archive

ZU7QJ2-
5561

read only, hidden, archive

ZWABN2-
5562

ReadOnly, Hidden, Archive
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Question 10: Provide the filesystem attributes for C:\New folder\New Text Document.txt.

 Consensus Result :

Hidden, Read-Only, Archive

 Manufacturer ' s Response Explanation:
NTFS filesystem metadata includes flags for the attributes above.
 Manufacturer ' s Response Illustration :

X-ways New Text Document.txt file detail information

Autopsy New Text Document.txt file detail information
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Question 11: What user remotely logged on to this computer via Remote Desktop Protocol (RDP)?
tgavin Manufacturer ' s 

 Response:

WebCode
Test Response

28NKRK-
5561

tgavin

2BXEJB-
5561

tgavin

2EUC34-
5562

tgavin

2UJN7X-
5562

tgavin

2XN36N-
5561

tgavin

36GUPN-
5561

tgavin

3CH2GJ-
5562

[Participant did not return results for this question.]

3DBUC3-
5561

tgavin

3K9LKW-
5561

tgavin

3LM236-
5561

Tgavin

483YXK-
5561

tgavin

49DVEJ-
5561

tgavin

4K6LX2-
5561

tgavin

4L6CCW-
5562

tgavin

4P6N9W-
5561

tgavin

4THJUL-
5562

[Participant did not return results for this question.]

4XXRHK-
5561

tgavin

4Z77PR-
5561

tgavin

6KNFKX-
5561

tgavin

6RLGDW-
5561

tgavin

78YYBQ-
5561

tgavin
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7M6APW-
5561

Tgavin

7WAG6W-
5561

smcnamara

7WV3RK-
5561

tgavin

8ED4K3-
5562

tgavin

8LRYCP-
5561

tgavin

8P8Q2X-
5561

Tgavin

8RFV4L-
5561

tgavin

8W78WW-
5562

tgavin

98N78Y-
5561

tgavin

9J6THK-
5561

tgavin

9QMRX6-
5561

tgavin

9XFKVP-
5562

tgavin user id: S-1-5-20

AN93XR-
5561

tgavin

AXDBED-
5562

tgavin

AXFVBT-
5561

tgavin

B2ACZR-
5562

tgavin

BA4FBG-
5561

tgavin

BPGNBK-
5562

tgavin

BVMG7F-
5561

COMPANY-13$

BXTTXP-
5561

tgavin

CCXUMK-
5561

tgavin

CPQ4TQ-
5561

tgavin
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D3A9ER-
5561

tgavin

D3MR2K-
5561

tgavin

D7C7PK-
5562

tgavin TargetUserSid">S-1-5-21-2298470282-2867887670-580413564-1108</Data><Data 
Name="TargetUserName">tgavin</

D8QG3R-
5561

tgavin

DCKG7E-
5561

tgavin

DKUYDR-
5561

Tgavin

DKVPRL-
5562

tgavin

DPA82Q-
5561

EMERGENCYSERVIC\tgavin

DTN8XH-
5562

tgavin

DXKMTK-
5561

tgavin

EJD6CG-
5561

tgavin

EJK3WT-
5561

tgavin

EMTM9G-
5561

tgavin

F3TPTL-
5561

tgavin

F7NG2H-
5561

tgavin

FG6CVN-
5561

tgavin

FT8J39-
5561

tgavin

G6U6KA-
5561

tgavin

G9BD99-
5561

tgavin

G9PQLK-
5561

tgavin

GALGEK-
5562

tgavin

GMPPAG-
5561

tgavin
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H3X34J-
5561

tgavin

HAVVCD-
5562

tgavin

HFM3VL-
5562

[Participant did not return results for this question.]

HGE2AK-
5561

tgavin

HMQYPK-
5561

tgavin

HTB6DE-
5562

tgavin

HVJ3Y9-
5561

tgavin

HYHLVF-
5561

tgavin

J3FCTE-
5561

tgavin

J49DM9-
5561

tgavin

JFURCD-
5561

tgavin

JPAH22-
5562

tgavin

JXAZDE-
5561

jbeatty

JXHVGK-
5561

tgavin

K3WXT8-
5562

tgavin

KA94ED-
5562

tgavin

KCQD3T-
5561

tgavin

KMHPR4-
5561

tgavin

LBJ6ZC-
5562

tgavin

LMDLPD-
5561

tgavin

LRM3Y2-
5562

tgavin

LWKE3D-
5561

tgavin
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MCQ8YF-
5561

tgavin

MD8AY2-
5561

tgavin

MK6QJE-
5561

tgavin

MR47EE-
5562

tgavin

MV6A9L-
5561

tgavin

N9Q2B2-
5562

tgavin

NH83FA-
5562

tgavin

NNQD78-
5561

tgavin

NPUPBF-
5562

EMERGENCYSERVIC\tgavin

NQ7BB3-
5561

“tgavin”

P3EHK8-
5562

tgavin

P3ER7C-
5561

tgavin

P6NMZG-
5561

tgavin

PE6G4X-
5561

tgavin

PYKJC4-
5561

tgavin

Q4ZTN7-
5562

tgavin

Q73JRN-
5561

tgavin

RBARA4-
5561

tgavin

RE7DZL-
5561

tgavin

RUTBQ8-
5561

Tgavin

RY7A78-
5561

tgavin

RZKKZ7-
5562

tgavin
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T9UAE6-
5561

tgavin

TH2XG4-
5562

Not in scope

TTGXLB-
5561

tgavin

U8973A-
5561

tgavin

UEQLM7-
5561

tgavin

UEWNPX-
5561

tgavin

UGNM4W-
5561

tgavin

ULHG2X-
5561

tgavin

UPTW39-
5562

tgavin

UUA6Q9-
5561

tgavin

UZQMYA-
5562

tgavin

V66XC6-
5562

tgavin

V82HUJ-
5561

tgavin

VXLE96-
5561

tgavin

VYTW7Z-
5561

tgavin

W447WA-
5561

tgavin

WB84Q8-
5561

tgavin

WBPY99-
5561

tgavin

WFVT36-
5561

tgavin

WH6VY2-
5561

tgavin

WL2PNP-
5561

tgavin

WL4AK7-
5562

tgavin
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WQGWCP-
5562

tgavin

X2AZR3-
5561

tgavin

X3NFAB-
5561

tgavin

X62GKW-
5561

tgavin

X84MXA-
5561

tgavin

XDQM3P-
5561

tgavin

XDT8Y6-
5562

tgavin

XLP32A-
5562

tgavin

XQXJAX-
5561

tgavin

Y2PJCZ-
5561

tgavin

Y8WZT2-
5561

tgavin

YZK9WX-
5561

tgavin

Z4GR62-
5562

tgavin

Z4PAVK-
5561

tgavin

ZBUQRZ-
5561

tgavin

ZEU2MZ-
5562

tgavin

ZF7RW4-
5561

tgavin

ZN4C6R-
5561

tgavin

ZQ4URL-
5562

tgavin

ZU7QJ2-
5561

tgavin

ZWABN2-
5562

tgavin
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Question 11: What user remotely logged on to this computer via Remote Desktop Protocol (RDP)?

 Consensus Result :

tgavin

 Manufacturer ' s Response Explanation:
Remote logon information can be found in the Windows Event logs, specifically, 
Microsoft-Windows-TerminalServices-RemoteConnectionManager Operational.evtx.
 Manufacturer ' s Response Illustration :
Windows Event Viewer - Microsoft-Windows-TerminalServices-RemoteConnectionManager Operational.evtx
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