Computer Hard Drive - Windows Analysis Test 24-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

Question 2: Compute and provide the SHA-1 hash of the acquired data in the provided image, Fire
Department Workstation.eO1.
Manufacturer's d894343e8d005219c49226feedbble2e9t5cc3b5

Response:
WebCode
Test Response
28NKRK- d894343e8d005219c49226feedbbie2e915cc3b5
5561
2BXEJB- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561
2EUC34- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562
2UIN7X- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562
2XN36N- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561
36GUPN-  d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561
3CH2GJ- [Participant did not return results for this question.]
5562
3DBUC3-  dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5561
3K9LKW- d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561
3LM236- dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5561
483YXK- d894343e8d005219c49226fee4bbife2e9f5cc3b5
5561
49DVEJ- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561
4K6LX2- d894343e8d005219c492261334bbfe2e9f5cc3b5
5561
4L6CCW-  D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562
4P6NOW-  dB894343e8d005219c49226feedbbie2e915cc3b5
5561
4THJUL- [Participant did not return results for this question.]
5562
AXXRHK- d894343e8d005219c49226feedbbie2e915cc3b5
5561
4777PR- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561
6KNFKX- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561
6RLGDW-  d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561
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WebCode

Test Response

78YYBQ- |3c01 2264004c9d49d636b43662572672a059ca9ab

5561

7M6APW-  d894343e8d005219c49226feedbbie2e9t5cc3b5

5561

7WAG6W- |3c01 2264004c9d49d636b43662572672a059ca9ab

5561

7WV3RK- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5

5561

8ED4K3- The correct answer is d894343e8d005219c49226fee4bbfe2e95cc3b5, but this is only the actual data is

5562 calculated. When metadata is included in the calculation, the result is
3c012264004c9d49d636b43662572672a59ca%ab

8LRYCP- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5

5561

8PBQ2X- 3c012264004c9d49d636b43662572672a59ca%ab

5561

8RFVA4L- d894343e8d005219c49226feedbbfe2e9f5cc3b5

5561

8W78WW-  d894343e8d005219c49226feedbbfe2e9f5cc3b5

5562

98N78Y- 3c012264004c9d49d636b43662572672a59caQab

5561

9J6THK- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5

5561

9QMRX6-  dB894343e8d005219c49226feedbbfe2e9f5cc3b5

5561

9XFKVP- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5

5562

AN93XR- |3c01 2264004c9d49d636b43662572672a59ca9ab

5561

AXDBED- d894343e8d005219c49226feedbbie2e915cc3b5

5562

AXFVBT- |3C01 2264004C9D49D636B43662572672A59CA9A6

5561

B2ACZR- D894343e8d005219c49226feedbbie2e915cc3b5

5562

BA4FBG- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5

5561

BPGNBK- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5

5562

BVMG7F-  d894343e8d005219c49226feedbbife2e9f5cc3b5

5561

BXTTXP- d894343e8d005219c49226feedbbie2e9f5cc3b5

5561

CCXUMK-  dB894343e8d005219c49226feedbbfe2e9f5cc3b5

5561

Printed: 27-September-2024 (18) Copyright ©2024 CTS, Inc



Computer Hard Drive - Windows Analysis Test 24-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode
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CPQ4TQ- |3C012264004C9D49D63684366257267A59CA9A6
5561

D3AQER- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561

D3MR2K- d894343e8d005219c49226feedbble2e9f5cc3b5
5561

D7C7PK- d894343e8d005219c49226feedbbie2e915cc3b5
5562

D8QG3R-  dB894343e8d005219c49226fee4bble2e9f5cc3b5
5561

DCKG7E-  d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

DKUYDR- 3C012264004C9D49D636B43662572672A59CA9A6
5561

DKVPRL- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5562

DPA82Q- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561

DTN8XH- |3d57dbﬂ 5f09181b0e7ba53598b85950

5562

DXKMTK- |3c012264004c9d49d636b43662572672059c0906
5561

EJD6CG- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561

EJK3WT- |3C01 2264004C9D49D636B43662572672A59CA9A6
5561

EMTM9G-  d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

F3TPTL- |3c012264004c9d49d636b43662572672059c0906
5561

F7NG2H- |3c012264004c9d49d636b43662572672059c0906
5561

FG6CVN-  SHA-1 : d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561

FT8J39- |D894343E8D00521 9C49226FEE4B6FE2E9F5CCB5
5561

G6U6LKA- D894343E8D005219C49226FEE4BSFE2E9F5CC3B5
5561

G9BD99- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561

G9PQLK- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

GALGEK- d894343e8d005219c49226feedbbie2e9f5cc3b5
5562
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Test Response

GMPPAG- D894343E8D005219C49226FEE4B4FE2E9F5CC3B5
5561

H3X34J- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

HAVWWCD- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562

HFM3VL- [Participant did not return results for this question.]
5562

HGE2AK- d894343e8d005219c49226feedbbie2e915cc3b5
5561

HMQYPK-  d894343e8d005219c49226fee4bbife2e9f5cc3b5
5561

HTB6DE- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5
5562

HVJ3Y9- dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5561

HYHLVF- |3c01 2264004c9d49d636b43662572672a059ca9ab
5561

J3FCTE- |3c01 2264004c9d49d636b43662572672a59ca9ab
5561

J49DM9- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

JFURCD- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561

JPAH22- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562

JXAZDE- |3c01 2264004c9d49d636b43662572672a59ca9ab
5561

JXHVGK- dB894343e8d005219c49226feedbbie2e9t5cc3b5
5561

K3WXT8- |3c01 2264004c9d49d636b43662572672a59ca9ab
5562

KA94ED- d894343e8d005219c49226feedbbie2e915cc3b5
5562

KCQD3T- D894343E8D005219C49226FEE4B6FE2EQF5CC3B5
5561

KMHPR4- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

LBJ6ZC- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562

LMDLPD- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5
5561

LRM3Y2- dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5562
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LWKE3D- 3c012264004c9d49d636b43662572672a59ca%ab
5561

MCQ8YF- |3c012264004c9d49d636b43662572672059co906
5561

MD8AY2-  D894343E8D005219C49226FEE4B4FE2E9F5CC3B5
5561

MK6QJE- |3c012264004c9d49d636b43662572672059co906
5561

MR47EE- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562

MV6ASL- |d894343e8d00521 9c49226fee4bbie2e95¢cc

5561

N9Q2B2- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562

NH83FA- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562

NNQD78- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

NPUPBF- d894343e8d005219c49226feedbbie2e9t5cc3b5
5562

NQ7BB3-  d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

P3EHK8- dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5562

P3ER7C- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

PONMZG- |3C012264004C9D49D636B43662572672A59CA9A6
5561

PE6G4X- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

PYKJICA4- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561

Q4ZTN7-  D894343E8D005219C49226FEE4B6FE2EIF5CCIB5
5562

Q73JRN- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

RBARA4- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561

RE7DZL- dB894343e8d005219c49226feedbbfe2e9f5cc3b5
5561

RUTBQ8- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

RY7A78- 3C012264004C9D49D636B43662572672A59CA9A6
5561
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RZKKZ7- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5
5562

TOUAE6- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

TH2XGA4- D894343E8D005219C49226FEE4B46FE2EQF5CC3B5
5562

TTGXLB- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

UB973A- |3c012264004c9d49d636b43662572672059c0906
5561

UEQLM7- |3c012264004c9d49d636b43662572672059c0906
5561

UEWNPX- |3c012264004c9d49d636b43662572672059c0906
5561

UGNM4W- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

ULHG2X- |3c012264004c9d636b43662572672059c0906
5561

UPTW39- dB894343e8d005219c49226feedbbie2e9t5cc3b5
5562

UUA6Q9-  dB894343e8d005219c49226feedbbte2e915cc3b5
5561

UZQMYA-  dB894343e8d005219c49226feedbbfe2e95cc3b5
5562

V66XC6- 3c012264004c9d49d636b43662572672a59ca%ab
5562

V82HUJ- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

VXLE96- d894343e8d005219c49226feedbble2e9t5cc3b5
5561

VWTW7Z- 3c012264004c9d49d636b43662572672a59caQab
5561

WA447WA-  d894343e8d005219c49226feedbbie2e915cc3b5
5561

WB84Q8- d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561

WBPY99- d894343e8d005219c49226feedbbie2e9t5cc3b5
5561

WEFVT36- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561

WH6VY2-  [3c012264004c9d49d636b43662572672a59ca%ab
5561

WL2PNP- dB894343e8d005219c49226feedbbie2e9f5cc3b5
5561
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WL4AK7 - D894343E8D005219C49226FEE4B46FE2EQF5CC3B5
5562

WQGWCP- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5562

X2AZR3- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

X3NFAB- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

X62GKW-  D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5561

X84 MXA- d894343e8d005219c49226teedbbfe2e9f5cc3b5
5561

XDQM3P-  d894343e8d005219c49226feedbbte2e9f5cc3b5
5561

XDT8Y6- SHAT 160bit - D894343E8D005219C49226FEE4B6FE2EQF5CC3B5
5562

XLP32A- d894343e8d005219c49226feedbbfe2e9f5cc3b5
5562

XQXIAX- d894343e8d005219c49226feedbbfe2e9f5cc3b5
5561

Y2PJCZ- d894343e8d005219c49226bfeedbbfe2e9f5cc3b5
5561

Y8WZT2- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

YZKOWX- d894343e8d005219c49226bfeedbbie2e9f5cc3b5
5561

Z4GR62- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5562

Z4PAVK- d894343e8d005219c49226feedbbie2e9f5cc3b5
5561

ZBUQRZ- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

ZEU2MZ- D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562

ZF7RW4- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

ZN4C6R- d894343e8d005219c49226fee4bbfe2e9f5cc3b5
5561

ZQA4URL- 3c012264004c9d49d636b43662572672a59caQab
5562

ZU7QJ2- d894343e8d005219c49226feedbbfe2e9t5cc3b5
5561

ZWABN2-  D894343E8D005219C49226FEE4B6FE2E9F5CC3B5
5562
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Question 2: Compute and provide the SHA-1 hash of the acquired data in the provided image, Fire
Department Workstation.eO1.

Consensus Result:
d894343e8d005219c49226feedbble2e9t5cc3b5

Manufacturer's Response Explanation:

Forensic tools that support the Expert Witness Format (EWF) can calculate this hash.
Manufacturer's Response Illustration:

FTK Imager verification of Fire Department Workstation.e01
B ' Drive/Imaage Verify Results —

MName

Sector count
“MD5 Hash
Computed hash
Stored verification hash
Verify result
~SHA1 Hash
Computed hash
“Bad Blocks List
Bad block(s) in image

ewfverify verification of Fire Department Workstation.e01

Read: 39 GiB (42018537472 bytes) in 6 minute(s) and 20 second(s)

with 105 MiB/s (110575098 bytes/second).

MD5 hash stored in file: 51945435bldb3e59alaBR2195bcelleff+

MDS hash calculated over data: 51945f35blUb3e59ala802195bcelefff

SHA1 hash stored in file:

SHALl hash calculated over data: |dB943U3e8dB05219clU9226feelbbfe2e9+5cc3bs

ewfverify: SUCCESS
Other Responses:

Twenty-seven (18%) participants reported the SHA-1 hash of the container file,
3c012264004c9d49d636b43662572672a59ca%ab, not the computed hash of the provided image.
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Question 3: What is the hostname (Computer Name) for this computer?
Manufacturer's COMPANY-13

Response:
WebCode
Test Response
28NKRK- Company-13
5561
2BXEJB- COMPANY-13
5561
2EUC34- COMPANY-13
5562
2UIN7X- Company-13
5562
2XN36N- Company-13
5561
36GUPN-  COMPANY-13
5561
3CH2GJ- [Participant did not return results for this question.]
5562
3DBUCS3- Company-13
5561
3KILKW- COMPANY-13
5561
3LM236- COMPANY-13
5561
483YXK- COMPANY-13
5561
49DVEJ- COMPANY-13
5561
4K6LX2- COMPUTER-13
5561
4L6CCW-  COMPANY-13
5562
4P6NOW-  COMPANY 13
5561
4THJUL- [Participant did not return results for this question.]
5562
4XXRHK- COMPANY-13
5561
4777PR- COMPANY-13
5561
6KNFKX- Company-13
5561
6RLGDW-  COMPANY-13 (Company-13)
5561
78YYBQ- COMPANY-13
5561
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Test Response
7M6APW-  COMPANY-13
5561

7WAG6W-  Company-13
5561

7WV3RK-  COMPANY-13
5561

8ED4K3- COMPANY-13
5562

8LRYCP- COMPANY-13
5561

8P8Q2X- Company-13
5561

8RFV4L- COMPANY-13
5561

8W78WW-  COMPANY-13
5562

98N78Y- COMPANY-13
5561

9J6THK- Company-13
5561

9QMRX6-  COMPANY-13
5561

9XFKVP- Company-13
5562

AN93XR- Company-13
5561

AXDBED- COMPANY-13
5562

AXFVBT- Company 13
5561

B2ACZR- COMPANY-13
5562

BA4FBG- COMPANY-13
5561

BPGNBK- ~ COMPANY-13
5562

BVMG7F-  COMPANY-13
5561

BXTTXP- COMPANY-13
5561

CCXUMK-  COMPANY-13
5561

CPQ4TQ- COMPANY-13
5561
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D3A9ER- COMPANY-13
5561

D3MR2K- COMPANY-13
5561

D7C7PK- Company-13
5562

D8QG3R- COMPANY-13
5561

DCKG7E- COMPANY-13
5561

DKUYDR- COMPANY-13
5561

DKVPRL- COMPANY-13
5562

DPA82Q- COMPANY-13
5561

DTN8XH- COMPANY-13
5562

DXKMTK- COMPANY-13
5561

EJD6CG- COMPANY-13
5561

EJK3WT- COMPANY-13
5561

EMTM9G- COMPANY-13
5561

F3TPTL- COMPANY-13
5561

F7/NG2H- COMPANY-13
5561

FG6CVN- COMPANY-13
5561

FT8J39- COMPANY-13
5561

G6U6KA- COMPANY-13
5561

G9BD99- COMPANY-13
5561

G9PQLK- COMPANY-13
5561

GALGEK- COMPANY-13
5562

GMPPAG- COMPANY-13
5561
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WebCode

Test Response
H3X34J- COMPANY-13
5561

HAWCD- ~ COMPANY-13
5562

HFM3VL- [Participant did not return results for this question.]
5562

HGE2AK-  COMPANY-13
5561

HMQYPK-  COMPANY-13
5561

HTB6DE- Company-13
5562

HVJ3Y9- Company-13
5561

HYHLVF- Company - 13
5561

J3FCTE- COMPANY-13
5561

J49DM9- COMPANY-13
5561

JFURCD- COMPANY-13
5561

JPAH22- Company-13
5562

JXAZDE- COMPANY-13
5561

JXHVGK- COMPANY-13
5561

K3WXT8- COMPANY-13
5562

KA94ED- COMPANY-13
5562

KCQD3T- COMPANY-13
5561

KMHPR4-  COMPANY-13
5561

LBJ6ZC- COMPANY-13
5562

LMDLPD- Company-13
5561

LRM3Y2- Company-13
5562

LWKE3D- COMPANY 13
5561
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WebCode

Test Response
MCQ8YF- COMPANY-13
5561

MD8AY2-  Company-13
5561

MK6QJE-  COMPANY-13
5561

MR47EE- COMPANY-13
5562

MV6A9L- COMPANY-13
5561

N9Q2B2- COMPANY-13
5562

NH83FA- Company-13
5562

NNQD78- COMPANY-13
5561

NPUPBF- COMPANY-13
5562

NQ7BB3- COMPANY-13
5561

P3EHKS- COMPANY-13
5562

P3ER7C- COMPANY-13
5561

PONMZG-  COMPANY-13
5561

PE6G4X- COMPANY-13
5561

PYKJIC4- Company-13
5561

Q4ZTN7-  COMPANY-13
5562

Q73JRN- COMPANY 13
5561

RBARA4- COMPANY-13
5561

RE7DZL- COMPANY-13
5561

RUTBQ8- COMPANY-13
5561

RY7A78- COMPANY-13
5561

RZKKZ7- COMPANY-13
5562
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Question 3 - Examination Questions

WebCode

Test Response
TOUAE6- Company-13
5561

TH2XGA4- Not in scope
5562

TTGXLB- Company-13
5561

U8973A- COMPANY-13
5561

UEQLM7-  COMPANY-13
5561

UEWNPX-  COMPANY-13
5561

UGNM4W-  Company-13
5561

ULHG2X- COMPANY-13
5561

UPTW39- COMPANY-13
5562

UUA6QY- COMPANY-13
5561

UZQMYA- COMPANY-13
5562

V66XC6- COMPANY-13
5562

V82HUJ- Company-13
5561

VXLE?6- company-13
5561

VYTW7Z- COMPANY-13
5561

W447WA-  COMPANY-13
5561

WB84Q8- COMPANY-13
5561

WBPY99- COMPANY-13
5561

WFVT36- COMPANY-13
5561

WH6éVY2-  COMPANY-13
5561

WL2PNP- COMPANY-13
5561

WL4AK7- COMPANY-13
5562
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Question 3 - Examination Questions

WebCode

Test Response
WQGWCP- Company 13
5562

X2AZR3- Company-13
5561

X3NFAB- COMPANY-13
5561

X62GKW-  Company-13
5561

X84MXA- COMPANY-13
5561

XDQM3P-  COMPANY-13
5561

XDT8Y6- COMPANY-13
5562

XLP32A- COMPANY-13
5562

XQXIAX- COMPANY-13
5561

Y2PJCZ- Company-13
5561

Y8WZT2- COMPANY-13
5561

YZK9WX- COMPANY-13
5561

Z4GR62- COMPANY-13
5562

Z4PAVK- COMPANY-13
5561

ZBUQRZ-  COMPANY-13
5561

ZEU2MZ-  COMPANY-13
5562

ZF7RWA4- COMPANY-13
5561

ZN4C6R- COMPANY-13
5561

ZQ4URL- COMPANY-13
5562

ZU7QJ2- COMPANY-13
5561

ZWABN2-  COMPANY-13
5562
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Question 3 - Examination Questions

Question 3: What is the hostname (Computer Name) for this computer?
Consensus Result:
COMPANY-13

Manufacturer's Response Explanation:

Windows Computer Name information is stored in the Windows System registry at
ControlSet001\Contro\ComputerName\ComputerName.
Manufacturer's Response lllustration:

X-ways registry view showing Computer Name information

:i' Registry Viewer
W

+1__1Compatibility Name Type Value
- __|ComputerName =bl(Default) REG_SZ MNMSsVe

(@]l NG TG ComputerName  REG_SZ COMPANY-13
+ |Contentlndex

Autopsy registry view showing Computer Name information

Hex Text Application File Metadata OS Account Data Artifacts Analysis Results Context  An
- @ COM Name Arbiter : - Metadata

+- . CommonGlobUserSettings Name: ComputerName

+_ Compatibility Number of subkeys: 0

=" ComputerName I Number of values: 2

L EE m Modification Time: 2024-02-16 03:00:31 GMT+00:00
- 4 (Default) 0]

i alues

® ComputerMName

+: ContentIndex Name Type Value

#-—4 CrashControl (Default) REG_... | mnmsrve

i — EWFWEIFEPW ComputerMame | REG_... | COMPANY-13 |
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Question 4 - Examination Questions

Question 4: What operating system (include version, edition, and Display Version) was installed on
this computer?
Manufacturer's Windows 10, Pro, 23H2; or Windows 11 Pro, 23H2

Response:

WebCode

Test Response

28NKRK- Windows 11 Professional (2009), 6.3.

5561

2BXEJB- Axiom v8.2.0-Windows 11 Professional (2009), version 6.3, build 22631 / EnCase v23.4-Windows 10 Pro
5561 (2009), version 6.3, build 22631

2EUC34- Windows 11 Professional, Ver 6.3, Build: 22631

5562

2UJN7X- Windows 11 Professional (2009) v6.3

5562

2XN36N- Windows 10 Pro (Edition ID: Professional | Display Version: 23H2)
5561

36GUPN-  Windows 11 Professional (2009) 6.3 23H2

5561

3CH2GJ- [Participant did not return results for this question.]

5562

3DBUC3-  Windows 23H2 Build 22631, Professional, Windows 11

5561

3KOLKW- Windows 11 Professional (23H2) Version 6.3 Build Number: 22631
5561

3LM236- Windows 11 Professional (2009)

5561

483YXK- Windows 11 Professional, 23H2

5561

49DVEJ- Windows 10 Pro 22631.3296

5561

4K6LX2- Windows 10 Professional edition, version 6.3, display version 23H2
5561

4L6CCW-  Windows 11 (6.3 Professional 23H2)

5562

4P6N9W-  Windows 10 Pro

5561

4THJUL- [Participant did not return results for this question.]

5562

4XXRHK - Installed OS: Windows 11 Professional (2009)  Version: 6.3 Edition: Professional  Display Version:
5561 23H2

4777PR- Windows 11 Professional 23H2

5561

6KNFKX- Windows 10 Professional, Display version = 23H2

5561

6RLGDW-  Windows 11 Professional (2009) 22631 6.3

5561
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Question 4 - Examination Questions

WebCode

Test Response

78YYBQ- Windows 11 Professional 2009 Version 6.3

5561

7M6APW-  Windows 11 Professional (2009), Current Version: 6.3, Display Version: 23H2
5561

7WAG6W-  Windows 10 Pro, version 6.3, Display Version 23H2

5561

7WV3RK-  Windows 11 Professional (2009), Version 6.3

5561

8ED4K3- include version: 6.3, edition: Windows 11 Professional, Display Version: 23H2
5562

8LRYCP- Windows 10, Pro, 23H2

5561

8P8Q2X- Windows 10 Pro Enterprise, installed 2/16/2-24 02:57:17 UTC
5561

8RFVA4L- Windows 11 Professional 6.3

5561

8W78WW-  Windows 11 Professional (2009) Version 6.3 Build number 22631
5562

98N78Y- Operating System Windows 11 Professional (2009) Version Number 6.3
5561

9J6THK- Windows 11 Professional (2009) Version 6.3

5561

9QMRX6-  Windows 11 Professional 23H2

5561

9XFKVP- Windows 11 Professional (2009) 6.3

5562

AN93XR- Windows 11 Professional (2009) Version 6.3

5561

AXDBED- Windows 11 v10.0.22631 Professional 23H2

5562

AXFVBT- Windows 10 Pro

5561

B2ACZR- Windows 11 Professional

5562

BA4FBG- Windows 11 Professional (2009), version 6.3

5561

BPGNBK- Productname: Windows 10 pro, Edition: Professsional, Currentversion: 6.3, Displayversion: 23H2
5562

BVMG7F-  Windows Professional 11 (2009) Version 6.3

5561

BXTTXP- Windows 11 Professional (2009) 6.3

5561

CCXUMK-  Windows 11 Professional (2000), Build Number 22631, Version 6.3
5561
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Question 4 - Examination Questions

WebCode

Test Response

CPQ4TQ-  Windows 10 Pro, Enterprise, 23H2

5561

D3AQER- Windows 10 Pro, Rlease ID 2009, Version 6.3, Display Version 23H2,
5561

D3MR2K-  Windows 10 Pro, Version: 6.3, Edition: Professional, Display Version: 23H2
5561

D7C7PK- Windows 11 Professional (2009) v6.3, OS version = Professional, Build number = 22631, Product ID =
5562 00330-80847-16684-AA181

D8QG3R-  Microsoft Windows 10 Professional Edition, Release ID: 2009
5561

DCKG7E-  Windows 10 Professional 23H2
5561

DKUYDR-  Windows 10 Professional, Display Version 23H2
5561

DKVPRL- Microsoft Windows 10 Professional 23H2
5562

DPA82Q-  Windows 11 Professional (2009), Version 6.3, Build number 22631
5561

DTN8XH- Windows 11 Professional (2009) Version 6.3 Build number 22631 Display Version 23H2
5562

DXKMTK- Windows 11 Professional (2009) Version 6.3

5561

EJD6CG- Windows 11 Professional (2009)

5561

EJK3WT- Windows 10 Professional, v6.3 (23H2)

5561

EMTM9G-  Windows 11 Professional (version 6.3 build number 22631)
5561

F3TPTL- Windows 11 Professional (2009), 6.3

5561

F7/NG2H-  Windows 11 Professional (2009) version number 6.3
5561

FG6CVN-  Windows 11 Professional (2009) Version 6.3 Build 22631
5561

FT8J39- OS - Windows 11 Professional (2009), Version - 6.3, Edition - Professional, Display Version - 23H2
5561

G6UbKA-  Windows 11 Professional (build 22631), version 6.3, 23H2
5561

G9BD99-  Windows 11, Professional, 23H2 ("Current Version" listed in the registry is 6.3)
5561

G9PQLK-  Windows 11 Professional (2009) version 6.3
5561

GALGEK-  Windows 11 Professional (2009), Version 6.3, 23H2
5562
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Question 4 - Examination Questions

WebCode

Test Response

GMPPAG-  Windows 11 Professional (2009) 6.3

5561

H3X34J- Windows 11 Professional, Version: 23H2, Build 22631, Release ID: 2009
5561

HAWCD-  Windows 11 Professional (2009) v6.3 23H2

5562

HFM3VL- [Participant did not return results for this question.]

5562

HGE2AK- Windows 11 Professional, 23H2

5561

HMQYPK-  Windows 11, Version 6.3, Edition Professional, Display Version 23H2
5561

HTB6DE- v6.3

5562

HVJ3Y9- Windows 11 Professional (2009) 6.3, Display Version 23H2
5561

HYHLVF- Windows 11 Professional (2009) 6.3

5561

J3FCTE- Windows 10 Pro

5561

J49DM9- Windows 10 Pro (2009 v6.3) Build 22621, however it had been upgraded to Windows 11 Pro (23H2)
5561

JFURCD- Windows 11 Professional (2009); Version 6.3; Build# 22631

5561

JPAH22- Windows 11 Professional 23H2 Build 22631

5562

JXAZDE- Microsoft Windows 10 Professional, Display Version 23H2,build number 22631
5561

JXHVGK- Windows 11 Professional (2009) Version 6.3

5561

K3WXT8- Windows 11 Professional (2009), ver.# 6.3

5562

KAQ4ED- Windows 11 Professional (2009) Version 6.3 compilation 22631

5562

KCQD3T-  Windows 11; Version - 6.3; Edition - Professional; Display Version - 23H2
5561

KMHPR4- Windows 11, Professional edition, Version 6.3, Display version 23H2
5561

LBJ6ZC- Windows 11 Professional, 6.3, 23H2

5562

LMDLPD- Windows 10 Pro, current version 6.3 Edition Professional, Display version 23H2
5561

LRM3Y2- Windows 11 Professional (2009), 6.3.

5562
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Question 4 - Examination Questions

WebCode

Test Response

LWKE3D- Windows 10 Pro 6.3

5561

MCQ8YF-  Windows 11, Professional (2009), 6.3

5561

MDB8AY2-  Windows 11; 6.3; Professional; Display Version 23H2

5561

MK6QJE-  Windows 11 Professional (2009), Version 6.3

5561

MR47EE- WINDOWS 11 PROFESSIONAL (2009) 6.3

5562

MV6AIL- Windows 11 Professional (2009)

5561

N9Q2B2-  Windows 10 Professional 23H2

5562

NHB83FA- OS: Windows 11 Professional 2009, Version No.: 6.3, Installed/Updated Date/Time: 16/02/2024 02:57:17,
5562 Product Key: SMHG2-FDNH4-B7487-6PQKG-3V66T, Displayed Comp Name: Company-13, Build Number:

22631, Product ID: 00330-80847-16684-AA181

NNQD78-  Windows 11 Professional (2009) 6.3 Build 22631
5561

NPUPBF- Windows 11 Professional (2009), Version 6.3, Build number 22631
5562

NQ7BB3-  Windows 11 Professional  Version: 6.3 Edition: Professional  Display Version: 23H2
5561

P3EHKS- Windows 11 Pro, 2009, 23H2, 6.3
5562

P3ER7C- Product name: Windows 10 Pro; Display version: 23H2; CompositionEditionID: Enterprise
5561

P6NMZG-  Windows 11 Professional (2009), v6.3, build22631

5561

PE6G4X- Windows 11 Professional (2009), 6.3

5561

PYKJC4- Windows 11 Pressional (2009)

5561

Q4ZTN7-  Windows 10, Pro, 23H2

5562

Q73JRN-  Windows 10 Professional Edition v6.3, Display Version 23H2
5561

RBARA4- Windows 11 Professional (2009), Build Number 22631, Display Version 6.3
5561

RE7DZL- Version: 6.3 | Windows 11 Professional (2009) | 23H2

5561

RUTBQ8-  Windows 10 Pro (Display Version 23H2)

5561

RY7A78- Windows 10 Professional, version: 6.3, Display Version: 23H2
5561

Printed: 27-September-2024 (37) Copyright ©2024 CTS, Inc



Computer Hard Drive - Windows Analysis Test 24-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode

Test Response

RZKKZ7- Windows 11 Professional (2009) 6.3
5562

TOUAE6- Windows 11 Pro 23H2

5561

TH2XG4- Not in scope

5562

TTGXLB- OS: Windows 11, Edition: professional, Version: 6.3, Display Version: 23H2
5561

U8973A- Windows 10 Pro 6.3

5561

UEQLM7-  Microsoft NTFS, Microsoft Windows 11 Professional (2009), Version 6.3, Build number 22631
5561

UEWNPX-  Windows 11 Professional (2009) version 6.3

5561

UGNM4W-  Windows 11 Pro, 6.3, Professional, 23H2

5561

ULHG2X- Windows 11 Professional (2009) ver. 6.3

5561

UPTW39- Windows 11 Professional, Ver 6.3 , Build: 22631

5562

UUA6Q9-  Windows 11 Professional, 6.3, Build 22631, 23H2

5561

UZQMYA-  OS Windows 11 Professional Version 6.3, Display Version 23H2.
5562

V66XC6- Windows, Version 6.3, Edition Professional, Display Version 23H2
5562

V82HUJ- Windows Pro 10 Version 6.3 (22361)

5561

VXLE?6- OS: Microsoft Windows, Display Version: Windows 10 Pro version 2009, Build number 22631
5561

VYTW7Z- Windows 11 Professional (2009)

5561

W447WA-  Windows 11 Professional (2009) v. 6.3 build 22631

5561

WB84Q8-  Windows 11 Professional, Ver 6.3 , Build: 22631

5561

WBPY99- Operating System: Windows 11 Pro (2009), Version: 6.3, Display Version: 23H2
5561

WFVT36- Windows 11 Professional (2009) Version Number 6.3 Build Number 22631
5561

WH6VY2-  Windows 11 Professional (2009) Version Number 6.3

5561

WL2PNP- Windows 10 Professional , Version 6.3, edition: Professional, Display Version 23H2, Build Number 22631.
5561
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Question 4 - Examination Questions

WebCode

Test Response

WL4AK7- Windows 11 Professional (2009) version 6.3

5562

WQGWCP- Windows 11 Professional 23H2

5562

X2AZR3- Windows 10 Pro 6.3

5561

X3NFAB- Windows 11 Professional (2009), version 6.3, build number: 22631
5561

X62GKW-  Windows 11 Pro (Build 22631) Display Version: 23H2
5561

X84 MXA- Version: 6.3 (Build 22631) Edition: Windows 10 Pro (Professional) Display Version: 23H2
5561

XDQM3P-  Windows 11 Professional / Version 6.3 / 23H2
5561

XDT8Y6- Windows 11 Professional (2209), v6.3, build 22631, display version 23H2 - Note that it displayed Windows 10
5562 in registry despite being a Windows 11 build#.

XLP32A- Windows 10 Pro 22631, 23H2(DisplayVersion)
5562

XQXJAX- Operating System — Windows 11 Version — 6.3 Edition — Professional Display Version — 23H2 Build - 22631
5561

Y2PJCZ- Windows 11 Professional, 6.3, 23H2, Build number 22631

5561

Y8WZT2- Windows 11 version 6.3, Professional, 23H2

5561

YZK9WX- Windows 11 Professional (2009), Build Number 22631, Display Version 6.3
5561

Z4GR62- Microsoft Windows 11 Professional (DisplayVersion=23H2, CurrentVersion=6.3) **SEE Additional Comments**
5562

Z4PAVK- Windows 10 Pro, version 6.3, Enterprise, 23H2
5561

ZBUQRZ-  Windows 11 Professional (2009), version 6.3
5561

ZEU2MZ- Windows 10 Pro 23H2
5562

ZF7RWA4- Windows 10 Pro (64-bit) , Version:23H2 , Build: 22631
5561

ZN4C6R- Windows 11 Professional (2009) version 6.3
5561

ZQ4URL-  Windows 11 Professional (2009) Version Number 6.3 Build Number 22631 Display Version 23H2
5562

ZU7QJ2- Windows 10 Pro (Professional) 23H2
5561

ZWABN2-  Windows 11 Professional 6.3 23H2
5562
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Question 4 - Examination Questions

Question 4: What operating system (include version, edition, and Display Version) was installed on this
computer?

Consensus Result:

Windows 10 Pro or 11 Pro. Due to the low quantity of participants reporting the display version, 23H2, this
component was excluded.
Manufacturer's Response Explanation:

Windows operating system information is found in the registry at C:\Windows\System32\Config\Software:
Microsof\Windows NT\CurrentVersion: ProductName. Windows 11 was installed on this computer; however,
registry keys report this as Windows 10. The Display version, 23H2, is Windows 11.

Manufacturer's Response lllustration:

Autopsy registry view showing Windows version and edl’rlon in 1he Soﬂwore regls’rry hive

Hex Text Application  File Metadata OS Account Dala Artils Analysis R ntext  Annotations
_+ Windows Media Player NSS | Metadata
: Windows Messaging Subsystermn || Name: CurrentVersion
= Windows NT Number of subkeys: 96
- Number of values: 32
+ Windows Photo Viewer Modification Time: 2024-03-14 03:01:20 GMT+00:00
£ W!ndows Portable Devices Ve
* Windows Script Host
+ Windows Search Mame Type Value
- W!ndow&; S:Iaafurit.}-' Health DisplayVersion REG 5Z I[23H2]
#~ WindowsMitigation EditionID REG_SZ | Professional
o WindowsRuntime EditionSubManufacturer REG_SZ (value not set)
+ WindowsSelfHost EditionSubstring REG_SZ | (value not set)
il W?ndnwsUpdate EditionSubVersion REG_SZ (value not set)
+-2 Wisp Installation Type REG_SZ | Client
+-1 WlanSve InstallDate REG_DWOR... | Ox65cecfOd (1708052237)
o Wipasve ProductMame REG_SZ | Windows 10 Pro |
e e | Releaseld REG_SZ | 2009

X-Ways registry view showing Windows version and edition in the Software registry hive
J Regqistny Viewer

= __IWindows NT Mame Type Value
= _iCurrentVersion stiCurrentBuildMumber REG_5Z 22631
+ 1 Accessibility #CurrentMajoryersionNumber REG_DWORD  0x0000000A {10)
+ | AdaptiveDisplayBrightness i CurrentMinoryersionMNumber REG_DWORD  0x00000000 (0)
+ 1AeDebug sbiCurrentType REG_SZ Multiprocessor Free
+_1AppCompatFlags sblCurrentVersion REG_SZ 6.3
—1ASR L1 DisplayVersion REG_SZ
+ _lAudit a5 EditionID REG_SZ meessi.:.naj
+ _1BackgroundModel sb|EditionSubManufacturer REG_SZ
+ _1ClipsvC =i EditianSubstring REG_SZ
| Compatibility32 shlEditionSubVersion REG 57
+ _IConsole ah“mstanmionwpe REG_SZ Client
|Containers $HInstallDate REG_DWORD QOx&5CECFOD (1708052237

+ | CorruptedFileRecovery

atPraductName REG_SZ |Windows 10 Pro|
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Question 5 - Examination Questions

Question 5: To what domain was this computer joined?

Manufacturer's EmergencyServices.Winchestertonfieldville.org
Response:

WebCode

Test Response

28NKRK- EmergencyServices.Winchestertonfieldville.org
5561

2BXEJB- EmergencyServices.Winchestertonfieldville.org
5561

2EUC34- EmergencyServices.Winchestertonfieldville.org
5562

2UIN7X- EmergencyServices.Winchestertonfieldville.org
5562

2XN36N- EmergencyServices.Winchestertonfieldville.org
5561

36GUPN-  EmergencyServices.Winchestertonfieldville.org
5561

3CH2GJ- [Participant did not return results for this question.]
5562

3DBUCS3- EmergencyServices. Winchestertonfieldville.org
5561

3KILKW-  [EMERGENCYSERVIC

5561

3LM236- EmergencyServices.Winchestertonfieldville.org
5561

483YXK- EmergencyServices.Winchestertonfieldville.org
5561

49DVEJ- EmergencyServices.Winchestertonfieldville.org
5561

4K6LX2- EmergencyServices.Winchestertonfieldville.org
5561

4L6CCW-  EmergencyServices.Winchestertonfieldville.org
5562

4P6N9W-  EmergencyServices.Winchestertonfieldville.org
5561

4THJUL- [Participant did not return results for this question.]
5562

4XXRHK- EmergencyServices.Winchestertonfieldville.org
5561

4777PR- EmergencyServices.Winchestertonfieldville.org
5561

6KNFKX- EmergencyServices.Winchestertonfieldville.org
5561

6RLGDW-  EmergencyServices.Winchestertonfieldville.org
5561

78YYBQ- EmergencyServices.Winchestertonfieldville.org
5561
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Question 5 - Examination Questions

WebCode

Test Response

7M6APW-  EmergencyServices.Winchestertonfieldville.org
5561

7WAG6W-  EmergencyServices.Winchestertonfieldville.org
5561

7WV3RK- EmergencyServices.Winchestertonfieldville.org
5561

8ED4KS3- EmergencyServices.Winchestertonfieldville.org
5562

8LRYCP- EmergencyServices.Winchesteronfieldville.org
5561

8P8Q2X- EmergencyServices.Winchesteronfieldville.org
5561

8RFVA4L- EmergencyServices.Winchestertonfieldville.org
5561

8W78WW-  EmergencyServices.Winchestertonfieldville.org
5562

98N78Y- EmergencyServices. Winchestertonfieldville.org
5561

9J6THK- EmergencyServices.Winchestertonfieldville.org
5561

9QMRX6-  EmergencyServices.Winchestertonfieldville.org
5561

9XFKVP- EMERGENCYSERVIC EmergencyServices.Winchestertonfieldville.org
5562

AN93XR- EMERGENCYSERVIC

5561

AXDBED- EmergencyServices.Winchestertonfieldville.org
5562

AXFVBT- EmergencyServices.Winchestertonfieldville.org
5561

B2ACZR- EmergencyServices.Winchestertonfieldville.org
5562

BA4FBG- EmergencyServices.Winchestertonfieldville.org
5561

BPGNBK- EmergencyServices.Winchestertonfieldville.org
5562

BVMG7F-  EmergencyServices.Winchestertonfieldville.org
5561

BXTTXP- EmergencyServices.Winchestertonfieldville.org
5561

CCXUMK-  EmergencyServices.Winchestertonfieldville.org
5561

CPQ4TQ-  EmergencyServices.Winchestertonfieldville.org
5561
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WebCode

Test Response

D3AZER- EmergencyServices.Winchestertonfieldville.org
5561

D3MR2K- EmergencyServices.Winchestertonfieldville.org
5561

D7C7PK- EmergencyServices.Winchestertonfieldville.org
5562

DB8QG3R-  EmergencyServices.Winchestertonfieldville.org
5561

DCKG7E-  EMERGENCYSERVICES.WINCHESTERTONFIELDVILLE.ORG
5561

DKUYDR- EmergencyServicesWinchestertonfieldville.org
5561

DKVPRL- EmergencyServices. Winchestertonfieldville.org
5562

DPA82Q-  EmergencyServices.Winchestertonfieldville.org
5561

DTN8XH- EmergencyServices. Winchestertonfieldville.org
5562

DXKMTK- EmergencyServices.Winchestertonfieldville.org
5561

EJD6CG- EmergencyServices.Winchestertonfieldville.org
5561

EJK3WT- EmergencyServices.Winchestertonfieldville.org
5561

EMTM9G-  EmergencyServices.Winchesterfonfieldville.org
5561

F3TPTL- EmergencyServices.Winchestertonfieldville.org
5561

F7/NG2H-  EmergencyServices.Winchesterfonfieldville.org
5561

FG6CVYN-  EmergencyServices.Winchestertonfieldville.org
5561

FT8J39- EmergencyServices.Winchestertonfieldville.org
5561

G6U6KA-  EmergencyServices.Winchestertonfieldville.org
5561

G9BD99-  EmergencyServices.Winchestertonfieldville.org
5561

G9PQLK- EmergencyServices.Winchestertonfieldville.org
5561

GALGEK-  EmergencyServices.Winchestertonfieldville.org
5562

GMPPAG-  EmergencyServices.Winchestertonfieldville.org
5561
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WebCode

Test Response

H3X34J- EmergencyServices.Winchestertonfieldville.org
5561

HAWCD- EmergencyServices.Winchestertonfieldville.org
5562

HFM3VL- [Participant did not return results for this question.]
5562

HGE2AK- EmergencyServices.Winchestertonfieldville.org
5561

HMQYPK-  EmergencyServices.Winchestertonfieldville.org
5561

HTB6DE- EmergencyServices.Winchestertonfieldville.org
5562

HVJ3Y9- EmergencyServices. Winchestertonfieldville.org
5561

HYHLVF- EmergencyServices.Winchestertonfieldville.org
5561

J3FCTE- EmergencyServices. Winchestertonfieldville.org
5561

J49DM9- EmergencyServices.Winchestertonfieldville.org
5561

JFURCD- EmergencyServices.Winchestertonfieldville.org
5561

JPAH22- EmergencyServices.Winchestertonfieldville.org
5562

JXAZDE- EmergencyServices.Winchestertonfieldville.org
5561

JXHVGK- EmergencyServices.Winchestertonfieldville.org
5561

K3WXT8- EmergencyServices.Winchestertonfieldville.org
5562

KA94ED- EmergencyServices.Winchestertonfieldville.org
5562

KCQD3T-  EmergencyServices.Winchestertonfieldville.org
5561

KMHPR4- EmergencyServices.Winchestertonfieldville.org
5561

LBJ6ZC- EmergencyServices. Winchestertonfieldville.org
5562

LMDLPD- |EMERGENCYSERVICE

5561

LRM3Y2- EmergencyServices.Winchestertonfieldville.org
5562

LWKE3D- |Winches’rer‘ronfieldvi||e_Fire

5561
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WebCode

Test Response

MCQS8YF-  EmergencyServices.Winchestertonfieldville.org
5561

MDB8AY2-  EmergencyServices.Winchestertonfieldville.org
5561

MK6QJE- EmergencyServices.Winchestertonfieldville.org
5561

MR47EE- EmergencyServices.Winchestertonfieldville.org
5562

MV6ASL- EMERGENCYSERVIC

5561

N9Q2B2-  EmergencyServices.Winchestertonfieldville.org (EMERGENCYSERVIC)
5562

NH83FA- EmergencyServices.Winchestertonfieldville.org (EMERGENCYSERVIC)
5562

NNQD78-  EmergencyServices.Winchestertonfieldville.org
5561

NPUPBF- EmergencyServices.Winchestertonfieldville.org
5562

NQ7BB3-  EmergencyServices.Winchesteronfieldville.org
5561

P3EHKS- EmergencyServices.Winchestertonfieldville.org
5562

P3ER7C- EmergencyServices.Winchestertonfieldville.org
5561

P6NMZG-  EmergencyServices.Winchestertonfieldville.org
5561

PE6GA4X- EmergencyServices.Winchestertonfieldville.org
5561

PYKJIC4- EmergencyServices. Winchestertonfieldville.org
5561

Q4ZTN7-  EmergencyServices.Winchesteronfieldville.org
5562

Q73JRN- EmergencyServicesWinchestertonfieldville.org
5561

RBARA4- EmergencyServices.Winchestertonfieldville.org
5561

RE7DZL- EmergencyServices.Winchestertonfieldville.org
5561

RUTBQS- EmergencyServices.Winchestertonfieldville.org
5561

RY7A78- Winchestertonfieldville_Fire

5561

RZKKZ7- EmergencyServices.Winchestertonfieldville.org
5562
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WebCode

Test Response

TOUAE6- EmergencyServices.Winchestertonfieldville.org
5561

TH2XG4- Not in scope

5562

TTGXLB- EmergencyServices.Winchestertonfieldville.org
5561

U8973A- Emergency Services.Winchestertonfieldville.org
5561

UEQLM7-  EmergencyServices.Winchestertonfieldville.org
5561

UEWNPX- EmergencyServices.Winchestertonfieldville.org
5561

UGNM4W-  EmergencyServices.Winchestertonfieldville.org
5561

ULHG2X- EmergencyServices.Winchestertonfieldville.org
5561

UPTW39- EmergencyServices. Winchestertonfieldville.org
5562

UUAG6Q9-  EmergencyServices.Winchestertonfieldville.org
5561

UZQMYA-  EmergencyServices.Winchestertonfieldville.org
5562

V66XC6- EmergencyServices.Winchestertonfieldville.org
5562

V82HUJ- EmergencyServices.Winchestertonfieldville.org
5561

VXLE?6- EmergencyServices.Winchestertonfieldville.org
5561

VYTW7Z- EmergencyServices.Winchestertonfieldville.org
5561

W447WA-  |Emergency Services

5561

WB84Q8-  EmergencyServices.Winchestertonfieldville.org
5561

WBPY99- EmergencyServices.Winchestertonfieldville.org
5561

WFVT36- EmergencyServices.Winchestertonfieldville.org domain
5561

WH6VY2-  EmergencyServices.Winchestertonfieldville.org
5561

WL2PNP- EmergencyServices.Winchestertonfieldville.org
5561

WL4AK7- EmergencyServices.Winchestertonfieldville.org
5562
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WebCode

Test Response

WQGWCP- EmergencyServices.Winchestertonfieldville.org
5562

X2AZR3- EMERGENCYSERVIC

5561

X3NFAB- EmergencyServices.Winchestertonfieldville.org
5561

X62GKW-  EmergencyServices.Winchestertonfieldville.org / EMERGENCYSERVIC
5561

X84 MXA- EmergencyServices.Winchestertonfieldville.org
5561

XDQM3P-  EmergencyServices.Winchestertonfieldville.org
5561

XDT8Y6- EmergencyServices.Winchestertonfieldville.org
5562

XLP32A- EmergencyServices.Winchestertonfieldville.org
5562

XQXJAX- EmergencyServices.Winchestertonfieldville.org
5561

Y2PJCZ- EmergencyServices.Winchestertonfieldville.org
5561

Y8WZT2- EmergencyServices.Winchestertonfieldville.org
5561

YZKQWX- EmergencyServices.Winchestertonfieldville.org
5561

Z4GR62- |EMERGENCYSERVIC **SEE Additional Comments**
5562

Z4PAVK- CN=COMPANY-13,CN=Computers,DC=EmergencyServices, DC=Winchestertonfieldville, DC=org
5561

ZBUGRZ-  [lan

5561

ZEU2MZ- EmergencyServices.Winchestertonfieldville.org
5562

ZF7RW4- EmergencyServices.Winchestertonfieldville.org
5561

ZN4C6R- EmergencyServices.Winchestertonfieldville.org
5561

ZQAURL- EmergencyServices.Winchestertonfieldville.org
5562

ZU7QJ2- EmergencyServices.Winchestertonfieldville.org
5561

ZWABN2-  EmergencyServices.Winchestertonfieldville.org
5562
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Question 5 - Examination Questions

Question 5: To what domain was this computer joined?

Consensus Result:

EmergencyServices.Winchestertonfieldville.org and slight variations if it was easily determined to be a typographical
error.
Manufacturer's Response Explanation:

Windows domain membership system information is found in the System registry at
C:\Windows\System32\Config\System: \CurrentControlSef\Services\Tcpip\Parameters\Domain.
Manufacturer's Response lllustration:

X-ways registry view showing domain information

o
i SystemEventsBroker Mame Type Walus
H TapiSrv 25| Default) REG_SZ (value not set)
= (Tepip 20| DataBasePath REG_EXPAN... SSystemBoot¥\System3drivers\ete
_ILinkage L Domain EmergencySenvices Winchestertanfieldville.org
IParameters i ForwardBroadcasts REG_DWORD  OCx000R0000 (0)
+ lAdapters S Damain REG_SZ mshome,net
+/_|DNSRegisteredAdapters | u|pEnableRouter REG_DWORD  0x00000000 (0)
H - interfaces st MameServer REG_SZ
NEiObjactsacurity HsyncDomainWithMembership REG_DWORD  0x0DD00D01 (1)
— PE_rS'ﬂE'”mc""ies 25N Hostname REG_SZ Company-13
H I Winsock sHHosthame REG_SZ Company-13
Autopsy registry view showing domain information
Text Application File Metadata OS Account Data Artifacts Analysis Results  Conte
+-_ TapiSrv ~Metadata
=|- 5l Tcpip Name: Domain
+-_ Linkage Type: REG_SZ
—i Parameters
; ~Value
+_ Adapters

DNSRegisteredAdapters EmergencyServices.Winchestertonfieldville.org

Interfaces
- #® NsiObjectSecurity
- # PersistentRoutes
+- Winsock
- @ DataBasePath
—
e .-,

ForwardBroadcasts
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Question 6 - Examination Questions

Question 6: What warning banner / legal notice text was displayed to users at the Windows logon
screen? Provide the first two sentences of the warning.

Manufacturer's This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal
Response: computer systems are provided for official use only.

WebCode

Test Response

28NKRK- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

2BXEJB- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

2EUC34- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only

2UIN7X- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

2XN36N- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

36GUPN-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

3CH2GJ- [Participant did not return results for this question.]

5562

3DBUC3-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

3KOLKW- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

3LM236- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only. All data contained on department computer systems is owned by the

department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and
disclosed in any manner. Users have no expectation of privacy on this system!

483YXK- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

49DVEJ- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

4K6LX2- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

4L6CCW-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

4P6N9W-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

4THJUL- [Participant did not return results for this question.]

5562

4XXRHK- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

4777PR- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

6KNFKX- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.
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Question 6 - Examination Questions

WebCode
Test
6RLGDW-
5561

78YYBQ-
5561

7M6APW-
5561

7WAG6W-
5561

7WV3RK-
5561

8ED4K3-
5562

8LRYCP-
5561

8P8Q2X-
5561

8RFV4L-
5561

8W78WW-
5562

98N78Y-
5561

9J6THK-
5561

9QMRX6-
5561

9XFKVP-
5562

AN93XR-
5561

AXDBED-
5562

AXFVBT-
5561

B2ACZR-
5562

BA4FBG-
5561

BPGNBK-
5562

BVYMG7F-
5561

BXTTXP-
5561

Response

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only

Test 24-5561/2

Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems

Winchestertonfieldville municipal computer systems

This is a Winchesterertonfieldville municipal computer system. Winchestertonfieldville municipal computer

systems are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only. All data contained o

Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems
n department computer systems is owned by the

department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and

disclosed in any manner.

This is a Winchestertonfieldville municipal computer system
provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

. Winchestertonville municipal computer systems are
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems
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Question 6 - Examination Questions

WebCode
Test Response

CCXUMK-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

CPQ4TQ-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

D3A9ER- *EWARNING**** This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal

5561 computer systems are provided for official use only. All data contained on department computer systems is
owned by the department and all use may be monitored, intercepted, recorded, read, copied, or captured in any
manner, and disclosed in any manner. Users have no expectation of privacy on this systeml..

D3MR2K-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.
D7C7PK- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

DB8QG3R-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

DCKG7E-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

DKUYDR- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

DKVPRL- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

DPA82Q-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

DTN8XH- HHEEWARNING*** - This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville

5562 municipal computer systems are provided for official use only. All data contained on department computer

systems is owned by the department and all use may be monitored, intercepted, recorded, read, copied, or
captured in any manner, and disclosed in any manner. Users have no expectation of privacy on this system!"
Whether "****WARNING***" counts as a sentence is debatable. Also, whilst | have included the paragraph
above, technically, the two sentences are, 1: This is a Winchestertonfieldville municipal computer system. And,
2: Winchestertonfieldville municipal computer systems are provided for official use only.

DXKMTK- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

EJD6CG-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

EJK3WT- “This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only. All data contained on department computer systems is owned by the

department and all use may be n onifored, infercepfed, recorded, reod, copied, or copfured in any manner, and
Y y
disclosed in any anner.”

EMTM9G-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

F3TPTL- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

F7/NG2H-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

FG6CVYN-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

FT8J39- Banner - **WARNING*** Legal Notice - This is a Winchestertonfieldville municipal computer system.

5561 Winchestertonfieldville municipal computer systems are provided for official use only.
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WebCode
Test

G6U6KA-
5561

G9BD99-
5561

G9PQLK-
5561

GALGEK-
5562

GMPPAG-
5561

H3X34J-
5561

HAVVCD-
5562

HFM3VL-
5562

HGE2AK-
5561

HMQYPK-
5561

HTB6DE-
5562

HVJ3Y9-
5561

HYHLVF-
5561

J3FCTE-
5561

J49DM9-
5561

JFURCD-
5561

JPAH22-
5562

JXAZDE-
5561

JXHVGK-
5561

K3WXT8-
5562

KA94ED-
5562

KCQD3T-
5561

Response

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

[Participant did not return results for this question.]

Test 24-5561/2

Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems

Winchestertonfieldville municipal computer systems

"This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems

are provided for official use only."

This is a Winchesterfonfieldville municipal computer system

. Winchestertonfieldville municipal computer systems

are provided for official use only. All data contained on department computer systems is owned by the
department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and
disclosed in any manner. Users have no expectation of privacy on this system!

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is a Winchestertonfieldville municipal computer system.

are provided for official use only.

This is Wincherstertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

. Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Wincherstertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems
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WebCode

Test Response

KMHPR4-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

LBJ6ZC- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

LMDLPD- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

LRM3Y2- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

LWKE3D- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

MCQ8YF-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

MDB8AY2-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

MK6QJE-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only. All data contained on department computer systems is owned by the

department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and
disclosed in any manner. Users have no expectation of privacy on this system!

MR47EE- “This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for oficial use only”.

MV6A9L- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

N9Q2B2-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

NH83FA- This is a Winchestertonville municipal computer system. Winchestertonville municipal computer systems are
5562 provided for official use only.

NNQD78-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

NPUPBF- This is a Winchesterfonfieldville municipal computer system. Winchestertonfieldville municipal computer systems

5562 are provided for official use only.

NQ7BB3-  “This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.”

P3EHKS- This is a Winchesterfonfieldville municipal computer system. Winchestertonfieldville municipal computer systems

5562 are provided for official use only.

P3ER7C- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems

5561 are provided for official use only.

P6NMZG-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems

5561 are provided for official use only. All data contained on department computer systems is owned by the

department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and
disclosed in any manner. Users have no expectation of privacy on this system!

PE6G4X- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.
PYKJC4- This is a Winchesteronfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.
Q4ZTN7-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only
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Question 6 - Examination Questions

WebCode
Test

Q73JRN-
5561

RBARA4-
5561

RE7DZL-
5561

RUTBQS8-
5561

RY7A78-
5561

RZKKZ7 -
5562

TOUAE6-
5561

TH2XGA4-
5562

TTGXLB-
5561

U8973A-
5561

UEQLM7-
5561

UEWNPX-
5561

UGNM4W-
5561

ULHG2X-
5561

UPTW39-
5562

UUA6Q9-
5561

UZQMYA-
5562

V66XC6-
5562

V82HUJ-
5561

VXLE96-
5561

VYTW7Z-
5561

Response

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

Not in scope

This is a Winchestertonfieldville municipal computer system
are provided for official use only

Test 24-5561/2

. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems

This is a Winchestertonfieldwille municipal computer system.Winchestertonfieldwille municipal computer systems

are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system

. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems

are provided for official use only. All data contained on department computer systems is owned by the
department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and

disclosed in any manner.

This is a Winchestertonfieldville municipal computer system
are provided for official use only

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system
are provided for official use only.

This is a Winchestertonfieldville municipal computer system

. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems
. Winchestertonfieldville municipal computer systems

. Winchestertonfieldville municipal computer systems

are provided for official use only. All data contained on department computer systems is owned by the
department and all use may be monitored, intercepted, recorded, read, copied, or captured in any manner, and
disclosed in any manner. Users have no expectation of privacy on this system!
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 6 - Examination Questions

WebCode
Test

W447WA-
5561

WB84Q8-
5561

WBPY99-
5561

WFVT36-
5561

WH6VY2-
5561

WL2PNP-
5561

WL4AK7 -
5562

WQGWCP-
5562

X2AZR3-
5561

X3NFAB-
5561

X62GKW-
5561

X84MXA-
5561

XDQM3P-
5561

XDT8Y6-
5562

XLP32A-
5562

XQXJAX-
5561

Y2PJCZ-
5561

Y8WZT2-
5561

YZK9WX-
5561

Z4GR62-
5562

Z4PAVK-
5561

ZBUQRZ-
5561

Response

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

Test 24-5561/2

Winchestertonfieldville municiplal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems

Winchestertonfieldville municipal computer systems

*EWARNING*** This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal
computer systems are provided for official use only. All data contained on department computer systems is
owned by the department and all use may be monitored, intercepted, recorded, read, copied, or captured in any
manner, and disclosed in any manner. Users have no expectation of privacy on this system!

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

This is a Winchestertonfieldville municipal computer system.
are provided for official use only.

Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems
Winchestertonfieldville municipal computer systems

Winchestertonfieldville municipal computer systems
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 6 - Examination Questions

WebCode
Test Response

ZEU2MZ-  This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

ZF7RW4- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only

ZN4C6R- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

ZQAURL- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5562 are provided for official use only.

ZU7QJ2- This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems
5561 are provided for official use only.

ZWABN2-  [***WARNING***

5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 6 - Examination Questions

Question 6: What warning banner / legal notice text was displayed to users at the Windows logon screen?

Provide the first two sentences of the warning.
Consensus Result:

"This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal computer systems are
provided for official use only." Any slight variation of this response was disregarded as an outlier if it was easily

determined to be a typographical error or additional text from the notice.

Manufacturer's Response Explanation:

Windows warning banner and legal notice text is stored in the SOFTWARE registry at
C:\Windows\System32\Config\SOFTWARE: \Microsof\Windows\CurrentVersion

\Policies\System\legalnoticecaption and legalnoticetext.
Manufacturer's Response lllustration:

logon screenshot

****WARNI NG***

This is a Winchestertonfieldville municipal computer system. Winchestertonfieldville municipal
computer systems are provided for official use only. All data contained on department
computer systems is owned by the department and all use may be monitored, intercepted,
recorded, read, copied, or captured in any manner, and disclosed in any manner. Users have

no expectation of privacy on this system!

X-ways registry view showing domain information

5
Y

_ | MonEnum Mame

_ | Servicing sbllegalnoticecaption
+ _|System S leqalno

PowerEfficiencyDiagnostics | %ilscforceoption

t | PrecisionTouchPad

PreviewHandlers Logical value size: 804

Privacy

1 IPropertySystem

I Praximity

+ | PushMotifications

+ | Reliability

+_Jrempl

+|ReservelManaaer
|

02/19/2024 13:53:43.3 -5 2.1 KB SOFTWARE (ROOT)\MicrosoftiWindows\CurrentVersion\Policies\System

Type Value
REG_5Z FEEEWARMNIN G
REG_DWGRD
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 6 - Examination Questions

Autopsy registry view showing legal notice information

SOFTWARE 2024-03-13 23:01:54 EDT
DEFAULT 2024-03-13 23:01:53 EDT
SECURITY 2024-03-13 23:01:53 EDT
SYSTEM 2024-03-13.23:01:53 EDT
FEEEseeeeeee
Hex Text Application File Metadata OS Account [ata Artifacts Analysis ilts Context Annotations
I + Personalization { Metadata
+_ PhotoPropertyHandler | Name: System
T Plaﬁeadl" Number of subkeys: 2
ol P':‘I'E‘E's_ | Number of values: 21
% ActiveDesktop | Modification Time: 2024-02-19 18:53:43 GMT+00:00
* Attachments I
+ DataCaollection Values
¥ Explorer MName Type Value
o Ext
- N SupportFull TrustStartupTasks REG_DWOR... | 0x00000001 {1)
1 B e nicin SupportUwpStartupTasks FEG_DWOR.. | Ox00000001 (1)
Eay— g ValidateAdminCodeSignatures | REG_DWOR.... | 0x00000000 {0)
W STETY .
Po rEﬂ‘i encyDiagnasti dantdisplaylastusername REG_DWOR.. | 0x00000000 (M)
2§ pmiision;nuccgpa;g RN (< inoticecaption REG_SZ e WARNING*=*
L om Pl el legalnoticetext REG_SZ This is a Winchest
d scforceoption REG DWOR... | Dx00000000 (M
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 7 - Examination Questions

Question 7: What time zone was this computer configured to display? (Provide answer as name,
e.g., Mountain Daylight Time)

Manufacturer's Pacific Time
Response:

WebCode

Test Response

28NKRK- Pacific Standard Time
5561

2BXEJB- Pacific Standard Time
5561

2EUC34- Winchestertonfieldville Fire
5562

2UJN7X- Pacific Standard Time
5562

2XN36N- Pacific Standard Time
5561

36GUPN-  Pacific Daylight Time

5561

3CH2GJ- [Participant did not return results for this question.]
5562

3DBUC3-  Pacific Standard Time
5561

3KILKW- Pacific Standard Time
5561

3LM236- Pacific Standard Time
5561

483YXK- Pacific Daylight Time

5561

49DVEJ- Pacific Standard Time
5561

4K6LX2- Pacific Daylight Time

5561

4L6CCW-  Pacific Standard Time
5562

4P6N9W-  Pacific Standard Time
5561

4THJUL- [Participant did not return results for this question.]
5562

4XXRHK- Pacific Daylight Time (-7 hrs (0x01A4))
5561

4777PR- Pacific Daylight Time

5561

6KNFKX- Pacific Standard Time
5561

6RLGDW-  Pacific Daylight Time (-420)
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 7 - Examination Questions

WebCode

Test Response
78YYBQ- Pacific Daylight Time
5561

7M6APW-  Pacific Standard Time
5561

7WAG6W-  Pacific Standard Time
5561

7WV3RK- Pacific Standard Time
5561

8ED4K3- Pacific Standard Time
5562

8LRYCP- Pacific Standard Time
5561

8P8Q2X- Pacific Standard Time
5561

8RFVA4L- Pacific Standard Time
5561

8W78WW-  Pacific Daylight Time
5562

98N78Y- Pacific Standard Time
5561

9J6THK- Pacific Standard Time
5561

9QMRX6-  Pacific Daylight Time
5561

9XFKVP- Pacific Standard Time
5562

AN93XR- Pacific Standard Time
5561

AXDBED- Pacific Daylight Time
5562

AXFVBT- America/New York (Eastern Standard time)
5561

B2ACZR- Pacific Standard Time
5562

BA4FBG- Pacific Standard Time
5561

BPGNBK-  (UTC-08:00) Pacific Time (US & Canada)
5562

BVMG7F- Pacific Standard Time
5561

BXTTXP- Pacific Daylight Time
5561

CCXUMK-  Pacific Daylight Time
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 7 - Examination Questions

WebCode

Test Response
CPQ4TQ-  Pacific Standard Time
5561

D3AQER- Pacific Standard Time
5561

D3MR2K- Pacific Standard Time
5561

D7C7PK- Pacific Standard Time (UTC-08:00) Pacific Time (US & Canada)
5562

D8QG3R-  Pacific Standard Time
5561

DCKG7E-  Pacific Standard Time
5561

DKUYDR- Pacific Standard Time
5561

DKVPRL- Pacific Standard Time
5562

DPA82Q- Pacific Standard Time
5561

DTN8XH- Pacific Daylight Time
5562

DXKMTK- Pacific Standard Time
5561

EJD6CG- Pacific Standard Time
5561

EJK3WT- Pacific Standard time
5561

EMTM9G-  Pacific Standard Time
5561

F3TPTL- Pacific Standard Time
5561

F/NG2H-  Pacific Standard Time
5561

FG6CVN-  Pacific Standard Time
5561

FT8J39- Pacific Standard Time
5561

G6U6KA-  Pacific Daylight Time
5561

G9BD99-  Pacific Daylight Time
5561

G9PQLK- Pacific Standard Time
5561

GALGEK- Pacific Standard Time
5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 7 - Examination Questions

WebCode

Test Response
GMPPAG-  Pacific Daylight Time
5561

H3X34J- Pacific Standard Time
5561

HAWCD-  Pacific Standard Time
5562

HFM3VL- [Participant did not return results for this question.]
5562

HGE2AK-  Pacific Daylight Time
5561

HMQYPK-  Pacific Standard Time
5561

HTB6DE- Pacific Daylight Time
5562

HVJ3Y9- Pacific Daylight Time
5561

HYHLVF- Pacific Standard Time
5561

J3FCTE- Pacific Daylight Time
5561

J49DM9- Pacific Standard Time
5561

JFURCD- Pacific Daylight Time
5561

JPAH22- Pacific Standard Time
5562

JXAZDE- Pacific Standard Time
5561

JXHVGK- Pacific Daylight Time
5561

K3WXT8- Pacific Standard Time
5562

KA94ED- (UTC-08:00) Pacific Time (US & Canada)
5562

KCQD3T-  Pacific Standard Time
5561

KMHPR4- Pacific Time

5561

LBJ6ZC- Pacific Daylight Time (PDT/PST)
5562

LMDLPD- Pacific Daylight Time
5561

LRM3Y2- Pacific Standard Time
5562
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Question 7 - Examination Questions

WebCode

Test Response
LWKE3D- Pacific Standard Time
5561

MCQ8YF-  Pacific Standard Time
5561

MDB8AY2- Pacific Standard Time
5561

MK6QJE- Pacific Standard Time
5561

MR47EE- Pacific Daylight Time (Pacific Standard Time)
5562

MV6A9L- Pacific Daylight Time
5561

N9Q2B2-  Pacific Standard Time
5562

NH83FA- Pacific Daylight Time
5562

NNQD78-  Pacific Daylight Time
5561

NPUPBF- Pacific Standard Time
5562

NQ7BB3-  Pacific Standard Time
5561

P3EHKS8- Pacific Standard Time
5562

P3ER7C- Pacific Standard Time
5561

PO6NMZG-  Pacific Standard Time
5561

PE6GA4X- Pacific Standard Time, -420
5561

PYKJC4- Pacific Standard Time
5561

Q4ZTN7- Pacific Standard Time
5562

Q73JRN- Pacific Standard Time
5561

RBARA4- Pacific Daylight Time
5561

RE7DZL- Pacific Daylight Time
5561

RUTBQ8- Pacific Standard Time
5561

RY7A78- Pacific Standard Time
5561
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Question 7 - Examination Questions

WebCode

Test Response
RZKKZ7- Pacific Daylight Time
5562

TOUAE6- Pacific Daylight Time
5561

TH2XGA4- Not in scope

5562

TTGXLB- (UTC-08:00) Pacific Time (US & Canada)
5561

U8973A- Pacific Daylight Time
5561

UEQLM7-  Pacific StandardTime
5561

UEWNPX-  Pacific Daylight Time
5561

UGNM4W-  Pacific Standard Time
5561

ULHG2X- Pacific Daylight Time
5561

UPTW39- Pacific Standard Time
5562

UUA6Q9-  Pacific Standard Time
5561

UZQMYA-  Pacific Standard Time
5562

V66XC6- Pacific Standard Time
5562

V82HUJ- Pacific Standard Time
5561

VXLE96- Pacific Standard Time
5561

VWTW7Z- Pacific Standard Time
5561

W447WA-  Pacific Standard Time
5561

WB84Q8- |Winchesfer‘ronfieldvi||e_Fire
5561

WBPY99- (UTC-08:00) Pacific Time (US & Canada)
5561

WEFVT36- Pacific Daylight Time
5561

WH6VY2- Pacific Standard Time
5561

WL2PNP- Pacific Standard Time
5561
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Question 7 - Examination Questions

WebCode

Test Response
WL4AK?7 - Pacific Standard Time
5562

WQGWCP-  Pacific Standard Time
5562

X2AZR3- Pacific Standard Time
5561

X3NFAB- Pacific Daylight Time
5561

X62GKW-  Pacific Standard Time
5561

X84 MXA- Pacific Standard Time
5561

XDQM3P-  Pacific Standard Time
5561

XDT8Y6- Pacific Standard Time - This is in the registry with the key "Current offset (-8)". All forenisc tools just report it as
5562 "Pacific Time". Registry "TimeZonelnformation" key also shows Pacific Standard Time.
XLP32A- Pacific Standard Time(US&Canada)
5562

XQXJAX- Pacific Standard Time
5561

Y2PJCZ- Pacific Daylight Time
5561

Y8WZT2- Pacific Standard Time
5561

YZK9WX- Pacific Daylight Time
5561

Z4GR62- Pacific Standard Time
5562

Z4PAVK- Pacific Standard Time
5561

ZBUQRZ-  Pacific Daylight Time
5561

ZEU2MZ- Pacific Standard Time
5562

ZF7RW4- Pacific Standard Time
5561

ZN4C6R- Pacific Standard Time
5561

ZQA4URL- (UTC-08:00) Pacific Time (US & Canada)
5562

ZU7QJ2- Pacific Daylight Time
5561

ZWABN2-  Pacific Daylight Time
5562
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Question 7 - Examination Questions

Question 7: What time zone was this computer configured to display? (Provide answer as name, e.g.,
Mountain Daylight Time)

Consensus Result:

Pacific Time and any variations representing similar information.

Manufacturer's Response Explanation:

Windows time zone setting information is found in the SYSTEM registry hive at
C:A\Windows\System32\Config\SYSTEM:ControlSet00 1\Control\TimeZonelnformation.
Manufacturer's Response lllustration:

X-ways registry view showing time zone information

¥ Registry Viewer
StorPort Mame Type Value
¢ _1StorVsp a{Default) REG_SZ {value not set)
+]5tSec 11| Bias REG_DWORD 0x000001ED (480)
t_15ystemResources i DaylightBias REG_DWORD OxFFFFFFCA (4294967236
+ITabletPC 25 DaylightMame REG 52 imtzres.dll,-211
*/_iTerminal Server i DaylightStart REG_BINARY 00 00 03 00 02 00 02 00 0

iTimeZonelnformation N et N -IEN REG_DWORD 0x00000000 (0)
—ITpm s StandardMame REG_5Z @tzres.dll,-212
Ubpm siStandardStart REG_BINARY 00 00 OB 00 01 00 02 000
* _IUnitedVideo siTimeZoneKeyName REG_SZ {Pacific Standard Time |
HEJUSB 4 DynamicDaylightTimeDisabled ~ REG_DWORD  0x00000000 (0)
*lusbflags i ActiveTimeBias REG_DWORD (0x000001A4 (420)

+ lushstar

Autopsy registry view showing time zone information
SYSTEM 2024-03-13 23:01:52 EDT  2024-02-16.0
1

Hex Text Application File Metadata OS Account | tifatt ysis F ‘L Annotations
i +- Terminal Server : Metadata
= TimeZanelnformation Naime: TimeZonelnformation
# Bias Mumber of subkeys: 0
& DaylightBias MNumber of values: 10
® DaylightMame Modification Time: 2024-03-11 03:56:07 GMT +00:00
— @ DaylightStart :
@ StandardBias ety
® Standardbame Mame Type Walue
® StandardStart DaylightBias | REG_DWOR.... | Oxffffffcd (4294967236)
® TimeZoneKeyName DaylightMame | REG 52 @tzres.dll,-211
® DynamicDaylightTimeDisabled DaylightStart _REG_BIN 00 00 03 00 02 00 02 00 g
- ® ActiveTimeBias StandardBias | REG_DWCR...| 0x00000000 {0)
e Tpm StandardName  REG_SZ @tzres.dll,-212
* . Ubpm StandardStart | REG_BIN [0 00 OB D0 01 0002 00
¥ UnitedVideo TimeZonekeyMame | REG_57 Parific Standard Time
ol USf’“ DynamicCaylightTimeDisabled | REG DWOR..  TROUOGO00D 0]
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