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Participants were provided with data yielded from an extraction of a smartphone. They were asked to examine the
extracted data and answer scenario-based questions utilizing their own tools and methods. Data were returned from
111 participants and are compiled in the following tables:
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Table 2: Additional Comments 171

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - Android Analysis Test 24-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smartphone. 
Participants were asked to examine the extracted data pertaining to a simulated scenario using their own tools and 
methods.

SAMPLE PREPARATION/VALIDATION
A scripted scenario based upon a death investigation case was created to generate user data on the evidence Android 
device. The execution of the scripted crime took place between 25 November 2023 and 14 January 2024. A Google 
Pixel 5 smartphone was used to perform the activities and generate the intended artifacts.

The phone data was acquired via a file system extraction of the smartphone using Cellebrite software and compiled 
into a zip archive. This file was uploaded to the CTS Portal for participants to download. A MD5 checksum was 
calculated for the file to generate a unique hash value that allows participants to validate the successful download of 
the file.

The validation stage consisted of the examination of the phone data using various tools including Cellebrite PA 7.66, 
Android debug bridge 34.0.5, Autopsy 4.21.0, 7-zip 19, Exiftool 12.05, Windows Powershell 5.1.19041.3930 and 
DB Browser for SQLite version 3.12.2. 

VERIFICATION: Results from the predistribution laboratories were reviewed and certain questions were rephrased as 
necessary. Several forensic software tools were utilized during the validation of this test. CTS does not endorse any 
particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

The subject phone was discovered near the body of an unidentified woman found deceased at the bottom of a 
staircase. The device was submitted to your lab to determine, to the extent possible, the woman’s identity and the 
events before her death.
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Manufacturer's Information, continued

 Manufacturer ' s Responses Question

1  Within the zip folder titled  " pixel 5 . tar - 001 "  downloaded for this test is a file titled  " pixel 5 . tar "  which has a 
 SHA - 1  hash of   5 de 10 dd 021 ca 0611 db 11 d 9049 e 97 cbcdc 4 c 5 bac 9 .  Provide the SHA - 256  hash of pixel 5 . tar 
 ( not the zip folder ).
AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D

2  What is  ( major )  version number of the Android operating system running on this phone  ( integer ) ?
14

3  What is the set time zone for this phone ?  ( Provide answer in the format Continent / City ,  e . g . “Europe /Kiev” ).
America/New_York

4  What is the phone number CURRENTLY in service on this device ?
18262047741

5 Provide the device owner’s  ( first and last )  name  ( as registered in the Google account ).
Kerry Kennedy

6  What is the account name  ( email address ) for this device’s google . com backup account ?
kerrykennedy365@gmail.com

7  What is the password for the Wi - Fi hotspot named Pixel _ 1835  with MAC address  9 e : 04 : 73 : f 4 : bc : 86 ?
yourmomspassword

8  What is the name of the Bluetooth device with MAC Address  44 : eb : 2 e : 70 : 1 a : 15 ?
Uconnect-P00500

9 What contact has the term “occidentalis” as a note in their contact card ?
Jack Thomas

10  Describe the content of the photograph associated with the contact  ( referenced in question  # 9 ) with the term 
“occidentalis” as a note in their contact card ?
Owl

11  From what phone number did the device RECEIVE an sms message on  12 / 19 / 2023  UTC + 0  ( December  19 , 
 2023 ) ?
+18056490409

12 What is the user’s username  ( email address )  for the tinder app ?
kerrykennedy365@gmail.com

13**  What was the last _ activity _ date for the Tinder app ?  Provide your date response based on the 
 device - local - time using the date picker .  The date picker will present the date in this format :  YYYY - MM - DD .
2024-01-13

14  Provide the FULL text of the tinder message received  1 / 12 / 2024  ( January  12 ,  2024 )  5 : 32 : 21  PM ( UTC + 0 )
“Hi K! What's been the best part of your week so far?”

15  What terms did the user search on Google  1 / 12 / 2024  ( January  12 ,  2024 )  3 : 02 : 07  AM  ( UTC + 0 ) ?
safe tinder date
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Manufacturer's Information, continued

 Manufacturer ' s Responses Question

16  On what date  ( START )  was the user scheduled to go on vacation ?  ( Provide date in YYYY - MM - DD using the 
 date picker .)
2024-07-14

17  What contact name is associated with the phone number  757 - 384 - 0929 ?
Cindy

18  What does the call log database show as the duration  ( length of time )  for the call from Mike Bosserman ?
00:00:50

19  What address did the user store as their home address in Google Maps ?  ( Provide full address )
3101 S Manchester St, Falls Church, VA 22044

20  What is the SHA 256  hash of the file with MD 5  hash  75 bb 3 c 93 b 66294 f 328 ef 417 fbd 619198  ( or SHA 1 
 392036 a 27 d 3 e 7 f 0 ea 32 d 975 d 51 c 214 da 4 ed 942 d 5 ) ?
8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87

21  Provide the content of the LAST WhatsApp message received by the user ?
“You wanna head outside and maybe walk for a bit. It’s too crowded and loud inhere for conversation”

22 What was the subject of the email received in the owner’s Gmail account on  1 / 13 / 2024  ( January  13 ,  2024 ) 
 7 : 36 : 22  PM  ( UTC + 0 ) ?
Security Alert

23  Provide the GPS altitude  ( in meters above sea level )  for PXL _ 20240110 _ 021227487 . jpg .
1596.2

24  What kind of file  ( media type ,  file type ,  MIME type ,  content type )  is the file with MD 5  hash 
 3 cc 0731 bdd 38 f 847726 c 5 b 5 d 5 c 579 c 5 d ?
SQLite format 3, or SQLite Database, or Database

25  In what U . S .  city was the device located on January  9 ,  2024 ?
Boulder

26  What was the date and time of the LAST OUTGOING call ?  Provide your response in UTC + 0  using the 
 date / time picker .  Date is presented in YYYY - MM - DD and Time should be in  24 - hour format .
2024-01-13 18:56

27  Provide the name and number of the WhatsApp contact the user communicated with on  1 / 14 / 2024  UTC + 0 
 ( January  14 ,  2024 ) ?
Chris

15714788078

28  On what date and time  ( UTC + 0 ) was the Google Keep note titled “New year’s resolutions” created ?  Provide 
 your response in UTC + 0  using the date / time picker .  Date is presented in YYYY - MM - DD and Time should be 
 in  24 - hour format .
2024-01-02 20:24

29**  What was the LAST location  ( place name )  the user searched for in the Google maps app ?
The Exorcist Steps
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Manufacturer's Information, continued

 Manufacturer ' s Responses Question

30  To where did the user navigate with Google Maps on  1 / 14 / 2024  ( January  14 ,  2024 )  1 : 55 : 52  AM 
 ( UTC + 0 ) ?  Provide your response in latitude ,  longitude using the following format  ## . ####  ( indicate 
 directionality as N or S ) ,  and  ## . ####  ( indicate directionality as E or W ).
38.9054 N, 77.0701 W

31  Provide the path and filename  ( with extension )  to the LAST user - recorded video on  ( by )  this phone .
/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4

32  Describe the content of the last user - recorded video on this phone .
The video shows a view of the camera (and presumably the user) tumbling down a long flight of stairs
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Summary Comments

The purpose of this Mobile Digital Evidence Test is to allow participants to evaluate their proficiency in analyzing digital 

artifacts using their own tools and methods. The participants were provided with a scripted scenario, the data extracted 

from a smartphone, and a series of questions related to the extracted data. Refer to the Manufacturer’s Information for 

preparation details.

The participants were requested to analyze various digital artifacts including: image details, phone and network settings, 

native and third-party applications, communications, web browser history, and Geo-Location information. 

A total of 111 participants returned results for this test. Of the 32 questions that comprised this test, two questions did 

not achieve a consensus response, questions #13 and #29. For question #13, participants were asked to locate and 

report the last activity date for the Tinder app. Approximately 33% of responding participants reported the 

Manufacturer’s response of 2024-01-13, while another 52% reported 2024-01-14. For question #29, participants 

were asked to identify the last location the user searched in the Google maps app. Approximately 59% of responding 

participants reported the Manufacturer’s response of “The Exorcist Stairs” while 26% reported a Glebe Rd address in 

Arlington VA.

Detailed explanations and screenshots of the Manufacturer’s responses can be found within Table 1 under the 

"Manufacturer's Response Explanation" section for each question.

Participants are encouraged to follow their laboratory's policies and procedures when evaluating their responses to 

these proficiency test questions.
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: Within the zip folder titled "pixel5.tar-001" downloaded for this test is a file titled "pixel5.tar" 
which has a SHA-1 hash of  5de10dd021ca0611db11d9049e97cbcdc4c5bac9. Provide the SHA-256 
hash of pixel5.tar (not the zip folder).

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D Manufacturer ' s 
 Response:

ResponseWebCode

50fe654dfad48178caf1093321ef2a86f8b0013333d7394d2MTFA6

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d2N7PMC

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D2WLLD4

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d36AWZ6

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D3FQQ67

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d3Q98XC

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D3QAXC8

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d4LDQ84

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D4YG2R6

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D68MGX4

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d6BQ224

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D6GXHJ6

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D6PBG63

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D6UMHA8

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d6YGC89

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d73BTX8

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D78ZEJZ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d7RTB62

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d7W7ULH

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d8CFHC9

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D8EKT77

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d8QRKQ7

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d8YPCYZ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d92D26X

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D93LELZ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D94BPB8
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d98DMLZ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d9LVFA7

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D9QCNX7

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d9WLDJ7

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394d9YL3QZ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DA2MQHU

af7b1a33a991e13d50fe654dfad48178c8f1093321ef2a8cf8b0013333d7394dA97UPW

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DAP9F7X

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dAUAEP4

SHA256: AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DAX67XZ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dB238B3

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DB2LZ4Y

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DB4U6PZ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DBAQ8JY

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DBH7TR4

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dCBMXBZ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dD4YJ2Y

1. AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DD83QN3

c1f06c4498edfd433779fa0ea2eec4d24ad33b8508d1abbada6103cf9b621612DCWCAT

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dDGP8GR

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DDJFG7Z

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dDMHB9B

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dDPMHM3

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dDUCKAT

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dE2PTBV

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DEBWLPW

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dEYJBDY

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dFBAKBT

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DFBWVA2

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DFEQ3EV

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DGTQ22R
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dHDRNWV

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DHL88FU

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dHT7MBU

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dHYCG7P

c1f06c4498edfd433779fa0ea2eec4d24ad33b8508d1abbada6103cf9b621612JJTX3M

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dJQV78V

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dJZNDBU

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dK4F93R

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dKFAF7N

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dL32W9T

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8LFPYQL

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DLM7GZM

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DM2L2XL

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dM9LCCQ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DMCYC9H

MQ73BQ

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dMT4T9P

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dMVVRMM

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DMZ8Q3M

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dN9J4KH

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DNCYLUM

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dNRVA7R

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dNUHEHQ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DP3R4WP

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dPPKBDP

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DPQUDYN

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DPY92YH

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DQ77D9J

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dQA26GG

c1f06c4498edfd433779fa0ea2eec4d24ad33b8508d1abbada6103cf9b621612QZUC4F

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dR66MUP
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DR7KWTG

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dRGX9ZJ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DRJ6LGL

F7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DRQ8NRD

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dT3BFNH

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DTP8XDH

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dU3QZ9F

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dUGV9YB

SHA256: AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DUYBHYB

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DUYBRKF

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dVA49AG

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dVCF2BB

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dVFVHJF

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dWFVTYJ

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DWVK63D

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dXECB9H

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dXLA3GC

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B10013333D7394DY4AMFC

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dY8QV4B

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DYL73UG

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394DYLPWGC

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dZKCM47

af7b1a33a991e13d50fe654dfad48178caf1093321ef2a86f8b0013333d7394dZTMXBB
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TABLE 1
 Question 1 - Examination Questions

Question 1: Within the zip folder titled "pixel5.tar-001" downloaded for this test is a file titled "pixel5.tar" 
which has a SHA-1 hash of  5de10dd021ca0611db11d9049e97cbcdc4c5bac9. Provide the SHA-256 
hash of pixel5.tar (not the zip folder).

AF7B1A33A991E13D50FE654DFAD48178CAF1093321EF2A86F8B0013333D7394D Consensus Result:

 Manufacturer ' s Response Explanation:
Any reliable hashing tool can be used to calculate the SHA-256 hash.

 Response Illustration:
PowerShell hash calculation of pixel5.tar
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TABLE 1
 Question 2 - Examination Questions

Question 2: What is (major) version number of the Android operating system running on this phone 
(integer)?

14 Manufacturer ' s 
 Response:

ResponseWebCode

142MTFA6

142N7PMC

142WLLD4

1436AWZ6

143FQQ67

143Q98XC

143QAXC8

144LDQ84

Not within the scope of current lab tool ability.4YG2R6

1468MGX4

146BQ224

146GXHJ6

146PBG63

146UMHA8

146YGC89

1473BTX8

1478ZEJZ

147RTB62

147W7ULH

148CFHC9

148EKT77

148QRKQ7

148YPCYZ

1492D26X

1493LELZ

1494BPB8

1498DMLZ

149LVFA7
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

Android OS 149QCNX7

Android 149WLDJ7

149YL3QZ

14A2MQHU

14A97UPW

14AP9F7X

14AUAEP4

14AX67XZ

14B238B3

14B2LZ4Y

14B4U6PZ

14BAQ8JY

14BH7TR4

14CBMXBZ

Version 14D4YJ2Y

14D83QN3

56d20d634aa63db2DCWCAT

14DGP8GR

14DJFG7Z

14DMHB9B

14DPMHM3

14DUCKAT

America/New YorkE2PTBV

14EBWLPW

14EYJBDY

14FBAKBT

14FBWVA2

Not within laboratory's scope.FEQ3EV

14GTQ22R

14HDRNWV

14HL88FU
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

14HT7MBU

14HYCG7P

56d20d634aa63db2JJTX3M

14JQV78V

14JZNDBU

14K4F93R

14KFAF7N

14L32W9T

14LFPYQL

14LM7GZM

14M2L2XL

14M9LCCQ

14MCYC9H

14MQ73BQ

14MT4T9P

14MVVRMM

Android 14MZ8Q3M

14N9J4KH

14NCYLUM

14NRVA7R

14NUHEHQ

Android OS 14P3R4WP

14PPKBDP

14PQUDYN

14PY92YH

14Q77D9J

14QA26GG

56d20d634aa63db2QZUC4F

14R66MUP

14R7KWTG

14RGX9ZJ
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

14RJ6LGL

14RQ8NRD

14T3BFNH

14TP8XDH

14U3QZ9F

14UGV9YB

14UYBHYB

14UYBRKF

14VA49AG

16VCF2BB

14VFVHJF

14WFVTYJ

14WVK63D

14XECB9H

Android 14XLA3GC

Not within laboratory's scopeY4AMFC

14Y8QV4B

14YL73UG

14YLPWGC

14ZKCM47

14ZTMXBB
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TABLE 1
 Question 2 - Examination Questions

Question 2: What is (major) version number of the Android operating system running on this phone 
(integer)?

14 Consensus Result:

 Manufacturer ' s Response Explanation:
This value is stored in /system/build.prop.

 Response Illustration:
build.prop
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TABLE 1
 Question 3 - Examination Questions

Question 3: What is the set time zone for this phone? (Provide answer in the format Continent/City, e.g. 
“Europe/Kiev”).

America/New_York Manufacturer ' s 
 Response:

ResponseWebCode

America/New York2MTFA6

America/New_York2N7PMC

America/New York2WLLD4

America/New_York36AWZ6

America/New_York3FQQ67

America/New York3Q98XC

America/New_York3QAXC8

America/New_York4LDQ84

America/New_York4YG2R6

America/New_York68MGX4

America/New_York6BQ224

America/New_York6GXHJ6

America/New_York6PBG63

America/New York6UMHA8

America/New_York6YGC89

America/New_York73BTX8

America/New York78ZEJZ

America/New_York7RTB62

America/New_York7W7ULH

America/New_York8CFHC9

America/New_York8EKT77

America/New_York8QRKQ7

North America/New York8YPCYZ

America/New York92D26X

America/New_York93LELZ

America/New_York94BPB8

America/New_York98DMLZ

America/New York9LVFA7
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

America/New York9QCNX7

America/New_York9WLDJ7

America/New York9YL3QZ

America/New_YorkA2MQHU

America/New YorkA97UPW

America/New_YorkAP9F7X

America/New YorkAUAEP4

America/New_YorkAX67XZ

America/New YorkB238B3

America/New_YorkB2LZ4Y

AMERICA/NEW_YORKB4U6PZ

America/New_YorkBAQ8JY

America/New_YorkBH7TR4

America/New_YorkCBMXBZ

America/New YorkD4YJ2Y

America/New_YorkD83QN3

America/New_YorkDCWCAT

America/New YorkDGP8GR

Europe/ DublinDJFG7Z

America/New YorkDMHB9B

America \ New YorkDPMHM3

America/New YorkDUCKAT

14E2PTBV

North America/New_YorkEBWLPW

America/New YorkEYJBDY

America / New-YorkFBAKBT

America/ New YorkFBWVA2

America/New_YorkFEQ3EV

America/New_YorkGTQ22R

America/New_YorkHDRNWV

America/New_YorkHL88FU

( 18 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

America/New_YorkHT7MBU

America/New_YorkHYCG7P

America/New_YorkJJTX3M

America/New YorkJQV78V

America/New_YorkJZNDBU

America/New_YorkK4F93R

America/New_YorkKFAF7N

America/ New YorkL32W9T

America/New_YorkLFPYQL

America/New_YorkLM7GZM

North America/New YorkM2L2XL

America/New_YorkM9LCCQ

America/New_YorkMCYC9H

America/New YorkMQ73BQ

America/New YorkMT4T9P

America/New YorkMVVRMM

America/New_YorkMZ8Q3M

America/New_YorkN9J4KH

America/New_YorkNCYLUM

America/New_YorkNRVA7R

America/New_YorkNUHEHQ

America/New YorkP3R4WP

America/New YorkPPKBDP

America/New_YorkPQUDYN

America/New_YorkPY92YH

America/New_YorkQ77D9J

America/New_YorkQA26GG

America/New_YorkQZUC4F

America/New YorkR66MUP

America/New_YorkR7KWTG

America/New_YorkRGX9ZJ
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

America/New_YorkRJ6LGL

America/New_YorkRQ8NRD

America/New_YorkT3BFNH

America/New_YorkTP8XDH

America/New_YorkU3QZ9F

America/New YorkUGV9YB

America/New_YorkUYBHYB

America/New_YorkUYBRKF

America/New YorkVA49AG

America/New YorkVCF2BB

America/New_YorkVFVHJF

America/New_YorkWFVTYJ

America/New_YorkWVK63D

America/New_YorkXECB9H

America/New_YorkXLA3GC

America/New YorkY4AMFC

America/New YorkY8QV4B

America/New YorkYL73UG

America/New_YorkYLPWGC

America/New_YorkZKCM47

America/New YorkZTMXBB
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TABLE 1
 Question 3 - Examination Questions

Question 3: What is the set time zone for this phone? (Provide answer in the format Continent/City, e.g. 
“Europe/Kiev”).

America/New_York Consensus Result:

 Manufacturer ' s Response Explanation:
This information is stored in /data/property/persistent_properties.

 Response Illustration:
persistent_properties
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TABLE 1
 Question 4 - Examination Questions

Question 4: What is the phone number CURRENTLY in service on this device?

18262047741 Manufacturer ' s 
 Response:

ResponseWebCode

82620477412MTFA6

1 826 204 77412N7PMC

182620477412WLLD4

1826204774136AWZ6

1-826-204-77413FQQ67

182620477413Q98XC

182620477413QAXC8

826-204-77414LDQ84

182620477414YG2R6

1826204774168MGX4

182620477416BQ224

182620477416GXHJ6

182620477416PBG63

1-826-204-77416UMHA8

182620477416YGC89

1826204774173BTX8

1826204774178ZEJZ

182620477417RTB62

182620477417W7ULH

182620477418CFHC9

182620477418EKT77

1-826-204-77418QRKQ7

182620477418YPCYZ

1826204774192D26X

1826204774193LELZ

17032963635, 1826204774194BPB8

1826204774198DMLZ

+182620477419LVFA7

+1 (826) 204-77419QCNX7
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

182620477419WLDJ7

182620477419YL3QZ

18262047741A2MQHU

+18262047741A97UPW

18262047741AP9F7X

18262047741AUAEP4

18262047741AX67XZ

826-204-7741B238B3

18262047741B2LZ4Y

1-826-204-7741B4U6PZ

18262047741BAQ8JY

18262047741BH7TR4

1-826-204-7741CBMXBZ

17032963635D4YJ2Y

18262047741D83QN3

+18262047741DCWCAT

18262047741DGP8GR

+18262047741DJFG7Z

18262047741DMHB9B

18262047741DPMHM3

18262047741DUCKAT

+18262047741E2PTBV

18262047741EBWLPW

+18262047741EYJBDY

+18262047741FBAKBT

+18262047741FBWVA2

18262047741FEQ3EV

18262047741GTQ22R

18262047741HDRNWV

+18262047741HL88FU

18262047741HT7MBU
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

18262047741HYCG7P

+18262047741JJTX3M

18262047741JQV78V

+18262047741JZNDBU

18262047741K4F93R

18262047741KFAF7N

18262047741L32W9T

826-204-7741LFPYQL

+17032963635LM7GZM

+1 (826) 204-7741M2L2XL

18262047741M9LCCQ

18262047741MCYC9H

18262047741MQ73BQ

18262047741MT4T9P

18262047741MVVRMM

+18262047741MZ8Q3M

18262047741N9J4KH

18262047741NCYLUM

18262047741NRVA7R

18262047741NUHEHQ

+18262047741P3R4WP

18262047741PPKBDP

18262047741PQUDYN

+17032963635, +18262047741PY92YH

18262047741Q77D9J

+18262047741QA26GG

+18262047741QZUC4F

18262047741R66MUP

18262047741R7KWTG

+18262047741RGX9ZJ

18262047741RJ6LGL
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

+18262047741RQ8NRD

17032963635T3BFNH

18262047741TP8XDH

18262047741U3QZ9F

+18262047741UGV9YB

1-826-204-7741UYBHYB

18262047741UYBRKF

+18262047741VA49AG

1 826 204 7741VCF2BB

826-204-7741VFVHJF

18262047741WFVTYJ

+18262047741WVK63D

18262047741XECB9H

+18262047741XLA3GC

826-204-7741Y4AMFC

+18262047741Y8QV4B

18262047741YL73UG

1(826)204-7741YLPWGC

18262047741ZKCM47

18262047741ZTMXBB
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TABLE 1
 Question 4 - Examination Questions

Question 4: What is the phone number CURRENTLY in service on this device?
18262047741 Consensus Result:

 Manufacturer ' s Response Explanation:
Information about the assigned phone number (Mobile Station International Subscriber Directory Number, or MSISDN, 
is stored in the siminfo table in  
/data_mirror/data_de/null/0/com.android.providers.telephony/databases/telephony.db.

 Response Illustration:
siminfo
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TABLE 1
 Question 5 - Examination Questions

Question 5: Provide the device owner’s (first and last) name (as registered in the Google account).

Kerry Kennedy Manufacturer ' s 
 Response:

ResponseWebCode

Kerry Kennedy2MTFA6

Kerry Kennedy2N7PMC

Kerry Kennedy2WLLD4

Kerry Kennedy36AWZ6

Kerry Kennedy3FQQ67

Kerry Kennedy3Q98XC

Kerry Kennedy3QAXC8

Kerry Kennedy4LDQ84

Kerry Kennedy4YG2R6

Kerry Kennedy68MGX4

Kerry Kennedy6BQ224

Kerry Kennedy6GXHJ6

Kerry Kennedy6PBG63

Kerry Kennedy6UMHA8

Kerry Kennedy6YGC89

Kerry Kennedy73BTX8

Kerry Kennedy78ZEJZ

Kerry Kennedy7RTB62

Kerry Kennedy7W7ULH

Kerry Kennedy8CFHC9

Kerry Kennedy8EKT77

Kerry Kennedy8QRKQ7

Kerry Kennedy8YPCYZ

Kerry Kennedy92D26X

Kerry Kennedy93LELZ

Kerry Kennedy94BPB8

Kerry98DMLZ

Kerry Kennedy9LVFA7

Kerry Kennedy9QCNX7
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

Kerry Kennedy9WLDJ7

Kerry Kennedy9YL3QZ

Kerry KennedyA2MQHU

Kerry KennedyA97UPW

Kerry KennedyAP9F7X

Kerry KennedyAUAEP4

Kerry KennedyAX67XZ

Kerry KennedyB238B3

Kerry KennedyB2LZ4Y

Kerry KennedyB4U6PZ

Kerry KennedyBAQ8JY

Kerry KennedyBH7TR4

Kerry KennedyCBMXBZ

Kerry KennedyD4YJ2Y

Kerry KennedyD83QN3

Kerry KennedyDCWCAT

Kerry KennedyDGP8GR

Kerry KennedyDJFG7Z

Kerry KennedyDMHB9B

Kerry kennedyDPMHM3

Kerry KennedyDUCKAT

Kerry KennedyE2PTBV

Kerry KennedyEBWLPW

Kerry KennedyEYJBDY

Kerry KennedyFBAKBT

Kerry KennedyFBWVA2

Kerry KennedyFEQ3EV

Kerry KennedyGTQ22R

Kerry KennedyHDRNWV

Kerry KennedyHL88FU

Kerry KennedyHT7MBU
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

Kerry KennedyHYCG7P

Kerry KennedyJJTX3M

Kerry KennedyJQV78V

Kerry KennedyJZNDBU

Kerry KennedyK4F93R

Kerry KennedyKFAF7N

Kerry KennedyL32W9T

Kerry KennedyLFPYQL

Kerry KennedyLM7GZM

Kerry KennedyM2L2XL

Kerry KennedyM9LCCQ

Kerry KennedyMCYC9H

Kerry KennedyMQ73BQ

Kerry KennedyMT4T9P

Kerry KennedyMVVRMM

Kerry KennedyMZ8Q3M

Kerry KennedyN9J4KH

Kerry KennedyNCYLUM

Kerry KennedyNRVA7R

Kerry KennedyNUHEHQ

Kerry KennedyP3R4WP

Kerry KennedyPPKBDP

Kerry KennedyPQUDYN

Kerry KennedyPY92YH

Kerry KennedyQ77D9J

Kerry KennedyQA26GG

Kerry KennedyQZUC4F

Kerry KennedyR66MUP

Kerry KennedyR7KWTG

Kerry KennedyRGX9ZJ

Kerry KennedyRJ6LGL
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

Kerry KennedyRQ8NRD

kerry kennedyT3BFNH

Kerry KennedyTP8XDH

Kerry KennedyU3QZ9F

Kerry KennedyUGV9YB

Kerry KennedyUYBHYB

Kerry KennedyUYBRKF

Kerry KennedyVA49AG

Kerry KennedyVCF2BB

Kerry KennedyVFVHJF

Kerry KennedyWFVTYJ

Kerry KennedyWVK63D

Kerry KennedyXECB9H

Kerry KennedyXLA3GC

Kerry KennedyY4AMFC

Kerry KennedyY8QV4B

Kerry KennedyYL73UG

Kerry KennedyYLPWGC

Kerry KennedyZKCM47

Kerry KennedyZTMXBB
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TABLE 1
 Question 5 - Examination Questions

Question 5: Provide the device owner’s (first and last) name (as registered in the Google account).
Kerry Kennedy Consensus Result:

 Manufacturer ' s Response Explanation:
This information is located in multiple places including /data/system_ce/0/accounts_ce.db.

 Response Illustration:
accounts_ce.db
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TABLE 1
 Question 6 - Examination Questions

Question 6: What is the account name (email address) for this device’s google.com backup account?

kerrykennedy365@gmail.com Manufacturer ' s 
 Response:

ResponseWebCode

kerrykennedy365@gmail.com2MTFA6

kerrykennedy365@gmail.com2N7PMC

kerrykennedy365@gmail.com2WLLD4

kerrykennedy365@gmail.com36AWZ6

kerrykennedy365@gmail.com3FQQ67

kerrykennedy365@gmail.com3Q98XC

kerrykennedy365@gmail.com3QAXC8

kerrykennedy365@gmail.com4LDQ84

kerrykennedy365@gmail.com4YG2R6

kerrykennedy365@gmail.com68MGX4

kerrykennedy365@gmail.com6BQ224

kerrykennedy365@gmail.com6GXHJ6

kerrykennedy365@gmail.com6PBG63

KerryKennedy365@gmail.com6UMHA8

kerrykennedy365@gmail.com6YGC89

kerrykennedy365@gmail.com73BTX8

kerrykennedy365@gmail.com78ZEJZ

kerrykennedy365@gmail.com7RTB62

kerrykennedy365@gmail.com7W7ULH

kerrykennedy365@gmail.com8CFHC9

kerrykennedy365@gmail.com8EKT77

kerrykennedy365@gmail.com8QRKQ7

kerrykennedy365@gmail.com8YPCYZ

kerrykennedy365@gmail.com92D26X

kerrykennedy365@gmail.com93LELZ

kerrykennedy365@gmail.com94BPB8

kerrykennedy365@gmail.com98DMLZ

kerrykennedy365@gmail.com9LVFA7

kerrykennedy365@gmail.com9QCNX7
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TABLE 1
 Question 6 - Examination Questions

ResponseWebCode

kerrykennedy365@gmail.com9WLDJ7

kerrykennedy365@gmail.com9YL3QZ

kerrykennedy365@gmail.comA2MQHU

kerrykennedy365@gmail.comA97UPW

kerrykennedy365@gmail.comAP9F7X

kerrykennedy365@gmail.comAUAEP4

kerrykennedy365@gmail.comAX67XZ

kerrykennedy365@gmail.comB238B3

kerrykennedy365@gmail.comB2LZ4Y

kerrykennedy365@gmail.comB4U6PZ

kerrykennedy365@gmail.comBAQ8JY

kerrykennedy365@gmail.comBH7TR4

kerrykennedy365@gmail.comCBMXBZ

kerrykennedy365@gmail.comD4YJ2Y

kerrykennedy365@gmail.comD83QN3

kerrykennedy365@gmail.comDCWCAT

kerrykennedy365@gmail.comDGP8GR

kerrykennedy365@gmail.comDJFG7Z

kerrykennedy365@gmail.comDMHB9B

kerrykennedy365@gmail.comDPMHM3

kerrykennedy365@gmail.comDUCKAT

kerrykennedy365@gmail.comE2PTBV

Not within laboratory's scopeEBWLPW

kerrykennedy365@gmail.comEYJBDY

errykennedy365@gmail.comFBAKBT

kerrykennedy365@gmail.comFBWVA2

Not within laboratory's scope.FEQ3EV

kerrykennedy365@gmail.comGTQ22R

kerrykennedy365@gmail.comHDRNWV

kerrykennedy365@gmail.comHL88FU

kerrykennedy365@gmail.comHT7MBU
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TABLE 1
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ResponseWebCode

kerrykennedy365@gmail.comHYCG7P

kerrykennedy365@gmail.comJJTX3M

kerrykennedy365@gmail.comJQV78V

kerrykennedy365@gmail.comJZNDBU

kerrykennedy365@gmail.comK4F93R

kerrykennedy365@gmail.comKFAF7N

kerrykennedy365@gmail.comL32W9T

KerryKennedy365@gmail.comLFPYQL

kerrykennedy365@gmail.comLM7GZM

kerrykennedy365@gmail.comM2L2XL

kerrykennedy365@gmail.comM9LCCQ

kerrykennedy365@gmail.comMCYC9H

kerrykennedy365@gmail.comMQ73BQ

kerrykennedy365@gmail.comMT4T9P

kerrykennedy365@gmail.comMVVRMM

kerrykennedy365@gmail.comMZ8Q3M

kerrykennedy365@gmail.comN9J4KH

Kerrykennedy365@gmail.comNCYLUM

kerrykennedy365@gmail.comNRVA7R

kerrykennedy365@gmail.comNUHEHQ

Kerrykennedy365@gmail.comP3R4WP

kerrykennedy365@gmail.comPPKBDP

kerrykennedy365@gmail.comPQUDYN

kerrykennedy365@gmail.comPY92YH

Not within laboratory's scope.Q77D9J

kerrykennedy365@gmail.comQA26GG

kerrykennedy365@gmail.comQZUC4F

kerrykennedy365@gmail.comR66MUP

kerrykennedy365@gmail.comR7KWTG

kerrykennedy365@gmail.comRGX9ZJ

kerrykennedy365@gmail.comRJ6LGL
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TABLE 1
 Question 6 - Examination Questions

ResponseWebCode

kerrykennedy365@gmail.comRQ8NRD

kerrykennedy365@gmail.comT3BFNH

kerrykennedy365@gmail.comTP8XDH

kerrykennedy365@gmail.comU3QZ9F

kerrykennedy365@gmail.comUGV9YB

kerrykennedy365@gmail.comUYBHYB

kerrykennedy365@gmail.comUYBRKF

kerrykennedy365@gmail.comVA49AG

kerrykennedy365@gmail.comVCF2BB

kerrykennedy365@gmail.comVFVHJF

Kerrykennedy365@gmail.comWFVTYJ

kerrykennedy365@gmail.comWVK63D

kerrykennedy365@gmail.comXECB9H

kerrykennedy365@gmail.comXLA3GC

Not within laboratory's scopeY4AMFC

kerrykennedy365@gmail.comY8QV4B

kerrykennedy365@gmail.comYL73UG

kerrykennedy365@gmail.comYLPWGC

kerrykennedy365@gmail.comZKCM47

kerrykennedy365@gmail.comZTMXBB
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Question 6: What is the account name (email address) for this device’s google.com backup account?
kerrykennedy365@gmail.com Consensus Result:

 Manufacturer ' s Response Explanation:
This information is stored in /data/data/com.google.android.gms/shared_prefs/BackupAccount.xml.

 Response Illustration:
BackupAccount.xml
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Question 7: What is the password for the Wi-Fi hotspot named Pixel_1835 with MAC address 
9e:04:73:f4:bc:86?

yourmomspassword Manufacturer ' s 
 Response:

ResponseWebCode

yourmomspassword2MTFA6

yourmomspassword2N7PMC

yourmomspassword2WLLD4

yourmomspassword36AWZ6

yourmompassword3FQQ67

yourmomspassword3Q98XC

yourmomspassword3QAXC8

yourmomspassword4LDQ84

yourmomspassword4YG2R6

yourmomspassword68MGX4

yourmomspassword6BQ224

yourmomspassword6GXHJ6

yourmomspassword6PBG63

yourmomspassword6UMHA8

yourmomspassword6YGC89

yourmomspassword73BTX8

yourmomspassword78ZEJZ

yourmomspassword7RTB62

yourmomspassword7W7ULH

yourmomspassword8CFHC9

"yourmomspassword"8EKT77

yourmomspassword8QRKQ7

aas_et/AKppINZbNUlpEkUXmFdlRgNFg0yJbOiyHdH1ZD7yUY_couT4ObKRGk_Xkb7y3bdD83VlK-fC_hYz
G9djzUMw1B9E0Jhj1sIeIrtjVn1KSHcPxXEUt2iu-X5XGITx5rtQekMLnTwlYq-cJ7p0C29lOInDfeWnRmaS_Iw
SWuYVoZ2pGBXexnXrB6NNwQbqGsVmoA_J-eECFMaYKM9ePbJWKtg=

8YPCYZ

yourmomspassword92D26X

yourmomspassword93LELZ

yourmomspassword94BPB8

yourmomspassword98DMLZ
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ResponseWebCode

yourmomspassword9LVFA7

Yourmomspassword9QCNX7

yourmomspassword9WLDJ7

yourmomspassword9YL3QZ

yourmomspasswordA2MQHU

yourmomspasswordA97UPW

yourmomspasswordAP9F7X

yourmomspasswordAUAEP4

yourmomspasswordAX67XZ

yourmomspasswordB238B3

yourmomspasswordB2LZ4Y

yourmomspasswordB4U6PZ

yourmomspasswordBAQ8JY

yourmomspasswordBH7TR4

yourmomspasswordCBMXBZ

YourmomspasswordD4YJ2Y

yourmomspasswordD83QN3

yourmomspasswordDCWCAT

yourmomspasswordDGP8GR

yourmomspasswordDJFG7Z

yourmomspasswordDMHB9B

yourmomspasswordDPMHM3

yourmomspasswordDUCKAT

yourmomspasswordE2PTBV

yourmomspasswordEBWLPW

yourmomspasswordEYJBDY

yourmomspasswordFBAKBT

yourmomspasswordFBWVA2

Not within laboratory's scope.FEQ3EV

yourmomspasswordGTQ22R

yourmomspasswordHDRNWV
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ResponseWebCode

"yourmomspassword"HL88FU

yourmomspasswordHT7MBU

yourmomspasswordHYCG7P

yourmomspasswordJJTX3M

yourmomspasswordJQV78V

yourmomspasswordJZNDBU

yourmomspasswordK4F93R

yourmomspasswordKFAF7N

yourmomspasswordL32W9T

yourmomspasswordLFPYQL

yourmomspasswordLM7GZM

yourmomspasswordM2L2XL

yourmomspasswordM9LCCQ

yourmomspasswordMCYC9H

yourmomspasswordMQ73BQ

yourmomspasswordMT4T9P

yourmomspasswordMVVRMM

yourmomspasswordMZ8Q3M

yourmomspasswordN9J4KH

yourmomspasswordNCYLUM

yourmomspasswordNRVA7R

yourmomspasswordNUHEHQ

YourmomspasswordP3R4WP

yourmomspasswordPPKBDP

yourmomspasswordPQUDYN

yourmomspasswordPY92YH

yourmomspasswordQ77D9J

yourmompasswordQA26GG

yourmomspasswordQZUC4F

yourmomspasswordR66MUP

yourmomspasswordR7KWTG
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ResponseWebCode

yourmomspasswordRGX9ZJ

yourmomspasswordRJ6LGL

yourmomspasswordRQ8NRD

yourmomspasswordT3BFNH

yourmomspasswordTP8XDH

yourmomspasswordU3QZ9F

yourmomspasswordUGV9YB

yourmomspasswordUYBHYB

yourmomspasswordUYBRKF

yourmomspasswordVA49AG

yourmomspasswordVCF2BB

yourmomspasswordVFVHJF

yourmomspasswordWFVTYJ

yourmomspasswordWVK63D

yourmomspasswordXECB9H

yourmomspasswordXLA3GC

Not within laboratory's scopeY4AMFC

yourmomspasswordY8QV4B

yourmomspasswordYL73UG

yourmomspasswordYLPWGC

yourmomspasswordZKCM47

yourmomspasswordZTMXBB
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Question 7: What is the password for the Wi-Fi hotspot named Pixel_1835 with MAC address 
9e:04:73:f4:bc:86?

yourmomspassword Consensus Result:

 Manufacturer ' s Response Explanation:
This information is stored in /data/misc/apexdata/com.android.wifi/WifiConfigStoreSoftAp.xml.

 Response Illustration:
WifiConfigStoreSoftAp.xml
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Question 8: What is the name of the Bluetooth device with MAC Address 44:eb:2e:70:1a:15?

Uconnect-P00500 Manufacturer ' s 
 Response:

ResponseWebCode

Uconnect-P005002MTFA6

Uconnect-P005002N7PMC

Uconnect-P005002WLLD4

Uconnect-P0050036AWZ6

Uconnect-P005003FQQ67

Uconnect-P005003Q98XC

Uconnect-P005003QAXC8

Uconnect-P005004LDQ84

Uconnect-P005004YG2R6

Uconnect-P0050068MGX4

Uconnect-P005006BQ224

Uconnect-P005006GXHJ6

Uconnect-P005006PBG63

Uconnect-P005006UMHA8

Uconnect-P005006YGC89

Uconnect-P0050073BTX8

Uconnect-P0050078ZEJZ

Uconnect-P005007RTB62

Uconnect-P005007W7ULH

Uconnect-P005008CFHC9

Uconnect-P005008EKT77

Uconnect-P005008QRKQ7

Uconnect-P005008YPCYZ

Uconnect-P0050092D26X

Uconnect-P0050093LELZ

Uconnect-P0050094BPB8

Uconnect-P0050098DMLZ

Uconnect-P005009LVFA7

Uconnect-P005009QCNX7
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ResponseWebCode

Uconnect-P005009WLDJ7

Uconnect-P005009YL3QZ

Uconnect-P00500A2MQHU

UConnect-P00500A97UPW

Uconnect-P00500AP9F7X

Uconnect-P00500AUAEP4

Uconnect-P00500AX67XZ

Uconnect-P00500B238B3

Uconnect-P00500B2LZ4Y

Uconnect-P00500B4U6PZ

Uconnect-P00500BAQ8JY

Uconnect-P00500BH7TR4

Uconnect-P00500CBMXBZ

Uconnect-P00500D4YJ2Y

Uconnect-P00500D83QN3

Uconnect-P00500DCWCAT

Uconnect-P00500DGP8GR

Uconnect-P00500DJFG7Z

Uconnect-P00500DMHB9B

Uconnect-P00500DPMHM3

Unconnect-P00500DUCKAT

Uconnect-P00500E2PTBV

Uconnect-P00500EBWLPW

Uconnect-P00500EYJBDY

Uconnect-P00500FBAKBT

Uconnect-P00500FBWVA2

Not within laboratory's scope.FEQ3EV

Uconnect-P00500GTQ22R

Uconnect-P00500HDRNWV

Uconnect-P00500HL88FU

Uconnect-P00500HT7MBU
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ResponseWebCode

Uconnect-P00500HYCG7P

Uconnect-P00500JJTX3M

Uconnect-P00500JQV78V

Uconnect-P00500JZNDBU

Uconnect-P00500K4F93R

Uconnect-P00500KFAF7N

Uconnect-P00500L32W9T

Uconnect-P00500LFPYQL

Uconnect-P00500LM7GZM

Uconnect-P00500M2L2XL

Uconnect-P00500M9LCCQ

Uconnect-P00500MCYC9H

Uconnect-P00500MQ73BQ

Uconnect-P00500MT4T9P

Uconnect-P00500MVVRMM

Uconnect-P00500MZ8Q3M

Uconnect-P00500N9J4KH

Uconnect-P00500NCYLUM

Uconnect-P00500NRVA7R

Uconnect-P00500NUHEHQ

Uconnect-P00500P3R4WP

Uconnect-P00500PPKBDP

Uconnect-P00500PQUDYN

Uconnect-P00500PY92YH

Uconnect-P00500Q77D9J

Uconnect-P00500QA26GG

Uconnect-P00500QZUC4F

Uconnect-P00500R66MUP

Uconnect-P00500R7KWTG

Uconnect-P00500RGX9ZJ

Uconnect-P00500RJ6LGL
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ResponseWebCode

Uconnect-P00500RQ8NRD

Chrysler RUT3BFNH

Uconnect-P00500TP8XDH

Uconnect-P00500U3QZ9F

Uconnect-P00500UGV9YB

Uconnect-P00500UYBHYB

Uconnect-P00500UYBRKF

Uconnect-P00500VA49AG

Uconnect-P00500VCF2BB

Uconnect-P00500VFVHJF

Uconnect-P00500WFVTYJ

Uconnect-P00500WVK63D

Uconnect-P00500XECB9H

AndroidAutoBluetoothXLA3GC

Not within laboratory's scopeY4AMFC

Uconnect-P00500Y8QV4B

Uconnect-P00500YL73UG

Uconnect-P00500YLPWGC

Uconnect-P00500ZKCM47

Uconnect-P00500ZTMXBB
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Question 8: What is the name of the Bluetooth device with MAC Address 44:eb:2e:70:1a:15?
Uconnect-P00500 Consensus Result:

 Manufacturer ' s Response Explanation:
This information is stored in /data/misc/bluedroid/bt_config.conf.

 Response Illustration:
bt_config.conf
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Question 9: What contact has the term “occidentalis” as a note in their contact card?

Jack Thomas Manufacturer ' s 
 Response:

ResponseWebCode

Jack Thomas2MTFA6

Jack Thomas2N7PMC

Jack Thomas2WLLD4

Jack Thomas36AWZ6

Jack Thomas3FQQ67

Jack Thomas3Q98XC

Jack Thomas3QAXC8

Jack Thomas4LDQ84

Jack Thomas4YG2R6

Jack Thomas68MGX4

Jack Thomas6BQ224

Jack Thomas6GXHJ6

Jack Thomas6PBG63

Jack Thomas6UMHA8

Jack Thomas6YGC89

Jack Thomas73BTX8

Jack Thomas78ZEJZ

Jack Thomas7RTB62

Jack Thomas7W7ULH

Jack Thomas8CFHC9

Jack Thomas8EKT77

Jack Thomas8QRKQ7

Jack Thomas8YPCYZ

Jack Thomas92D26X

Jack Thomas93LELZ

1571478807894BPB8

Jack Thomas98DMLZ

Jack Thomas9LVFA7

Jack Thomas9QCNX7
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ResponseWebCode

Jack Thomas9WLDJ7

Jack Thomas9YL3QZ

Jack ThomasA2MQHU

Jack ThomasA97UPW

Jack ThomasAP9F7X

Jack ThomasAUAEP4

Jack ThomasAX67XZ

Jack ThomasB238B3

Jack ThomasB2LZ4Y

Jack ThomasB4U6PZ

Jack ThomasBAQ8JY

Jack ThomasBH7TR4

Jack ThomasCBMXBZ

Jack ThomasD4YJ2Y

Jack ThomasD83QN3

Jack ThomasDCWCAT

Jack ThomasDGP8GR

Jack ThomasDJFG7Z

Jack ThomasDMHB9B

Jack ThomasDPMHM3

Jack ThomasDUCKAT

Jack ThomasE2PTBV

Jack ThomasEBWLPW

Jack ThomasEYJBDY

Jack ThomasFBAKBT

Jack ThomasFBWVA2

Not within laboratory's scope.FEQ3EV

Jack ThomasGTQ22R

Jack ThomasHDRNWV

Jack ThomasHL88FU

Jack ThomasHT7MBU
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ResponseWebCode

Jack ThomasHYCG7P

Jack ThomasJJTX3M

Jack ThomasJQV78V

Jack ThomasJZNDBU

Jack ThomasK4F93R

Jack ThomasKFAF7N

Jack ThomasL32W9T

Jack ThomasLFPYQL

Jack ThomasLM7GZM

Jack ThomasM2L2XL

Jack ThomasM9LCCQ

Jack ThomasMCYC9H

Jack ThomasMQ73BQ

Jack ThomasMT4T9P

Jack ThomasMVVRMM

Jack ThomasMZ8Q3M

Jack ThomasN9J4KH

Jack ThomasNCYLUM

Jack ThomasNRVA7R

Jack ThomasNUHEHQ

Jack ThomasP3R4WP

Jack ThomasPPKBDP

Jack ThomasPQUDYN

Jack ThomasPY92YH

Jack ThomasQ77D9J

Jack ThomasQA26GG

Jack ThomasQZUC4F

Jack ThomasR66MUP

Jack ThomasR7KWTG

Jack ThomasRGX9ZJ

Jack ThomasRJ6LGL
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ResponseWebCode

Jack ThomasRQ8NRD

Jack ThomasT3BFNH

Jack ThomasTP8XDH

Jack ThomasU3QZ9F

Jack ThomasUGV9YB

Jack ThomasUYBHYB

Jack ThomasUYBRKF

Jack ThomasVA49AG

Jack ThomasVCF2BB

Jack ThomasVFVHJF

Jack ThomasWFVTYJ

Jack ThomasWVK63D

Jack ThomasXECB9H

Jack ThomasXLA3GC

Not within laboratory's scopeY4AMFC

Jack ThomasY8QV4B

Jack ThomasYL73UG

Jack ThomasYLPWGC

Jack ThomasZKCM47

Jack ThomasZTMXBB
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Question 9: What contact has the term “occidentalis” as a note in their contact card?
Jack Thomas Consensus Result:

 Manufacturer ' s Response Explanation:
A keyword search of all file content in the extraction will discover the term in the contacts database, 
/data/user/0/com.android.providers.contacts/databases/contacts2.db in the “data” table, associated with 
raw_contact_id 357. The raw_contacts table shows id 357 is Jack Thomas.

 Response Illustration:
Jack Thomas
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Question 10: Describe the content of the photograph associated with the contact (referenced in question 
#9) with the term “occidentalis” as a note in their contact card?

Owl Manufacturer ' s 
 Response:

ResponseWebCode

The photograph depicts a brown owl with white spots showing its back with head turned. The owl is 
possibly sitting on a branch.

2MTFA6

The content of the photograph associated with the contact Jack Thomas appears to be an image of an 
owl.

2N7PMC

An owl2WLLD4

Owl36AWZ6

one brown owl3FQQ67

An Owl sat on a tree3Q98XC

Owl3QAXC8

Picture of an owl4LDQ84

Not within the scope of current lab tool ability.4YG2R6

an owl68MGX4

Image of an owl.6BQ224

It appears to be an owl6GXHJ6

On that picture there is an owl.6PBG63

owl6UMHA8

It is a picture of an owl.6YGC89

An Owl with a greenish/brown background.73BTX8

In the photograpf appears a Northern spotted owl.78ZEJZ

A brown owl sitting on what appears to be a tree.7RTB62

picture of an owl7W7ULH

Owl8CFHC9

The photograph appears to be an owl.8EKT77

An owl.8QRKQ7

Picture of a brown owl8YPCYZ

Picture of a brown owl and a green background92D26X

A brown and white owl with its head turned around.93LELZ

The profile image of the contact in the memo 'occidentalis' is an owl.94BPB8

Image content the Owle staying in the branch tree, looking back.98DMLZ
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ResponseWebCode

Photograph of an owl9LVFA7

Picture of an owl9QCNX7

The image depicts coloured picture of an owl, directly looking at the camera.9WLDJ7

It is a picture of an owl9YL3QZ

A picture of an OwlA2MQHU

A brown Owl looking at the cameraA97UPW

Tan/brown owlAP9F7X

OwlAUAEP4

It's a photograph of an owl.AX67XZ

OwlB238B3

An owl.B2LZ4Y

owlB4U6PZ

An OwlBAQ8JY

It contains an 'Owl'BH7TR4

An Owl. The back of an owl with its head turned towards camera.CBMXBZ

An owl (which appears to be a spotted owl, (Latin name "Strix occidentalis") can be seen looking at the 
camera

D4YJ2Y

The owl is looking back.D83QN3

OwlDCWCAT

Owl photoDGP8GR

Photo of an OwlDJFG7Z

It's an owl looking toward the camera against a dark background.DMHB9B

OwlDPMHM3

picture of owlDUCKAT

owlE2PTBV

Not within laboratory's scopeEBWLPW

The photograph shows a species of owl called Spotted Owl, also known as Strix OccidentalisEYJBDY

An owlFBAKBT

Photograph default contactFBWVA2

Not within laboratory's scope.FEQ3EV

OwlGTQ22R

It's an owlHDRNWV
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ResponseWebCode

an owlHL88FU

NoneHT7MBU

OwlHYCG7P

OwlJJTX3M

an owlJQV78V

OwlJZNDBU

The picture of the owl.K4F93R

An owlKFAF7N

The photograph is an owl.L32W9T

OwlLFPYQL

OwlLM7GZM

An OwlM2L2XL

BIRD - OWLM9LCCQ

OwlMCYC9H

OwlMQ73BQ

An OwlMT4T9P

Photograph contains an owl looking into the camera.MVVRMM

Owl in treeMZ8Q3M

An owlN9J4KH

image of an owlNCYLUM

The Photograph associated with the contact is a photo of a brown owl with black eyesNRVA7R

OwlNUHEHQ

This is a picture of an owl. Brown and white in colour.P3R4WP

OwlPPKBDP

owlPQUDYN

owlPY92YH

Not within laboratory's scope.Q77D9J

an owlQA26GG

OwlQZUC4F

5b15a44f2fde108f12074ccd453031649215342806b04088b2542b0b546a757c.0R66MUP

It's a picture of an owlR7KWTG
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ResponseWebCode

The photograph shows an owl.RGX9ZJ

no photograph associated with Jack ThomasRJ6LGL

The photograph is of an owlRQ8NRD

owl is looking backT3BFNH

An owlTP8XDH

strix occidentalisU3QZ9F

Photo of a Spotted OwlUGV9YB

The photograph associated with the contact is a picture of an owl.UYBHYB

owlUYBRKF

The spotted owl (Strix occidentalis)VA49AG

OwlVCF2BB

A picture of an owlVFVHJF

OwlWFVTYJ

An OwlWVK63D

It's a picture of an owl.XECB9H

An owl with a green backgroundXLA3GC

Not within laboratory's scopeY4AMFC

An image of an owlY8QV4B

An owlYL73UG

The photograph is a brown and white Owl and some green in the back.YLPWGC

barred owlZKCM47

An owl staring straight aheadZTMXBB
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Question 10: Describe the content of the photograph associated with the contact (referenced in question 
#9) with the term “occidentalis” as a note in their contact card?

Any response describing an owl Consensus Result:

 Manufacturer ' s Response Explanation:
The photo associated with the contact record for Jack Thomas is located in 
/data/user/0/com.android.providers.contacts/databases/contacts2.db/Jack Thomas.jpg 
Contact.ContactPhoto.PhotoNode: Jack Thomas.jpg

 Response Illustration:
Jack Thomas.jpg
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Question 11: From what phone number did the device RECEIVE an sms message on 12/19/2023 
UTC+0 (December 19, 2023)?

+18056490409 Manufacturer ' s 
 Response:

ResponseWebCode

180564904092MTFA6

1 805 649 04092N7PMC

1 805 649 04092WLLD4

1805649040936AWZ6

1-805-649-04093FQQ67

180564904093Q98XC

+180564904093QAXC8

180564904094LDQ84

180564904094YG2R6

(805) 649-040968MGX4

+180564904096BQ224

180564904096GXHJ6

+180564904096PBG63

1-805-469-04096UMHA8

180564904096YGC89

+1805649040973BTX8

+1805649040978ZEJZ

+180564904097RTB62

+180564904097W7ULH

+180564904098CFHC9

+180564904098EKT77

+180564904098QRKQ7

+180564904098YPCYZ

+1805649040992D26X

+1805649040993LELZ

1805649040994BPB8

+1805649040998DMLZ

+180564904099LVFA7
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ResponseWebCode

+180564904099QCNX7

+180564904099WLDJ7

180564904099YL3QZ

+18056490409A2MQHU

+18056490409A97UPW

(805) 649-0409AP9F7X

18056490409AUAEP4

18056490409AX67XZ

805-649-0409B238B3

+18056490409B2LZ4Y

1-805-649-0409B4U6PZ

+18056490409BAQ8JY

+18056490409BH7TR4

(805) 649-0409CBMXBZ

+18056490409D4YJ2Y

+18056490409D83QN3

+18056490409DCWCAT

+17573840929DGP8GR

+18056490409DJFG7Z

18056490409DMHB9B

+18056490409DPMHM3

+18056490409DUCKAT

+18056490409E2PTBV

18056490409EBWLPW

+18056490409EYJBDY

+18056490409FBAKBT

+18056490409FBWVA2

Not within laboratory's scope.FEQ3EV

18056490409GTQ22R

18056490409HDRNWV

+18056490409HL88FU
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ResponseWebCode

(805) 649-0409HT7MBU

(805) 649-0409HYCG7P

+18056490409JJTX3M

+18056490409JQV78V

+18056490409JZNDBU

+18056490409K4F93R

+18056490409KFAF7N

+18056490409L32W9T

805-649-0409LFPYQL

+18056490409LM7GZM

+1 (805) 649-0409M2L2XL

18056490409M9LCCQ

14054720057MCYC9H

+18056490409MQ73BQ

+18056490409MT4T9P

+18056490409MVVRMM

+18056490409MZ8Q3M

+18056490409N9J4KH

18056490409NCYLUM

+18056490409NRVA7R

+18056490409NUHEHQ

+18056490409P3R4WP

805-649-0409PPKBDP

18056490409PQUDYN

+18056490409PY92YH

+18056490409Q77D9J

+18056490409QA26GG

+18056490409QZUC4F

18056490409 (7)R66MUP

18056490409R7KWTG

+18056490409RGX9ZJ
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ResponseWebCode

(805) 649-0409RJ6LGL

+18056490409RQ8NRD

+18056490409T3BFNH

+18056490409TP8XDH

18056490409U3QZ9F

+18056490409UGV9YB

1-805-649-0409UYBHYB

18056490409UYBRKF

+18056490409VA49AG

1 805 649 0409VCF2BB

805-649-0409VFVHJF

+18056490409WFVTYJ

+18056490409WVK63D

+18056490409XECB9H

+18056490409XLA3GC

Not within laboratory's scopeY4AMFC

+18056490409Y8QV4B

+18056490409YL73UG

1 (805) 649-0409YLPWGC

18056490409ZKCM47

+18056490409ZTMXBB
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Question 11: From what phone number did the device RECEIVE an sms message on 12/19/2023 UTC+0 
(December 19, 2023)?

+18056490409 and formatting variations Consensus Result:

 Manufacturer ' s Response Explanation:
SMS logs are stored in /data/user/0/com.android.providers.telephony/databases/mmssms.db.

 Response Illustration:
Cellebrite Call Log view
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Question 12: What is the user’s username (email address) for the tinder app?

kerrykennedy365@gmail.com Manufacturer ' s 
 Response:

ResponseWebCode

kerrykennedy365@gmail.com2MTFA6

Kerrykennedy365@gmail.com2N7PMC

kerrykennedy365@gmail.com2WLLD4

kerrykennedy365@gmail.com36AWZ6

kerrykennedy365@gmail.com3FQQ67

kerrykennedy365@gmail.com3Q98XC

kerrykennedy365@gmail.com3QAXC8

kerrykennedy365@gmail.com4LDQ84

kerrykennedy365@gmail.com4YG2R6

kerrykennedy365@gmail.com68MGX4

kerrykennedy365@gmail.com6BQ224

[Lab identifying email address]6GXHJ6

kerrykennedy365@gmail.com6PBG63

kerrykennedy365@gmail.com6UMHA8

kerrykennedy365@gmail.com6YGC89

kerrykennedy365@gmail.com73BTX8

kerrykennedy365@gmail.com78ZEJZ

kerrykennedy365@gmail.com7RTB62

kerrykennedy365@gmail.com7W7ULH

kerrykennedy365@gmail.com8CFHC9

kerrykennedy365@gmail.com8EKT77

kerrykennedy365@gmail.com8QRKQ7

kerrykennedy365@gmail.com8YPCYZ

kerrykennedy365@gmail.com (Username K)92D26X

kerrykenedy365@gmail.com93LELZ

kerrykennedy365@gmail.com94BPB8

kerrykennedy365@gmail.com98DMLZ

kerrykennedy365@gmail.com9LVFA7

kerrykennedy365@gmail.com9QCNX7
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ResponseWebCode

kerrykennedy365@gmail.com9WLDJ7

kerrykennedy365@gmail.com9YL3QZ

kerrykennedy365@gmail.comA2MQHU

kerrykennedy365@gmail.comA97UPW

kerrykennedy365@gmail.comAP9F7X

kerrykennedy365@gmail.comAUAEP4

kerrykennedy365@gmail.comAX67XZ

kerrykennedy365@gmail.comB238B3

kerrykennedy365@gmail.comB2LZ4Y

kerrykennedy365@gmail.comB4U6PZ

kerrykennedy365@gmail.comBAQ8JY

kerrykennedy365@gmail.comBH7TR4

kerrykennedy365@gmail.comCBMXBZ

kerrykennedy365@gmail.comD4YJ2Y

KD83QN3

kerrykennedy365@gmail.comDCWCAT

kerrykennedy365@gmail.comDGP8GR

kerrykennedy365@gmail.comDJFG7Z

kerrykennedy365@gmail.comDMHB9B

kerrykennedy365@gmail.comDPMHM3

kerrykennedy365@gmail.comDUCKAT

kerrykennedy365@gmail.comE2PTBV

kerrykennedy365@gmail.comEBWLPW

kerrykennedy365@gmail.comEYJBDY

kerrykennedy365@gmail.comFBAKBT

kerrykennedy365@gmail.comFBWVA2

Not within laboratory's scope.FEQ3EV

kerrykennedy365@gmail.comGTQ22R

kerrykennedy365@gmail.comHDRNWV

kerrykennedy365@gmail.comHL88FU

kerrykennedy365@gmail.comHT7MBU
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ResponseWebCode

kerrykennedy365@gmail.comHYCG7P

kerrykennedy365@gmail.comJJTX3M

kerrykennedy365@gmail.comJQV78V

kerrykennedy365@gmail.comJZNDBU

kerrykennedy365@gmail.comK4F93R

kerrykennedy365@gmail.comKFAF7N

kerrykennedy365@gmail.comL32W9T

kerrykennedy365@gmail.comLFPYQL

kerrykennedy365@gmail.comLM7GZM

kerrykennedy365@gmail.comM2L2XL

kerrykennedy365@gmail.comM9LCCQ

kerrykennedy365@gmail.comMCYC9H

kerrykennedy365@gmail.comMQ73BQ

kerrykennedy365@gmail.comMT4T9P

kerrykennedy365@gmail.comMVVRMM

kerrykennedy365@gmail.comMZ8Q3M

kerrykennedy365@gmail.comN9J4KH

kerrykennedy365@gmail.comNCYLUM

kerrykennedy365@gmail.comNRVA7R

kerrykennedy365@gmail.comNUHEHQ

kerrykennedy365@gmail.comP3R4WP

kerrykennedy365@gmail.comPPKBDP

kerrykennedy365@gmail.comPQUDYN

kerrykennedy365@gmail.comPY92YH

kerrykennedy365@gmail.comQ77D9J

kerrykennedy365@gmail.comQA26GG

kerrykennedy365@gmail.comQZUC4F

kerrykennedy365@gmail.comR66MUP

kerrykennedy365@gmail.comR7KWTG

kerrykennedy365@gmail.comRGX9ZJ

kerrykennedy365@gmail.comRJ6LGL
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ResponseWebCode

kerrykennedy365@gmail.comRQ8NRD

kerrykennedy365@gmail.comT3BFNH

kerrykennedy365@gmail.comTP8XDH

kerrykennedy365@gmail.comU3QZ9F

kerrykennedy365@gmail.comUGV9YB

kerrykennedy365@gmail.comUYBHYB

kerrykennedy365@gmail.comUYBRKF

kerrykennedy365@gmail.comVA49AG

kerrykennedy365@gmail.comVCF2BB

kerrykennedy365@gmail.comVFVHJF

Kerrykennedy365@gmail.comWFVTYJ

kerrykennedy365@gmail.comWVK63D

kerrykennedy365@gmail.comXECB9H

kerrykennedy365@gmail.comXLA3GC

Not within laboratory's scopeY4AMFC

kerrykennedy365@gmail.comY8QV4B

kerrykennedy365@gmail.comYL73UG

kerrykennedy365@gmail.comYLPWGC

kerrykennedy365@gmail.comZKCM47

kerrykennedy365@gmail.comZTMXBB
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Question 12: What is the user’s username (email address) for the tinder app?
kerrykennedy365@gmail.com Consensus Result:

 Manufacturer ' s Response Explanation:
Configuration settings and preferences for the tinder app are stored in /data/user/0/com.tinder/files/datastore/account 
and /data/user/0/com.android.chrome/app_chrome/Default/Login Data.

 Response Illustration:
/data/user/0/com.tinder/files/datastore/account
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Question 13: What was the last_activity_date for the Tinder app? Provide your date response based on 
the device-local-time using the date picker. The date picker will present the date in this format: 
YYYY-MM-DD.

2024-01-13 Manufacturer ' s 
 Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

2024-01-142MTFA6

2024-01-132N7PMC

2024-01-132WLLD4

2024-01-1336AWZ6

2024-01-143FQQ67

2024-01-123Q98XC

2024-01-133QAXC8

2024-01-134LDQ84

2024-01-144YG2R6

2024-01-1368MGX4

2024-01-146BQ224

2024-01-136GXHJ6

2024-01-146PBG63

2024-01-026UMHA8

2024-01-146YGC89

2024-01-1273BTX8

2024-01-1278ZEJZ

2024-01-137RTB62

2024-01-137W7ULH

2024-01-148CFHC9

2024-01-138EKT77

2024-01-138QRKQ7

2024-01-028YPCYZ

2024-01-1392D26X

2024-01-1393LELZ

2024-01-1394BPB8

2024-01-1498DMLZ
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

2024-01-149LVFA7

2024-01-149QCNX7

2024-01-139WLDJ7

2024-01-139YL3QZ

2024-01-14A2MQHU

2024-01-14A97UPW

2024-01-14AP9F7X

2024-01-14AUAEP4

2024-01-14AX67XZ

2024-01-14B238B3

2024-01-13B2LZ4Y

2024-01-12B4U6PZ

2024-01-14BAQ8JY

2024-01-12BH7TR4

2024-01-14CBMXBZ

2024-01-14D4YJ2Y

2024-01-14D83QN3

2024-01-14DCWCAT

2024-01-14DGP8GR

2024-01-14DJFG7Z

2024-01-12DMHB9B

2024-01-14DPMHM3

2024-01-14DUCKAT

2024-01-14E2PTBV

Not within laboratory's scopeEBWLPW

2024-01-13EYJBDY

2024-01-13FBAKBT

2024-01-14FBWVA2

FEQ3EV

2024-01-14GTQ22R

2024-01-12HDRNWV
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

2024-01-14HL88FU

2024-01-13HT7MBU

2024-01-13HYCG7P

2024-01-14JJTX3M

2024-01-13JQV78V

2024-01-14JZNDBU

2024-01-14K4F93R

2024-01-13KFAF7N

2024-01-13L32W9T

2024-01-13LFPYQL

2024-01-14LM7GZM

2024-01-14M2L2XL

2024-01-13M9LCCQ

2024-01-14MCYC9H

2024-01-13MQ73BQ

2024-01-12MT4T9P

2024-01-14MVVRMM

2024-01-14MZ8Q3M

2024-01-13N9J4KH

2024-01-13NCYLUM

2024-01-14NRVA7R

2024-01-14NUHEHQ

2024-01-14P3R4WP

2024-01-14PPKBDP

2024-01-14PQUDYN

2024-01-13PY92YH

Not within laboratory's scopeQ77D9J

2024-01-13QA26GG

2024-01-14QZUC4F

2024-12-01R66MUP

2024-01-13R7KWTG
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

2024-01-14RGX9ZJ

2024-01-12RJ6LGL

2024-01-13RQ8NRD

2024-01-14T3BFNH

2024-01-14TP8XDH

2024-01-14U3QZ9F

2024-01-14UGV9YB

2024-01-13UYBHYB

2024-01-14UYBRKF

2024-01-12VA49AG

2024-01-14VCF2BB

2024-01-13VFVHJF

2024-01-12WFVTYJ

2024-01-14WVK63D

2024-01-14XECB9H

2024-01-14XLA3GC

Y4AMFC

2024-01-10Y8QV4B

2024-01-14YL73UG

2024-01-14YLPWGC

2024-01-12ZKCM47

2024-01-14ZTMXBB
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Question 13: What was the last_activity_date for the Tinder app? Provide your date response based on the 
device-local-time using the date picker. The date picker will present the date in this format: YYYY-MM-DD.

A consensus was not achieved for this question. The intent of this question was for participants to 
locate the string last_activity_date in the application data (database) for the Tinder app and 
determine the date of the last activity recorded by the app. 33% of participants reported the date 
of 2024-01-13 and 52% of participants reported 2024-01-14. The date of 2024-01-14 
corresponds with the last modified date of the database (tinder-3.db), and not the date of the 
actual last use of the app.

 Consensus Result:

 Manufacturer ' s Response Explanation:
Configuration settings and data for the Tinder app are stored in /data/user/0/com.tinder/databases/tinder-3.db. The 
last_activity_date is the only value in the last_activity_date table.

 Response Illustration:
tinder-3.db
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Question 14: Provide the FULL text of the tinder message received 1/12/2024 (January 12, 2024) 
5:32:21 PM(UTC+0)

“Hi K! What's been the best part of your week so far?” Manufacturer ' s 
 Response:

ResponseWebCode

Hi K! What's been the best part of your week so far?2MTFA6

Hi K! What's been the best part of your week so far?2N7PMC

Hi K! What's been the best part of your week so far?2WLLD4

Hi K! What's been the best part of your week so far?36AWZ6

Hi K! What's been the best part of your week so far?3FQQ67

Hi K! What's been the best part of your week so far?3Q98XC

Hi K! What's been the best part of your week so far?3QAXC8

Hi K! What's been the best part of your week so far?4LDQ84

Hi K! What's been the best part of your week so far?4YG2R6

Hi K! What's been the best part of your week so far?68MGX4

Hi K! What's been the best part of your week so far?6BQ224

Hi K! What's been the best part of your week so far?6GXHJ6

Hi K! What's been the best part of your week so far?6PBG63

Hi K! What's been the best part of your week so far?6UMHA8

Hi K! What's been the best part of your week so far?6YGC89

Hi K! What's been the best part of your week so far?73BTX8

Hi K! What's been the best part of your week so far?78ZEJZ

Hi K! What's been the best part of your week so far?7RTB62

Hi K! What's been the best part of your week so far?7W7ULH

Hi K! What's been the best part of your week so far?8CFHC9

Hi K! What's been the best part of your week so far?8EKT77

Hi K! What's been the best part of your week so far?8QRKQ7

Hello K.8YPCYZ

Hi K! What's been the best part of your week so far?92D26X

Hi K! What's been the best part of your week so far?93LELZ

Hi K! What's been the best part of your week so far?94BPB8

Hi K! What's been the best part of your week so far?98DMLZ

Hi K! What's been the best part of your week so far?9LVFA7
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ResponseWebCode

Hi K! What's been the best part of your week so far?9QCNX7

Hi K! What's been the best part of your week so far?9WLDJ7

Hi K! What's been the best part of your week so far?9YL3QZ

Hi K! What's been the best part of your week so far?A2MQHU

Hi K! What's been the best part of your week so far?A97UPW

Hi K! What's been the best part of your week so far?AP9F7X

Hi K! What's been the best part of your week so far?AUAEP4

Hi K! What's been the best part of your week so far?AX67XZ

Hi K! What's been the best part of your week so far?B238B3

Hi K! What's been the best part of your week so far?B2LZ4Y

Hi K! What's been the best part of your week so far?B4U6PZ

Hi K! What's been the best part of your week so far?BAQ8JY

Hi K! What's been the best part of your week so far?BH7TR4

Hi K! What's been the best part of your week so far?CBMXBZ

Hi K! What's been the best part of your week so far?D4YJ2Y

Hi K! What's been the best part of your week so far?D83QN3

Hi K! What's been the best part of your week so far?DCWCAT

Hi K! What's been the best part of your week so far?DGP8GR

Hi K! What's been the best part of your week so far?DJFG7Z

Hi K! What's been the best part of your week so far?DMHB9B

Hi K! What's been the best part of your week so far?DPMHM3

Hi K! What's been the best part of your week so far?DUCKAT

Hi K! What's been the best part of your week so far?E2PTBV

Hi K! What's been the best part of your week so far?EBWLPW

Hi K! What's been the best part of your week so far?EYJBDY

Hi K! What's been the best part of your week so far?FBAKBT

Hi K! What's been the best part of your week so far?FBWVA2

Not within laboratory's scope.FEQ3EV

Hi K! What's been the best part of your week so far?GTQ22R

Hi K! What's been the best part of your week so far?HDRNWV

Hi K! What's been the best part of your week so far?HL88FU
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ResponseWebCode

Hi K! What's been the best part of your week so far?HT7MBU

Hi K! What's been the best part of your week so far?HYCG7P

Hi K! What's been the best part of your week so far?JJTX3M

Hi K! What's been the best part of your week so far?JQV78V

Hi K! What's been the best part of your week so far?JZNDBU

Hi K! What's been the best part of your week so far?K4F93R

Hi K! What's been the best part of your week so far?KFAF7N

Hi K! What's been the best part of your week so far?L32W9T

Hi K! What's been the best part of your week so far?LFPYQL

Hi K! What's been the best part of your week so far?LM7GZM

Hi K! What's been the best part of your week so far?M2L2XL

Hi K! What's been the best part of your week so far?M9LCCQ

Hi K! What's been the best part of your week so far?MCYC9H

Hi K! What's been the best part of your week so far?MQ73BQ

Hi K! What's been the best part of your week so far?MT4T9P

Hi K! What's been the best part of your week so far?MVVRMM

"Hi K! What's been the best part of your week so far?"MZ8Q3M

Hi K! What's been the best part of your week so far?N9J4KH

Hi K! What's been the best part of your week so far?NCYLUM

Hi K! What's been the best part of your week so far?NRVA7R

Hi K! What's been the best part of your week so far?NUHEHQ

Hi K! What's been the best part of your week so far?P3R4WP

Hi K! What's been the best part of your week so far?PPKBDP

Hi K! What's been the best part of your week so far?PQUDYN

Hi K! What's been the best part of your week so far?PY92YH

Hi K! What's been the best part of your week so far?Q77D9J

Hi K! What's been the best part of your week so far?QA26GG

Hi K! What's been the best part of your week so far?QZUC4F

Hi K! What's been the best part of your week so far?R66MUP

Hi K! What's been the best part of your week so far?R7KWTG

Hi K! What's been the best part of your week so far?RGX9ZJ
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ResponseWebCode

Hi K! What's been the best part of your week so far?RJ6LGL

Hi K! What's been the best part of your week so far?RQ8NRD

Hi K! What's been the best part of your week so far?T3BFNH

Hi K! What's been the best part of your week so far?TP8XDH

Hi K! What's been the best part of your week so far?U3QZ9F

Hi K! What's been the best part of your week so far?UGV9YB

Hi K! What's been the best part of your week so far?UYBHYB

Hi K! What's been the best part of your week so far?UYBRKF

Hi K! What's been the best part of your week so far?VA49AG

Hi K! What's been the best part of your week so far?VCF2BB

Hi K! What's been the best part of your week so far?VFVHJF

Hi k! What's been the best part of your week so far?WFVTYJ

Hi K! What's been the best part of your week so far?WVK63D

Hi K! What's been the best part of your week so far?XECB9H

Hi K! What's been the best part of your week so far?XLA3GC

Not within laboratory's scopeY4AMFC

Hi K! What's been the best part of your week so far?Y8QV4B

Hi K! What's been the best part of your week so far?YL73UG

Hi K! What's been the best part of your week so far?YLPWGC

Hi K! What's been the best part of your week so far?ZKCM47

Hi K! What's been the best part of your week so far?ZTMXBB
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Question 14: Provide the FULL text of the tinder message received 1/12/2024 (January 12, 2024) 
5:32:21 PM(UTC+0)

Hi K! What's been the best part of your week so far? Consensus Result:

 Manufacturer ' s Response Explanation:
Tinder messages are stored in /data/user/0/com.tinder/databases/tinder-3.db.

 Response Illustration:
tinder-3.db

Cellebrite conversation view
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TABLE 1
 Question 15 - Examination Questions

Question 15: What terms did the user search on Google 1/12/2024 (January 12, 2024) 3:02:07 AM 
(UTC+0)?

safe tinder date Manufacturer ' s 
 Response:

ResponseWebCode

safe tinder date2MTFA6

safe tinder date2N7PMC

safe tinder date2WLLD4

safe tinder date36AWZ6

safe tinder date3FQQ67

safe tinder date3Q98XC

safe tinder date3QAXC8

safe tinder date4LDQ84

safe tinder date4YG2R6

safe tinder date68MGX4

safe tinder date6BQ224

safe tinder date6GXHJ6

safe tinder date6PBG63

safe tinder date6UMHA8

safe tinder date6YGC89

safe tinder date73BTX8

Safe tinder date78ZEJZ

safe tinder date7RTB62

safe tinder date7W7ULH

safe tinder date8CFHC9

safe tinder date8EKT77

safe tinder date8QRKQ7

safe tndrr, safe tinder date, safe tinder openers8YPCYZ

safe tinder date92D26X

Safe tinder date93LELZ

safe tinder date94BPB8

safe tinder date98DMLZ

safe tinder date9LVFA7
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ResponseWebCode

safe tinder date9QCNX7

safe tinder date9WLDJ7

safe tinder date9YL3QZ

safe tinder dateA2MQHU

safe tinder dateA97UPW

safe tinder dateAP9F7X

safe tinder dateAUAEP4

safe tinder dateAX67XZ

safe tinder dateB238B3

safe tinder dateB2LZ4Y

safe tinder dateB4U6PZ

safe tinder dateBAQ8JY

safe tinder dateBH7TR4

safe tinder dateCBMXBZ

safe tinder dateD4YJ2Y

safe tinder dateD83QN3

safe tinder dateDCWCAT

safe tinder dateDGP8GR

Safe tinder dateDJFG7Z

safe tinder dateDMHB9B

safe tinder date - Google SearchDPMHM3

safe tinder dateDUCKAT

safe tinder dateE2PTBV

safe tinder dateEBWLPW

safe tinder dateEYJBDY

safe tinder dateFBAKBT

safe tinder dateFBWVA2

Not within laboratory's scope.FEQ3EV

safe tinder dateGTQ22R

safe tinder dateHDRNWV

safe tinder dateHL88FU
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ResponseWebCode

safe tinder dateHT7MBU

safe tndrr, safe tinder dateHYCG7P

safe tinder dateJJTX3M

safe tinder dateJQV78V

safe tinder dateJZNDBU

safe tinder dateK4F93R

safe tinder dateKFAF7N

safe tinder dateL32W9T

Safe Tinder DateLFPYQL

safe tinder dateLM7GZM

safe tinder dateM2L2XL

Safe tinder dateM9LCCQ

safe tinder dateMCYC9H

safe tinder dateMQ73BQ

safe tinder dateMT4T9P

safe tinder dateMVVRMM

"safe tinder date"MZ8Q3M

safe tinder dateN9J4KH

safe tinder dateNCYLUM

safe tinder dateNRVA7R

safe tinder dateNUHEHQ

safe tinder dateP3R4WP

safe tinder datePPKBDP

safe tinder datePQUDYN

safe tinder datePY92YH

safe tinder dateQ77D9J

safe tinder dateQA26GG

safe tinder dateQZUC4F

safe tinder dateR66MUP

safe tinder dateR7KWTG

safe tinder dateRGX9ZJ
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ResponseWebCode

safe tinder dateRJ6LGL

safe tinder dateRQ8NRD

safe tinder dateT3BFNH

safe tinder dateTP8XDH

safe tinder dateU3QZ9F

safe tinder dateUGV9YB

safe tinder dateUYBHYB

safe tinder dateUYBRKF

safe tinder dateVA49AG

safe tinder dateVCF2BB

safe tinder dateVFVHJF

safe tinder dateWFVTYJ

safe tinder dateWVK63D

safe tinder dateXECB9H

safe tinder dateXLA3GC

Not within laboratory's scopeY4AMFC

safe tinder dateY8QV4B

safe tinder dateYL73UG

safe tinder dateYLPWGC

safe tinder dateZKCM47

Safe tinder dateZTMXBB
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Question 15: What terms did the user search on Google 1/12/2024 (January 12, 2024) 3:02:07 AM 
(UTC+0)?

safe tinder date Consensus Result:

 Manufacturer ' s Response Explanation:
The Chrome browser history is stored in /data/user/0/com.android.chrome/app_chrome/Default/History in the “urls” 
table.

 Response Illustration:
urls table in Chrome History database (filtered)
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Question 16: On what date (START) was the user scheduled to go on vacation? (Provide date in 
YYYY-MM-DD using the date picker.)

2024-07-14 Manufacturer ' s 
 Response:

ResponseWebCode

2024-07-142MTFA6

2024-07-142N7PMC

2024-07-142WLLD4

2024-07-1436AWZ6

2024-07-143FQQ67

2024-07-143Q98XC

2024-07-143QAXC8

2024-07-144LDQ84

2024-07-144YG2R6

2024-07-1468MGX4

2024-07-146BQ224

2024-07-146GXHJ6

2024-07-146PBG63

2024-07-146UMHA8

2024-07-146YGC89

2024-07-1473BTX8

2024-07-1478ZEJZ

2024-07-147RTB62

2024-07-147W7ULH

2024-07-148CFHC9

2024-07-148EKT77

2024-07-148QRKQ7

2024-07-148YPCYZ

2024-07-1492D26X

2024-07-1493LELZ

2024-07-1494BPB8

2024-07-1498DMLZ

2024-07-149LVFA7
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ResponseWebCode

2024-07-149QCNX7

2024-07-149WLDJ7

2024-07-149YL3QZ

2024-07-14A2MQHU

2024-07-14A97UPW

2024-07-14AP9F7X

2024-07-14AUAEP4

2024-07-14AX67XZ

2024-07-14B238B3

2024-07-14B2LZ4Y

2024-07-14B4U6PZ

2024-07-14BAQ8JY

2024-07-14BH7TR4

2024-07-14CBMXBZ

2024-07-14D4YJ2Y

2024-07-14D83QN3

2024-07-14DCWCAT

2024-07-14DGP8GR

2024-07-14DJFG7Z

2024-07-14DMHB9B

2024-07-14DPMHM3

2024-07-14DUCKAT

2024-07-14E2PTBV

Not within laboratory's scopeEBWLPW

2024-07-14EYJBDY

2024-07-14FBAKBT

2024-07-14FBWVA2

FEQ3EV

2024-07-14GTQ22R

2024-07-14HDRNWV

2024-07-14HL88FU
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ResponseWebCode

2024-07-13HT7MBU

2024-07-14HYCG7P

2024-07-14JJTX3M

2024-07-14JQV78V

2024-07-14JZNDBU

2024-07-14K4F93R

2024-07-14KFAF7N

2024-07-14L32W9T

2024-07-14LFPYQL

2024-07-14LM7GZM

2024-07-14M2L2XL

2024-07-14M9LCCQ

2024-07-14MCYC9H

2024-07-14MQ73BQ

2024-07-14MT4T9P

2024-07-14MVVRMM

2024-07-14MZ8Q3M

2024-07-14N9J4KH

2024-07-13NCYLUM

2024-07-14NRVA7R

2024-07-14NUHEHQ

2024-07-14P3R4WP

2024-07-14PPKBDP

2024-07-14PQUDYN

2024-07-14PY92YH

2024-07-14Q77D9J

2024-07-14QA26GG

2024-07-14QZUC4F

2024-07-14R66MUP

2024-07-14R7KWTG

2024-07-14RGX9ZJ
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ResponseWebCode

2024-07-14RJ6LGL

2024-07-14RQ8NRD

2024-07-14T3BFNH

2024-07-14TP8XDH

2024-07-14U3QZ9F

2024-07-14UGV9YB

2024-07-14UYBHYB

2024-07-14UYBRKF

2024-07-14VA49AG

2024-07-14VCF2BB

2024-07-14VFVHJF

2024-07-14WFVTYJ

2024-07-14WVK63D

2024-07-14XECB9H

2024-07-14XLA3GC

Y4AMFC

2024-07-14Y8QV4B

2024-07-14YL73UG

2024-07-14YLPWGC

2024-07-14ZKCM47

2024-07-14ZTMXBB
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Question 16: On what date (START) was the user scheduled to go on vacation? (Provide date in 
YYYY-MM-DD using the date picker.)

2024-07-14 Consensus Result:

 Manufacturer ' s Response Explanation:
Google calendar entries are stored in /data/user/0/com.google.android.calendar/databases/cal_v2a. Information 
about scheduled events is contained in the “Events” table.

 Response Illustration:
Cellebrite View of Cal_v2a
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TABLE 1
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Question 17: What contact name is associated with the phone number 757-384-0929?

Cindy Manufacturer ' s 
 Response:

ResponseWebCode

Cindy2MTFA6

Cindy2N7PMC

Cindy2WLLD4

Cindy36AWZ6

Cindy3FQQ67

Cindy3Q98XC

Cindy3QAXC8

Cindy4LDQ84

Cindy4YG2R6

Cindy68MGX4

Cindy6BQ224

Cindy6GXHJ6

Cindy6PBG63

Cindy6UMHA8

Cindy6YGC89

Cindy73BTX8

Cindy78ZEJZ

Cindy7RTB62

Cindy7W7ULH

Cindy8CFHC9

Cindy8EKT77

Cindy8QRKQ7

Cindy8YPCYZ

Cindy92D26X

Cindy93LELZ

Cindy94BPB8

Cindy98DMLZ

Cindy9LVFA7

Cindy9QCNX7
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ResponseWebCode

Cindy9WLDJ7

Cindy9YL3QZ

CindyA2MQHU

CindyA97UPW

CindyAP9F7X

CindyAUAEP4

CindyAX67XZ

CindyB238B3

CindyB2LZ4Y

CindyB4U6PZ

CindyBAQ8JY

CindyBH7TR4

CindyCBMXBZ

CindyD4YJ2Y

CindyD83QN3

CindyDCWCAT

CindyDGP8GR

CindyDJFG7Z

CindyDMHB9B

CindyDPMHM3

CindyDUCKAT

CindyE2PTBV

CindyEBWLPW

CindyEYJBDY

CindyFBAKBT

CindyFBWVA2

Not within laboratory's scope.FEQ3EV

CindyGTQ22R

CindyHDRNWV

CindyHL88FU

CindyHT7MBU
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ResponseWebCode

CindyHYCG7P

CindyJJTX3M

CindyJQV78V

CindyJZNDBU

CindyK4F93R

CindyKFAF7N

CindyL32W9T

CindyLFPYQL

CindyLM7GZM

CindyM2L2XL

CindyM9LCCQ

CindyMCYC9H

CindyMQ73BQ

CindyMT4T9P

CindyMVVRMM

CindyMZ8Q3M

CindyN9J4KH

CindyNCYLUM

CindyNRVA7R

CindyNUHEHQ

CindyP3R4WP

CindyPPKBDP

CindyPQUDYN

CindyPY92YH

CindyQ77D9J

CindyQA26GG

CindyQZUC4F

CindyR66MUP

CindyR7KWTG

CindyRGX9ZJ

CindyRJ6LGL
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ResponseWebCode

CindyRQ8NRD

CindyT3BFNH

CindyTP8XDH

CindyU3QZ9F

CindyUGV9YB

CindyUYBHYB

CindyUYBRKF

CindyVA49AG

CindyVCF2BB

CindyVFVHJF

CindyWFVTYJ

CindyWVK63D

CindyXECB9H

CindyXLA3GC

Not within laboratory's scopeY4AMFC

CindyY8QV4B

CindyYL73UG

CindyYLPWGC

CindyZKCM47

CindyZTMXBB
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Question 17: What contact name is associated with the phone number 757-384-0929?
Cindy Consensus Result:

 Manufacturer ' s Response Explanation:
Contact information is stored in /data/data/com.android.providers.contacts/databases/contacts2.db.

 Response Illustration:
Cellebrite native contact pane (filtered for 0929)
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Question 18: What does the call log database show as the duration (length of time) for the call from Mike 
Bosserman?

00:00:50 Manufacturer ' s 
 Response:

ResponseWebCode

50 seconds2MTFA6

50 seconds2N7PMC

00:00:502WLLD4

50 seconds36AWZ6

00:00:503FQQ67

00:00:50sec3Q98XC

Fifty (50) seconds3QAXC8

50 Seconds4LDQ84

00:00:504YG2R6

50 seconds68MGX4

506BQ224

50 seconds6GXHJ6

50 s6PBG63

00:00:506UMHA8

00:00:506YGC89

00:00:5073BTX8

50 seconds78ZEJZ

50 seconds, 00:00:507RTB62

50 seconds7W7ULH

00:00:508CFHC9

508EKT77

508QRKQ7

00:00:508YPCYZ

50 seconds92D26X

50 seconds93LELZ

00:00:5094BPB8

00:00:5098DMLZ

509LVFA7
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ResponseWebCode

00:00:509QCNX7

50 (seconds)9WLDJ7

00:00:509YL3QZ

00:00:50A2MQHU

00:00:50A97UPW

00:00:50AP9F7X

00:00:50AUAEP4

50 SecondsAX67XZ

00:00:50B238B3

50B2LZ4Y

00:00:50B4U6PZ

50 secondsBAQ8JY

50BH7TR4

50CBMXBZ

00:00:50D4YJ2Y

00:00:50D83QN3

00:00:50DCWCAT

50DGP8GR

00:00:50DJFG7Z

50 SecondsDMHB9B

00:00:50DPMHM3

00:00:50DUCKAT

50E2PTBV

00:00:50EBWLPW

50 secondsEYJBDY

50sFBAKBT

50 secondsFBWVA2

Not within laboratory's scope.FEQ3EV

50 secondsGTQ22R

50HDRNWV

50 secondsHL88FU
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ResponseWebCode

00:00:50HT7MBU

50HYCG7P

00:00:50JJTX3M

50 secondsJQV78V

00:00:50JZNDBU

50 secondsK4F93R

50 secondsKFAF7N

00:00:50L32W9T

50LFPYQL

50LM7GZM

00:00:50M2L2XL

00:00:50M9LCCQ

50 secondsMCYC9H

00:00:50MQ73BQ

00:00:50MT4T9P

50MVVRMM

00:00:50MZ8Q3M

00:00:50N9J4KH

00:00:50 (50 seconds)NCYLUM

00:00:50NRVA7R

00:00:50NUHEHQ

00:00:50P3R4WP

50 secondsPPKBDP

00:00:50PQUDYN

00:00:50 (50 seconds)PY92YH

50Q77D9J

50 secondsQA26GG

00:00:50QZUC4F

50 secondsR66MUP

50R7KWTG

00:00:50RGX9ZJ
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ResponseWebCode

calllog.dbRJ6LGL

50 secondsRQ8NRD

00:00:50 . 50sT3BFNH

00:00:50TP8XDH

00:00:50U3QZ9F

00:00:50UGV9YB

50 secondsUYBHYB

50UYBRKF

50 secondsVA49AG

50 secondsVCF2BB

50 seconds (00:00:50)VFVHJF

00:00:50WFVTYJ

50 secondsWVK63D

00:00:50XECB9H

00:00:50XLA3GC

Not within laboratory's scopeY4AMFC

00.00.50Y8QV4B

00:00:50YL73UG

50YLPWGC

00:00:50ZKCM47

50ZTMXBB
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Question 18: What does the call log database show as the duration (length of time) for the call from Mike 
Bosserman?

00:00:50 and formatting variations Consensus Result:

 Manufacturer ' s Response Explanation:
Contact Mike Bosserman has the phone number 337-483-1075. The call log shows a call that lasted 50 seconds long 
from this number on 1/13/2024. Call log data is stored in 
/data/data/com.android.providers.contacts/databases/calllog.db. Review of this database finds the record for this call 
(in the calls table).

 Response Illustration:
Cellebrite contact record for Mike Bosserman

Cellebrite call log
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Question 19: What address did the user store as their home address in Google Maps? (Provide full 
address)

3101 S Manchester St, Falls Church, VA 22044 Manufacturer ' s 
 Response:

ResponseWebCode

3101 S Manchester St, Falls Church, VA 220442MTFA6

3101 S Manchester St, Falls Church, VA 220442N7PMC

3101 S Manchester St, Falls Church, VA 2204482WLLD4

3101 S Manchester St, Falls Church, VA 2204436AWZ6

3101 South Manchester Street Falls Church, VA 220443FQQ67

3101 S Manchester St, Falls Church, VA 220443Q98XC

3101 S Manchester St, Falls Church, VA 220443QAXC8

3101 S Manchester St, Falls Church, VA 220444LDQ84

3101 S Manchester St, Falls Church, VA 2204484YG2R6

3101 S Manchester St, Falls Church, VA 2204468MGX4

3101 S Manchester St, Falls Church, VA 220446BQ224

3101 S Manchester St, Falls Church, VA 220446GXHJ6

3101 S Manchester St, Falls Church, VA 220446PBG63

3101 S. Manchester St. Falls Church, VA 220446UMHA8

3101 S Manchester St, Falls Church, VA 220446YGC89

3101 S Manchester St, Falls Church, VA 22044873BTX8

3101 S Manchester St, Falls Church, VA 2204478ZEJZ

3101 S Manchester St, Falls Church, VA 220447RTB62

3101 S Manchester St, Falls Church, VA 22044, United States7W7ULH

3101 S Manchester St, Falls Church, VA 220448CFHC9

3101 S Manchester St, Falls Church, VA 220448EKT77

3101 S Manchester St, Falls Church, VA 220448QRKQ7

3101 S Manchester St, Falls Church, VA 220448YPCYZ

3101 S Manchester St, Falls Church, VA 2204492D26X

3101 S Manchester St, Falls Church, VA 2204493LELZ

3101 S Manchester St, Falls Church, VA 22044, United States94BPB8

3101 S Manchester St, Falls Church, VA 2204498DMLZ

3101 S Manchester St, Falls Church, VA 220449LVFA7
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ResponseWebCode

3101 S Manchester St, Falls Church, VA 220449QCNX7

3101 S Manchester St, Falls Church, VA 220449WLDJ7

3101 S Manchester St, Falls Church, VA 220449YL3QZ

3101 S Manchester St, Falls Church, VA 22044A2MQHU

3101 S Manchester St, Falls Church, VA 220044A97UPW

3101 S Manchester St, Falls Church, VA 22044AP9F7X

3101 S Manchester St, Falls Church, VA 22044AUAEP4

Not within laboratory's scope.AX67XZ

3101 S Manchester St, Falls Church, VA 22044B238B3

3101 S Manchester St, Falls Church, VA 22044B2LZ4Y

3101 S Manchester St. Falls Church, VA 22044B4U6PZ

3101 S Manchester St, Falls Church, VA 22044, United StatesBAQ8JY

3101 S Manchester St, Falls Church, VA 22044BH7TR4

3101 S Manchester St, Falls Church, VA 22044CBMXBZ

3101 S Manchester St, Falls Church, VA 22044D4YJ2Y

3101 S Manchester St, Falls Church, VA 22044D83QN3

3101 S Manchester St, Falls Church, VA 22044DCWCAT

120 W 45th St, New York, NY 10036, USADGP8GR

3101 S Manchester St, Falls Church, VA 22044DJFG7Z

3101 S Manchester St, Falls Church, VA 22044DMHB9B

3101 S Manchester St, Falls Church, VA 22044DPMHM3

3101 S Manchester St, Falls Church, VA 22044DUCKAT

3101 S Manchester St, Falls Church, VA 22044E2PTBV

3101 S Manchester St, Falls Church, VA 22044EBWLPW

3101 Manchester St, Falls Church, VA 22044EYJBDY

3101 S Manchester St, Falls Church, VA 22044FBAKBT

Woodlake Towers, 3101 S Manchester St, Falls Church, VAFBWVA2

Not within laboratory's scope.FEQ3EV

Not within laboratory's scopeGTQ22R

3101 S Manchester St, Falls Church, VA 22044HDRNWV

3101 S Manchester St, Falls Church, VA 22044HL88FU
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ResponseWebCode

3101 S Manchester St, Falls Church, VA 22044, United StatesHT7MBU

3101 S Manchester St, Falls Church, VA 22044HYCG7P

3101 S Manchester St, Falls Church, VA 22044JJTX3M

3101 S Manchester St, Falls Church, VA 22044JQV78V

3101 S Manchester St, Falls Church, VA 22044JZNDBU

3101 S Manchester St, Falls Church, VA 22044K4F93R

3101 S Manchester St, Falls Church, VA 22044KFAF7N

3101 S Manchester St, Falls Church, VA 22044L32W9T

3101 S Manchester St, Falls Church, VA 22044LFPYQL

3101 S Manchester St, Falls Church, VA 22044LM7GZM

3101 S Manchester St, Falls Church, VA 22044M2L2XL

3101 S Manchester St, Falls Church, VA 22044M9LCCQ

3101 S Manchester St, Falls Church, VA 22044MCYC9H

3101 S Manchester St, Falls Church, VA 22044MQ73BQ

3101 S Manchester St, Falls Church, VA 22044MT4T9P

3101 S Manchester St, Falls Church, VA 22044MVVRMM

3101 S Manchester St, Falls Church, VAMZ8Q3M

3101 S Manchester St, Falls Church, VA 22044N9J4KH

3101 S Manchester St, Falls Church, VA 22044NCYLUM

3101 S Manchester St, Falls Church, VA 22044NRVA7R

3101 S Manchester St, Falls Church, VA 22044NUHEHQ

3101 S Manchester St, Falls Church, VA 22044P3R4WP

3101 S Manchester St, Falls Church, VA 22044PPKBDP

3101 S Manchester St, Falls Church, VA 22044PQUDYN

3101 S Manchester St, Falls Church, VA 22044, United StatesPY92YH

3101 S Manchester St, Falls Church, VA 22044Q77D9J

3101 S Manchester St, Falls Church, VA 22044QA26GG

3101 S Manchester St, Falls Church, VA 22044QZUC4F

3101 S Manchester St, Falls Church, VA 22044, United StatesR66MUP

3101 S Manchester St, Falls Church, VA 22044R7KWTG

3101 S Manchester St, Falls Church, VA 22044RGX9ZJ
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ResponseWebCode

3101 S Manchester St, Falls Church, VA 22044, United StatesRJ6LGL

3101 S Manchester St, Falls Church, VA 22044RQ8NRD

3101 S Manchester St, Falls Church, VA 22044T3BFNH

3101 S Manchester St, Falls Church, VA 22044TP8XDH

3101 S Manchester St, Falls Church, VA 22044U3QZ9F

3101 S Manchester St, Falls Church, VA 22044UGV9YB

3101 S Manchester St, Falls Church, VA 22044UYBHYB

3101 S Manchester St, Falls Church, VA 22044UYBRKF

3101 S Manchester St, Falls Church, VA 22044VA49AG

3101 S Manchester St, Falls Church, VA 22044VCF2BB

3101 S Manchester St, Falls Church, VA 220448VFVHJF

3101 S Manchester St, Falls Church, VA 22044WFVTYJ

3101 S Manchester St, Falls Church, VA 22044WVK63D

3101 S Manchester St, Falls Church, VA 22044XECB9H

3101 S Manchester St, Falls Church, VA 22044XLA3GC

Not within laboratory's scopeY4AMFC

3101 S Manchester St, Falls Church, VA 22044Y8QV4B

3101 S Manchester St, Falls Church, VA 22044YL73UG

3101 S Manchester St, Falls Church, VA 22044YLPWGC

3101 S Manchester St, Falls Church, VA 22044ZKCM47

3101 S Manchester St, Falls Church, VA 22044ZTMXBB
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Question 19: What address did the user store as their home address in Google Maps? (Provide full 
address)

3101 S Manchester St, Falls Church, VA 22044 Consensus Result:

 Manufacturer ' s Response Explanation:
Google Maps ‘favorited’ locations are stored in 
/data_mirror/data_ce/null/0/com.google.android.apps.maps/databases/gmm_myplaces.db.

 Response Illustration:
Cellebrite parse of gmm_myplaces.db

Cellebrite parse of gmm_myplaces.db
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Question 20: What is the SHA256 hash of the file with MD5 hash 
75bb3c93b66294f328ef417fbd619198 (or SHA1 392036a27d3e7f0ea32d975d51c214da4ed942d5)?

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87 Manufacturer ' s 
 Response:

ResponseWebCode

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff872MTFA6

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff872N7PMC

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF872WLLD4

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8736AWZ6

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff873FQQ67

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff873Q98XC

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF873QAXC8

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff874LDQ84

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF874YG2R6

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8768MGX4

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF876BQ224

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF876GXHJ6

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF876PBG63

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF876UMHA8

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff876YGC89

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8773BTX8

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF8778ZEJZ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff877RTB62

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff877W7ULH

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff878CFHC9

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF878EKT77

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff878QRKQ7

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff878YPCYZ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8792D26X

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF8793LELZ

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF8794BPB8

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8798DMLZ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff879LVFA7
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ResponseWebCode

Cute Cat Video.mp49QCNX7

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff879WLDJ7

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff879YL3QZ

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87A2MQHU

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87A97UPW

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87AP9F7X

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87AUAEP4

SHA256: 8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87AX67XZ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87B238B3

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87B2LZ4Y

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87B4U6PZ

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87BAQ8JY

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87BH7TR4

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87CBMXBZ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87D4YJ2Y

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87D83QN3

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87DCWCAT

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87DGP8GR

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87DJFG7Z

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87DMHB9B

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87DPMHM3

Not within laboratory's scopeDUCKAT

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87E2PTBV

Not within laboratory's scopeEBWLPW

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87EYJBDY

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87FBAKBT

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87FBWVA2

Not within laboratory's scope.FEQ3EV

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87GTQ22R

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87HDRNWV

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87HL88FU
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ResponseWebCode

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87HT7MBU

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87HYCG7P

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87JJTX3M

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87JQV78V

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87JZNDBU

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87K4F93R

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87KFAF7N

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87L32W9T

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87LFPYQL

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87LM7GZM

8B545869D492C13EB3D3BBD77FDE41AAD1013E1A71D3D59E74344889C80A5FF87M2L2XL

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87M9LCCQ

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87MCYC9H

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87MQ73BQ

10c1777701f234a905d4b277f6ddd3f8c519b6ef29aed2ec1483a6fd1a7a127cMT4T9P

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87MVVRMM

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87MZ8Q3M

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87N9J4KH

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87NCYLUM

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87NRVA7R

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87NUHEHQ

Cute Cat Video.mp4P3R4WP

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87PPKBDP

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87PQUDYN

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87PY92YH

Not within laboratory's scope.Q77D9J

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87QA26GG

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87QZUC4F

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87R66MUP

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87R7KWTG

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87RGX9ZJ
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ResponseWebCode

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87RJ6LGL

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87RQ8NRD

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87T3BFNH

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87TP8XDH

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87U3QZ9F

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87UGV9YB

SHA256: 8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87UYBHYB

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87UYBRKF

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87VA49AG

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87VCF2BB

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87VFVHJF

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff8WFVTYJ

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87WVK63D

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87XECB9H

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87XLA3GC

Not within laboratory's scopeY4AMFC

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87Y8QV4B

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87YL73UG

8B545869D492C13EB3D3BBD77FDE41AD1013E1A71D3D59E74344889C80A5FF87YLPWGC

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87ZKCM47

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87ZTMXBB
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Question 20: What is the SHA256 hash of the file with MD5 hash 
75bb3c93b66294f328ef417fbd619198 (or SHA1 392036a27d3e7f0ea32d975d51c214da4ed942d5)?

8b545869d492c13eb3d3bbd77fde41ad1013e1a71d3d59e74344889c80a5ff87 Consensus Result:

 Manufacturer ' s Response Explanation:
Searching files by the hash provided will discover Cute Cat Video.mp4. The SHA256 hash can be computed after 
exporting the file from the extraction.

 Response Illustration:
Metadata - Cute Cat Video.mp4

Hashes - Cute Cat Video.mp4
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Question 21: Provide the content of the LAST WhatsApp message received by the user?

“You wanna head outside and maybe walk for a bit. It’s too crowded and loud inhere for 
conversation”

 Manufacturer ' s 
 Response:

ResponseWebCode

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation2MTFA6

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation2N7PMC

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation.2WLLD4

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation36AWZ6

You wanna hear outside and maybe walk for a bit. It's too crowded and loud in here for conversation.3FQQ67

"You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation"3Q98XC

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation3QAXC8

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation4LDQ84

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation4YG2R6

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation68MGX4

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation6BQ224

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation6GXHJ6

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation6PBG63

You wanna head outside and maybe walk for a bit. It's too crowded and loud in here for conversation6UMHA8

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation6YGC89

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation73BTX8

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation78ZEJZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation7RTB62

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation7W7ULH

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation8CFHC9

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation8EKT77

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation8QRKQ7

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation8YPCYZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation92D26X

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation93LELZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation94BPB8

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation98DMLZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation9LVFA7

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation9QCNX7
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ResponseWebCode

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation9WLDJ7

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation9YL3QZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationA2MQHU

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation.A97UPW

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationAP9F7X

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationAUAEP4

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationAX67XZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationB238B3

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationB2LZ4Y

You wanna head outside and maybe walk for a bit. It's too crowded and loud in here for conversationB4U6PZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationBAQ8JY

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationBH7TR4

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationCBMXBZ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationD4YJ2Y

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationD83QN3

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationDCWCAT

You wanna head outside and maybe walk for a bit, it's too crowded and loud inhere for conversationDGP8GR

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationDJFG7Z

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationDMHB9B

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationDPMHM3

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationDUCKAT

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationE2PTBV

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationEBWLPW

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationEYJBDY

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationFBAKBT

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation.FBWVA2

Not within laboratory's scope.FEQ3EV

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationGTQ22R

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationHDRNWV

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationHL88FU

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationHT7MBU
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ResponseWebCode

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationHYCG7P

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationJJTX3M

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationJQV78V

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationJZNDBU

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationK4F93R

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationKFAF7N

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationL32W9T

You wanna head outside and maybe walk for abit. It's too crowded and loud inhere for conversationLFPYQL

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationLM7GZM

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationM2L2XL

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationM9LCCQ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationMCYC9H

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationMQ73BQ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationMT4T9P

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationMVVRMM

"You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation"MZ8Q3M

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationN9J4KH

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationNCYLUM

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationNRVA7R

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationNUHEHQ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationP3R4WP

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationPPKBDP

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation.PQUDYN

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationPY92YH

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationQ77D9J

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationQA26GG

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationQZUC4F

SYSTEM_MESSAGE -R66MUP

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationR7KWTG

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationRGX9ZJ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationRJ6LGL
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ResponseWebCode

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationRQ8NRD

ChrisT3BFNH

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationTP8XDH

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationU3QZ9F

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationUGV9YB

"You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation"UYBHYB

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationUYBRKF

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversation.VA49AG

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationVCF2BB

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationVFVHJF

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationWFVTYJ

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationWVK63D

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationXECB9H

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationXLA3GC

Not within laboratory's scopeY4AMFC

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationY8QV4B

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationYL73UG

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationYLPWGC

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationZKCM47

You wanna head outside and maybe walk for a bit. It's too crowded and loud inhere for conversationZTMXBB
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Question 21: Provide the content of the LAST WhatsApp message received by the user?
"You wanna head outside and maybe walk for a bit. It’s too crowded and loud inhere for 
conversation"

 Consensus Result:

 Manufacturer ' s Response Explanation:
WhatsApp messages are stored in /data/data/com.whatsapp/databases/msgstore.db.

 Response Illustration:
Cellebrite WhatsApp Message View
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Question 22: What was the subject of the email received in the owner’s Gmail account on 1/13/2024 
(January 13, 2024) 7:36:22 PM (UTC+0)?

Security Alert Manufacturer ' s 
 Response:

ResponseWebCode

Security alert2MTFA6

Security alert2N7PMC

Security alert2WLLD4

Security alert36AWZ6

Security Alert3FQQ67

Security alert3Q98XC

Security alert3QAXC8

Security alert4LDQ84

Security alert4YG2R6

Security alert68MGX4

Security alert6BQ224

Security alert6GXHJ6

Security alert6PBG63

security alert6UMHA8

Security alert6YGC89

Security alert73BTX8

Security alert78ZEJZ

Security alert7RTB62

Security alert7W7ULH

Security alert8CFHC9

Security alert8EKT77

Security alert8QRKQ7

Security Alert8YPCYZ

Security Alert92D26X

Security alert93LELZ

Security alert94BPB8

Security alert98DMLZ

Security alert9LVFA7
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ResponseWebCode

Security alert9QCNX7

Security alert9WLDJ7

Security alert9YL3QZ

Security alertA2MQHU

Security AlertA97UPW

Security alertAP9F7X

Security alertAUAEP4

Security alertAX67XZ

Security alertB238B3

Security alertB2LZ4Y

Security AlertB4U6PZ

Security alertBAQ8JY

Security alertBH7TR4

Security alertCBMXBZ

Security alertD4YJ2Y

Security alertD83QN3

Security alertDCWCAT

A new sign-in on WindowsDGP8GR

Security alertDJFG7Z

Security AlertDMHB9B

Security alertDPMHM3

security alertDUCKAT

Security alertE2PTBV

Security alertEBWLPW

Security alertEYJBDY

Security alertFBAKBT

Security alertFBWVA2

Not within laboratory's scope.FEQ3EV

Security alertGTQ22R

Security alertHDRNWV

Security alertHL88FU
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ResponseWebCode

Security alertHT7MBU

Security alertHYCG7P

Security alertJJTX3M

Security alertJQV78V

Security alertJZNDBU

Security alertK4F93R

Security alertKFAF7N

Security AlertL32W9T

Security AlertLFPYQL

Security alertLM7GZM

Security alertM2L2XL

Security alertM9LCCQ

Security alertMCYC9H

Security AlertMQ73BQ

Security alertMT4T9P

Security alertMVVRMM

Security alertMZ8Q3M

Security alertN9J4KH

Security alertNCYLUM

Security alertNRVA7R

Security alertNUHEHQ

Security alertP3R4WP

Security alertPPKBDP

Security alertPQUDYN

Security alertPY92YH

Security alertQ77D9J

Security alertQA26GG

Security alertQZUC4F

Security alertR66MUP

Security alertR7KWTG

Security alertRGX9ZJ
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ResponseWebCode

Security alertRJ6LGL

Security alertRQ8NRD

Security alertT3BFNH

Security alertTP8XDH

Security alertU3QZ9F

Security alertUGV9YB

Security AlertUYBHYB

Security alertUYBRKF

Security alertVA49AG

A new sign-in on WindowsVCF2BB

Security alertVFVHJF

Security alertWFVTYJ

Security alertWVK63D

Security alertXECB9H

Security alertXLA3GC

Not within laboratory's scopeY4AMFC

Security alertY8QV4B

Security alertYL73UG

Security alertYLPWGC

Security alertZKCM47

Security alertZTMXBB
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Question 22: What was the subject of the email received in the owner’s Gmail account on 1/13/2024 
(January 13, 2024) 7:36:22 PM (UTC+0)?

Security Alert Consensus Result:

 Manufacturer ' s Response Explanation:
Gmail messages are stored in /data/user/0/com.google.android.gm/databases/bigTopDataDB.830463458.

 Response Illustration:
Cellebrite email metadata
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Question 23: Provide the GPS altitude (in meters above sea level) for PXL_20240110_021227487.jpg.

1596.2 Manufacturer ' s 
 Response:

ResponseWebCode

1596.22MTFA6

1596.22N7PMC

1596.22WLLD4

1596.236AWZ6

1596.23FQQ67

1596.23Q98XC

1596.20 meters3QAXC8

1596.24LDQ84

1596.24YG2R6

1596.268MGX4

1596.26BQ224

1596.26GXHJ6

1596.2 m6PBG63

1596.26UMHA8

1596.26YGC89

1596.273BTX8

1596,2 m.78ZEJZ

1596.27RTB62

1596.27W7ULH

1596.28CFHC9

1596.28EKT77

1596.28QRKQ7

1596.28YPCYZ

1596.292D26X

1596.293LELZ

GPSLongitude: -105.257631 GPSLatitude: 40.02125394BPB8

1596.298DMLZ

1596.29LVFA7

N 40.0212528, W 105.25763069QCNX7
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ResponseWebCode

1596.29WLDJ7

1596.29YL3QZ

1596.2A2MQHU

1596.200000A97UPW

1596.2AP9F7X

1596.2AUAEP4

1596.2 metersAX67XZ

1596.2B238B3

1596.2B2LZ4Y

1596.2B4U6PZ

1596.2BAQ8JY

1610.5BH7TR4

1596.2CBMXBZ

1596.2 metresD4YJ2Y

1596.2D83QN3

N 40.0212528, W 105.2576306DCWCAT

1596.2DGP8GR

1596.200000DJFG7Z

1596.2DMHB9B

1596.2DPMHM3

1616 mDUCKAT

1596.2E2PTBV

1596.2EBWLPW

1,608.31 mEYJBDY

1596,2FBAKBT

1596.2FBWVA2

Not within laboratory's scope.FEQ3EV

1596.2GTQ22R

1596.2HDRNWV

1596.200000HL88FU

1596.2HT7MBU
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ResponseWebCode

1596.2HYCG7P

N 40.0212528, W 105.2576306JJTX3M

1596.2JQV78V

1596.2JZNDBU

1596.2K4F93R

1596.2KFAF7N

1596.2L32W9T

1596.2LFPYQL

1596.2LM7GZM

1596.2M2L2XL

1596.20M9LCCQ

1596.2MCYC9H

1596.2MQ73BQ

1596.2MT4T9P

1596.2 mMVVRMM

1596.2 metersMZ8Q3M

1596.2N9J4KH

1596.20NCYLUM

1596.2NRVA7R

1596,2NUHEHQ

N 40.0212528, W 105.2576306P3R4WP

1596.2PPKBDP

1596.2PQUDYN

1596.2 metersPY92YH

1596.2Q77D9J

1596.2 metersQA26GG

N 40.0212528, W 105.2576306QZUC4F

1596.2R66MUP

1596.2R7KWTG

1615 mRGX9ZJ

1611RJ6LGL
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ResponseWebCode

1596.2RQ8NRD

1596.2T3BFNH

1596.2TP8XDH

1596,2U3QZ9F

1596.2UGV9YB

1596.2UYBHYB

1596.2UYBRKF

1596.2VA49AG

1596.2 metersVCF2BB

1596.2VFVHJF

1596.2WFVTYJ

1596.2WVK63D

1596.2XECB9H

1596.20 metresXLA3GC

Not within laboratory's scopeY4AMFC

1596,2Y8QV4B

1596.2YL73UG

1596.2YLPWGC

1596.2ZKCM47

1596.2ZTMXBB
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Question 23: Provide the GPS altitude (in meters above sea level) for PXL_20240110_021227487.jpg.
1596.2 Consensus Result:

 Manufacturer ' s Response Explanation:
Reviewing the metadata with a tool like Exiftool will show the GPS altitude.

 Response Illustration:
Exiftool parse of PXL_20240110_021227487.jpg

Windows properties of PXL_20240110_021227487.jpg
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Question 24: What kind of file (media type, file type, MIME type, content type) is the file with MD5 hash 
3cc0731bdd38f847726c5b5d5c579c5d?

SQLite format 3, or SQLite Database, or Database Manufacturer ' s 
 Response:

ResponseWebCode

Database file2MTFA6

This file is a WebStorage History SQLite database. DB.2N7PMC

Database (history) File2WLLD4

SQLite Database36AWZ6

File Type (Pixel5.tar\data_mirror\data_ce\null\0\com.android.chrome\app_chrome\Default\History)3FQQ67

SQLite Database3Q98XC

SQLite Database3QAXC8

SQLite Database4LDQ84

Database4YG2R6

SQLite format 3 (SQLite database)68MGX4

History file (Database)6BQ224

SQLite format 3 (SQLite database)6GXHJ6

Database, SQlite format file. (TarArchive/data/user/0/com.android.chrome/app_chrome/Default/History)6PBG63

database6UMHA8

Database6YGC89

Sqlite Database, MIME type application/vnd.sqlite3, application/x-sqlite373BTX8

media type: text; file type: Databases; MIME type: CSV; content type: History at Google Chrome78ZEJZ

Database file, History.db, SQLite format7RTB62

database file, sqlite 3.x database, application/x-sqlite3, database file that contains chrome history -- 
\data\data\com.android.chrome\app_chrome\Default\History

7W7ULH

Chrome History8CFHC9

Databases8EKT77

SQLite Database8QRKQ7

files8YPCYZ

Chrome history file92D26X

SQLite database93LELZ

This is a history file (Sqlite) that stores the Internet access details of the Chrome browser application.94BPB8

Chrome History File98DMLZ

SQLite Database File9LVFA7
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ResponseWebCode

Database file "SQLite"9QCNX7

Database (SQLite)9WLDJ7

SQLite format 3 (x-sqlite3)9YL3QZ

SQLite Database File Format, application/x-sqlite3A2MQHU

File typeA97UPW

database (SQLITE DB)AP9F7X

SQlite history databaseAUAEP4

Not within laboratory's scope.AX67XZ

DatabaseB238B3

Database file "SQLite"B2LZ4Y

DatabaseB4U6PZ

database fileBAQ8JY

Database FileBH7TR4

DatabaseCBMXBZ

SQLite Database (although it does not possess a ".sql" suffix, the file type is contained within the hex)D4YJ2Y

DB file (Chrome browser history)D83QN3

Database file "SQLite"DCWCAT

It is a SQLite database file that contains browsing history data from the Google Chrome browser on the 
Android phone

DGP8GR

SQlite Database fileDJFG7Z

DatabaseDMHB9B

DATABASE, Chrome historyDPMHM3

Database file (.tar)DUCKAT

SQLite databaseE2PTBV

Not within laboratory's scopeEBWLPW

DatabasesEYJBDY

SQlite 3 DatabaseFBAKBT

Media Type: SQLite 3.x database, File Type: SQLite 3.x database, MIME Type: application/vnd.sqlite3, 
Content Type: Google Chrome History Database

FBWVA2

Not within laboratory's scope.FEQ3EV

Not within laboratory's scopeGTQ22R

File type: DatabaseHDRNWV

SQLite databaseHL88FU
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ResponseWebCode

Audio Directions, Audio, MP3, Audio fileHT7MBU

SQLite format 3HYCG7P

Database file "SQLite"JJTX3M

SQLite database file, MIME type: application/vnd.sqlite3JQV78V

SQLite DatabaseJZNDBU

Database (SQLite)K4F93R

DatabaseKFAF7N

Database FileL32W9T

SQLite databaseLFPYQL

sqliteLM7GZM

Google Chrome History Database FileM2L2XL

DatabaseM9LCCQ

SQLite DatabaseMCYC9H

Database FileMQ73BQ

Internet history artefactMT4T9P

SQLITE databaseMVVRMM

Chrome History databaseMZ8Q3M

chrome history is a SQLite3 format fileN9J4KH

database file (history.db)NCYLUM

Type :Databases , Name :History , App_chrome , SQLite formatNRVA7R

DatabaseNUHEHQ

Database file "SQLite"P3R4WP

History DatabasePPKBDP

SQLite 3 databasePQUDYN

SQLite3 Database File (application/x-sqlite3)PY92YH

Not within laboratory's scope.Q77D9J

SQLite databaseQA26GG

Database file "SQLite"QZUC4F

Chrome History FileR66MUP

SQLite databaseR7KWTG

DatabasesRGX9ZJ

( 124 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 24 - Examination Questions

ResponseWebCode

database file [from path: pixel5.tar\data\user\0\com.android.chrome\app_chrome\Default\History]RJ6LGL

application/x-sqlite3 database fileRQ8NRD

sqlite3, SQLite format3, DBT3BFNH

File Type : Databases (SQLite format)TP8XDH

database file (history.db)U3QZ9F

SQLite 3.x databaseUGV9YB

databaseUYBHYB

sqlite databaseUYBRKF

History fileVA49AG

Chrome HistoryVCF2BB

Sqlite database fileVFVHJF

Database fileWFVTYJ

Database file "SQLite"WVK63D

application/x-sqlite3XECB9H

Chrome History Database in SQLite format.XLA3GC

Not within laboratory's scopeY4AMFC

SQLite 3.x databaseY8QV4B

DatabaseYL73UG

databaseYLPWGC

SQLite file format of Chrome History DatabaseZKCM47

DatabaseZTMXBB
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Question 24: What kind of file (media type, file type, MIME type, content type) is the file with MD5 hash 
3cc0731bdd38f847726c5b5d5c579c5d?

SQLite Database, or Database and variations representing similar information Consensus Result:

 Manufacturer ' s Response Explanation:
Searching the extractions for files with the provided MD5 hash will identify the file 
/data/user/0/com.android.chrome/app_chrome/Default/History. This file does not have an extension. The internal file 
signature (header) indicates its file type.

 Response Illustration:
Cellebrite email metadata
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Question 25: In what U.S. city was the device located on January 9, 2024?

Boulder Manufacturer ' s 
 Response:

ResponseWebCode

Boulder2MTFA6

Boulder, CO2N7PMC

Boulder, CO2WLLD4

Boulder36AWZ6

Denver, Colorado3FQQ67

Boulder3Q98XC

Boulder, CO3QAXC8

Boulder4LDQ84

Boulder, Colorado4YG2R6

Boulder68MGX4

Boulder6BQ224

(40.021252, -105.257631) Boulder, CO6GXHJ6

Boulder6PBG63

Boulder6UMHA8

Boulder6YGC89

Boulder, Colorado73BTX8

Boulder (Colorado State)78ZEJZ

Boulder7RTB62

Boulder7W7ULH

Boulder8CFHC9

Boulder, CO8EKT77

Boulder, Colorado8QRKQ7

Boulder8YPCYZ

Boulder, CO92D26X

Boulder, CO93LELZ

Denver94BPB8

Boulder, Boulder County, Colorado, 80309, United States98DMLZ

Boulder9LVFA7

Boulder (N 40.0212528, W 105.2576306)9QCNX7
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ResponseWebCode

Boulder9WLDJ7

Boulder, CO.9YL3QZ

BoulderA2MQHU

BoulderA97UPW

Boulder, COAP9F7X

BoulderAUAEP4

Boulder, COAX67XZ

BoulderB238B3

BoulderB2LZ4Y

BoulderB4U6PZ

Boulder, COBAQ8JY

BoulderBH7TR4

Boulder, COCBMXBZ

BoulderD4YJ2Y

Boulder CityD83QN3

Cedar RapidsDCWCAT

BoulderDGP8GR

BoulderDJFG7Z

America/DenverDMHB9B

BoulderDPMHM3

Boulder, CODUCKAT

BoulderE2PTBV

Boulder, ColoradoEBWLPW

Boulder, ColoradoEYJBDY

BOULDERFBAKBT

DenverFBWVA2

Not within laboratory's scope.FEQ3EV

Boulder, COGTQ22R

Boulder, ColoradoHDRNWV

BoulderHL88FU

ArlingtonHT7MBU
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ResponseWebCode

BoulderHYCG7P

Cedar RapidsJJTX3M

Boulder, ColoradoJQV78V

BoulderJZNDBU

Boulder, ColoradoK4F93R

BoulderKFAF7N

Boulder, COL32W9T

Boulder, COLFPYQL

BoulderLM7GZM

BoulderM2L2XL

BoulderM9LCCQ

BoulderMCYC9H

Boulder, COMQ73BQ

BoulderMT4T9P

BoulderMVVRMM

Boulder, ColoradoMZ8Q3M

DenverN9J4KH

Boulder, CONCYLUM

BoulderNRVA7R

BoulderNUHEHQ

BoulderP3R4WP

Boulder, COPPKBDP

BoulderPQUDYN

BoulderPY92YH

Boulder, COQ77D9J

BoulderQA26GG

Cedar RapidsQZUC4F

America/DenverR66MUP

Boulder, COR7KWTG

BoulderRGX9ZJ

Boulder, ColoradoRJ6LGL
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ResponseWebCode

Boulder, ColoradoRQ8NRD

Colorado BoulderT3BFNH

BoulderTP8XDH

BoulderU3QZ9F

Boulder, Colorado 80301, USAUGV9YB

Boulder, Colorado (40.021252 / -105.257631)UYBHYB

BoulderUYBRKF

2PCR+GW5 Boulder, Colorado, USAVA49AG

America\Colorado\DenverVCF2BB

Boulder, COVFVHJF

BoulderWFVTYJ

Boulder - ColoradoWVK63D

BoulderXECB9H

BoulderXLA3GC

Not within laboratory's scopeY4AMFC

BoulderY8QV4B

Boulder, Colorado, USAYL73UG

Boulder, COYLPWGC

BoulderZKCM47

BoulderZTMXBB
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Question 25: In what U.S. city was the device located on January 9, 2024?
Boulder Consensus Result:

 Manufacturer ' s Response Explanation:
Photos with embedded location information shows the location as Boulder, CO on January 9, 2024 (1/9/2024).

 Response Illustration:
Cellebrite device locations pane
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Question 26: What was the date and time of the LAST OUTGOING call? Provide your response in 
UTC+0 using the date/time picker. Date is presented in YYYY-MM-DD and Time should be in 24-hour 
format.

2024-01-13 18:56 Manufacturer ' s 
 Response:

ResponseWebCode

2024-01-13 18:562MTFA6

2024-01-13 18:562N7PMC

2024-01-13 18:562WLLD4

2024-01-13 18:5636AWZ6

2024-01-13 18:563FQQ67

2024-01-13 18:563Q98XC

2024-01-13 18:563QAXC8

2024-01-13 18:564LDQ84

2024-01-13 18:564YG2R6

2024-01-13 18:5668MGX4

2024-01-13 18:566BQ224

2024-01-13 18:566GXHJ6

2024-01-13 18:566PBG63

2024-01-13 18:566UMHA8

2024-01-13 18:566YGC89

2024-01-13 18:5673BTX8

2024-01-13 18:5678ZEJZ

2024-01-13 18:567RTB62

2024-01-13 18:567W7ULH

2024-01-13 18:568CFHC9

2024-01-13 18:56:408EKT77

2024-01-13 18:568QRKQ7

2024-01-13 18:578YPCYZ

2024-01-13 18:5692D26X

2024-01-13 18:5693LELZ

2024-01-13 18:5694BPB8

2024-01-13 18:5698DMLZ
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ResponseWebCode

2024-01-13 18:569LVFA7

2024-01-13 18:569QCNX7

2024-01-13 18:569WLDJ7

2024-01-13 18:569YL3QZ

2024-01-13 18:56A2MQHU

2024-01-13 18:56A97UPW

2024-01-13 18:56AP9F7X

2024-01-13 06:56AUAEP4

2024-01-13 18:56AX67XZ

2024-01-13 18:56B238B3

2024-01-13 18:56B2LZ4Y

2024-01-13 18:56B4U6PZ

2024-01-13 00:00BAQ8JY

2024-01-13 18:56BH7TR4

2024-01-13 18:56CBMXBZ

2024-01-13 18:56D4YJ2Y

2024-01-13 18:56D83QN3

2024-01-13 00:00DCWCAT

2024-01-13 18:56DGP8GR

2024-01-13 18:56DJFG7Z

2024-01-13 18:56DMHB9B

2024-01-13 18:56DPMHM3

2024-01-13 06:56DUCKAT

2024-01-13 18:56E2PTBV

2024-01-13 18:56EBWLPW

2024-01-13 18:56EYJBDY

2024-01-13 18:56FBAKBT

2024-01-13 18:57FBWVA2

FEQ3EV

2024-01-13 18:56GTQ22R

2024-01-13 18:56HDRNWV
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ResponseWebCode

2024-01-13 18:56HL88FU

2024-01-13 06:56HT7MBU

2024-01-13 18:56HYCG7P

2024-01-13 00:00JJTX3M

2024-01-13 18:56JQV78V

2024-01-13 18:56JZNDBU

2024-01-13 18:56K4F93R

2024-01-13 18:56KFAF7N

2024-01-13 18:56L32W9T

2024-01-13 23:56LFPYQL

2024-01-13 18:56LM7GZM

2024-01-13 18:56M2L2XL

2024-01-13 18:56M9LCCQ

2024-01-13 18:56MCYC9H

2024-01-13 18:56MQ73BQ

2024-01-13 18:56MT4T9P

2024-01-13 18:56MVVRMM

2024-01-13 18:56MZ8Q3M

2024-01-13 18:56N9J4KH

2024-01-13 18:56NCYLUM

2024-01-13 18:56NRVA7R

2024-01-13 18:56NUHEHQ

2024-01-13 18:56P3R4WP

2024-01-13 18:56PPKBDP

2024-01-13 00:00PQUDYN

2024-01-13 18:56PY92YH

2024-01-13 18:56Q77D9J

2024-01-13 18:56QA26GG

2024-01-13 00:00QZUC4F

2024-01-13 18:57R66MUP

2024-01-13 18:56R7KWTG

( 134 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 26 - Examination Questions

ResponseWebCode

2024-01-13 18:56RGX9ZJ

2024-01-13 18:56RJ6LGL

2024-01-13 18:56RQ8NRD

2024-01-13 18:56T3BFNH

2024-01-13 18:56TP8XDH

2024-01-13 18:56U3QZ9F

2024-01-13 18:56UGV9YB

2024-01-13 18:56UYBHYB

2024-01-13 06:56UYBRKF

2024-01-13 18:56VA49AG

2024-01-02 18:56VCF2BB

2024-01-13 18:56VFVHJF

2024-01-13 18:56WFVTYJ

2024-01-13 18:56WVK63D

2024-01-13 18:56XECB9H

2024-01-13 18:56XLA3GC

Y4AMFC

2024-01-13 18:56Y8QV4B

2024-01-13 18:56YL73UG

2024-01-13 18:56YLPWGC

2024-01-13 18:56ZKCM47

2024-01-13 18:56ZTMXBB
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Question 26: What was the date and time of the LAST OUTGOING call? Provide your response in 
UTC+0 using the date/time picker. Date is presented in YYYY-MM-DD and Time should be in 24-hour 
format.

2024-01-13 18:56 (or 18:57) and 2024-01-13 06:56 Consensus Result:

 Manufacturer ' s Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. Sorting by timestamp 
identifies the last outgoing call as 1/13/2024 6:56:40 PM(UTC+0).

 Response Illustration:
Cellebrite "Call Log" table selection showing outgoing call
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Question 27: Provide the name and number of the WhatsApp contact the user communicated with on 
1/14/2024 UTC+0 (January 14, 2024)?

Name: Chris
Phone Number: 15714788078

 Manufacturer ' s 
 Response:

ResponseWebCode

Name: Chris, 
Phone Number: 15714788078

2MTFA6

Name: Chris, 
Phone Number: 1 571 478 8078

2N7PMC

Name: Chris, 
Phone Number: 15714788078

2WLLD4

Name: Chris, 
Phone Number: 15714788078

36AWZ6

Name: Chris, 
Phone Number: 1-571-478-8078

3FQQ67

Name: Chris, 
Phone Number: +15714788078

3Q98XC

Name: Chris, 
Phone Number: +15714788078

3QAXC8

Name: Chris, 
Phone Number: +15714788078

4LDQ84

Name: Chris, 
Phone Number: 15714788078

4YG2R6

Name: Chris, 
Phone Number: 15714788078

68MGX4

Name: Chris, 
Phone Number: +15714788078

6BQ224

Name: Chris, 
Phone Number: 15714788078

6GXHJ6

Name: Chris, 
Phone Number: +1 571-478-8078

6PBG63

Name: Chris, 
Phone Number: 1-571-478-8078

6UMHA8

Name: Chris, 
Phone Number: 15714788078

6YGC89

Name: Chris, 
Phone Number: 15714788078

73BTX8

Name: Chris, 
Phone Number: 15714788078

78ZEJZ

Name: Chris, 
Phone Number: +15714788078

7RTB62

Name: Chris, 
Phone Number: 15714788078

7W7ULH

Name: Chris, 
Phone Number: 15714788078

8CFHC9
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ResponseWebCode

Name: Chris, 
Phone Number: +15714788078

8EKT77

Name: Chris, 
Phone Number: 1-571-478-8078

8QRKQ7

Name: Chris, 
Phone Number: 15714788078

8YPCYZ

Name: Chris, 
Phone Number: 15714788078

92D26X

Name: Chris, 
Phone Number: +15714788078

93LELZ

Name: Chris, 
Phone Number: 15714788078

94BPB8

Name: Chris, 
Phone Number: +15714788078

98DMLZ

Name: Chris, 
Phone Number: 15714788078

9LVFA7

Name: Chris, 
Phone Number: +15714788078

9QCNX7

Name: Chris, 
Phone Number: 15714788078

9WLDJ7

Name: Chris, 
Phone Number: 15714788078

9YL3QZ

Name: Chris, 
Phone Number: 15714788078

A2MQHU

Name: Chris, 
Phone Number: +15714788078

A97UPW

Name: Chris, 
Phone Number: 15714788078

AP9F7X

Name: Chris, 
Phone Number: 15714788078

AUAEP4

Name: Chris, 
Phone Number: 15714788078

AX67XZ

Name: Chris, 
Phone Number: 571-478-8078

B238B3

Name: Chris, 
Phone Number: +15714788078

B2LZ4Y

Name: Chris, 
Phone Number: 1-571-478-8078

B4U6PZ

Name: Chris, 
Phone Number: +15714788078

BAQ8JY

Name: Chris, 
Phone Number: +1 571-478-8078

BH7TR4

Name: Chris, 
Phone Number: 1-571-478-8078

CBMXBZ
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ResponseWebCode

Name: Chris, 
Phone Number: 15714788078@s.whatsapp.net

D4YJ2Y

Name: Chris, 
Phone Number: 15714788078

D83QN3

Name: Chris, 
Phone Number: +15714788078

DCWCAT

Name: Jess Lambert, 
Phone Number: 7208658500

DGP8GR

Name: Chris, 
Phone Number: +15714788078

DJFG7Z

Name: Chris, 
Phone Number: 15714788078

DMHB9B

Name: Chris, 
Phone Number: 15714788078

DPMHM3

Name: Chris, 
Phone Number: +15714788078

DUCKAT

Name: Chris, 
Phone Number: +15714788078

E2PTBV

Name: Chris, 
Phone Number: 15714788078@s.whatsapp.net

EBWLPW

Name: Chris, 
Phone Number: 15714788078

EYJBDY

Name: Chris, 
Phone Number: 15714788078

FBAKBT

Name: Chris, 
Phone Number: +15714788078

FBWVA2

Name: Not within laboratory's scope., 
Phone Number: Not within laboratory's scope.

FEQ3EV

Name: Chris, 
Phone Number: 15714788078

GTQ22R

Name: Chris, 
Phone Number: 5714788078

HDRNWV

Name: Chris, 
Phone Number: 15714788078@s.whatsapp.net

HL88FU

Name: Chris, 
Phone Number: 15714788078

HT7MBU

Name: Chris, 
Phone Number: 15714788078

HYCG7P

Name: Chris, 
Phone Number: +15714788078

JJTX3M

Name: Chris, 
Phone Number: +15714788078

JQV78V

Name: Chris, 
Phone Number: +15714788078

JZNDBU
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ResponseWebCode

Name: Chris, 
Phone Number: 15714788078

K4F93R

Name: Chris, 
Phone Number: 15714788078

KFAF7N

Name: Dominique Manley, 
Phone Number: 804-448-0357

L32W9T

Name: Chris, 
Phone Number: 571-478-8078

LFPYQL

Name: Chris, 
Phone Number: +15714788078

LM7GZM

Name: Chris, 
Phone Number: +1 (571) 478-8078

M2L2XL

Name: CHRIS, 
Phone Number: 15714788078

M9LCCQ

Name: Chris, 
Phone Number: 15714788078

MCYC9H

Name: Dominique Manley, 
Phone Number: 8044480357

MQ73BQ

Name: Chris, 
Phone Number: 15714788078

MT4T9P

Name: Chris, 
Phone Number: 15714788078

MVVRMM

Name: Chris, 
Phone Number: +15714788078

MZ8Q3M

Name: Chris, 
Phone Number: 15714788078

N9J4KH

Name: Chris, 
Phone Number: 15714788078

NCYLUM

Name: Chris, 
Phone Number: 15714788078

NRVA7R

Name: Chris, 
Phone Number: +1 571-478-8078

NUHEHQ

Name: Chris, 
Phone Number: +15714788078

P3R4WP

Name: Chris, 
Phone Number: 15714788078

PPKBDP

Name: Chris, 
Phone Number: +15714788078

PQUDYN

Name: Chris, 
Phone Number: +15714788078

PY92YH

Name: Chris, 
Phone Number: 15714788078

Q77D9J

Name: Chris, 
Phone Number: +15714788078

QA26GG
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ResponseWebCode

Name: Chris, 
Phone Number: +15714788078

QZUC4F

Name: Chris, 
Phone Number: 15714788078

R66MUP

Name: Chris, 
Phone Number: 15714788078

R7KWTG

Name: Chris, 
Phone Number: +15714788078

RGX9ZJ

Name: Chris, 
Phone Number: 571-478-8078

RJ6LGL

Name: Chris, 
Phone Number: +15714788078

RQ8NRD

Name: Chris, 
Phone Number: +15714788078

T3BFNH

Name: Chris, 
Phone Number: +15714788078

TP8XDH

Name: Chris, 
Phone Number: 15714788078

U3QZ9F

Name: Chris, 
Phone Number: +15714788078

UGV9YB

Name: Chris, 
Phone Number: 571-478-8078

UYBHYB

Name: Chris, 
Phone Number: 15714788078

UYBRKF

Name: Chris, 
Phone Number: +15714788078

VA49AG

Name: Chris, 
Phone Number: 1 571 478 8076

VCF2BB

Name: Chris, 
Phone Number: 571-478-8078

VFVHJF

Name: Chris, 
Phone Number: 15714788078

WFVTYJ

Name: Chris, 
Phone Number: +15714788078

WVK63D

Name: Chris, 
Phone Number: 15714788078

XECB9H

Name: Chris, 
Phone Number: +1 571-478-8078

XLA3GC

Name: Not within laboratory's scope, 
Phone Number: Not within laboratory's scope

Y4AMFC

Name: Chris, 
Phone Number: +15714788078

Y8QV4B

Name: Chris, 
Phone Number: 15714788078

YL73UG
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ResponseWebCode

Name: Chris, 
Phone Number: 1(571)478-8078

YLPWGC

Name: Chris, 
Phone Number: 15714788078

ZKCM47

Name: Chris, 
Phone Number: 15714788078

ZTMXBB
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Question 27: Provide the name and number of the WhatsApp contact the user communicated with on 
1/14/2024 UTC+0 (January 14, 2024)?

Name: Chris
Phone Number: 15714788078

 Consensus Result:

 Manufacturer ' s Response Explanation:
WhatsApp messages are stored in /data/data/com.whatsapp/databases/msgstore.db.

 Response Illustration:
Cellebrite Instant Message View
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Question 28: On what date and time (UTC+0) was the Google Keep note titled “New year’s resolutions” 
created? Provide your response in UTC+0 using the date/time picker. Date is presented in YYYY-MM-DD 
and Time should be in 24-hour format.

2024-01-02 20:24 Manufacturer ' s 
 Response:

ResponseWebCode

2024-01-02 20:242MTFA6

2024-01-02 20:242N7PMC

2024-02-01 20:242WLLD4

2024-01-02 20:2436AWZ6

2024-01-02 20:243FQQ67

2024-01-02 20:243Q98XC

2024-01-02 20:243QAXC8

2024-01-02 20:244LDQ84

2024-01-02 20:244YG2R6

2024-01-02 20:2468MGX4

2024-01-02 20:246BQ224

2024-01-02 20:246GXHJ6

2024-01-02 20:246PBG63

2024-01-02 20:246UMHA8

2024-01-02 20:246YGC89

2024-01-02 20:2473BTX8

2024-01-02 20:2478ZEJZ

2024-01-02 20:247RTB62

2024-01-02 20:247W7ULH

2024-01-02 20:248CFHC9

2024-01-02 20:24:108EKT77

2024-01-02 20:248QRKQ7

2024-01-14 01:098YPCYZ

2024-01-02 20:2492D26X

2024-01-02 20:2493LELZ

2024-01-02 20:2494BPB8

2024-01-02 20:2498DMLZ
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ResponseWebCode

2024-01-02 20:249LVFA7

2024-01-02 20:249QCNX7

2024-01-02 20:249WLDJ7

2024-01-02 20:249YL3QZ

2024-01-02 20:24A2MQHU

2024-01-02 20:24A97UPW

2024-01-02 20:24AP9F7X

2024-01-02 08:24AUAEP4

2024-01-02 20:24AX67XZ

2024-01-02 20:24B238B3

2024-01-02 20:24B2LZ4Y

2024-01-02 20:24B4U6PZ

2024-01-02 20:24BAQ8JY

2024-01-02 20:24BH7TR4

2024-01-02 20:24CBMXBZ

2024-01-02 20:24D4YJ2Y

2024-01-02 20:24D83QN3

2024-01-03 20:24DCWCAT

2024-01-02 20:24DGP8GR

2024-01-02 20:24DJFG7Z

2024-01-02 20:24DMHB9B

2024-01-02 20:24DPMHM3

2024-01-02 08:24DUCKAT

2024-01-02 20:24E2PTBV

Not within laboratory's scopeEBWLPW

2024-01-02 20:24EYJBDY

2024-01-02 20:24FBAKBT

2024-01-02 20:24FBWVA2

FEQ3EV

2024-01-02 20:24GTQ22R

2024-01-02 20:24HDRNWV
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ResponseWebCode

2024-01-02 20:24HL88FU

2024-01-02 08:24HT7MBU

2024-01-02 20:24HYCG7P

2024-01-03 20:24JJTX3M

2024-01-02 20:24JQV78V

2024-01-02 20:24JZNDBU

2024-01-02 20:24K4F93R

2024-01-02 20:24KFAF7N

2024-01-02 20:24L32W9T

2024-01-03 01:24LFPYQL

2024-01-02 20:24LM7GZM

2024-01-02 20:24M2L2XL

2024-01-02 20:24M9LCCQ

2024-01-02 20:24MCYC9H

2024-01-02 20:24MQ73BQ

2024-01-02 20:24MT4T9P

2024-01-02 20:24MVVRMM

2024-01-02 20:24MZ8Q3M

2024-01-02 20:24N9J4KH

2024-01-02 20:24NCYLUM

2024-01-02 20:24NRVA7R

2024-01-02 20:24NUHEHQ

2024-01-02 20:24P3R4WP

2024-01-02 20:24PPKBDP

2024-01-02 00:00PQUDYN

2024-01-02 20:24PY92YH

2024-01-02 20:24Q77D9J

2024-01-02 20:24QA26GG

2024-01-03 20:24QZUC4F

2024-01-02 20:24R66MUP

2024-01-02 20:24R7KWTG
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ResponseWebCode

2024-01-02 20:24RGX9ZJ

2024-01-02 20:24RJ6LGL

2024-01-02 20:24RQ8NRD

2024-01-02 20:24T3BFNH

2024-01-02 20:24TP8XDH

2024-01-02 20:24U3QZ9F

2024-01-02 20:24UGV9YB

2024-01-02 20:24UYBHYB

2024-01-02 08:24UYBRKF

2024-01-02 20:24VA49AG

2024-01-02 08:24VCF2BB

2024-01-02 20:24VFVHJF

2024-01-02 20:24WFVTYJ

2024-01-02 20:24WVK63D

2024-01-02 20:24XECB9H

2024-01-02 20:24XLA3GC

Y4AMFC

2024-01-02 20:24Y8QV4B

2024-01-02 20:24YL73UG

2024-01-02 20:24YLPWGC

2024-01-02 20:24ZKCM47

2024-01-02 20:24ZTMXBB
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Question 28: On what date and time (UTC+0) was the Google Keep note titled “New year’s resolutions” 
created? Provide your response in UTC+0 using the date/time picker. Date is presented in YYYY-MM-DD 
and Time should be in 24-hour format.

2024-01-02 20:24 Consensus Result:

 Manufacturer ' s Response Explanation:
Google Keep Notes are stored in /data/data/com.google.android.keep/databases/keep.db.

 Response Illustration:
Cellebrite view of Keep notes
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Question 29: What was the LAST location (place name) the user searched for in the Google maps app?

The Exorcist Steps Manufacturer ' s 
 Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Not within laboratory's scope2MTFA6

The Exorcist Steps2N7PMC

The Exorcist Steps Washington DC2WLLD4

The Exorcist Steps36AWZ6

N/A3FQQ67

901 N Glebe Rd, Arlington, VA 222033Q98XC

The Exorcist Steps3QAXC8

The Exorcist Steps4LDQ84

901 N Glebe Rd, Arlington, VA 222034YG2R6

901 N Glebe Rd ("Work")68MGX4

The Exorcist Steps6BQ224

Work: 901 N Glebe Rd, Arlington, VA 222036GXHJ6

The Exorcist Steps6PBG63

901 North Glebe Rd. Arlington, VA6UMHA8

The Exorcist Steps6YGC89

The Exorcist Steps, Washington DC73BTX8

901 N Glebe Rd, Arlington, VA 2220378ZEJZ

The Exorcist Steps7RTB62

The Exorcist Steps7W7ULH

The Exorcist Steps8CFHC9

The Exorcist Steps8EKT77

The Exorcist Steps8QRKQ7

The Exorcist Steps8YPCYZ

901 N Glebe Rd, Arlington, VA 2220392D26X

The Exorcist Steps93LELZ

901 N Glebe Rd, Arlington, VA 2220394BPB8

901 N Glebe Rd, Arlington, VA 2220398DMLZ

901 N Glebe Rd, Arlington, VA 222039LVFA7

The Exorcist Steps, Washington, DC 200079QCNX7
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

901 N Glebe Rd, Arlington, VA 222039WLDJ7

901 N Glebe Rd, Arlington, VA 222039YL3QZ

The Exorcist StepsA2MQHU

The Exorcist StepsA97UPW

901 N Glebe RdAP9F7X

WorkAUAEP4

The Exorcist StepsAX67XZ

The Exorcist StepsB238B3

The Exorcist StepsB2LZ4Y

901 N Glebe Rd, Arlington, VA 22203B4U6PZ

The Exorcist StepsBAQ8JY

The Exorcist StepsBH7TR4

The Exorcist StepsCBMXBZ

The Exorcist StepsD4YJ2Y

The Exorcist StepsD83QN3

Adrienne's PizzabarDCWCAT

The Exorcist StepsDGP8GR

Kathmandu Restaurant II, 28th Street, Boulder, CODJFG7Z

TargetDMHB9B

Washington, DC 20007, The Exorcist StepsDPMHM3

The Exorcist StepsDUCKAT

The Exorcist StepsE2PTBV

Not within laboratory's scopeEBWLPW

901 Glebe Rd, Arlington, VA 22203EYJBDY

The Exorcist StepsFBAKBT

901 N Glebe Rd, Arlington, VA 22203FBWVA2

Not within laboratory's scope.FEQ3EV

The Exorcist StepsGTQ22R

The Exorcist StepsHDRNWV

Work (901 N Glebe Rd, Arlington, VA 22203)HL88FU

The Exorcist StepsHT7MBU
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

The Exorcist StepsHYCG7P

Adrienne's PizzabarJJTX3M

The Exorcist StepsJQV78V

N/AJZNDBU

901 N Glebe Rd, Arlington, VA 22203K4F93R

WorkKFAF7N

901 N Glebe Rd, Arlington, VA 22203L32W9T

The Exorcist StepsLFPYQL

The Exorcist StepsLM7GZM

TargetM2L2XL

WorkM9LCCQ

The Exorcist StepsMCYC9H

901 N Glebe Rd, Arlington VA 22203MQ73BQ

901 N Glebe Rd, Arlington, VA 22203MT4T9P

901 N Glebe Rd, Arlington, VA 22203MVVRMM

The Exorcist StepsMZ8Q3M

The Exorcist StepsN9J4KH

901 N Glebe Rd, Arlington, VA 22203NCYLUM

The Exorcist StepsNRVA7R

NUHEHQ

The Exorcist Steps, Washington, DC 20007P3R4WP

The Exorcist StepsPPKBDP

901 N Glebe Rd, Arlington, VA 22203PQUDYN

901 N Glebe Rd, Arlington, VA 22203PY92YH

Not within laboratory's scope.Q77D9J

The Exorcist StepsQA26GG

Adrienne's PizzabarQZUC4F

3101 S Manchester St, Falls Church, VA 22044R66MUP

The Exorcist StepsR7KWTG

The Exorcist StepsRGX9ZJ

TargetRJ6LGL
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The Exorcist StepsRQ8NRD

Exorcist stepsT3BFNH

The Exorcist StepsTP8XDH

Kathmandu Restaurant IIU3QZ9F

The Exorcist StepsUGV9YB

The Exorcist StepsUYBHYB

The Exorcist StepsUYBRKF

Exorcist StepVA49AG

901 N Glebe Rd, Arlington, VA 22203VCF2BB

The Exorcist Steps Washington DCVFVHJF

The Exorcist StepsWFVTYJ

The Exorcist Steps, Washington, DC 20007WVK63D

Washington, DC 20007XECB9H

The Exorcist StepsXLA3GC

Not within laboratory's scopeY4AMFC

Kathmandu Restaurant II, 28th Street, Boulder, COY8QV4B

Kathmandu Restaurant IIYL73UG

The Exorcist StepsYLPWGC

901 N Glebe Rd, Arlington, VA 22203ZKCM47

3101 S Manchester St, Falls Church, VA 22044ZTMXBB
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Question 29: What was the LAST location (place name) the user searched for in the Google maps app?
A consensus was not achieved for this question. The majority (59%) of participants reported "The 
Exorcist Steps." The intent of this question was for participants to locate the 
new_recent_history_cache_search.cs file and discover the search for "The Exorcist Steps." Another 
26% of participants reported "901 N Glebe Rd, Arlington, VA 22203" which was a location to 
which the user navigated to on the relevant day, but was not the last location searched.

 Consensus Result:

 Manufacturer ' s Response Explanation:
Recent maps search history is stored in 
/data/user/0/com.google.android.apps.maps/files/new_recent_history_cache_search.cs, in reverse order (new entries 
are appended to the top of the file). Review of this file shows “The Exorcist Steps” to be the latest item searched in 
Google maps.

 Response Illustration:
new_recent_history_cache_search.cs
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Question 30: To where did the user navigate with Google Maps on 1/14/2024 (January 14, 2024) 
1:55:52 AM (UTC+0)? Provide your response in latitude, longitude using the following format 
##.#### (indicate directionality as N or S), and ##.#### (indicate directionality as E or W).

38.9054 N, 77.0701 W Manufacturer ' s 
 Response:

ResponseWebCode

Not within laboratory's scope2MTFA6

38.9054 N, 77.0701 W2N7PMC

N 38.9053433 W -77.07022062WLLD4

38.9054N 77.0701W36AWZ6

N/A3FQQ67

38.9054 N, -77.0701 W3Q98XC

38.9055 N, 77.0702 W3QAXC8

38.905481°N, 77.070180°W4LDQ84

N 38.9054, W 77.07014YG2R6

38.9055 N, -77.0702 W68MGX4

38.9054 N, 77.0701 W6BQ224

rounded (38.9055 N, -77.0702 W) Coordinates from provided image (38.905481 N, -77.070180 W)6GXHJ6

N 38.9054, W 77.07016PBG63

38 54 19.732 N 77 4 12.647 W6UMHA8

38.9054 N, 77.0701 W6YGC89

38.9054 N, -77.0701 W73BTX8

38.9055 N, 77.0702 W78ZEJZ

38.9054 N, 77.0701 W7RTB62

38.9055 N, 77.0702 W7W7ULH

38.905481 N , 77.070180 W8CFHC9

38.9054 N, -77.0701 W8EKT77

38.9055 N, 77.0702 W8QRKQ7

38.9028 (N) -77.0631 (W)8YPCYZ

38.905481 N -77.070180 W92D26X

38.9054811 N, -77.07018 W93LELZ

94BPB8

38.905481 N, -77.070180 W98DMLZ
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ResponseWebCode

38.905481 N, -77.070180 E9LVFA7

38.905481 N, -77.070180 W9QCNX7

38.9054 N 77.0701 W9WLDJ7

38.9055 N, 77.0702 W9YL3QZ

38.905481 N, 77.070180 WA2MQHU

38.905481 -77.070180A97UPW

38.9054N, -77.0701WAP9F7X

38.905481 N, -77.070180 WAUAEP4

38.9054 N, -77.0701 WAX67XZ

38.9054 N, 77.0701 WB238B3

38.9054N, 77.0701WB2LZ4Y

38.5419732 N, 77.412647 WB4U6PZ

38.5419.4N 77.0412.4WBAQ8JY

38.9054 (N), -77.0701 (W)BH7TR4

N 38.9054, W 77.0701CBMXBZ

38.9052473N, -77.0702242WD4YJ2Y

38.9054811(N), 77.07018(W)D83QN3

N 38.9028667, W 77.0630556DCWCAT

38.905100 N 77.070089 WDGP8GR

38.905481, -77.070180DJFG7Z

W -77.070180, N 38.905481DMHB9B

N 38.905481, W 77.070180DPMHM3

38.905481 N, -77.070180 WDUCKAT

38.9054 N, -77.0701 WE2PTBV

Not within laboratory's scopeEBWLPW

38°54'20"N 77°04'12"WEYJBDY

N 38.905481, W 77.070180FBAKBT

38.9054 N, 77.0702 WFBWVA2

Not within laboratory's scope.FEQ3EV

38.9054"N, -77.0701"WGTQ22R

38.905481 N, -77.070180 WHDRNWV
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ResponseWebCode

38.905481(N), -77.070180(W)HL88FU

38.9049155 N,-77.0628936WHT7MBU

38.9054 N, 77.0701 WHYCG7P

N 38.9028667, W 77.0630556JJTX3M

38.9055 N, 77.0702 WJQV78V

N/AJZNDBU

38.905481 N, 77.070180 WK4F93R

38.9055N, 77.0702WKFAF7N

38.905481"N, -77.070180"WL32W9T

38.9052N, -77.0702WLFPYQL

38.9055 N, 77.0702 WLM7GZM

38.9054 N, 77.0701 WM2L2XL

38.905481 N, 77.070180 WM9LCCQ

38.5419N 77.0412WMCYC9H

38.905481 N, -77.070180 WMQ73BQ

38.5417N 77.0412WMT4T9P

38.9054 N, -77.0701 WMVVRMM

38.9054811 N, 77.07018 WMZ8Q3M

38° 54' 17.6976'' N and -77° 3' 46.4184'' WN9J4KH

38.9054N, 77.0701W - Google Maps is navigating in the "walk" mode to the "Exorcist steps".NCYLUM

(38.905481 N , 77.070180 W)NRVA7R

38.905481 N, -77.070180 WNUHEHQ

38.9049155 N, -77.0628936 WP3R4WP

38.905481N, -77.070180WPPKBDP

38.9054 N, -77.0701WPQUDYN

38.9054 (N), 77.0701 (W)PY92YH

Not within laboratory's scope.Q77D9J

38.905481 N and 77.070180 WQA26GG

N 38.9028667, W 77.0630556QZUC4F

38.9049155, -77.0628936R66MUP

38.905481 N, 77.070180 WR7KWTG
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ResponseWebCode

38.9054 N, -77.0701 WRGX9ZJ

38.9049 N, 77.0628 WRJ6LGL

N 38.9054, W -77.0701RQ8NRD

38.5419 N, 77.0412WT3BFNH

38.9054N , 77.0701WTP8XDH

38.905481N, -77.070180WU3QZ9F

38.9054 N, -77.0701EUGV9YB

38.905481 N, -77.070180 WUYBHYB

38.9054 N 77.0701 WUYBRKF

Exorcist Steps, Washington, DC, latitude: 38.9049155 N and longitude -77.07018 WVA49AG

38,5146.3 N 77,0805 WVCF2BB

38.9049 N, 77.0628 WVFVHJF

38.905481 N -77.070180 WWFVTYJ

38.9054 N, 77.0701 WWVK63D

38.9054, -77.0701XECB9H

Head North on Wisconsin Avenue North West towards M Street North WestXLA3GC

Not within laboratory's scopeY4AMFC

38.5419732 N 77.0412647 WY8QV4B

38.905539, -77.070204YL73UG

38.9054 N, -77.0701 WYLPWGC

38.905481, -77.070180ZKCM47

38.9055 N, -77.0702 WZTMXBB
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Question 30: To where did the user navigate with Google Maps on 1/14/2024 (January 14, 2024) 
1:55:52 AM (UTC+0)? Provide your response in latitude, longitude using the following format 
##.#### (indicate directionality as N or S), and ##.#### (indicate directionality as E or W).

38.9054 N, 77.0701 W and variations representing locations in the close proximity Consensus Result:

 Manufacturer ' s Response Explanation:
Recent Maps history records can be found in 
/data/user/0/com.google.android.gms/databases/context_kerrykennedy365_gmail.com.db.

 Response Illustration:
Cellebrite conversation view
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Question 31: Provide the path and filename (with extension) to the LAST user-recorded video on (by) this 
phone.

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 Manufacturer ' s 
 Response:

ResponseWebCode

pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp42MTFA6

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp42N7PMC

pixel5.tar-001.zip\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp42WLLD4

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp436AWZ6

Pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp43FQQ67

data/media/0/DCIM/Camera/PXL_20240114_022600930.mp43Q98XC

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp43QAXC8

pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp44LDQ84

pixel5.tar-001.zip\pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_02260
0930.mp4

4YG2R6

data\media\0\DCIM\Camera\PXL_20240114_022600930.mp468MGX4

Path: TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 File Name: 
PXL_20240114_022600930.mp4

6BQ224

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp46GXHJ6

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp46PBG63

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp46UMHA8

/data/media/0/DCIM/Camera/PXL_20240114_021214410.mp46YGC89

data\media\0\DCIM\Camera\PXL_20240114_022600930.mp473BTX8

Path: TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 File name: 
PXL_20240114_022600930.mp4

78ZEJZ

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp47RTB62

pixel5.tar-001.zip\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp47W7ULH

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp48CFHC9

Path: 
TarArchive/data/user/0/com.google.android.GoogleCamera/cache/datasets/PANO_20240113_21235
1/capture.mp4, Filename: capture.mp4

8EKT77

./data/media/0/DCIM/Camera/PXL_20240114_022600930.mp48QRKQ7

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 and 
PXL_20240114_022600930.mp4

8YPCYZ

\pixel5.tar-001\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp492D26X

/storage/emulated/0/DCIM/Camera/PXL_20240114_022600930.mp493LELZ
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ResponseWebCode

data\media\0\DCIM\Camera\PXL_20240114_022600930.mp494BPB8

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp498DMLZ

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp49LVFA7

PXL_20240114_022600930.mp49QCNX7

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp49WLDJ7

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp49YL3QZ

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4A2MQHU

/pixel5.tar/data/media/0/DCIM/camera/PXL_20240114_022600930.mp4A97UPW

data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4AP9F7X

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4AUAEP4

PXL_20240114_022600930.mp4 
pixel5.tar-001(1).zip\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022417873.mp4

AX67XZ

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4B238B3

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4B2LZ4Y

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4B4U6PZ

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4BAQ8JY

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4BH7TR4

Pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4CBMXBZ

pixel5.tar-001.zip\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4D4YJ2Y

path: data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4 / filename: 
PXL_20240114_022600930.mp4

D83QN3

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4DCWCAT

data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4DGP8GR

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4DJFG7Z

\pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4DMHB9B

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 
PXL_20240114_022600930.mp4

DPMHM3

TarArchive/data/user/0/com.google.android.GoogleCamera/cache/datasets/PANO_20240113_21235
1/capture.mp4

DUCKAT

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4E2PTBV

Not within laboratory's scopeEBWLPW

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4EYJBDY

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4FBAKBT

pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4FBWVA2

( 160 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 31 - Examination Questions

ResponseWebCode

Not within laboratory's scope.FEQ3EV

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4GTQ22R

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4HDRNWV

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4HL88FU

pixel5.tar-001.zip\pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_02260
0930.mp4

HT7MBU

\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4HYCG7P

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4JJTX3M

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4JQV78V

data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4JZNDBU

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4K4F93R

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4KFAF7N

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4L32W9T

/storage/emulated/0/DCIM/camera/PXL_20240114_022600930.mp4LFPYQL

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4LM7GZM

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4M2L2XL

/pixel5.tar/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4M9LCCQ

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4MCYC9H

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4MQ73BQ

PXL_20240114_022600930.mp4 - 
TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4

MT4T9P

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4MVVRMM

pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4MZ8Q3M

pixel5\mnt\user\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4N9J4KH

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4NCYLUM

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4NRVA7R

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4NUHEHQ

PXL_20240114_022600930.mp4P3R4WP

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4PPKBDP

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4PQUDYN

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4PY92YH

Not within laboratory's scope.Q77D9J
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ResponseWebCode

data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4QA26GG

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4QZUC4F

31) PXL_20240114_022600930.mp4, / 
pixel5.tar»data»media»0»DCIM»Camera»PXL_20240114_022600930.mp4

R66MUP

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4R7KWTG

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4RGX9ZJ

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4RJ6LGL

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4RQ8NRD

/pixel5/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4T3BFNH

Path: TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 / Filename: 
PXL_20240114_022600930.mp4

TP8XDH

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4U3QZ9F

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4UGV9YB

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4UYBHYB

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4UYBRKF

path: pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4, filename: 
PXL_20240114_022600930.MP4

VA49AG

pixel5.tar-001.zip\pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4VCF2BB

pixel5.tar\mnt\pass_through\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4VFVHJF

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4WFVTYJ

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4WVK63D

pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4XECB9H

PXL_20240114_022600930.mp4, /data/media/0/DCIM/Camera/XLA3GC

Not within laboratory's scopeY4AMFC

TarArchive/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4Y8QV4B

pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4YL73UG

Pixel5.tar\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4YLPWGC

mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4ZKCM47

TarArchive\data\media\0\DCIM\Camera\PXL_20240114_022600930.mp4, 
PXL_20240114_022600930.mp4

ZTMXBB
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Question 31: Provide the path and filename (with extension) to the LAST user-recorded video on (by) this 
phone.

/data/media/0/DCIM/Camera/PXL_20240114_022600930.mp4 and variations representing 
similar information

 Consensus Result:

 Manufacturer ' s Response Explanation:
Recorded videos and pictures are stored in the Digital Camera Images directory at /data/media/0/DCIM/Camera/.
The video with the latest created/modified date is PXL_20240114_022600930.mp4.

 Response Illustration:
Cellebrite Videos table
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PXL_20240114_022600930.mp4
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Question 32: Describe the content of the last user-recorded video on this phone.

The video shows a view of the camera (and presumably the user) tumbling down a long flight 
of stairs

 Manufacturer ' s 
 Response:

ResponseWebCode

Possibly a person or phone falling down a set of stairs.2MTFA6

The video displays what appears to be a first-person recording of falling down some stairs.2N7PMC

The person holding the camera is at the top of an outdoor flight of stairs next to a tree and a brick wall with arched 
windows. It's dark outside but lit with electric lighting. The person holding the phone appears to fall down the stairs 
OR drop their phone down the stairs (we see the phone tumble from a first person point of view).

2WLLD4

Outdoor stairs where user of the phone was moving downward until the phone appeared to have been dropped, after 
a brief pause more movement occurred.

36AWZ6

Someone walking down some stairs in the city known as "The Exorcist Steps" and then falls.3FQQ67

Shows the view from the top of some steps, the device then appears to roll/spin down the steps.3Q98XC

Phone/user falling down steps, mimicking one of the final scenes in The Exorcist film.3QAXC8

The phone is recording a video that starts at the top of an outside staircase. The phone then tumbles down the 
staircase (simulating someone falling down the staircase).

4LDQ84

Looking down dark stairwell with shaky camera. Red brick on left, Gray stone on right.4YG2R6

stairs, movement/shaky turning camera, black screen, black criss-cross material with leaves68MGX4

Video portrayed a view of a downhill staircase, then movement, and a view of the floor.6BQ224

It appears to be stairs6GXHJ6

In this video we can see long staircase, and it looks like the phone rolls down on it.6PBG63

a phone falls down a stairwell.6UMHA8

The phone recording it falling down stairs.6YGC89

Device is tumbling down a set of stairs.73BTX8

It's night and a person is walking down some stairs, next to a building, while recording a video. Suddenly, it seems 
that the mobile phone falls down the stairs, bouncing off the steps, as it continues to record, until it stops and the 
image goes black. Finally, someone picks up the mobile phone again and stops recording.

78ZEJZ

The content of the video is of what appears to be someone falling down a set of stairs. It appears to be similar stairs 
to the ones in the Exorcist.

7RTB62

Appears to be a video of someone(probably the user) dropping their phone which appears to be rolling on the stairs 
and settles down and probably gets picked up

7W7ULH

Someone walking down the stairs next to a bricked building on the left, The phone appears to fall down to the ground 
and flips, Then someone picks it up and the video ends.

8CFHC9

A flight of stairs8EKT77

Video is of a phone falling down some stairs.8QRKQ7

Walking down stairs outside then falling or dropping the phone down the stairs. 19 second video8YPCYZ

Phone appears to to fall down a stairway92D26X

Video at the top of a flight of stairs and then the device/person rolling/falling down the stairs before coming to a stop 
above a metal grate.

93LELZ

( 165 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 32 - Examination Questions

ResponseWebCode

This is a video file that captures a scene where the user loses his or her phone while taking a video while going down 
the stairs.

94BPB8

The phone slips. The device somersaults, aero bating in a freefall. The camera captures every detail—the blur of 
steps, the flicker of light through the banister. The phone ricochets off the numerus step, spins wildly, and lands on its 
back. The lens, stares down at the end of the stares where the metallic frame of rain collector is.

98DMLZ

The camera holder is walking down a staircase in a dimly-lit alley, then the camera holder falls or drops the camera, 
which rolls down the staircase before coming to a stop.

9LVFA7

The person is recording the outdoor stairs with their phone camera, and then drops their phone down the stairs while 
it's still recording. The device is then picked up near the end of the video.

9QCNX7

The last recorded video clip (PXL_20240114_022600930.mp4) found on this mobile device (exhibit: pixel5) was 
captured on January 14, 2024 at 2:26:22 AM and lasts for 19 seconds. The footage appears to have been shot by 
an individual whose face or body is not visible in the frame. It is shot from a stair that leads to a narrow alleyway. The 
building adjacent to the staircase, with graffiti on its wall, can be seen on the left side of the frame, while a stone wall 
is visible on the right. Two lamps provide ample lighting for the scene, illuminating several long windows on the 
building's facade. At around 3 seconds into the video, the person recording appears to stumble and fall down the 
steps until approximately 8 seconds have elapsed (a total of 5 seconds). There is no activity in the frame from 8 to 16 
seconds, at which point the camera pans to a metal fence-like object that has some fallen leaves nearby. The video 
ends shortly thereafter."

9WLDJ7

The user is walking down a steep flight of stairs with a metal railing on the left side between a brick wall and a stone 
wall. It appears the phone is dropped or the user falls down the stairs and ends showing a metal grate with leaves.

9YL3QZ

View from top of a large flight of stairs, identified from previous searches as 'The Exorcist Steps' Washington, DC. 
Camera falls and then starts to role down the steps before coming to a stop and the screen going black. The view 
then briefly moves to a grate with leaves on before the video stops. Video Duration 19 seconds.

A2MQHU

Starts at top of a stair case outside. Camera then drops. Loads of blurry images which indicate a fall. Screen goes 
blank. Image of a grate type object at the end.

A97UPW

The phone appears to be tumbling down an outside staircase, between a brick building and a stone wall.AP9F7X

Video depicts the phone recording from the top of a stairwell, it appears the phone drops and tumbles down the stairs 
and the screen goes black for a few seconds then you can see a grate of some sort with leaves.

AUAEP4

The video is of the device itself falling down stairs.AX67XZ

The phone is being dropped down some stairsB238B3

It starts with a flight of stairs, then the screen shakes and rolls with sound and light, then the screen goes dark for a 
while , and the next screen looks like an iron fence and leaves.

B2LZ4Y

Video starts at top of outside stairwell, phone appears to fall down the stairwell.B4U6PZ

It appears to be an apropos video of the phone being thrown down the stairs in a recreation of the ending of the 
1973 movie "The Exorcist" where the priest threw himself down the stairs.

BAQ8JY

The video shows a phone being dropped and falling down some stairsBH7TR4

A phone and/or person falling down flights of stairs in a alley.CBMXBZ

User appears to walking down outdoor steps before falling down the steps. The screen goes blank before displaying a 
metal grid-like object with leaves.

D4YJ2Y

tumbling down the stairs.D83QN3

long downhill stairs at nightDCWCAT

Someone holding a phone and falls downstairsDGP8GR

Mobile phone falling down stairsDJFG7Z

Video recording of someone ascending a staircaseDMHB9B
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ResponseWebCode

The content of the video is as followed someone was standing near to the stair and slip down either the phone or both 
of them.

DPMHM3

A night time view looking up a staircase from the bottom of staircaseDUCKAT

Falling down stairsE2PTBV

Not within laboratory's scopeEBWLPW

The video begins with a view from the top of a flight of steps. As the video starts, the phone suddenly topples over and 
begins its descent down the steps. With each bump and roll, the phone gains momentum, bouncing and tumbling 
down the steps until it reaches the bottom. The video ends as the phone comes to a stop at the bottom of the steps.

EYJBDY

A fall down a staircaseFBAKBT

Falling down from the stairs.FBWVA2

Not within laboratory's scope.FEQ3EV

The video showed a set of stairs and then the phone getting dropped down the stairs.GTQ22R

It's a narrow street with stairs, then the telephone moves and at the end you see a fence.HDRNWV

19 seconds long video clip starting with the phone camera showing down the stairs and then camera falling down 
stairs

HL88FU

Falling down stairsHT7MBU

Apparent video of falling down a set of stairs.HYCG7P

long downhill stairs at nightJJTX3M

Camera falling down a long flight of stairsJQV78V

Phone falling down stairs.JZNDBU

Bike ride down the stairs that ends in a fallK4F93R

Recording begins at the top of a steep, 2-landing alley stairwell. The alley is behind a red brick building and adjacent 
to a rock wall with vines. The user puts the phone to their side/down as motion by the user occurs. When the motion 
happens, the recording is a blur and there is mostly just audio. At the end of the video, a metal grate with leaves is 
visible.

KFAF7N

It appears to be a staircase and the device tumbling down a few times then landing in some leaves on a metal grate.L32W9T

falling down stepsLFPYQL

The phone tumbled down the stairsLM7GZM

The person filming falls down the stairsM2L2XL

Recording contains video images. Initial images of a nighttime scene from the top of a stairwell. Stairwell has black 
painted tubular metal railings on both sides; a red brick wall with windows and artificial lighting on left side, on the 
right, a gray stone wall topped with bare woody plant material and greenery spilling over the top of the wall and 
partway down the vertical surface into the well. The camera, while continuously recording images, appears to fall 
down the stairs / tumble down the stairs, frames of video are black and then contain blurry gray colored streaks, some 
containing streaks of light, as if the camera were rotating too fast to capture clear images. Between the 8 – 19 second 
marks the recording contains only black frames. After that frames contain images of a gray metal grate having 
diamond shaped openings, some brown deciduous leaves, having lost their green color, are visible. The recording 
ends. Audio contains sounds of breathing, rustling, crunching, jangling metal, consistent with a camera tumbling 
down a stairwell and after coming to a stop, being picked up.

M9LCCQ

Dark Alley, appear to fall down stairsMCYC9H
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ResponseWebCode

A device is falling down the stairs and lands in leaves on a grateMQ73BQ

A 19 second video that appears to show a person falling down some stairsMT4T9P

Camera is attached to something which then is pushed/falls down an outside staircase and records this content. No 
sound other than crashing down the steps.

MVVRMM

Falling down stairsMZ8Q3M

The last user-recorded video named PXL_20240114_022600930.mp4 dated on 1/14/2024 2:26:22.000 AM 
UTC+0 at the coordinates of Lat,Long 38.9051,-77.0701. The phone was fall down at the alley stairways.

N9J4KH

The video begins at the top of a stairwell, which is reasonably believed to be in an alley. After a few seconds in, the 
camera is dropped and proceeds to roll down the stairwell, landing in a manner that there is no picture. Footsteps are 
heard before the camera image is moved, and a metal grate/fence is seen. The camera is then turned off.

NCYLUM

Individual recording while walking down some stairs near a building and falling off to the ground and then re-picks 
the phone up and the video stops.

NRVA7R

Throwing the phone down the stairsNUHEHQ

A person is recording with the camera. They look directly down the black outdoor stairs and then appears to fall all 
the way to the bottom. The device is then picked up near the end of the video.

P3R4WP

Falling down the stairs, dropping the phone onto a black gratePPKBDP

fall down the stairsPQUDYN

The last video the user recorded is 'PXL_20240114_022600930.mp4', and it shows someone falling down the stairs.PY92YH

Not within laboratory's scope.Q77D9J

Someone walking down a flight of stairs and dropping the phone. The phone eventually comes to rest and someone 
can be heard walking toward the phone and moving it before the video ends.

QA26GG

long downhill stairs at nightQZUC4F

The recorder fell into the stairwellR66MUP

The video starts at the top of an outdoor staircase. Then goes into a blur that appears to tumble down the stairs with 
loud sounds. Video goes black, then ends with shot of what appears to be a metal grate.

R7KWTG

The device user is at The Exorcist Steps in Washington D.C, where the device appears to have been dropped down 
the stairs and continues to fall down the stairs until the end of the video.

RGX9ZJ

fell down the stairsRJ6LGL

The first frames are at the top of some steps between a building and a plant covered wall. The user goes down a few 
steps then it appears that the user/device is falling down the steps, the video is just black from 8 seconds in to 18 
seconds in and then ends with a shot of a grate/grille.

RQ8NRD

Falling down the stairsT3BFNH

The phone was filming a stairs next to a red building, then it fell down from the stairs.TP8XDH

Falls down the stairs.U3QZ9F

19 second recording from a phone in a white padded bag dropping down concrete stairs.UGV9YB

It appears the device is at the top of a staircase and falls. The camera footage goes black and ends showing a grate 
and with leaves in it.

UYBHYB

Appears to be a set of stairs. Then the camera goes down the steps.UYBRKF

Downstairs video was recordedVA49AG

( 168 )Printed:  29-May-2024 Copyright ©2024 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 24-5550

TABLE 1
 Question 32 - Examination Questions

ResponseWebCode

The phone owner falls down the external steps of Nirvana DC Wellness Center, 371 Canel Rd. NW Washington DCVCF2BB

A person recording while walking down stairs, and then it seems as if the phone falls down.VFVHJF

Someone falling down a flight of stairsWFVTYJ

The video recording shows stairs and then the person holding the smartphone falls and rolls down the stairs. After that 
the video is dark for a while and at the end the video recording shows a steel mesh and tree leaves.

WVK63D

In video, the photographer falls down the stairs and rolls over.XECB9H

Landscape view where camera is looking down a flight of steps. Camera then goes shaky and goes to a black screen. 
The ending the video comes back into focus and to a standstill.

XLA3GC

Not within laboratory's scopeY4AMFC

The person or the phone was dropped/pushed down stairs.Y8QV4B

The video starts at the top of a set of stairs. A person can be heard breathing. The rest of the video shows the 
camera/phone falling down the set of stairs. The end frame appears to be of a metal grate with some fallen leaves.

YL73UG

The video is pointing at a stairs and appears like the phone fell and went down the stairs and then picked up.YLPWGC

nighttime, illuminated narrow alleyway, steep steps descending, the phone falls down the steps, at the end of the video 
someone picks up the phone

ZKCM47

The camera is facing down a large amount of steps. The steps are outside. It appears that the person holding the 
camera falls down the steps/ drops the camera as it looks like the camera is twisting and falling down the steps. There 
is a period of blackness where you cannot see anything on the video. The video ends with a view of a metal grate with 
a leaf on it.

ZTMXBB
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Question 32: Describe the content of the last user-recorded video on this phone.
The video shows a view of the camera (and presumably the user) tumbling down a long flight of stairs. 
Variations of this description were also accepted.

 Consensus Result:

 Manufacturer ' s Response Explanation:
Recorded videos and pictures are stored in the Digital Camera Images directory at /data/media/0/DCIM/Camera/.
The video with the latest created/modified date is PXL_20240114_022600930.mp4.

 Response Illustration:
PXL_20240114_022600930.mp4
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Needed to have file to be something besides .tar to get full data.4YG2R6

Question 25: (40.021252, -105.257631), Boulder, Colorado - according to Google Maps online search 
3/6/2024. Question 29: Address: 901 N Glebe Rd, Arlington, VA 22203; GPS coordinates: 38.881516, 
-77.115167; Saved Location Name: 901 N Glebe Rd; Name according to Google Maps online search: 
within the building there are multiple place names: Institute for Justice, ADP Arlington, SP+ Parking, 
Arlington Gateway, etc. Question 30: full, non-format compliant, non-rounded coordinates: 38.905481 
N, -77.070180 W. Question 31: other paths: 
pixel5.tar\mnt\androidwritable\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4; 
pixel5.tar\mnt\pass_through\0\emulated\0\DCIM\Camera\PXL_20240114_022600930.mp4

68MGX4

Question 24 - Not sure what answer in terms of file type was required since the examples were numerous 
in terms of type of file. Question 29 - Not sure what is meant by place name, assumed that it was referring 
to the Work label so I put both the address and the work label. Question 30 - Not sure if You are 
supposed to remove the negative sign or not. According to my research 4 decimal points gives and 
inaccurate GPS coordinate and I'm not sure if round up or cutting off the remaining numbers will give an 
accurate coordinate. Question 32 - Not sure what specifically I'm supposed to identify in the video.

6GXHJ6

Software used: VM Ware 17.5.0-22583795; Cellebrite Physical Analyzer 7.66.0.9; Magnet Axiom 
7.9.1.38948; HashMyFiles 2.36

7RTB62

Question 31: There appears to be 2 files with a more recent Modified date/time in the following location 
TarArchive/data/media/0/DCIM/Camera; with the filenames PXL_20210114_022600930.mp4 and 
PXL_20210114_022417873.mp4. The DCIM folder may contain files taken with the device, downloaded, 
or saved from other locations. The last user-recorded video file most likely taken “by this phone” would be 
the file located under the “user” and “GoogleCamera” path since the device is a Google Pixel. Resulting 
in the selected answer as: Path: 
TarArchive/data/user/0/com.google.android.GoogleCamera/cache/datasets/PANO_20240113_21235
1/capture.mp4; Filename: capture.mp4 Question 32: The file, PXL_20210114_022600930.mp4, 
appears to be a blurred thumbnail and when the file is selected to play appears to be a blank screen. The 
file, PXL_20210114_022417873.mp4, appears to be a flight of stairs.

8EKT77

In question 16, it was not specified if the start date is to be reported in UTC or in the device's local time, so 
UTC was used. In question 30, the GPS coordinates were rounded to four decimal places.

8QRKQ7

I, sincerely, appreciate that this test was much closer to actual case work, with regards to what information 
was sought and where it was located, than previous exams have been.

93LELZ

Conclusion: Following the analysis of data on the device (exhibit: pixel5), the historical artefacts indicate 
that the owner of this device is "Kerry Kennedy" who is the resident of 3101 S Manchester St, Falls Church, 
VA 22044. The work address saved in the Google Maps app is 901 N Glebe Rd, Arlington, VA 22203. 
The last person she was in contact was Chris whose number was identified as 15714788078. The last 
recorded video from this device suggests that she appeared to be descending a staircase and potentially 
fell from it.

9WLDJ7

Questions 6, 10, 13, 16, 20, 24, 28, 29, 30, 31, and 32 were deemed outside laboratory scope. 
Questions 13, 16, and 28 left blank. Response needed to be not within scope, but question does not 
allow free form text, therefore left blank.

EBWLPW

Question 32 is unclear as to what exactly is happening. It could be someone with the victim's phone 
appearing to fall down steps, or it's the victim possibly falling down steps, possibly either from tripping and 
falling, or being pushed. It is unclear. Question 30 sees some discrepancy in the Lat/Long coordinates 
with the 4th digit varying as much as 2 seconds. between the image metadata versus the Google Maps 
location data. Question 21 has two mispellings; unclear if the question requires exact transcript. Answer 
provided is exactly what was shown in the database entry.

LFPYQL
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32). Recording contains video images. Initial images of a nighttime scene from the top of a stairwell. 
Stairwell has black painted tubular metal railings on both sides; a red brick wall with windows and artificial 
lighting on left side, on the right, a gray stone wall topped with bare woody plant material and greenery 
spilling over the top of the wall and partway down the vertical surface into the well. The camera, while 
continuously recording images, appears to fall down the stairs / tumble down the stairs, frames of video 
are black and then contain blurry gray colored streaks, some containing streaks of light, as if the camera 
were rotating too fast to capture clear images. Between the 8 – 19 second marks the recording contains 
only black frames. After that frames contain images of a gray metal grate having diamond shaped 
openings, some brown deciduous leaves, having lost their green color, are visible. The recording ends. 
Audio contains sounds of breathing, rustling, crunching, jangling metal, consistent with a camera tumbling 
down a stairwell and after coming to a stop, being picked up.

M9LCCQ

Q#30 - i used this converter found at https://www.latlong.net/lat-long-dms.htmlN9J4KH

Question 16 does not state which time zone to use (device or UTC) - Because the time is set to 8PM 
(device), this date could switch if the question is for UTC. Question 30 - I was unable to find any 
timestamp on the device to the exact second. With the gmm_storage.db file, Google maps was found to 
start a "walk" to the "Exorcist stairs" on 1/14/2024 @ 01:55:48 (GMT). It is reasonable to believe that at 
01"55:52 these directions were still happening.

NCYLUM

29). What was the LAST location (place name) the user searched for in the Google maps app? Using 
Cellebrite Physical Analyzer, we got 10 answers : 901 N Glebe Rd, Arlington, VA 22203; 3101 S 
Manchester St, Falls Church, VA 22044; Kathmandu Restaurant II, 28th Street, Boulder, CO; License No. 
1, 13th Street, Boulder, CO; 949 Walnut Street, Boulder, CO; sweetgreen, Wisconsin Avenue Northwest, 
Washington, DC; bars; Target, North Glebe Road, Arlington, VA; Mr. Smith's of Georgetown, Water Street 
Northwest, Washington, DC; The Exorcist Steps. But, since there is no timestamp included, we cannot give 
answer which one is last location searched.

NUHEHQ

Question 13 was left blank. The answer is meant to say "Not within laboratory's scope." I was not able to 
submit the test with this in the answer field because it was not in the correct format (YYYY-MM-DD). Thank 
you.

Q77D9J

THANK YOU~!T3BFNH

This test was solved by 15 expert personnel. [List of Experts]U3QZ9F

The phone user was also recorded climbing the steps approx. 2 minutes earlier, the climb was a little 
labored. Nine minutes previous to that she semes to have picked up or got up from floor with an bah that 
was opened. This same bag was with her on the final fall.

VCF2BB

I dislike the date and time picker, I would much rather be able to type it in myself.VFVHJF

For question 30, I could not find the exact time of requested in the question nor the latitude/longitude, 
only an audio file where the time was one second out.

XLA3GC

For question 29, the last modified file (14/01/2024 16.45.00(UTC+0)) was the search cache for google 
maps 
(TarArchive/data/user/0/com.google.android.apps.maps/files/new_recent_history_cache_search.cs). In 
the cache, the last searched file was "Kathmandu Restaurant II, 28th Street, Boulder, CO". The last search 
which was timestamped (10/01/2024 3.35.10 (UTC+0)) was "901 N Glebe Rd, Arlington, VA 22203". 
For question 30, the response has been converted to the format that was asked. The original values were 
(38.905481, -77.070180).

Y8QV4B

-End of Report-
(Appendix may follow)
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