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Participants were provided with data yielded from an extraction of a smartphone. They were asked to examine the
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This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - iOS Analysis Test 23-5551

The Mobile Digital Evidence – iOS Analysis test consisted of evidence data acquired from a smartphone. Participants 
were asked to examine the extracted data pertaining to a simulated scenario using their own software and methods.

SAMPLE PREPARATION: 
A scripted scenario based upon a death investigation case was created to generate user data on the evidence iPhone 
device. The execution of the scripted scenario took place between May 23, 2023 through June 26, 2023. An Apple 
iPhone 12 smartphone was used to perform the activities and generate the intended artifacts. 

The phone data was acquired via a file system extraction of the smartphone using GrayKey Software: OS Version: 
1.15.1.24992102 and compiled into a zip archive. This file was uploaded to the CTS Portal for participants to 
download. An MD5 checksum was calculated for the file to generate a unique hash value that allows participants to 
validate the successful download of the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data using various software and versions including 
Windows 10nPro 22H2 19045.3324, Cellebrite Physical Analyzer 8.5.100.93 and 7.63.0.126, Autopsy 4.20.0, 
Notepad++ 8.5.5, DB Browser for SQLite 3.12.2, PowerShell 5.1.19041.3031, EnCase Forensic 8.11.00.74, HxD 
2.5.0.0, Exiftool 12.65 and 7zip 23.01. Results from the predistribution laboratories were reviewed and certain 
questions were rephrased as necessary. Several forensic software tools were utilized during the validation of this test. 
CTS does not endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

In response to a call for a welfare check at the request of his girlfriend, local police discovered the apparent owner of 
the subject phone, Alex Jenson, deceased in his apartment. Discovered close-by in his bedroom were his phone and 
several items of drug paraphernalia. Among these items were small blue pills bearing an "M" on one side, and "30" on 
the other. A field test of one of the pills was positive for the presence of fentanyl. The subject phone has been 
submitted to your laboratory for forensic analysis to determine the owner's contacts and activities in the days leading 
up to his suspected drug overdose.
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Mobile Digital Evidence - iOS Analysis Test 23-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

1 Within the zip folder titled “ 23 - 5551 _Test Material” downloaded for this test is a file titled “ 23 - 5551 .zip” 
which has a SHA - 1  hash of  43317 ed 1040 af 870288 d 77 bfdf 9 ae 4 b 6 d 390 cff 1 .  Provide the SHA 256  hash for 
 the same file ,  23 - 5551 . zip .
C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313

2  On what date  ( UTC + 0 )  was this device reset  ( erasing all content and settings ) ?  Provide date in YYYY - MM -DD 
 using the date picker .
2023-04-21

3  Provide the Device Phone Number  ( MSISDN ).
15716038965 or 5716038965

4  Provide the AppleID  ( iCloud Account )  associated with this phone .
alex_jenson@icloud.com

5  What is the Device Name for this phone ?
Alex's iPhone

6  What is the SSID of the Wi - Fi access point with BSSID  2 a : 78 : 5 c : db : e : 3 b ?
PRC "Weather" Balloon

7 Provide the MAC address for the connected Bluetooth device with device name “OontZ _ Angle  3  UB 6 D .”
08:EB:ED:48:DB:6D

8  What email address was the ProtonMail email app configured with  (provide the device user’s ProtonMail 
email address ) ?
xalexalex@proton.me

9  What was the subject of the Protonmail message received from josBbank @ proton . me on June  18 ,  2023 ?
"m30s" or "Re: m30s"

10  Which contact called the device on  6 / 4 / 2023  UTC + 0  ( June  4 ,  2023 ) ?  Provide full name .
Jamie Jones

11  Provide the SHA 256  hash of the JPEG photo  ( full size ,  not thumbnail )  assigned to the contact Quintin Lynn .
F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C

12 What word immediately follows the word “sign” in the note created with the Notes app on  6 / 21 / 2023 
 UTC + 0  ( June  21 ,  2023 )  ?  Provide ONLY the first word AFTER  " sign ."
bunker

13  What is the date  ( UTC + 0 )  for the Haircut event in the Calendar App ?  Provide date in YYYY - MM -DD using the 
 date picker .
2023-06-05

14  What is the time zone setting for this phone ?  ( Provide answer in the format Continent / City ,  e . g .  Europe / Kiev )
America/New_York
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Mobile Digital Evidence - iOS Analysis Test 23-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

15  On what date  ( UTC + 0 )  did the user navigate to a pizza restaurant using the Apple Maps app ?  Provide date 
 in YYYY - MM - DD using the date picker .
2023-06-07

16** What address is stored as the device owners “Home” alias in Google Maps ?  (The home address is denoted 
as “type :  0” in the configuration file for the Google Maps app ).
3218 Milwaukee St, Denver, CO 80205

17 What is the serial number of the “Find My”  ( AirTag ) device named “Alex’s Backpack” ?
HGTKNN3FP0GV

18 At what location was the “Find My”  ( AirTag ) device named “Alex’s Backpack”  “lastConnected” ?  Provide your 
 response in latitude ,  longitude using the following format  ## . ####  ( indicate directionality as N or S ) ,  and 
 ## . ####  ( indicate directionality as E or W ).  An EXAMPLE response would look like  41 . 7325  N ,  49 . 9469 
 W .
37.665269 N, 77.445619 W and varying formats that represented the same location.

19 On what date and time was the “Find My”  ( AirTag ) device named “Alex’s Backpack”  “lastConnected” ? 
 Provide your response in UTC + 0  using the date / time picker  ( 24 - hour time ,  which shows PM times like these 
 examples :  13 : 00  for  1 : 00 PM to  23 : 00  for  11 : 00 PM ) ,  which presents the date in the following format : 
 YYYY - MM - DD .  REMEMBER TO REPORT IN UTC + 0 .
2023-06-12 22:23

20  Provide the full URL of the website including page  ( e . g . ,  https :// cts - forensics . com / index - forensics - testing . php ) 
 the user visited on  12  June  2023  ( 6 / 12 / 2023 )  at  11 : 19 : 18  PM  ( UTC + 0 ).  E . g . , 
 https :// cts - forensics . com / index - forensics - testing . php
https://en.m.wikipedia.org/wiki/Etizolam

21  Provide the date and time Peter Delaney messaged to say he had returned from El Paso .  Provide your 
 response in UTC + 0  using the date / time  ( 24 - hour time ,  which shows PM times like these examples :  13 : 00  for 
 1 : 00 PM to  23 : 00  for  11 : 00 PM )  picker ,  which presents the date in the following format :  YYYY - MM - DD . 
 REMEMBER TO REPORT IN UTC + 0 .
2023-06-19 15:10 [TALK TO JD - 2ND SCREENSHOT SAYS 11:10 NOT 15:10]

22  Identify the date  ( UTC + 0 )  and web browser app used to visit pillsgarden . com .  Provide date in YYYY - MM - DD 
 using the date picker .
2023-06-04 (or 2023-06-25)

Safari

23 Provide the sender’s email address for the email message received June  21 ,  2023  ( UTC + 0 ) ,  with  " anxious " as 
 the subject .
js89fanatic@gmail.com

24  Provide all words from the last voicemail left on the phone .
“I can’t believe I haven’t heard from you. I’m really worried. If you don’t call me right back, I’m sending the 
police to your apartment.”
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Mobile Digital Evidence - iOS Analysis Test 23-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

25  Provide the file  ( MIME )  type and content description for the file with MD 5  hash 
 c 3549017514 daa 87812 ea 158 a 233 b 527
JPEG

Image of Etizolam Tablets

26  Provide the GPS coordinates for IMG _ 0016 . HEIC .  Provide your response in latitude ,  longitude using the 
 following format  ## . ####  ( indicate directionality as N or S ) ,  and  ## . ####  (indicate directionality as E or 
 W ).  An EXAMPLE response would look like  41 . 7325  N ,  49 . 9469  W .
39.2085 N , 76.5171 W and varying formats/responses that represent the same location.

27  What is the locale  /  language setting for this phone ?
en-US or en_US

28  Provide the filename and SHA 256  hash of the file the device user attached to a Signal Messenger message 
 sent June  25 ,  2023  ( UTC + 0 ) ?
IMG_0028.jpg

3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

29  Provide the mobile phone number for contact Clement Haley .
276-475-3820

30**  Provide the original name of IMG _ 0023 . JPG when it was AirDropped to the device ?
sllip.pil.JPG

31  Identify the International Mobile Equipment Identity  ( IMEI )  number CURRENTLY ASSIGNED to this device . 
 Provide numeric response .
351183325443751

32  Provide the full path ,  to include FILENAME and FILETYPE , of the file containing the keyword “sceloglaux”
/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG or
23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174
\telegram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160
451855245.jpg

33  Provide the full path ,  to include FILENAME and FILETYPE , for the file containing the keyword “blakistoni”
23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174
\telegram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160
451855246.jpg

34  What is the name of the cryptocurrency wallet app installed by the user ?
Exodus

35 What application was used to create the file containing the word “ogygoptynx” ?
Notes
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Summary Comments

The purpose of this Mobile Digital Evidence Test is to allow participants to evaluate their proficiency in analyzing digital 

artifacts using their own tools and methods. The participants were provided with a scripted scenario, the data extracted 

from a smartphone, and a series of questions related to the extracted data. (See Manufacturer’s Information for 

preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network settings, 

native and third-party applications, communications, web browser history, and Geo-Location information. 

A total of 105 participants returned results for this test. Of the 35 questions that comprised this test, two questions did 

not achieve a consensus response, questions #16 and #30. For question #16, participants were asked to report the 

address which was stored as the device owner's “Home” alias in Google Maps. Approximately 57% of responding 

participants reported the expected result of 3218 Milwaukee St, Denver, CO 80205; 31% reported a version of an N. 

Clark St. address. For question #30, participants were asked to provide the original name of IMG_0023.JPG when it 

was AirDropped to the device. Approximately 67% of responding participants reported the expected result of 

sllip.pil.JPG; 21% reported 5005.JPG.

Detailed explanations and screenshots of expected responses can be found within Table 1 under the "Expected 

Response Explanation" section for each question.

Participants are encouraged to follow their laboratory's policies and procedures when evaluating their responses to 

these proficiency test questions.
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: Within the zip folder titled “23-5551_Test Material” downloaded for this test is a file titled 
“23-5551.zip” which has a SHA-1 hash of 43317ed1040af870288d77bfdf9ae4b6d390cff1. Provide the 
SHA256 hash for the same file, 23-5551.zip.

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313 Manufacturer ' s 
 Expected Response:

ResponseWebCode

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED531323F84N

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53132LVG6P

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53132YGW9N

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53132ZVDAA

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed531332LZYH

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53133629MH

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53133QNVCB

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED53134AVPCG

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53134T98NL

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53134Z9LB9

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED531362WHBM

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED531368W29C

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53136CWC6B

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53136R7W8A

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53136Y6JWN

C4E33CBFCCC70227446E88FC515A1D0C32C30ABCC66C324E6CF1BE42ED53137FT2LH

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53137V6UTL

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53137YNU7G

c4e33cbfccc7022744e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53137ZUC6C

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED53138CPKQZ

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53138KHV3G

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED53138QPL6M

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED53138TV44H

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed53139B6JZ4

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313A3BFQE

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313A3FV3F
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313A3QYAC

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313ARR2PX

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313BA9MNE

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313BCCH8G

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313BCV7PC

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313BFVGLC

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313BURR9H

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313BXBQLD

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313C346TY

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313C4WYNH

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313C8WAJH

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313CQCJKH

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313CZXMU4

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313DEBFTU

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313EGADF7

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313EM48ET

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313EZBZ76

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313FE6ZDY

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313FMKJWX

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313FRRCP9

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313FTMWC9

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313G36WLA

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313GLLVTT

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313GN8PN9

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313H6UKJV

d76c3fa7c606e4a0bb33f5513ffc277e15f505ac493d5a7a2dd3b6785c178d1cHMUEB2

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313HXCW49

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313J7GFJA

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313JYG2U2

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313KM37GN

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313KPBHW4
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313KW946R

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313LABWA9

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313LDCXBQ

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313LXVAV2

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313LYTFG3

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313MFVJEX

SHA-256: C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313MG7D2Q

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313MUWBZ3

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313N2AJ26

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313N8WCD4

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313NPG3C4

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313NQATHH

SHA256: c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313P6R3LY

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313P8EMMW

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313PBUA22

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313PHBKGN

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313PHR2AV

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313PPAE9U

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313PUPMWU

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313Q4PR7L

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313QLQFVZ

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313RAR7KW

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313RDAJ6J

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313RG9U2J

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313RNR69T

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313RZN42K

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313THFG8W

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313TUCKCQ

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313UEGHCX

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313UUPGGV

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313UWYGKG
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ResponseWebCode

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313UYJBEW

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313VBBJDP

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313VMNEYF

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313WCLLYN

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313WLRHMR

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313WNE2NP

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313WPRUHQ

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313X3VCUQ

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313X8NGKA

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313XKBLUR

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313XUZARF

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313YV9UAN

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313YYP9JF

43317ED1040AF870288D77BFDF9AE4B6D390CFF1Z8VFRN

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313ZMAL8U

c4e33cbfccc70227446e88fc515a1d0c1c32c30abcc66c324e6cf1be42ed5313ZPVMQM

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313ZQBPTP

Question 1: Within the zip folder titled “23-5551_Test Material” downloaded for this test is a file titled 
“23-5551.zip” which has a SHA-1 hash of 43317ed1040af870288d77bfdf9ae4b6d390cff1. Provide the 
SHA256 hash for the same file, 23-5551.zip.

C4E33CBFCCC70227446E88FC515A1D0C1C32C30ABCC66C324E6CF1BE42ED5313 Consensus Result:

 Expected Response Explanation:
File digests (hashes) can be calculated using any reliable hashing tool.

 Expected Response Illustration:
powershell get-filehash cmdlet hashing 23-5551.zip
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7zip checksum tool hashing 23-5551.zip
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Question 2: On what date (UTC+0) was this device reset (erasing all content and settings)? Provide date 
in YYYY-MM-DD using the date picker.

2023-04-21 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2023-04-2123F84N

2023-04-212LVG6P

2023-04-232YGW9N

2023-04-212ZVDAA

2023-04-2132LZYH

2023-04-213629MH

2023-04-213QNVCB

2023-04-214AVPCG

2023-04-214T98NL

2023-04-214Z9LB9

2023-04-2162WHBM

2023-04-2168W29C

2023-04-216CWC6B

2023-04-216R7W8A

2023-04-216Y6JWN

2023-04-217FT2LH

2023-04-217V6UTL

2023-04-217YNU7G

2023-04-217ZUC6C

2023-04-218CPKQZ

2023-04-218KHV3G

2023-04-218QPL6M

2023-04-218TV44H

2023-04-219B6JZ4

2023-04-21A3BFQE

2023-04-21A3FV3F

2023-04-21A3QYAC

2023-04-21ARR2PX
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ResponseWebCode

2023-04-21BA9MNE

2023-04-21BCCH8G

2023-04-21BCV7PC

2023-04-21BFVGLC

2023-04-21BURR9H

2023-04-21BXBQLD

2023-04-21C346TY

2023-04-21C4WYNH

2023-04-21C8WAJH

2023-04-21CQCJKH

2023-04-21CZXMU4

2023-04-21DEBFTU

2023-04-21EGADF7

2023-04-21EM48ET

2023-04-21EZBZ76

2023-04-21FE6ZDY

2023-04-21FMKJWX

2023-04-21FRRCP9

2023-04-21FTMWC9

2023-04-21G36WLA

2023-04-21GLLVTT

2023-04-21GN8PN9

2023-04-21H6UKJV

2023-04-21HMUEB2

2023-04-21HXCW49

2023-04-21J7GFJA

2023-04-21JYG2U2

2023-04-21KM37GN

2023-04-21KPBHW4

2023-04-21KW946R

2023-04-21LABWA9
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ResponseWebCode

2023-04-21LDCXBQ

2023-04-21LXVAV2

2023-04-21LYTFG3

2023-04-21MFVJEX

2023-04-21MG7D2Q

2023-04-21MUWBZ3

2023-04-21N2AJ26

2023-04-21N8WCD4

2023-04-21NPG3C4

2023-04-21NQATHH

2023-04-21P6R3LY

2023-04-21P8EMMW

2023-04-21PBUA22

2023-04-21PHBKGN

2023-04-21PHR2AV

2023-04-21PPAE9U

2023-04-21PUPMWU

2023-04-21Q4PR7L

2023-04-21QLQFVZ

2023-04-21RAR7KW

2023-04-21RDAJ6J

2023-04-21RG9U2J

2023-04-21RNR69T

2023-04-21RZN42K

2023-05-23THFG8W

2023-04-21TUCKCQ

2023-04-21UEGHCX

2022-12-02UUPGGV

2023-04-21UWYGKG

2023-04-21UYJBEW

2023-04-21VBBJDP

( 14 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

2023-04-21VMNEYF

2023-04-21WCLLYN

2023-04-21WLRHMR

2023-04-21WNE2NP

2023-04-21WPRUHQ

2023-04-21X3VCUQ

2023-04-21X8NGKA

2023-04-21XKBLUR

2023-04-21XUZARF

2023-04-21YV9UAN

2023-04-21YYP9JF

2023-04-21Z8VFRN

2023-04-21ZMAL8U

2023-04-21ZPVMQM

2023-04-21ZQBPTP

Question 2: On what date (UTC+0) was this device reset (erasing all content and settings)? Provide date 
in YYYY-MM-DD using the date picker.

2023-04-21 Consensus Result:

 Expected Response Explanation:
The creation/modification date of the .obliterated file at /private/var/root is a reliable means to establish when an iOS 
device was reset.

 Expected Response Illustration:
.obliterated (Cellebrite PA)
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Question 3: Provide the Device Phone Number (MSISDN).

15716038965 or 5716038965 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1571603896523F84N

1571160389652LVG6P

157160389652YGW9N

157160389652ZVDAA

1571603896532LZYH

157160389653629MH

157160389653QNVCB

157160389654AVPCG

157160389654T98NL

157160389654Z9LB9

1571603896562WHBM

1571603896568W29C

157160389656CWC6B

157160389656R7W8A

157160389656Y6JWN

157160389657FT2LH

157160389657V6UTL

157160389657YNU7G

1517160389657ZUC6C

157160389658CPKQZ

157160389658KHV3G

157160389658QPL6M

157160389658TV44H

157160389659B6JZ4

15716038965A3BFQE

15716038965A3FV3F

15716038965A3QYAC

15716038965ARR2PX

15716038965BA9MNE
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ResponseWebCode

15716038965BCCH8G

15716038965BCV7PC

15716038965BFVGLC

15716038965BURR9H

15716038965BXBQLD

15716038965C346TY

15716038965C4WYNH

15716038965C8WAJH

15716038965CQCJKH

15716038965CZXMU4

15716038965DEBFTU

15716038965EGADF7

15716038965EM48ET

1 571 603 8965EZBZ76

+15716038965FE6ZDY

15716038965FMKJWX

15716038965FRRCP9

15716038965FTMWC9

15716038965G36WLA

15716038965GLLVTT

5716038965GN8PN9

15716038965H6UKJV

15716038965HMUEB2

15716038965HXCW49

15716038965J7GFJA

15716038965JYG2U2

15716038965KM37GN

15716038965KPBHW4

15716038965KW946R

15716038965LABWA9

15716038965LDCXBQ
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ResponseWebCode

15716038965LXVAV2

15716038965LYTFG3

15716038965MFVJEX

15716038965MG7D2Q

15716038965MUWBZ3

15716038965N2AJ26

15716038965N8WCD4

15716038965NPG3C4

15716038965NQATHH

15716038965P6R3LY

15716038965P8EMMW

15716038965PBUA22

15716038965PHBKGN

15716038965PHR2AV

1-571-603-8965PPAE9U

15716038965PUPMWU

15716038965Q4PR7L

1 (571) 603-8965QLQFVZ

15716038965RAR7KW

5716038965RDAJ6J

15716038965RG9U2J

15716038965RNR69T

15716038965RZN42K

15716038965THFG8W

15716038965TUCKCQ

5716038965UEGHCX

15716038965UUPGGV

15716038965UWYGKG

15716038965UYJBEW

15716038965VBBJDP

15716038965VMNEYF

( 18 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

15716038965WCLLYN

15716038965WLRHMR

15716038965WNE2NP

15716038965WPRUHQ

15716038965X3VCUQ

15716038965X8NGKA

15716038965XKBLUR

15716038965XUZARF

15716038965YV9UAN

15716038965YYP9JF

15716038965Z8VFRN

15716038965ZMAL8U

15716038965ZPVMQM

15716038965ZQBPTP

Question 3: Provide the Device Phone Number (MSISDN).
15716038965 Consensus Result:

 Expected Response Explanation:
Device info such as the phone number can be found in 
/private/var/wireless/Library/Preferences/com.apple.commcenter.plist

 Expected Response Illustration:
com.apple.commcenter.plist (Cellebrite PA)
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com.apple.commcenter.plist (Notepad++)
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Question 4: Provide the AppleID (iCloud Account) associated with this phone.

alex_jenson@icloud.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

alex_jenson@icloud.com23F84N

alex_jenson@icloud.com2LVG6P

alex_jenson@icloud.com2YGW9N

alex_jenson@icloud.com2ZVDAA

alex_jenson@icloud.com32LZYH

alex_jenson@icloud.com3629MH

alex_jenson@icloud.com3QNVCB

alex_jenson@icloud.com4AVPCG

alex_jenson@icloud.com4T98NL

alex_jenson@icloud.com4Z9LB9

alex_jenson@icloud.com62WHBM

alex_jenson@icloud.com68W29C

alex_jenson@icloud.com6CWC6B

alex_jenson@icloud.com6R7W8A

alex_jenson@icloud.com6Y6JWN

alex_jenson@icloud.com7FT2LH

alex_jenson@icloud.com7V6UTL

alex_jenson@icloud.com7YNU7G

alex_jenson@icloud.com7ZUC6C

alex_jenson@icloud.com8CPKQZ

alex_jenson@icloud.com8KHV3G

alex_jenson@icloud.com8QPL6M

alex_jenson@icloud.com8TV44H

alex_jenson@icloud.com9B6JZ4

alex_jenson@icloud.comA3BFQE

alex_jenson@icloud.comA3FV3F

alex_jenson@icloud.comA3QYAC

alex_jenson@icloud.comARR2PX

alex_jenson@icloud.comBA9MNE
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ResponseWebCode

alex_jenson@icloud.comBCCH8G

alex_jenson@icloud.comBCV7PC

alex_jenson@icloud.comBFVGLC

alex_jenson@icloud.comBURR9H

alex_jenson@icloud.comBXBQLD

alex_jenson@icloud.comC346TY

alex_jenson@icloud.comC4WYNH

alex_jenson@icloud.comC8WAJH

alex_jenson@icloud.comCQCJKH

alex_jenson@icloud.comCZXMU4

alex_jenson@icloud.comDEBFTU

alex_jenson@icloud.comEGADF7

alex_jenson@icloud.comEM48ET

alex_jenson@icloud.comEZBZ76

alex_jenson@icloud.comFE6ZDY

alex_jenson@icloud.comFMKJWX

alex_jenson@icloud.comFRRCP9

Alex_jenson@icloud.comFTMWC9

alex_jenson@icloud.comG36WLA

alex_jenson@icloud.comGLLVTT

alex_jenson@icloud.comGN8PN9

alex_jenson@icloud.comH6UKJV

alex_jenson@icloud.comHMUEB2

alex_jenson@icloud.comHXCW49

alex_jenson@icloud.comJ7GFJA

alex_jenson@icloud.comJYG2U2

alex_jenson@icloud.comKM37GN

alex_jenson@icloud.comKPBHW4

alex_jenson@icloud.comKW946R

alex_jenson@icloud.comLABWA9

alex_jenson@icloud.comLDCXBQ
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ResponseWebCode

alex_jenson@icloud.comLXVAV2

alex_jenson@icloud.comLYTFG3

alex_jenson@icloud.comMFVJEX

alex_jenson@icloud.comMG7D2Q

alex_jenson@icloud.comMUWBZ3

alex_jenson@icloud.comN2AJ26

alex_jenson@icloud.comN8WCD4

alex_jenson@icloud.comNPG3C4

alex_jenson@icloud.comNQATHH

alex_jenson@icloud.comP6R3LY

alex_jenson@icloud.comP8EMMW

alex_jenson@icloud.comPBUA22

alex_jenson@icloud.comPHBKGN

alex_jenson@icloud.comPHR2AV

alex_jenson@icloud.comPPAE9U

alex_jenson@icloud.comPUPMWU

alex_jenson@icloud.comQ4PR7L

alex_jenson@icloud.comQLQFVZ

alex_jenson@icloud.comRAR7KW

alex_jenson@icloud.comRDAJ6J

alex_jenson@icloud.comRG9U2J

alex_jenson@icloud.comRNR69T

alex_jenson@icloud.comRZN42K

alex_jenson@icloud.comTHFG8W

alex_jenson@icloud.comTUCKCQ

alex_jenson@icloud.comUEGHCX

alex_jenson@icloud.comUUPGGV

alex_jenson@icloud.comUWYGKG

alex_jenson@icloud.comUYJBEW

alex_jenson@icloud.comVBBJDP

alex_jenson@icloud.comVMNEYF
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ResponseWebCode

alex_jenson@icloud.comWCLLYN

alex_jenson@icloud.comWLRHMR

alex_jenson@icloud.comWNE2NP

alex_jenson@icloud.comWPRUHQ

alex_jenson@icloud.comX3VCUQ

alex_jenson@icloud.comX8NGKA

alex_jenson@icloud.comXKBLUR

alex_jenson@icloud.comXUZARF

alex_jenson@icloud.comYV9UAN

alex_jenson@icloud.comYYP9JF

alex_jenson@icloud.comZ8VFRN

Alex_jenson@icloud.comZMAL8U

alex_jenson@icloud.comZPVMQM

alex_jenson@icloud.comZQBPTP

Question 4: Provide the AppleID (iCloud Account) associated with this phone.
alex_jenson@icloud.com Consensus Result:

 Expected Response Explanation:
Account information is stored in the ZACCOUNT table of /private/var/mobile/Library/Accounts/Accounts3.sqlite

 Expected Response Illustration:
Accounts3.sqlite (DB Browser for SQLite)
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Accounts3.sqlite - User Accounts (Cellebrite PA)
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Question 5: What is the Device Name for this phone?

Alex's iPhone Manufacturer ' s 
 Expected Response:

ResponseWebCode

Alex's iPhone23F84N

Alex's iPhone2LVG6P

Alex's iPhone2YGW9N

Alex's iPhone2ZVDAA

Alex's iPhone32LZYH

Alex's iPhone3629MH

Alex's iPhone3QNVCB

Alex's iPhone4AVPCG

Alex's iPhone4T98NL

Alex's iPhone4Z9LB9

Alex's iPhone62WHBM

Alex's iPhone68W29C

Alex's iPhone6CWC6B

Alex's iPhone6R7W8A

Alex's iPhone6Y6JWN

Alex's iPhone7FT2LH

Alex's iPhone7V6UTL

Alex's iPhone7YNU7G

Alex's iPhone7ZUC6C

Alex's iPhone8CPKQZ

Alex's iPhone8KHV3G

Alex's iPhone8QPL6M

Alex's iPhone8TV44H

Alex's iPhone9B6JZ4

Alex's iPhoneA3BFQE

Alex's iPhoneA3FV3F

Alex's iPhoneA3QYAC

Alex's iPhoneARR2PX

Alex's iPhoneBA9MNE
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ResponseWebCode

Alex's iPhoneBCCH8G

Alex's iPhoneBCV7PC

Alex's PhoneBFVGLC

Alex's iPhoneBURR9H

Alex's iPhoneBXBQLD

Alex's iPhoneC346TY

Alex's iPhoneC4WYNH

Alex's iPhoneC8WAJH

Alex's iPhoneCQCJKH

Alex's iPhoneCZXMU4

Alex's iPhoneDEBFTU

Alex's iPhoneEGADF7

Alex's iPhoneEM48ET

Alex's iPhoneEZBZ76

Alex's iPhoneFE6ZDY

Alex's iPhoneFMKJWX

Alex's iPhoneFRRCP9

Alex's iPhoneFTMWC9

Alex's iPhoneG36WLA

Alex's iPhoneGLLVTT

Alex's iPhoneGN8PN9

Alex's iPhoneH6UKJV

Alex's iPhoneHMUEB2

Alex's iPhoneHXCW49

Alex's iPhoneJ7GFJA

Alex's iPhoneJYG2U2

Alex's iPhoneKM37GN

Alex's iPhoneKPBHW4

Alex's iPhoneKW946R

Alex's iPhoneLABWA9

Alex's iPhoneLDCXBQ
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ResponseWebCode

Alex's iPhoneLXVAV2

Alex's iPhoneLYTFG3

Alex's iphoneMFVJEX

Alex's iPhoneMG7D2Q

Alex's iPhoneMUWBZ3

Alex's iPhoneN2AJ26

Alex's iPhoneN8WCD4

Alex's iPhoneNPG3C4

Alex's iPhoneNQATHH

Alex's iPhoneP6R3LY

Alex's iPhoneP8EMMW

Alex's iPhonePBUA22

Alex's iPhonePHBKGN

Alex's iPhonePHR2AV

Alex's iPhonePPAE9U

Alex's iPhonePUPMWU

Alex's iPhoneQ4PR7L

Alex's iPhoneQLQFVZ

Alex's iPhoneRAR7KW

Alex's iPhoneRDAJ6J

Alex's iPhoneRG9U2J

Alex's iPhoneRNR69T

Alex's iPhoneRZN42K

Alex's iPhoneTHFG8W

Alex's iPhoneTUCKCQ

Alex's iPhoneUEGHCX

Alex's iPhoneUUPGGV

Alex's iPhoneUWYGKG

Alex's iPhoneUYJBEW

Alex's iPhoneVBBJDP

Alex's iPhoneVMNEYF
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ResponseWebCode

Alex's iPhoneWCLLYN

Alex's iPhoneWLRHMR

Alex's iPhoneWNE2NP

Alex's iPhoneWPRUHQ

Alex's iPhoneX3VCUQ

Alex's iPhoneX8NGKA

Alex's iPhoneXKBLUR

Alex's iPhoneXUZARF

Alex's iPhoneYV9UAN

Alex's iPhoneYYP9JF

Alex's iPhoneZ8VFRN

Alex's iPhoneZMAL8U

Alex's iPhoneZPVMQM

Alex's iPhoneZQBPTP

Question 5: What is the Device Name for this phone?
Alex's iPhone Consensus Result:

 Expected Response Explanation:
Device Name information is stored in /root/private/var/root/Library/Lockdown/data_ark.plist

 Expected Response Illustration:
com.apple.AppStore.plist (Notepad++)
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Question 6: What is the SSID of the Wi-Fi access point with BSSID 2a:78:5c:db:e:3b?

PRC "Weather" Balloon Manufacturer ' s 
 Expected Response:

ResponseWebCode

PRC "Weather" Balloon23F84N

PRC "Weather" Balloon2LVG6P

PRC "Weather" Balloon2YGW9N

PRC "Weather" Balloon2ZVDAA

PRC "Weather" Balloon32LZYH

PRC "Weather" Balloon3629MH

PRC "Weather" Balloon3QNVCB

PRC "Weather" Balloon4AVPCG

PRC "Weather" Balloon4T98NL

PRC "Weather" Balloon4Z9LB9

PRC "Weather" Balloon62WHBM

PRC "Weather" Balloon68W29C

PRC "Weather" Balloon6CWC6B

PRC "Weather" Balloon6R7W8A

PRC "Weather" Balloon6Y6JWN

PRC "Weather" Balloon7FT2LH

PRC "Weather" Balloon7V6UTL

PRC "Weather" Balloon7YNU7G

PRC "Weather" Balloon7ZUC6C

PRC "Weather" Balloon8CPKQZ

PRC "Weather" Balloon8KHV3G

PRC "Weather" Balloon8QPL6M

PRC "Weather" Balloon8TV44H

PRC "Weather" Balloon9B6JZ4

PRC "Weather" BalloonA3BFQE

PRC "Weather" BalloonA3FV3F

PRC "Weather" BalloonA3QYAC

PRC "Weather" BalloonARR2PX

PRC "Weather" BalloonBA9MNE
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ResponseWebCode

PRC "Weather" BalloonBCCH8G

PRC "Weather" BalloonBCV7PC

PRC "Weather" BalloonBFVGLC

PRC "Weather" BalloonBURR9H

PRC "Weather" BalloonBXBQLD

PRC "Weather" BalloonC346TY

PRC "Weather" BalloonC4WYNH

PRC "Weather" BalloonC8WAJH

PRC "Weather" BalloonCQCJKH

PRC "Weather" BalloonCZXMU4

PRC "Weather" BalloonDEBFTU

PRC "Weather" BalloonEGADF7

PRC "Weather" BalloonEM48ET

PRC "Weather" BalloonEZBZ76

PRC "Weather" BalloonFE6ZDY

PRC "Weather" BalloonFMKJWX

PRC "Weather" BalloonFRRCP9

PRC "Weather" BalloonFTMWC9

PRC "Weather" BalloonG36WLA

PRC "Weather" BalloonGLLVTT

PRC "Weather" BalloonGN8PN9

PRC "Weather" BalloonH6UKJV

PRC "Weather" Balloon.HMUEB2

PRC "Weather" BalloonHXCW49

PRC "Weather" BalloonJ7GFJA

PRC "Weather" BalloonJYG2U2

PRC "Weather" BalloonKM37GN

PRC "Weather" BalloonKPBHW4

PRC "Weather" BalloonKW946R

PRC "Weather" BalloonLABWA9

PRC "Weather" BalloonLDCXBQ
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ResponseWebCode

PRC "Weather" BalloonLXVAV2

PRC "Weather" BalloonLYTFG3

PRC "Weather" BalloonMFVJEX

PRC "Weather" BalloonMG7D2Q

PRC "Weather" BalloonMUWBZ3

PRC "Weather" BalloonN2AJ26

PRC "Weather" BalloonN8WCD4

PRC "Weather" BalloonNPG3C4

PRC "Weather" BalloonNQATHH

PRC "Weather" BalloonP6R3LY

PRC "Weather" BalloonP8EMMW

PRC "Weather" BallonPBUA22

PRC "Weather" BalloonPHBKGN

PRC "Weather" BalloonPHR2AV

PRC "WEATHER" BALLOONPPAE9U

PRC "Weather" BalloonPUPMWU

PRC "Weather" BalloonQ4PR7L

PRC "Weather" BalloonQLQFVZ

PRC "Weather" BalloonRAR7KW

PRC "Weather" BalloonRDAJ6J

PRC "Weather" BalloonRG9U2J

PPRC "Weather" BalloonRNR69T

PRC "Weather" BalloonRZN42K

PRC 'Weather' BalloonTHFG8W

PRC "Weather" BalloonTUCKCQ

PRC "Weather" BalloonUEGHCX

PRC "Weather" BalloonUUPGGV

PRC "Weather" BalloonUWYGKG

PRC "Weather" BalloonUYJBEW

PRC "Weather" BalloonVBBJDP

PRC "Weather" BalloonVMNEYF
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ResponseWebCode

PRC "Weather" BalloonWCLLYN

PRC "Weather" BalloonWLRHMR

PRC "Weather" BalloonWNE2NP

PRC "Weather" BalloonWPRUHQ

PRC "Weather" BalloonX3VCUQ

PRC "Weather" BalloonX8NGKA

PRC "Weather" BalloonXKBLUR

PRC "Weather" BalloonXUZARF

PRC "Weather" BalloonYV9UAN

PRC "Weather" BalloonYYP9JF

PRC "Weather" BalloonZ8VFRN

PRC "Weather" BalloonZMAL8U

PRC "Weather" BalloonZPVMQM

PRC "Weather" BalloonZQBPTP
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Question 6: What is the SSID of the Wi-Fi access point with BSSID 2a:78:5c:db:e:3b?
PRC "Weather" Balloon Consensus Result:

 Expected Response Explanation:
Information about joined Wi-Fi access points is stored in 
/private/var/preferences/SystemConfiguration/com.apple.wifi-private-mac-networks.plist

 Expected Response Illustration:
com.apple.wifi.plist (Notepad++)

Cellebrite Wireless Networks table
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Question 7: Provide the MAC address for the connected Bluetooth device with device name 
“OontZ_Angle 3 UB6D.”

08:EB:ED:48:DB:6D Manufacturer ' s 
 Expected Response:

ResponseWebCode

08:EB:ED:48:DB:6D23F84N

08:EB:ED:48:DB:6D2LVG6P

08:EB:ED:48:DB:6D2YGW9N

08:EB:ED:48:DB:6D2ZVDAA

08:EB:ED:48:DB:6D32LZYH

08:EB:ED:48:DB:6D3629MH

08:EB:ED:48:DB:6D3QNVCB

08:EB:ED:48:DB:6D4AVPCG

08:EB:ED:48:DB:6D4T98NL

08:EB:ED:48:DB:6D4Z9LB9

08:EB:ED:48:DB:6D62WHBM

08:EB:ED:48:DB:6D68W29C

08:EB:ED:48:DB:6D6CWC6B

08:EB:ED:48:DB:6D6R7W8A

08:EB:ED:48:DB:6D6Y6JWN

08:EB:ED:48:DB:6D7FT2LH

08:EB:ED:48:DB:6D7V6UTL

08:EB:ED:48:DB:6D7YNU7G

08:EB:ED:48:DB:6D7ZUC6C

08:EB:ED:48:DB:6D8CPKQZ

08:EB:ED:48:DB:6D8KHV3G

08:EB:ED:48:DB:6D8QPL6M

08:EB:ED:48:DB:6D8TV44H

08:EB:ED:48:DB:6D9B6JZ4

08:EB:ED:48:DB:6DA3BFQE

08:EB:ED:48:DB:6DA3FV3F

08:EB:ED:48:DB:6DA3QYAC

08:EB:ED:48:DB:6DARR2PX
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ResponseWebCode

08:EB:ED:48:DB:6DBA9MNE

08:EB:ED:48:DB:6DBCCH8G

08:EB:ED:48:DB:6DBCV7PC

08:EB:48:DB:6DBFVGLC

08:EB:ED:48:DB:6DBURR9H

08:EB:ED:48:DB:6DBXBQLD

08:EB:ED:48:DB:6DC346TY

08:EB:ED:48:DB:6DC4WYNH

08:EB:ED:48:DB:6DC8WAJH

08:EB:ED:48:DB:6DCQCJKH

08:EB:ED:48:DB:6DCZXMU4

08:EB:ED:48:DB:6DDEBFTU

08:EB:ED:48:DB:6DEGADF7

08:EB:ED:48:DB:6DEM48ET

08:EB:ED:48:DB:6DEZBZ76

08:EB:ED:48:DB:6DFE6ZDY

08:EB:ED:48:DB:6DFMKJWX

91:56:E0:B3:95:B0FRRCP9

08:EB:ED:48:DB:6DFTMWC9

08:EB:ED:48:DB:6DG36WLA

08:EB:ED:48:DB:6DGLLVTT

08:EB:ED:48:DB:6DGN8PN9

08:EB:ED:48:DB:6DH6UKJV

08:EB:ED:48:DB:6DHMUEB2

08:EB:ED:48:DB:6DHXCW49

08:EB:ED:48:DB:6DJ7GFJA

08:EB:ED:48:DB:6DJYG2U2

08:EB:ED:48:DB:6DKM37GN

08:EB:ED:48:DB:6DKPBHW4

08:EB:ED:48:DB:6DKW946R

08:EB:ED:48:DB:6DLABWA9
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ResponseWebCode

08:EB:ED:48:DB:6DLDCXBQ

08:EB:ED:48:DB:6DLXVAV2

08:EB:ED:48:DB:6DLYTFG3

08:EB:ED:48:DB:6DMFVJEX

08:EB:ED:48:DB:6DMG7D2Q

08:EB:ED:48:D8:6DMUWBZ3

08:EB:ED:48:DB:6DN2AJ26

08:EB:ED:48:DB:6DN8WCD4

08:EB:ED:48:DB:6DNPG3C4

08:EB:ED:48:DB:6DNQATHH

08:EB:ED:48:DB:6DP6R3LY

08:EB:ED:48:DB:6DP8EMMW

08:E:ED:48:DB:6DPBUA22

08:EB:ED:48:DB:6DPHBKGN

08:EB:ED:48:DB:6DPHR2AV

08:EB:ED:48:DB:6DPPAE9U

08:EB:ED:48:DB:6DPUPMWU

08:EB:ED:48:DB:6DQ4PR7L

08:EB:ED:48:DB:6DQLQFVZ

08:EB:ED:48:DB:6DRAR7KW

08:EB:ED:48:DB:6DRDAJ6J

08:EB:ED:48:DB:6DRG9U2J

08:EB:ED:48:DB:6DRNR69T

08:EB:ED:48:DB:6DRZN42K

91:56:E0:B3:95:B0THFG8W

08:EB:ED:48:DB:6DTUCKCQ

08:EB:ED:48:DB:6DUEGHCX

08:EB:ED:48:DB:6DUUPGGV

08:EB:ED:48:DB:6DUWYGKG

08:EB:ED:48:DB:6DUYJBEW

08:EB:ED:48:DB:6DVBBJDP
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ResponseWebCode

08:EB:ED:48:DB:6DVMNEYF

08:EB:ED:48:DB:6DWCLLYN

08:EB:ED:48:DB:6DWLRHMR

08:EB:ED:48:DB:6DWNE2NP

08:EB:ED:48:DB:6DWPRUHQ

08:EB:ED:48:DB:6DX3VCUQ

08:EB:ED:48:DB:6DX8NGKA

08:EB:ED:48:DB:6DXKBLUR

08:EB:ED:48:DB:6DXUZARF

08:EB:ED:48:DB:6DYV9UAN

08:EB:ED:48:DB:6DYYP9JF

08:EB:ED:48:DB:6DZ8VFRN

08:EB:ED:48:DB:6DZMAL8U

08:EB:ED:48:DB:6DZPVMQM

08:EB:ED:48:DB:6DZQBPTP

Question 7: Provide the MAC address for the connected Bluetooth device with device name 
“OontZ_Angle 3 UB6D.”

08:EB:ED:48:DB:6D Consensus Result:

 Expected Response Explanation:
“OontZ_Angle 3 UB6D” corresponds with a paired Bluetooth device recorded in 
/private/var/containers/Shared/SystemGroup/E49D3C9A-7872-40B5-93D0-829A89DF2600/Library/Preferences/ 
com.apple.MobileBluetooth.devices.plist

 Expected Response Illustration:
Cellebrite Device Connectivity table
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com.apple.MobileBluetooth.devices.plist
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Question 8: What email address was the ProtonMail email app configured with (provide the device user’s 
ProtonMail email address)?

xalexalex@proton.me Manufacturer ' s 
 Expected Response:

ResponseWebCode

xalexalex@proton.me23F84N

xalexalex@proton.me2LVG6P

xalexalex@proton.me2YGW9N

xalexalex@proton.me2ZVDAA

xalexalex@proton.me32LZYH

xalexalex@proton.me3629MH

xalexalex@proton.me3QNVCB

xalexalex@proton.me4AVPCG

xalexalex@proton.me4T98NL

xalexalex@proton.me4Z9LB9

xalexalex@proton.me62WHBM

xalexalex@proton.me68W29C

xalexalex@proton.me6CWC6B

xalexalex@proton.me6R7W8A

alex_jenson@icloud.com6Y6JWN

xalexalex@proton.me7FT2LH

xalexalex@proton.me7V6UTL

josBbank@proton.me7YNU7G

Alex_jenson@icloud.com7ZUC6C

xalexalex@proton.me8CPKQZ

xalexalex@proton.me8KHV3G

josBbank@proton.me / protonmail.sqlite contact by name8QPL6M

xalexalex@proton.me8TV44H

Not within laboratory's scope9B6JZ4

xalexalex@proton.meA3BFQE

xalexalex@proton.meA3FV3F

xalexalex@proton.meA3QYAC

xalexalex@proton.meARR2PX
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ResponseWebCode

xalexalex@proton.meBA9MNE

xalexalex@proton.meBCCH8G

xalexalex@proton.meBCV7PC

xalexalex@proton.meBFVGLC

xalexalex@proton.meBURR9H

xalexalex@proton.meBXBQLD

xalexalex@proton.meC346TY

xalexalex@proton.meC4WYNH

xalexalex@proton.meC8WAJH

xalexalex@proton.meCQCJKH

xalexalex@proton.meCZXMU4

xalexalex@proton.meDEBFTU

proton.meEGADF7

xalexalex@proton.meEM48ET

xalexalex@proton.meEZBZ76

xalexalex@proton.meFE6ZDY

xalexalex@proton.meFMKJWX

xalexalex@proton.meFRRCP9

xalexalex@proton.meFTMWC9

xalexalex@proton.meG36WLA

xalexalex@proton.meGLLVTT

xalexalex@proton.meGN8PN9

xalexalex@proton.meH6UKJV

xalexalex@proton.meHMUEB2

xalexalex@proton.meHXCW49

xalexalex@proton.meJ7GFJA

xalexalex@proton.meJYG2U2

KM37GN

xalexalex@proton.meKPBHW4

xalexalex@proton.meKW946R

xalexalex@proton.meLABWA9
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ResponseWebCode

xalexalex@proton.meLDCXBQ

xalexalex@proton.meLXVAV2

xalexalex@proton.meLYTFG3

alex_jenson@icloud.comMFVJEX

Not within laboratory's scope.MG7D2Q

xalexalex@proton.meMUWBZ3

xalexalex@proton.meN2AJ26

xalexalex@proton.meN8WCD4

xalexalex@proton.meNPG3C4

nk@proton.meNQATHH

xalexalex@proton.meP6R3LY

josBbank@proton.meP8EMMW

xalexalex@proton.mePBUA22

ggkdmgsjyj@privaterelay.appleid.comPHBKGN

xalexalex@proton.mePHR2AV

xalexalex@proton.mePPAE9U

xalexalex@proton.mePUPMWU

ggkdmgsjyj@privaterelay.appleid.comQ4PR7L

xalexalex@proton.meQLQFVZ

xalexalex@proton.meRAR7KW

xalexalex@proton.meRDAJ6J

xalexalex@proton.meRG9U2J

alex_jenson@icloud.comRNR69T

xalexalex@proton.meRZN42K

xalexalex@proton.meTHFG8W

xalexalex@proton.meTUCKCQ

xalexalex@proton.meUEGHCX

UUPGGV

josBbank@proton.meUWYGKG

xalexalex@proton.meUYJBEW

xalexalex@proton.meVBBJDP
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ResponseWebCode

xalexalex@proton.meVMNEYF

xalexalex@proton.meWCLLYN

xalexalex@proton.meWLRHMR

xalexalex@proton.meWNE2NP

xalexalex@proton.meWPRUHQ

xalexalex@proton.meX3VCUQ

xalexalex@proton.meX8NGKA

xalexalex@proton.meXKBLUR

ggkdmgsjyj@privaterelay.appleid.comXUZARF

xalexalex@proton.meYV9UAN

ggkdmgsjyj@privaterelay.appleid.comYYP9JF

xalexalex@proton.meZ8VFRN

xalexalex@proton.meZMAL8U

xalexalex@proton.meZPVMQM

xalexalex@proton.meZQBPTP

Question 8: What email address was the ProtonMail email app configured with (provide the device user’s 
ProtonMail email address)?

xalexalex@proton.me Consensus Result:

 Expected Response Explanation:
ProtonMail app data is stored in 
/private/var/mobile/Containers/Shared/AppGroup/F10F42D0-1B79-4EE7-8A01-B1BC3DC9189D/ProtonMail.sqlite.
The email address "xalexalex@proton.me" is the recipient of all messages in the account.

 Expected Response Illustration:
ProtonMail messages (Cellebrite PA)
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Question 9: What was the subject of the Protonmail message received from josBbank@proton.me on 
June 18, 2023?

"m30s" or "Re: m30s" Manufacturer ' s 
 Expected Response:

ResponseWebCode

2 messages received from JosBbank@proton.me on the 18th/06/2023 Message with subject m30s 
received @ 18/06/2023 17:41:33(UTC+0) Message with subject Re: m30s received@ 18/06/2023 
18:04:17(UTC+0)

23F84N

m30s2LVG6P

m30s2YGW9N

m30s2ZVDAA

m30s32LZYH

m30s3629MH

Re: m30s3QNVCB

m30s4AVPCG

m30s4T98NL

m30s4Z9LB9

m30s62WHBM

m30s68W29C

Re: m30s6CWC6B

m30s6R7W8A

Chemicals6Y6JWN

m30s is initially received at 17:41:33 (UTC+0) and further email subject Re: m30s is received at 
18:04:17 (UTC+0) both on June 18, 2023.

7FT2LH

m30s7V6UTL

m30s7YNU7G

Need benzos in cessnock7ZUC6C

m30s8CPKQZ

m30s8KHV3G

Proton8QPL6M

m30s8TV44H

Not within laboratory's scope9B6JZ4

m30sA3BFQE

m30sA3FV3F

m30sA3QYAC
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ResponseWebCode

m30sARR2PX

m30sBA9MNE

m30sBCCH8G

Re: m30sBCV7PC

m30sBFVGLC

m30sBURR9H

m30sBXBQLD

m30sC346TY

"m30s" and "Re:m30s"C4WYNH

m30sC8WAJH

m30sCQCJKH

m30sCZXMU4

m30sDEBFTU

This Data is Broken. protonmail.sqlite > ZCONVERSATION > ZSUBJECT (BROKEN)EGADF7

m30sEM48ET

m30sEZBZ76

m30sFE6ZDY

m30sFMKJWX

m30sFRRCP9

m30sFTMWC9

m30sG36WLA

m30sGLLVTT

m30sGN8PN9

M30sH6UKJV

m30s and Re: m30sHMUEB2

m30sHXCW49

Re: m30sJ7GFJA

M30sJYG2U2

KM37GN

Re: m30sKPBHW4

m30sKW946R

( 45 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 9 - Examination Questions

ResponseWebCode

m30sLABWA9

m30sLDCXBQ

m30sLXVAV2

m30sLYTFG3

"Need benzos in cessnock"MFVJEX

Not within laboratory's scopeMG7D2Q

m30sMUWBZ3

m30sN2AJ26

m30sN8WCD4

m30sNPG3C4

VCARDNQATHH

m30sP6R3LY

Need benzos in cessnockP8EMMW

m30sPBUA22

"Need benzos in cessnock"PHBKGN

m30sPHR2AV

m30sPPAE9U

m30sPUPMWU

"Need benzos in cessnock"Q4PR7L

m30sQLQFVZ

m30sRAR7KW

m30sRDAJ6J

Subject: Re: m30sRG9U2J

"Need benzos in cessnock"RNR69T

m30sRZN42K

m30sTHFG8W

m30sTUCKCQ

m30sUEGHCX

UUPGGV

m30sUWYGKG

m30sUYJBEW
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ResponseWebCode

m30sVBBJDP

m30sVMNEYF

m30sWCLLYN

m30sWLRHMR

Re: m30sWNE2NP

m30s or RE: m30sWPRUHQ

m30sX3VCUQ

m30sX8NGKA

m30sXKBLUR

"Need benzos in cessnock"XUZARF

m30sYV9UAN

"Need benzos in cessnock"YYP9JF

m30s received at 17:41:33(UTC+0) and then Re: m30s at 18:04:17(UTC+0)Z8VFRN

m30sZMAL8U

m30sZPVMQM

m30sZQBPTP

Question 9: What was the subject of the Protonmail message received from josBbank@proton.me on June 
18, 2023?

“m30s” or “Re: m30s” Consensus Result:

 Expected Response Explanation:
ProtonMail app data is stored in 
/private/var/mobile/Containers/Shared/AppGroup/F10F42D0-1B79-4EE7-8A01-B1BC3DC9189D/ProtonMail.sqlite

 Expected Response Illustration:
ProtonMail messages (Cellebrite PA)
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Question 10: Which contact called the device on 6/4/2023 UTC+0 (June 4, 2023)? Provide full name.

Jamie Jones Manufacturer ' s 
 Expected Response:

ResponseWebCode

Number: +17032963635 Name: Jamie Jones23F84N

Jamie Jones2LVG6P

Jamie Jones2YGW9N

Jamie Jones2ZVDAA

Jamie Jones32LZYH

Jamie Jones3629MH

+17032963635 Jamie Jones3QNVCB

Jamie Jones4AVPCG

Jamie Jones4T98NL

Jamie Jones4Z9LB9

Jamie Jones62WHBM

Jamie Jones68W29C

Jamie Jones6CWC6B

Jamie Jones6R7W8A

Jamie Jones6Y6JWN

Jamie Jones +170329636357FT2LH

Jamie Jones7V6UTL

Jamie Jones7YNU7G

Jamie Jones7ZUC6C

Jamie Jones8CPKQZ

Jamie Jones8KHV3G

jamie jones8QPL6M

Jamie Jones8TV44H

Jamie Jones9B6JZ4

Jamie JonesA3BFQE

Jamie JonesA3FV3F

Jamie JonesA3QYAC

Jamie JonesARR2PX

Jamie JonesBA9MNE
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TABLE 1
 Question 10 - Examination Questions

ResponseWebCode

+17032963635 Jamie JonesBCCH8G

Jamie JonesBCV7PC

Jamie JONESBFVGLC

Jamie JonesBURR9H

Jamie JonesBXBQLD

Jamie JonesC346TY

Jamie JonesC4WYNH

Jamie JonesC8WAJH

Jamie JonesCQCJKH

Jamie JonesCZXMU4

Jamie JonesDEBFTU

JonesJamieEGADF7

Jamie JonesEM48ET

Jamie JonesEZBZ76

+17032963635 Jamie JonesFE6ZDY

Jamie JonesFMKJWX

Jamie JonesFRRCP9

Jamie JonesFTMWC9

Jamie JonesG36WLA

Jamie Jones (+17032963635)GLLVTT

Jamie JonesGN8PN9

Jamie JonesH6UKJV

Jamie JonesHMUEB2

+17032963635 Jamie JonesHXCW49

Jamie JonesJ7GFJA

Jamie JonesJYG2U2

Jamie JonesKM37GN

+17032963635 Jamie JonesKPBHW4

Jamie JonesKW946R

Jamie JonesLABWA9

Jamie JonesLDCXBQ
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ResponseWebCode

Jamie JonesLXVAV2

Jamie JonesLYTFG3

Jamie JonesMFVJEX

Jamie JonesMG7D2Q

Jamie JonesMUWBZ3

Jamie JonesN2AJ26

Jamie JonesN8WCD4

Jamie JonesNPG3C4

+17032963635, Jamie JonesNQATHH

Jamie JonesP6R3LY

Jamie JonesP8EMMW

Jaime JonesPBUA22

Jamie Jones <+17032963635>PHBKGN

Jamie JonesPHR2AV

Jamie JonesPPAE9U

Jamie JonesPUPMWU

Jamie Jones <+17032963635>Q4PR7L

Jamie JonesQLQFVZ

Jamie JonesRAR7KW

Jamie JonesRDAJ6J

Jamie JonesRG9U2J

Jamie JonesRNR69T

Jamie JonesRZN42K

Jamie JonesTHFG8W

Jamie JonesTUCKCQ

Jamie JonesUEGHCX

JonesJamieUUPGGV

Jamie JonesUWYGKG

Jamie JonesUYJBEW

Jamie JonesVBBJDP

Jamie JonesVMNEYF
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ResponseWebCode

Jamie JonesWCLLYN

Jamie JonesWLRHMR

Jamie JonesWNE2NP

Jamie JonesWPRUHQ

Jamie JonesX3VCUQ

+17032963635X8NGKA

Jamie JonesXKBLUR

Jamie Jones <+17032963635>XUZARF

Jamie JonesYV9UAN

Jamie Jones <+17032963635>YYP9JF

Jamie JonesZ8VFRN

Jamie JonesZMAL8U

Jamie JonesZPVMQM

Jamie JonesZQBPTP

Question 10: Which contact called the device on 6/4/2023 UTC+0 (June 4, 2023)? Provide full name.
Jamie Jones Consensus Result:

 Expected Response Explanation:
Call history information is stored in /private/var/mobile/Library/CallHistoryDB/CallHistory.storedata and the associated 
temp (shm, wal) files. Dialed (and incoming) numbers with associated timestamps are stored in the ZCALLRECORD 
table in the ZADDRESS and ZDATE fields, respectively. The subject call was received June 4, 2023, 5:49:50 PM 
(UTC+0). Address Book (Contact) information is stored in 
private/var/mobile/Library/AddressBook/AddressBook.sqlitedb. The contact associated with +17032963635 is “Jamie 
Jones.”

 Expected Response Illustration:
Cellebrite Call Log Table
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Question 11: Provide the SHA256 hash of the JPEG photo (full size, not thumbnail) assigned to the 
contact Quintin Lynn.

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C Manufacturer ' s 
 Expected Response:

ResponseWebCode

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C23F84N

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c2LVG6P

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C2YGW9N

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c2ZVDAA

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c32LZYH

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c3629MH

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c3QNVCB

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C4AVPCG

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c4T98NL

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c4Z9LB9

F228EA9B07C838D65F11D1CD53E4C3000E3B414855fb41A874D69D3946A320C62WHBM

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C68W29C

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c6CWC6B

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c6R7W8A

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c6Y6JWN

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C7FT2LH

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c7V6UTL

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c7YNU7G

f89bd3f4e99653c099acb96a55302e6727fe26902536466788ea3416b7c497ZUC6C

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C8CPKQZ

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c8KHV3G

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C8QPL6M

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C8TV44H

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320c9B6JZ4

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CA3BFQE

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cA3FV3F

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CA3QYAC

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CARR2PX
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ResponseWebCode

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CBA9MNE

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cBCCH8G

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cBCV7PC

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cBFVGLC

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cBURR9H

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cBXBQLD

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cC346TY

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cC4WYNH

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cC8WAJH

Not within laboratory's scopeCQCJKH

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CCZXMU4

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cDEBFTU

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cEGADF7

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CEM48ET

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cEZBZ76

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CFE6ZDY

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CFMKJWX

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CFRRCP9

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CFTMWC9

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CG36WLA

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CGLLVTT

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CGN8PN9

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CH6UKJV

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cHMUEB2

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cHXCW49

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CJ7GFJA

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cJYG2U2

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CKM37GN

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cKPBHW4

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cKW946R

Not Within Laboratory's ScopeLABWA9
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ResponseWebCode

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CLDCXBQ

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cLXVAV2

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cLYTFG3

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cMFVJEX

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CMG7D2Q

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cMUWBZ3

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cN2AJ26

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CN8WCD4

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cNPG3C4

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cNQATHH

SHA256: f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cP6R3LY

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CP8EMMW

F228EA9B07C838D65F11D1CD53E4C3000E3B414855fb41A874D69D3946A320CPBUA22

5a2dfc98f59fe3389bec00a8eced993dPHBKGN

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CPHR2AV

05ff94d3b2c864d58fab4d1ac69327eab524bee6924d0a17321210b246838524PPAE9U

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cPUPMWU

5a2dfc98f59fe3389bec00a8eced993dQ4PR7L

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CQLQFVZ

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cRAR7KW

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cRDAJ6J

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CRG9U2J

F89BD3F4E99653C099ACBA6A553C02E6727F2FE26902536466788EA3416B7C49RNR69T

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cRZN42K

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cTHFG8W

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CTUCKCQ

F228EA9B07C838D65F11D1CD53E4C3000E3B414855fb41A874D69D3946A320CUEGHCX

7F2BFDA30E93722B34B3238B36539116E71E639AE67ADF0C7F8E6BEABC549F60UUPGGV

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CUWYGKG

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cUYJBEW

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CVBBJDP
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ResponseWebCode

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cVMNEYF

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CWCLLYN

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cWLRHMR

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CWNE2NP

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CWPRUHQ

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cX3VCUQ

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CX8NGKA

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cXKBLUR

5a2dfc98f59fe3389bec00a8eced993dXUZARF

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CYV9UAN

5a2dfc98f59fe3389bec00a8eced993dYYP9JF

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CZ8VFRN

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CZMAL8U

f228ea9b07c838d65f11d1cd53e4c3000e3b414855fb41a874d6d9d3946a320cZPVMQM

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320CZQBPTP
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Question 11: Provide the SHA256 hash of the JPEG photo (full size, not thumbnail) assigned to the 
contact Quintin Lynn.

F228EA9B07C838D65F11D1CD53E4C3000E3B414855FB41A874D6D9D3946A320C Consensus Result:

 Expected Response Explanation:
Address Book (Contact) information is stored in private/var/mobile/Library/AddressBook/AddressBook.sqlitedb.
The contact record ID (ROWID) for contact Quintin Lynn is “44.” Address Book (Contact) images are stored in 
/private/var/mobile/Library/AddressBook/AddressBookImages.sqlitedb/. The photograph stored in the ABFullSizeImage 
table record for record_id 44 is the photo shown below. It has a MD5 hash of 5a2dfc98f59fe3389bec00a8eced993d 
and the SHA256 hash shown above.

 Expected Response Illustration:
Cellebrite Contact Card - Quintin Lynn

SHA256 Hash of exported photo (Powershell)
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Question 12: What word immediately follows the word “sign” in the note created with the Notes app on 
6/21/2023 UTC+0 (June 21, 2023) ? Provide ONLY the first word AFTER "sign."

bunker Manufacturer ' s 
 Expected Response:

ResponseWebCode

Bunker23F84N

bunker2LVG6P

bunker2YGW9N

bunker2ZVDAA

bunker32LZYH

bunker3629MH

bunker3QNVCB

bunker4AVPCG

bunker4T98NL

bunker4Z9LB9

bunker62WHBM

bunker68W29C

bunker6CWC6B

bunker6R7W8A

Bunker6Y6JWN

bunker7FT2LH

bunker7V6UTL

bunker7YNU7G

bunker7ZUC6C

bunker8CPKQZ

bunker8KHV3G

bunker8QPL6M

bunker8TV44H

bunker9B6JZ4

bunkerA3BFQE

bunkerA3FV3F

bunkerA3QYAC

bunkerARR2PX
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ResponseWebCode

bunkerBA9MNE

bunkerBCCH8G

bunkerBCV7PC

bunkerBFVGLC

bunkerBURR9H

bunkerBXBQLD

bunkerC346TY

bunkerC4WYNH

bunkerC8WAJH

bunkerCQCJKH

bunkerCZXMU4

BunkerDEBFTU

bunkerEGADF7

bunkerEM48ET

bunkerEZBZ76

bunkerFE6ZDY

bunkerFMKJWX

bunkerFRRCP9

bunkerFTMWC9

bunkerG36WLA

BunkerGLLVTT

bunkerGN8PN9

bunkerH6UKJV

bunkerHMUEB2

bunkerHXCW49

bunkerJ7GFJA

bunkerJYG2U2

bunkerKM37GN

bunkerKPBHW4

bunkerKW946R

bunkerLABWA9
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ResponseWebCode

BunkerLDCXBQ

bunkerLXVAV2

bunkerLYTFG3

bunkerMFVJEX

bunkerMG7D2Q

bunkerMUWBZ3

bunkerN2AJ26

BunkerN8WCD4

bunkerNPG3C4

bunkerNQATHH

bunkerP6R3LY

bunkerP8EMMW

BunkerPBUA22

bunkerPHBKGN

bunkerPHR2AV

bunkerPPAE9U

bunkerPUPMWU

bunkerQ4PR7L

bunkerQLQFVZ

bunkerRAR7KW

bunkerRDAJ6J

bunkerRG9U2J

bunkerRNR69T

bunkerRZN42K

bunkerTHFG8W

bunkerTUCKCQ

bunkerUEGHCX

bunkerUUPGGV

bunkerUWYGKG

bunkerUYJBEW

bunkerVBBJDP
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ResponseWebCode

bunkerVMNEYF

bunkerWCLLYN

bunkerWLRHMR

bunkerWNE2NP

bunkerWPRUHQ

bunkerX3VCUQ

bunkerX8NGKA

bunkerXKBLUR

bunkerXUZARF

bunkerYV9UAN

bunkerYYP9JF

bunkerZ8VFRN

bunkerZMAL8U

bunkerZPVMQM

bunkerZQBPTP

Question 12: What word immediately follows the word “sign” in the note created with the Notes app on 
6/21/2023 UTC+0 (June 21, 2023) ? Provide ONLY the first word AFTER "sign."

bunker Consensus Result:

 Expected Response Explanation:
Data for the Apple notes app is stored in 
root/private/var/mobile/Containers/Shared/AppGroup/51B05BDD-DB60-4753-B974-65A82E0CDA1F/ 
NoteStore.sqlite and the associated temp (shm, wal) files. The ZICCLOUDSYNCINGOBJECT table contains the titles, 
snippets, and creation dates of the notes.
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 Expected Response Illustration:
Cellebrite Notes Table

NoteStore.sqlite (DB Browser for SQLite)
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Question 13: What is the date (UTC+0) for the Haircut event in the Calendar App? Provide date in 
YYYY-MM-DD using the date picker.

2023-06-05 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2023-06-0523F84N

2023-06-052LVG6P

2023-06-052YGW9N

2023-06-052ZVDAA

2023-06-0532LZYH

2023-06-053629MH

2023-06-053QNVCB

2023-06-054AVPCG

2023-06-054T98NL

2023-06-054Z9LB9

2023-06-0562WHBM

2023-06-0568W29C

2023-06-056CWC6B

2023-06-056R7W8A

2023-06-056Y6JWN

2023-06-057FT2LH

2023-06-057V6UTL

2023-06-057YNU7G

2023-06-057ZUC6C

2023-06-058CPKQZ

2023-06-058KHV3G

2023-06-058QPL6M

2023-06-058TV44H

2023-06-079B6JZ4

2023-06-05A3BFQE

2023-06-05A3FV3F

2023-06-05A3QYAC

2023-06-05ARR2PX
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ResponseWebCode

2023-06-05BA9MNE

2023-06-05BCCH8G

2023-06-05BCV7PC

2023-06-05BFVGLC

2023-06-05BURR9H

2023-06-05BXBQLD

2023-06-05C346TY

2023-06-05C4WYNH

2023-06-05C8WAJH

2023-06-05CQCJKH

2023-06-05CZXMU4

2023-06-05DEBFTU

2023-06-05EGADF7

2023-06-05EM48ET

2023-06-05EZBZ76

2023-06-05FE6ZDY

2023-06-05FMKJWX

2023-06-05FRRCP9

2023-06-05FTMWC9

2023-06-05G36WLA

2023-06-05GLLVTT

2023-06-05GN8PN9

2023-06-05H6UKJV

2023-06-05HMUEB2

2023-06-05HXCW49

2023-06-05J7GFJA

2023-06-05JYG2U2

2023-06-05KM37GN

2023-06-05KPBHW4

2023-06-05KW946R

2023-06-05LABWA9
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ResponseWebCode

2023-06-05LDCXBQ

2023-06-05LXVAV2

2023-06-05LYTFG3

2023-06-05MFVJEX

2023-06-05MG7D2Q

2023-06-05MUWBZ3

2023-06-05N2AJ26

2023-06-05N8WCD4

2023-06-05NPG3C4

2023-06-05NQATHH

2023-06-05P6R3LY

2023-06-05P8EMMW

2023-06-05PBUA22

2023-06-05PHBKGN

2023-06-05PHR2AV

2023-06-05PPAE9U

2023-06-05PUPMWU

2023-06-05Q4PR7L

2023-06-05QLQFVZ

2023-06-05RAR7KW

2023-06-05RDAJ6J

2023-06-05RG9U2J

2023-06-05RNR69T

2023-06-05RZN42K

2023-06-05THFG8W

2023-06-05TUCKCQ

2023-06-05UEGHCX

2023-06-06UUPGGV

2023-06-05UWYGKG

2023-06-05UYJBEW

2023-06-05VBBJDP
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ResponseWebCode

2023-06-05VMNEYF

2023-06-05WCLLYN

2023-06-05WLRHMR

2023-06-05WNE2NP

2023-06-05WPRUHQ

2023-06-05X3VCUQ

2023-06-05X8NGKA

2023-06-05XKBLUR

2023-06-05XUZARF

2023-06-05YV9UAN

2023-06-05YYP9JF

2023-06-05Z8VFRN

2023-06-05ZMAL8U

2023-06-05ZPVMQM

2023-06-05ZQBPTP

Question 13: What is the date (UTC+0) for the Haircut event in the Calendar App? Provide date in 
YYYY-MM-DD using the date picker.

2023-06-05 Consensus Result:

 Expected Response Explanation:
Calendar entries are stored at /private/var/mobile/Library/Calendar/Calendar.sqlitedb and the associated temp (shm, 
wal) files.

 Expected Response Illustration:
Calendar.sqlitedb (DB Browser for SQLite)
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Cellebrite Calendar Table (Filtered)
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Question 14: What is the time zone setting for this phone? (Provide answer in the format Continent/City, 
e.g. Europe/Kiev)

America/New_York Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/New_York23F84N

America/New_York2LVG6P

America/New York2YGW9N

America/New_York2ZVDAA

America/New York32LZYH

North America / Los Angeles3629MH

America/New York3QNVCB

America/New_York4AVPCG

America/New_York4T98NL

America/New_York4Z9LB9

America/New_York62WHBM

America/New_York68W29C

America/New_York6CWC6B

America/New_York6R7W8A

USA/Chicago6Y6JWN

America_New York7FT2LH

America/New_York7V6UTL

America/New York7YNU7G

America/New_York7ZUC6C

America/New York8CPKQZ

America/New_York8KHV3G

America/Denver8QPL6M

America/New_York8TV44H

America / New York9B6JZ4

America/New_YorkA3BFQE

America/New_YorkA3FV3F

America/New_YorkA3QYAC

America / New YorkARR2PX
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ResponseWebCode

America/New_YorkBA9MNE

America/New_YorkBCCH8G

America/New_YorkBCV7PC

America/New YorkBFVGLC

America/New_YorkBURR9H

America/New_YorkBXBQLD

America/New_YorkC346TY

America/New_YorkC4WYNH

America/New_YorkC8WAJH

America/New_YorkCQCJKH

America/New_YorkCZXMU4

America / New YorkDEBFTU

America/New_YorkEGADF7

America/New_YorkEM48ET

America/New_YorkEZBZ76

America/New_YorkFE6ZDY

America/New_YorkFMKJWX

America/New YorkFRRCP9

America/New_YorkFTMWC9

America/New YorkG36WLA

America/New YorkGLLVTT

America/New YorkGN8PN9

America/New YorkH6UKJV

America/New_YorkHMUEB2

America/New YorkHXCW49

America/New_YorkJ7GFJA

America/New_YorkJYG2U2

America/New_YorkKM37GN

KPBHW4

America/New_YorkKW946R

America/NewYorkLABWA9
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ResponseWebCode

North America/New YorkLDCXBQ

America/New_YorkLXVAV2

America/New_YorkLYTFG3

America/New YorkMFVJEX

America / New_YorkMG7D2Q

America/New YorkMUWBZ3

America/New YorkN2AJ26

America/New_YorkN8WCD4

America/New_YorkNPG3C4

America/New YorkNQATHH

America/New_YorkP6R3LY

America/New_YorkP8EMMW

America/New_YorkPBUA22

America/New_YorkPHBKGN

America /New_YorkPHR2AV

America/ChicagoPPAE9U

America/New YorkPUPMWU

America/New_YorkQ4PR7L

America/New_YorkQLQFVZ

America/New_YorkRAR7KW

America/New_YorkRDAJ6J

America/New YorkRG9U2J

America/New_YorkRNR69T

America/New_YorkRZN42K

America/New YorkTHFG8W

America/New_YorkTUCKCQ

America/New_YorkUEGHCX

America/New_YorkUUPGGV

America/New_YorkUWYGKG

America / New YorkUYJBEW

America/New_YorkVBBJDP
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ResponseWebCode

America/New _YorkVMNEYF

America/New YorkWCLLYN

America/New_YorkWLRHMR

UTC +0WNE2NP

America/New_YorkWPRUHQ

America/New_YorkX3VCUQ

North America/ChicagoX8NGKA

America/New_YorkXKBLUR

America/New_YorkXUZARF

America/New YorkYV9UAN

America/New_YorkYYP9JF

Asia/BeirutZ8VFRN

America/New yorkZMAL8U

America/New_YorkZPVMQM

America / New YorkZQBPTP

Question 14: What is the time zone setting for this phone? (Provide answer in the format Continent/City, 
e.g. Europe/Kiev)

America/New_York Consensus Result:

 Expected Response Explanation:
Time zone setting information is stored in /private/var/mobile/Library/Preferences/com.apple.AppStore.plist

 Expected Response Illustration:
com.apple.AppStore.plist (Notepad++)
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Question 15: On what date (UTC+0) did the user navigate to a pizza restaurant using the Apple Maps 
app? Provide date in YYYY-MM-DD using the date picker.

2023-06-07 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2023-06-0723F84N

2023-06-072LVG6P

2023-06-072YGW9N

2023-06-072ZVDAA

2023-06-0732LZYH

2023-06-073629MH

2023-06-073QNVCB

2023-06-074AVPCG

2023-06-074T98NL

2023-06-074Z9LB9

2023-06-0762WHBM

2023-06-0768W29C

2023-06-076CWC6B

2023-06-076R7W8A

2023-06-076Y6JWN

2023-06-077FT2LH

2023-06-077V6UTL

2023-06-077YNU7G

2023-06-077ZUC6C

2023-06-078CPKQZ

2023-06-078KHV3G

2023-06-078QPL6M

2023-06-078TV44H

2023-06-079B6JZ4

2023-06-07A3BFQE

2023-06-07A3FV3F

2023-06-07A3QYAC

2023-06-07ARR2PX
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ResponseWebCode

2023-06-07BA9MNE

2023-06-07BCCH8G

2023-06-07BCV7PC

2023-06-12BFVGLC

2023-06-07BURR9H

2023-06-07BXBQLD

2023-06-07C346TY

2023-06-07C4WYNH

2023-06-07C8WAJH

2023-06-07CQCJKH

2023-06-07CZXMU4

2023-06-07DEBFTU

2023-06-07EGADF7

2023-06-07EM48ET

2023-06-07EZBZ76

2023-06-07FE6ZDY

2023-06-07FMKJWX

2023-06-07FRRCP9

2023-06-07FTMWC9

2023-06-07G36WLA

2023-06-07GLLVTT

2023-06-07GN8PN9

2023-06-07H6UKJV

2023-06-07HMUEB2

2023-06-07HXCW49

2023-06-07J7GFJA

2023-06-07JYG2U2

2023-06-12KM37GN

2023-06-07KPBHW4

2023-06-07KW946R

2023-06-07LABWA9
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ResponseWebCode

2023-06-07LDCXBQ

2023-06-07LXVAV2

2023-06-07LYTFG3

2023-06-07MFVJEX

2023-06-07MG7D2Q

2023-06-07MUWBZ3

2023-06-07N2AJ26

2023-06-07N8WCD4

2023-06-07NPG3C4

2023-06-07NQATHH

2023-06-07P6R3LY

2023-06-07P8EMMW

2023-06-07PBUA22

2023-06-07PHBKGN

2023-06-07PHR2AV

2023-06-07PPAE9U

2023-06-07PUPMWU

2023-06-07Q4PR7L

2023-06-07QLQFVZ

2023-06-07RAR7KW

2023-06-07RDAJ6J

2023-06-07RG9U2J

2023-06-07RNR69T

2023-06-07RZN42K

2023-06-07THFG8W

2023-06-07TUCKCQ

2023-06-07UEGHCX

2023-06-07UUPGGV

2023-06-07UWYGKG

2023-06-07UYJBEW

2023-06-07VBBJDP
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ResponseWebCode

2023-06-07VMNEYF

2023-06-07WCLLYN

2023-06-07WLRHMR

2023-06-07WNE2NP

2023-06-07WPRUHQ

2023-06-07X3VCUQ

2023-06-07X8NGKA

2023-06-07XKBLUR

2023-06-07XUZARF

2023-06-07YV9UAN

2023-06-07YYP9JF

2023-06-07Z8VFRN

2023-06-12ZMAL8U

2023-06-07ZPVMQM

2023-06-07ZQBPTP
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Question 15: On what date (UTC+0) did the user navigate to a pizza restaurant using the Apple Maps 
app? Provide date in YYYY-MM-DD using the date picker.

2023-06-07 Consensus Result:

 Expected Response Explanation:
Records for previous navigations are stored in 
/root/private/var/mobile/Containers/Shared/AppGroup/6FCDC9B6-3934-4F8D-AB07-14431A28B19A/Maps/ 
MapsSync_0.0.1 and the associated temp (shm, wal) files.

 Expected Response Illustration:
Cellebrite Apple Maps record table
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Question 16: What address is stored as the device owners “Home” alias in Google Maps? (The home 
address is denoted as “type: 0” in the configuration file for the Google Maps app).

3218 Milwaukee St, Denver, CO 80205 Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

N Clark St, Chicago, Illinois, United States23F84N

3128 Milwaukee St, Denver, CO 802052LVG6P

3218 Milwaukee St, Denver, CO 802052YGW9N

3218 Milwaukee St, Denver, CO 802052ZVDAA

541 Baltimore Annapolis Blvd, Severna Park, MD 2114632LZYH

3218 Milwaukee St, Denver, CO 802053629MH

3218 Milwaukee St, Denver, CO 802053QNVCB

3218 Milwaukee St, Denver, CO 802054AVPCG

2119 N Clark St., Chicago, IL 606144T98NL

3218 Milwaukee St, Denver, CO 802054Z9LB9

3218 Milwaukee St, Denver, CO 8020562WHBM

N Clark St, Chicago, Illinois, United States68W29C

541 Baltimore Annapolis Blvd, Severna Park, MD 211466CWC6B

3218 Milwaukee St, Denver, CO 802056R7W8A

N Clark St, Chicago, Illinois, United States6Y6JWN

3218 Milwaukee St, Denver, CO 802057FT2LH

N Clark St, Chicago, Illinois, United States7V6UTL

3218 Milwaukee St, Denver, CO 802057YNU7G

N Clark St. Chicago Illinois7ZUC6C

3218 Milwaukee St, Denver, CO 802058CPKQZ

3218 Milwaukee St, Denver, CO 802058KHV3G

3218 Milwaukee St, Denver, CO 802058QPL6M

2119 N. Clark St., Chicago, IL 606148TV44H

Not within laboratory's scope9B6JZ4

3218 Milwaukee St, Denver, CO 80205A3BFQE

3218 Milwaukee St, Denver, CO 80205A3FV3F

3218 Milwaukee St, Denver, CO 80205A3QYAC

3218 Milwaukee St, Denver, CO 80205ARR2PX
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

N Clark St, Chicago, Illinois, United StatesBA9MNE

3218 Milwaukee St, Denver, CO 80205BCCH8G

N Clark St, 0, Chicago, Illinois, United StatesBCV7PC

3218 Milwaukee St, Denver, Co, 80205BFVGLC

541 Baltimore Annapolis Blvd, Severna Park, MD 21146BURR9H

3218 Milwaukee St, Denver, CO 80205BXBQLD

3218 Milwaukee St, Denver, CO 80205C346TY

N Clark St, Chicago, Illinois, United StatesC4WYNH

3218 Milwaukee St, Denver, CO 80205C8WAJH

Not within laboratory's scopeCQCJKH

N Clark St, Chicago, Illinois, United StatesCZXMU4

Not foundDEBFTU

2119 N Clark St, Chicago, IL 60614EGADF7

Not within laboratory's scopeEM48ET

3218 Milwaukee St, Denver, CO 80205EZBZ76

2119 N Clark St, Chicago, IL 60614FE6ZDY

3218 Milwaukee St, Denver, CO 80205FMKJWX

3218 Milwaukee St, Denver, CO 80205FRRCP9

3218 Milwaukee St, Denver, CO 80205FTMWC9

3218 Milwaukee St, Denver, CO 80205G36WLA

3218 Milwaukee St, Denver, CO 80205GLLVTT

3218 Milwaukee St, Denver, CO 80205GN8PN9

3218 Milwaukee St, Denver, CO 80205H6UKJV

N Clark St, Chicago, Illinois, United StatesHMUEB2

3218 Milwaukee St, Denver, CO 80205HXCW49

3218 Milwaukee St, Denver, CO 80205J7GFJA

3218 Milwaukee St, Denver, CO 80205JYG2U2

KM37GN

N Clark St, Chicago, Illinois, United StatesKPBHW4

3218 Milwaukee St, Denver, CO 80205KW946R

Not Within Laboratory's ScopeLABWA9
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

3218 Milwaukee St, Denver, CO 80205LDCXBQ

3218 Milwaukee St, Denver, CO 80205LXVAV2

3218 Milwaukee St, Denver, CO 80205LYTFG3

N Clark St. Chicago, Illinois, United StatesMFVJEX

N Clark St, Chicago, Illinois, United StatesMG7D2Q

3218 Milwaukee St, Denver, CO 80205MUWBZ3

3218 Milwaukee St, Denver, CO 80205N2AJ26

2119 N Clark St, Chicago, IL 60614N8WCD4

3218 Milwaukee St. Denver, CO 80205NPG3C4

Latitude: 37.665348605917 / Longitude: -77.4456239513345NQATHH

N Clark St, Chicago, Illinois, United StatesP6R3LY

2119 N Clark St, Chicago, IL United States 60614P8EMMW

3218 Milwaukee St, Denver , CO 8025PBUA22

N Clark St, Chicago, Illinois, United StatesPHBKGN

3218 Milwaukee St, Denver, CO 80205PHR2AV

2121 N. Clark St. Chicago, ILPPAE9U

3218 Milwuakee St, Denver, CO 80205PUPMWU

N Clark St, Chicago, Illinois, United StatesQ4PR7L

2119 N. Clark St, Chicago, Illinois, 60614QLQFVZ

3218 Milwaukee St, Denver, CO 80205RAR7KW

3218 Milwaukee St, Denver, CO 80205RDAJ6J

3218 Milwaukee St, Denver, CO 80205RG9U2J

Village View Pkwy, Glen Allen, VA 23059 USRNR69T

1000 Virginia Center Pkwy, Glen Allen, VA 23059RZN42K

3218 Milwaukee St, Denver, CO 80205THFG8W

N Clark St, Chicago, Illinois, United StatesTUCKCQ

3218 Milwaukee St. Denver, CO 80205UEGHCX

541 Baltimore Annapolis Blvd, Severna Park, MD 21146UUPGGV

3218 Milwaukee St, Denver, CO 80205UWYGKG

3218 Milwaukee St, Denver, CO 80205UYJBEW

541 Baltimore Annapolis Blvd, Severna Park, MD 21146VBBJDP
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

N Clark St, Chicago, Illinois, United StatesVMNEYF

3218 Milwaukee St, Denver, CO 80205WCLLYN

3218 Milwaukee St, Denver, CO 80205WLRHMR

2119 N Clark St, Chicago, Illinois, United StatesWNE2NP

3218 Milwaukee St, Denver, CO 80205WPRUHQ

3218 Milwaukee St, Denver, CO 80205X3VCUQ

N Clark St, Chicago, Illinois, United StatesX8NGKA

N Clark St, Chicago, Illinois, United StatesXKBLUR

N Clark St, Chicago, Illinois, United StatesXUZARF

N Clark St, Chicago, Illinois, United StatesYV9UAN

N Clark St, Chicago, Illinois, United StatesYYP9JF

3218 Milwaukee St, Denver, CO 80205Z8VFRN

3218 Milwaukee St, Denver, CO 80205ZMAL8U

3218 Milwaukee St, Denver, CO 80205ZPVMQM

3218 Milwaukee St, Denver, CO 80205ZQBPTP
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Question 16: What address is stored as the device owners “Home” alias in Google Maps? (The home 
address is denoted as “type: 0” in the configuration file for the Google Maps app).

While a consensus was not reached, the majority (57%) of participants reported the expected 
address. Another address reported by 31% of participants, the N. Clark St. address, was cached in 
the app as a 'recent' address but was not set as the home address. The intent of this question was 
for the participant to identify the "Home" address in Google Maps. Multiple addresses can be 
stored in the app, however, the "Home" address is denoted with "type:0" in the Maps.plist.

 Consensus Result:

 Expected Response Explanation:
Google Maps app preferences are stored in 
/private/var/mobile/Containers/Shared/AppGroup/5882547C-CAB4-492E-99FD-208355789B7E/Library/Preference
s/ group.com.google.Maps.plist.

 Expected Response Illustration:
group.com.google.Maps.plist (Cellebrite PA)
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Question 17: What is the serial number of the “Find My” (AirTag) device named “Alex’s Backpack”?

HGTKNN3FP0GV Manufacturer ' s 
 Expected Response:

ResponseWebCode

HGTKNN3FP0GV23F84N

HGTKNN3FP0GV2LVG6P

HGTKNN3FP0GV2YGW9N

HGTKNN3FP0GV2ZVDAA

HGTKNN3FP0GV32LZYH

HGTKNN3FP0GV3629MH

HGTKNN3FP0GV3QNVCB

HGTKNN3FP0GV4AVPCG

HGTKNN3FP0GV4T98NL

HGTKNN3FP0GV4Z9LB9

HGTKNN3FP0GV62WHBM

HGTKNN3FP0GV68W29C

HGTKNN3FP0GV6CWC6B

HGTKNN3FP0GV6R7W8A

HGTKNN3FP0GV6Y6JWN

HGTKNN3FP0GV7FT2LH

HGTKNN3FP0GV7V6UTL

HGTKNN3FP0GV7YNU7G

HGTKNN3FP0GV7ZUC6C

HGTKNN3FP0GV8CPKQZ

HGTKNN3FP0GV8KHV3G

HGTKNN3FP0GV8QPL6M

HGTKNN3FP0GV8TV44H

HGTKNN3FP0GV9B6JZ4

HGTKNN3FP0GVA3BFQE

HGTKNN3FP0GVA3FV3F

HGTKNN3FP0GVA3QYAC

HGTKNN3FP0GVARR2PX

HGTKNN3FP0GVBA9MNE
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ResponseWebCode

HGTKNN3FP0GVBCCH8G

HGTKNN3FP0GVBCV7PC

HGTKNN3FP0GVBFVGLC

HGTKNN3FP0GVBURR9H

HGTKNN3FP0GVBXBQLD

HGTKNN3FP0GVC346TY

HGTKNN3FP0GVC4WYNH

HGTKNN3FP0GVC8WAJH

HGTKNN3FP0GVCQCJKH

HGTKNN3FP0GVCZXMU4

HGTKNN3FP0GVDEBFTU

HGTKNN3FP0GVEGADF7

HGTKNN3FP0GVEM48ET

HGTKNN3FP0GVEZBZ76

HGTKNN3FP0GVFE6ZDY

HGTKNN3FP0GVFMKJWX

HGTKNN3FP0GVFRRCP9

HGTKNN3FP0GVFTMWC9

HGTKNN3FP0GVG36WLA

HGTKNN3FP0GVGLLVTT

HGTKNN3FP0GVGN8PN9

HGTKNN3FP0GVH6UKJV

HGTKNN3FP0GVHMUEB2

HGTKNN3FP0GVHXCW49

HGTKNN3FP0GVJ7GFJA

HGTKNN3FP0GVJYG2U2

HGTKNN3FP0GVKM37GN

HGTKNN3FP0GVKPBHW4

HGTKNN3FP0GVKW946R

HGTKNN3FP0GVLABWA9

HGTKNN3FP0GVLDCXBQ
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ResponseWebCode

HGTKNN3FP0GVLXVAV2

HGTKNN3FP0GVLYTFG3

HGTKNN3FP0GVMFVJEX

HGTKNN3FP0GVMG7D2Q

HGTKNN3FP0GVMUWBZ3

HGTKNN3FP0GVN2AJ26

HGTKNN3FP0GVN8WCD4

HGTKNN3FP0GVNPG3C4

HGTKNN3FP0GVNQATHH

HGTKNN3FP0GVP6R3LY

HGTKNN3FP0GVP8EMMW

HGTKNN3FP0GVPBUA22

HGTKNN3FP0GVPHBKGN

HGTKNN3FP0GVPHR2AV

HGTKNN3FP0GVPPAE9U

HGTKNN3FP0GVPUPMWU

HGTKNN3FP0GVQ4PR7L

HGTKNN3FP0GVQLQFVZ

HGTKNN3FP0GVRAR7KW

HGTKNN3FP0GVRDAJ6J

HGTKNN3FP0GVRG9U2J

HGTKNN3FP0GVRNR69T

HGTKNN3FP0GVRZN42K

HGTKNN3FP0GVTHFG8W

HGTKNN3FP0GVTUCKCQ

HGTKNN3FP0GVUEGHCX

21760UUPGGV

HGTKNN3FP0GVUWYGKG

HGTKNN3FP0GVUYJBEW

HGTKNN3FP0GVVBBJDP

HGTKNN3FP0GVVMNEYF
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ResponseWebCode

HGTKNN3FP0GVWCLLYN

HGTKNN3FP0GVWLRHMR

HGTKNN3FP0GVWNE2NP

HGTKNN3FP0GVWPRUHQ

HGTKNN3FP0GVX3VCUQ

HGTKNN3FP0GVX8NGKA

HGTKNN3FP0GVXKBLUR

HGTKNN3FP0GVXUZARF

HGTKNN3FP0GVYV9UAN

HGTKNN3FP0GVYYP9JF

HGTKNN3FP0GVZ8VFRN

HGTKNN3FP0GVZMAL8U

HGTKNN3FP0GVZPVMQM

HGTKNN3FP0GVZQBPTP
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Question 17: What is the serial number of the “Find My” (AirTag) device named “Alex’s Backpack”?
HGTKNN3FP0GV Consensus Result:

 Expected Response Explanation:
Data about “Find My” devices is stored in /private/var/mobile/Library/Caches/com.apple.findmy.fmipcore/items.data

 Expected Response Illustration:
items.data (Cellebrite PA)
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Question 18: At what location was the “Find My” (AirTag) device named “Alex’s Backpack”  
“lastConnected”? Provide your response in latitude, longitude using the following format ##.#### 
(indicate directionality as N or S), and ##.#### (indicate directionality as E or W). An EXAMPLE 
response would look like 41.7325 N, 49.9469 W.

37.665269 N, 77.445619 W and varying formats that represented the same location. Manufacturer ' s 
 Expected Response:

ResponseWebCode

37.6652 N, -77.4456 W23F84N

37.6652 N, -77.4456 W2LVG6P

37.6652 N , -77.4456W2YGW9N

37.6652 N, 77.4456 W2ZVDAA

37.6652 N, -77.4456 W32LZYH

37.665269 N, -77.445619 W3629MH

37.6652690722028 N, 77.4456185382581 W3QNVCB

37.6652 N, 77.4456 W4AVPCG

37.6653 N, 77.4456 W4T98NL

37.6652 N, 77.4456 W4Z9LB9

37.6652 N, -77.4456 W.62WHBM

37.6652 N, 77.4456 W68W29C

37.6653 N, 77.4456 W Note: rounded up for latitude, down for longitude6CWC6B

37.6653 N, 77.4456 W6R7W8A

37.665269 N, -77.445619 W6Y6JWN

-77.4456185382581 S, 37.6652690722028 E7FT2LH

(37.665 N, 77.445 W)7V6UTL

37.665269 N, -77.445619 W7YNU7G

37.665269 N , -77.445619 W7ZUC6C

54.9684 N, 44.2284 W8CPKQZ

37.6652 N, 77.4456 W8KHV3G

37.665269 N, 77.445619 W8QPL6M

37.6652 N, 77.4456 W8TV44H

37.6652 N, -77.4456 W9B6JZ4

37.6652 N, 77.4456 WA3BFQE

37.6652 N, 77.4456 WA3FV3F

37.6653 N, 77.4456 WA3QYAC
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ResponseWebCode

54.9684 N, 44.2284 WARR2PX

37.6652 N, 77.4456 WBA9MNE

37.6652 N, 77.4456 WBCCH8G

37.6653 N, 77.4456 WBCV7PC

37.665269072202804 N, -77.445618538258074 W.BFVGLC

37.665269 N, 77.445619 WBURR9H

37.665269 N, -77.445619 WBXBQLD

37.6652 N, 77.4456 WC346TY

37.6652 N, 77.4456 WC4WYNH

37.6653 N, 77.4456 WC8WAJH

Not within laboratory's scopeCQCJKH

37.6653 N, -77.4456 WCZXMU4

Original value: 37.665269, -77.445619 – converted result is 37°39'55.0"N, 77°26'44.2"WDEBFTU

37.6652690722028 N, -77.4456185382581 WEGADF7

37.6652 N, 77.4456 WEM48ET

37.6652 N, 77.4456 WEZBZ76

37.6652 N, 77.4456 WFE6ZDY

37.6652N, 77.4456WFMKJWX

37.6652 N , -77.4456 WFRRCP9

37.6652 N, -77.4456 WFTMWC9

37.6652 N, 77.445 WG36WLA

37.6653 N, 77.4456 WGLLVTT

37.665269 N, -77.445619 WGN8PN9

37.6652 N , 77.4456 WH6UKJV

37.6652N, -77.4456WHMUEB2

37.665269 N, -77.445619 WHXCW49

37.665278 N, 77.445611 WJ7GFJA

37.6652 N, -77/4456 WJYG2U2

50.8915N, 37.6652WKM37GN

37.6652 N, 77.4456 WKPBHW4

37.6652 N, 77.4456 WKW946R
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ResponseWebCode

Not Within Laboratory's ScopeLABWA9

37.6652 N, 77.4456 WLDCXBQ

37.6652 N, -77.4456 WLXVAV2

37.6652 N, 77.4456 WLYTFG3

37.665269 N, - 77.445619 WMFVJEX

Longitude: -77,4456185382581 Latitude: 37,6652690722028MG7D2Q

37.6652 N, -77.4456 WMUWBZ3

37.6652 N, -77.4465 WN2AJ26

37.6652 N, 77.4456 WN8WCD4

37.6652690722028 N/-77.4456185382581 WNPG3C4

54.9684 N, 44.2248 WNQATHH

37.665269 N, -77.445619 WP6R3LY

37.6652690722028 N, 77.4456185382581 WP8EMMW

18. 41.9207044829771 N, -87.6374215097701 WPBUA22

37.6652 N, 77.4456 WPHBKGN

37.6653 N, 77.4456 WPHR2AV

37.6652 N, 77.4456 WPPAE9U

37.6653 N, -77.4456 WPUPMWU

37.6652 N, 77.4456 WQ4PR7L

37.6652 N, 77.4456 WQLQFVZ

37.6652 N, -77.4456 WRAR7KW

37.6652 N, -77.4456 WRDAJ6J

37.6653 N, 77.4456 WRG9U2J

37.665269 N; -77.445618 WRNR69T

37.6652 N 77.4456 WRZN42K

37.6652690722028 N, 77.4456185382581 WTHFG8W

37.665269 N, -77.445619 WTUCKCQ

37.6652690722028 N/-77.4456185382581 WUEGHCX

37.665269072202804 N, -77.445618538258074 EUUPGGV

37.6652 N, -77.4456 WUWYGKG

37.665269 N, -77.445619 EUYJBEW
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ResponseWebCode

37.6652 N, 77.4456 WVBBJDP

37.6652 N, 77.4456 WVMNEYF

37.6652 N, 77.4456 WWCLLYN

37.6653 N, 77.4456 WWLRHMR

37.665269 N,-77.445618 W.WNE2NP

37.6652 N, -77.4456 W if using truncation. Or 37.6653 N, -77.4456 W if using rounding.WPRUHQ

37.6653 N, 77.4456 WX3VCUQ

37.6652 N, 77.4456 WX8NGKA

37.6652 N, 77.4456 WXKBLUR

37.6652 N, 77.4456 WXUZARF

37.66526972202804 N, 77.445618538258074 EYV9UAN

37.6652 N, 77.4456 WYYP9JF

37.6652 N, -77.4456 WZ8VFRN

37.6652 N, -77.4456 WZMAL8U

37.6652 N, 77.4456 WZPVMQM

37.665269 N , -77.445619 W.ZQBPTP
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Question 18: At what location was the “Find My” (AirTag) device named “Alex’s Backpack”  
“lastConnected”? Provide your response in latitude, longitude using the following format ##.#### 
(indicate directionality as N or S), and ##.#### (indicate directionality as E or W). An EXAMPLE 
response would look like 41.7325 N, 49.9469 W.

37.665269 N, 77.445619 W and varying formats that represent the same location. Consensus Result:

 Expected Response Explanation:
Data about “Find My” devices is stored in /private/var/mobile/Library/Caches/com.apple.findmy.fmipcore/items.data

 Expected Response Illustration:
items.data (Notepad++)

( 90 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 19 - Examination Questions

Question 19: On what date and time was the “Find My” (AirTag) device named “Alex’s Backpack”  
“lastConnected”? Provide your response in UTC+0 using the date/time picker (24-hour time, which shows 
PM times like these examples: 13:00 for 1:00PM to 23:00 for 11:00PM), which presents the date in the 
following format: YYYY-MM-DD. REMEMBER TO REPORT IN UTC+0.

2023-06-12 22:23 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2023-06-12 22:2323F84N

2023-06-12 22:232LVG6P

2023-06-12 22:232YGW9N

2023-06-12 22:232ZVDAA

2023-06-12 22:2332LZYH

2023-06-12 22:23:47 UTC+03629MH

2023-06-12 22:233QNVCB

2023-06-12 22:234AVPCG

2023-06-12 22:234T98NL

2023-06-12 22:234Z9LB9

2023-06-12 22:23:4762WHBM

2023-06-12 22:2368W29C

2023-06-12 22:236CWC6B

2023-06-07 22:236R7W8A

2023-06-12 22:236Y6JWN

2023-06-12 22:237FT2LH

2023-06-12 22:237V6UTL

2023-06-12 22:237YNU7G

2023-06-12 20:237ZUC6C

2023-06-12 00:008CPKQZ

2023-06-12 22:238KHV3G

2023-06-12 22:238QPL6M

2023-06-12 22:238TV44H

2023-06-12 22:009B6JZ4

2023-06-12 22:23A3BFQE

2023-06-12 22:23A3FV3F

2023-06-12 22:23A3QYAC
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ResponseWebCode

2023-06-12 22:23:47(UTC+0)ARR2PX

2023-06-12 22:23BA9MNE

2023-06-12 22:23BCCH8G

2023-06-12 22:23BCV7PC

2023-06-12 22:23BFVGLC

2023-06-12 22:23BURR9H

2023-06-12 22:23BXBQLD

2023-06-12 22:23C346TY

2023-06-12 22:23C4WYNH

2023-06-12 22:23C8WAJH

2023-06-12 22:23CQCJKH

2023-06-12 23:23CZXMU4

2023-06-12 22:23DEBFTU

2023-06-12 22:23EGADF7

2023-06-12 22:23EM48ET

2023-06-12 22:23EZBZ76

2023-06-12 22:23FE6ZDY

2023-06-12 22:23FMKJWX

2023-06-12 22:23FRRCP9

2023-06-12 22:23FTMWC9

2023-06-12 22:23G36WLA

2023-06-12 22:23GLLVTT

2023-06-12 22:23GN8PN9

2023-06-12 22:23H6UKJV

2023-06-12 22:23HMUEB2

2023-06-12 22:23HXCW49

2023-06-12 22:23:47J7GFJA

2023-06-12 22:23JYG2U2

2023-06-12 22:23KM37GN

2023-06-12 22:23KPBHW4

2023-06-12 22:23KW946R
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ResponseWebCode

2023-12-06 22:23LABWA9

2023-06-12 22:23LDCXBQ

2023-06-12 22:23LXVAV2

2023-06-12 22:23LYTFG3

2023-06-12 20:23MFVJEX

2023-06-12 22:23MG7D2Q

2023-06-12 22:23MUWBZ3

2023-06-12 22:23:47N2AJ26

2023-06-12 22:23N8WCD4

2023-06-12 22:23NPG3C4

2023-06-12 22:23NQATHH

2023-06-12 22:23P6R3LY

2023-06-12 22:23P8EMMW

2023-06-12 22:23:47PBUA22

2023-06-12 22:23PHBKGN

2023-06-12 22:23PHR2AV

2023-06-12 22:23PPAE9U

2023-06-12 22:23PUPMWU

2023-06-12 22:23Q4PR7L

2023-06-12 22:23QLQFVZ

2023-06-12 22:23RAR7KW

2023-06-12 10:23RDAJ6J

2023-06-12 22:23RG9U2J

2023-06-12 22:23RNR69T

2023-06-12 22:23RZN42K

2023-06-12 22:23THFG8W

2023-06-12 10:23TUCKCQ

2023-06-12 22:23UEGHCX

2023-06-25 09:25UUPGGV

2023-06-12 22:23UWYGKG

2023-06-12 22:23UYJBEW
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ResponseWebCode

2023-06-12 22:23VBBJDP

2023-06-12 22:23VMNEYF

2023-06-12 22:23WCLLYN

2023-06-12 22:23WLRHMR

2023-06-12 22:23WNE2NP

2023-06-12 22:23WPRUHQ

2023-06-12 22:23X3VCUQ

2023-06-12 22:23X8NGKA

2023-06-12 22:23XKBLUR

2023-06-12 22:23XUZARF

2023-06-12 22:23YV9UAN

2023-06-12 22:23YYP9JF

2023-06-12 22:23Z8VFRN

2023-06-12 22:23ZMAL8U

2023-06-12 22:23ZPVMQM

2023-06-12 22:23ZQBPTP
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Question 19: On what date and time was the “Find My” (AirTag) device named “Alex’s Backpack”  
“lastConnected”? Provide your response in UTC+0 using the date/time picker (24-hour time, which shows 
PM times like these examples: 13:00 for 1:00PM to 23:00 for 11:00PM), which presents the date in the 
following format: YYYY-MM-DD. REMEMBER TO REPORT IN UTC+0.

2023-06-12 22:23 Consensus Result:

 Expected Response Explanation:
Data about “Find My” devices is stored in /private/var/mobile/Library/Caches/com.apple.findmy.fmipcore/items.data

 Expected Response Illustration:
items.data (Notepad++)

UNIX Timestamp Parsed with CyberChef (Notepad++)
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Question 20: Provide the full URL of the website including page (e.g., 
https://cts-forensics.com/index-forensics-testing.php) the user visited on 12 June 2023 (6/12/2023) at 
11:19:18 PM (UTC+0). E.g., https://cts-forensics.com/index-forensics-testing.php

https://en.m.wikipedia.org/wiki/Etizolam Manufacturer ' s 
 Expected Response:

ResponseWebCode

https://en.m.wikipedia.org/wiki/Etizolam23F84N

https://en.m.wikipedia.org/wiki/Etizolam2LVG6P

https://en.m.wikipedia.org/wiki/Etizolam2YGW9N

https://en.m.wikipedia.org/wiki/Etizolam2ZVDAA

https://en.m.wikipedia.org/wiki/Etizolam32LZYH

https://en.m.wikipedia.org/wiki/Etizolam3629MH

https://en.m.wikipedia.org/wiki/Etizolam3QNVCB

https://en.m.wikipedia.org/wiki/Etizolam4AVPCG

https://en.m.wikipedia.org/wiki/Etizolam4T98NL

https://en.m.wikipedia.org/wiki/Etizolam4Z9LB9

https://en.m.wikipedia.org/wiki/Etizolam62WHBM

https://en.m.wikipedia.org/wiki/Etizolam68W29C

https://en.m.wikipedia.org/wiki/Etizolam6CWC6B

https://en.m.wikipedia.org/wiki/Etizolam6R7W8A

https://en.m.wikipedia.org/wiki/Etizolam6Y6JWN

https://en.m.wikipedia.org/wiki/Etizolam the page was Etizolam - Wikipedia7FT2LH

https://en.m.wikipedia.org/wiki/Etizolam7V6UTL

https://en.m.wikipedia.org/wiki/Etizolam7YNU7G

https://en.m.wikipedia.org/wiki/Etizolam7ZUC6C

https://en.m.wikipedia.org/wiki/Etizolam8CPKQZ

https://en.m.wikipedia.org/wiki/Etizolam8KHV3G

https://en.m.wikipedia.org/wiki/Etizolam8QPL6M

https://en.m.wikipedia.org/wiki/Etizolam8TV44H

https://en.m.wikipedia.org/wiki/Etizolam9B6JZ4

https://en.m.wikipedia.org/wiki/EtizolamA3BFQE

https://en.m.wikipedia.org/wiki/EtizolamA3FV3F

https://en.m.wikipedia.org/wiki/EtizolamA3QYAC
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ResponseWebCode

https://en.m.wikipedia.org/wiki/EtizolamARR2PX

https://en.m.wikipedia.org/wiki/EtizolamBA9MNE

https://en.m.wikipedia.org/wiki/EtizolamBCCH8G

https://en.m.wikipedia.org/wiki/EtizolamBCV7PC

https://en.m.wikipedia.org/wiki/EtizolamBFVGLC

https://en.m.wikipedia.org/wiki/EtizolamBURR9H

https://en.m.wikipedia.org/wiki/EtizolamBXBQLD

https://en.m.wikipedia.org/wiki/EtizolamC346TY

https://en.m.wikipedia.org/wiki/EtizolamC4WYNH

https://en.m.wikipedia.org/wiki/EtizolamC8WAJH

https://en.m.wikipedia.org/wiki/EtizolamCQCJKH

https://en.m.wikipedia.org/wiki/EtizolamCZXMU4

https://en.m.wikipedia.org/wiki/EtizolamDEBFTU

https://en.m.wikipedia.org/wiki/EtizolamEGADF7

https://en.m.wikipedia.org/wiki/EtizolamEM48ET

https://en.m.wikipedia.org/wiki/EtizolamEZBZ76

https://en.m.wikipedia.org/wiki/EtizolamFE6ZDY

https://en.m.wikipedia.org/wiki/EtizolamFMKJWX

https://en.m.wikipedia.org/wiki/EtizolamFRRCP9

https://en.m.wikipedia.org/wiki/EtizolamFTMWC9

https://en.m.wikipedia.org/wiki/EtizolamG36WLA

https://en.m.wikipedia.org/wiki/EtizolamGLLVTT

https://en.m.wikipedia.org/wiki/EtizolamGN8PN9

https://en.m.wikipedia.org/wiki/EtizolamH6UKJV

https://en.m.wikipedia.org/wiki/EtizolamHMUEB2

https://en.m.wikipedia.org/wiki/EtizolamHXCW49

https://en.m.wikipedia.org/wiki/EtizolamJ7GFJA

https://en.m.wikipedia.org/wiki/EtizolamJYG2U2

https://en.m.wikipedia.org/wiki/EtizolamKM37GN

https://en.m.wikipedia.org/wiki/EtizolamKPBHW4

https://en.m.wikipedia.org/wiki/EtizolamKW946R
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ResponseWebCode

https://en.m.wikipedia.org/wiki/EtizolamLABWA9

https://en.m.wikipedia.org/wiki/EtizolamLDCXBQ

https://en.m.wikipedia.org/wiki/EtizolamLXVAV2

https://en.m.wikipedia.org/wiki/EtizolamLYTFG3

https://en.m.wikipedia.org/wiki/EtizolamMFVJEX

https://en.m.wikipedia.org/wiki/EtizolamMG7D2Q

https://en.m.wikipedia.org/wiki/EtizolamMUWBZ3

https://en.m.wikipedia.org/wiki/EtizolamN2AJ26

https://en.m.wikipedia.org/wiki/EtizolamN8WCD4

https://en.m.wikipedia.org/wiki/EtizolamNPG3C4

https://en.m.wikipedia.org/wiki/EtizolamNQATHH

https://en.m.wikipedia.org/wiki/EtizolamP6R3LY

https://en.m.wikipedia.org/wiki/EtizolamP8EMMW

20. https://en.m.wikipedia.org/wiki/EtizolamPBUA22

https://en.m.wikipedia.org/wiki/EtizolamPHBKGN

https://en.m.wikipedia.org/wiki/EtizolamPHR2AV

http://en.m.wikipedia.org/wiki/EtizolamPPAE9U

https://en.m.wikipedia.org/wiki/EtizolamPUPMWU

https://en.m.wikipedia.org/wiki/EtizolamQ4PR7L

https://en.m.wikipedia.org/wiki/EtizolamQLQFVZ

https://en.m.wikipedia.org/wiki/EtizolamRAR7KW

https://en.m.wikipedia.org/wiki/EtizolamRDAJ6J

https://en.m.wikipedia.org/wiki/EtizolamRG9U2J

https://en.m.wikipedia.org/wiki/EtizolamRNR69T

https://en.m.wikipedia.org/wiki/EtizolamRZN42K

https://en.m.wikipedia.org/wiki/EtizolamTHFG8W

https://en.m.wikipedia.org/wiki/EtizolamTUCKCQ

https://en.m.wikipedia.org/wiki/EtizolamUEGHCX

https://en.m.wikipedia.org/wiki/EtizolamUUPGGV

https://en.m.wikipedia.org/wiki/EtizolamUWYGKG

https://en.m.wikipedia.org/wiki/EtizolamUYJBEW

( 98 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 20 - Examination Questions

ResponseWebCode

https://en.m.wikipedia.org/wiki/EtizolamVBBJDP

https://en.m.wikipedia.org/wiki/EtizolamVMNEYF

https://en.m.wikipedia.org/wiki/EtizolamWCLLYN

https://en.m.wikipedia.org/wiki/EtizolamWLRHMR

https://en.m.wikipedia.org/wiki/EtizolamWNE2NP

https://en.m.wikipedia.org/wiki/EtizolamWPRUHQ

https://en.m.wikipedia.org/wiki/EtizolamX3VCUQ

https://en.m.wikipedia.org/wiki/EtizolamX8NGKA

https://en.m.wikipedia.org/wiki/EtizolamXKBLUR

https://en.m.wikipedia.org/wiki/EtizolamXUZARF

https://syahko.pepovavyroba.czYV9UAN

https://en.m.wikipedia.org/wiki/EtizolamYYP9JF

https://www.google.com/search?q=etizolam+etizy&rlz=1CDGOYI_enUS1062&oq=etizolam+etizy&aqs
=chrome..69i57j0i512l9.16136j0j7&hl=en-US&sourceid=chrome-mobile&ie=UTF-8#imgrc=2RMLlud
MImkWoM&ip=1

Z8VFRN

https://en.m.wikipedia.org/wiki/EtizolamZMAL8U

https://en.m.wikipedia.org/wiki/EtizolamZPVMQM

https://en.m.wikipedia.org/wiki/EtizolamZQBPTP
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Question 20: Provide the full URL of the website including page (e.g., 
https://cts-forensics.com/index-forensics-testing.php) the user visited on 12 June 2023 (6/12/2023) at 
11:19:18 PM (UTC+0). E.g., https://cts-forensics.com/index-forensics-testing.php

https://en.m.wikipedia.org/wiki/Etizolam Consensus Result:

 Expected Response Explanation:
Records for Chrome browser history are stored in 
private\var\mobile\Containers\Data\Application\E714DCDA-4D07-45B5-B7F6-5ACD47E11C2D\Library\Application 
Support\Google\Chrome\Default\History. Review of the browser history for the Chrome web browser finds a record of 
a browser visit to https://en.m.wikipedia.org/wiki/Etizolam.

 Expected Response Illustration:
Web History Table (Cellebrite PA)

Web History Table (EnCase)
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Question 21: Provide the date and time Peter Delaney messaged to say he had returned from El Paso. 
Provide your response in UTC+0 using the date/time (24-hour time, which shows PM times like these 
examples: 13:00 for 1:00PM to 23:00 for 11:00PM) picker, which presents the date in the following 
format: YYYY-MM-DD. REMEMBER TO REPORT IN UTC+0.

2023-06-19 15:10 [TALK TO JD - 2ND SCREENSHOT SAYS 11:10 NOT 15:10] Manufacturer ' s 
 Expected Response:

ResponseWebCode

2023-06-19 15:1023F84N

2023-06-19 15:102LVG6P

2023-06-19 15:102YGW9N

2023-06-19 15:102ZVDAA

2023-06-19 15:1032LZYH

6/19/2023 15:10:11 (UTC-0)3629MH

2023-06-19 15:103QNVCB

2023-06-19 15:104AVPCG

2023-06-19 15:104T98NL

2023-06-19 15:104Z9LB9

2023-06-19 15:10:1162WHBM

2023-06-19 15:1068W29C

2023-06-19 15:106CWC6B

2023-06-19 15:106R7W8A

2023-06-19 15:106Y6JWN

2023-06-19 15:107FT2LH

2023-06-19 15:107V6UTL

2023-06-19 15:107YNU7G

2023-06-19 15:107ZUC6C

2023-06-19 15:10:11(UTC+0)8CPKQZ

2023-06-19 15:108KHV3G

2023-06-19 15:108QPL6M

2023-06-19 15:108TV44H

2023-06-19 15:109B6JZ4

2023-06-19 15:10A3BFQE

2023-06-19 15:10A3FV3F

2023-06-19 15:10A3QYAC
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ResponseWebCode

2023-06-19 15:10:11(UTC+0)ARR2PX

2023-06-19 15:10BA9MNE

2023-06-19 15:10BCCH8G

2023-06-19 15:10BCV7PC

2023-06-19 15:10BFVGLC

2023-06-19 15:10BURR9H

2023-06-19 15:10BXBQLD

2023-06-19 15:10C346TY

2023-06-19 15:10C4WYNH

2023-06-19 15:10C8WAJH

2023-06-19 15:10CQCJKH

2023-06-19 04:10CZXMU4

2023-06-19 15:10DEBFTU

2023-06-19 15:10EGADF7

2023-06-19 15:10EM48ET

2023-06-19 15:10EZBZ76

2023-06-19 15:10FE6ZDY

2023-06-19 15:10FMKJWX

2023-06-19 15:10FRRCP9

2023-06-19 15:10FTMWC9

2023-06-19 15:10G36WLA

2023-06-19 15:10GLLVTT

2023-06-19 15:10GN8PN9

2023-06-19 15:10H6UKJV

2023-06-19 15:10HMUEB2

2023-06-19 15:10HXCW49

2023-06-19 15:10:11J7GFJA

2023-06-19 15:10JYG2U2

2023-06-19 15:10KM37GN

2023-06-19 15:10KPBHW4

2023-06-09 15:10KW946R
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ResponseWebCode

2023-06-19 15:10LABWA9

2023-06-19 15:10LDCXBQ

2023-06-19 15:10LXVAV2

2023-06-19 15:10LYTFG3

2023-06-19 15:10MFVJEX

2023-06-19 15:10MG7D2Q

2023-06-16 15:10MUWBZ3

2023-06-19 15:10:11N2AJ26

2023-06-19 15:10N8WCD4

2023-06-19 15:10NPG3C4

2023-06-19 15:10NQATHH

2023-06-19 15:10P6R3LY

2023-06-19 15:10P8EMMW

2023-06-12 22:23:47PBUA22

2023-06-19 15:10PHBKGN

2023-06-19 15:10PHR2AV

2023-06-19 15:10PPAE9U

2023-06-19 15:10PUPMWU

2023-06-19 15:10Q4PR7L

2023-06-19 15:10QLQFVZ

2023-06-19 15:10RAR7KW

2023-06-19 15:10RDAJ6J

2023-06-19 15:10RG9U2J

2023-06-19 15:10RNR69T

2023-06-19 15:10RZN42K

2023-06-19 15:10THFG8W

2023-06-19 03:10TUCKCQ

2023-06-19 15:10UEGHCX

2023-06-19 15:10UUPGGV

2023-06-19 15:10UWYGKG

2023-06-19 15:10UYJBEW
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ResponseWebCode

2023-06-19 15:10VBBJDP

2023-06-19 15:10VMNEYF

2023-06-19 15:10WCLLYN

2023-06-19 15:10WLRHMR

2023-06-19 15:10WNE2NP

2023-06-19 15:10WPRUHQ

2023-06-19 15:10X3VCUQ

2023-06-19 15:10X8NGKA

2023-06-19 15:10XKBLUR

2023-06-19 15:10XUZARF

2023-06-19 15:10YV9UAN

2023-06-19 15:10YYP9JF

2023-06-19 15:10Z8VFRN

2023-06-19 15:10ZMAL8U

2023-06-19 15:10ZPVMQM

2023-06-19 15:10ZQBPTP
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Question 21: Provide the date and time Peter Delaney messaged to say he had returned from El Paso. 
Provide your response in UTC+0 using the date/time (24-hour time, which shows PM times like these 
examples: 13:00 for 1:00PM to 23:00 for 11:00PM) picker, which presents the date in the following 
format: YYYY-MM-DD. REMEMBER TO REPORT IN UTC+0.

2023-06-19 15:10 Consensus Result:

 Expected Response Explanation:
Messages are stored in /private/var/mobile/Library/SMS/sms.db. Searching device messages for “Peter Delaney” or “El 
Paso” discovers a message thread initiated by Peter referencing getting “Back from El Paso.”

 Expected Response Illustration:
Chat thread (Cellebrite PA)

sms.db (DB Browser for SQLite)
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Question 22: Identify the date (UTC+0) and web browser app used to visit pillsgarden.com. Provide date 
in YYYY-MM-DD using the date picker.

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04 (or 2023-06-25) 
Web browser app used to visit pillsgarden.com: Safari

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

23F84N

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari (also showing as visited 2023-04-06)

2LVG6P

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

2YGW9N

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

2ZVDAA

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safary

32LZYH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

3629MH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

3QNVCB

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

4AVPCG

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

4T98NL

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

4Z9LB9

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

62WHBM

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

68W29C

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Web Browser

6CWC6B

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

6R7W8A

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

6Y6JWN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

7FT2LH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2024-03-04, 
Web browser app used to visit pillsgarden.com: Safari 2023-06-04

7V6UTL

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

7YNU7G

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

7ZUC6C

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

8CPKQZ
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ResponseWebCode

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

8KHV3G

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: safari

8QPL6M

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

8TV44H

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

9B6JZ4

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

A3BFQE

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

A3FV3F

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

A3QYAC

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

ARR2PX

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

BA9MNE

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

BCCH8G

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

BCV7PC

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Apple Safari

BFVGLC

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

BURR9H

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

BXBQLD

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

C346TY

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

C4WYNH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

C8WAJH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

CQCJKH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

CZXMU4

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Browser

DEBFTU

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

EGADF7

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

EM48ET
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ResponseWebCode

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

EZBZ76

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

FE6ZDY

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

FMKJWX

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

FRRCP9

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

FTMWC9

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

G36WLA

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

GLLVTT

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

GN8PN9

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

H6UKJV

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Apple Safari

HMUEB2

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

HXCW49

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

J7GFJA

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Apple Safari

JYG2U2

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

KM37GN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

KPBHW4

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

KW946R

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

LABWA9

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

LDCXBQ

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

LXVAV2

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

LYTFG3

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

MFVJEX

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

MG7D2Q
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ResponseWebCode

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

MUWBZ3

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

N2AJ26

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

N8WCD4

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

NPG3C4

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

NQATHH

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

P6R3LY

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

P8EMMW

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

PBUA22

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Browser

PHBKGN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

PHR2AV

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

PPAE9U

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

PUPMWU

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Browser

Q4PR7L

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

QLQFVZ

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

RAR7KW

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: safari

RDAJ6J

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

RG9U2J

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

RNR69T

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04 , 
Web browser app used to visit pillsgarden.com: Safari

RZN42K

Date (YYYY-MM-DD) pillsgarden.com was visited: , 
Web browser app used to visit pillsgarden.com: Safari

THFG8W

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

TUCKCQ

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

UEGHCX
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ResponseWebCode

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

UUPGGV

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

UWYGKG

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

UYJBEW

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

VBBJDP

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

VMNEYF

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-25, 
Web browser app used to visit pillsgarden.com: Safari

WCLLYN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

WLRHMR

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

WNE2NP

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

WPRUHQ

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

X3VCUQ

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

X8NGKA

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

XKBLUR

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Browser

XUZARF

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

YV9UAN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari Browser

YYP9JF

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

Z8VFRN

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

ZMAL8U

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

ZPVMQM

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04, 
Web browser app used to visit pillsgarden.com: Safari

ZQBPTP
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Question 22: Identify the date (UTC+0) and web browser app used to visit pillsgarden.com. Provide date 
in YYYY-MM-DD using the date picker.

Date (YYYY-MM-DD) pillsgarden.com was visited: 2023-06-04 (or 2023-06-25) 
Web browser app used to visit pillsgarden.com: Safari

 Consensus Result:

 Expected Response Explanation:
Records for Safari browser history are stored in /private/var/mobile/Library/Safari/History.db. Review of the browser 
history for the Safari web browser finds records of browser visits to pillsgarden.com on 2023-06-04 and 2023-06-25.

 Expected Response Illustration:
Web History Table – Filtered (Cellebrite PA)

History.db  (Cellebrite PA)
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Question 23: Provide the sender’s email address for the email message received June 21, 2023 
(UTC+0), with "anxious" as the subject.

js89fanatic@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

js89fanatic@gmail.com23F84N

js89fanatic@gmail.com2LVG6P

js89fanatic@gmail.com2YGW9N

js89fanatic@gmail.com2ZVDAA

js89fanatic@gmail.com32LZYH

js89fanatic@gmail.com3629MH

js89fanatic@gmail.com - Jamie Santos3QNVCB

js89fanatic@gmail.com4AVPCG

js89fanatic@gmail.com4T98NL

js89fanatic@gmail.com4Z9LB9

js89fanatic@gmail.com62WHBM

js89fanatic@gmail.com68W29C

js89fanatic@gmail.com6CWC6B

js89fanatic@gmail.com6R7W8A

js89fanatic@gmail.com6Y6JWN

js89fanatic@gmail.com7FT2LH

js89fanatic@gmail.com7V6UTL

js89fanatic@gmail.com7YNU7G

js89fanatic@gmail.com7ZUC6C

js89fanatic@gmail.com8CPKQZ

js89fanatic@gmail.com8KHV3G

js89fanatic@gmail.com8QPL6M

js89fanatic@gmail.com8TV44H

js89fanatic@gmail.com9B6JZ4

js89fanatic@gmail.comA3BFQE

js89fanatic@gmail.comA3FV3F

js89fanatic@gmail.comA3QYAC

js89fanatic@gmail.comARR2PX
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ResponseWebCode

js89fanatic@gmail.comBA9MNE

js89fanatic@gmail.comBCCH8G

js89fanatic@gmail.comBCV7PC

js89fanatic@gmail.comBFVGLC

js89fanatic@gmail.comBURR9H

js89fanatic@gmail.comBXBQLD

js89fanatic@gmail.comC346TY

js89fanatic@gmail.comC4WYNH

js89fanatic@gmail.comC8WAJH

js89fanatic@gmail.comCQCJKH

js89fanatic@gmail.comCZXMU4

js89fanatic@gmail.comDEBFTU

js89fanatic@gmail.comEGADF7

js89fanatic@gmail.comEM48ET

js89fanatic@gmail.comEZBZ76

js89fanatic@gmail.comFE6ZDY

js89fanatic@gmail.comFMKJWX

js89fanatic@gmail.comFRRCP9

js89fanatic@gmail.comFTMWC9

js89fanatic@gmail.comG36WLA

js89fanatic@gmail.comGLLVTT

js89fanatic@gmail.comGN8PN9

js89fanatic@gmail.comH6UKJV

js89fanatic@gmail.comHMUEB2

js89fanatic@gmail.comHXCW49

js89fanatic@gmail.comJ7GFJA

js89fanatic@gmail.comJYG2U2

js89fanatic@gmail.comKM37GN

js89fanatic@gmail.comKPBHW4

js89fanatic@gmail.comKW946R

js89fanatic@gmail.comLABWA9
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ResponseWebCode

js89fanatic@gmail.comLDCXBQ

js89fanatic@gmail.comLXVAV2

js89fanatic@gmail.comLYTFG3

js89fanatic@gmail.comMFVJEX

js89fanatic@gmail.comMG7D2Q

js89fanatic@gmail.comMUWBZ3

js89fanatic@gmail.comN2AJ26

js89fanatic@gmail.comN8WCD4

js89fanatic@gmail.comNPG3C4

js89fanatic@gmail.comNQATHH

js89fanatic@gmail.comP6R3LY

js89fanatic@gmail.comP8EMMW

23. js89fanatic@gmail.comPBUA22

js89fanatic@gmail.comPHBKGN

js89fanatic@gmail.comPHR2AV

js89fanatic@gmail.comPPAE9U

js89fanatic@gmail.comPUPMWU

js89fanatic@gmail.comQ4PR7L

js89fanatic@gmail.comQLQFVZ

js89fanatic@gmail.comRAR7KW

js89fanatic@gmail.comRDAJ6J

js89fanatic@gmail.comRG9U2J

js89fanatic@gmail.comRNR69T

js89fanatic@gmail.comRZN42K

js89fanatic@gmail.comTHFG8W

js89fanatic@gmail.comTUCKCQ

js89fanatic@gmail.comUEGHCX

js89fanatic@gmail.comUUPGGV

js89fanatic@gmail.comUWYGKG

js89fanatic@gmail.comUYJBEW

js89fanatic@gmail.comVBBJDP
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ResponseWebCode

js89fanatic@gmail.comVMNEYF

js89fanatic@gmail.comWCLLYN

js89fanatic@gmail.comWLRHMR

js89fanatic@gmail.comWNE2NP

Js89fanatic@gmail.comWPRUHQ

js89fanatic@gmail.comX3VCUQ

js89fanatic@gmail.comX8NGKA

js89fanatic@gmail.comXKBLUR

js89fanatic@gmail.comXUZARF

js89fanatic@gmail.comYV9UAN

js89fanatic@gmail.comYYP9JF

js89fanatic@gmail.comZ8VFRN

js89fanatic@gmail.comZMAL8U

js89fanatic@gmail.comZPVMQM

js89fanatic@gmail.comZQBPTP

Question 23: Provide the sender’s email address for the email message received June 21, 2023 
(UTC+0), with "anxious" as the subject.

js89fanatic@gmail.com Consensus Result:

 Expected Response Explanation:
Email message data is stored in /private/var/mobile/Library/Mail/

 Expected Response Illustration:
Email tab (Cellebrite PA)

/private/var/mobile/Library/Mail/MessageData/41/full.emlx (Notepad++)
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Question 24: Provide all words from the last voicemail left on the phone.

“I can’t believe I haven’t heard from you. I’m really worried. If you don’t call me right back, 
I’m sending the police to your apartment.”

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

23F84N

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back i'm sending the 
police to your apartment.

2LVG6P

I can't believe I haven't heard from you, I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

2YGW9N

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

2ZVDAA

i can't believe i haven't heard from you i'm really worried if you don't call me right back im sending the 
police to your apartment

32LZYH

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

3629MH

I can't believe I haven't heard from you. I am really worried. If you don't call me right back, I am sending 
the police to your apartment.

3QNVCB

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

4AVPCG

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

4T98NL

I can't believe I haven't heard from you, I'm really worried, if you don't call me right back I'm sending the 
police to your apartment.

4Z9LB9

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

62WHBM

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

68W29C

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

6CWC6B

I can't believe I Haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

6R7W8A

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

6Y6JWN

"I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment"

7FT2LH

"I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment."

7V6UTL

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

7YNU7G

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

7ZUC6C

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

8CPKQZ
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ResponseWebCode

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

8KHV3G

I can't believe I haven't heard from your. I am really worried. If you don't call me right back I am sending 
the police to your appartment.

8QPL6M

I can't believe I haven't heard from you I'm really worried If you don't call me right back I'm sending the 
police to your apartment.

8TV44H

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

9B6JZ4

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

A3BFQE

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

A3FV3F

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

A3QYAC

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

ARR2PX

Not within laboratory scope.BA9MNE

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

BCCH8G

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending a 
police to your apartment.

BCV7PC

I can't believe I haven't heard from you, I am really worried, if you don't call me right back, I am sending 
the Police to your apartment

BFVGLC

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

BURR9H

I can't believe I Haven't heard from you I am really worried if you don't call me right back I am sending the 
police to your apartment.

BXBQLD

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

C346TY

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

C4WYNH

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

C8WAJH

Not within laboratory's scopeCQCJKH

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

CZXMU4

I can't believe I haven't heard from you. I am really worried. If you don't call me right back I'm sending the 
police to your apartment.

DEBFTU

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

EGADF7

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

EM48ET
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ResponseWebCode
I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

EZBZ76

I can't believe i haven't heard from you. I am really worried. If you don't call me right back, i'm sending the 
police to your appartment.

FE6ZDY

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

FMKJWX

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

FRRCP9

i cant believe i havent heard from you. I'm really worried if you dont call me right back. I'm sending the 
police to your apartment

FTMWC9

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

G36WLA

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

GLLVTT

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

GN8PN9

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment.

H6UKJV

I can't believe I haven't heard from you I'm really worried, if you don't call me right back I'm sending the 
police to your apartment.

HMUEB2

I can't believe I haven't heard from you. I am really worried. If you don't call me right back, I'm sending the 
Police to your apartment.

HXCW49

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

J7GFJA

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

JYG2U2

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

KM37GN

I can't believe I haven't heard from you, I'm really worried, if you don't call me right back I'm sending the 
police to your apartment

KPBHW4

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

KW946R

Not Within Laboratory's ScopeLABWA9

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment

LDCXBQ

I can't believe I haven't heard from you I am really worried if you don't call me right back I am sending the 
police to your apartment

LXVAV2

I can't believe I haven't heard from you I'm really worried If you don't call me right back I'm sending the 
police to your apartment

LYTFG3

I cannot believe I have not hear from you, I am really worry. If you do not call me right back I am sending 
the police to your apartment.

MFVJEX

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

MG7D2Q
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ResponseWebCode
I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

MUWBZ3

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

N2AJ26

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

N8WCD4

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

NPG3C4

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

NQATHH

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

P6R3LY

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

P8EMMW

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

PBUA22

I can't believe I haven't heard from you; I am really worried. If you don't call me right back, I am sending 
the police to your apartment.

PHBKGN

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

PHR2AV

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

PPAE9U

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
Police to your apartment

PUPMWU

I can't believe I haven't heard from you; I am really worried. If you don't call me right back, I am sending 
the police to your apartment.

Q4PR7L

I can't believe I haven't heard from you. I'm really worry if you don't call me right back, I'm sending the 
police to your apartment.

QLQFVZ

I can't believe I haven't heard from you I am really worried if you do not call me right back I am sending 
the police to your apartment

RAR7KW

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

RDAJ6J

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

RG9U2J

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending a 
police to your apartment.

RNR69T

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

RZN42K

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

THFG8W

"I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment. "

TUCKCQ

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police toyour apartment.

UEGHCX
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ResponseWebCode

I can't believe I haven't heard from you. I'm really worried if you don't call me right back, I'm sending the 
police to your apartment.

UUPGGV

"I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment."

UWYGKG

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

UYJBEW

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, I'm sending the 
police to your apartment.

VBBJDP

I can't believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

VMNEYF

I can't believe I haven't heard from you. I am really worried. If you don't call me right back, I am sending 
the police to your apartment

WCLLYN

I can't believe I haven't heard from you. I am really worried. If you don't call me right back I'm sending the 
Police to your apartment.

WLRHMR

I cant believe I haven't heard from you. I'm really worried. If you don't call me right back I'm sending the 
police to your apartment.

WNE2NP

(From the audio) I can't believe I haven't heard from you. I'm really worried. If you don't call me right back, 
I'm sending the police your apartment. (From the transcription) I can't believe I haven't heard from you I'm 
really worried if you don't call me right back I'm sending a police to your apartment

WPRUHQ

I can't believe I haven't heard from you I'm really worried If you don't call me right back I'm sending the 
police to your apartment

X3VCUQ

I can't believe I haven't heard from you I'm really worry If you don't call me right back, I'm sending the 
police to your apartment.

X8NGKA

Not Within Laboratory's ScopeXKBLUR

I can't believe I haven't heard from you; I am really worried. If you don't call me right back, I am sending 
the police to your apartment.

XUZARF

I can't believe I haven't heard from you. I am really worried. If you don't call me right back, I'm sending the 
Police to your apartment.

YV9UAN

I can't believe I haven't heard from you; I am really worried. If you don't call me right back, I am sending 
the police to your apartment.

YYP9JF

I can't believe I haven't heard from you, I'm really worried if you don't call me right back I'm sending the 
police to your apartment.

Z8VFRN

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending the 
police to your apartment

ZMAL8U

I can't believe I haven't heard from you I'm really worried if you don't call me right back I'm sending a 
police to your apartment

ZPVMQM

"I cant believe I havent heard from you. I'm really worried. If you don't call me right back, im sending the 
police to your apartment"

ZQBPTP
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Question 24: Provide all words from the last voicemail left on the phone.
“I can’t believe I haven’t heard from you. I’m really worried. If you don’t call me right back, I’m 
sending the police to your apartment.” and slight variations.

 Consensus Result:

 Expected Response Explanation:
There are three voicemail recordings on the phone at /private/var/mobile/Library/Voicemail/. The latest modified one, 
3.amr, was recorded at 6:27 PM (UTC+0) on June 26, 2023.

 Expected Response Illustration:
Contents of /private/var/mobile/Library/Voicemail/  (device local time)
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Question 25: Provide the file (MIME) type and content description for the file with MD5 hash 
c3549017514daa87812ea158a233b527

File (MIME) type: JPEG or image 
File content description: Image of Etizolam Tablets

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

File (MIME) type: Images, 
File content description: picture contains a box with the text "Etizolam Tablets 0.5 mg. Etirun-0.5 10x10 
tablets" along with 2x tablet blister packs containing white tablets

23F84N

File (MIME) type: JPEG, 
File content description: Shows ETIZOLAM Tablets

2LVG6P

File (MIME) type: image/Jpeg, 
File content description: Jpeg image 454 x 460 showing Etizolam Tablets 0.5mg box and 2 x blister 
packs.

2YGW9N

File (MIME) type: Image/jpeg, 
File content description: Image of white tablets in a blister package and a white and pink box with 
"Etizolam Tablets 0.5 mg" printed on it

2ZVDAA

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets

32LZYH

File (MIME) type: JFIF, 
File content description: Picture of pills (Etizolam)

3629MH

File (MIME) type: Image/JPEG, 
File content description: One (1) box of 10zx20 Tablets of Etizolam Tablets 0.5 mg.

3QNVCB

File (MIME) type: image/jpeg, 
File content description: image of Etizolam tablets, 0.5 mg.

4AVPCG

File (MIME) type: Image, 
File content description: box of Etrizolam Tablets 0.5 mg

4T98NL

File (MIME) type: JPEG image data, 
File content description: The examiner (SME) viewed content description is a digital image which appears 
to be a box labelled "RX Etizolam Tablets 0.5 mg., Etirun-0.5 10x10 and two other items; one on top of 
the box also labeled "RX Etizolam Tablets 0.5 mg." and the other to the right of the box which looks like 
ten tablets in a traditional unopened "blister pack" (plastic and foil container). The technical content 
description is a JPEG format using JFIF standard 1.01, resolution (DPI), density 96x96, segment length 
16, comment: "CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 90", baseline, precision 8, 
Dimension = 454x460 pixels, frames 3 and Bit depth of 24.

4Z9LB9

File (MIME) type: Image, 
File content description: Etizolam Tablets 0.5 mg.

62WHBM

File (MIME) type: image/jpeg, 
File content description: It is a photo of the drugs called "Etizolam Tablets 0.5 mg."

68W29C

File (MIME) type: image/jpeg, 
File content description: photograph of the box and blister pack of Etizolam Tablets 0.5 mg

6CWC6B

File (MIME) type: Image, 
File content description: A picture of Etizolam Tablets

6R7W8A

File (MIME) type: JPEG, 
File content description: Box of Etizolam Tablets 0.5 mg

6Y6JWN
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ResponseWebCode
File (MIME) type: Image File type - JFIF / JPEG, 
File content description: Image shows a medication box "Etizolam Tablets 0.5 mg' and 2x blister packets 
which appear to be unused

7FT2LH

File (MIME) type: image (JPG)
File content description: Etizolam Tablets 0.5mg

7V6UTL

File (MIME) type: image/jpeg, 
File content description: It is a box of pills of "Etizolam Tablets 0.5 mg.", "Etirun-0.5" and some pills are 
out of the pill box.

7YNU7G

File (MIME) type: Images/jpeg, 
File content description: FC90D3836BF87FBC3A285DC3EE40ECA061D9CBB-blob

7ZUC6C

File (MIME) type: Image, 
File content description: Etizolam Tablets 0.5 mg Etirun-0.5 10 x10 Tablet

8CPKQZ

File (MIME) type: jpeg, 
File content description: Box of Etizolam Tablets 0.5 mg

8KHV3G

File (MIME) type: MIME: JPEG, 
File content description: Box of Etizolam pills

8QPL6M

File (MIME) type: image/jpeg, 
File content description: Image of Etizolam tablets and packaging.

8TV44H

File (MIME) type: jpeg, 
File content description: Image of Etizolam tablet box and pills in packaging.

9B6JZ4

File (MIME) type: image/jpeg, 
File content description: CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality =90

A3BFQE

File (MIME) type: image/jpeg, 
File content description: One box of Etizolam Tablets 0.5 mg with two blisters of 12 tablets out of the box

A3FV3F

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg white box and pills in packaging

A3QYAC

File (MIME) type: Image, 
File content description: Etizolam Tablets 0.5 mg Etirun-0.5 10 x10 Tablet

ARR2PX

File (MIME) type: JPEG, 
File content description: Image of tablets and the tablet box labeled Etizolam Tablets 0.5 mg.

BA9MNE

File (MIME) type: image/jpeg, 
File content description: Image showing a box and tablets of "Etizolam Tablets 0.5 mg."

BCCH8G

File (MIME) type: Image, 
File content description: Picture of the box Etizolam Tablets 0.5 mg

BCV7PC

File (MIME) type: JPEG, 
File content description: Picture of Etizolam tablets - box and tablets.

BFVGLC

File (MIME) type: image/jpeg, 
File content description: two blisters and a box of Etizolan tablets 0.5 mg.

BURR9H

File (MIME) type: Image (JFIF), 
File content description: Etizolam Tablest 0.5 mg

BXBQLD

File (MIME) type: image/JPEG, 
File content description: Image of white tablets and packaging with "Etizolam Tablets 0.5 mg" printed on 
it.

C346TY

File (MIME) type: Image/jpeg, 
File content description: Picture of Etizolam tablets 0.5 mg

C4WYNH
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ResponseWebCode

File (MIME) type: image/jpeg, 
File content description: Etizolam tablets

C8WAJH

File (MIME) type: Not within laboratory's scope, 
File content description: Photograph of Etizolam tablets

CQCJKH

File (MIME) type: JPEG, 
File content description: Photo of a white box of Etizolam Tablets 0.5 mg.

CZXMU4

File (MIME) type: Images, 
File content description: Photograph of Etizolam Tablets 0.5mg

DEBFTU

File (MIME) type: JPG, 
File content description: Etizolam Tablets 0.5mg. "Pharmaceutical case and contents photograph"

EGADF7

File (MIME) type: Image (jpeg), 
File content description: Etizolam Tablets

EM48ET

File (MIME) type: image/jpeg, 
File content description: an image of Etizolam Tablets 0.5 mg.

EZBZ76

File (MIME) type: jpg, 
File content description: etizolam Tablets

FE6ZDY

File (MIME) type: JPEG, 
File content description: a picture of medicine labeled "Etizolam Tablets 0.5 mg"

FMKJWX

File (MIME) type: JPEG, 
File content description: Etizolam Tablets 0.5 mg pink and white box. Blister pack with red and sliver back. 
Blister pack with white pills

FRRCP9

File (MIME) type: Image/BLOB, 
File content description: Image of Etizolam tablets 0.5mg

FTMWC9

File (MIME) type: image/JPEG, 
File content description: Image of Etizolam Tablets 0.5 mg. box

G36WLA

File (MIME) type: Image - .JPEG, 
File content description: Box of Etizolam Tablets

GLLVTT

File (MIME) type: jpeg, 
File content description: Etizolam Tablets 0.5 mg (packet of white pills)

GN8PN9

File (MIME) type: Image, 
File content description: 2 Packs of Etizolam 0.5 mg and a box

H6UKJV

File (MIME) type: Images, 
File content description: Tablet box saying "Etizolam tablets 0.5mg" and tablets outside the tablet box.

HMUEB2

File (MIME) type: JPEG, 
File content description: Image showing box of Etizolam Tablets 0.5mg 10x10 tablets with blister packet 
next to, and on top of box

HXCW49

File (MIME) type: image/jpeg, 
File content description: The image contains two what appear to be pill blister style packaging along with 
a box with "Etizolam Tablets 0.5mg" printed.

J7GFJA

File (MIME) type: Images, 
File content description: A box 10x10 Etizolam Tablets 0.5 mg.

JYG2U2

File (MIME) type: jpg, 
File content description: Etizolam Tablets 0.5 mg

KM37GN
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ResponseWebCode
File (MIME) type: Image, 
File content description: Image of box of tablets with the following written on box: "Etizolam Tablets 0.5 
mg. Etirun-0.5 10 x 10 Tablets". On top of the box and to the right of the box are blister packs of tablets 
with the same name as on the box.

KPBHW4

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets

KW946R

File (MIME) type: Not Within Laboratory's Scope, 
File content description: Picture of Etizolam Tablets

LABWA9

File (MIME) type: image/jpeg, 
File content description: Picture of Etizolam tablets 0.5mg

LDCXBQ

File (MIME) type: Images, 
File content description: An image of : drug box with 2 tablets sleeves out . drug name : Etizolam Tablets 
0.5 (Etirun-0.5)

LXVAV2

File (MIME) type: image/jpeg, 
File content description: Picture of Etizolam Tablets

LYTFG3

File (MIME) type: Images/JPGE, 
File content description: FC90D3836BF87FB4C3A285DC3EE40ECA061D9CBB-blob

MFVJEX

File (MIME) type: Images, 
File content description: A photograph of a box of Etizolam pills

MG7D2Q

File (MIME) type: image/jpeg, 
File content description: A photo of a white and pink box labeled "Etizolam Tablets 0.5 mg." The box 
states that it contains 10x10 tablets. There are two unopened blister packs next to the box, one showing 
the label side and the other showing 10 white pills.

MUWBZ3

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets 0.5 mg

N2AJ26

File (MIME) type: image/jpeg, 
File content description: A photo of a box of tablets labeled "Etizolam Tablets 0.5 mg" and two tablet 
packages.

N8WCD4

File (MIME) type: Image (JFIF), 
File content description: Box titled "Etizolam Tablets 0.5 mg" with pills in packaging

NPG3C4

File (MIME) type: Picture, 
File content description: Etizolam Tables 0.5mg

NQATHH

File (MIME) type: Images/ pictures, 
File content description: Image file of a box of tablets: Etizolam Tablets 0.5 mg. (from 23-25551.zip)

P6R3LY

File (MIME) type: image/jpg, 
File content description: Drug/ Etizolam tablets 0.5 mg

P8EMMW

File (MIME) type: Jpeg, 
File content description: Etizolam tablets 0.5mg Pills

PBUA22

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg.

PHBKGN

File (MIME) type: image/jpeg, 
File content description: 
https://pillsgarden.com/wp-content/uploads/2022/12/thumb-new-816x460-29b5d95bb87821c7f2a0b
19eae1ac761.jpg

PHR2AV

File (MIME) type: image, 
File content description: Etizolam tablets

PPAE9U
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ResponseWebCode

File (MIME) type: image/jpeg, 
File content description: image

PUPMWU

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg.

Q4PR7L

File (MIME) type: Image/JPEG, 
File content description: An image depicting pills and a box of etizolam tablets 0.5 mg.

QLQFVZ

File (MIME) type: image/jpeg, 
File content description: The image features medication, including two strips, each containing 10 tablets, 
and a medicine box. The product is labelled as "Etizolam Tablets 0.5 mg" and "Etirun-0.5."

RAR7KW

File (MIME) type: Images, 
File content description: photo of carton of etizolam 0.5 mg tablets, two blister packs

RDAJ6J

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets 0.5 mg

RG9U2J

File (MIME) type: image/jpeg, 
File content description: FC90D3836BF87FB4C3A285DC3EE40ECA061D9CBB-blob

RNR69T

File (MIME) type: Jpeg, 
File content description: blob

RZN42K

File (MIME) type: Image/jpeg, 
File content description: Image of Etizolam Tablets 0.5mg

THFG8W

File (MIME) type: jpeg, 
File content description: Etizolam Tablets 0.5 mg.

TUCKCQ

File (MIME) type: Image (JFIF), 
File content description: Box titled "Etizolam Tablets 0.5 mg" with pills in packaging

UEGHCX

File (MIME) type: JPG, 
File content description: File content description : gd-jpeg v1.0 (using IJG JPEG v62)

UUPGGV

File (MIME) type: JPEG, 
File content description: A 10 x 10 package of Etizolam Tablets 0.5 mg

UWYGKG

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets 0.5mg

UYJBEW

File (MIME) type: image/jpeg, 
File content description: White box of Etizolam tablets with 2 blister packs on display.

VBBJDP

File (MIME) type: Picture, 
File content description: Etizolam pills and box

VMNEYF

File (MIME) type: jpeg, 
File content description: This was a picture of a prescription for Etizolam Tablets 0.5 mg with the front and 
back of a blister pack containing 10 pills.

WCLLYN

File (MIME) type: JPEG, 
File content description: Etizolam Tablets

WLRHMR

File (MIME) type: JFIF, 
File content description: Image of Etizolam Tablets 0.5 mg.

WNE2NP

File (MIME) type: jpg / jfif, 
File content description: Box of Etizolam Tablets 0.5 mg, with blister packs

WPRUHQ

File (MIME) type: image/jpeg, 
File content description: Etizolam Tablets 0.5 mg with original packaging and blister packs

X3VCUQ
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ResponseWebCode

File (MIME) type: Image/jpg, 
File content description: Etizolam Tablets 0.5 mg

X8NGKA

File (MIME) type: JPEG, 
File content description: Etizolam Tablets

XKBLUR

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg.

XUZARF

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg. Etirun -0.5

YV9UAN

File (MIME) type: Images, 
File content description: Etizolam Tablets 0.5 mg.

YYP9JF

File (MIME) type: Image/JPG, 
File content description: Etizolam Tablets 0.5mg box and tablet sleeves, one on top of the box the other to 
the side.

Z8VFRN

File (MIME) type: Image/JPEG, 
File content description: box labeled Etizolam tablets 0.5 mg and pill packs

ZMAL8U

File (MIME) type: This is a jpeg., 
File content description: Image contains a box which is white and pink in color containing the writing 
"Etizolam Tablets 0.5 mg, Etirun – 0.5, 10x10 tablets" a packet of pills lies on top of the box and to the 
side of the box. The box and blister packet are on a black shiny surface.

ZPVMQM

File (MIME) type: File (MIME) type: Blob, 
File content description: An image depicting one (1) box containing the text "Etizolam tablets 0.5 mg. 
Etirun-0.5". Additionally two (2) 'Tablet/pill trays' can be seen alongside the box, one of which containing 
the text "Etizolam tablets 0.5 mg."

ZQBPTP
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Question 25: Provide the file (MIME) type and content description for the file with MD5 hash 
c3549017514daa87812ea158a233b527

File (MIME) type: JPEG or image 
File content description: Image of Etizolam Tablets

 Consensus Result:

 Expected Response Explanation:
Searching the data for a file with the noted MD5 hash discovers two copies of this image:
/private/var/mobile/Containers/Data/Application/A946E23F-A096-4166-BEFA-1AF45F764F12/SystemData/
com.apple.SafariViewService/Library/WebKit/WebsiteData/NetworkCache/Version 16/Records/ 
83AEE7F941D9F26A3398C409A8503EC35E0EEB92/Resource/FC90D3836BF87FB4C3A285DC3EE40ECA061D9CBB-blob
and 
/private/var/mobile/Containers/Data/Application/A946E23F-A096-4166-BEFA-1AF45F764F12/SystemData/ 
com.apple.SafariViewService/Library/WebKit/WebsiteData/NetworkCache/Version 16/Blobs/ 
B794AA0622AB8360BB2C48274C11481DE83587DF

 Expected Response Illustration:
jpeg image
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Question 26: Provide the GPS coordinates for IMG_0016.HEIC. Provide your response in latitude, 
longitude using the following format ##.#### (indicate directionality as N or S), and ##.#### 
(indicate directionality as E or W). An EXAMPLE response would look like 41.7325 N, 49.9469 W.

39.2085 N , 76.5171 W and varying formats/responses that represent the same location. Manufacturer ' s 
 Expected Response:

ResponseWebCode

39.2085 N 76.5171 W23F84N

39.2085 N, -76.5171 W2LVG6P

39.2085N , -76.5171W2YGW9N

39.2085 N, 76.5171 W2ZVDAA

39.2085 N, -76.5171 W32LZYH

39.208552 N, -76.517198 W3629MH

39.208552 N, 76.517198 W3QNVCB

39.2085 N, 76.5171 W4AVPCG

39.2086 N, 76.5172 W4T98NL

39.2085 N, 76.5171 W4Z9LB9

39.2085 N, -76.5171 W.62WHBM

39.2085 N, 76.5171 W68W29C

39.2086 N, 76.5172 W Note: rounded up for both lat and long6CWC6B

39.2086 N, 76.5172 W6R7W8A

39.208552 N, -76.517198 W6Y6JWN

39.208552 N, -76.517198 W7FT2LH

39.208552 N, 76.517198 W7V6UTL

39.208552 N, -76.517198 W7YNU7G

39.208553 N, -76.517197 W7ZUC6C

30.7872 N, 01.9128 W8CPKQZ

39.2085 N, 76.5171 W8KHV3G

39.208552 N / 76.517198 W8QPL6M

39.2085 N, 76.5171 W8TV44H

39.2085 N, -76.5171 W9B6JZ4

39.2085 N, 76.5171 WA3BFQE

39.2085 N, 76.5171 WA3FV3F

39.2086 N, 76.5172 WA3QYAC
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ResponseWebCode

30.7872 N, 01.9128 WARR2PX

39.2085 N, 76.5171 WBA9MNE

39.1230 N, 76.311 WBCCH8G

39.2085 N, 76.5172 WBCV7PC

39.208553 N, -76.517197 WBFVGLC

39.2085533 N, 76.5171967 WBURR9H

39.208552 N, -76.517198 WBXBQLD

39.2085 N, 76.5171 WC346TY

39.2085 N, 76.5171 WC4WYNH

39.2086 N, 76.5172 WC8WAJH

Not within laboratory's scopeCQCJKH

39.2086 N, -76.6172 WCZXMU4

Original: 39.208552, -76.517198 – Converted: 39°12'30.8"N 76°31'01.9"WDEBFTU

39°12'30.79N, 76°31'1.91WEGADF7

39.2085 N, 76.5171 WEM48ET

39.2085 N, 76.5171 WEZBZ76

39.2085 N, 76.5171 WFE6ZDY

39.2085N, 76.5171WFMKJWX

39.2085 N, -76.5171 WFRRCP9

39.2085 N, -76.5171 WFTMWC9

39.2085 N, 76.5171 WG36WLA

39.2086 N, 76.5172 WGLLVTT

39.208552 N, -76.517198 WGN8PN9

38.1230 N , 76.3119 WH6UKJV

39.2085N, 76.5171WHMUEB2

39.208552 N, -76.517198 WHXCW49

39.208552 N, 76.517198 WJ7GFJA

39.2085 N, -76.5171 WJYG2U2

39.2086 N,76.5172 WKM37GN

39.2085 N, 76.5171 WKPBHW4

39.2085 N, 76.5171 WKW946R
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ResponseWebCode

Not Within Laboratory's ScopeLABWA9

39.2085 N, 76.5171 WLDCXBQ

39.208552 N, -76.517198 W.LXVAV2

39.2085 N, 76.5171 WLYTFG3

39.208552 N, -76.517198 WMFVJEX

39.2086 N, 76.5172 WMG7D2Q

39.2085 N, -76.5171 WMUWBZ3

39.2085 N, -76.5171 WN2AJ26

39.2085 N, 76.5171 WN8WCD4

39.208552 N/ -76.517198 WNPG3C4

39.208553 N, 76.517197 WNQATHH

39.208552 N, -76.517198 WP6R3LY

39.2085533333333 N, 76.5171966666667 WP8EMMW

39.2085533333333 N -76.5171966666667 WPBUA22

39.2085 N, 76.5171 WPHBKGN

39.2086 N, 76.5172 WPHR2AV

39.2085 N, 76.5171 WPPAE9U

39.2086 N, -76.5172 WPUPMWU

39.2085 N, 76.5171 WQ4PR7L

39.2085 N, 76.5171 WQLQFVZ

39.208552 N, -76.517198 WRAR7KW

39.2085 N, -76.5171 WRDAJ6J

39.2086 N, 76.5172 WRG9U2J

39.208552 N ; -76.517198 WRNR69T

37.6652 N 77.4456 WRZN42K

39.208552 N, 76.517198 WTHFG8W

39.208552 N, -76.517198 WTUCKCQ

39.208552 N/ -76.517198 WUEGHCX

39.208552777778 N, -76.517197222222 EUUPGGV

39.2085 N, -76.5171 WUWYGKG

39.208553 N, -76.517197 EUYJBEW
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ResponseWebCode

39.2085 N, 76.5171 WVBBJDP

39.2085 N, 76.5171 WVMNEYF

39.2085 N, 76.5171 WWCLLYN

39.2086 N, 76.5172 WWLRHMR

39.208552 N, -76.517198 WWNE2NP

39.2085 N, -76.5171 W if using tunrcation. Or 39.2086 N, -76.5172 W if using rounding.WPRUHQ

39.2086 N, 76.5172 WX3VCUQ

39.2085 N, 76.5171 WX8NGKA

39.2085 N, 76.5171 WXKBLUR

39.2085 N, 76.5171 WXUZARF

39.208552 N, 76.517198 WYV9UAN

39.2085 N, 76.5171 WYYP9JF

39.2085 N, -76.5171 WZ8VFRN

39.2085 N, -76.5171 WZMAL8U

39.2085 N, 76.5171 WZPVMQM

39.208552 N, -76.517198 W.ZQBPTP

Question 26: Provide the GPS coordinates for IMG_0016.HEIC. Provide your response in latitude, 
longitude using the following format ##.#### (indicate directionality as N or S), and ##.#### 
(indicate directionality as E or W). An EXAMPLE response would look like 41.7325 N, 49.9469 W.

39.2085 N , 76.5171 W and varying formats/responses that represent the same location. Consensus Result:

 Expected Response Explanation:
When enabled, GPS position (fix) information is embedded as EXIF data in photographs taken with the iPhone. This 
data can be extracted and parsed with any reliable tool.
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 Expected Response Illustration:
IMG_0016.HEIC

EXIF data from IMG_0016.HEIC (Exiftool)

EXIF data from IMG_0016.HEIC (Cellebrite PA)
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Question 27: What is the locale / language setting for this phone?

en-US or en_US Manufacturer ' s 
 Expected Response:

ResponseWebCode

EN-US23F84N

en_US2LVG6P

En-US2YGW9N

en_US or en-US2ZVDAA

English32LZYH

en_US3629MH

en/US3QNVCB

en_US4AVPCG

en_US4T98NL

en_US4Z9LB9

en_US62WHBM

en_US68W29C

en-US6CWC6B

English6R7W8A

English6Y6JWN

en_US7FT2LH

en_US7V6UTL

en-US7YNU7G

en_US/English7ZUC6C

English (US)8CPKQZ

en_US8KHV3G

en-US8QPL6M

en_US / en-US8TV44H

English9B6JZ4

en_USA3BFQE

en_USA3FV3F

en_USA3QYAC

English (US)ARR2PX

en_USBA9MNE
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ResponseWebCode

en_USBCCH8G

en_USBCV7PC

en_US (English / United States)BFVGLC

en-USBURR9H

en-USBXBQLD

en_US or en-USC346TY

en-USC4WYNH

en_USC8WAJH

en_USCQCJKH

en_US (English US)CZXMU4

Not foundDEBFTU

USEGADF7

Not within laboratory's scopeEM48ET

en-USEZBZ76

en_USFE6ZDY

en_USFMKJWX

en/US or English/USFRRCP9

en-USFTMWC9

en_USG36WLA

En-USGLLVTT

en_USGN8PN9

en-USH6UKJV

English (US)HMUEB2

en_USHXCW49

en_USJ7GFJA

en_USJYG2U2

en:en_USKM37GN

EnglishKPBHW4

en_USKW946R

en_USLABWA9

En_USLDCXBQ
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ResponseWebCode

en-USLXVAV2

en_USLYTFG3

en_US/EnglishMFVJEX

English / US *MG7D2Q

en_USMUWBZ3

en_USN2AJ26

en_US / en-USN8WCD4

en_USNPG3C4

en-USNQATHH

EnglishP6R3LY

en_USP8EMMW

en_usPBUA22

en-USPHBKGN

en-USPHR2AV

US_ENPPAE9U

en_USPUPMWU

en-USQ4PR7L

en_US / en-USQLQFVZ

en-USRAR7KW

ENRDAJ6J

en_USRG9U2J

en_USRNR69T

en_USRZN42K

English_USTHFG8W

en-USTUCKCQ

en_USUEGHCX

en_US/EnglishUUPGGV

en-USUWYGKG

en-USUYJBEW

en-USVBBJDP

en_USVMNEYF
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ResponseWebCode

en_USWCLLYN

en_USWLRHMR

EnglishWNE2NP

en_USWPRUHQ

en-USX3VCUQ

United States/EnglishX8NGKA

en_USXKBLUR

en-USXUZARF

EnglishYV9UAN

en-USYYP9JF

en-USZ8VFRN

en_USZMAL8U

en_USZPVMQM

en_USZQBPTP
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Question 27: What is the locale / language setting for this phone?
en-US or en_US Consensus Result:

 Expected Response Explanation:
Language settings can be found in /private/var/mobile/Library/Preferences/.GlobalPreferences.plist

 Expected Response Illustration:
.GlobalPreferences.plist
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Question 28: Provide the filename and SHA256 hash of the file the device user attached to a Signal 
Messenger message sent June 25, 2023 (UTC+0)?

Filename: IMG_0028.jpg
SHA256 hash: 
3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

23F84N

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

2LVG6P

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

2YGW9N

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

2ZVDAA

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

32LZYH

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

3629MH

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

3QNVCB

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

4AVPCG

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

4T98NL

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

4Z9LB9

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

62WHBM

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

68W29C

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

6CWC6B

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

6R7W8A

Filename: Not within laboratory's scope, 
SHA256 hash: Not within laboratory's scope

6Y6JWN

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

7FT2LH

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

7V6UTL

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

7YNU7G

Filename: critlog-2023-6-12_19-15-59.704.txt, 
SHA256 hash: e643bc5e63e4cf185becf0060c0887d8d7504662026cda3f1493f6bf32338e76

7ZUC6C
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ResponseWebCode
Filename: IMG_0028, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

8CPKQZ

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

8KHV3G

Filename: E3D8FF03-68F4-576F-B7C7-9C5849421297.png, 
SHA256 hash: E3D8FF0368F4576FB7C79C584942129774D425F71C5E486B2FA012C8B088F0EC

8QPL6M

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

8TV44H

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

9B6JZ4

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

A3BFQE

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

A3FV3F

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

A3QYAC

Filename: IMG_0028, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

ARR2PX

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

BA9MNE

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

BCCH8G

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

BCV7PC

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

BFVGLC

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

BURR9H

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

BXBQLD

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

C346TY

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

C4WYNH

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

C8WAJH

Filename: IMG_0028.jpg , 
SHA256 hash: Not within laboratory's scope

CQCJKH

Filename: IMG_0028.jpg, 
SHA256 hash: 305FAF67F7DE87B02CD9BCE9BD2C8FD8163ED414A0467C86A22FBC62A8323AC4

CZXMU4

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

DEBFTU

Filename: IMG_0028.HEIC, 
SHA256 hash: 87A40F79BBEACC1FF509ED08A8E363C7EDE1D7F43657BEDC0604905859FC0C59

EGADF7
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ResponseWebCode

Filename: IMG_0028,jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

EM48ET

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

EZBZ76

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

FE6ZDY

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

FMKJWX

Filename: IMG_0028.jpg, 
SHA256 hash: 
8FF111067946B3697C919BEA4BD9BAE516908BC1E8093B70415E89EB09B00E79611C01B2A4DA
2FDD79570AE494B184776479267F86A6CA1AFCAB129C2B73FCFB

FRRCP9

Filename: img_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

FTMWC9

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

G36WLA

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

GLLVTT

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

GN8PN9

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

H6UKJV

Filename: IMG_0028.jpg , 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

HMUEB2

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

HXCW49

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

J7GFJA

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

JYG2U2

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

KM37GN

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

KPBHW4

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

KW946R

Filename: IMG_0028.jpg, 
SHA256 hash: Not Within Laboratory's Scope

LABWA9

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

LDCXBQ

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

LXVAV2

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

LYTFG3
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ResponseWebCode

Filename: critlog-2023-6-12_19-15-59.704txt, 
SHA256 hash: e643bc5e63e4cf185becf0060c0887d8d7504662026cda3f1493f6bf32338e76

MFVJEX

Filename: Not within laboratory's scope., SHA256 hash:MG7D2Q

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

MUWBZ3

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

N2AJ26

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

N8WCD4

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

NPG3C4

Filename: org.whispersystems.signal 2023-06-25--23-44-22-212.log, 
SHA256 hash: 86d21981f21d556bda93d417c1d37fb8584cca5d2b50182313770b249735ab17

NQATHH

Filename: IMG_0028.jpg, 
SHA256 hash: SHA256: 
3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

P6R3LY

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550

P8EMMW

Filename: img_0028.JPG, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

PBUA22

Filename: 23-5551.zip/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db : 0x90BAB 
(Size: 3100672 bytes), 
SHA256 hash: 9cfefed8fb9497baa5cd519d7d2bb5d7S

PHBKGN

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

PHR2AV

Filename: img_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

PPAE9U

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

PUPMWU

Filename: 23-5551.zip/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db : 0x90BAB 
(Size: 3100672 bytes), 
SHA256 hash: 9cfefed8fb9497baa5cd519d7d2bb5d7S

Q4PR7L

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

QLQFVZ

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

RAR7KW

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

RDAJ6J

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

RG9U2J

Filename: IMG_0028.jpg, 
SHA256 hash: 96870AC2F2BD7E16D5CCB935D8FF5D93F4589AA94118B30298AF3E2233137

RNR69T
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ResponseWebCode
Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

RZN42K

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

THFG8W

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

TUCKCQ

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

UEGHCX

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

UUPGGV

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

UWYGKG

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

UYJBEW

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

VBBJDP

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

VMNEYF

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

WCLLYN

Filename: 23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0028.HEIC, 
SHA256 hash: 87a40f79bbeacc1ff509ed08a8e363c7ede1d7f43657bedc0604905859fc0c59

WLRHMR

Filename: [Participant's response was associated with the predistribution version of this question and is not 
applicable here.], 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

WNE2NP

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

WPRUHQ

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

X3VCUQ

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

X8NGKA

Filename: IMG_0028.JPG, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

XKBLUR

Filename: 23-5551.zip/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db : 0x90BAB 
(Size: 3100672 bytes), 
SHA256 hash: 9cfefed8fb9497baa5cd519d7d2bb5d7S

XUZARF

Filename: IMG_0028, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

YV9UAN

Filename: 23-5551.zip/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db : 0x90BAB 
(Size: 3100672 bytes), 
SHA256 hash: 9cfefed8fb9497baa5cd519d7d2bb5d7S

YYP9JF

Filename: IMG_0028.jpg, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

Z8VFRN
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ResponseWebCode
Filename: IMG_0028.JPG, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

ZMAL8U

Filename: IMG_0028.jpg, 
SHA256 hash: 3d960f20ae48440293c54288db3cbab3cd6e71b8463e8cefbd35283dc4a8550a

ZPVMQM

Filename: IMG_0028.JPG, 
SHA256 hash: 3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

ZQBPTP

Question 28: Provide the filename and SHA256 hash of the file the device user attached to a Signal 
Messenger message sent June 25, 2023 (UTC+0)?

Filename: IMG_0028.jpg
SHA256 hash: 
3D960F20AE48440293C54288DB3CBAB3CD6E71B8463E8CEFBD35283DC4A8550A

 Consensus Result:

 Expected Response Explanation:
Signal Messenger attachments are stored in /private/var/mobile/Containers/Shared/AppGroup/ 
4B065B3E-A9B2-4882-8A3D-0964E2933FE3/Attachments

 Expected Response Illustration:
Signal Chat (Cellebrite PA)
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IMG_0028.jpg

SHA256 (7Zip)
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Question 29: Provide the mobile phone number for contact Clement Haley.

276-475-3820 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1276475382023F84N

276-475-38202LVG6P

276-475-38202YGW9N

276-475-38202ZVDAA

276-475-382032LZYH

276-475-38203629MH

276-475-38203QNVCB

276-475-38204AVPCG

276-475-38204T98NL

276-475-38204Z9LB9

276-475-382062WHBM

276-475-382068W29C

276-475-38206CWC6B

276-475-38206R7W8A

276-475-38206Y6JWN

276-475-38207FT2LH

276-475-38207V6UTL

276-475-38207YNU7G

276-475-38207ZUC6C

276-475-38208CPKQZ

276-475-38208KHV3G

276-475-38208QPL6M

276-475-38208TV44H

27647538209B6JZ4

276-475-3820A3BFQE

276-475-3820A3FV3F

276-476-3820A3QYAC

276-475-3820ARR2PX

276-475-3820BA9MNE
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ResponseWebCode

276-475-3820BCCH8G

276-475-3820BCV7PC

276-475-3820BFVGLC

276-475-3820BURR9H

276-475-3820BXBQLD

276-475-3820C346TY

276-475-3820C4WYNH

276-475-3820C8WAJH

276-475-3820CQCJKH

276-475-3820CZXMU4

2764753820DEBFTU

276-475-3820EGADF7

276-475-3820EM48ET

276-475-3820EZBZ76

276-475-3820FE6ZDY

276-475-3820FMKJWX

276-475-3820FRRCP9

276-475-3820FTMWC9

276-475-3820G36WLA

276-475-3820GLLVTT

2764753820GN8PN9

276-475-3820H6UKJV

276-475-3820HMUEB2

276-475-3820HXCW49

276-475-3820J7GFJA

276-475-3820JYG2U2

276-475-3820KM37GN

276-475-3820KPBHW4

276-475-3820KW946R

276-475-3820LABWA9

276-475-3820LDCXBQ
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ResponseWebCode

276-475-3820LXVAV2

276-475-3820LYTFG3

276-475-3820MFVJEX

276-475-3820MG7D2Q

276-475-3820MUWBZ3

12764753820N2AJ26

276-475-3820N8WCD4

276-475-3820NPG3C4

2764753820NQATHH

276-475-3820P6R3LY

276-475-3820P8EMMW

276-475-3820PBUA22

276-475-3820PHBKGN

276-475-3820PHR2AV

276-475-3820PPAE9U

276-475-3820PUPMWU

276-475-3820Q4PR7L

276-475-3820QLQFVZ

276-475-3820RAR7KW

276-475-3820RDAJ6J

276-475-3820RG9U2J

276-475-3820RNR69T

276-475-3820RZN42K

276-475-3820THFG8W

276-475-3820TUCKCQ

276-475-3820UEGHCX

276-475-3820UUPGGV

276-475-3820UWYGKG

276-475-3820UYJBEW

276-475-3820VBBJDP

276-475-3820VMNEYF
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ResponseWebCode

276-475-3820WCLLYN

12764753820WLRHMR

276-475-3820WNE2NP

276-475-3820WPRUHQ

276-475-3820X3VCUQ

276-475-3820X8NGKA

276-475-3820XKBLUR

276-475-3820XUZARF

276-475-3820YV9UAN

276-475-3820YYP9JF

276-475-3820Z8VFRN

276-475-3820ZMAL8U

276-475-3820ZPVMQM

276-475-3820ZQBPTP

Question 29: Provide the mobile phone number for contact Clement Haley.
276-475-3820 Consensus Result:

 Expected Response Explanation:
Phone numbers for contacts are stored in /private/var/mobile/Library/AddressBook/AddressBook.sqlitedb and the 
associated temp (shm, wal) files. Contact names are in the ABPerson table and phone numbers are stored in the 
ABMultiValue table. Joining these tables by the ROWID and record_id fields (respectively) associates the names with 
correct numbers.

 Expected Response Illustration:
AddressBook.sqlitedb (DB Browser for SQLite)

Contacts table (Cellebrite PA)
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Question 30: Provide the original name of IMG_0023.JPG when it was AirDropped to the device?

sllip.pil.JPG Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

5005.JPG23F84N

sllip.pil.jpg2LVG6P

I am unable to provide the original name of IMG_0023.JPG. Having looked at the HEX and meta data of 
the image and looked in com.apple.sharingd

2YGW9N

sllip.pil.JPG2ZVDAA

sllip.pil.JPG32LZYH

sllip.pil.png3629MH

sllip.pil.JPG3QNVCB

sllip.pil.JPG4AVPCG

sllip.pil.JPG4T98NL

sllip.pil.JPG4Z9LB9

sllip.pil.JPG62WHBM

sllip.pil.JPG68W29C

image000000.jpg6CWC6B

sllip.pil.JPG6R7W8A

5005.JPG6Y6JWN

sllip.pil.JPG7FT2LH

IMG_0023.JPG7V6UTL

5005.jpg7YNU7G

5005.jpg7ZUC6C

sllip.pil.JPG8CPKQZ

sllip.pil.JPG8KHV3G

sllip.pil.JPG8QPL6M

5005.JPG8TV44H

5005.jpg9B6JZ4

sllip.pil.JPGA3BFQE

sllip.pil.JPGA3FV3F

sllip.pil.JPGA3QYAC

sllip.pil.JPGARR2PX
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

5005.JPGBA9MNE

sllip.pil.JPGBCCH8G

image000000.jpgBCV7PC

Slip.pil.jpgBFVGLC

sllip.pil.JPGBURR9H

sllip.pil.JPGBXBQLD

sllip.pil.JPGC346TY

sllip.pil.JPGC4WYNH

sllip.pil.JPGC8WAJH

Not within laboratory's scopeCQCJKH

5005.JPGCZXMU4

Not foundDEBFTU

sllip.pil.JPGEGADF7

Not within laboratory's scopeEM48ET

sllip.pil.JPGEZBZ76

sllip.pil.JPGFE6ZDY

sllip.pil.jpgFMKJWX

Not within laboratory's scopeFRRCP9

sllip.pil.JPGFTMWC9

sllip.pil.JPGG36WLA

sllip.pil.JPGGLLVTT

sllip.pil.JPGGN8PN9

5005.jpgH6UKJV

slip.pil.JPGHMUEB2

sllip.pil.JPGHXCW49

sllip.pil.JPGJ7GFJA

sllip.pil.JPGJYG2U2

slip.pil.JPGKM37GN

KPBHW4

sllip.pil.JPGKW946R

Not within laboratory's scopeLABWA9
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

sllip.pil.JPGLDCXBQ

sllip.pil.JPGLXVAV2

sllip.pil.JPGLYTFG3

5005.JPGMFVJEX

Not within laboratory's scope.MG7D2Q

IMG_0102.PNGMUWBZ3

sllip.pil.PNGN2AJ26

5005.JPGN8WCD4

sllip.pil.JPGNPG3C4

pngNQATHH

5005.JPGP6R3LY

IMG_0023.JPGP8EMMW

sllip.pil.jpgPBUA22

sllip.pil.JPGPHBKGN

sllip.pil.JPGPHR2AV

5005.jpgPPAE9U

sllip.pil.JPGPUPMWU

sllip.pil.JPGQ4PR7L

5005.JPGQLQFVZ

sllip.pil.JPGRAR7KW

sllip.pil.JPGRDAJ6J

Sllip.pil.JPGRG9U2J

7A1AFB03-D786-4995-B1B0-F5EBCF7B3641RNR69T

sllip.pil.JPGRZN42K

5005.jpgTHFG8W

sllip.pil.JPGTUCKCQ

sllip.pil.JPGUEGHCX

sllip.pil.JPGUUPGGV

sllip.pil.JPGUWYGKG

5005.jpgUYJBEW

sllip.pil.JPGVBBJDP
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

5005.jpgVMNEYF

sllip.pil.JPGWCLLYN

sllip.pil.JPGWLRHMR

IMG_0028.jpgWNE2NP

image000000.jpgWPRUHQ

sllip.pil.JPGX3VCUQ

5005.JPGX8NGKA

5005.JPGXKBLUR

sllip.pil.JPGXUZARF

5005.JPGYV9UAN

sllip.pil.JPGYYP9JF

sllip.pil.JPGZ8VFRN

SLLIP.PIL.JPGZMAL8U

sllip.pil.JPGZPVMQM

sllip.pil.JPGZQBPTP

( 153 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 30 - Examination Questions

Question 30: Provide the original name of IMG_0023.JPG when it was AirDropped to the device?
While no consensus was reached, the majority (67%) of participants provided the expected 
response. The intent of this question was for the participant to identify the original filename of a file
air-dropped to an iPhone from another Apple device. The information needed to do this is 
contained within the Photos.sqlite database. Twenty participants reported 5005.JPG as the original 
filename. 5005.JPG is a separate file, a system generated thumbnail of the full size image. iOS 
creates a 5005.JPG thumbnail file for each image or video file on the device. This thumbnail has 
created, accessed, and modified times later than the original.

 Consensus Result:

 Expected Response Explanation:
When AirDropped to an iPhone, photos are moved to /private/var/mobile/Media/DCIM/100APPLE/ and renamed to 
IMG_NNNN.JPG corresponding with the next available filename. Information about photos is stored in 
/private/var/mobile/Media/PhotoData/Photos.sqlite and the associated temp (shm, wal) files. The tables ZASSET and 
ZADDITIONALASSETATTRIBUTES contain the new and original filenames, respectively. The ZADDITIONALATTRIBUTES 
field in the ZGENERICASSET table corresponds to the Z_PK field in the ZADDITIONALASSETATTRIBUTES table and is 
used to link the current filename to the original. Reviewing these tables will discover files with differing original names.

 Expected Response Illustration:
Photos.sqlite (DB Browser for SQLite)

IMG_0023.jpg
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Question 31: Identify the International Mobile Equipment Identity (IMEI) number CURRENTLY ASSIGNED 
to this device. Provide numeric response.

351183325443751 Manufacturer ' s 
 Expected Response:

ResponseWebCode

35118332544375123F84N

3511833254437512LVG6P

3511833254437512YGW9N

3511833254437512ZVDAA

35118332544375132LZYH

3511833254437513629MH

3511833254437513QNVCB

3511833254437514AVPCG

3511833254437514T98NL

3511833254437514Z9LB9

35118332544375162WHBM

35118332544375168W29C

3511833254437516CWC6B

3511833254437516R7W8A

3511833254437516Y6JWN

3511833254437517FT2LH

3511833254437517V6UTL

3511833254437517YNU7G

3511833254437517ZUC6C

3511833254437518CPKQZ

3511833254437518KHV3G

3511833254437518QPL6M

3511833254437518TV44H

3511833254437519B6JZ4

351183325443751A3BFQE

351183325443751A3FV3F

351183325443751A3QYAC

351183325443751ARR2PX
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ResponseWebCode

351183325443751BA9MNE

351183325443751BCCH8G

351183325443751BCV7PC

351183325443751BFVGLC

351183325443751BURR9H

351183325443751BXBQLD

351183325443751C346TY

351183325443751C4WYNH

351183325443751C8WAJH

351183325443751CQCJKH

351183325443751CZXMU4

351183325443751DEBFTU

351183325443751EGADF7

351183325443751EM48ET

351183325443751EZBZ76

351183325443751FE6ZDY

351183325443751FMKJWX

351183325443751FRRCP9

351183325443751FTMWC9

351183325443751G36WLA

351183325443751GLLVTT

351183325443751GN8PN9

351183325443751H6UKJV

351183325443751HMUEB2

351183325443751HXCW49

351183325443751J7GFJA

351183325443751JYG2U2

351183325443751KM37GN

351183325443751KPBHW4

351183325443751KW946R

351183325443751LABWA9
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ResponseWebCode

351183325443751LDCXBQ

351183325443751LXVAV2

351183325443751LYTFG3

351183325443751MFVJEX

351183325443751MG7D2Q

351183325443751MUWBZ3

351183325443751N2AJ26

351183325443751N8WCD4

351183325443751NPG3C4

351183325443751NQATHH

351183325451077P6R3LY

351183325443751.351183325451077P8EMMW

351183325443751PBUA22

351183325443751PHBKGN

351183325443751PHR2AV

351183325443751PPAE9U

351183325443751PUPMWU

351183325443751Q4PR7L

351183325443751QLQFVZ

351183325443751RAR7KW

351183325443751RDAJ6J

351183325443751RG9U2J

351183325443751RNR69T

351183325443751RZN42K

351183325443751THFG8W

351183325451077TUCKCQ

351183325443751UEGHCX

351183325443751UUPGGV

351183325443751UWYGKG

351183325443751UYJBEW

351183325443751VBBJDP

( 157 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 31 - Examination Questions

ResponseWebCode

351183325443751VMNEYF

351183325443751WCLLYN

351183325443746WLRHMR

351183325443751WNE2NP

351183325443751WPRUHQ

351183325443751X3VCUQ

351183325451077X8NGKA

351183325443751XKBLUR

351183325443751XUZARF

351183325443751YV9UAN

351183325443751YYP9JF

351183325443751351Z8VFRN

351183325443751ZMAL8U

351183325443751ZPVMQM

351183325443751351183325451077ZQBPTP

Question 31: Identify the International Mobile Equipment Identity (IMEI) number CURRENTLY ASSIGNED 
to this device. Provide numeric response.

351183325443751 Consensus Result:

 Expected Response Explanation:
Subscriber information data is stored in 
/private/var/containers/Data/System/B1BACF84-E7F9-49E2-A8D8-3DBF37FAA9DA/Library/activation_records/ 
activation_record.plist/AccountToken

 Expected Response Illustration:
AccountToken.txt
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Question 32: Provide the full path, to include FILENAME and FILETYPE, of the file containing the keyword 
“sceloglaux”

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG or
23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B18
5-2B4D36943174\telegram-data\account-13616348458861119638\postbox\media\teleg
ram-cloud-document-1-4945456160451855245.jpg

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

IMG_0026.JPG 23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG In HEX view - "Sceloglaux" 
is the very last word Same image - telegram-cloud-document-1-4945456160451855245

23F84N

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG2LVG6P

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG , 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

2YGW9N

: /private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG or 
/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

2ZVDAA

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5

32LZYH

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG3629MH

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG3QNVCB

This file (an image/jpg of blue pills) is located in four (4) locations on the drive. The hidden word is in the final area of 
the files hex. 1-/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG 
2-\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\
account-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245.jpg, 
3-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245_partial, 
4-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245

4AVPCG

23-5551.zip\private\var\mobile\Media\DCIM\100Apple\IMG_0026.JPG4T98NL

FILETYPE: JPEG image data; FILENAME: 23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG4Z9LB9

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245

62WHBM

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg or 23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG

68W29C

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg AND 23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG

6CWC6B

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG6R7W8A

Not within laboratory's scope6Y6JWN

Full File Path; 23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG File Type: JFIF / JPEG and 
File Name: IMG_0026.JPG

7FT2LH

IMG_0026.JPG / telegram-cloud-document-1-4945456160451855245.jpg7V6UTL

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG7YNU7G
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private/var/mobile/containers/shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram 
data/account-13616348458861119638/postbox/media/telegram-cloud-document-14945456160451855245

7ZUC6C

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG8CPKQZ

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

8KHV3G

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

8QPL6M

23-5551.zip/private/var/mobile/Media/DCIM/100Apple/IMG_0026.JPG8TV44H

Not within laboratory's scope9B6JZ4

\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGA3BFQE

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

A3FV3F

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGA3QYAC

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGARR2PX

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

BA9MNE

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGBCCH8G

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg

BCV7PC

23-5551.zip\private\var\mobile\Media\DCIM\100Apple\IMG_0026.jpgBFVGLC

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

BURR9H

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGBXBQLD

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG and 
/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

C346TY

"/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/a
ccount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg" and 
"/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG"

C4WYNH

private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGC8WAJH

private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGCQCJKH

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

CZXMU4

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGDEBFTU

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG, 
/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

EGADF7

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGEM48ET

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGEZBZ76
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private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGFE6ZDY

/private/var/mobile/1 
Media/DCIM/100APPLE/IMG_0026.JPG�/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E7
4-B185-2B4D36943174/telegram-data/account-13616348458861119638/postbox/media/telegram-cloud-docum
ent-1-4945456160451855245.jpg

FMKJWX

Keyword search found two files containing the keyword: 
23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg and 23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG

FRRCP9

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG. FILENAME: IMG_0026.JPG FILETYPE: ImageFTMWC9

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

G36WLA

private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGGLLVTT

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGGN8PN9

/private/var/mobile/media/dcim/100Apple/IMG_0026.jpgH6UKJV

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552454.jpg

HMUEB2

\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGHXCW49

/23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG | Type: Picture (JPEG)J7GFJA

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg Image

JYG2U2

\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGKM37GN

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGKPBHW4

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGKW946R

private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGLABWA9

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245.jpg

LDCXBQ

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

LXVAV2

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245.jpg

LYTFG3

private/var/mobile/containers/shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegramdata/acco
unt 13616348458861119638/postbox/media/telegram-cloud-document 1-4945456160451855245

MFVJEX

Not within laboratory's scope.MG7D2Q

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGMUWBZ3

private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGN2AJ26

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGN8WCD4

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245

NPG3C4
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23-5551_Test_20Material.zip\Test 
Material\23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG

NQATHH

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGP6R3LY

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGP8EMMW

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

PBUA22

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

PHBKGN

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGPHR2AV

/23-5551.zip/private/var/mobile/media/DCIM/100Apple/img_0026.jpgPPAE9U

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGPUPMWU

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

Q4PR7L

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGQLQFVZ

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGRAR7KW

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg

RDAJ6J

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg

RG9U2J

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg

RNR69T

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

RZN42K

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245.jpg

THFG8W

private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGTUCKCQ

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855245

UEGHCX

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg, 
/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG

UUPGGV

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

UWYGKG

\23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGUYJBEW

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGVBBJDP

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

VMNEYF

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG and the file type is jpegWCLLYN
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23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGWLRHMR

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPGWNE2NP

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.jpgWPRUHQ

23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG (see Aditional Comments for additional file 
paths)

X3VCUQ

23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPGX8NGKA

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
o unt-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

XKBLUR

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

XUZARF

Not within laboratory's scopeYV9UAN

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855245.jpg

YYP9JF

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

Z8VFRN

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
5.jpg

ZMAL8U

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
5.jpg AND 23-5551.zip\private\var\mobile\Media\DCIM\100APPLE\IMG_0026.JPG

ZPVMQM

Filename: IMG_0026.JPG Filetype: Image (.jpg) File Path: 
23-5551.zip/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG

ZQBPTP
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Question 32: Provide the full path, to include FILENAME and FILETYPE, of the file containing the keyword 
“sceloglaux”

/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG or
23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D369431
74\telegram-data\account-13616348458861119638\postbox\media\telegram-cloud- 
document-1-4945456160451855245.jpg

 Consensus Result:

 Expected Response Explanation:
Searching all file contents for the term “sceloglaux” discovers the filename and filetype.

 Expected Response Illustration:
IMG_0026.JPG (Cellebrite PA (Advanced Search) Hex View)

IMG_0026.JPG (EnCase)
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Question 33: Provide the full path, to include FILENAME and FILETYPE, for the file containing the keyword 
“blakistoni”

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B18
5-2B4D36943174\telegram-data\account-13616348458861119638\postbox\media\teleg
ram-cloud-document-1-4945456160451855246.jpg

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

telegram-cloud-document-1-4945456160451855246.jpg 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg In HEX view - "blakistoni" is just after the file header

23F84N

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

2LVG6P

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

2YGW9N

: /private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ 
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

2ZVDAA

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6

32LZYH

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-1361634845 
8861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

3629MH

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

3QNVCB

This file (an image/jpg of blue pills) is located in three (3) locations on the drive. The hidden word is in the final area 
of the files hex. 
1-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg 
2-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246_partial 
3-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246

4AVPCG

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D3694317\telegr
am-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246
.jpg

4T98NL

FILETYPE: JPEG image data; FILENAME: 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

4Z9LB9

private\var\mobile\Containers\Shared\AppGroup\FB40b988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-1361634845861119638\postbox\media\telegram-cloud-document-1-4945456160451855246

62WHBM

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

68W29C

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

6CWC6B

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

6R7W8A

Not within laboratory's scope6Y6JWN
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File Path: 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-da 
ta/account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246 File 
name: telegram-cloud-document-1-4945456160451855246 File Type - JFIF / JPEG

7FT2LH

telegram-cloud-document-1-4945456160451855246.jpg7V6UTL

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

7YNU7G

private/var/mobile/containers/shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram 
data/account-13616348458861119638/postbox/media/telegram-cloud-document-14945456160451855246

7ZUC6C

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

8CPKQZ

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

8KHV3G

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

8QPL6M

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

8TV44H

Not within laboratory's scope9B6JZ4

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

A3BFQE

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

A3FV3F

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13606348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

A3QYAC

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

ARR2PX

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

BA9MNE

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

BCCH8G

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

BCV7PC

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

BFVGLC

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

BURR9H

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

BXBQLD

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

C346TY
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/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

C4WYNH

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

C8WAJH

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

CQCJKH

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

CZXMU4

/private/var/mobile/Media/DCIM/100APPLE/IMG_0027.JPGDEBFTU

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

EGADF7

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

EM48ET

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

EZBZ76

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\ 
telegram-data\account-13616348458861119638\postbox\media\ 
telegram-cloud-document-1-4945456160451855246.jpg

FE6ZDY

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

FMKJWX

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

FRRCP9

telegram-cloud-document-14945456160451855246.jpgFTMWC9

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

G36WLA

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

GLLVTT

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

GN8PN9

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

H6UKJV

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

HMUEB2

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data 
\account-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

HXCW49

/23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74- 
B185-2B4D36943174/telegram-data/account-13616348458861119638/postbox/media/telegram-clouddocument
- 1-4945456160451855246.jpg | Type: Picture (JPEG)

J7GFJA

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg Image

JYG2U2

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count- 13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

KM37GN
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23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

KPBHW4

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

KW946R

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

LABWA9

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

LDCXBQ

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

LXVAV2

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

LYTFG3

private/var/mobile/containers/shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram 
data/account-13616348458861119638/postbox/media/telegram-cloud document-1-4945456160451855246

MFVJEX

Not within laboratory's scope.MG7D2Q

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

MUWBZ3

\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\ac
count-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

N2AJ26

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

N8WCD4

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246

NPG3C4

23-5551_Test_20Material.zip\Test 
Material\23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943
174\telegram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-49454561604
51855246.jpg

NQATHH

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

P6R3LY

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

P8EMMW

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

PBUA22

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

PHBKGN

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

PHR2AV

/23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/tele
gram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
46.jpg

PPAE9U

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

PUPMWU

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

Q4PR7L

( 168 ) Copyright ©2024 CTS, IncRevised: 19-January-2024. Addition of Participant's data



Mobile Digital Evidence - iOS Analysis Test 23-5551

TABLE 1
 Question 33 - Examination Questions

ResponseWebCode

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

QLQFVZ

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

RAR7KW

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

RDAJ6J

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

RG9U2J

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

RNR69T

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

RZN42K

private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\telegram-data\acc
ount-13616348458861119638\postbox\media\telegram-cloud-document-1-4945456160451855246.jpg

THFG8W

"private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg "

TUCKCQ

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
ount-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246

UEGHCX

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

UUPGGV

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

UWYGKG

\23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\tele
gram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-49454561604518552
46.jpg

UYJBEW

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

VBBJDP

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

VMNEYF

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg and the file type is jpeg

WCLLYN

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\ 
telegram-cloud-document-1-4945456160451855246.jpg

WLRHMR

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

WNE2NP

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

WPRUHQ

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg (see Additional Comments for additional file paths)

X3VCUQ
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ResponseWebCode

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

X8NGKA

private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/acc
o unt-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

XKBLUR

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

XUZARF

Not within laboratory's scopeYV9UAN

/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/telegram-data/ac
count-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160451855246.jpg

YYP9JF

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

Z8VFRN

23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616045185524
6.jpg

ZMAL8U

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\teleg
ram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616045185524
6.jpg

ZPVMQM

Filename: telegram-cloud-document-1-4945456160451855246.jpg Filetype: Image (.jpg)ZQBPTP

Question 33: Provide the full path, to include FILENAME and FILETYPE, for the file containing the keyword 
“blakistoni”

23-5551.zip\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B
4D36943174\telegram-data\account-13616348458861119638\postbox\media\telegram-clou
d-document-1-4945456160451855246.jpg

 Consensus Result:

 Expected Response Explanation:
Searching all file contents for the term “blakistoni” discovers the filename and filetype. The file is located in data related 
to the Telegram communications app.

 Expected Response Illustration:
telegram-cloud-document-1-4945456160451855246
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telegram-cloud-document-1-4945456160451855246 (EnCase Hex View)
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Question 34: What is the name of the cryptocurrency wallet app installed by the user?

Exodus Manufacturer ' s 
 Expected Response:

ResponseWebCode

Exodus23F84N

Exodus2LVG6P

exodus2YGW9N

Exodus2ZVDAA

exodus32LZYH

Exodus3629MH

Exodus3QNVCB

exodus4AVPCG

Exodus4T98NL

Exodus4Z9LB9

exodus62WHBM

exodus68W29C

Exodus6CWC6B

Exodus6R7W8A

Exodus6Y6JWN

Exodus7FT2LH

exodus7V6UTL

Exodus7YNU7G

Exodus7ZUC6C

Exodus8CPKQZ

exodus8KHV3G

exodus8QPL6M

exodus8TV44H

exodus9B6JZ4

ExodusA3BFQE

Exodus: Crypto Bitcoin WalletA3FV3F

exodusA3QYAC

ExodusARR2PX

exodusBA9MNE
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ResponseWebCode

exodus (exodus-movement.exodus)BCCH8G

ExodusBCV7PC

ExodusBFVGLC

exodusBURR9H

exodusBXBQLD

exodusC346TY

exodusC4WYNH

exodusC8WAJH

ExodusCQCJKH

ExodusCZXMU4

ExodusDEBFTU

WalletEGADF7

exodusEM48ET

exodusEZBZ76

exodusFE6ZDY

Exodus: Crypto Bitcoin WalletFMKJWX

ExodusFRRCP9

exodusFTMWC9

ExodusG36WLA

ExodusGLLVTT

exodusGN8PN9

exodusH6UKJV

ExodusHMUEB2

exodusHXCW49

ExodusJ7GFJA

Exodus: Crypto Bitcoin WalletJYG2U2

ExodusKM37GN

exodusKPBHW4

exodusKW946R

exodusLABWA9

exodusLDCXBQ
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ResponseWebCode

exodusLXVAV2

exodusLYTFG3

exodusMFVJEX

exodusMG7D2Q

exodusMUWBZ3

ExodusN2AJ26

ExodusN8WCD4

exodusNPG3C4

exodus-movement.exodusNQATHH

exodus-movement.exodusP6R3LY

exodusP8EMMW

ExodusPBUA22

exodusPHBKGN

exodusPHR2AV

ExodusPPAE9U

exodusPUPMWU

exodusQ4PR7L

exodusQLQFVZ

exodusRAR7KW

EXODUSRDAJ6J

ExodusRG9U2J

ExodusRNR69T

Exodus MovementRZN42K

ExodusTHFG8W

ExodusTUCKCQ

exodusUEGHCX

ExodusUUPGGV

exodusUWYGKG

ExodusUYJBEW

exodusVBBJDP

ExodusVMNEYF
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ResponseWebCode

exodusWCLLYN

ExodusWLRHMR

exodusWNE2NP

ExodusWPRUHQ

exodusX3VCUQ

exodusX8NGKA

ExodusXKBLUR

exodusXUZARF

ExodusYV9UAN

exodusYYP9JF

exodusZ8VFRN

ExodusZMAL8U

exodusZPVMQM

exodus (exodus-movement.exodus)ZQBPTP
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Question 34: What is the name of the cryptocurrency wallet app installed by the user?
Exodus Consensus Result:

 Expected Response Explanation:
Installed app information is stored in an iTunesMetadata.plist file for each app.

 Expected Response Illustration:
iTunesMetadata.plist
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Question 35: What application was used to create the file containing the word “ogygoptynx”?

Notes Manufacturer ' s 
 Expected Response:

ResponseWebCode

Notes application23F84N

Notes2LVG6P

Notes2YGW9N

Notes2ZVDAA

Notes32LZYH

Notes3629MH

Notes3QNVCB

Apple Notes4AVPCG

Apple Notes4T98NL

"NOTES" (Apple Notes)4Z9LB9

Apple Notes62WHBM

Notes68W29C

Apple Notes6CWC6B

MobileNotes6R7W8A

Notes6Y6JWN

Notes7FT2LH

Apple Notes7V6UTL

Notes7YNU7G

Apple Notes7ZUC6C

Apple Notes8CPKQZ

Notes8KHV3G

Notes8QPL6M

Notes8TV44H

Notes9B6JZ4

Apple NotesA3BFQE

NotesA3FV3F

NotesA3QYAC

Apple NotesARR2PX

NotesBA9MNE
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ResponseWebCode

Apple NotesBCCH8G

NotesBCV7PC

iCloud NotesBFVGLC

Apple NotesBURR9H

NotesBXBQLD

NotesC346TY

NotesC4WYNH

C8WAJH

Apple NotesCQCJKH

Apple NotesCZXMU4

Apple Notes applicationDEBFTU

Apple NotesEGADF7

NotesEM48ET

Apple NotesEZBZ76

NotesFE6ZDY

NotesFMKJWX

Apple NotesFRRCP9

NotesFTMWC9

Apple NotesG36WLA

Apple NotesGLLVTT

NotesGN8PN9

NotesH6UKJV

Apple NotesHMUEB2

NotesHXCW49

NotesJ7GFJA

Apple NotesJYG2U2

NotesKM37GN

NotesKPBHW4

Apple NotesKW946R

Apple NotesLABWA9

NotesLDCXBQ
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ResponseWebCode

NotesLXVAV2

NotesLYTFG3

Apple notesMFVJEX

NotesMG7D2Q

NotesMUWBZ3

NotesN2AJ26

NotesN8WCD4

NotesNPG3C4

com.bird.sortpuzzle.sortgameNQATHH

Apple NotesP6R3LY

Apple NotesP8EMMW

NotesPBUA22

NotesPHBKGN

NotesPHR2AV

NotesPPAE9U

NotesPUPMWU

NotesQ4PR7L

NotesQLQFVZ

NotesRAR7KW

NOTESRDAJ6J

Apple NotesRG9U2J

Apple NoteRNR69T

Apple NotesRZN42K

Apple NotesTHFG8W

NotesTUCKCQ

NotesUEGHCX

Apple NoteUUPGGV

NotesUWYGKG

Apple NotesUYJBEW

Apple NotesVBBJDP

NotesVMNEYF
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ResponseWebCode

Apple NotesWCLLYN

Apple NotesWLRHMR

NotesWNE2NP

Apple NotesWPRUHQ

NotesX3VCUQ

NotesX8NGKA

NotesXKBLUR

NotesXUZARF

NotesYV9UAN

NotesYYP9JF

NotesZ8VFRN

Apple notesZMAL8U

Apple NotesZPVMQM

Mobile Notes (com.apple.mobilenotes)ZQBPTP
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Question 35: What application was used to create the file containing the word “ogygoptynx”?
(Apple) Notes Consensus Result:

 Expected Response Explanation:
The term "ogygoptynx" can be found via keyword search in Note number 2 
(/private/var/mobile/Containers/Shared/AppGroup/51B05BDD-DB60-4753-B974-65A82E0CDA1F/NoteStore.sqlite)

 Expected Response Illustration:
Note (Cellebrite PA 8)
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TABLE 2

Additional CommentsWebCode

The answer to 22 could be 2023-04-06 or 2023-06-25. The answer to 31 could be 351183325443751 
or 351183325451077

2LVG6P

The answer for Question 32 was found in two location. Both file paths were provided per our contact at 
CTS.

2ZVDAA

Question 32 had this image file in four locations, with four different file names (and two Sha-1 hashes), all 
of which included the word in its hex data: 
1-/private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG Sha-1 hash 
(20e2adb0d36a3e2e13eabd7a1363e135881803ed) 
2-\private\var\mobile\Containers\Shared\AppGroup\FB40B988-11D0-4E74-B185-2B4D36943174\tele
gram-data\account-13616348458861119638\postbox\media\telegram-cloud-document-1-494545616
0451855245.jpg, Sha-1 Hash (755d99133832ed9d4051bcf49e06d2ff6c8ac460) 
3-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/tele
gram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616
0451855245_partial, 
4-/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/tele
gram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-494545616
0451855245

4AVPCG

Question #32 has three locations for the file, one that I listed in the test; the other two locations 
containing the keyword “sceloglaux” are as follows: 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-
4945456160451855245 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-
4945456160451855245.jpg

4Z9LB9

Question 32: The /private/var/mobile/Media/DCIM/100APPLE/IMG_0026.JPG file also contains the 
keyword "sceloglaux".

A3FV3F

There are 2 questions (nr. 9 and 32) that have 2 correct answers. To make sure we answered the question 
fully, we have provided *both* answers.

C4WYNH

This test is more related to a Comp Test than a PT. No approved tools to modify GPS coordinates. We 
would not export a specific image then hash it just to report it out. We do not transcribe audio files. The 
full file would be provided to our customers. Q31) is outside laboratory scope, placed first entry listed in 
question field. All IMEI numbers would have been provided. Entry field is formatted incorrectly to allow for 
notification of not providing a response. Q32) there is a possible second answer which this testing format 
does not allow for Q33) same issues as Q32- other available answers which this testing format fails to 
account for allowing a full response to the question.

CQCJKH

More information about the device and the extraction would make this more realistic.EM48ET

This is more of a detailed CT test instead of a proficiency test. We would not convert GPS coordinates as 
reported by the forensic software unless needed as we do not have an approved tool for this conversion. 
We would only report the parsed out format result from the forensic tool. We report dates and times in 
common format known and more understandable to most of our customers which is MM/DD/YYYY and 
AM and PM not 24 hour/military time. We would not export and hash an image associated with a contact, 
it would simply be listed in the portable case for the customer to review. We would not transcribe audio 
artifacts listed in the report, we would include the audio for our customer to listen to and review. We would 
not export and hash the file attachment in Q 28, It would be listed in the portable case for our customer to 
review. In regards to the question about the active IMEI, We would report all the associated IMEI's for the 
device. Questions 32 and 33 Comments. Sector level keyword search performed to find this data. Q32 

LABWA9
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Additional CommentsWebCode
contains 12 hits with 2 different paths/locations for the file. There is more than one answer for this 
question. Q33 Q33 contains multiple keyword hits for both the full and partial file, so there could be more 
than one answer for this question.

Basic instruction on writing latitude and longitude is that you EITHER utilize degrees/minutes/seconds with 
a directional (E/W and N/S) OR you use +/- with decimal (no directional N/S/E/W). You never combine 
the two as is requested in the presented questions (decimal with a directional). 
https://www.wikihow.com/Write-Latitude-and-Longitude

LYTFG3

For question no.9, unable to decode an encrypted data in ProtonMail.sqlite. For question no.31 this 
phone have 2 IMEI.

P8EMMW

Question 32. The keyword "sceloglaux" was also found in the file: 
"/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D36943174/teleg
ram-data/account-13616348458861119638/postbox/media/telegram-cloud-document-1-4945456160
451855245.jpg"

PHR2AV

Question 31: Note: The IMEI2 assigned to this device was identified as 351183325451077.UWYGKG

QUESTION 9: Second email received from josBbanks@proton.me on June 18,2023 had subject "Re: 
m30s." QUESTION 32: Additional files containing "sceloglaux" keyword identified: 
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
45
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
45.jpg
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
45_partial
QUESTION 33: Additional files containing "blakistoni" keyword identified:
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
46
23-5551.zip/private/var/mobile/Containers/Shared/AppGroup/FB40B988-11D0-4E74-B185-2B4D369
43174/telegram-data/
account-13616348458861119638/postbox/media/telegram-cloud-document-1-49454561604518552
46_partial

X3VCUQ

Question 32: I observed two file paths to this keyword. I provided both as they are a path to a visually 
similar image.

ZPVMQM

No errors occured when loading into the forensic software. Full trace log has been saved and is available 
for further review. Please note, when loading into the forensic software the following prompt occurred 
when decoding the 'Wickr' application; 'Wickr password required'. As no passwords file has been provided 
'Cancel' was selected and the forensic software continued to decode the remaining data. The extraction 
has crashed when reviewing the location data. As such, the extraction has been reloaded and the trace 
logs reviewed and compared. The new trace log has been saved.

ZQBPTP

-End of Report-
(Appendix may follow)
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