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Participants were provided with data yielded from an extraction of a smartphone. They were asked to examine the
extracted data and answer scenario-based questions utilizing their own tools and methods. Data were returned from
103 participants and are compiled in the following tables:
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Table 2: Additional Comments 151

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - Android Analysis Test 23-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smartphone. 
Participants were asked to examine the extracted data pertaining to a simulated scenario using their own tools and 
methods.

SAMPLE PREPARATION: 
A scripted scenario based upon a corporate espionage case was created to generate user data on the evidence 
Android device. The execution of the scripted crime took place between 11 November 2022 and 10 December 2022. 
A Google Pixel 5 smartphone was used to perform the activities and generate the intended artifacts.

The phone data was acquired via a file system extraction of the smartphone using Cellebrite software and compiled 
into a zip archive. This file was uploaded to the CTS Portal for participants to download. A MD5 checksum was 
calculated for the file to generate a unique hash value that allows participants to validate the successful download of 
the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data using various software including Cellebrite UFED 
7.59, Cellebrite PA 8, Autopsy  4.19, 7-zip 19 and Exiftool 12.05 to ensure the expected results could be achieved. 
Results from the predistribution laboratories were reviewed and certain questions were rephrased as necessary. Several 
forensic software tools were utilized during the validation of this test. CTS does not endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

The owner of the subject phone is a project engineer for ACME Enterprises, a technology firm that develops and sells 
high-power lasers and components. Certain activities related to the sharing of sensitive and proprietary information 
have attracted the attention of the ACME network security team. The subject phone has been confiscated and data 
extracted for your examination.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

1  On what date was this extraction acquired ?  Provide your response as YYYY - MM - DD using the date picker .
2022-12-10

2  Provide the SHA 1  hash for Smart Phones _ PDAs _ Generic Android . zip .
4270C26D07EBB4D295DC142C593F47C5ABD1D8E9

3  What type of extraction was performed ?
Filesystem, or Filesystem [Android ADB]

4  What is the version of extraction software used ?
7.59.0.128

5  According to the metadata in the photos captured with this device ,  what make and model phone is this ?
Google

Pixel 5

6  What version of Android is running on this phone ?
13

7  What is the set time zone for this phone ?  ( Provide answer in the format Continent / City e . g .:“ Europe /Kiev” ).
America/New_York

8 Provide the device owner’s  ( full )  name  ( as registered in the Google account ).
Mitchell Michaels, or Mitchell D Michaels

9  What is the account name  ( email address ) for this device’s google . com backup account ?
mitchelldmichaels@gmail.com

10  What is the Default Gateway MAC Address of the Wifi Hotspot named  " Target Guest Wi - Fi " ( connected to by 
 this phone ) ?
e0:55:3d:4c:2b:08

11 This phone was configured with “B 2EMO” as the mobile hotspot WiFi SSID .  What is the passphrase ?
youdontneedapassword

12  What is the name of the Bluetooth device with MAC Address a 2 : 9 d : fe : 97 : be : 53 ?
MONSTER WBA9-1008

13** What is the user’s username  ( email address )  for the Mail . com app ?
MitchellMichaels.ACME@engineer.com

14  What is the filename and extension of the file containing the word ornimegalonyx ?  ( i . e . ,  name . extension )
laser_test_rr copy.mp4

15  What is the SHA 256  hash of the file with MD 5  hash  4 fd 1 e 07 bef 0 e 2 a 6461 f 363 fd 61 b 51873  ( or SHA 1 
 756 E 41 BF 0 AB 32 C 105897 B 7 FFD 8 B 538083327 B 8 E 2 ) ?
1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697

16  What time of day is mentioned in the Google Voice voicemail message received December  9 ,  2022 ?
seven o’clock

( 3 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

17  From whom  ( full contact name ) did the device owner receive a message regarding something called 
“crossbow”  ?
Chris Knight

18  Who  ( full contact name )  did the device owner call on  8  December  2022  ( 12 / 8 / 2022 )  6 : 49 : 39  PM ( UTC + 0 ) ?
Chris Knight

19  What email address is associated with the contact with the phone number  703 - 672 - 7934 ?
Shannon.Ewe@cybergal.com

20  What status does the call log database show for the call on  9  December  2022  ( 12 / 9 / 2022 )  9 : 51 : 34  PM 
 ( UTC + 0 ) ?  ( Report one of the following :  Answered ,  Blocked ,  Missed ,  Outgoing ,  Rejected ,  Voicemail ,  WiFi )
Missed

21  What event did the user receive an email invitation to attend ?
33rd or 3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event

22  What was the date and time of the LAST answered incoming call ?  Provide your response in  ( UTC + 0 ) ,  using 
 the date / time  ( 24 - hour )  picker which presents the date in the following format :  YYYY - MM - DD .
2022-12-09 17:33

23  What is the name of the document did the user send as a Gmail attachment on  9  December  2022 
 ( 12 / 9 / 2022 )  4 : 39 : 17  PM ( UTC + 0 ) ?
s41377-020-0312-1.docx

24  What text is listed next to the number  " 4 " in the Google Keep note titled “Project Milestones” ?
patent

25  Provide the filename for one of the photos taken near Latitude / Longitude  38 . 987283  / - 76 . 283095 .
PXL_20221126_214002176.jpg, or PXL_20221126_214023522.jpg, or PXL_20221126_214025360.jpg

26 On what date was the user scheduled for a “Date ?” on their calendar ?  Provide your response as 
 YYYY - MM - DD using the date picker .
2022-12-09

27  What website did the user visit with the Chrome browser on  11  November  2022  ( 2022 - 11 - 11 )  21 : 42 : 45 
 EST ?  ( Provide the full URL ,  i . e . ,  https :// site . tld / page /)
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tickets-46
6583121677

28  What web page did the user bookmark in the chrome browser ?  ( Provide the full URL ,  i . e . , 
 https :// lang . m . site . tld / page / subpage )
https://en.m.wikipedia.org/wiki/Laser

29  Provide the title shown on the document of the file with MD 5  hash  36 e 3 feaf 5 b 3 e 8102 b 4 ce 2 e 939 a 0588 ab .
Photograph of a document titled “Proprietary and Confidential – ACME Enterprises Applied Laser Research ~ 
Optics for Launching and Receiving Beams”

30  Who  ( provide full name ) is listed in the metadata as the “Author /Creator” of the file 
s 41377 - 020 - 0312 - 1 . docx ?
MItchell Michaels

( 4 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

31  What text is contained in the watermark for s 41377 - 020 - 0312 - 1 . docx ?
Proprietary and Confidential – ACME Applied Laser Research

32  On what date was the mail . com app installed ?  Provide your response as YYYY - MM - DD using the date picker .
2022-11-11

33  What address  ( provide full address )  did the user store as their work address in Google Maps ?
43811 Central Station Dr, Ashburn, VA 20147

34**  Who  ( provide email address ) sent an email to the phone owner at their “ACME” non - Gmail email address 
 regarding having met them at the conference that day ?
Shannon.Ewe@cybergal.com

( 5 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
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Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in analyzing 

digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, the data 

extracted from a smartphone, and a series of questions related to the extracted data. (See Manufacturer’s Information 

for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network settings, 

native and third-party applications, communications, web browser history, and Geo-Location information. 

Of the 34 total questions, two questions (#13 and #34) did not reach a consensus response. For question #13, 

participants were asked for the user's email address for the Mail.com app.  The majority of participants (74%) reported 

the expected response, whereas the remaining participants reported a variety of other email addresses. For question 

#34, participants were asked to provide the email address of the person who sent an email to the phone owner's 

non-Gmail email address. The majority of participants (71%) reported the expected response. Of the remaining 

participants, 18 reported "robertabenson55@gmail.com" or a variation of that email. More details concerning these 

results are discussed later in the report under the corresponding questions.

Many comments were received regarding question #27 as many participants believed that requesting the time in "EST" 

was likely an error and should have been listed as "GMT" or "UTC+0".  In preparation of the test material, the stored 

timestamp was mis-interpretated by the tool used. Further investigation following the close of the test, showed the 

timestamp as "UTC+0" using Cellebrite. While this appeared to cause some confusion, all participants reported the 

expected response.  

We acknowledge that the Digital Forensics field is increasing in complexity and there are generally not many 

clearly-defined answers. Similarly, for this test, participants should follow their laboratory's policies and procedures when 

evaluating the MDE proficiency test results.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced during 

the discussion of results. CTS does not endorse any particular tools.

( 6 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: On what date was this extraction acquired? Provide your response as YYYY-MM-DD using the 
date picker.

2022-12-10 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-12-1022HQDV

2022-12-1034Z6GW

2022-12-1037XAJF

2022-12-103BYWKJ

2022-12-103DN6QE

2022-12-103WZTHD

2022-12-104BX4KQ

2022-12-104F7P9M

2022-12-104MTC7E

2022-12-104PBRDK

2022-12-104PZPRL

2022-12-104R2ZJF

2022-12-104RM9TJ

2022-12-104RZXXH

2022-12-104ZH8LE

2022-12-104ZHELK

2022-12-1064BVCK

2022-12-106VGPHJ

2022-12-10724QKG

2022-10-127AYVBX

2022-12-107DY4HT

2022-12-107HR4ZU

2022-10-127YEGEM

2022-12-108C2ZHQ

2022-12-108CHAEX

2022-12-109APXVH

2022-12-109T9NG8
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

2022-12-109V9MJN

2022-12-10AL2HWQ

2022-12-10B8VLDN

2022-12-10BLTM3H

2022-12-10BMCKHP

2022-10-12BN2TNJ

2022-12-10CPVT8G

2022-12-10CTTJ6F

2022-12-10CV2RFK

2022-12-10CWRXUQ

2022-12-10CXQYZH

2022-12-10E7PFFD

2022-12-10EKCVEE

2022-12-10ELRXH9

2022-12-10EP26TB

2022-12-10F7KHMT

2022-12-10F7KMVA

2022-12-10G7DUED

2022-12-10GAEYA7

2022-10-12GC46U4

2022-12-10GKJQXF

2022-12-10GLUQXF

2022-12-10GYGV7D

2022-12-10HHA2AW

2022-12-10HQJKEE

2022-12-10J2YUER

2022-12-10J6GR9A

2022-12-10JH6Y24

2022-12-10JHKHNM

2022-12-10JQX7MV

2022-12-10JQZ7F4

2022-10-12JRDTXH
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

2022-12-10JX2BEE

2022-12-10K4H9HR

2022-12-10K9DZRA

2022-12-10KG86LB

2022-12-10KUFQ8P

2022-12-10LLXYX3

2022-12-10M6PCZ9

2022-12-10M94ZK6

2022-12-10MA4XY8

2022-10-12MQ7PTW

2022-10-12N87WK3

2022-12-10N8EREB

2022-12-10NWDCJ9

2022-12-10P3APJ7

2022-12-10Q6T4M7

2022-12-10Q8LWHP

2022-12-10QH3LGU

2022-12-10QLJ2QM

2022-10-12QMA86R

2022-12-10R3K7TP

2022-12-10R3L9EM

2022-10-12RBEEDF

2022-10-12RBFD8N

2022-12-10RVVC8P

2022-12-10TJ4JKL

2022-12-10TUL32X

2022-10-12TWBC8R

2022-12-10U3C7KK

2022-12-10U3ZAFF

2022-12-10U7WXU3

2022-12-10V3D6ET

2022-12-10VENVYF
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

2022-12-10VFK9L9

2022-12-10VGQQK6

2022-12-10VHAF76

2022-12-10W7B2LY

2022-12-10WB2HRX

2022-12-10WCFVJ2

2022-12-10WTK8BQ

2022-12-10WV4LD7

2022-12-10X8F7CT

2022-12-10YGJKTK

2022-12-10Z3ENAH

2022-12-10ZF6DAN

Question 1: On what date was this extraction acquired? Provide your response as YYYY-MM-DD using the 
date picker.

2022-12-10. Due to differences in date reporting formats, the date reported as "2022-10-12" was 
also accepted.

 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
Smart Phones_PDAs_Generic Android.ufd

( 10 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
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TABLE 1
 Question 2 - Examination Questions

Question 2: Provide the SHA1 hash for Smart Phones_PDAs_Generic Android.zip.

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9 Manufacturer ' s 
 Expected Response:

ResponseWebCode

4270c26d07ebb4d295dc142c593f47c5abd1d8e922HQDV

4270C26D07EBB4D295DC142C593F47C5ABD1D8E934Z6GW

4270C26D07EBB4D295DC142C593F47C5ABD1D8E937XAJF

4270c26d07ebb4d295dc142c593f47c5abd1d8e93BYWKJ

4270c26d07ebb4d295dc142c593f47c5abd1d8e93DN6QE

4270c26d07ebb4d295dc142c593f47c5abd1d8e93WZTHD

4270C26D07EBB4D295DC142C593F47C5ABD1D8E94BX4KQ

4270c26d07ebb4d295dc142c593f47c5abd1d8e94F7P9M

4270c26d07ebb4d295dc142c593f47c5abd1d8e94MTC7E

4270C26D07EBB4D295DC142C593F47C5ABD1D8E94PBRDK

4270c26d07ebb4d295dc142c593f47c5abd1d8e94PZPRL

SHA1: 4270c26d07ebb4d295dc142c593f47c5abd1d8e94R2ZJF

4270c26d07ebb4d295dc142c593f47c5abd1d8e94RM9TJ

4270C26D07EBB4D295DC142C593F47C5ABD1D8E94RZXXH

4270c26d07ebb4d295dc142c593f47c5abd1d8e94ZH8LE

4270C26D07EBB4D295DC142C593F47C5ABD1D8E94ZHELK

4270c26d07ebb4d295dc142c593f47c5abd1d8e964BVCK

4270C26D07EBB4D295DC142C593F47C5ABD1D8E96VGPHJ

4270c26d07ebb4d295dc142c593f47c5abd1d8e9724QKG

4270C26D07EBB4D295DC142C593F47C5ABD1D8E97AYVBX

4270c26d07ebb4d295dc142c593f47c5abd1d8e97DY4HT

5274F3BED3784A10451BDF015EABC6C755E9058B7HR4ZU

4270c26d07ebb4d295dc142c593f47c5abd1d8e97YEGEM

4270C26D07EBB4D295DC142C593F47C5ABD1D8E98C2ZHQ

4270C26D07EBB4D295DC142C593F47C5ABD1D8E98CHAEX

4270c26d07ebb4d295dc142c593f47c5abd1d8e99APXVH

4270C26D07EBB4D295DC142C593F47C5ABD1D8E99T9NG8

4270C26D07EBB4D295DC142C593F47C5ABD1D8E99V9MJN

4270c26d07ebb4d295dc142c593f47c5abd1d8e9AL2HWQ

( 11 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

SHA1 Base16 - 4270C26D07EBB4D295DC142C593F47C5ABD1D8E9; SHA1 Base32 - 
IJYME3IH5O2NFFO4CQWFSP2HYWV5DWHJ

B8VLDN

4270c26d07ebb4d295dc142c593f47c5abd1d8e9BLTM3H

4270c26d07ebb4d295dc142c593f47c5abd1d8e9BMCKHP

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9BN2TNJ

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9CPVT8G

4270c26d07ebb4d295dc142c593f47c5abd1d8e9CTTJ6F

Base 16: 4270C26D07EBB4D295DC142C593F47C5ABD1D8E9; Base 32: 
IJYME3IH5O2NFFO4CQWFSP2HYWV5DWHJ

CV2RFK

SHA1-base16: 4270C26D07EBB4D295DC142C593F47C5ABD1D8E9, SHA1-base32: 
IJYME3IH5O2NFFO4CQWFSP2HYWV5DWHJ

CWRXUQ

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9CXQYZH

4270c26d07ebb4d295dc142c593f47c5abd1d8e9E7PFFD

4270c26d07ebb4d295dc142c593f47c5abd1d8e9EKCVEE

4270c26d07ebb4d295dc142c593f47c5abd1d8e9ELRXH9

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9EP26TB

4270c26d07ebb4d295dc142c593f47c5abd1d8e9F7KHMT

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9F7KMVA

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9G7DUED

4270c26d07ebb4d295dc142c593f47c5abd1d8e9GAEYA7

4270c26d07ebb4d295dc142c593f47c5abd1d8e9GC46U4

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9GKJQXF

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9GLUQXF

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9GYGV7D

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9HHA2AW

4270c26d07ebb4d295dc142c593f47c5abd1d8e9HQJKEE

991d5d768464da90395e96bb95f2232ff8b77d84dd93311f886b35cedd04f2a6J2YUER

4270c26d07ebb4d295dc142c593f47c5abd1d8e9J6GR9A

4270c26d07ebb4d295dc142c593f47c5abd1d8e9JH6Y24

4270c26d07ebb4d295dc142c593f47c5abd1d8e9JHKHNM

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9JQX7MV

4270c26d07ebb4d295dc142c593f47c5abd1d8e9JQZ7F4

4270c26d07ebb4d295dc142c593f47c5abd1d8e9JRDTXH

4270c26d07ebb4d295dc142c593f47c5abd1d8e9JX2BEE
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

4270c26d07ebb4d295dc142c593f47c5abd1d8e9K4H9HR

4270c26d07ebb4d295dc142c593f47c5abd1d8e9K9DZRA

4270c26d07ebb4d295dc142c593f47c5abd1d8e9KG86LB

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9KUFQ8P

KJ2PHPWTPBFBARI334AV5K6GY5K6SBMLLLXYX3

5274F3BED3784A10451BDF015EABC6C755E9058BM6PCZ9

4270c26d07ebb4d295dc142c593f47c5abd1d8e9M94ZK6

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9MA4XY8

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9MQ7PTW

4270c26d07ebb4d295dc142c593f47c5abd1d8e9N87WK3

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9N8EREB

4270c26d07ebb4d295dc142c593f47c5abd1d8e9NWDCJ9

4270c26d07ebb4d295dc142c593f47c5abd1d8e9P3APJ7

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9Q6T4M7

5274f3bed3784a10451bdf015eabc6c755e9058bQ8LWHP

4270c26d07ebb4d295dc142c593f47c5abd1d8e9QH3LGU

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9QLJ2QM

4270c26d07ebb4d295dc142c593f47c5abd1d8e9QMA86R

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9R3K7TP

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9R3L9EM

4270c26d07ebb4d295dc142c593f47c5abd1d8e9RBEEDF

4270c26d07ebb4d295dc142c593f47c5abd1d8e9RBFD8N

5274f3bed3784a10451bdf015eabc6c755e9058bRVVC8P

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9TJ4JKL

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9TUL32X

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9TWBC8R

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9U3C7KK

4270c26d07ebb4d295dc142c593f47c5abd1d8e9U3ZAFF

4270c26d07ebb4d295dc142c593f47c5abd1d8e9U7WXU3

5274f3bed3784a10451bdf015eabc6c755e9058bV3D6ET

4270c26d07ebb4d295dc142c593f47c5abd1d8e9VENVYF

4270c26d07ebb4d295dc142c593f47c5abd1d8e9VFK9L9
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ResponseWebCode

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9VGQQK6

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9VHAF76

A82FA090E95FBDF82F3E083A53A5ED798F62E8D0W7B2LY

4270C26D07EBB4D295DC142C593F47C5ABD1D8E9WB2HRX

4270c26d07ebb4d295dc142c593f47c5abd1d8e9WCFVJ2

4270c26d07ebb4d295dc142c593f47c5abd1d8e9WTK8BQ

4270c26d07ebb4d295dc142c593f47c5abd1d8e9WV4LD7

4270c26d07ebb4d295dc142c593f47c5abd1d8e9X8F7CT

4270c26d07ebb4d295dc142c593f47c5abd1d8e9YGJKTK

4270c26d07ebb4d295dc142c593f47c5abd1d8e9Z3ENAH

4270c26d07ebb4d295dc142c593f47c5abd1d8e9ZF6DAN

Question 2: Provide the SHA1 hash for Smart Phones_PDAs_Generic Android.zip.
4270C26D07EBB4D295DC142C593F47C5ABD1D8E9 Consensus Result:

 Expected Response Explanation:
The SHA256 digest is provided (in Smart Phones_PDAs_Generic Android.ufd) to ensure the participant obtained a valid 
download. Any reliable hashing tool can be used to calculate the SHA1 digest for the extracted file.

 Expected Response Illustration:
PowerShell hash calculation of Smart Phones_PDAs_Generic Android.ufd

7zip utility hash calculation of Smart Phones_PDAs_Generic Android.zip
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Question 3: What type of extraction was performed?

Filesystem, or Filesystem [Android ADB] Manufacturer ' s 
 Expected Response:

ResponseWebCode

FileSystem22HQDV

File System34Z6GW

File System37XAJF

File System3BYWKJ

File System [ Android ADB ]3DN6QE

File System3WZTHD

File System Android ADB4BX4KQ

File System [Android ADB]4F7P9M

File system (Android ADB)4MTC7E

File System [Android ADB]4PBRDK

File System [Android ADB]4PZPRL

File System [ Android ADB ]4R2ZJF

File System [Android ADB]4RM9TJ

PDAs Generic Android File System (Android ADB)4RZXXH

File System4ZH8LE

File System Android ADB4ZHELK

File System (Android ADB)64BVCK

File System Android ADB6VGPHJ

File System (Android ADB)724QKG

Android (ADB)7AYVBX

File System [ Android ADB ]7DY4HT

File System [ Android ADB ]7HR4ZU

File System7YEGEM

File System8C2ZHQ

File System [ Android ADB ]8CHAEX

File System [ Android ADB ]9APXVH

File System [ Android ADB ]9T9NG8

File System Android ADB9V9MJN

File System [Android ADB]AL2HWQ
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ResponseWebCode

File System [ Android ADB ]B8VLDN

File System Android ADBBLTM3H

File System [Android ADB]BMCKHP

FileSystemBN2TNJ

File SystemCPVT8G

File SystemCTTJ6F

File System [ Android ADB ]CV2RFK

File System [ Android ADB ]CWRXUQ

File SystemCXQYZH

File SystemE7PFFD

File System [ Android ADB ]EKCVEE

File SystemELRXH9

File System [ Android ADB ]EP26TB

File System [Android ADB]F7KHMT

File System Android ADBF7KMVA

File System Android ADBG7DUED

File System [Android ADB]GAEYA7

Android Full File SytemGC46U4

File System Android ADBGKJQXF

File System Android ADBGLUQXF

FileSystemGYGV7D

FileSystemHHA2AW

File System [ Android ADB ]HQJKEE

AFUJ2YUER

File System [Android ADB]J6GR9A

File System - ANDROID_FSJH6Y24

File systemJHKHNM

Generic Android File SystemJQX7MV

FILE SYSTEM (ANDROID ADB)JQZ7F4

File System (Smart Phones/PDAs Generic Android File System [ Android ADB ])JRDTXH

File SystemJX2BEE

File SystemK4H9HR
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

File SystemK9DZRA

File System [Android ADB]KG86LB

File SystemKUFQ8P

File SystemLLXYX3

File SystemM6PCZ9

File SystemM94ZK6

File System (Android ADB)MA4XY8

File System [ Android ADB ]MQ7PTW

PhysicalN87WK3

File System [Android ADB]N8EREB

File System [ Android ADB ]NWDCJ9

File SystemP3APJ7

File System Android ADBQ6T4M7

Generic Android- File System [Android ADB]Q8LWHP

File SystemQH3LGU

File System [ Android ADB ]QLJ2QM

FileSystemQMA86R

File SystemR3K7TP

File System [Android ADB]R3L9EM

FileSystemRBEEDF

File SystemRBFD8N

File SystemRVVC8P

File SystemTJ4JKL

FileSystem (ADB)TUL32X

FileSystemTWBC8R

File System [ Android ADB ]U3C7KK

ADB FileSystemU3ZAFF

FilesystemU7WXU3

Generic Android File System (Android ADB)V3D6ET

File systemVENVYF

File SystemVFK9L9

File SystemVGQQK6

( 17 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

File SystemVHAF76

File System [ Android ADB ]W7B2LY

File System Android ADBWB2HRX

File SystemWCFVJ2

FileSystem Android AdbWTK8BQ

SmartPhone / PDAs Generic Android File System (Android ADB)WV4LD7

File System [ Android ADB ]X8F7CT

Generic Android File System extraction with a UFED 4PCYGJKTK

File System [ Android ADB ]Z3ENAH

File SystemZF6DAN

Question 3: What type of extraction was performed?
Filesystem, or Filesystem [Android ADB] Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
Cellebrite Extraction Summary
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Question 4: What is the version of extraction software used?

7.59.0.128 Manufacturer ' s 
 Expected Response:

ResponseWebCode

7.59.0.12822HQDV

UFED 7.59.0.12834Z6GW

7.59.0.12837XAJF

7.59.0.1283BYWKJ

7.59.0.1283DN6QE

7.59.0.1283WZTHD

7.59.0.1284BX4KQ

7.59.0.1284F7P9M

7.59.0.1284MTC7E

7.59.0.1284PBRDK

7.59.0.1284PZPRL

7.59.0.1284R2ZJF

7.59.0.1284RM9TJ

7.59.0.1284RZXXH

7.59.0.1284ZH8LE

7.59.0.1284ZHELK

7.59.0.12864BVCK

7.59.0.1286VGPHJ

UFED 7.59.0.128724QKG

UFED Ver.7.59.0.1287AYVBX

7.59.0.1287DY4HT

7.59.0.1287HR4ZU

7.59.0.1287YEGEM

7.59.0.1288C2ZHQ

7.59.0.1288CHAEX

7.59.0.1289APXVH

7.59.0.1289T9NG8

7.59.0.1289V9MJN

7.59.0.128AL2HWQ
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ResponseWebCode

7.59.0.128B8VLDN

7.59.0.128BLTM3H

7.59.0.128BMCKHP

7.59.0.128BN2TNJ

7.59.0.128CPVT8G

7.59.0.128CTTJ6F

7.59.0.128CV2RFK

7.59.0.128CWRXUQ

7.59.0.128CXQYZH

7.59.0.128E7PFFD

7.59.0.128EKCVEE

7.59.0.128ELRXH9

7.59.0.128EP26TB

UFED Version 7.59.0.128F7KHMT

7.59.0.128F7KMVA

7.59.0.128G7DUED

7.59.0.128GAEYA7

7.59.0.128GC46U4

7.59.0.128GKJQXF

7.59.0.128GLUQXF

7.59.0.128GYGV7D

Version=7.59.0.128HHA2AW

7.59.0.128HQJKEE

7.59.0.128J2YUER

UFED 4PC 7.59.0.128J6GR9A

7.59.0.128JH6Y24

7.59.0.128JHKHNM

7.59.0.128JQX7MV

V 7.59.0.128JQZ7F4

7.59.0.128JRDTXH

7.59.0.128JX2BEE

7.59.0.128K4H9HR
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ResponseWebCode

Oxygen Forensic 15.3.1.145 - Cellebrite Physical Analyzer 7.57.0.51K9DZRA

7.59.0.128KG86LB

7.59.0.128KUFQ8P

7.59.0LLXYX3

7.59.0.128M6PCZ9

7.59.0.128M94ZK6

7.59.0.128MA4XY8

7.59.0.128MQ7PTW

UFED version: 7.59.0.128N87WK3

UFED v7.59.0.128N8EREB

7.59.0.128NWDCJ9

UFED 4PC 7.59.0.128P3APJ7

7.59.0.128Q6T4M7

UFED 7.59.0.128Q8LWHP

7.59.0.128QH3LGU

7.59.0.128QLJ2QM

7.59.0.128QMA86R

7.59.0.128R3K7TP

7.59.0.128R3L9EM

7.59.0.128RBEEDF

7.59.0.128RBFD8N

UFED version 7.59.0.128RVVC8P

7.59.0.128TJ4JKL

UFED 4PC V.7.59.0.128TUL32X

7.59.0.128TWBC8R

7.59.0.128U3C7KK

7.59.0.128U3ZAFF

UFED 4PC 7.59.0.128U7WXU3

UFED 7.59.0.128V3D6ET

7.59.0.128VENVYF

7.59.0.128VFK9L9

UFED 7.59.0.128VGQQK6
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ResponseWebCode

UFED 7.59.0.128VHAF76

7.59.0.128W7B2LY

7.59.0.128WB2HRX

Version 7.59.0.128WCFVJ2

UFED Version:7.59.0.128WTK8BQ

UFED 7.59.0.128WV4LD7

7.59.0.128X8F7CT

7.59.0.128YGJKTK

7.59.0.128Z3ENAH

7.59.0.128ZF6DAN

Question 4: What is the version of extraction software used?
7.59.0.128 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
Smart Phones_PDAs_Generic Android.ufd

( 22 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 5 - Examination Questions

Question 5: According to the metadata in the photos captured with this device, what make and model 
phone is this?

Google Pixel 5 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Phone Make: Google, Phone Model: Pixel 522HQDV

Phone Make: Google, Phone Model: Pixel 534Z6GW

Phone Make: Google, Phone Model: Pixel 537XAJF

Phone Make: Google, Phone Model: Pixel 53BYWKJ

Phone Make: Google, Phone Model: Pixel 53DN6QE

Phone Make: Google, Phone Model: Pixel 53WZTHD

Phone Make: Google, Phone Model: Pixel 54BX4KQ

Phone Make: Google, Phone Model: Pixel 54F7P9M

Phone Make: Google, Phone Model: Pixel 54MTC7E

Phone Make: Google, Phone Model: Pixel 54PBRDK

Phone Make: Google, Phone Model: Pixel 54PZPRL

Phone Make: Make: Google, Phone Model: Model: Pixel 54R2ZJF

Phone Make: Google, Phone Model: Pixel 54RM9TJ

Phone Make: Google, Phone Model: Pixel 54RZXXH

Phone Make: Google, Phone Model: Pixel 54ZH8LE

Phone Make: Google, Phone Model: Pixel 54ZHELK

Phone Make: Google, Phone Model: Pixel 564BVCK

Phone Make: Google, Phone Model: Pixel 56VGPHJ

Phone Make: Google, Phone Model: Pixel 5724QKG

Phone Make: Google, Phone Model: Pixel 57AYVBX

Phone Make: Google, Phone Model: Pixel 57DY4HT

Phone Make: Google, Phone Model: Pixel 57HR4ZU

Phone Make: Google, Phone Model: Pixel 57YEGEM

Phone Make: Google, Phone Model: Pixel 58C2ZHQ

Phone Make: Google, Phone Model: Pixel 58CHAEX

Phone Make: Google, Phone Model: Pixel 59APXVH

Phone Make: Google, Phone Model: Pixel 59T9NG8

Phone Make: Google, Phone Model: Pixel 59V9MJN

Phone Make: Google, Phone Model: Pixel 5AL2HWQ
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ResponseWebCode

Phone Make: Google, Phone Model: Pixel 5B8VLDN

Phone Make: Google, Phone Model: Pixel 5BLTM3H

Phone Make: Google, Phone Model: Pixel 5BMCKHP

Phone Make: Phone Make: Google, Phone Model: Phone Model: Pixel 5BN2TNJ

Phone Make: Google, Phone Model: Pixel 5CPVT8G

Phone Make: Google, Phone Model: Pixel 5CTTJ6F

Phone Make: Google, Phone Model: Pixel 5CV2RFK

Phone Make: Google, Phone Model: Pixel 5CWRXUQ

Phone Make: Google, Phone Model: Pixel 5CXQYZH

Phone Make: Google, Phone Model: Pixel 5E7PFFD

Phone Make: Google, Phone Model: Pixel 5EKCVEE

Phone Make: Google, Phone Model: Pixel 5ELRXH9

Phone Make: Google, Phone Model: Pixel 5EP26TB

Phone Make: Google, Phone Model: Pixel 5F7KHMT

Phone Make: Google, Phone Model: Pixel 5F7KMVA

Phone Make: Google, Phone Model: Pixel 5G7DUED

Phone Make: Google, Phone Model: Pixel 5GAEYA7

Phone Make: Google, Phone Model: Pixel 5GC46U4

Phone Make: Google, Phone Model: Pixel 5GKJQXF

Phone Make: Google, Phone Model: Pixel 5GLUQXF

Phone Make: Google, Phone Model: Pixel 5GYGV7D

Phone Make: Google, Phone Model: Pixel 5HHA2AW

Phone Make: Google, Phone Model: Pixel 5HQJKEE

Phone Make: Google, Phone Model: Pixel 5J2YUER

Phone Make: Google, Phone Model: Pixel 5J6GR9A

Phone Make: Google, Phone Model: Pixel 5JH6Y24

Phone Make: Google, Phone Model: Pixel 5JHKHNM

Phone Make: Google, Phone Model: Pixel 5JQX7MV

Phone Make: GOOGLE, Phone Model: PIXEL 5JQZ7F4

Phone Make: Google, Phone Model: Pixel 5JRDTXH

Phone Make: Google, Phone Model: Pixel 5JX2BEE

Phone Make: Google, Phone Model: Pixel 5K4H9HR
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ResponseWebCode

Phone Make: Google, Phone Model: Pixel 5K9DZRA

Phone Make: Google, Phone Model: Pixel 5KG86LB

Phone Make: Google, Phone Model: Pixel 5KUFQ8P

Phone Make: Google, Phone Model: Pixel 5LLXYX3

Phone Make: Google, Phone Model: Pixel 5M6PCZ9

Phone Make: Google, Phone Model: Pixel 5M94ZK6

Phone Make: Google, Phone Model: Pixel 5MA4XY8

Phone Make: Google, Phone Model: PixelMQ7PTW

Phone Make: Google, Phone Model: Pixel 5N87WK3

Phone Make: Google, Phone Model: Pixel 5N8EREB

Phone Make: Google, Phone Model: Pixel 5NWDCJ9

Phone Make: Google, Phone Model: Pixel 5P3APJ7

Phone Make: Google, Phone Model: Pixel 5Q6T4M7

Phone Make: Google, Phone Model: Pixel 5Q8LWHP

Phone Make: Google, Phone Model: Pixel 5QH3LGU

Phone Make: Google, Phone Model: Pixel 5QLJ2QM

Phone Make: Google, Phone Model: Pixel 5QMA86R

Phone Make: Google, Phone Model: Pixel 5R3K7TP

Phone Make: Google, Phone Model: Pixel 5R3L9EM

Phone Make: Google, Phone Model: Pixel 5RBEEDF

Phone Make: Google, Phone Model: Pixel 5RBFD8N

Phone Make: Google, Phone Model: Pixel 5RVVC8P

Phone Make: Google, Phone Model: Pixel 5TJ4JKL

Phone Make: Google, Phone Model: Pixel 5TUL32X

Phone Make: Google, Phone Model: Pixel 5TWBC8R

Phone Make: Google, Phone Model: Pixel 5U3C7KK

Phone Make: Google, Phone Model: Pixel 5U3ZAFF

Phone Make: Google, Phone Model: Pixel 5U7WXU3

Phone Make: Google, Phone Model: Pixel 5V3D6ET

Phone Make: Google, Phone Model: Pixel 5VENVYF

Phone Make: Google, Phone Model: Pixel 5VFK9L9

Phone Make: Google, Phone Model: Pixel 5VGQQK6
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ResponseWebCode

Phone Make: Google, Phone Model: Pixel 5VHAF76

Phone Make: Google, Phone Model: Pixel5W7B2LY

Phone Make: Google, Phone Model: Pixel 5WB2HRX

Phone Make: Google, Phone Model: Pixel 5WCFVJ2

Phone Make: Google, Phone Model: Pixel 5WTK8BQ

Phone Make: Pixel 5, Phone Model: GoogleWV4LD7

Phone Make: Google, Phone Model: Pixel 5X8F7CT

Phone Make: Google, Phone Model: Pixel 5YGJKTK

Phone Make: Google, Phone Model: Pixel 5Z3ENAH

Phone Make: Google, Phone Model: Pixel 5ZF6DAN

Question 5: According to the metadata in the photos captured with this device, what make and model 
phone is this?

Google Pixel 5 Consensus Result:

 Expected Response Explanation:
Photos captured with this device are stored in /data/media/0/DCIM/Camera/. Any photo in this directory will contain 
EXIF data identifying the camera (phone) make and model.

 Expected Response Illustration:
PXL_20221112_170233849.jpg
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Question 6: What version of Android is running on this phone?

13 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1322HQDV

1334Z6GW

1337XAJF

133BYWKJ

133DN6QE

133WZTHD

134BX4KQ

134F7P9M

134MTC7E

134PBRDK

134PZPRL

134R2ZJF

Android 134RM9TJ

134RZXXH

134ZH8LE

134ZHELK

1364BVCK

136VGPHJ

13724QKG

137AYVBX

137DY4HT

137HR4ZU

137YEGEM

138C2ZHQ

138CHAEX

139APXVH

139T9NG8

139V9MJN

13AL2HWQ
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ResponseWebCode

13B8VLDN

13BLTM3H

13BMCKHP

13BN2TNJ

13CPVT8G

13CTTJ6F

13CV2RFK

13CWRXUQ

13CXQYZH

13E7PFFD

13EKCVEE

13ELRXH9

13EP26TB

13F7KHMT

13F7KMVA

13G7DUED

13GAEYA7

13GC46U4

13GKJQXF

13GLUQXF

13GYGV7D

Version 13HHA2AW

13HQJKEE

13J2YUER

Android 13J6GR9A

13JH6Y24

13JHKHNM

13JQX7MV

ANDROID 13JQZ7F4

13JRDTXH

13JX2BEE

13K4H9HR
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ResponseWebCode

13K9DZRA

Android OS 13KG86LB

13KUFQ8P

13LLXYX3

13M6PCZ9

13M94ZK6

Android 13MA4XY8

13MQ7PTW

OS version: 13N87WK3

13N8EREB

13NWDCJ9

13P3APJ7

13Q6T4M7

13Q8LWHP

13QH3LGU

13QLJ2QM

13QMA86R

13R3K7TP

13R3L9EM

13RBEEDF

13RBFD8N

13RVVC8P

13TJ4JKL

13TUL32X

13TWBC8R

13U3C7KK

Android 13U3ZAFF

13U7WXU3

Android 13V3D6ET

13VENVYF

13VFK9L9

13VGQQK6
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ResponseWebCode

13VHAF76

13W7B2LY

13WB2HRX

Android OS Version 13WCFVJ2

13WTK8BQ

Android 13WV4LD7

13X8F7CT

13YGJKTK

13Z3ENAH

13ZF6DAN

Question 6: What version of Android is running on this phone?
13 Consensus Result:

 Expected Response Explanation:
This value is stored in /system/build.prop.

 Expected Response Illustration:
build.prop
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Question 7: What is the set time zone for this phone? (Provide answer in the format Continent/City e.g.:“ 
Europe/Kiev”).

America/New_York Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/New_York22HQDV

North America/New York34Z6GW

North America/New York37XAJF

North America/New York or America/New_York3BYWKJ

US/Canada, Eastern Time Zone3DN6QE

America/New York3WZTHD

North America/New York4BX4KQ

America/New York4F7P9M

America/New_York4MTC7E

America / New York4PBRDK

America/New York4PZPRL

America/New York4R2ZJF

America/New_York4RM9TJ

American/New_York4RZXXH

America/New_York4ZH8LE

America/New_York4ZHELK

America/New York64BVCK

America/New_York6VGPHJ

America/New York724QKG

America/New York7AYVBX

America/New_York7DY4HT

America/New_York7HR4ZU

USA/New York7YEGEM

America/New_York8C2ZHQ

America/New York8CHAEX

America/New_York9APXVH

Unable to find9T9NG8

America/New_York9V9MJN

America/New_YorkAL2HWQ
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ResponseWebCode

America/New_YorkB8VLDN

America/New YorkBLTM3H

America/New YorkBMCKHP

America/New_YorkBN2TNJ

America/New_YorkCPVT8G

United States/New YorkCTTJ6F

America/New_YorkCV2RFK

America/New_YorkCWRXUQ

America/New_YorkCXQYZH

America/New_YorkE7PFFD

America/New_YorkEKCVEE

North America/New YorkELRXH9

America/New_YorkEP26TB

America / New YorkF7KHMT

America/New_YorkF7KMVA

America/New_YorkG7DUED

America/New YorkGAEYA7

America/New YorkGC46U4

America/New_YorkGKJQXF

America/New_YorkGLUQXF

America/New_YorkGYGV7D

Europe/ Dublin, Edinburgh, Lisbon, LondonHHA2AW

America / New YorkHQJKEE

America/New_YorkJ2YUER

America/New YorkJ6GR9A

America/New_YorkJH6Y24

America / New yorkJHKHNM

America/New_YorkJQX7MV

AMERICA / NEW YORKJQZ7F4

America/New_YorkJRDTXH

America/New YorkJX2BEE

America/New_YorkK4H9HR
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ResponseWebCode

America/New YorkK9DZRA

America/New YorkKG86LB

America/New_YorkKUFQ8P

North America/New YorkLLXYX3

USA/ChesterM6PCZ9

America/New YorkM94ZK6

America/New_YorkMA4XY8

America/New_YorkMQ7PTW

America/New_YorkN87WK3

America/New_YorkN8EREB

America/New_YorkNWDCJ9

America/New YorkP3APJ7

America/New_YorkQ6T4M7

America/New YorkQ8LWHP

America/New_YorkQH3LGU

America/New_YorkQLJ2QM

America/New_YorkQMA86R

America/New_YorkR3K7TP

America/New_YorkR3L9EM

America/New_YorkRBEEDF

America/New YorkRBFD8N

UTC -5:00RVVC8P

America/New_YorkTJ4JKL

"America/New_York"TUL32X

America/New_YorkTWBC8R

America/New_YorkU3C7KK

America/New_YorkU3ZAFF

America/NewYorkU7WXU3

America/New YorkV3D6ET

America/New YorkVENVYF

America/New_YorkVFK9L9

(UTC-05:00) (America) New_YorkVGQQK6
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ResponseWebCode

New_York (America) (UTC-05:00)VHAF76

America/New_YorkW7B2LY

America/New_YorkWB2HRX

America/New_YorkWCFVJ2

America/New-YorkWTK8BQ

American / New YorkWV4LD7

America/New_YorkX8F7CT

America/New_YorkYGJKTK

America/New_YorkZ3ENAH

America/New_YorkZF6DAN

Question 7: What is the set time zone for this phone? (Provide answer in the format Continent/City e.g.:“ 
Europe/Kiev”).

America/New_York and any slight variations representing the same information. Consensus Result:

 Expected Response Explanation:
This information is stored in /data/property/persistent_properties.

 Expected Response Illustration:
persistent_properties
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Question 8: Provide the device owner’s (full) name (as registered in the Google account).

Mitchell Michaels, or Mitchell D Michaels Manufacturer ' s 
 Expected Response:

ResponseWebCode

MItchell Michaels22HQDV

Mitchell Michaels34Z6GW

MItchell Michaels37XAJF

MItchell Michaels or Mitchell Michaels3BYWKJ

MItchell Michaels3DN6QE

MItchell Michaels3WZTHD

MItchell Michaels4BX4KQ

Mltchell Michaels4F7P9M

MItchell Michaels4MTC7E

mitchelldmichaels@gmail.com4PBRDK

MItchell Michaels or Mitchell Michaels or Mitchell D. Michaels or MItchell D. Michaels4PZPRL

MItchell Michaels4R2ZJF

MItchell Michaels4RM9TJ

Mitchell Michaels4RZXXH

MItchell Michaels4ZH8LE

MItchell Michaels4ZHELK

Mitchell D Michaels64BVCK

MItchell Michaels6VGPHJ

MItchell Michaels724QKG

MItchell Michaels7AYVBX

MItchell Michaels7DY4HT

MItchell Michaels7HR4ZU

Mitchell Michaels7YEGEM

MItchell Michaels8C2ZHQ

MItchell Michaels8CHAEX

Mitchell D Michaels9APXVH

MItchell Michaels9T9NG8

MItchell Michaels9V9MJN

MItchell MichaelsAL2HWQ
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ResponseWebCode

Mitchell MichaelsB8VLDN

MItchell MichaelsBLTM3H

MItchell MichaelsBMCKHP

MItchell MichaelsBN2TNJ

MItchell MichaelsCPVT8G

Mitchell MichaelsCTTJ6F

MItchell MichaelsCV2RFK

MItchell MichaelsCWRXUQ

MItchell MichaelsCXQYZH

Mitchell MichaelsE7PFFD

MItchell MichaelsEKCVEE

MItchell MichaelsELRXH9

MItchell MichaelsEP26TB

MItchell MichaelsF7KHMT

MItchell MichaelsF7KMVA

MItchell MichaelsG7DUED

MItchell Michaels or Mitchell Michaels or Mitchell D. Michaels or MItchell D. MichaelsGAEYA7

MItchell MichaelsGC46U4

MItchell MichaelsGKJQXF

MItchell MichaelsGLUQXF

MItchell MichaelsGYGV7D

MItchell MichaelsHHA2AW

MItchell MichaelsHQJKEE

MItchell MichaelsJ2YUER

MItchell MichaelsJ6GR9A

MItchell MichaelsJH6Y24

Mitchell MichaelsJHKHNM

MItchell MichaelsJQX7MV

MITCHELL MICHAELSJQZ7F4

MItchell MichaelsJRDTXH

MItchell MichaelsJX2BEE

MItchell MichaelsK4H9HR
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ResponseWebCode

Mitchell MichaelsK9DZRA

MItchell MichaelsKG86LB

MItchell Michaels (The "i" in Mitchell is capitalized in the listed UserAccount.Name)KUFQ8P

Mltchell MichaelsLLXYX3

MItchell MichaelsM6PCZ9

MItchell MichaelsM94ZK6

Mitchell MichaelsMA4XY8

MItchell MichaelsMQ7PTW

Mitchell MichaelsN87WK3

MItchell MichaelsN8EREB

MItchell MichaelsNWDCJ9

MItchell MichaelsP3APJ7

MItchell MichaelsQ6T4M7

MItchell MichaelsQ8LWHP

MItchell MichaelsQH3LGU

MItchell MichaelsQLJ2QM

MItchell MichaelsQMA86R

MItchell MichaelsR3K7TP

MItchell MichaelsR3L9EM

MItchell MichaelsRBEEDF

Mitchell MichaelsRBFD8N

Mitchell MichaelsRVVC8P

MItchell MichaelsTJ4JKL

MItchell MichaelsTUL32X

MItchell MichaelsTWBC8R

MItchell MichaelsU3C7KK

MItchell MichaelsU3ZAFF

MItchell MichaelsU7WXU3

MItchell MichaelsV3D6ET

MItchell MichaelsVENVYF

MItchell MichaelsVFK9L9

Mitchell MichaelsVGQQK6

( 37 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 8 - Examination Questions

ResponseWebCode

Mitchell MichaelsVHAF76

MItchell MichaelsW7B2LY

MItchell MichaelsWB2HRX

MItchell MichaelsWCFVJ2

MItchell MichaelsWTK8BQ

Mitchell MichelsWV4LD7

MItchell MichaelsX8F7CT

MItchell MichaelsYGJKTK

MItchell MichaelsZ3ENAH

MItchell MichaelsZF6DAN

Question 8: Provide the device owner’s (full) name (as registered in the Google account).
MItchell Michaels Consensus Result:

 Expected Response Explanation:
This information is located in multiple places including /data/system_ce/0/accounts_ce.db.

 Expected Response Illustration:
Cellebrite User Accounts
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Question 9: What is the account name (email address) for this device’s google.com backup account?

mitchelldmichaels@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

mitchelldmichaels@gmail.com22HQDV

mitchelldmichaels@gmail.com34Z6GW

michelldmichaels@gmail.com37XAJF

mitchelldmichaels@gmail.com3BYWKJ

mitchelldmichaels@gmail.com3DN6QE

mitchelldmichaels@gmail.com3WZTHD

mitchelldmichaels@gmail.com4BX4KQ

mitchelldmichaels@gmail.com4F7P9M

MitchellDMichaels@gmail.com4MTC7E

MitchellMichaels.ACME@engineer.com4PBRDK

mitchelldmichaels@gmail.com4PZPRL

mitchelldmichaels@gmail.com4R2ZJF

Mitchelldmichaels@gmail.com4RM9TJ

mitchelldmichaels@gmail.com4RZXXH

mitchelldmichaels@gmail.com4ZH8LE

mitchelldmichaels@gmail.com4ZHELK

mitchelldmichaels@gmail.com64BVCK

mitchelldmichaels@gmail.com6VGPHJ

mitchelldmichaels@gmail.com724QKG

mitchelldmichaels@gmail.com7AYVBX

mitchelldmichaels@gmail.com7DY4HT

mitchelldmichaels@gmail.com7HR4ZU

mitchelldmichaels@gmail.com7YEGEM

mitchelldmichaels@gmail.com8C2ZHQ

mitchelldmichaels@gmail.com8CHAEX

mitchelldmichaels@gmail.com9APXVH

mitchelldmichaels@gmail.com9T9NG8

mitchelldmichaels@gmail.com9V9MJN

mitchelldmichaels@gmail.comAL2HWQ
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ResponseWebCode

mitchelldmichaels@gmail.comB8VLDN

mitchelldmichaels@gmail.comBLTM3H

mitchelldmichaels@gmail.comBMCKHP

mitchelldmichaels@gmail.comBN2TNJ

mitchelldmichaels@gmail.comCPVT8G

mitchelldmichaels@gmail.comCTTJ6F

mitchelldmichaels@gmail.comCV2RFK

mitchelldmichaels@gmail.comCWRXUQ

mitchelldmichaels@gmail.comCXQYZH

mitchelldmichaels@gmail.comE7PFFD

mitchelldmichaels@gmail.comEKCVEE

mitchelldmichaels@gmail.comELRXH9

mitchelldmichaels@gmail.comEP26TB

mitchelldmichaels@gmail.comF7KHMT

mitchelldmichaels@gmail.comF7KMVA

mitchelldmichaels@gmail.comG7DUED

mitchelldmichaels@gmail.comGAEYA7

mitchelldmichaels@gmail.comGC46U4

mitchelldmichaels@gmail.comGKJQXF

mitchelldmichaels@gmail.comGLUQXF

mitchelldmichaels@gmail.comGYGV7D

mitchelldmichaels@gmail.comHHA2AW

mitchelldmichaels@gmail.comHQJKEE

mitchelldmichaels@gmail.comJ2YUER

mitchelldmichaels@gmail.comJ6GR9A

mitchelldmichaels@gmail.comJH6Y24

mitchelldmichaels@gmail.comJHKHNM

mitchelldmichaels@gmail.comJQX7MV

mitchelldmichaels@gmail.comJQZ7F4

mitchelldmichaels@gmail.comJRDTXH

mitchelldmichaels@gmail.comJX2BEE

mitchelldmichaels@gmail.comK4H9HR
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ResponseWebCode

mitchelldmichaels@gmail.comK9DZRA

mitchelldmichaels@gmail.comKG86LB

mitchelldmichaels@gmail.comKUFQ8P

mitchelldmichales@gmail.comLLXYX3

mitchelldmichaels@gmail.comM6PCZ9

mitchelldmichaels@gmail.comM94ZK6

mitchelldmichaels@gmail.comMA4XY8

mitchelldmichaels@gmail.comMQ7PTW

mitchelldmichaels@gmail.comN87WK3

The Google One backup account is set to mitchelldmichaels@gmail.comN8EREB

mitchelldmichaels@gmail.comNWDCJ9

mitchelldmichaels@gmail.comP3APJ7

mitchelldmichaels@gmail.comQ6T4M7

Mitchelldmichaels@gmail.comQ8LWHP

mitchelldmichaels@gmail.comQH3LGU

mitchelldmichaels@gmail.comQLJ2QM

mitchelldmichaels@gmail.comQMA86R

mitchelldmichaels@gmail.comR3K7TP

mitchelldmichaels@gmail.comR3L9EM

mitchelldmichaels@gmail.comRBEEDF

mitchelldmichaels@gmail.comRBFD8N

mitchelldmichaels@gmail.comRVVC8P

mitchelldmichaels@gmail.comTJ4JKL

MitchellMichaels.ACME@engineer.comTUL32X

mitchelldmichaels@gmail.comTWBC8R

mitchelldmichaels@gmail.comU3C7KK

mitchelldmichaels@gmail.comU3ZAFF

Mitchelldmichaels@gmail.comU7WXU3

mitchelldmichaels@gmail.comV3D6ET

mitchelldmichaels@gmail.comVENVYF

mitchelldmichaels@gmail.comVFK9L9

mitchelldmichaels@gmail.comVGQQK6
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ResponseWebCode

mitchelldmichaels@gmail.comVHAF76

mitchelldmichaels@gmail.comW7B2LY

mitcheldmichaels@gmail.comWB2HRX

mitchelldmichaels@gmail.comWCFVJ2

mitchelldmichaels@gmail.comWTK8BQ

mitchelldmichaels@gmail.comWV4LD7

mitchelldmichaels@gmail.comX8F7CT

MitchellMichaels.ACME@engineer.comYGJKTK

mitchelldmichaels@gmail.comZ3ENAH

mitchelldmichaels@gmail.comZF6DAN

Question 9: What is the account name (email address) for this device’s google.com backup account?
mitchelldmichaels@gmail.com Consensus Result:

 Expected Response Explanation:
This information is stored in /data/data/com.google.android.gms/shared_prefs/BackupAccount.xml.

 Expected Response Illustration:
BackupAccount.xml

( 42 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 10 - Examination Questions

Question 10: What is the Default Gateway MAC Address of the Wifi Hotspot named "Target Guest Wi-Fi" 
(connected to by this phone)?

e0:55:3d:4c:2b:08 Manufacturer ' s 
 Expected Response:

ResponseWebCode

e0:55:3d:4c:2b:0822HQDV

e0:55:3d:4c:2b:0834Z6GW

e0:55:3d:4c:2b:0837XAJF

e0:55:3d:4c:2b:083BYWKJ

e0:55:3d:4c:2b:083DN6QE

e0:55:3d:4c:2b:083WZTHD

e0:55:3d:4c:2b:084BX4KQ

e0:55:3d:4c:2b:084F7P9M

0:55:3d:4c:2b:084MTC7E

e0:55:3d:4c:2b:084PBRDK

e0:55:3d:4c:2b:084PZPRL

e0:55:3d:4c:2b:084R2ZJF

e0:55:3d:4c:2b:084RM9TJ

e0:55:3d:4c:2b:084RZXXH

e0:55:3d:4c:2b:084ZH8LE

e0:55:3d:4c:2b:084ZHELK

e0:55:3d:4c:2b:0864BVCK

e0:55:3d:4c:2b:086VGPHJ

e0:55:3d:4c:2b:08724QKG

e0:55:3d:4c:2b:087AYVBX

e0:55:3d:4c:2b:087DY4HT

e0:55:3d:4c:2b:087HR4ZU

e0:55:3d:4c:2b:087YEGEM

e0:55:3d:4c:2b:088C2ZHQ

e0:55:3d:4c:2b:088CHAEX

e0:55:3d:4c:2b:089APXVH

Unable to find9T9NG8

e0:55:3d:4c:2b:089V9MJN

e0:55:3d:4c:2b:08AL2HWQ
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ResponseWebCode

e0:55:3d:4c:2b:08B8VLDN

e0:55:3d:4c:2b:08BLTM3H

e0:55:3d:4c:2b:08BMCKHP

e0:55:3d:4c:2b:08BN2TNJ

e0:55:3d:4c:2b:08CPVT8G

e0:55:3d:4c:2b:08CTTJ6F

e0:55:3d:4c:2b:08CV2RFK

e0:55:3d:4c:2b:08CWRXUQ

e0:55:3d:4c:2b:08CXQYZH

e0:55:3d:4c:2b:08E7PFFD

e0:55:3d:4c:2b:08EKCVEE

e0:55:3d:4c:2b:08ELRXH9

e0:55:3d:4c:2b:08EP26TB

e0:55:3d:4c:2b:08F7KHMT

e0:55:3d:4c:2b:08F7KMVA

e0:55:3d:4c:2b:08G7DUED

e0:55:3d:4c:2b:08GAEYA7

e0:55:3d:4c:2b:08GC46U4

e0:55:3d:4c:2b:08GKJQXF

e0:55:3d:4c:2b:08GLUQXF

e0:55:3d:4c:2b:08GYGV7D

e0:55:3d:4c:2b:08HHA2AW

e0:55:3d:4c:2b:08HQJKEE

e0:55:3d:4c:2b:08J2YUER

e0:55:3d:4c:2b:08J6GR9A

e0:55:3d:4c:2b:08JH6Y24

e0:55:3d:4c:2b:08JHKHNM

e0:55:3d:4c:2b:08JQX7MV

e0:55:3d:4c:2b:08JQZ7F4

e0:55:3d:4c:2b:08JRDTXH

e0:55:3d:4c:2b:08JX2BEE

e0:55:3d:4c:2b:08K4H9HR
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ResponseWebCode

e0:55:3d:4c:2b:08K9DZRA

e0:55:3d:4c:2b:08KG86LB

e0:55:3d:4c:2b:08KUFQ8P

Not within laboratory's scopeLLXYX3

e0:55:3d:4c:2b:08M6PCZ9

e0:55:3d:4c:2b:08M94ZK6

E0:55:3D:4C:2B:08MA4XY8

e0:55:3d:4c:2b:08MQ7PTW

e0:55:3d:4c:2b:08N87WK3

e0:55:3d:4c:2b:08N8EREB

e0:55:3d:4c:2b:08NWDCJ9

e0:55:3d:4c:2b:08P3APJ7

e0:55:3d:4c:2b:08Q6T4M7

e0:55:3d:4c:2b:08Q8LWHP

e0:55:3d:4c:2b:08QH3LGU

e0:55:3d:4c:2b:08QLJ2QM

e0:55:3d:4c:2b:08QMA86R

e0:55:3d:4c:2b:08R3K7TP

e0:55:3d:4c:2b:08R3L9EM

e0:55:3d:4c:2b:08RBEEDF

e0:55:3d:4c:2b:08RBFD8N

Not within laboratory's scopeRVVC8P

e0:55:3d:4c:2b:08TJ4JKL

e0:55:3d:4c:2b:08TUL32X

e0:55:3d:4c:2b:08TWBC8R

e0:55:3d:4c:2b:08U3C7KK

e0:55:3d:4c:2b:08U3ZAFF

e0:55:3d:4c:2b:08U7WXU3

e0:55:3d:4c:2b:08V3D6ET

e0:55:3d:4c:2b:08VENVYF

e0:55:3d:4c:2b:08VFK9L9

e0:55:3d:4c:2b:08VGQQK6
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ResponseWebCode

e0:55:3d:4c:2b:08VHAF76

e0:55:3d:4c:2b:08W7B2LY

e0:55:3d:4c:2b:08WB2HRX

e0:55:3d:4c:2b:08WCFVJ2

e0:55:3d:4c:2b:08WTK8BQ

e0:55ed:4c:2b:08WV4LD7

e0:55:3d:4c:2b:08X8F7CT

e0:55:3d:4c:2b:08YGJKTK

e0:55:3d:4c:2b:08Z3ENAH

e0:55:3d:4c:2b:08ZF6DAN

Question 10: What is the Default Gateway MAC Address of the Wifi Hotspot named "Target Guest Wi-Fi" 
(connected to by this phone)?

e0:55:3d:4c:2b:08 Consensus Result:

 Expected Response Explanation:
This information is stored in data/misc/wifi/WifiConfigStore.xml.

 Expected Response Illustration:
WifiConfigStore.xml
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Question 11: This phone was configured with “B2EMO” as the mobile hotspot WiFi SSID. What is the 
passphrase?

youdontneedapassword Manufacturer ' s 
 Expected Response:

ResponseWebCode

youdontneedapassword22HQDV

NONE34Z6GW

youdontneedapassword37XAJF

youdontneedapassword3BYWKJ

youdontneedapassword3DN6QE

youdontneedapassword3WZTHD

youdontneedpassword4BX4KQ

youdontneedapassword4F7P9M

youdontneedapassword4MTC7E

youdontneedapassword4PBRDK

youdontneedapassword4PZPRL

youdontneedapassword4R2ZJF

youdontneedapassword4RM9TJ

youdontneedapasword4RZXXH

youdontneedapassword4ZH8LE

youdontneedapassword4ZHELK

youdontneedapassword64BVCK

youdontneedapassword6VGPHJ

youdontneedapassword724QKG

youdontneedapassword7AYVBX

youdontneedapassword7DY4HT

youdontneedapassword7HR4ZU

7YEGEM

youdontneedapassword8C2ZHQ

youdontneedapassword8CHAEX

youdontneedapassword9APXVH

Unable to find9T9NG8

youdontneedapassword9V9MJN

youdontneedapasswordAL2HWQ
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ResponseWebCode

youdontneedapasswordB8VLDN

youdontneedapasswordBLTM3H

youdontneedapasswordBMCKHP

youdontneedapasswordBN2TNJ

youdontneedapasswordCPVT8G

youdontneedapasswordCTTJ6F

youdontneedapasswordCV2RFK

youdontneedapasswordCWRXUQ

youdontneedapasswordCXQYZH

youdontneedapasswordE7PFFD

YoudontneedapasswordEKCVEE

youdontneedapasswordELRXH9

youdontneedapasswordEP26TB

youdontneedapasswordF7KHMT

youdontneedapasswordF7KMVA

youdontneedapasswordG7DUED

youdontneedapasswordGAEYA7

youdontneedapasswordGC46U4

youdontneedapasswordGKJQXF

youdontneedapasswordGLUQXF

youdontneedapasswordGYGV7D

youdontneedapasswordHHA2AW

youdontneedapasswordHQJKEE

youdontneedapasswordJ2YUER

YoudontneedapasswordJ6GR9A

youdontneedapasswordJH6Y24

youdontneedapasswordJHKHNM

youdontneedapasswordJQX7MV

youdontneedapasswordJQZ7F4

youdontneedapasswordJRDTXH

youdontneedapasswordJX2BEE

youdontneedapasswordK4H9HR
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ResponseWebCode

youdontneedapasswordK9DZRA

youdontneedapasswordKG86LB

youdontneedapasswordKUFQ8P

Not within laboratory's scopeLLXYX3

youdontneedpasswordM6PCZ9

youdontneedapasswordM94ZK6

youdontneedapasswordMA4XY8

youdontneedapasswordMQ7PTW

youdontneedapasswordN87WK3

youdontneedapasswordN8EREB

youdontneedapasswordNWDCJ9

youdontneedapasswordP3APJ7

youdontneedapasswordQ6T4M7

youdontneedapasswordQ8LWHP

youdontneedapasswordQH3LGU

youdontneedapasswordQLJ2QM

youdontneedapasswordQMA86R

youdontneedapasswordR3K7TP

youdontneedapasswordR3L9EM

youdontneedapasswordRBEEDF

youdontneedapasswordRBFD8N

Not within laboratory's scopeRVVC8P

youdontneedapasswordTJ4JKL

youdontneedapasswordTUL32X

youdontneedapasswordTWBC8R

youdontneedapasswordU3C7KK

youdontneedapasswordU3ZAFF

youdontneedapasswordU7WXU3

youdontneedapasswordV3D6ET

youdontneedapasswordVENVYF

youdontneedapasswordVFK9L9

NoneVGQQK6
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ResponseWebCode

N/AVHAF76

youdontneedapasswordW7B2LY

youdontneedapasswordWB2HRX

youdontneedapasswordWCFVJ2

youdontneedapasswordWTK8BQ

youdontneedapasswordWV4LD7

youdontneedapasswordX8F7CT

youdontneedapasswordYGJKTK

youdontneedapasswordZ3ENAH

youdontneedapasswordZF6DAN

Question 11: This phone was configured with “B2EMO” as the mobile hotspot WiFi SSID. What is the 
passphrase?

youdontneedapassword and any slight variations, if they were easily identified as a spelling error. Consensus Result:

 Expected Response Explanation:
This information is stored in /data/misc/apexdata/com.android.wifi/WifiConfigStoreSoftAp.xml.

 Expected Response Illustration:
WifiConfigStore.xml
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Question 12: What is the name of the Bluetooth device with MAC Address a2:9d:fe:97:be:53?

MONSTER WBA9-1008 Manufacturer ' s 
 Expected Response:

ResponseWebCode

MONSTER WBA9-100822HQDV

MONSTER WBA9-100834Z6GW

MONSTER WBA9-100837XAJF

MONSTER WBA9-10083BYWKJ

MONSTER WBA9-10083DN6QE

MONSTER WBA9-10083WZTHD

MONSTER WBA9-10084BX4KQ

MONSTER WBA9-10084F7P9M

MONSTER WBA9-10084MTC7E

MONSTER WBA9-10084PBRDK

MONSTER WBA9-10084PZPRL

MONSTER WBA9-10084R2ZJF

MONSTER WBA9-10084RM9TJ

MONSTER WBA9-10084RZXXH

MONSTER WBA9-10084ZH8LE

MONSTER WBA9-10084ZHELK

MONSTER WBA9-100864BVCK

MONSTER WBA9-10086VGPHJ

MONSTER WBA9-1008724QKG

MONSTER WBA9-10087AYVBX

MONSTER WBA9-10087DY4HT

MONSTER WBA9-10087HR4ZU

MONSTER WBA9-10087YEGEM

MONSTER WBA9-10088C2ZHQ

MONSTER WBA9-10088CHAEX

MONSTER WBA9-10089APXVH

MONSTER WBA9-10089T9NG8

MONSTER WBA9-10089V9MJN

MONSTER WBA9-1008AL2HWQ
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ResponseWebCode

MONSTER WBA9-1008B8VLDN

MONSTER WBA9-1008BLTM3H

MONSTER WBA9-1008BMCKHP

MONSTER WBA9-1008BN2TNJ

MONSTER WBA9-1008CPVT8G

MONSTER WBA9-1008CTTJ6F

MONSTER WBA9-1008CV2RFK

MONSTER WBA9-1008CWRXUQ

MONSTER WBA9-1008CXQYZH

MONSTER WBA9-1008E7PFFD

MONSTER WBA9-1008EKCVEE

MONSTER WBA9-1008ELRXH9

MONSTER WBA9-1008EP26TB

MONSTER WBA9-1008F7KHMT

MONSTER WBA9-1008F7KMVA

MONSTER WBA9-1008G7DUED

MONSTER WBA9-1008GAEYA7

MONSTER WBA9-1008GC46U4

MONSTER WBA9-1008GKJQXF

MONSTER WBA9-1008GLUQXF

MONSTER WBA9-1008GYGV7D

MONSTER WBA9-1008, Wearable Headset DeviceHHA2AW

MONSTER WBA9-1008HQJKEE

MONSTER WBA9-1008J2YUER

MONSTER WBA9-1008J6GR9A

MONSTER WBA9-1008JH6Y24

MONSTER WBA9-1008JHKHNM

MONSTER WBA9-1008JQX7MV

MONSTER WBA9-1008JQZ7F4

MONSTER WBA9-1008JRDTXH

MONSTER WBA9-1008JX2BEE

MONSTER WBA9-1008K4H9HR
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ResponseWebCode

MONSTER WBA9-1008K9DZRA

MONSTER WBA9-1008KG86LB

MONSTER WBA9-1008KUFQ8P

Monster WBA9-1008LLXYX3

MONSTER WBA9-1008M6PCZ9

MONSTER WBA9-1008M94ZK6

MONSTER WBA9-1008MA4XY8

MONSTER WBA9-1008MQ7PTW

MONSTER WBA9-1008N87WK3

MONSTER WBA9-1008N8EREB

MONSTER WBA9-1008NWDCJ9

MONSTER WBA9-1008P3APJ7

MONSTER WBA9-1008Q6T4M7

MONSTER WBA9-1008Q8LWHP

MONSTER WBA9-1008QH3LGU

MONSTER WBA9-1008QLJ2QM

MONSTER WBA9-1008QMA86R

MONSTER WBA9-1008R3K7TP

MONSTER WBA9-1008R3L9EM

MONSTER WBA9-1008RBEEDF

MONSTER WBA9-1008RBFD8N

MONSTER WBA9-1008RVVC8P

MONSTER WBA9-1008TJ4JKL

MONSTER WBA9-1008TUL32X

MONSTER WBA9-1008TWBC8R

MONSTER WBA9-1008U3C7KK

MONSTER WBA9-1008U3ZAFF

MONSTER WBA9-1008U7WXU3

MONSTER WBA9-1008V3D6ET

MONSTER WBA9-1008VENVYF

MONSTER WBA9-1008VFK9L9

MONSTER WBA9-1008VGQQK6
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ResponseWebCode

MONSTER WBA9-1008VHAF76

MONSTER WBA9-1008W7B2LY

MONSTER WBA9-1008WB2HRX

MONSTER WBA9-1008WCFVJ2

MONSTER WBA9-1008WTK8BQ

Monster WBA9-1008WV4LD7

MONSTER WBA9-1008X8F7CT

MONSTER WBA9-1008YGJKTK

MONSTER WBA9-1008Z3ENAH

MONSTER WBA9-1008ZF6DAN

Question 12: What is the name of the Bluetooth device with MAC Address a2:9d:fe:97:be:53?
MONSTER WBA9-1008 Consensus Result:

 Expected Response Explanation:
This information is stored in /data/misc/bluedroid/bt_config.conf.

 Expected Response Illustration:
bt_config.conf
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Question 13: What is the user’s username (email address) for the Mail.com app?

MitchellMichaels.ACME@engineer.com Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

MitchellMichaels.ACME@engineer.com22HQDV

MitchellMichaels.AMCE@mail.com34Z6GW

MitchellMichaels.ACME@engineer.com37XAJF

MitchellMichaels.ACME@engineer.com3BYWKJ

MitchellMichaels.ACME@engineer.com3DN6QE

MitchellMichaels.ACME@engineer.com3WZTHD

MitchellMichaels.ACME@mail.com4BX4KQ

MitchellMichaels.ACME@engineer.com4F7P9M

MitchellMichaels.ACME@engineer.com4MTC7E

MitchellMichaels.ACME@mail.com4PBRDK

MitchellMichaels.ACME@engineer.com4PZPRL

MitchellMichaels.ACME@engineer.com4R2ZJF

MitchellMichaels.ACME@engineer.com4RM9TJ

MichellMichaels.ACME@engineer.com4RZXXH

MitchellMichaels.ACME@engineer.com4ZH8LE

mitchelldmichaels@mail.com4ZHELK

MitchellMichaels.ACME@engineer.com64BVCK

MitchellMichaels@mail.com6VGPHJ

MitchellMichaels.ACME@engineer.com724QKG

mitchelldmichaels@gmail.com7AYVBX

MitchellMichaels.ACME@engineer.com7DY4HT

MitchellMichaels.ACME@engineer.com7HR4ZU

MitchellDMichaels@gmail.com7YEGEM

mitchelldmichaels@gmail.com8C2ZHQ

MitchellMichaels.ACME@engineer.com8CHAEX

MitchellMichaels.ACME@engineer.com9APXVH

MitchellMichaels.ACME@engineer.com9T9NG8

MitchellMichaels.ACME9V9MJN

MitchellMichaels.ACME@engineer.comAL2HWQ
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

MitchellMichaels.ACME@engineer.com; MitchellMichaels.ACMEB8VLDN

MitchellMichaels.ACME@engineer.comBLTM3H

MitchellMichaels.ACME@engineer.comBMCKHP

MitchellMichaels.ACME@engineer.comBN2TNJ

MitchellMichaels.ACME@engineer.comCPVT8G

MitchellMichaels.ACME@engineer.comCTTJ6F

MitchellMichaels.ACME@engineer.comCV2RFK

MitchellMichaels.ACME@engineer.comCWRXUQ

MitchellMichaels.ACME@engineer.comCXQYZH

MitchellMichaels.ACME@engineer.comE7PFFD

MitchellMichaels.ACME@mail.comEKCVEE

MitchellMichaels.ACMEELRXH9

MitchellMichaels.ACME@engineer.comEP26TB

mitchellmichaels.ACME@engineer.comF7KHMT

Mitchelldmichaels.acme@mail.comF7KMVA

MitchellMichaels.ACME@mail.comG7DUED

MitchellMichaels.ACME@engineer.comGAEYA7

Mitchell.Michaels.ACME@engineer.comGC46U4

mitchelldmichaels@gmail.comGKJQXF

MitchellMichaels.ACMEGLUQXF

MitchellMichaels.ACME@engineer.comGYGV7D

mitchelldmichaels@gmail.comHHA2AW

MitchellMichaels.ACME@engineer.comHQJKEE

MitchelMichaels.ACME@engineer.comJ2YUER

MitchellMichaels.ACME@engineer.comJ6GR9A

MitchellMichaels.ACME@engineer.comJH6Y24

MitchellMichaels.ACME@engineer.comJHKHNM

Mitchell.Michaels.ACME@engineer.comJQX7MV

MitchellMichaels.ACME@engineer.comJQZ7F4

MitchellMichaels.ACME@engineer.comJRDTXH

MitchellMichaels.ACME@engineer.comJX2BEE

MitchellMichaels.ACME@engineer.comK4H9HR
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

mitchellMichaels.ACME@engineer.comK9DZRA

mitchellMichaels.ACME@engineer.comKG86LB

MitchellMichaels.ACME@engineer.comKUFQ8P

ewilliams@wrga.govLLXYX3

MitchellMichaels.ACME@engineer.comM6PCZ9

MitchellMichaels.ACME@engineer.comM94ZK6

MitchellMichaels.ACME@engineer.comMA4XY8

MitchellMichaels.ACME@engineer.comMQ7PTW

MitchellMichaels.ACME@engineer.comN87WK3

MitchellMichaels.ACME@engineer.com found within: com.mail.mobile.android.mailN8EREB

MitchellMichaels.ACME@engineer.comNWDCJ9

MitchellMichaels.ACME@engineer.comP3APJ7

MitchellMichaels.ACMEQ6T4M7

mitchellmichaels.ACME@engineer.comQ8LWHP

MitchellMichaels.ACME@engineer.comQH3LGU

MitchellMichaels.ACME@engineer.comQLJ2QM

MitchellMichaels.ACME@engineer.comQMA86R

MitchellMichaels.ACME@engineer.comR3K7TP

mitchelldmichaels@gmail.comR3L9EM

MitchellMichaels.ACME@mail.comRBEEDF

MitchellMichaels.ACME@engineer.comRBFD8N

MitchellMichaels.ACME@engineer.comRVVC8P

MitchellMichaels.ACME@engineer.comTJ4JKL

MitchellMichaels.ACME@engineer.comTUL32X

MitchellMichaels.ACME@engineer.comTWBC8R

MitchellMichaels.ACME@engineer.comU3C7KK

MitchellMichaels.ACME@engineer.comU3ZAFF

MitchellMichaels.ACME@engineer.comU7WXU3

MitchellMichaels.ACME@engineer.comV3D6ET

MitchellMichaels.ACME@engineer.comVENVYF

MitchellMichaels.ACME@engineer.comVFK9L9

MitchellMichaels.AMCE@mail.comVGQQK6
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

MitchellMichaels.AMCE@mail.comVHAF76

MitchellMichaels.ACME@engineer.comW7B2LY

MitchellMichaels.ACME@mail.comWB2HRX

MitchellMichaels.ACME@engineer.comWCFVJ2

MitchellMichaels.ACME@engineer.comWTK8BQ

MitchellMichaels.ACME@engineer.comWV4LD7

MitchellMichaels.ACME@engineer.comX8F7CT

MitchellMichaels.ACME@engineer.comYGJKTK

MitchellMichaels.ACME@engineer.comZ3ENAH

MitchellMichaels.ACME@engineer.comZF6DAN

Question 13: What is the user’s username (email address) for the Mail.com app?
A consensus was not achieved. Approximately 74% of participants reported the expected email 
address. Variations of the expected email address were reported by four participants and another 
four did not report the doman portion of the email address. Nine reported 
"MitchellMichaels.ACME@mail.com" and six reported "mitchelldmichaels@gmail.com."

 Consensus Result:

 Expected Response Explanation:
Configuration settings and preferences for the mail.com app are stored in 
/data/data/com.mail.mobile.android.mail/databases/identitiy_db. The configured email address is in the “Identity” 
table.

 Expected Response Illustration:
/data/data/com.mail.mobile.android.mail/databases/identitiy_db
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Question 14: What is the filename and extension of the file containing the word ornimegalonyx? (i.e., 
name.extension)

laser_test_rr copy.mp4 Manufacturer ' s 
 Expected Response:

ResponseWebCode

laser_test_rr copy.mp422HQDV

laser_test_rrcopy.mp434Z6GW

laser_test_rr copy.mp437XAJF

laser_test_rr copy.mp43BYWKJ

laser_test_rr copy.mp43DN6QE

laser_test_rr copy.mp43WZTHD

Laser_test_rrcopy.mp44BX4KQ

laser_test_rr copy.mp44F7P9M

Laser_test_rr cop.mp44MTC7E

laser_test_rr copy.mp44PBRDK

laser_test_rr copy.mp44PZPRL

laser_test_rr copy.mp44R2ZJF

laser_test_rr copy.mp44RM9TJ

laser_test_rr copy.mp44RZXXH

laser_test_rr copy.mp44ZH8LE

laser_test_rr copy.mp44ZHELK

laser_test_rr copy.mp464BVCK

laser_test_rr copy.mp46VGPHJ

laser_test_rr copy.mp4724QKG

7AYVBX

laser_test_rr copy.mp47DY4HT

laser_test_rr copy.mp47HR4ZU

7YEGEM

laser_test_rr copy.mp48C2ZHQ

laser_test_rr copy.mp48CHAEX

laser_test_rr copy.mp49APXVH

Unable to find9T9NG8

laser_test_rr copy.mp49V9MJN

laser_test_rr copy.mp4AL2HWQ
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ResponseWebCode

laser_test_rr copy.mp4B8VLDN

laser_test_rr copy.mp4BLTM3H

laser_test_rr copy.mp4BMCKHP

laser_test_rr copy.mp4BN2TNJ

laser_test_rr copy.mp4CPVT8G

play-category-snapshot.csvCTTJ6F

laser_test_rr copy.mp4CV2RFK

laser_test_rr copy.mp4CWRXUQ

laser_test_rr copy.mp4CXQYZH

laser_test_rr copy.mp4E7PFFD

laser_test_rr copy.mp4EKCVEE

file not locatedELRXH9

laser_test_rr copy.mp4EP26TB

laser_test_rr copy.mp4F7KHMT

laser_test_rr copy.mp4F7KMVA

laser_test_rr copy.mp4G7DUED

laser_test_rr copy.mp4GAEYA7

laser_test_rr copy.mp4GC46U4

laser_test_rr copy.mp4GKJQXF

laser_test_rr copy.mp4GLUQXF

laser_test_rr copy.mp4GYGV7D

laser_test_rr copy.mp4HHA2AW

laser_test_rr copy.mp4HQJKEE

J2YUER

laser_test_rr copy.mp4J6GR9A

laser_test_rr copy.mp4JH6Y24

laser_test_rr copy.mp4JHKHNM

laser_test_rrcopy.mp4JQX7MV

LASER_TEST_RR COPY.MP4 FILEJQZ7F4

laser_test_rr copy.mp4JRDTXH

laser_test_rr_copy.mp4JX2BEE

laser_test_rr copy.mp4K4H9HR
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ResponseWebCode

laser_test_rr copy.mp4K9DZRA

laser_test_rr copy.mp4KG86LB

laser_test_rr copy.mp4KUFQ8P

Not within laboratory's scopeLLXYX3

Laser_test_rrcopy.mp4M6PCZ9

laser_test_rr copy.mp4M94ZK6

Shark_With_Laser.jpgMA4XY8

laser_test_rr copy.mp4MQ7PTW

laser_test_rr copy.mp4N87WK3

laser_test_rr copy.mp4 Found within: Google Photos mitchelldmichaels@gmail.com/local 
media/laser_test_rr copy.mp4

N8EREB

laser_test_rr copy.mp4NWDCJ9

laser_test_rr copy.mp4P3APJ7

laser_test_rr copy.mp4Q6T4M7

laser_test_rr copy.mp4Q8LWHP

laser_test_rr copy.mp4QH3LGU

laser_test_rr copy.mp4QLJ2QM

laser_test_rr copy.mp4QMA86R

laser_test_rr copy.mp4R3K7TP

laser_test_rr copy.mp4R3L9EM

laser_test_rr copy.mp4RBEEDF

laser_test_rr copy.mp4RBFD8N

Not within laboratory's scopeRVVC8P

laser_test_rr copy.mp4TJ4JKL

laser_test_rr copy.mp4TUL32X

laser_test_rr copy.mp4TWBC8R

laser_test_rr copy.mp4U3C7KK

laser_test_rr copy.mp4U3ZAFF

laser_test_rr copy.mp4U7WXU3

laser_test_rr copy.mp4V3D6ET

laser_test_rr copy.mp4VENVYF

laser_test_rr copy.mp4VFK9L9

laser_test_rrcopy.mp4VGQQK6
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ResponseWebCode

laser_test_rrcopy.mp4VHAF76

laser_test_rr copy.mp4W7B2LY

laser_test_rr copy.mp4WB2HRX

laser_test_rr copy.mp4WCFVJ2

laser_test_rr copy.mp4WTK8BQ

FileName: laser_test_rr copy.mp4 Extension: Smart Phones_PDAs_Generic 
Android.zip\Dump\data\media\0\Download\laser_test_rr copy.mp4

WV4LD7

laser_test_rr copy.mp4X8F7CT

laser_test_rr copy.mp4YGJKTK

laser_test_rr copy.mp4Z3ENAH

laser_test_rr copy.mp4ZF6DAN

Question 14: What is the filename and extension of the file containing the word ornimegalonyx? (i.e., 
name.extension)

laser_test_rr copy.mp4 and any slight variations, if they were easily identified as a spelling or 
formatting error.

 Consensus Result:

 Expected Response Explanation:
A keyword search of all file content in the extraction will discover the file /data/media/0/Download/laser_test_rr 
copy.mp4. This file is a video file containing this word at the end.

 Expected Response Illustration:
laser_test_rr copy.mp4
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Question 15: What is the SHA256 hash of the file with MD5 hash 
4fd1e07bef0e2a6461f363fd61b51873 (or SHA1 
756E41BF0AB32C105897B7FFD8B538083327B8E2)?

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd359669722HQDV

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD359669734Z6GW

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd359669737XAJF

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966973BYWKJ

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966973DN6QE

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966973WZTHD

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966974BX4KQ

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974F7P9M

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974MTC7E

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966974PBRDK

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974PZPRL

SHA256: 1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974R2ZJF

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974RM9TJ

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966974RZXXH

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966974ZH8LE

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966974ZHELK

991D5D768464DA90395E96BB95F2232FF8B77D84DD93311F886B35CEDD04F2A664BVCK

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966976VGPHJ

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697724QKG

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966977AYVBX

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd35966977DY4HT

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966977HR4ZU

36e3feaf5b3e8102b4ce2e939a0588ab7YEGEM

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966978C2ZHQ

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966978CHAEX

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966979APXVH

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966979T9NG8

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD35966979V9MJN
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ResponseWebCode

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697AL2HWQ

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697B8VLDN

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697BLTM3H

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697BMCKHP

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697BN2TNJ

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697CPVT8G

b9a52cb2945e0d56218611204443774adb133a89dc9d0a8090c47e68609e6df8CTTJ6F

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697CV2RFK

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697CWRXUQ

SHA256: 1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697CXQYZH

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697E7PFFD

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697EKCVEE

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697ELRXH9

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697EP26TB

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697F7KHMT

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697F7KMVA

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697G7DUED

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697GAEYA7

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697GC46U4

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697GKJQXF

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697GLUQXF

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697GYGV7D

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697HHA2AW

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697HQJKEE

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697J2YUER

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697J6GR9A

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697JH6Y24

1a80418905970074726257bde5e466345499dca4 4931c3925185b3596697JHKHNM

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697JQX7MV

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697JQZ7F4

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697JRDTXH

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697JX2BEE
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ResponseWebCode

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697K4H9HR

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697K9DZRA

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697KG86LB

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697KUFQ8P

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697LLXYX3

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697M6PCZ9

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697M94ZK6

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697MA4XY8

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697MQ7PTW

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697N87WK3

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697N8EREB

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697NWDCJ9

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697P3APJ7

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697Q6T4M7

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697Q8LWHP

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697QH3LGU

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697QLJ2QM

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697QMA86R

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697R3K7TP

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697R3L9EM

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697RBEEDF

3c71b9c1eac1d11a52a7115e7f7ef2806f9333027f3e046772230dc0c1d9108dRBFD8N

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697RVVC8P

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697TJ4JKL

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697TUL32X

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697TWBC8R

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697U3C7KK

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697U3ZAFF

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697U7WXU3

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697V3D6ET

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697VENVYF

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697VFK9L9
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ResponseWebCode

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697VGQQK6

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697VHAF76

4fd1e07bef0e2a6461f363fd61b51873W7B2LY

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697WB2HRX

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697WCFVJ2

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697WTK8BQ

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697WV4LD7

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697X8F7CT

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697YGJKTK

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697Z3ENAH

1a80418905970f0747f2b257bde5e4b6345499dca4a4931c3925185bd3596697ZF6DAN

Question 15: What is the SHA256 hash of the file with MD5 hash 4fd1e07bef0e2a6461f363fd61b51873 
(or SHA1 756E41BF0AB32C105897B7FFD8B538083327B8E2)?

1A80418905970F0747F2B257BDE5E4B6345499DCA4A4931C3925185BD3596697 Consensus Result:

 Expected Response Explanation:
Searching files by the hash provided will discover multiple copies of laser_test_rr copy.mp4. The SHA256 hash can be 
computed after exporting the file from the extraction.

 Expected Response Illustration:
laser_test_rr copy.mp4
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Question 16: What time of day is mentioned in the Google Voice voicemail message received December 
9, 2022?

seven o’clock Manufacturer ' s 
 Expected Response:

ResponseWebCode

Seven o’clock (07:00)22HQDV

7:0034Z6GW

7pm37XAJF

7:00, could be AM or PM3BYWKJ

7:003DN6QE

7:003WZTHD

07 PM4BX4KQ

7:004F7P9M

7:004MTC7E

seven o’clock4PBRDK

7:004PZPRL

7 O’clock4R2ZJF

7:004RM9TJ

07:004RZXXH

7:004ZH8LE

07:00 pm4ZHELK

7:0064BVCK

7 pm6VGPHJ

7 o’clock724QKG

7.007AYVBX

7 o'clock7DY4HT

7 o’clock7HR4ZU

7.007YEGEM

7pm8C2ZHQ

7:008CHAEX

7 o’clock9APXVH

7:009T9NG8

7 pm9V9MJN

Seven o’clockAL2HWQ
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ResponseWebCode

7:00B8VLDN

7:00BLTM3H

7:00 [7 o clock]BMCKHP

Seven o’clockBN2TNJ

7 o'clock / 7:00CPVT8G

7:00CTTJ6F

7:00CV2RFK

7 O'ClockCWRXUQ

7 o'clockCXQYZH

7E7PFFD

7:00EKCVEE

7:00ELRXH9

7:00EP26TB

"7 O'Clock"F7KHMT

7:00F7KMVA

19:00G7DUED

7:00GAEYA7

7:00GC46U4

9:53:57 PM(UTC+0)GKJQXF

7 PMGLUQXF

7:00GYGV7D

7 o’clockHHA2AW

7 o’clockHQJKEE

7:00J2YUER

7 o’clockJ6GR9A

7:00JH6Y24

7:00JHKHNM

7:00JQX7MV

7PM / 19:00:00 (UTC+0)JQZ7F4

7.00JRDTXH

7:00JX2BEE

7 o'clockK4H9HR
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ResponseWebCode

7K9DZRA

7 o’clockKG86LB

7:00KUFQ8P

7:00 PMLLXYX3

9:53:45PMM6PCZ9

7:00M94ZK6

7:00MA4XY8

7:00MQ7PTW

7:00N87WK3

7 o’clock (07:00)N8EREB

7:00NWDCJ9

7 O'ClockP3APJ7

7 pmQ6T4M7

7 O’clockQ8LWHP

7 O'ClockQH3LGU

7:00QLJ2QM

7:00QMA86R

7:00R3K7TP

7 o'clockR3L9EM

7 O’clockRBEEDF

7 o'clockRBFD8N

7 o'clockRVVC8P

7:00TJ4JKL

Seven o´clockTUL32X

7:00TWBC8R

7:00U3C7KK

“seven o’clock”U3ZAFF

7 O'ClockU7WXU3

7 O’clockV3D6ET

7:00VENVYF

7:00VFK9L9

7:00VGQQK6
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ResponseWebCode

7:00VHAF76

7:00W7B2LY

7 O'clockWB2HRX

7:00WCFVJ2

7 o clockWTK8BQ

seven o'clockWV4LD7

7 o'clockX8F7CT

7 o'clockYGJKTK

7 o'clockZ3ENAH

7:00ZF6DAN

Question 16: What time of day is mentioned in the Google Voice voicemail message received December 
9, 2022?

7:00 and variations representing the same information. Consensus Result:

 Expected Response Explanation:
Google Voice messages are stored in /data/data/com.google.android.apps.googlevoice/cache/audio/
PCIFFCTSZK5LU4VSMKRBRUBQIAUIAKIAC.mp3 is the only one with a date stamp of 12/9/2022
When played, the mp3 contains the spoken words, “Hey Mitch, I'm running a little late. Let's push to 7 o’clock. Let me know.”

 Expected Response Illustration:
Cellebrite Audio table view showing files modified 12/9/2022
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Question 17: From whom (full contact name) did the device owner receive a message regarding 
something called “crossbow” ?

Chris Knight Manufacturer ' s 
 Expected Response:

ResponseWebCode

Chris Knight22HQDV

Chris Knight34Z6GW

Chris Knight37XAJF

Chris Knight3BYWKJ

Chris Knight3DN6QE

Chris Knight3WZTHD

Chris Knight4BX4KQ

Chris Knight4F7P9M

Chris Knight4MTC7E

Chris Knight4PBRDK

Chris Knight4PZPRL

Chris Knight +140872121434R2ZJF

Chris Knight4RM9TJ

Chris Knight4RZXXH

Chris Knight4ZH8LE

Chris Knight4ZHELK

Chris Knight64BVCK

Chris Knight6VGPHJ

Chris Knight724QKG

Chris Knight7AYVBX

Chris Knight7DY4HT

Chris Knight7HR4ZU

Chris Knight7YEGEM

Chris Knight8C2ZHQ

Chris Knight8CHAEX

Chris Knight9APXVH

Chris Knight9T9NG8

Chris Knight9V9MJN

Chris KnightAL2HWQ
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ResponseWebCode

Chris KnightB8VLDN

Chris KnightBLTM3H

Chris KnightBMCKHP

Chris KnightBN2TNJ

Chris KnightCPVT8G

Chris KnightCTTJ6F

Chris KnightCV2RFK

Chris KnightCWRXUQ

Chris KnightCXQYZH

Chris KnightE7PFFD

Chris KnightEKCVEE

Chris KnightELRXH9

Chris KnightEP26TB

Chris KnightF7KHMT

Chris KnightF7KMVA

Chris KnightG7DUED

Chris KnightGAEYA7

Chris KnightGC46U4

Chris KnightGKJQXF

Chris KnightGLUQXF

Chris KnightGYGV7D

Chris KnightHHA2AW

Chris KnightHQJKEE

Chris KnightJ2YUER

Chris KnightJ6GR9A

Chris KnightJH6Y24

Chris KnightJHKHNM

Chris KnightJQX7MV

CHRIS KNIGHTJQZ7F4

Chris KnightJRDTXH

Chris KnightJX2BEE

Chris KnightK4H9HR
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ResponseWebCode

Chris KnightK9DZRA

Chris KnightKG86LB

Chris KnightKUFQ8P

Chris KnightLLXYX3

Chris KnightM6PCZ9

Chris KnightM94ZK6

Chris KnightMA4XY8

Chris KnightMQ7PTW

Chris KnightN87WK3

Chris KnightN8EREB

Chris KnightNWDCJ9

Chris KnightP3APJ7

Chris KnightQ6T4M7

Chris KnightQ8LWHP

Chris KnightQH3LGU

Chris KnightQLJ2QM

Chris KnightQMA86R

Chris KnightR3K7TP

Chris KnightR3L9EM

Chris KnightRBEEDF

Chris KnightRBFD8N

Chris KnightRVVC8P

Chris KnightTJ4JKL

Chris KnightTUL32X

Chris KnightTWBC8R

Chris KnightU3C7KK

Chris KnightU3ZAFF

Chris KnightU7WXU3

Chris KnightV3D6ET

Chris KnightVENVYF

Chris KnightVFK9L9

Chris KnightVGQQK6
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ResponseWebCode

Chris KnightVHAF76

Chris KnightW7B2LY

Chris KnightWB2HRX

Chris KnightWCFVJ2

Chris KnightWTK8BQ

Chris KnightWV4LD7

Chris KnightX8F7CT

Chris KnightYGJKTK

Chris KnightZ3ENAH

Chris KnightZF6DAN

Question 17: From whom (full contact name) did the device owner receive a message regarding 
something called “crossbow” ?

Chris Knight Consensus Result:

 Expected Response Explanation:
A search of messages for the keyword crossbow discovers the relevant SMS message stored in 
data/data/com.android.providers.telephony/databases/mmssms.db.

 Expected Response Illustration:
Cellebrite conversation view
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Question 18: Who (full contact name) did the device owner call on 8 December 2022 (12/8/2022) 
6:49:39 PM(UTC+0)?

Chris Knight Manufacturer ' s 
 Expected Response:

ResponseWebCode

Chris Knight22HQDV

Chris Knight34Z6GW

Chris Knight37XAJF

Chris Knight3BYWKJ

Chris Knight3DN6QE

Chris Knight3WZTHD

Chris Knight4BX4KQ

Chris Knight4F7P9M

Chris Knight4MTC7E

Chris Knight4PBRDK

Chris Knight4PZPRL

Chris Knight4R2ZJF

Chris Knight4RM9TJ

Chris Knight4RZXXH

Chris Knight4ZH8LE

Chris Knight4ZHELK

Chris Knight64BVCK

Chris Knight6VGPHJ

Chris Knight724QKG

Chris Knight7AYVBX

Chris Knight7DY4HT

Chris Knight7HR4ZU

Chris Knight7YEGEM

Chris Knight8C2ZHQ

Chris Knight8CHAEX

Chris Knight9APXVH

Chris Knight9T9NG8

Chris Knight9V9MJN

4087212143 Chris KnightAL2HWQ
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ResponseWebCode

Chris KnightB8VLDN

Chris KnightBLTM3H

Chris KnightBMCKHP

Chris KnightBN2TNJ

Chris KnightCPVT8G

Chris KnightCTTJ6F

Chris KnightCV2RFK

Chris KnightCWRXUQ

Chris KnightCXQYZH

Chris KnightE7PFFD

Chris KnightEKCVEE

Chris KnightELRXH9

Chris KnightEP26TB

Chris KnightF7KHMT

Chris KnightF7KMVA

Chris KnightG7DUED

Chris KnightGAEYA7

Chris KnightGC46U4

Chris KnightGKJQXF

Chris KnightGLUQXF

Chris KnightGYGV7D

Chris KnightHHA2AW

Chris KnightHQJKEE

Chris KnightJ2YUER

Chris KnightJ6GR9A

Chris KnightJH6Y24

Chris KnightJHKHNM

Chris KnightJQX7MV

CHRIS KNIGHTJQZ7F4

Chris KnightsJRDTXH

Chris KnightJX2BEE

Chris KnightK4H9HR
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TABLE 1
 Question 18 - Examination Questions

ResponseWebCode

Chris KnightK9DZRA

Chris KnightKG86LB

Chris KnightKUFQ8P

Chris KnightLLXYX3

Chris KnightM6PCZ9

Chris KnightM94ZK6

Chris KnightMA4XY8

4087212143 Chris KnightMQ7PTW

Chris KnightN87WK3

Chris KnightN8EREB

Chris KnightNWDCJ9

Chris KnightP3APJ7

Chris KnightQ6T4M7

Chris KnightQ8LWHP

Chris KnightQH3LGU

Chris KnightQLJ2QM

Chris KnightQMA86R

Chris KnightR3K7TP

Chris KnightR3L9EM

Chris KnightRBEEDF

Chris KnightRBFD8N

Chris KnightRVVC8P

Chris KnightTJ4JKL

Chris KnightTUL32X

Chris KnightTWBC8R

Chris KnightU3C7KK

Chris KnightU3ZAFF

Chris KnightU7WXU3

Chris KnightV3D6ET

Chris KnightVENVYF

Chris KnightVFK9L9

Chris KnightVGQQK6
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TABLE 1
 Question 18 - Examination Questions

ResponseWebCode

Chris KnightVHAF76

Chris KnightW7B2LY

Chris KnightWB2HRX

Chris KnightWCFVJ2

Chris KnightWTK8BQ

Chris KnightWV4LD7

Chris KnightX8F7CT

Chris KnightYGJKTK

Chris KnightZ3ENAH

Chris KnightZF6DAN

Question 18: Who (full contact name) did the device owner call on 8 December 2022 (12/8/2022) 
6:49:39 PM(UTC+0)?

Chris Knight Consensus Result:

 Expected Response Explanation:
Call logs are stored in Smart Phones_PDAs_Generic 
Android.zip/data_mirror/data_ce/null/0/com.android.providers.contacts/databases/calllog.db.

 Expected Response Illustration:
Cellebrite Call Log view
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TABLE 1
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Question 19: What email address is associated with the contact with the phone number 703-672-7934?

Shannon.Ewe@cybergal.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

Shannon.Ewe@cybergal.com22HQDV

Shannon.Ewe@cybergal.com34Z6GW

Shannon.Ewe@cybergal.com37XAJF

Shannon.Ewe@cybergal.com3BYWKJ

Shannon.Ewe@cybergal.com3DN6QE

Shannon.Ewe@cybergal.com3WZTHD

Shannon.Ewe@cybergal.com4BX4KQ

Shannon.Ewe@cybergal.com4F7P9M

Shannon.Ewe@cybergal.com4MTC7E

Shannon.Ewe@cybergal.com4PBRDK

Shannon.Ewe@cybergal.com4PZPRL

Shannon.Ewe@cybergal.com4R2ZJF

Shannon.Ewe@cybergal.com4RM9TJ

Shannon.Ewe@cybergal.com4RZXXH

Shannon.Ewe@cybergal.com4ZH8LE

Shannon.Ewe@cybergal.com4ZHELK

Shannon.Ewe@cybergal.com64BVCK

Shannon.Ewe@cybergal.com6VGPHJ

Shannon.Ewe@cybergal.com724QKG

Shannon.Ewe@cybergal.com7AYVBX

Shannon.Ewe@cybergal.com7DY4HT

Shannon.Ewe@cybergal.com7HR4ZU

Shannon.Ewe@cybergal.com7YEGEM

Shannon.Ewe@cybergal.com8C2ZHQ

Shannon.Ewe@cybergal.com8CHAEX

Shannon.Ewe@cybergal.com9APXVH

Shannon.Ewe@cybergal.com9T9NG8

Shannon.Ewe@cybergal.com9V9MJN

Shannon.Ewe@cybergal.comAL2HWQ
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TABLE 1
 Question 19 - Examination Questions

ResponseWebCode

Shannon.Ewe@cybergal.comB8VLDN

Shannon.Ewe@cybergal.comBLTM3H

Shannon.Ewe@cybergal.comBMCKHP

Shannon.Ewe@cybergal.com;BN2TNJ

Shannon.Ewe@cybergal.comCPVT8G

Shannon.Ewe@cybergal.comCTTJ6F

Shannon.Ewe@cybergal.comCV2RFK

Shannon.Ewe@cybergal.comCWRXUQ

Shannon.Ewe@cybergal.comCXQYZH

Shannopn.Ewe@cybergal.comE7PFFD

Shannon.Ewe@cybergal.comEKCVEE

Shannon.Ewe@cybergal.comELRXH9

Shannon.Ewe@cybergal.comEP26TB

Shannon.Ewe@cybergal.comF7KHMT

Shannon.Ewe@cybergal.comF7KMVA

Shannon.Ewe@cybergal.comG7DUED

Shannon.Ewe@cybergal.comGAEYA7

Shannon.Ewe@cybergal.comGC46U4

Shannon.Ewe@cybergal.comGKJQXF

Shannon.Ewe@cybergal.comGLUQXF

Shannon.Ewe@cybergal.comGYGV7D

Shannon.Ewe@cybergal.comHHA2AW

Shannon.Ewe@cybergal.comHQJKEE

Shannon.Ewe@cybergal.comJ2YUER

Shannon.Ewe@cybergal.comJ6GR9A

Shannon.Ewe@cybergal.comJH6Y24

Shannon.Ewe@cybergal.comJHKHNM

Shannon.Ewe@cybergal.comJQX7MV

Shannon.Ewe@cybergal.comJQZ7F4

Shannon.Ewe@cybergal.comJRDTXH

Shannon.Ewe@cybergal.comJX2BEE

Shannon.Ewe@cybergal.comK4H9HR
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TABLE 1
 Question 19 - Examination Questions

ResponseWebCode

Shannon.Ewe@cybergal.comK9DZRA

Shannon.Ewe@cybergal.comKG86LB

Shannon.Ewe@cybergal.comKUFQ8P

Shannon.Ewe@cybergal.comLLXYX3

Shannon.Ewe@cybergal.comM6PCZ9

Shannon.Ewe@cybergal.comM94ZK6

Shannon.Ewe@cybergal.comMA4XY8

Shannon.Ewe@cybergal.comMQ7PTW

Shannon.Ewe@cybergal.comN87WK3

Shannon.Ewe@cybergal.comN8EREB

Shannon.Ewe@cybergal.comNWDCJ9

Shannon.Ewe@cybergal.comP3APJ7

Shannon.Ewe@cybergal.comQ6T4M7

Shannon.ewe@cybergal.comQ8LWHP

Shannon.Ewe@cybergal.comQH3LGU

Shannon.Ewe@cybergal.comQLJ2QM

Shannon.Ewe@cybergal.comQMA86R

Shannon.Ewe@cybergal.comR3K7TP

Shannon.Ewe@cybergal.comR3L9EM

Shannon.Ewe@cybergal.comRBEEDF

Shannon.Ewe@cybergal.comRBFD8N

Shannon.Ewe@cybergal.comRVVC8P

Shannon.Ewe@cybergal.comTJ4JKL

Shannon.Ewe@cybergal.comTUL32X

Shannon.Ewe@cybergal.comTWBC8R

Shannon.Ewe@cybergal.comU3C7KK

Shannon.Ewe@cybergal.comU3ZAFF

Shannon.Ewe@cybergal.comU7WXU3

Shannon.ewe@cybergal.comV3D6ET

Shannon.Ewe@cybergal.comVENVYF

Shannon.Ewe@cybergal.comVFK9L9

Shannon.Ewe@cybergal.comVGQQK6
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TABLE 1
 Question 19 - Examination Questions

ResponseWebCode

Shannon.Ewe@cybergal.comVHAF76

Shannon.Ewe@cybergal.comW7B2LY

Shannon.Ewe@cybergal.comWB2HRX

Shannon.Ewe@cybergal.comWCFVJ2

Shannon.Ewe@cybergal.comWTK8BQ

Shannon.Ewe@cybergal.comWV4LD7

Shannon.Ewe@cybergal.comX8F7CT

Shannon.Ewe@cybergal.comYGJKTK

Shannon.Ewe@cybergal.comZ3ENAH

Shannon.Ewe@cybergal.comZF6DAN

Question 19: What email address is associated with the contact with the phone number 703-672-7934?
Shannon.Ewe@cybergal.com Consensus Result:

 Expected Response Explanation:
Contact information is stored in /data/data/com.android.providers.contacts/databases/contacts2.db.

 Expected Response Illustration:
Cellebrite contact pane (filtered for 703-672-7934)
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TABLE 1
 Question 20 - Examination Questions

Question 20: What status does the call log database show for the call on 9 December 2022 (12/9/2022) 
9:51:34 PM (UTC+0)? (Report one of the following: Answered, Blocked, Missed, Outgoing, Rejected, 
Voicemail, WiFi)

Missed Manufacturer ' s 
 Expected Response:

ResponseWebCode

Missed22HQDV

Missed34Z6GW

Missed37XAJF

Missed3BYWKJ

Missed3DN6QE

Missed3WZTHD

Missed4BX4KQ

Missed4F7P9M

Missed4MTC7E

MISSED4PBRDK

Missed4PZPRL

Missed4R2ZJF

Missed4RM9TJ

Missed4RZXXH

Missed4ZH8LE

Missed4ZHELK

Outgoing64BVCK

Missed6VGPHJ

Missed724QKG

Missed7AYVBX

Missed7DY4HT

Missed7HR4ZU

Missed7YEGEM

Missed Call8C2ZHQ

Missed8CHAEX

missed9APXVH

Missed9T9NG8

Missed9V9MJN
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TABLE 1
 Question 20 - Examination Questions

ResponseWebCode

MissedAL2HWQ

MissedB8VLDN

MissedBLTM3H

missedBMCKHP

MissedBN2TNJ

MissedCPVT8G

MissedCTTJ6F

MissedCV2RFK

MissedCWRXUQ

MissedCXQYZH

MissedE7PFFD

MissedEKCVEE

MissedELRXH9

MissedEP26TB

MissedF7KHMT

MissedF7KMVA

MissedG7DUED

MissedGAEYA7

MissedGC46U4

MissedGKJQXF

MissedGLUQXF

MissedGYGV7D

MissedHHA2AW

MissedHQJKEE

MissedJ2YUER

MissedJ6GR9A

MissedJH6Y24

MissedJHKHNM

MissedJQX7MV

MISSEDJQZ7F4

MissedJRDTXH

MissedJX2BEE
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TABLE 1
 Question 20 - Examination Questions

ResponseWebCode

MissedK4H9HR

MissedK9DZRA

MissedKG86LB

MissedKUFQ8P

MissedLLXYX3

MissedM6PCZ9

missedM94ZK6

MissedMA4XY8

MissedMQ7PTW

MissedN87WK3

Missed callN8EREB

MissedNWDCJ9

MissedP3APJ7

MissedQ6T4M7

MissedQ8LWHP

MissedQH3LGU

MissedQLJ2QM

MissedQMA86R

MissedR3K7TP

MissedR3L9EM

MissedRBEEDF

MissedRBFD8N

MissedRVVC8P

MissedTJ4JKL

MissedTUL32X

MissedTWBC8R

MissedU3C7KK

MissedU3ZAFF

MissedU7WXU3

MissedV3D6ET

MissedVENVYF

MissedVFK9L9
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TABLE 1
 Question 20 - Examination Questions

ResponseWebCode

MissedVGQQK6

MissedVHAF76

MissedW7B2LY

MissedWB2HRX

MissedWCFVJ2

MissedWTK8BQ

MissedWV4LD7

MissedX8F7CT

MissedYGJKTK

MissedZ3ENAH

MissedZF6DAN

Question 20: What status does the call log database show for the call on 9 December 2022 (12/9/2022) 
9:51:34 PM (UTC+0)? (Report one of the following: Answered, Blocked, Missed, Outgoing, Rejected, 
Voicemail, WiFi)

Missed Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. Review of this database 
finds the record for the above call (in the calls table) with type “2.”

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing call on 12/9/2022 9:51:34 PM(UTC+0)
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TABLE 1
 Question 21 - Examination Questions

Question 21: What event did the user receive an email invitation to attend?

33rd or 3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event Manufacturer ' s 
 Expected Response:

ResponseWebCode

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event22HQDV

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event34Z6GW

33rd International Laser Engineers Association Keystone Professional Engagement Event37XAJF

3rd International Laser Engineers Association Keystone Professional Engagement Event, there are also 
additional emails that say this is the 33rd International Laser…Event.

3BYWKJ

3rd International Laser Engineers Association Keystone Professional Engagement Event3DN6QE

33rd International Laser Engineers Association Keystone Professional Engagement Event3WZTHD

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event4BX4KQ

33rd International Laser Engineers Association Keystone Professional Engagement Event4F7P9M

33rd International Laser Engineers Association Keystone Professional Engagement Event4MTC7E

33rd International Laser Engineers Association Keystone Professional Engagement Event4PBRDK

33rd International Laser Engineers Association Keystone Professional Engagement Event4PZPRL

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event4R2ZJF

3rd International Laser Engineers Association Keystone Professional Engagement Event4RM9TJ

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event4RZXXH

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event4ZH8LE

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event4ZHELK

33rd International Laser Engineers Association Keystone Professional Engagement Event64BVCK

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event6VGPHJ

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event724QKG

33rd International Laser Engineers Association Keystone Professional Engagement Event7AYVBX

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event7DY4HT

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event7HR4ZU

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event7YEGEM

33rd International Laser Engineers Association Keystone Professional Engagement Event8C2ZHQ

33rd International Laser Engineers Association Keystone Professional Engagement Event8CHAEX

33rd International Laser Engineers Association Keystone Professional Engagement Event9APXVH

33rd International Laser Engineers Association Keystone Professional Engagement Event9T9NG8

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event9V9MJN
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TABLE 1
 Question 21 - Examination Questions

ResponseWebCode
33rd International Laser Engineers Association Keystone Professional Engagement Event 
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

AL2HWQ

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event; 33rd Intl. Laser Engineers Assn. 
Keystone Professional Engagement Event

B8VLDN

3rd International Laser Engineers Association Keystone Professional Engagement EventBLTM3H

33rd International Laser Engineers Association Keystone Professional Engagement Event [hyperlink 
indicated 3rd]

BMCKHP

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventBN2TNJ

33rd International Laser Engineers Association Keystone Professional Engagement EventCPVT8G

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventCTTJ6F

3rd International Laser Engineers Association Keystone Professional Engagement Event; 33rd 
International Laser Engineers Association Keystone Professional Engagement Event

CV2RFK

33rd International Laser Engineers Association Keystone Professional Engagement EventCWRXUQ

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event (Note: email subject lines reads 
as if it's the 33rd event)

CXQYZH

33rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventE7PFFD

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventEKCVEE

33rd International Laser Engineers Association Keystone Professional Engagement EventELRXH9

33rd International Laser Engineers Association Keystone Professional Engagement EventEP26TB

3rd International Laser Engineers Association Keystone Professional Engagement EventF7KHMT

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventF7KMVA

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventG7DUED

33rd International Laser Engineers Association Keystone Professional Engagement EventGAEYA7

33rd International Laser Engineers Association Keystone Professional Engagement EventGC46U4

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventGKJQXF

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventGLUQXF

33rd International Laser Engineers Association Keystone Professional Engagement EventGYGV7D

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventHHA2AW

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventHQJKEE

33rd International Laser Engineers Association Keystone Professional Engagement EventJ2YUER

3rd International Laser Engineers Association Keystone Professional Engagement EventJ6GR9A

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventJH6Y24

33rd International Laser Engineers Association Professional Engagement EventJHKHNM

3rd International Laser Engineers Association Keystone Professional Engagement EventJQX7MV
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TABLE 1
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ResponseWebCode

THE 3RD INTL. LASER ENGINEERS ASSN. KEYSTONE PROFESSIONAL ENGAGEMENT EVENT.JQZ7F4

3rd International Laser Engineers Association Keystone Professional Engagement EventJRDTXH

33rd International Laser Engineers Association Keystone Professional Engagement EventJX2BEE

3rd International Laser Engineers Association Keystone Professional Engagement EventK4H9HR

33rd International Laser Engineers Association Keystone Professional Engagement EventK9DZRA

33rd International Laser Engineers Association Keystone Professional Engagement EventKG86LB

33rd International Laser Engineers Association Keystone Professional Engagement EventKUFQ8P

33rd International Laser Engineers Association Keystone Professional Engagement EventLLXYX3

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventM6PCZ9

33rd International Laser Engineers Association Keystone Professional Engagement EventM94ZK6

3rd International Laser Engineers Association Keystone Professional Engagement EventMA4XY8

33rd International Laser Engineers Association Keystone Professional EngagementMQ7PTW

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventN87WK3

The title of the email states the event is the: “33rd International Laser Engineers Association Keystone 
Professional Engagement Event”. The Eventbrite link for the event itself lists the “3rd international”.

N8EREB

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventNWDCJ9

3rd Intl. Laser Engineers Assn Keystone Professional Engagement EventP3APJ7

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventQ6T4M7

33rd International Laser Engineers Association Keystone Professional Engagement EventQ8LWHP

33rd International Laser Engineers Association Keystone Professional Engagement EventQH3LGU

33rd International Laser Engineers Association Keystone Professional Engagement EventQLJ2QM

33rd International Laser Engineers Association Keystone Professional Engagement EventQMA86R

33rd International Laser Engineers Association Keystone Professional Engagement EventR3K7TP

33rd International Laser Engineers Association Keystone Professional Engagement EventR3L9EM

33rd International Laser Engineers Association Keystone Professional Engagement EventRBEEDF

33rd International Laser Engineers Association Keystone Professional Engagement EventRBFD8N

33rd International Laser Engineers Association Keystone Professional EngagementRVVC8P

33rd International Laser Engineers Association Keystone Professional Engagement EventTJ4JKL

Laser Engineers Assn, Keystone Profesional Engagement EventTUL32X

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventTWBC8R

33rd International Laser Engineers Association Keystone Professional Engagement EventU3C7KK

33rd International Laser Engineers Association Keystone Professional Engagement EventU3ZAFF

3rd Intl. Laser Engineers Assn Keystone Professional Engagement EventU7WXU3
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TABLE 1
 Question 21 - Examination Questions

ResponseWebCode

33rd International Laser Engineers Association Keystone Professional Engagement Event. 11/11/2022 
21:40:21 (UTC+0)

V3D6ET

33rd International Laser Engineers Association Keystone Professional Engagement EventVENVYF

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventVFK9L9

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventVGQQK6

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventVHAF76

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventW7B2LY

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventWB2HRX

33rd International Laser Engineers Association Keystone Professional Engagement EventWCFVJ2

the 33rd International Laser Engineers Association Keystone Professional Engagement EventWTK8BQ

3rd Intl. Laser Engineers Assn. Keystone Professional Engagement EventWV4LD7

3rd International Laser Engineers Association Keystone Professional Engagement EventX8F7CT

33rd International Laser Engineers Association Keystone Professional Engagement EventYGJKTK

3rd International Laser Engineers Association Keystone Professional Engagement EventZ3ENAH

3rd Intl Laser Engineers Assn Keystone Professional Engagement EventZF6DAN

Question 21: What event did the user receive an email invitation to attend?
33rd or 3rd Intl. Laser Engineers Assn. Keystone Professional Engagement Event Consensus Result:

 Expected Response Explanation:
The evite invitation was initially sent to Michaels’ ‘work’ email at MitchellMichaels.ACME@engineer.com. He forwarded 
it to his ‘personal’ email account MitchellDMichaels@gmail.com.

 Expected Response Illustration:
Cellebrite email tab for MitchellDMichaels@gmail.com
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Email body
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Question 22: What was the date and time of the LAST answered incoming call? Provide your response in 
(UTC+0), using the date/time (24-hour) picker which presents the date in the following format: 
YYYY-MM-DD.

2022-12-09 17:33 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-12-09 17:3322HQDV

2022-12-09 17:3334Z6GW

2022-12-09 17:3337XAJF

2022-12-09 17:333BYWKJ

2022-12-09 17:333DN6QE

2022-12-09 17:333WZTHD

2022-12-09 17:334BX4KQ

2022-12-09 17:334F7P9M

2022-12-09 17:334MTC7E

2022-12-09 17:334PBRDK

2022-12-09 17:334PZPRL

2022-11-11 21:064R2ZJF

2022-12-09 17:334RM9TJ

2022-12-09 17:334RZXXH

2022-12-09 17:334ZH8LE

2022-12-09 17:334ZHELK

2022-12-09 17:3364BVCK

2022-12-09 17:336VGPHJ

2022-12-09 17:33724QKG

2022-12-09 09:527AYVBX

2022-12-09 17:337DY4HT

2022-12-09 17:337HR4ZU

2022-09-12 5:33:14 PM(UTC+0)7YEGEM

2022-12-09 17:338C2ZHQ

2022-12-09 17:338CHAEX

2022-12-09 17:339APXVH

2022-12-09 17:339T9NG8

2022-12-09 17:339V9MJN
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ResponseWebCode

2022-12-09 17:33AL2HWQ

2022-12-09 17:33B8VLDN

2022-12-09 17:33BLTM3H

2022-12-09 17:33BMCKHP

2022-12-09 17:33BN2TNJ

2022-12-09 17:33CPVT8G

2022-12-09 17:33CTTJ6F

2022-12-09 17:33CV2RFK

2022-12-09 17:33CWRXUQ

2022-12-09 1733CXQYZH

2022-12-09 17:33E7PFFD

2022-12-09 17:33EKCVEE

2022-12-09 17:33ELRXH9

2022-12-09 17:33EP26TB

2022-12-09 17:33F7KHMT

2022-12-09 17:33F7KMVA

2022-12-09 17:33G7DUED

2022-12-09 17:33GAEYA7

2022-12-09 17:33GC46U4

2022-12-09 17:33GKJQXF

2022-12-09 17:33GLUQXF

2022-12-09 17:33GYGV7D

2022-12-09 17:33HHA2AW

2022-12-09 17:33HQJKEE

2022-12-09 17:33:14J2YUER

2022-12-09 17:33J6GR9A

2022-12-09 17:33JH6Y24

2022-12-09 17:33JHKHNM

2022-12-09 17:33JQX7MV

2022-12-09 17:33JQZ7F4

2022-12-09 17:33JRDTXH

2022-12-09 17:33JX2BEE
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ResponseWebCode

2022-12-09 17:33K4H9HR

2022-12-09 17:30K9DZRA

2022-12-09 17:33KG86LB

2022-12-09 17:33KUFQ8P

2022-12-09 17:33LLXYX3

2022-12-09 17:33M6PCZ9

2022-12-09 17:33M94ZK6

2022-12-09 09:52MA4XY8

2022-09-12 17:33MQ7PTW

2022-12-09 17:33N87WK3

2022-12-09 05:33N8EREB

2022-12-09 17:33NWDCJ9

2022-12-09 17:33:14 (UTC+0)P3APJ7

2022-12-09 17:33Q6T4M7

2022-12-09 17:33Q8LWHP

2022-12-09 17:33QH3LGU

2022-12-09 17:33QLJ2QM

2022-12-09 21:52QMA86R

2022-12-09 17:33R3K7TP

2022-12-09 17:33R3L9EM

2022-12-09 17:33RBEEDF

2022-12-09 17:33RBFD8N

2022-12-09 17:33RVVC8P

2022-12-09 17:33TJ4JKL

2022-12-09 17:33TUL32X

2022-12-09 17:33TWBC8R

2022-12-09 17:33U3C7KK

2022-12-09 17:33U3ZAFF

2022-12-09 17:33:14U7WXU3

2022-12-09 17:33V3D6ET

2022-12-09 17:33VENVYF

2022-12-09 17:33VFK9L9
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ResponseWebCode

2022-12-09 17:33VGQQK6

2022-12-09 17:33VHAF76

2022-12-09 17:33W7B2LY

2022-12-09 17:33WB2HRX

2022-12-09 17:33WCFVJ2

2022-12-09 17:33WTK8BQ

2022-12-09 17:33WV4LD7

2022-12-09 17:33X8F7CT

2022-12-09 17:33YGJKTK

2022-12-09 17:33Z3ENAH

2022-12-09 17:33ZF6DAN

Question 22: What was the date and time of the LAST answered incoming call? Provide your response in 
(UTC+0), using the date/time (24-hour) picker which presents the date in the following format: 
YYYY-MM-DD.

2022-12-09 17:33. Due to differences in date reporting formats, the date reported as 
"2022-09-12" was also accepted.

 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. Filtering the list for 
Answered calls and sorting by timestamp identifies the last call answered at 12/9/2022 5:33:14 PM (UTC+0).

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing answered call

( 95 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 23 - Examination Questions

Question 23: What is the name of the document did the user send as a Gmail attachment on 9 December 
2022 (12/9/2022) 4:39:17 PM(UTC+0)?

s41377-020-0312-1.docx Manufacturer ' s 
 Expected Response:

ResponseWebCode

s41377-020-0312-1.docx22HQDV

s41377-020-0312.docx34Z6GW

s41377-020-0312-1.docx37XAJF

s41377-020-0312-1.docx3BYWKJ

s41377-020-0312-1.docx3DN6QE

s41377-020-0312-1.docx3WZTHD

S41377-020-0312-1.docx4BX4KQ

s41377-020-0312-1.docx4F7P9M

s41377-020-0312-1.docx4MTC7E

s41377-020-0312-1.docx4PBRDK

s41377-020-0312-1.docx4PZPRL

s41377-020-0312-1.docx4R2ZJF

s41377-020-0312-1.docx4RM9TJ

s41377-020-0312-1.docx4RZXXH

s41377-020-0312-1.docx4ZH8LE

s41377-020-0312-1.docx4ZHELK

s41377-020-0312-1.docx64BVCK

s41377-020-0312-1.docx6VGPHJ

s41377-020-0312-1.docx724QKG

s41377-020-0312-1.docx7AYVBX

s41377-020-0312-1.docx7DY4HT

s41377-020-0312-1.docx7HR4ZU

s41377-020-0312-1.docx7YEGEM

s41377-020-0312-1.docx8C2ZHQ

s41377-020-0312-1.docx8CHAEX

s41377-020-0312-1.docx9APXVH

s41377-020-0312-1.docx9T9NG8

s41377-020-0312-1.docx9V9MJN

s41377-020-0312-1.docxAL2HWQ
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ResponseWebCode

S41377-020-0312-1.docxB8VLDN

s41377-020-0312-1.docxBLTM3H

s41377-020-0312-1.docxBMCKHP

s41377-020-0312-1.docxBN2TNJ

s41377-020-0312-1.docxCPVT8G

s41377-020-0312-1.docxCTTJ6F

s41377-020-0312-1.docxCV2RFK

s41377-020-0312-1.docxCWRXUQ

s41377-020-0312-1.docxCXQYZH

s41377-020-0312-1.docxE7PFFD

s41377-020-0312-1.docxEKCVEE

s41377-020-0312-1.docxELRXH9

s41377-020-0312-1.docxEP26TB

s41377-020-0312-1.docxF7KHMT

s41377-020-0312-1.docxF7KMVA

s41377-020-0312-1.docxG7DUED

s41377-020-0312-1.docxGAEYA7

s41377-020-0312-1.docxGC46U4

s41377-020-0312-1.docxGKJQXF

s41377-020-0312-1.docxGLUQXF

s41377-020-0312-1.docxGYGV7D

s41377-020-0312-1.docxHHA2AW

s41377-020-0312-1.docxHQJKEE

s41377-020-0312-1.docxJ2YUER

s41377-020-0312-1.docxJ6GR9A

s41377-020-0312-1.docxJH6Y24

s41377-020-0312-1.docxJHKHNM

s41377-020-0312-1.docxJQX7MV

S41377-020-0312-1.docxJQZ7F4

s41377-020-0312-1.docxJRDTXH

S41377-020-0312-1.docxJX2BEE

s41377-020-0312-1K4H9HR
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ResponseWebCode

s41377-020-0312-1.docxK9DZRA

s41377-020-0312-1.docxKG86LB

s41377-020-0312-1.docxKUFQ8P

s41377-020-0312-1.docxLLXYX3

S41377-020-0312-1.docxM6PCZ9

s41377-020-0312-1M94ZK6

s41377-020-0312-1.docxMA4XY8

s41377-020-0312-1.docxMQ7PTW

s41377-020-0312-1.docxN87WK3

s41377-020-0312-1.docxN8EREB

s41377-020-0312-1.docxNWDCJ9

s41377-020-0312-1.docxP3APJ7

s41377-020-0312-1.docxQ6T4M7

s41377-020-0312-1.docxQ8LWHP

s41377-020-0312-1.docxQH3LGU

s41377-020-0312-1.docxQLJ2QM

s41377-020-0312-1.docxQMA86R

s41377-020-0312-1.docxR3K7TP

s41377-020-0312-1.docxR3L9EM

Metasurfaces help lasers to mode-lockRBEEDF

s41377-020-0312-1.docxRBFD8N

s41377-020-0312-1.docxRVVC8P

s41377-020-0312-1.docxTJ4JKL

s41377-020-0312-1.docxTUL32X

s41377-020-0312-1.docxTWBC8R

s41377-020-0312-1.docxU3C7KK

s41377-020-0312-1.docxU3ZAFF

s41377-020-0312-1.docxU7WXU3

s41377-020-0312-1.docxV3D6ET

s41377-020-0312-1.docxVENVYF

s41377-020-0312-1.docxVFK9L9

s41377-020-0312.docxVGQQK6
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ResponseWebCode

s41377-020-0312.docxVHAF76

s41377-020-0312-1.docxW7B2LY

s41377-020-0312-1.docxWB2HRX

s41377-020-0312-1.docxWCFVJ2

s41377-020-0312-1.docxWTK8BQ

s41377-020-0312-1.docxWV4LD7

s41377-020-0312-1.docxX8F7CT

s41377-020-0312-1.docxYGJKTK

s41377-020-0312-1.docxZ3ENAH

s41377-020-0312-1.docxZF6DAN

Question 23: What is the name of the document did the user send as a Gmail attachment on 9 December 
2022 (12/9/2022) 4:39:17 PM(UTC+0)?

s41377-020-0312-1.docx Consensus Result:

 Expected Response Explanation:
The gmail outbox at /data_mirror/data_ce/null/0/com.google.android.gm/databases/bigTopDataDB.677279161 
contains one sent message with an attachment.

 Expected Response Illustration:
Cellebrite Email View
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Question 24: What text is listed next to the number "4" in the Google Keep note titled “Project 
Milestones”?

patent Manufacturer ' s 
 Expected Response:

ResponseWebCode

patent22HQDV

patent34Z6GW

patent37XAJF

patent3BYWKJ

patent3DN6QE

Patent3WZTHD

Patent4BX4KQ

patent4F7P9M

patent4MTC7E

patent4PBRDK

patent4PZPRL

patent4R2ZJF

patent4RM9TJ

patent4RZXXH

patent4ZH8LE

patent4ZHELK

patent64BVCK

patent6VGPHJ

patent724QKG

patent7AYVBX

patent7DY4HT

patent7HR4ZU

patent7YEGEM

patent8C2ZHQ

patent8CHAEX

patent9APXVH

patent9T9NG8

patent9V9MJN

patentAL2HWQ
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ResponseWebCode

patentB8VLDN

patentBLTM3H

patentBMCKHP

patentBN2TNJ

patentCPVT8G

patentCTTJ6F

patentCV2RFK

patentCWRXUQ

patentCXQYZH

PatentE7PFFD

PatentEKCVEE

patentELRXH9

patentEP26TB

patentF7KHMT

patentF7KMVA

patentG7DUED

patentGAEYA7

patentGC46U4

patentGKJQXF

patentGLUQXF

patentGYGV7D

PatentHHA2AW

patentHQJKEE

patentJ2YUER

patentJ6GR9A

patentJH6Y24

patentJHKHNM

patentJQX7MV

PATENTJQZ7F4

patentJRDTXH

patentJX2BEE

patentK4H9HR
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ResponseWebCode

patentK9DZRA

patentKG86LB

patentKUFQ8P

patentLLXYX3

PatentM6PCZ9

patentM94ZK6

patentMA4XY8

patentMQ7PTW

patentN87WK3

patentN8EREB

patentNWDCJ9

patentP3APJ7

patentQ6T4M7

patentQ8LWHP

patentQH3LGU

patentQLJ2QM

patentQMA86R

patentR3K7TP

patentR3L9EM

patentRBEEDF

patentRBFD8N

patentRVVC8P

PatentTJ4JKL

patentTUL32X

patentTWBC8R

patentU3C7KK

patentU3ZAFF

patentU7WXU3

patentV3D6ET

patentVENVYF

patentVFK9L9

patentVGQQK6
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ResponseWebCode

patentVHAF76

patentW7B2LY

patentWB2HRX

patentWCFVJ2

patentWTK8BQ

patentWV4LD7

patentX8F7CT

patentYGJKTK

patentZ3ENAH

patentZF6DAN

Question 24: What text is listed next to the number "4" in the Google Keep note titled “Project 
Milestones”?

patent Consensus Result:

 Expected Response Explanation:
Google Keep Notes are stored in  /data/data/com.google.android.keep/databases/keep.db.

 Expected Response Illustration:
Cellebrite view of Keep note "Project Milestones"
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Question 25: Provide the filename for one of the photos taken near Latitude/Longitude 38.987283 / 
-76.283095.

PXL_20221126_214002176.jpg, or PXL_20221126_214023522.jpg, or 
PXL_20221126_214025360.jpg

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

PXL_20221126_214002176.jpg22HQDV

PXL_20221126_214002176.jpg34Z6GW

PXL_20221126_214002176.jpg37XAJF

PXL_20221126_214002176.jpg3BYWKJ

PXL_20221126_214002176.jpg3DN6QE

PXL_20221126_214025360.jpg3WZTHD

PXL_20221126_214025360.jpg4BX4KQ

PXL_20221126_214025360.jpg4F7P9M

PXL_20221126_214002176.jpg4MTC7E

PXL_20221126_214002176.jpg4PBRDK

PXL_20221126_214002176.jpg4PZPRL

PXL_20221126_214025360.jpg4R2ZJF

PXL_20221126_214023522.jpg4RM9TJ

PXL_20221126_214025360.jpg4RZXXH

PXL_20221126_214023522.jpg4ZH8LE

PXL_20221126_214025360.jpg4ZHELK

PXL_20221126_214025360.JPG64BVCK

PXL_20221126_214025360.jpg6VGPHJ

PXL_20221126_214025360.jpg724QKG

PXL_20221126_214025360.jpg7AYVBX

PXL_20221126_214023522.jpg7DY4HT

PXL_20221126_214002176.jpg7HR4ZU

PXL_20221126_214025360.jpg7YEGEM

PXL_20221126_214025360.jpg8C2ZHQ

PXL_20221126_214025360.jpg8CHAEX

PXL_20221126_214025360.jpg9APXVH

PXL_20221126_2140021769T9NG8

PXL_20221126_214025360.jpg9V9MJN

PXL_20221126_214002176.jpgAL2HWQ
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ResponseWebCode

PXL_20221126_214025360.jpgB8VLDN

PXL_20221126_214025360.jpgBLTM3H

PXL_20221126_214002176.jpgBMCKHP

PXL_20221126_214002176.jpgBN2TNJ

PXL_20221126_214025360.jpgCPVT8G

PXL_20221126_214002176.jpgCTTJ6F

PXL_20221126_214002176.jpgCV2RFK

PXL_20221126_214002176.jpgCWRXUQ

PXL_20221126_214002176.jpgCXQYZH

PXL_20221126_214002176.jpgE7PFFD

PXL_20221126_214025360.jpgEKCVEE

PXL_20221126_214025360.jpgELRXH9

PXL_20221126_214025360.jpgEP26TB

PXL_20221126_214025360.jpgF7KHMT

PXL_20221126_214025360.jpgF7KMVA

PXL_20221126_214025360.jpgG7DUED

PXL_20221126_214002176.jpgGAEYA7

PXL_20221126_214025360.jpgGC46U4

PXL_20221126_214025360.jpgGKJQXF

PXL_20221126_214025360.jpgGLUQXF

PXL_20221126_214025360.jpgGYGV7D

PXL_20221126_214025360.jpgHHA2AW

PXL_20221126_214002176.jpgHQJKEE

PXL_20221126_214025360.jpgJ2YUER

PXL_20221126_214002176.jpgJ6GR9A

PXL_20221126_214025360.jpgJH6Y24

PXL_20221126_214025360.jpgJHKHNM

PXL_20221126_214002176.jpgJQX7MV

PXL_20221126_214002176.jpgJQZ7F4

PXL_20221126_214023522.jpgJRDTXH

PXL_20221126_214002176.jpgJX2BEE

PXL_20221126_214002176K4H9HR
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ResponseWebCode

PXL_20221126_214025360.jpgK9DZRA

PXL_20221126_214025360.jpgKG86LB

PXL_20221126_214023522KUFQ8P

PXL_20221126_214025360LLXYX3

PXL_20221126_214025360.jpgM6PCZ9

PXL_20221126_214025360M94ZK6

PXL_2022111126_214023522.jpgMA4XY8

PXL_20221126_214002176.jpgMQ7PTW

PXL_20221126_214025360.jpgN87WK3

PXL_20221126_214002176.jpgN8EREB

PXL_20221126_214002176.jpgNWDCJ9

PXL_20221126_214025360.jpgP3APJ7

PXL_20221126_214025360.jpgQ6T4M7

PXL_20221126_214025360.jpgQ8LWHP

PXL_20221126_214023522.jpgQH3LGU

PXL_20221126_214002176.jpgQLJ2QM

PXL_20221126_214002176.jpgQMA86R

PXL_20221126_214025360.jpgR3K7TP

PXL_20221126_214002176.jpgR3L9EM

PXL_20221126_214002176.jpgRBEEDF

PXL_20221126_214002176.jpgRBFD8N

PXL_20221126_214002176.jpgRVVC8P

PXL_20221126_214025360.jpgTJ4JKL

PXL_20221126_214002176.jpgTUL32X

PXL_20221126_214002176.jpgTWBC8R

PXL_20221126_214023522.jpgU3C7KK

PXL_20221126_214002176.jpgU3ZAFF

PXL_20221126_214025360.jpgU7WXU3

PXL_20221126_214002176.jpgV3D6ET

PXL_20221126_214025360.jpgVENVYF

PXL_20221126_214002176.jpgVFK9L9

PXL_20221126_214002176.jpgVGQQK6
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ResponseWebCode

PXL_20221126_214002176.jpgVHAF76

PXL_20221126_214025360.jpgW7B2LY

PXL_20221126_214025360.jpgWB2HRX

PXL_20221126_214025360.jpgWCFVJ2

PXL_20221126_214002176.jpgWTK8BQ

PXL_20221126_214002176.jpgWV4LD7

PXL_20221126_214002176.jpgX8F7CT

PXL_20221126_214025360.jpgYGJKTK

PXL_20221126_214025360.jpgZ3ENAH

PXL_20221126_214025360.jpgZF6DAN

Question 25: Provide the filename for one of the photos taken near Latitude/Longitude 38.987283 / 
-76.283095.

PXL_20221126_214002176.jpg, PXL_20221126_214025360.jpg, 
PXL_20221126_214023522.jpg

 Consensus Result:

 Expected Response Explanation:
Plotting these Lat/Long coordinates on a map discovers they describe a point near Chester, MD, USA. Reviewing the 
photos taken near that location identifies the above files.

 Expected Response Illustration:
Google Maps plot of 38.987283N 76.283095W
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Autopsy Browser Geolocation pane showing photo taken near Chester, MD
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Question 26: On what date was the user scheduled for a “Date?” on their calendar? Provide your 
response as YYYY-MM-DD using the date picker.

2022-12-09 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-12-0922HQDV

2022-12-0934Z6GW

2022-12-0937XAJF

2022-12-093BYWKJ

2022-12-093DN6QE

2022-12-093WZTHD

2022-12-094BX4KQ

2022-12-094F7P9M

2022-12-094MTC7E

2022-12-194PBRDK

2022-12-094PZPRL

2022-12-094R2ZJF

2022-12-094RM9TJ

2022-12-094RZXXH

2022-12-094ZH8LE

2022-12-094ZHELK

2022-12-0964BVCK

2022-12-096VGPHJ

2022-12-09724QKG

2022-12-097AYVBX

2022-12-097DY4HT

2022-12-097HR4ZU

2022-09-127YEGEM

2022-12-098C2ZHQ

2022-12-098CHAEX

2022-12-099APXVH

2022-12-099T9NG8

2022-12-099V9MJN

2022-12-09AL2HWQ
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ResponseWebCode

2022-12-09B8VLDN

2022-12-09BLTM3H

2022-12-09BMCKHP

2022-12-09BN2TNJ

2022-12-09CPVT8G

2022-12-09CTTJ6F

2022-12-09CV2RFK

2022-12-09CWRXUQ

2022-12-09CXQYZH

2022-12-09E7PFFD

2022-12-09EKCVEE

2022-12-09ELRXH9

2022-12-09EP26TB

2022-12-09F7KHMT

2022-12-09F7KMVA

2022-12-09G7DUED

2022-12-09GAEYA7

2022-12-09GC46U4

2022-12-09GKJQXF

2022-12-09GLUQXF

2022-12-09GYGV7D

2022-12-09HHA2AW

2022-12-09HQJKEE

2022-12-09J2YUER

2022-12-09J6GR9A

2022-12-09JH6Y24

2022-12-09JHKHNM

2022-12-09JQX7MV

2022-12-09JQZ7F4

2022-12-09JRDTXH

2022-12-09JX2BEE

2022-12-09K4H9HR
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ResponseWebCode

2022-12-09K9DZRA

2022-12-09KG86LB

2022-12-09KUFQ8P

2022-12-09LLXYX3

2022-12-09M6PCZ9

2022-12-9M94ZK6

2022-12-09MA4XY8

2022-12-09MQ7PTW

2022-12-09N87WK3

2022-12-09N8EREB

2022-12-09NWDCJ9

2022-12-09P3APJ7

2022-12-09Q6T4M7

2022-12-09Q8LWHP

2022-12-09QH3LGU

2022-12-09QLJ2QM

2022-12-09QMA86R

2022-12-09R3K7TP

2022-12-10R3L9EM

2022-12-09RBEEDF

2022-12-09RBFD8N

2022-12-09RVVC8P

2022-12-09TJ4JKL

2022-12-09TUL32X

2022-12-09TWBC8R

2022-12-09U3C7KK

2022-12-09U3ZAFF

2022-12-09U7WXU3

2022-12-09V3D6ET

2022-12-09VENVYF

2022-12-09VFK9L9

2022-12-09VGQQK6
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ResponseWebCode

2022-12-09VHAF76

2022-12-09W7B2LY

2022-12-09WB2HRX

2022-12-09WCFVJ2

2022-12-09WTK8BQ

2022-12-09WV4LD7

2022-12-09X8F7CT

2022-12-09YGJKTK

2022-12-09Z3ENAH

2022-12-09ZF6DAN

Question 26: On what date was the user scheduled for a “Date?” on their calendar? Provide your 
response as YYYY-MM-DD using the date picker.

2022-12-09. Due to differences in date reporting formats, the date reported as "2022-09-12" was 
also accepted.

 Consensus Result:

 Expected Response Explanation:
Google calendar entries are stored in /data/data/com.google.android.calendar/databases/cal_v2a and 
/data_mirror/data_ce/null/0/com.android.providers.calendar/databases/calendar.db. Information about scheduled 
events is contained in the “Events” table.

 Expected Response Illustration:
Autopsy View of Calendar.db

( 113 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 27 - Examination Questions

Question 27: What website did the user visit with the Chrome browser on 11 November 2022 
(2022-11-11) 21:42:45 EST? (Provide the full URL, i.e., https://site.tld/page/)

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engageme
nt-event-tickets-466583121677

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

22HQDV

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEomc8eztrrkUmyoBvJT4

34Z6GW

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

37XAJF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

3BYWKJ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

3DN6QE

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

3WZTHD

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4BX4KQ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4F7P9M

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4MTC7E

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4PBRDK

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4PZPRL

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4R2ZJF

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

4RM9TJ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagementevent-ticke
ts-466583121677

4RZXXH

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4ZH8LE

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

4ZHELK

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

64BVCK

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

6VGPHJ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

724QKG
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ResponseWebCode

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

7AYVBX

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

7DY4HT

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

7HR4ZU

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

7YEGEM

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

8C2ZHQ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

8CHAEX

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

9APXVH

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

9T9NG8

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

9V9MJN

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 
https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

AL2HWQ

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4; 
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

B8VLDN

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

BLTM3H

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4 [google.com redirect to Eventbrite.com]

BMCKHP

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

BN2TNJ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

CPVT8G

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

CTTJ6F

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

CV2RFK

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

CWRXUQ

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 (In UTC+0)

CXQYZH
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ResponseWebCode

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677/

E7PFFD

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

EKCVEE

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

ELRXH9

There was no record of Chrome browser activity at the time of 11 November 2022 (2022-11-11) 
21:42:45 EST. However, there was Chrome browser activity at the time of 11 November 2022 
(2022-11-11) 21:42:45(UTC+0). The user visited 2 websites at this time: 
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 
https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

EP26TB

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677&source=gmail&ust=1668289224840000&usg=AOvVaw1oEOmc8eztrrkUmyoBvJ
T4

F7KHMT

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

F7KMVA

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

G7DUED

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

GAEYA7

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

GC46U4

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

GKJQXF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

GLUQXF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

GYGV7D

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-eventticke
ts- 46658312167728).

HHA2AW

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

HQJKEE

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

J2YUER

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

J6GR9A

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

JH6Y24

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-kevstone-professional-engagement-event-tick
ets-466583121677

JHKHNM

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-eventticke
ts- 466583121677

JQX7MV
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ResponseWebCode
https:\\www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

JQZ7F4

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

JRDTXH

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

JX2BEE

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

K4H9HR

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

K9DZRA

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

KG86LB

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

KUFQ8P

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

LLXYX3

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

M6PCZ9

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

M94ZK6

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

MA4XY8

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

MQ7PTW

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

N87WK3

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 Visited via a google redirect link. This question may incorrectly list EST instead of 
UTC-0 as there is no chrome web history related to the time 21:42:45 EST, this website was visited at 
21:42:45 UTC-0.

N8EREB

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

NWDCJ9

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

P3APJ7

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

Q6T4M7

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

Q8LWHP

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

QH3LGU

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

QLJ2QM

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

QMA86R
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ResponseWebCode

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

R3K7TP

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

R3L9EM

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

RBEEDF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

RBFD8N

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

RVVC8P

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

TJ4JKL

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

TUL32X

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

TWBC8R

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

U3C7KK

There was no web history at 21:42:45 EST. 
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 was visited at 21:42:45 UTC time.

U3ZAFF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

U7WXU3

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

V3D6ET

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

VENVYF

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

VFK9L9

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEomc8eztrrkUmyoBvJT4

VGQQK6

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEomc8eztrrkUmyoBvJT4

VHAF76

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

W7B2LY

https://www.google.com/url?q=https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-pr
ofessional-engagement-event-tickets-466583121677&source=gmail&ust=1668289224840000&usg=
AOvVaw1oEOmc8eztrrkUmyoBvJT4

WB2HRX

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

WCFVJ2

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

WTK8BQ
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ResponseWebCode
https://www.eventbrite.com/e/3rd-intl-laser-engineers-ass-keystone-professional-engagement-event-ticket
s-466583121677

WV4LD7

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

X8F7CT

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

YGJKTK

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

Z3ENAH

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677

ZF6DAN

Question 27: What website did the user visit with the Chrome browser on 11 November 2022 
(2022-11-11) 21:42:45 EST? (Provide the full URL, i.e., https://site.tld/page/)

https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-ev
ent-tickets-466583121677. Slight variations of the expected response were also accepted, if they 
were easily identified as typographical errors.
**Please note that an error was identified with the time portion of the original question. The time 
should have read either "21:42:45 UTC" or "16:42:45 EST." This error did not appear to affect 
achieving a 100% consensus for this question.**

 Consensus Result:

 Expected Response Explanation:
Browsing history for the chrome browser is stored in /data/user/0/com.android.chrome/app_chrome/Default/History.

 Expected Response Illustration:
Autopsy view of Chrome History
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Question 28: What web page did the user bookmark in the chrome browser? (Provide the full URL, i.e., 
https://lang.m.site.tld/page/subpage)

https://en.m.wikipedia.org/wiki/Laser Manufacturer ' s 
 Expected Response:

ResponseWebCode

https://en.m.wikipedia.org/wiki/Laser22HQDV

https://en.m.wikipedia.org/wiki/Laser34Z6GW

https://en.m.wikipedia.org/wiki/Laser37XAJF

https://en.m.wikipedia.org/wiki/Laser3BYWKJ

https://en.m.wikipedia.org/wiki/Laser3DN6QE

https://en.m.wikipedia.org/wiki/Laser3WZTHD

Https://en.m.wikipedia.org/wiki/laser4BX4KQ

https://en.m.wikipedia.org/wiki/Laser4F7P9M

https://en.m.wikipedia.org/wiki/Laser4MTC7E

https://en.m.wikipedia.org/wiki/Laser4PBRDK

https://en.m.wikipedia.org/wiki/Laser4PZPRL

https://en.m.wikipedia.org/wiki/Laser4R2ZJF

https://en.m.wikipedia.org/wiki/Laser4RM9TJ

https://en.m.wikipedia.org/wiki/Laser4RZXXH

https://en.m.wikipedia.org/wiki/Laser4ZH8LE

https://en.m.wikipedia.org/wiki/Laser4ZHELK

https://en.m.wikipedia.org/wiki/Laser64BVCK

https://en.m.wikipedia.org/wiki/Laser6VGPHJ

https://en.m.wikipedia.org/wiki/Laser724QKG

https://en.m.wikipedia.org/wiki/Laser7AYVBX

https://en.m.wikipedia.org/wiki/Laser7DY4HT

https://en.m.wikipedia.org/wiki/Laser7HR4ZU

https://en.m.wikipedia.org/wiki/Laser7YEGEM

https://en.m.wikipedia.org/wiki/Laser8C2ZHQ

https://en.m.wikipedia.org/wiki/Laser8CHAEX

https://en.m.wikipedia.org/wiki/Laser9APXVH

https://en.m.wikipedia.org/wiki/Laser9T9NG8

https://en.m.wikipedia.org/wiki/Laser9V9MJN

https://en.m.wikipedia.org/wiki/LaserAL2HWQ
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ResponseWebCode

https://en.m.wikipedia.org/wiki/LaserB8VLDN

https://en.m.wikipedia.org/wiki/LaserBLTM3H

https://en.m.wikipedia.org/wiki/LaserBMCKHP

https://en.m.wikipedia.org/wiki/LaserBN2TNJ

https://en.m.wikipedia.org/wiki/LaserCPVT8G

http://a.espncdn.com/wireless/mw5/r1/images/bookmark-icons/espn_icon-152x152.min.pngCTTJ6F

https://en.m.wikipedia.org/wiki/LaserCV2RFK

https://en.m.wikipedia.org/wiki/LaserCWRXUQ

https://en.m.wikipedia.org/wiki/LaserCXQYZH

https://en.m.wikipedia.org/wiki/LaserE7PFFD

https://en.m.wikipedia.org/wiki/LaserEKCVEE

https://en.m.wikipedia.org/wiki/LaserELRXH9

https://en.m.wikipedia.org/wiki/LaserEP26TB

https://en.m.wikipedia.org/wiki/LaserF7KHMT

https://en.m.wikipedia.org/wiki/LaserF7KMVA

https://en.m.wikipedia.org/wiki/LaserG7DUED

https://en.m.wikipedia.org/wiki/LaserGAEYA7

https://en.m.wikipedia.org/wiki/LaserGC46U4

https://en.m.wikipedia.org/wiki/LaserGKJQXF

https://en.m.wikipedia.org/wiki/LaserGLUQXF

https://en.m.wikipedia.org/wiki/LaserGYGV7D

https://en.m.wikipedia.org/wiki/LaserHHA2AW

https://en.m.wikipedia.org/wiki/LaserHQJKEE

https://en.m.wikipedia.org/wiki/LaserJ2YUER

https://en.m.wikipedia.org/wiki/LaserJ6GR9A

https://en.m.wikipedia.org/wiki/LaserJH6Y24

https://en.m.wikipedia.org/wiki/LaserJHKHNM

https://en.m.wikipedia.org/wiki/LaserJQX7MV

https://en.m.wikipedia.org/wiki/LaserJQZ7F4

https://en.m.wikipedia.org/wiki/LaserJRDTXH

Https://en.m.wikipedia.org/wiki/LaserJX2BEE

https://en.m.wikipedia.org/wiki/LaserK4H9HR
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ResponseWebCode

https://en.m.wikipedia.org/wiki/LaserK9DZRA

https://en.m.wikipedia.org/wiki/LaserKG86LB

https://en.m.wikipedia.org/wiki/LaserKUFQ8P

https://en.m.wikipedia.org/wiki/LaserLLXYX3

Https://en.m.wikipedia.org/wiki/laserM6PCZ9

https://en.m.wikipedia.org/wiki/LaserM94ZK6

https://en.m.wikipedia.org/wiki/LaserMA4XY8

https://en.m.wikipedia.org/wiki/LaserMQ7PTW

https://en.m.wikipedia.org/wiki/LaserN87WK3

https://en.m.wikipedia.org/wiki/LaserN8EREB

http://en.m.wikipedia.org/wiki/LaserNWDCJ9

https://en.m.wikipedia.org/wiki/LaserP3APJ7

https://en.m.wikipedia.org/wiki/LaserQ6T4M7

https://en.m.wikipedia.org/wiki/LaserQ8LWHP

https://en.m.wikipedia.org/wiki/LaserQH3LGU

https://en.m.wikipedia.org/wiki/LaserQLJ2QM

https://en.m.wikipedia.org/wiki/LaserQMA86R

https://en.m.wikipedia.org/wiki/LaserR3K7TP

https://en.m.wikipedia.org/wiki/LaserR3L9EM

https://en.m.wikipedia.org/wiki/LaserRBEEDF

https://en.m.wikipedia.org/wiki/LaserRBFD8N

https://en.m.wikipedia.org/wiki/LaserRVVC8P

https://en.m.wikipedia.org/wiki/LaserTJ4JKL

https://en.m.wikipedin.org/wiki/laserTUL32X

https://en.m.wikipedia.org/wiki/LaserTWBC8R

https://en.m.wikipedia.org/wiki/LaserU3C7KK

https://en.m.wikipedia.org/wiki/LaserU3ZAFF

https://en.m.wikipedia.org/wiki/LaserU7WXU3

https://en.m.wikipedia.org/wiki/LaserV3D6ET

https://en.m.wikipedia.org/wiki/LaserVENVYF

https://en.m.wikipedia.org/wiki/LaserVFK9L9

htt;s://en.m.wikipedia.org/wiki/LaserVGQQK6
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ResponseWebCode

htt;s://en.m.wikipedia.org/wiki/LaserVHAF76

https://en.m.wikipedia.org/wiki/LaserW7B2LY

https://en.m.wikipedia.org/wiki/LaserWB2HRX

https://en.m.wikipedia.org/wiki/LaserWCFVJ2

https://en.m.wikipedia.org/wiki/LaserWTK8BQ

http://en.m.wikipedia.org/wiki/LaserWV4LD7

https://en.m.wikipedia.org/wiki/LaserX8F7CT

https://en.m.wikipedia.org/wiki/LaserYGJKTK

https://en.m.wikipedia.org/wiki/LaserZ3ENAH

https://en.m.wikipedia.org/wiki/LaserZF6DAN

Question 28: What web page did the user bookmark in the chrome browser? (Provide the full URL, i.e., 
https://lang.m.site.tld/page/subpage)

https://en.m.wikipedia.org/wiki/Laser Consensus Result:

 Expected Response Explanation:
Bookmarks for the Android Chrome browser are stored in 
/Dump/data/data/com.android.chrome/app_chrome/Default/Bookmarks.

 Expected Response Illustration:
Bookmarks
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Question 29: Provide the title shown on the document of the file with MD5 hash 
36e3feaf5b3e8102b4ce2e939a0588ab.

Photograph of a document titled “Proprietary and Confidential – ACME Enterprises Applied 
Laser Research ~ Optics for Launching and Receiving Beams”

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Proprietary and Confidential - ACME Enterprises Applied Laser Research22HQDV

Optics for launching and receiving Beams34Z6GW

Proprietary and Confidential - ACME Enterprises Applied Laser Research37XAJF

Proprietary and Confidential - ACME Enterprises Applied Laser Research3BYWKJ

OPTICS FOR LAUNCHING AND RECEIVING BEAMS3DN6QE

Proprietary and Confidential - ACME Enterprises Applied Laser Research3WZTHD

Proprietary and Confidential - ACME Applied Laser Research4BX4KQ

Proprietary and Confidential - ACME Enterprises Applied Laser Research4F7P9M

Proprietary and Confidential - ACME Enterprises Applied Laser Research4MTC7E

Proprietary and Confidential - ACME Enterprises Applied Laser Research4PBRDK

Proprietary and Confidential - ACME Enterprises Applied Laser Research4PZPRL

Proprietary and Confidential - ACME Enterprises Laser Research4R2ZJF

Proprietary and Confidential - ACME Enterprises Applied Laser Research4RM9TJ

Proprietary and Confidencial - ACME Enterprises Applied Laser Research4RZXXH

Proprietary and Confidential - ACME Enterprises Applied Laser Research4ZH8LE

Proprietary and Confidential - ACME Enterprises Applied Laser Research4ZHELK

PXL_20221209_200901321.jpg64BVCK

Proprietary and Confidential - ACME Enterprises Applied Laser Research6VGPHJ

Proprietary and Confidential - ACME Enterprises Applied Laser Research724QKG

Proprietary and Confidential - ACME Enterprise Applied Laser Research7AYVBX

Proprietary and Confidential - ACME Enterprises Applied Laser Research7DY4HT

Proprietary and Confidential - ACME Enterprises Applied Laser Research7HR4ZU

Proprietary and Confidential - ACME Enterprises Applied Laser Research7YEGEM

Proprietary and Confidential - ACME Enterprises Applied Laser Research8C2ZHQ

Proprietary and Confidential - ACME Enterprises Applied Laser Research8CHAEX

Proprietary and Confidential - ACME Enterprises Applied Laser Research – Optics for Launching and 
Receiving Beams

9APXVH

Proprietary and Confidential - ACME Enterprises Applied Laser Research9T9NG8

Proprietary and Confidential - ACME Enterprises Applied Laser Research9V9MJN
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ResponseWebCode

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchAL2HWQ

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchB8VLDN

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchBLTM3H

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchBMCKHP

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchBN2TNJ

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchCPVT8G

Optics for Launching and Receiving BeamsCTTJ6F

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchCV2RFK

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchCWRXUQ

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchCXQYZH

Proprietary and Confidential - ACME Enterprises Applied Laser Research, 
PXL_20221209_200901321.jpg

E7PFFD

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchEKCVEE

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchELRXH9

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchEP26TB

OPTICS FOR LAUNCHING AND RECEIVING BEAMSF7KHMT

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchF7KMVA

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchG7DUED

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGAEYA7

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGC46U4

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGKJQXF

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGLUQXF

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGYGV7D

Proprietary and confidential - ACME enterprises applied laser researchHHA2AW

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchHQJKEE

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchJ2YUER

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchJ6GR9A

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchJH6Y24

PXL_20221209_200901321.jpgJHKHNM

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchJQX7MV

PXL_20221209_200901321.jpgJQZ7F4

Optics for Launching and Receiving BeamsJRDTXH

Optics for Launching and Receiving BeamsJX2BEE
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ResponseWebCode

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchK4H9HR

PXL_20221209_200901321.jpgK9DZRA

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchKG86LB

OPTICS FOR LAUNCHING AND RECEIVING BEAMSKUFQ8P

Optics for Launching and Receiving BeamsLLXYX3

Proprietary and Confidential - ACME Applied Laser ResearchM6PCZ9

Proprietary and Confidential - ACME Enterprises Applied Laser Research Optics for launching and 
receiving beams

M94ZK6

Proprietary and Confidential - ACME Enterprise Applied Laser ResearchMA4XY8

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchMQ7PTW

PXL_20221209_200901321.jpgN87WK3

Title: Proprietary and Confidential - ACME Enterprises Applied Laser Research File Name: 
PXL_20221209_200901321.jpg

N8EREB

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchNWDCJ9

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchP3APJ7

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchQ6T4M7

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchQ8LWHP

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchQH3LGU

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchQLJ2QM

proprietary and confidential - acmeQMA86R

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchR3K7TP

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchR3L9EM

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchRBEEDF

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchRBFD8N

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchRVVC8P

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchTJ4JKL

Proprietary and Cofidential - ACME Enterprises Applied Laser ResearchTUL32X

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchTWBC8R

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchU3C7KK

Proprietary and Confidential - ACME Applied Laser ResearchU3ZAFF

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchU7WXU3

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchV3D6ET

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchVENVYF
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ResponseWebCode

PXL_20221209_200901321.jpgVFK9L9

Optics for launching and receiving BeamsVGQQK6

Optics for launching and receiving BeamsVHAF76

OPTICS FOR LAUNCHING AND RECEIVING BEAMSW7B2LY

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchWB2HRX

Proprietary and Confidential - ACME Enterprises Applied Laser Research OPTICS FOR LAUNCHING 
AND RECEIVING BEAMS

WCFVJ2

OPTICS FOR LAUNCHING AND RECEIVING BEAMSWTK8BQ

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchWV4LD7

Proprietary and Confidental - ACME Enterprises Applied Laser ResearchX8F7CT

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchYGJKTK

ACME Enterprises Applied Laser Research / OPTICS FOR LAUNCHING AND RECEIVING BEAMSZ3ENAH

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchZF6DAN

Question 29: Provide the title shown on the document of the file with MD5 hash 
36e3feaf5b3e8102b4ce2e939a0588ab.

Proprietary and Confidential – ACME Enterprises Applied Laser Research and variations 
representing similar information

 Consensus Result:

 Expected Response Explanation:
Searching files by the provided hash finds /data/media/0/DCIM/Camera/PXL_20221209_200901321.jpg.
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 Expected Response Illustration:
PXL_20221209_200901321.jpg
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Question 30: Who (provide full name) is listed in the metadata as the “Author/Creator” of the file 
s41377-020-0312-1.docx?

MItchell Michaels Manufacturer ' s 
 Expected Response:

ResponseWebCode

MItchell Michaels22HQDV

Mitchell Michaels34Z6GW

MItchell Michaels37XAJF

Mitchell Michaels or MItchell Michaels3BYWKJ

MItchell Michaels3DN6QE

MItchell Michaels3WZTHD

MItchell Michaels4BX4KQ

MItchell Michaels4F7P9M

Mitchell Michaels4MTC7E

MItchell Michaels4PBRDK

MItchell Michaels or Mitchell Michaels4PZPRL

Mitchell Michaels4R2ZJF

MItchell Michaels.4RM9TJ

MItchell Michaels4RZXXH

MItchell Michaels4ZH8LE

MItchell Michaels4ZHELK

Mitchell Michaels64BVCK

MItchell Michaels6VGPHJ

MItchell Michaels724QKG

MItchell Michaels7AYVBX

MItchell Michaels7DY4HT

MItchell Michaels7HR4ZU

Mitchell Michaels7YEGEM

MItchell Michaels8C2ZHQ

MItchell Michaels8CHAEX

MItchell Michaels9APXVH

Unable to find9T9NG8

MItchell Michaels9V9MJN

MItchell MichaelsAL2HWQ
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ResponseWebCode

MItchell MichaelsB8VLDN

MItchell MichaelsBLTM3H

MItchell MichaelsBMCKHP

MItchell MichaelsBN2TNJ

MItchell MichaelsCPVT8G

Mitchell MichaelsCTTJ6F

MItchell MichaelsCV2RFK

MItchell MichaelsCWRXUQ

MItchell MichaelsCXQYZH

Mitchell MichaelsE7PFFD

MItchell MichaelsEKCVEE

MItchell MichaelsELRXH9

MItchell MichaelsEP26TB

MItchell MichaelsF7KHMT

MItchell MichaelsF7KMVA

MItchell MichaelsG7DUED

MItchell Michaels or Mitchell MichaelsGAEYA7

MItchell MichaelsGC46U4

MItchell MichaelsGKJQXF

MItchell MichaelsGLUQXF

MItchell MichaelsGYGV7D

MItchell MichaelsHHA2AW

MItchell MichaelsHQJKEE

MItchell MIchaelsJ2YUER

MItchell MichaelsJ6GR9A

MItchell MichaelsJH6Y24

Thomas ZentgrafJHKHNM

MItchell MichaelsJQX7MV

Mitchell MichaelsJQZ7F4

MItchell MichaelsJRDTXH

MItchell MichaelsJX2BEE

MItchell MichaelsK4H9HR
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ResponseWebCode

Mitchell MichaelsK9DZRA

MItchell MichaelsKG86LB

MItchell Michaels (The "i" in Mitchell is capatalized)KUFQ8P

Not within laboratory's scopeLLXYX3

Basudeb Sain and Thomas ZentgrafM6PCZ9

MItchell MichaelsM94ZK6

Mitchell MichaelsMA4XY8

MItchell MichaelsMQ7PTW

MItchell MichaelsN87WK3

MItchell MichaelsN8EREB

MItchell MichaelsNWDCJ9

MItchell MichaelsP3APJ7

MItchell MichaelsQ6T4M7

MItchell MichaelsQ8LWHP

MItchell MichaelsQH3LGU

MItchell MichaelsQLJ2QM

MItchell MichaelsQMA86R

MItchell MichalesR3K7TP

MItchell MichaelsR3L9EM

MItchell MichaelsRBEEDF

Mitchell MichaelsRBFD8N

mitchelldmichaels@gmail.comRVVC8P

MItchell MichaelsTJ4JKL

MIchell MichaelsTUL32X

MItchell MichaelsTWBC8R

MItchell MichaelsU3C7KK

MItchell MichaelsU3ZAFF

MItchell MichaelsU7WXU3

MItchell MichaelsV3D6ET

MItchell MichaelsVENVYF

MItchell MichaelsVFK9L9

Mitchell MichaelsVGQQK6
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ResponseWebCode

Mitchell MichaelsVHAF76

MItchell MichaelsW7B2LY

MItchell MichaelsWB2HRX

MItchell MichaelsWCFVJ2

MItchell MichaelsWTK8BQ

Mitchell MichaelsWV4LD7

MItchell MichaelsX8F7CT

MItchell MichaelsYGJKTK

MItchell MichaelsZ3ENAH

MItchell MichaelsZF6DAN

Question 30: Who (provide full name) is listed in the metadata as the “Author/Creator” of the file 
s41377-020-0312-1.docx?

MItchell Michaels Consensus Result:

 Expected Response Explanation:
Reviewing the metadata in MS Word or with a tool like Exiftool will show the “Creator.”

 Expected Response Illustration:
Exiftool parse of s41377-020-0312-1.docx

core.xml embedded metadata from s41377-020-0312-1.docx\docProps\
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TABLE 1
 Question 31 - Examination Questions

Question 31: What text is contained in the watermark for s41377-020-0312-1.docx?

Proprietary and Confidential – ACME Applied Laser Research Manufacturer ' s 
 Expected Response:

ResponseWebCode

Proprietary and Confidential - ACME Applied Laser Research22HQDV

Proprietary and Confidential - ACME Enterprises Applied Laser Research34Z6GW

Proprietary and Confidential - ACME Applied Laser Research37XAJF

Proprietary and Confidential - ACME Applied Laser Research3BYWKJ

Proprietary and Confidential - ACME Applied Laser Research3DN6QE

Proprietary and Confidential - ACME Applied Laser Research3WZTHD

Proprietary and Confidential - ACME Applied Laser Research4BX4KQ

Proprietary and Confidential - ACME Applied Laser Research4F7P9M

Proprietary and Confidential - ACME Enterprises Applied Laser Research4MTC7E

Proprietary and Confidential - ACME Enterprises Applied Laser Research4PBRDK

Proprietary and Confidential - ACME Applied Laser Research4PZPRL

Proprietary and Confidential - ACME Applied Laser Research4R2ZJF

Proprietary and Confidential - ACME Applied Laser Research4RM9TJ

Proprietary and Confidential - ACME Applied Laser Research4RZXXH

Proprietary and Confidential - ACME Applied Laser Research4ZH8LE

Proprietary and Confidential - ACME Applied Laser Research4ZHELK

Proprietary and Confidential - ACME Laser Research64BVCK

Proprietary and Confidential - ACME Applied Laser Research6VGPHJ

Proprietary and Confidential - ACME Applied Laser Research724QKG

Proprietary and Confidential - ACME Applied Laser Research7AYVBX

Proprietary and Confidential - ACME Applied Laser Research7DY4HT

Proprietary and Confidential - ACME Applied Laser Research7HR4ZU

Published online: 23 April 20207YEGEM

Proprietary and Confidential - ACME Enterprises Applied Laser Research8C2ZHQ

Proprietary and Confidential - ACME Applied Laser Research8CHAEX

Proprietary and Confidential - ACME Enterprises Applied Laser Research9APXVH

Proprietary and Confidential - ACME Applied Laser Research9T9NG8

Proprietary and Confidential - ACME Applied Laser Research9V9MJN

Proprietary and Confidential - ACME Applied Laser ResearchAL2HWQ
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ResponseWebCode

Proprietary and Confidential - ACME Applied Laser ResearchB8VLDN

Proprietary and Confidential - ACME Applied Laser ResearchBLTM3H

Proprietary and Confidential - ACME Applied Laser ResearchBMCKHP

Proprietary and Confidential - ACME Applied Laser ResearchBN2TNJ

Proprietary and Confidential - ACME Applied Laser ResearchCPVT8G

Proprietary and Confidential - ACME Applied Laser ResearchCTTJ6F

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchCV2RFK

Proprietary and Confidential - ACME Applied Laser ResearchCWRXUQ

Proprietary and Confidential - ACME Applied Laser ResearchCXQYZH

Proprietary and Confidential - ACME Applied Laser ResearchE7PFFD

Proprietary and Confidential - ACME Applied Laser ResearchEKCVEE

Proprietary and Confidential - ACME Applied Laser ResearchELRXH9

Proprietary and Confidential - ACME Applied Laser ResearchEP26TB

Proprietary and Confidential - ACME Applied Laser ResearchF7KHMT

Proprietary and Confidential - ACME Applied Laser ResearchF7KMVA

Proprietary and Confidential - ACME Applied Laser ResearchG7DUED

Proprietary and Confidential - ACME Applied Laser ResearchGAEYA7

Proprietary and Confidential - ACME Applied Laser ResearchGC46U4

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchGKJQXF

Proprietary and Confidential - ACME Applied Laser ResearchGLUQXF

Proprietary and Confidential - ACME Applied Laser ResearchGYGV7D

Proprietary and confidential - ACME enterprises applied laser researchHHA2AW

Proprietary and Confidential - ACME Applied Laser ResearchHQJKEE

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchJ2YUER

Proprietary and Confidential - ACME Applied Laser ResearchJ6GR9A

Proprietary and Confidential - ACME Applied Laser ResearchJH6Y24

Proprietary and Confidential ACME Applied Laser ResearchJHKHNM

Proprietary and Confidential - ACME Applied Laser ResearchJQX7MV

Proprietary and Confidential - ACME Applied Laser ResearchJQZ7F4

Proprietary and Confidential - ACME Applied Laser ResearchJRDTXH

Proprietary and Confidential - ACME Applied Laser ResearchJX2BEE

Proprietary and Confidential - ACME Applied Laser ResearchK4H9HR
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ResponseWebCode

Proprietary and Confidential - ACME Applied Laser ResearchK9DZRA

Proprietary and Confidential - ACME Applied Laser ResearchKG86LB

Proprietary and Confidential - ACME Applied Laser ResearchKUFQ8P

Proprietory and Confidential - ACME Applied Laser ResearchLLXYX3

Proprietary and Confidential - ACME Applied Laser ResearchM6PCZ9

Proprietary and Confidential - ACME Applied Laser ResearchM94ZK6

Proprietary and Confidential - ACME Applied Laser ResearchMA4XY8

Proprietary and Confidential - ACME Applied Laser ResearchMQ7PTW

Proprietary and Confidential - ACMEN87WK3

Proprietary and Confidential - ACME Applied Laser ResearchN8EREB

Proprietary and Confidential - ACME Applied Laser ResearchNWDCJ9

Proprietary and Confidential - ACME Applied Laser ResearchP3APJ7

Proprietary and Confidential - ACME Applied Laser ResearchQ6T4M7

Proprietary and Confidential - ACME Applied Laser ResearchQ8LWHP

Proprietary and Confidential - ACME Applied Laser ResearchQH3LGU

Proprietary and Confidential - ACME Applied Laser ResearchQLJ2QM

proprietary and confidential - acme applied laser researchQMA86R

Proprietary and Confidential - ACME Applied Laser ResearchR3K7TP

Proprietary and Confidential - ACME Applied Laser ResearchR3L9EM

Proprietary and Confidential - ACME Applied Laser ResearchRBEEDF

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchRBFD8N

Proprietary Confidential - ACME Applied Laser ResearchRVVC8P

Proprietary and Confidential - ACME Applied Laser ResearchTJ4JKL

Proprietary and Cofidential - ACME Applied Laser ResearchTUL32X

Proprietary and Confidential - ACME Applied Laser ResearchTWBC8R

Proprietary and Confidential - ACME Applied Laser ResearchU3C7KK

Proprietary and Confidential - ACME Applied Laser ResearchU3ZAFF

Proprietary and Confidential - ACME Applied Laser ResearchU7WXU3

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchV3D6ET

Proprietary and Confidential - ACME Applied Laser ResearchVENVYF

Propietary and Confidential - ACME Applied Laser ResearchVFK9L9

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchVGQQK6
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ResponseWebCode

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchVHAF76

Proprietary and Confidential - ACME Enterprises Applied Laser ResearchW7B2LY

Proprietary and Confidential - ACME Applied Laser ResearchWB2HRX

Proprietary and Confidential - ACME Applied Laser ResearchWCFVJ2

proprietary and confidential - ACME Applied Laser ResearchWTK8BQ

Proprietary and Confidential - ACME Applied Laser ResearchWV4LD7

Proprietary and Confidential - ACME Applied Laser ResearchX8F7CT

Proprietary and Confidential - ACME Applied Laser ResearchYGJKTK

Proprietary and Confidential - ACME Applied Laser ResearchZ3ENAH

Proprietary and Confidential - ACME Applied Laser ResearchZF6DAN

Question 31: What text is contained in the watermark for s41377-020-0312-1.docx?
"Proprietary and Confidential – ACME Applied Laser Research" and variations representing the 
similar information.

 Consensus Result:

 Expected Response Explanation:
This information can be found by opening the file in MS Word and viewing the watermark settings.

 Expected Response Illustration:
Watermark settings in MS Word
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Question 32: On what date was the mail.com app installed? Provide your response as YYYY-MM-DD 
using the date picker.

2022-11-11 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-11-1122HQDV

2022-11-1134Z6GW

2022-11-1137XAJF

2022-11-113BYWKJ

2022-11-113DN6QE

2022-11-113WZTHD

2022-11-114BX4KQ

2022-11-114F7P9M

2022-11-114MTC7E

2022-11-114PBRDK

2022-11-114PZPRL

2022-11-114R2ZJF

2022-11-114RM9TJ

2022-11-114RZXXH

2022-11-114ZH8LE

2022-11-114ZHELK

2022-11-1164BVCK

2022-11-116VGPHJ

2022-11-11724QKG

2022-11-117AYVBX

2022-11-117DY4HT

2022-11-117HR4ZU

2022-11-117YEGEM

2022-11-118C2ZHQ

2022-11-118CHAEX

2022-11-119APXVH

2022-11-119T9NG8

2022-11-119V9MJN

2022-11-11AL2HWQ
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ResponseWebCode

2022-11-11B8VLDN

2022-11-11BLTM3H

2022-11-11BMCKHP

2022-11-11BN2TNJ

2022-11-11CPVT8G

2022-11-11CTTJ6F

2022-11-11CV2RFK

2022-11-11CWRXUQ

2022-11-11CXQYZH

2022-11-11E7PFFD

2022-11-11EKCVEE

2022-11-11ELRXH9

2022-11-11EP26TB

2022-11-11F7KHMT

2022-11-11F7KMVA

2022-11-11G7DUED

2022-11-11GAEYA7

2022-11-11GC46U4

2022-11-11GKJQXF

2022-11-11GLUQXF

2022-11-11GYGV7D

2022-11-11HHA2AW

2022-11-11HQJKEE

2022-11-11J2YUER

2022-11-11J6GR9A

2022-11-11JH6Y24

2022-11-11JHKHNM

2022-11-11JQX7MV

2022-11-11JQZ7F4

2022-11-11JRDTXH

2022-11-11JX2BEE

2022-11-11K4H9HR
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ResponseWebCode

2022-11-11K9DZRA

2022-11-11KG86LB

2022-11-11KUFQ8P

2022-11-11LLXYX3

2022-11-11M6PCZ9

2022-11-11M94ZK6

2022-11-11MA4XY8

2022-11-11MQ7PTW

2022-11-11N87WK3

2022-11-11N8EREB

2022-11-11NWDCJ9

2022-11-11P3APJ7

2022-11-11Q6T4M7

2022-11-11Q8LWHP

2022-11-11QH3LGU

2022-11-11QLJ2QM

2022-11-11QMA86R

2022-11-11R3K7TP

2022-11-11R3L9EM

2022-11-11RBEEDF

2022-11-11RBFD8N

2022-11-11RVVC8P

2022-11-11TJ4JKL

2022-11-11TUL32X

2022-11-11TWBC8R

2022-11-11U3C7KK

2022-11-11U3ZAFF

2022-11-11U7WXU3

2022-11-11V3D6ET

2022-11-11VENVYF

2022-11-11VFK9L9

2022-11-11VGQQK6
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ResponseWebCode

2022-11-11VHAF76

2022-11-11W7B2LY

2022-11-11WB2HRX

2022-11-11WCFVJ2

2022-11-11WTK8BQ

2022-11-11WV4LD7

2022-11-11X8F7CT

2022-11-11YGJKTK

2022-11-11Z3ENAH

2022-11-11ZF6DAN

Question 32: On what date was the mail.com app installed? Provide your response as YYYY-MM-DD 
using the date picker.

2022-11-11 Consensus Result:

 Expected Response Explanation:
Installed application information is found in /data/user/0/com.android.vending/databases/localappstate.db.

 Expected Response Illustration:
mail.com app install information

( 141 ) Copyright ©2023 CTS, IncRevised: 27-October-2023. Updated the consensus statement 
for Question #27.



Mobile Digital Evidence - Android Analysis Test 23-5550

TABLE 1
 Question 33 - Examination Questions

Question 33: What address (provide full address) did the user store as their work address in Google 
Maps?

43811 Central Station Dr, Ashburn, VA 20147 Manufacturer ' s 
 Expected Response:

ResponseWebCode

43811 Central Station Dr, Ashburn, VA 2014722HQDV

43811 Central Station Dr. Ashburn VA 2014734Z6GW

43811 Central Station Dr, Ashburn, VA, 2014737XAJF

43811 Central Station Dr, Ashburn, VA 201473BYWKJ

+43811 Central Station Dr, Ashburn, VA 201473DN6QE

43811 Central Station Dr, Ashburn, VA 201473WZTHD

43811 Central Station Dr, Ashburn, VA 201474BX4KQ

43811 Central Station Dr, Ashburn, VA 201474F7P9M

Proprietary and Confidential – ACME Enterprises Applied Laser Research4MTC7E

43811 Central Station Dr, Ashburn, VA 201474PBRDK

43811 Central Station Dr, Ashburn, VA 201474PZPRL

43811 Central Station Dr, Ashburn, VA 201474R2ZJF

43811 Central Station Dr, Ashburn, VA 201474RM9TJ

43811 Central Station Dr, Ashburn, VA 20147, USA4RZXXH

43811 Central Station Dr, Ashburn, VA 201474ZH8LE

43811 Central Station Dr, Ashburn, VA 201474ZHELK

43811 Central Station Dr, Ashburn, VA 2014764BVCK

43811 Central Station Dr, Ashburn, VA 201476VGPHJ

43811 Central Station Dr, Ashburn, VA 20147724QKG

43811 Central Station Dr, Ashburn, VA 20147, USA7AYVBX

43811 Central Station Dr #100, Ashburn, VA 201477DY4HT

43811 Central Station Dr, Ashburn, VA 201477HR4ZU

4320 Chantilly Shopping Center - 4320 Chantilly Shopping Centre - Chantilly, VA 201517YEGEM

39.043124,-77.4372128 Work2+43811 Central Station Dr, Ashburn, VA 201478 The Zone2043811 
Central Station Dr #100, Ashburn, VA 201478

8C2ZHQ

43811 Central Station Dr, Ashburn, VA 201478CHAEX

43811 Central Station Dr, Ashburn, VA 201479APXVH

Unable to find9T9NG8

43811 Central Station Dr, Ashburn, VA 201479V9MJN
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ResponseWebCode

43811 Central Station Dr, Ashburn, VA 20147AL2HWQ

43811 Central Station Dr, Ashburn, VA 20147B8VLDN

43811 Central Station Dr, Ashburn, VA 20147BLTM3H

43811 Central Station Dr, Ashburn, VA 20147BMCKHP

43811 Central Station Dr, Ashburn, VA 20147BN2TNJ

43811 Central Station Dr, Ashburn, VA 20147CPVT8G

43811 Central Station Dr, Ashburn, VA 20147, USACTTJ6F

43811 Central Station Dr, Ashburn, VA 20147CV2RFK

43811 Central Station Dr, Ashburn, VA 20147CWRXUQ

43811 Central Station Dr, Ashburn, VA 20147CXQYZH

43811 Central Station Dr, Ashburn, VA 20147E7PFFD

43811 Central Station Dr, Ashburn, VA 20147EKCVEE

UnknownELRXH9

43811 Central Station Dr, Ashburn, VA 20147EP26TB

43811 Central Station Dr., Ashburn, VA 201478F7KHMT

43811 Central Station Dr, Ashburn, VA 20147F7KMVA

43811 Central Station Dr, Ashburn, VA 20147G7DUED

43811 Central Station Dr, Ashburn, VA 20147GAEYA7

43811 Central Station Dr, Ashburn, VA 201478GC46U4

43811 Central Station Dr, Ashburn, VA 20147GKJQXF

43811 Central Station Dr, Ashburn, VA 20147GLUQXF

43811 Central Station Dr, Ashburn, VA 20147GYGV7D

43811 Central Station Dr #100, Ashburn, VA 20147HHA2AW

43811 Central Station Dr, Ashburn, VA 20147HQJKEE

43811 Central Station Dr, Ashburn, Virginia 20147rJ2YUER

43811 Central Station Dr, Ashburn, VA 20147J6GR9A

43811 Central Station Dr, Ashburn, VA 20147JH6Y24

+43811 Central Station Dr, Ashburn, VA 20147.JHKHNM

43811 Central Station Dr, Ashburn, VA 20147JQX7MV

43811 THE ZONE, CENTRAL STATION DRIVE #100, ASHBURN, VA 20147JQZ7F4

43811 Central Station Dr, Ashburn, VA 20147JRDTXH

43811 Central Station Dr, Ashburn, VA 20147JX2BEE
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ResponseWebCode

43811 Central Station Dr, Ashburn, VA 20147K4H9HR

43811 Central Station Dr, Ashburn, VA 20147K9DZRA

43811 Central Station Dr, Ashburn, VA 20147KG86LB

43811 Central Station Dr, Ashburn, VA 20147KUFQ8P

43811 Central Station Drive, Ashburn, VA 20147LLXYX3

1600 Amphitheatre Parkway, Mountain View, CA 94043M6PCZ9

43811 Central Station Dr, Ashburn, VA 201478M94ZK6

43811 Central Station Dr, Ashburn, VA 20147MA4XY8

43811 Central Station Dr, Ashburn, VA 20147MQ7PTW

43811 Central Station Dr, Ashburn, VA 20147, USAN87WK3

43811 Central Station Dr, Ashburn, VA 20147N8EREB

43811 Central Station Dr, Ashburn, VA 20147NWDCJ9

The Zone, 43811 Central Station Dr #100, Ashburn, VA 20147P3APJ7

43811 Central Station Dr, Ashburn, VA 20147Q6T4M7

43811 Central Station Dr, Ashburn, VA 20147Q8LWHP

43811 Central Station Dr, Ashburn, VA 201478QH3LGU

43811 Central Station Dr, Ashburn, VA 20147QLJ2QM

43811 Central Station Dr, Ashburn, VA 20147QMA86R

43811 Central Station Dr, Ashburn, VA 20147R3K7TP

43811 Central Station Dr #100, Ashburn, VA 20147, USAR3L9EM

43811 Central Station Dr, Ashburn, VA 201478RBEEDF

43811 Central Station Dr. Ashburn, VA 20147RBFD8N

Not within laboratory's scopeRVVC8P

43811 Central Station Dr, Ashburn, VA 20147TJ4JKL

43811 Central Station Dr. Ashburn, VA 20147TUL32X

43811 Central Station Dr #100, Ashburn, VA 20147TWBC8R

43811 Central Station Dr, Ashburn, VA 20147U3C7KK

43811 Central Station Dr, Ashburn, VA 20147, USAU3ZAFF

Work2+43811 Central Station Dr, Ashburn, VA 201478 The Zone2043811 Central Station Dr #100, 
Ashburn, VA 201478

U7WXU3

43811 Central Station Dr, Ashburn, VA 201473V3D6ET

43811 Central Station Dr, Ashburn, VA 20147VENVYF

43811 Central Station Dr, Ashburn, VA 20147VFK9L9
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ResponseWebCode

43811 Central Station Dr. Ashburn VA 20147VGQQK6

43811 Central Station Dr. Ashburn VA 20147VHAF76

43811 Central Station Dr, Ashburn, VA 20147W7B2LY

43811 Central Station Dr, Ashburn, VA 201478WB2HRX

43811 Central Station Dr, Ashburn, VA 20147WCFVJ2

43811 Central Station Dr, Ashburn, VA 20147WTK8BQ

43811 Central Station Dr, Ashburn, VA 20147WV4LD7

43811 Central Station Dr, Ashburn, VA 20147X8F7CT

43811 Central Station Dr #100, Ashburn, VA 20147, USAYGJKTK

+43811 Central Station Dr, Ashburn, VA 20147Z3ENAH

43811 Central Station Dr, Ashburn, VA 20147ZF6DAN

Question 33: What address (provide full address) did the user store as their work address in Google 
Maps?

43811 Central Station Dr, Ashburn, VA 20147 and variations representing similar information Consensus Result:

 Expected Response Explanation:
Google Maps ‘favorited’ locations are stored in 
/data/user/0/com.google.android.apps.maps/databases/gmm_myplaces.db. There are two location records in the 
sync_item table. One is the address 43811 Central Station Dr, Ashburn, VA 20147. Searching for this address across 
the extraction discovers the file 
/data/data/com.google.android.apps.maps/files/users/search/111391038998939887126/places/8. This file 
includes the tag “Work” for this address.

 Expected Response Illustration:
gmm_myplaces.db
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File 8
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Question 34: Who (provide email address) sent an email to the phone owner at their “ACME” non-Gmail 
email address regarding having met them at the conference that day?

Shannon.Ewe@cybergal.com Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Shannon.Ewe@cybergal.com22HQDV

cShannon.Ewe@cybergal.com34Z6GW

Shannon.Ewe@cybergal.com37XAJF

Shannon.Ewe@cybergal.com3BYWKJ

Shannon.Ewe@cybergal.com3DN6QE

Shannon.Ewe@cybergal.com3WZTHD

Shannon.Ewe@cybergal.com4BX4KQ

Shannon.Ewe@cybergal.com4F7P9M

MitchellDMichaels@gmail.com4MTC7E

robertabenson55@gmail.com4PBRDK

Shannon.Ewe@cybergal.com4PZPRL

Shannon.Ewe@cybergal.com4R2ZJF

Shannon.Ewe@Cybergal.com4RM9TJ

Shannon.Ewe@cybergal.com4RZXXH

Shannon.Ewe@cybergal.com4ZH8LE

Shannon.Ewe@cybergal.com4ZHELK

MitchellMichaels.ACME@engineer.com64BVCK

Shannon.Ewe@cybergal.com6VGPHJ

robertabenson55@gmail.com724QKG

MitchellMichaels.ACME@engineer.com7AYVBX

robertabenson55@gmail.com7DY4HT

Shannon.Ewe@cybergal.com7HR4ZU

robertabenson55@gmail.com7YEGEM

robertabenson55@gmail.com8C2ZHQ

Shannon.Ewe@cybergal.com8CHAEX

Shannon.Ewe@cybergal.com9APXVH

Unable to find9T9NG8

Shannon.Ewe@cybergal.com9V9MJN

Shannon.Ewe@cybergal.comAL2HWQ
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Shannon.ewe@cybergal.comB8VLDN

robertabenson55@gmail.comBLTM3H

Shannon.ewe@cybergal.comBMCKHP

Shannon.Ewe@cybergal.comBN2TNJ

Shannon.Ewe@cybergal.comCPVT8G

robertabenson55@gmail.comCTTJ6F

Shannon.Ewe@cybergal.comCV2RFK

Shannon.Ewe@cybergal.comCWRXUQ

Shannon.Ewe@cybergal.comCXQYZH

rebertabenson55@gmail.comE7PFFD

Shannon Ewe - Email: Shannon.Ewe@cybergal.comEKCVEE

shannon.ewe@cybergal.comELRXH9

Shannon.Ewe@cybergal.comEP26TB

Shannon.Ewe@cybergal.comF7KHMT

shannon.ewe@cybergal.comF7KMVA

Shannon.Ewe@cybergal.comG7DUED

Shannon.Ewe@cybergal.comGAEYA7

Shannon.Ewe@cybergal.comGC46U4

MitchellMichaels.ACME@engineer.comGKJQXF

Shannon.Ewe@cybergal.comGLUQXF

Shannon.Ewe@cybergal.comGYGV7D

MitchellMichaels.ACME@engineer.comHHA2AW

robertabenson55@gmail.comHQJKEE

robertabenson55@gmail.comJ2YUER

Shannon.Ewe@cybergal.comJ6GR9A

Shannon.Ewe@cybergal.comJH6Y24

robertabenson55@gmail.comJHKHNM

Shannon.Ewe@cybergal.comJQX7MV

Shannon.ewe@cybergal.comJQZ7F4

Shannon.Ewe@cybergal.comJRDTXH

Shannon.Ewe@cybergal.comJX2BEE

Shannon.Ewe@cybergal.comK4H9HR
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

robertabenson55@gmail.comK9DZRA

Shannon.Ewe@cybergal.comKG86LB

Shannon.Ewe@cybergal.comKUFQ8P

Not within laboratory's scopeLLXYX3

MitchellMichaels.ACME@engineer.comM6PCZ9

Shannon.Ewe@cybergal.comM94ZK6

robertabenson55@gmail.comMA4XY8

MitchellMichaels.ACME@engineer.comMQ7PTW

robertabenson55@gmail.comN87WK3

“shannon.ewe@cybergal.com”, recovered from mail_room.db file for mail.com app, sent to 
mitchellMichaels.ACME@engineer.com

N8EREB

Shannon.Ewe@cybergal.com (Shannon Ewe)NWDCJ9

Robertabenson55@gmail.comP3APJ7

Shannon.Ewe@cybergal.comQ6T4M7

shannon.ewe@cybergal.comQ8LWHP

Shannon.Ewe@cybergal.comQH3LGU

Shannon.Ewe@cybergal.comQLJ2QM

robertabenson55@gmail.comQMA86R

Shannon.Ewe@cybergal.comR3K7TP

MitchellMichaels.ACME@engineer.comR3L9EM

Shannon.Ewe@cybergal.comRBEEDF

Shannon.Ewe@cybergal.comRBFD8N

Not within laboratory's scopeRVVC8P

Shannon.Ewe@cybergal.comTJ4JKL

Shannon.Ewe@cybergal.comTUL32X

Shannon.Ewe@cybergal.comTWBC8R

Shannon.Ewe@cybergal.comU3C7KK

shannon.ewe@cybergal.comU3ZAFF

Robertabenson55@gmail.comU7WXU3

Shannon.Ewe@cybergal.comV3D6ET

shannon.ewe@cybergal.comVENVYF

shannon.ewe@cybergal.comVFK9L9

cShannon.Ewe@cybergal.comVGQQK6
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TABLE 1
 Question 34 - Examination Questions

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Shannon.Ewe@cybergal.comVHAF76

shannon.ewe@cybergal.comW7B2LY

Shannon.Ewe@cybergal.comWB2HRX

Shannon.Ewe@cybergal.comWCFVJ2

robertabenson55@gmail.comWTK8BQ

Shannon.Ewe@cybergal.comWV4LD7

shannon.ewe@cybergal.comX8F7CT

Shannon.Ewe@cybergal.comYGJKTK

shannon.ewe@cybergal.comZ3ENAH

Shannon.Ewe@cybergal.comZF6DAN

Question 34: Who (provide email address) sent an email to the phone owner at their “ACME” non-Gmail 
email address regarding having met them at the conference that day?

A consensus was not achieved. Approximately 73% of participants reported the expected email 
address. Eighteen participants reported "robertabenson55@gmail.com" which was the original 
email address that sent the conference invitation but does not mention meeting at the conference 
and seven reported the recipient's (not the sender) email address 
"MitchellMichaels.ACME@engineer.com."

 Consensus Result:

 Expected Response Explanation:
Cached views of emails for the mail.com app can be found in data/data/com.mail.mobile.android.mail/cache/. 
data/data/com.mail.mobile.android.mail/cache/room_mail_bodies/4421451a-c693-42f5-98af-c96790c7d0a7/166
9298631984699990.html contains the first message Mitch received from Shannon Ewe.

 Expected Response Illustration:
data/data/com.mail.mobile.android.mail/cache/room_mail_bodies/4421451a-c693-42f5-
98af-c96790c7d0a7/1669298631984699990.html
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Additional Comments
TABLE 2

Additional CommentsWebCode

Regarding to the answer of the question 29: The file with MD5 hash value: 
36e3feaf5b3e8102b4ce2e939a0588ab , is a picture with the name: PXL_20221209_200901321.jpg , 
the title shown on the document of this file is : Proprietary and Confidential – ACME Entreprises Applied 
Laser Research and it was chosen regarding to its size and position on this document. In addition, 
another sub-title appears on the same document (PXL_20221209_200901321.jpg) which is : OPTICS 
FOR LAUNCHING AND RECEIVING BEAMS But it wasn’t chosen because of its size (small) and position 
on this document.

22HQDV

Q27: Answer is requested in EST, however timestamps are stored in the database as Webkit/Chrome 
times. These relate to an Epoch in UTC. No matches were found when this was translated to EST. Q8: 
The name entered in this answer is entered as it appears in the extraction and any spelling mistake is 
intentional. Q30: The name entered in this answer is entered as it appears in the extraction and any 
spelling mistake is intentional.

4F7P9M

Question 27- The result provided at this date and time is in UTC and not EST. Question 8 and Question 
30- all variants of the name were provided as questions were unclear on how it should be reported.

4PZPRL

Number 14 was not located. This technique or tool may not be within our ability.7DY4HT

Question 27 – All of the other questions ask for the timezone to be in UTC but Question 27. In Question 
27, the question states a timezone of EST which does not line up with any of the site visited. In UTC, the 
time lines up.

7HR4ZU

Question #29 - The Proprietary and Confidential – ACME Enterprises Applied Laser Research may not 
be a watermark or some other marking. There was nothing that directly stated "title". Question #27 - The 
question may have meant UTC not EST.

9APXVH

Question 21 shows two different numbers for the event. The first in the Subject line it shows 33rd but the 
URL shows 3rd. Both are being submitted.

AL2HWQ

Question 2: SHA1 Base 16 or 32 was not specified so both were provided. Question 13. The username 
specified is listed as MitchellMichaels.ACME, but the email address is 
MitchellMichaels.ACME@engineer.com. Question 21. The event is listed as both the 3rd and 33rd Intl. 
Laser Engineers Assn. Keystone Professional Engagement Event. Question 27. The website visited was 
both the specific eventbrite one and also a google link leading to the same eventbrite URL. Also it is not 
at EST listed in the extraction.

B8VLDN

Question 2: Multiple SHA1 hash values (base16 or base32). Question 21: Two dates listed for the 3rd 
and 33rd in data. Question 27: Data not found in Eastern time zone. Also, two URLs for this question 
may exist; however, both lead to the same website.

CV2RFK

Question 21: An email from Roberta Benson quotes this event as being the 33rd event and not the 3rd 
event

F7KHMT

For Question 27, the result was found at the provided date and time, but in UTC instead of EST.GAEYA7

Confusion in Q26 as no timezone is set in the question and the answer overlaps two days when 
answered in UTC00:00 26). On what date was the user scheduled for a “Date?” on their calendar? 
Provide your response as YYYYMM- DD using the date picker. Between 2022-12-09 & 2022-12-10

HHA2AW

Q21) The subject line indicates that this is the 33rd event; however, an included hyperlink and a 
subsequent ticket order email reference this event as the 3rd. Q27) No website was visited on 
11/11/2022 21:42:45 EST. Based on a review of the web history records, it appears that the provided 
timestamp was intended to be in UTC because there are two records present at 16:42:45 PM EST. One 
record is a Google search query, and the other is an eventbrite.com page. Either record answers the 
question; however, the eventbrite.com page was selected because it appears to be more relevant.

JQX7MV
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TABLE 2

Additional CommentsWebCode

Providing clear, straightforward questions with a specified response format is absolutely critical in this 
venue, as question ambiguity can lead to unnecessary response variation: Response format for the time 
of day in Question 16 is not specified (e.g. 7, 0700, 7:00, seven, seven o'clock, and/or 7 o'clock), nor 
can it be ascertained whether the referenced time of day occurs in the morning (AM) or evening (PM). 
The subject line of the email invitation in Question 21 erroneously references the "33rd" hosting of the 
event, whereas other artifacts indicate this is actually the "3rd" hosting of the event. Question 23 and 
Question 25 do not specify whether or not to include the extension with the filename in the response. 
Question 26 and Question 32 do not specify a time zone offset. The start and end times for the calendar 
entry referenced in Question 26 occur on different dates when reported in UTC, however, both would 
occur on the same date when converted to local (native) device time. Google Chrome last_visit_time 
values are stored relative to UTC and must be converted to local (native) device time. The timestamp 
cited in Question 27 should be referenced in “UTC” vice “EST”.

K4H9HR

Q32 - There does not appear to be an 'Install date', only a 'Purchase date'MQ7PTW

I recommend providing Cellebrite Reader format for people who don't have access to it.N87WK3

Due to timezones there is confusion in the question as it does not include the UTC setting for the answer 
to be given 26). On what date was the user scheduled for a “Date?” on their calendar? Provide your 
response as YYYY-MM-DD using the date picker. 2022-12-09 22:00 (UTC+0) to 2022-12-10 02:00 
(UTC+0) 27). What website did the user visit with the Chrome browser on 11 November 2022 
(2022-11-11) 21:42:45 EST? (Provide the full URL, i.e., https://site.tld/page/) 
https://www.eventbrite.com/e/3rd-intl-laser-engineers-assn-keystone-professional-engagement-event-tick
ets-466583121677 21:42:45 11th November EST is 02:42am Sat 12th November UTC. No entry at 
02:42 Sat 12th November UTC but entry at 21:42:45 11/11/2022 have gone with the 21:42:45 UTC 
website.

Q8LWHP

Thank you~~~!!QMA86R

Question 23 is poorly worded. It asks for the "name of the document" sent in an email. If the tester is 
attempting to ask for the "title" of the document it should be explicated stated. This leaves too much room 
or interpretation, is the tester asking for the filename or the title of the document. The filename is: 
s41377-020-0312-1.docx and the title is: Metasurfaces help lasers to mode-lock Question 27 appears 
to be a typo. Unable to find any Chrome browser history for 2022-11-11 21:42:45 EST. A Chrome 
browser history entry was found for 2022-11-11 21:42:45 (UTC + 0). Extensive searches were 
conducted looking for any timestamps ending with HH:42:45. The only entry found was for 2022-11-11 
21:42:45 (UTC +0) or 2022-11-11 16:42:45 (UTC -5).

RBEEDF

All answers answered with: 'Not within laboratory's scope' meant I was unable to locate the information 
on the UFED extraction on Physical Analyzer V. 7.60.1.9 or through a PDF/Excel report export of the 
data.

RVVC8P

I believe there is an issue with question 27.U3ZAFF

Confusion in Q26 as no reference to timezone for the answer: 26). On what date was the user 
scheduled for a “Date?” on their calendar? Provide your response as YYYY-MM-DD using the date 
picker. 2022-12-09 22:00:00 (UTC+0) – 2022-12-10 02:00:00(UTC+0)

V3D6ET

Question 3. File system extraction using ANDROID ADB (Reported by Cellebrite). Question 16. 
Voicemail recording says "Seven o'clock" and we documented it as 7:00. Question 21. We left the 
abbreviation to reflect the data being displayed.

ZF6DAN

-End of Report-
(Appendix may follow)
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