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Participants were provided with data yielded from an extraction of a smart phone. They were asked to analyze the 
sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 71 
participants and are compiled in the following tables:
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Summary Comments 5

Table 1: Digital Evidence Responses 6

Table 2: Additional Comments 107

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - iOS Analysis Test 22-5551

The Mobile Digital Evidence – iOS Analysis test consisted of evidence data acquired from a smartphone. Participants 
were asked to examine the extracted data pertaining to a simulated scenario using their own software and methods.

SAMPLE PREPARATION: 
A scripted scenario based upon a prison escape case was created to generate user data on the evidence iPhone 
device. The execution of the scripted crime took place between April 21, 2022 through June 25, 2022. An iPhone 6s 
smartphone was used to perform the activities and generate the intended artifacts.

The phone data was acquired via a file-system extraction of the smartphone using Cellebrite UFED version 7.50 
software and compiled into two formats: a zip archive and a .dar archive. These files were uploaded to the CTS portal 
for participants to download. A MD5 checksum was calculated for the files to generate a unique hash value to allow 
participants to validate the successful download of the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data using various software including Cellebrite 
Physical Analyzer 7.55.2.2., Autopsy 4.19.3, DB Browser for SQLite Version 3.12.1, Powershell Version 5.1, HxD 
2.4.0.0, and 7zip 19.00.  Results from the predistribution laboratories were reviewed and certain questions were 
rephrased as necessary. Several forensic software tools were utilized during the validation of this test. CTS does not 
endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

Casey Black escaped from prison and was re-captured several days later. Upon his arrest, this iPhone was discovered 
in his possession. Analysis is needed to determine if this phone contains information concerning details about the 
escape.

( 2 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

1  Provide the SHA 256  hash for the file ( s )  you used  ( FullFileSystem . 1 . dar ,  or Apple _ iPhone  6 s  ( A 1633 ). zip ,  or 
 both ).
FullFileSystem.1.dar 7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659
root.zip 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

2  On what date was this device reset  ( erasing all content and settings ) ?  Provide date using the date picker .
2022-06-02

3  Provide the Device Phone Number  ( MSISDN ).
19842866876

4  What type of extraction produced the provided dataset ?
File system extraction or
Full File System (checkm8) or
Advanced Logical File System or
iOS_Full_Filesystem

5  What is the locale  /  language setting for this phone ?
en-US and variations representing the same information

6  Provide the AppleID associated with this phone .
therealvivianwhite@icloud.com

7  What is the time zone setting for this phone ?  Provide response exactly as shown by the device .
America/New_York and variations representing the same information

8  What is the Device Name for this phone ?
Vivian's iPhone

9  What is the SSID of the Wi - Fi access point with BSSID  70 : f 0 : 96 : c 7 : 1 b : 23 ?
ZurichAirport

10  What is the device name for the  ( connected )  device with MAC address A 2 : 9 D : FE : 97 : BE : 53  ?
MONSTER WBA9-1008

11  What  ( non - Apple )  encrypted email app did the user install ?
Proton Mail

12  What email address was configured with the user - installed encrypted email app referenced in question  11 ?
caseyb_lack78@proton.me

13  What is the email address of the party with whom the phone user corresponded with a subject line of 
 " Traveling " ?
passportcardzrus@proton.me

14  What was the phone number of the call RECEIVED on  19  June  2022 ?
+13133082630

15  Which contact did the user call on  6 / 21 / 2022 6 : 43 : 39  PM ( UTC - 4 ) ?  Provide the name of contact .
sissy

( 3 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

16  What is the CREATION date and time of the Note  ( taken with the notes App ) titled ”Greyhound station“ ? 
 Provide your response in  ( UTC - 4 ) ,  using the date / time  ( 24 - hour )  picker .
2022-06-25 11:57

17  What event was scheduled to occur  6 / 24 / 2022 2 : 00 : 00  PM ( UTC - 4 ) ?
Casey’s Dr.’s Appointment

18  To what location  ( place name )  did the user navigate using the Apple Maps app with timestamp  6 / 24 / 2022 
 1 : 51 : 28  PM ( UTC - 4 ).
Coffeewood Correctional Center

19 What did the phone user say they were going to do after they “got to the drs office” ?
Find a way to take of[f] the tracker... Then a hotel.

20  What did the user search in the Safari web browser ,  6 / 24 / 2022 12 : 05 : 18  PM ( UTC - 4 ) ?
remove ankle monitor

21  According to the data for the Home Depot app ,  for what item did the user have a saved search ?
bolt cutters

22  Describe the type and content of the file with MD 5  hash efa 6 da 222 aca 7 bbcc 12 fcf 8 c 79414844 .
Audio file of a ringing phone and variations representing the same information

23  According to the voicemail message received on June  25 ,  2022 ,  what does Casey owe the caller ?
a hundred bucks ($100) and variations representing the same information

24  Provide the GPS Position coordinates for IMG _ 0082 . JPG in the format  ## . #####  ( Indicate directionality 
 as N or S ) , ## . #####  ( Indicate directionality as E or W ).
43.50906 N, 16.47451 E

25  With what application did the user receive an image of a New York birth certificate ?
Telegram

26  Who did the phone user communicate with using Signal Private Messenger ?
frank grey

27  Which contact has the phone number  + 44 1482 466581 ?  Provide the name of contact .
Phil Lark

28 Who sent the email with subject line “TALK TO ME” ?  Provide the email address .
mason12jake@gmail.com

29  Provide a site visited in the DuckDuckGo browser .
www.amtrak.com and/or www.greyhound.com

30**  Provide the path and filename ,  ( i . e . ,  / root / folder /subfolder… / filename . extension )  for the file containing the 
 ( CASE SENSITIVE ) term “Tytonidae”  ( capital T ,  without quotes ).
/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG

31**  What type of file is identified in Question  30  ( the previous question ) ?
IMG_0100.JPG is a text file.

( 4 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in analyzing 

digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, the data 

extracted from a smart phone, and a series of questions related to the extracted data (See Manufacturer’s Information 

for preparation details, test scenario, and test questions).

The participants were requested to analyze various digital artifacts including: phone and network settings, applications, 

communications, web browser history, and Geo-Location information. 

A consensus was determined for each question based on the total number of participants returning results for that 

particular question. A total of 29 of the 31 questions reached a consensus response. Questions #30 and #31 are 

linked to each other and a consensus was not achieved by either. More details concerning the results received are 

discussed later in the report under their corresponding questions.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced during 

the discussion of results. CTS does not endorse any particular tools.

( 5 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: Provide the SHA256 hash for the file(s) you used (FullFileSystem.1.dar, or Apple_iPhone 6s 
(A1633).zip, or both).

FullFileSystem.1.dar 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659
root.zip 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C2JFUWZ

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C2YAJPB

93F4D17F19D195EE65DB2D060286A7CB9110ADD08948E85F5E2AF5C861994D4D3329MU

pple_iPhone 6s (A1633).zip - SHA-256: 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c, FullFileSystem.1.dar - 
SHA-256: 7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659

3R3DPY

7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC46594FPB42

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C66P4MA

Apple_iPhone 6s (A1633).zip : 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

6ERKDC

7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC46596M83T7

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c6QMVJY

Apple_iPhone 6s (A1633).ZIP hash: 
7DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

7CKLGB

FullFileSystem.1.dar: 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659  Apple_iPhone 
6s (A1633).zip: 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

7ND6X2

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C & 
15ADA63CE4911794A0857D82F8D80BCC5E84DDAF3CEC1FAAC5051A7FF50903A9

7W8BQ3

Apple_iPhone 6s (A1633).zip: 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

7WQWJT

FullFileSystem.1.dar: 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659 (From UFDR 
file)

8F34CZ

FullFileSystem.1.dar is 
7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659; Apple_iPhone 6s 
(A1633).zip is 07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

8JDFPT

93F4D17F19D195EE65DB2D060286A7CB9110ADD08948E85F5E2AF5C861994D4D8JXTWE

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c8VQFKZ

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c9MCRLT

Apple_iPhone 6s (A1633).zip SHA256: 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

9VQVED

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cAGMPY9

( 6 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

Apple_iPhone 6s (1633).zip SHA256: 
93F4D17F19D195EE65DB2D060286A7CB9110ADD08948E85F5E2AF5C861994D4D 
FullFileSystem.1.dar zip SHA256: 
2E8C6D397C54A214CABD96926B8BE947F2FABBB23ED220A2098B19AAEA798240

AKNRPA

93F4D17F19D195EE65DB2D060286A7CB9110ADD08948E85F5E2AF5C861994D4DBHAT4Y

FullFileSystem.1.dar: 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659   Apple_iPhone 
6s (A1633).zip: 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

BNZ3DX

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659C6EZRU

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cCERU9G

e8ece265840375a3961c20fb4197a9eaCKT9RX

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cCZNJJA

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659DNUPM7

90C06CB7AEC849C8340E1D4AE86302D0B5CF06BB2D52AE0D56C463406C91F16EDQZW7Y

Apple_iPhone 6s 
(A1633).zip=07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

DT3X7V

93f4d17f19d195ee65db2d060286a7cb9110add08948e85f5e2af5c861994d4dDYD4P9

Apple_iPhone 6s (A1633).zip, SHA256 
93F4D17F19D195EE65DB2D060286A7CB9110ADD08948E85F5E2AF5C861994D4D

E7PH86

FullFileSystem.1.dar: 
7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659 ,Apple_iPhone 6s 
(A1633).zip: 07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

FLWZEV

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659G8C3KE

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cGPDMNU

2e8c6d397c54a214cabd96926b8be947f2fabbb23ed220a2098b19aaea798240GQPFJW

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7CGYF3AR

07DEFBE915A3D9034546C3FF8B78DBB220B91A6535DCD57901466B55CF1D7CHGFG4R

FullFileSystem.1.dar = 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659

JCC299

93f4d17f19d195ee65db2d060286a7cb9110add08948e85f5e2af5c861994d4dJEJH6J

FullFileSystem.1.dar: 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659

JL3MGR

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cKVP67K

7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659L6PWCQ

FullFileSystem.1.dar 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659, Apple_iPhone 
6s (A1633).zip 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

MFJPZ8

( 7 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7CMXKEER

FullFileSystem.1.dar:7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC
4659 Apple_iPhone 6s (A1633).zip: 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

N634TR

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cNE7FKF

Apple_iPhone 6s (A1633).zip: 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

NEP2GC

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659; 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

NP67AT

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cNT6H7T

FullFileSystem.1.dar 7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659 
Apple_iPhone 6s (A1633).zip: 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

NZNRBG

93f4d17f19d195ee65db2d060286a7cb9110add08948e85f5e2af5c861994d4dP77HBH

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7CP9Y9K3

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C (zip); 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659 (dar)

QLFNYL

FullFileSystem.1.dar 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659, Apple_iPhone 
6s (A1633).zip 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

QM9E98

FullFileSystem.1.dar 
7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659; Apple_iPhone 6s 
(A1633).zip 07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

R748U6

FullFileSystem.1.dar 7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659 
Apple_iPhone 6s (A1633).zip 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

T8BAT9

2E8C6D397C54A214CABD96926B8BE947F2FABBB23ED220A2098B19AAEA798240T9LU2H

Apple_iPhone 6s A1633.zip - 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C 
FullFileSystem.1.dar - 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659

TPPKJE

07defbe915a3d9034546c3cff8678dbb220bb91a6535dcd57901TYEAHM

7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659U7V8LZ

Apple_iPhone 6s (A1633).zip SHA256 Hash - 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

V7R6A2

Apple_iPhone 6s (A1633).zip SHA256 hash: 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c

VDB8G4

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659VG9PVJ

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cVJEAGX

93f4d17f19d195ee65db2d060286a7cb9110add08948e85f5e2af5c861994d4dVLPWFC

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cVP3UPK

( 8 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659 (Dar) 
07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7c (Zip)

WVNBEF

07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7CZEAZKD

7c961a2736843eb8c728f0b724a8d14e3b53ad4e077743a67f900a1760bc4659ZGVLBE

07defbe915a3d9034546c3cff8b78dbb220bb91a6535dcd57901466b55cf1d7cZKXMCC

Question 1: Provide the SHA256 hash for the file(s) you used (FullFileSystem.1.dar, or Apple_iPhone 6s 
(A1633).zip, or both).

FullFileSystem.1.dar 
7C961A2736843EB8C728F0B724A8D14E3B53AD4E077743A67F900A1760BC4659 and/or
root.zip 
07DEFBE915A3D9034546C3CFF8B78DBB220BB91A6535DCD57901466B55CF1D7C

 Consensus Result:

 Expected Response Explanation:
The question specifically asked for the SHA256 hash of one or both of the evidence files. File digests (hashes) can be 
calculated using any trusted hashing tool.

 Expected Response Illustration:
powershell get-filehash cmdlet hashing FullFileSystem.1.dar

7zip checksum tool showing hash of Apple_iPhone 6s (A1633).zip

 Other Responses: 
Another 15% of participants reported the SHA256 hash for the zip files containing the examination material, and not 
the hash of the materials themselves as requested in this question. Eight of these participants reported 
“93f4d17f19d195ee65db2d060286a7cb9110add08948e85f5e2af5c861994d4d” for the 42551_iPhone6s.zip, the 
zip file (as downloaded from the portal) containing Apple_iPhone 6s (A1633).zip and Apple_iPhone 6s (A1633).zip.ufd. 
Two participants reported the SHA256 hash 
“2e8c6d397c54a214cabd96926b8be947f2fabbb23ed220a2098b19aaea798240” for the 
22-5551_iPhone6s-dar.zip, the zip file (as downloaded from the portal) containing FullFileSystem.1.dar and 
Apple_iPhone 6s A1633 dar.ufd. And one participant reported both of these SHA256 hash values.

( 9 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.
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TABLE 1
 Question 2 - Examination Questions

Question 2: On what date was this device reset (erasing all content and settings)? Provide date using the 
date picker.

2022-06-02 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-06-022JFUWZ

2022-06-022YAJPB

2022-06-023329MU

2022-06-023R3DPY

2022-02-064FPB42

2022-06-0266P4MA

2022-06-026ERKDC

2022-06-026M83T7

2022-06-026QMVJY

2022-06-027CKLGB

2022-06-027ND6X2

2022-06-027W8BQ3

2022-06-027WQWJT

2022-06-028F34CZ

2022-06-028JDFPT

2022-06-028JXTWE

2022-06-028VQFKZ

2022-06-029MCRLT

6/2/20229VQVED

2022-06-02AGMPY9

2022-06-02AKNRPA

2022-06-02BHAT4Y

2022-06-02BNZ3DX

2022-06-02C6EZRU

2022-06-02CERU9G

2022-06-02CKT9RX

2022-06-02CZNJJA

2022-06-02DNUPM7

2022-06-02DQZW7Y

( 10 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
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TABLE 1
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ResponseWebCode

2022-06-02DT3X7V

2022-06-02DYD4P9

2022-06-02E7PH86

2022-06-02FLWZEV

2022-06-02G8C3KE

2022-06-02GPDMNU

2022-06-02GQPFJW

2022-06-02GYF3AR

2022-06-02HGFG4R

2022-06-02JCC299

2022-06-02JEJH6J

2022-06-02JL3MGR

2022-06-02KVP67K

2022-06-02L6PWCQ

2022-06-02MFJPZ8

2022-06-02MXKEER

2022-06-02N634TR

2022-06-02NE7FKF

2022-06-02NEP2GC

2022-06-02NP67AT

2022-06-02NT6H7T

2022-02-06NZNRBG

2022-06-02P77HBH

2022-06-02P9Y9K3

2022-06-02QLFNYL

2022-06-02QM9E98

2022-06-02R748U6

2022-06-02T8BAT9

2022-06-06T9LU2H

2022-06-02TPPKJE

2022-06-02TYEAHM

2022-06-02U7V8LZ
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

2022-06-02V7R6A2

2022-06-02VDB8G4

2022-06-02VG9PVJ

2022-06-02VJEAGX

2022-06-02VLPWFC

2022-06-02VP3UPK

2022-06-02WVNBEF

2022-06-02ZEAZKD

2022-06-02ZGVLBE

2022-06-02ZKXMCC

Question 2: On what date was this device reset (erasing all content and settings)? Provide date using the 
date picker.

2022-06-02 Consensus Result:

 Expected Response Explanation:
The creation/modification date of the .obliterated file at /private/var/root is a reliable means to establish when an iOS 
device was reset.

 Expected Response Illustration:
.obliterated

( 12 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
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TABLE 1
 Question 3 - Examination Questions

Question 3: Provide the Device Phone Number (MSISDN).

19842866876 Manufacturer ' s 
 Expected Response:

ResponseWebCode

198428668762JFUWZ

198428668762YAJPB

198428668763329MU

198428668763R3DPY

198428668764FPB42

1984286687666P4MA

+198428668766ERKDC

198428668766M83T7

1-984-286-68766QMVJY

198428668767CKLGB

198428668767ND6X2

198428668767W8BQ3

+198428668767WQWJT

198428668768F34CZ

198428668768JDFPT

1-984-286-68768JXTWE

198428668768VQFKZ

198428668769MCRLT

984-286-68769VQVED

19842866876AGMPY9

19842866876AKNRPA

+19842866876BHAT4Y

+19842866876BNZ3DX

19842866876C6EZRU

19842866876CERU9G

19842866876CKT9RX

19842866876CZNJJA

19842866876DNUPM7

+19842866876DQZW7Y

19842866876DT3X7V
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ResponseWebCode

19842866876DYD4P9

19842866876E7PH86

19842866876FLWZEV

19842866876G8C3KE

+19842866876GPDMNU

1984286676GQPFJW

19842866876GYF3AR

19842866876HGFG4R

19842866876JCC299

9842866876JEJH6J

+19842866876JL3MGR

19842866876KVP67K

19842866876L6PWCQ

19842866876MFJPZ8

19842866876MXKEER

+19842866876N634TR

19842866876NE7FKF

19842866876NEP2GC

19842866876NP67AT

+19842866876NT6H7T

+19842866876NZNRBG

19842866876P77HBH

19842866876P9Y9K3

19842866876QLFNYL

19842866876QM9E98

1-984-286-6876R748U6

19842866876T8BAT9

19842866876T9LU2H

+19842866876TPPKJE

+19842866876TYEAHM

19842866876U7V8LZ

19842866876V7R6A2
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TABLE 1
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ResponseWebCode

+19842866876VDB8G4

19842866876VG9PVJ

+19842866876VJEAGX

19842866876VLPWFC

+19842866876VP3UPK

19842866876WVNBEF

19842866876ZEAZKD

+19842866876ZGVLBE

+19842866876ZKXMCC

Question 3: Provide the Device Phone Number (MSISDN).
19842866876 Consensus Result:

 Expected Response Explanation:
Device info such as the phone number can be found in 
/private/var/wireless/Library/Preferences/com.apple.commcenter.plist

 Expected Response Illustration:
com.apple.commcenter.plist
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TABLE 1
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Question 4: What type of extraction produced the provided dataset?

File system extraction or
Full File System (checkm8) or
Advanced Logical File System or
iOS_Full_Filesystem

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

iOS_Full_Filesystem2JFUWZ

Full File System (checkm8)2YAJPB

File System3329MU

FFS / Full File System3R3DPY

File System4FPB42

iOS_Full File system66P4MA

File System6ERKDC

File System6M83T7

file system extraction6QMVJY

File System7CKLGB

Full File System (checkm8)7ND6X2

File System7W8BQ3

File System7WQWJT

File System8F34CZ

Full File System (checkm8 exploit); ZIP obtained 6/25/22 at 1651 hours (UTC-4); DAR obtained 
6/25/22 at 1709 hours (UTC-4)

8JDFPT

Cellebrite lists this extraction as a file system extraction. The file system itself is viewable, it is confirmed 
this is not a logical extraction and appears to be a file system extraction

8JXTWE

File System8VQFKZ

File System9MCRLT

File System9VQVED

File systemAGMPY9

File SystemAKNRPA

File SystemBHAT4Y

Full File System (FFS checkm8)BNZ3DX

Full File SystemC6EZRU

File SystemCERU9G

File System ExtractionCKT9RX

File SystemCZNJJA

File SystemDNUPM7
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TABLE 1
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ResponseWebCode

File SystemDQZW7Y

Full File System (checkm8)DT3X7V

File SystemDYD4P9

File SystemE7PH86

File systemFLWZEV

File SystemG8C3KE

File SystemGPDMNU

File SystemGQPFJW

Taken from UFD extraction FileGYF3AR

Full File SystemHGFG4R

iOS_Full_FilesystemJCC299

logicalJEJH6J

FILESYSTEMJL3MGR

File SystemKVP67K

File System ExtractionL6PWCQ

Full File SystemMFJPZ8

Full File SystemMXKEER

File system extractionsN634TR

File SystemNE7FKF

iOS_Full_FilesystemNEP2GC

File SystemNP67AT

Full File SystemNT6H7T

The two types of extractionsNZNRBG

File SystemP77HBH

File SystemP9Y9K3

Checkra1n beta 0.9.6 using CellebriteQLFNYL

File SystemQM9E98

iOS Full Filesystem extraction using checkm8.R748U6

Filesystem with Checkm8 exploitT8BAT9

File SystemT9LU2H

filesystemTPPKJE

FILE SYSTEMTYEAHM
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

File SystemU7V8LZ

File SystemV7R6A2

iOS_Full_FilesystemVDB8G4

File SystemVG9PVJ

File SystemVJEAGX

iOS_Full_FilesystemVLPWFC

Full File SystemVP3UPK

File SystemWVNBEF

ExtractionType=FileSystemZEAZKD

iOS Full FilesystemZGVLBE

File SystemZKXMCC

Question 4: What type of extraction produced the provided dataset?
File System and variations representing similar information. Consensus Result:

 Expected Response Explanation:
This information is available in the provided Apple_iPhone 6s (A1633).ufd file.

 Expected Response Illustration:
Apple_iPhone 6s (A1633).ufd
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TABLE 1
 Question 5 - Examination Questions

Question 5: What is the locale / language setting for this phone?

en-US and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

en-US2JFUWZ

English2YAJPB

en_US3329MU

en_US3R3DPY

en_us4FPB42

en-US66P4MA

en_US6ERKDC

en-US6M83T7

en_US6QMVJY

en_US(English US)7CKLGB

en_US7ND6X2

Language = English > En_US7W8BQ3

en_US / en-US7WQWJT

En_US8F34CZ

en_US (United States/English)8JDFPT

Locale= En_US Language= En-US US English Located within the GlobalPreferences.plist file8JXTWE

en-US8VQFKZ

En_US9MCRLT

en-US9VQVED

en_USAGMPY9

en_USAKNRPA

en_USBHAT4Y

en_USBNZ3DX

en-USC6EZRU

English (US)CERU9G

en_USCKT9RX

en_USCZNJJA

en_USDNUPM7

English-USDQZW7Y

en-US (English (US))DT3X7V
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

en_USDYD4P9

English USE7PH86

en_USFLWZEV

en_USG8C3KE

en_USGPDMNU

EnglishGQPFJW

US/EnglishGYF3AR

AmericanHGFG4R

United States / English (US)JCC299

en_USJEJH6J

en_USJL3MGR

Locale = en_US / Language = en_USKVP67K

English USL6PWCQ

en-US (English US)MFJPZ8

en-USMXKEER

En_USN634TR

en_USNE7FKF

en_USNEP2GC

en_US / en-USNP67AT

en_USNT6H7T

en-USNZNRBG

en_US (US English)P77HBH

EnglishP9Y9K3

en_USQLFNYL

New York / EnglishQM9E98

en-USR748U6

en_UST8BAT9

English - UST9LU2H

en-USTPPKJE

en_USTYEAHM

en-USU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

en-USVDB8G4

en_USVG9PVJ

en-USVJEAGX

en-USVLPWFC

New_York (America)VP3UPK

en-usWVNBEF

en_USZEAZKD

en_USZGVLBE

en_USZKXMCC

Question 5: What is the locale / language setting for this phone?
en-US and variations representing the same information Consensus Result:

 Expected Response Explanation:
Language settings can be found in /private/var/mobile/Library/Preferences/.GlobalPreferences.plist

 Expected Response Illustration:
.GlobalPreferences.plist
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Question 6: Provide the AppleID associated with this phone.

therealvivianwhite@icloud.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

therealvivianwhite@icloud.com2JFUWZ

therealvivianwhite@icloud.com2YAJPB

therealvivianwhite@icloud.com3329MU

therealvivianwhite@icloud.com3R3DPY

therealvivianwhite@icloud.com4FPB42

therealvivianwhite@icloud.com66P4MA

therealvivianwhite@icloud.com6ERKDC

therealvivianwhite@icloud.com6M83T7

therealvivianwhite@icloud.com6QMVJY

therealvivianwhite@icloud.com7CKLGB

therealvivianwhite@icloud.com7ND6X2

therealvivianwhite@icloud.com7W8BQ3

therealvivianwhite@icloud.com7WQWJT

therealvivianwhite@icloud.com8F34CZ

therealvivianwhite@icloud.com8JDFPT

therealvivianwhite@icloud.com8JXTWE

therealvivianwhite@icloud.com8VQFKZ

therealvivianwhite@icloud.com9MCRLT

therealvivianwhite@icloud.com9VQVED

therealvivianwhite@icloud.comAGMPY9

therealvivianwhite@icloud.comAKNRPA

therealvivianwhite@icloud.comBHAT4Y

therealvivianwhite@icloud.comBNZ3DX

therealvivianwhite@icloud.comC6EZRU

therealvivianwhite@icloud.comCERU9G

therealvivianwhite@icloud.comCKT9RX

therealvivianwhite@icloud.comCZNJJA

therealvivianwhite@icloud.comDNUPM7

therealvivianwhite@icloud.comDQZW7Y

therealvivianwhite@icloud.comDT3X7V
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ResponseWebCode

therealvivianwhite@icloud.comDYD4P9

therealvivianwhite@icloud.comE7PH86

therealvivianwhite@icloud.comFLWZEV

therealvivianwhite@icloud.comG8C3KE

therealvivianwhite@icloud.comGPDMNU

therealvivianwhite@icloud.comGQPFJW

therealvivianwhite@icloud.comGYF3AR

therealvivianwhite@icloud.comHGFG4R

therealvivianwhite@icloud.comJCC299

therealvivianwhite@icloud.comJEJH6J

therealvivianwhite@icloud.comJL3MGR

therealvivianwhite@icloud.comKVP67K

therealvivianwhite@icloud.comL6PWCQ

therealvivianwhite@icloud.comMFJPZ8

therealvivianwhite@icloud.comMXKEER

therealvivianwhite@icloud.comN634TR

therealvivianwhite@icloud.comNE7FKF

therealvivianwhite@icloud.comNEP2GC

therealvivianwhite@icloud.comNP67AT

therealvivianwhite@icloud.comNT6H7T

therealvivianwhite@icloud.comNZNRBG

therealvivianwhite@icloud.comP77HBH

therealvivianwhite@icloud.comP9Y9K3

therealvivianwhite@icloud.comQLFNYL

therealvivianwhite@icloud.comQM9E98

therealvivianwhite@icloud.comR748U6

therealvivianwhite@icloud.comT8BAT9

therealvivianwhite@icloud.comT9LU2H

therealvivianwhite@icloud.comTPPKJE

therealvivianwhite@icloud.comTYEAHM

therealvivianwhite@icloud.comU7V8LZ

therealvivianwhite@icloud.comV7R6A2
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ResponseWebCode

therealvivianwhite@icloud.comVDB8G4

therealvivianwhite@icloud.comVG9PVJ

therealvivianwhite@icloud.comVJEAGX

therealvivianwhite@icloud.comVLPWFC

therealvivianwhite@icloud.comVP3UPK

therealvivianwhite@icloud.comWVNBEF

therealvivianwhite@icloud.comZEAZKD

therealvivianwhite@icloud.comZGVLBE

therealvivianwhite@icloud.comZKXMCC

Question 6: Provide the AppleID associated with this phone.
therealvivianwhite@icloud.com Consensus Result:

 Expected Response Explanation:
Account information is stored in the ZACCOUNT table of /private/var/mobile/Library/Accounts/Accounts3.sqlite

 Expected Response Illustration:
Accounts3.sqlite
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Question 7: What is the time zone setting for this phone? Provide response exactly as shown by the 
device.

America/New_York and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/New_York2JFUWZ

(UTC-05:00) New_York (America)2YAJPB

(UTC-05:00) New_York (America)3329MU

(UTC -05:00) New_York(America)3R3DPY

-(UTC-05:00) New York (America)4FPB42

(UTC-05:00) New_York (America)66P4MA

(UTC-05:00) New_York (America)6ERKDC

(UTC-05:00) New_York (America)6M83T7

(UTC -05:00) New_York (America)6QMVJY

America/New_York7CKLGB

America/New_York7ND6X2

Timezone = (UTC-05:00) New_York (America)7W8BQ3

(UTC-05:00) New_York (America)7WQWJT

(UTC-05:00) New_York(America)8F34CZ

(UTC-05:00) New_York (America)8JDFPT

(UTC-05:00) New_York (America) This is recovered within the file: com.apple/Appstore.plist8JXTWE

(UTC -5:00) New_York (America)8VQFKZ

(UTC-05:00) New_York (America)9MCRLT

America/New_York9VQVED

America/New_YorkAGMPY9

from Device Info: (UTC-05:00) New_York (America)  from com.apple.AppStore.plist: America/New_YorkAKNRPA

(UTC-05:00) New_York (America)BHAT4Y

America/New_YorkBNZ3DX

UTC-05:00 New_York (America)C6EZRU

(UTC-5:00) New_York (America)CERU9G

America/New_YorkCKT9RX

America/New_YorkCZNJJA

America/New_YorkDNUPM7

(UTC-05:00) New_York (America)DQZW7Y
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ResponseWebCode

(UTC-05:00) New_York (America)DT3X7V

(UTC-05:00) New_York (America)DYD4P9

(UTC-05:00) New_York (America)E7PH86

(UTC-05:00) New_York (America)FLWZEV

America/New_YorkG8C3KE

America/New_YorkGPDMNU

(UTC-05:00) New _York (America)GQPFJW

(UTC-05:00) New_York (America)GYF3AR

(UTC-05:00) New_York (American)HGFG4R

America/New_YorkJCC299

America/New_YorkJEJH6J

(UTC-05:00) New_York (America)JL3MGR

America/New_YorkKVP67K

(UTC-05:00) New_YorkL6PWCQ

(UTC-05:00) New_York (America)MFJPZ8

(UTC-05:00) New_York (America)MXKEER

America/New_YorkN634TR

(UTC-05:00) New_York (America)NE7FKF

(UTC-05:00) New_York (America)NEP2GC

America/New_YorkNP67AT

America/New_YorkNT6H7T

(UTC-05:00) New_York (America)NZNRBG

(UTC-05:00) New_York (America)P77HBH

(UTC-05:00) New_York (America)P9Y9K3

America/New_York - Displayed in Cellebrite as (UTC-05:00) New_York (America)QLFNYL

(UTC-05:00) New_York (America)QM9E98

America/New_YorkR748U6

America/New_York (UTC-05:00)T8BAT9

(UTC-05:00) New_York (America)T9LU2H

(UTC-05:00) New_York (America)TPPKJE

(UTC -05:00) New_York (America)TYEAHM

America/New_YorkU7V8LZ
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ResponseWebCode

(UTC -05:00) New_York (America)V7R6A2

America/New_YorkVDB8G4

(UTC-05:00) New_York (America)VG9PVJ

(UTC -5:00) New_York (America)VJEAGX

America/New_YorkVLPWFC

(UTC-05:00) New_YorkVP3UPK

(UTC-05:00) New_York (America)WVNBEF

America/New_YorkZEAZKD

(UTC-05:00) New_York (America)ZGVLBE

America/New_YorkZKXMCC

Question 7: What is the time zone setting for this phone? Provide response exactly as shown by the device.
(UTC -05:00) New_York (America) and variations representing the same information Consensus Result:

 Expected Response Explanation:
Time zone setting information is stored in /private/var/mobile/Library/Preferences/com.apple.AppStore.plist

 Expected Response Illustration:
com.apple.AppStore.plist
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Question 8: What is the Device Name for this phone?

Vivian's iPhone Manufacturer ' s 
 Expected Response:

ResponseWebCode

Vivian's iPhone2JFUWZ

Vivian's iPhone2YAJPB

Vivian's iPhone3329MU

Vivian's iPhone3R3DPY

Vivian's iPhone4FPB42

Vivian's iPhone66P4MA

Vivian's iPhone6ERKDC

Vivian's iPhone6M83T7

Vivian's iPhone6QMVJY

Vivian's iPhone7CKLGB

Vivian's iPhone7ND6X2

Vivian's iPhone7W8BQ3

Vivian's iPhone7WQWJT

Vivian's iPhone8F34CZ

Vivian's iPhone8JDFPT

Vivian's iPhone Recovered within file: data.ark.plist8JXTWE

Vivian's iPhone8VQFKZ

Vivian's iPhone9MCRLT

Vivian's iPhone9VQVED

Vivian's iPhoneAGMPY9

Vivian's iPhoneAKNRPA

Vivian's iPhoneBHAT4Y

Vivian's iPhoneBNZ3DX

Vivian's iPhoneC6EZRU

Vivian's iPhoneCERU9G

Vivian's iPhoneCKT9RX

Vivian's iPhoneCZNJJA

Vivian's iPhoneDNUPM7

Vivian's iPhoneDQZW7Y

Vivian's iPhoneDT3X7V
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TABLE 1
 Question 8 - Examination Questions

ResponseWebCode

Vivian's iPhoneDYD4P9

Vivian's iPhoneE7PH86

Vivian's iPhoneFLWZEV

Vivian's iPhoneG8C3KE

Vivian's iPhoneGPDMNU

Vivian's iPhoneGQPFJW

Vivian's iPhoneGYF3AR

Vivian's iPhoneHGFG4R

Vivian's iPhoneJCC299

Vivian's iPhoneJEJH6J

Vivian's iPhoneJL3MGR

Vivian's iPhoneKVP67K

Vivian's iPhoneL6PWCQ

Vivian's iPhoneMFJPZ8

Vivian's iPhoneMXKEER

Vivian's iPhoneN634TR

Vivian's iPhoneNE7FKF

Vivian's iPhoneNEP2GC

Vivian's iPhoneNP67AT

Vivian's iPhoneNT6H7T

Vivian's iPhoneNZNRBG

Vivian's iPhoneP77HBH

Vivian's iPhoneP9Y9K3

Vivian's iPhoneQLFNYL

Vivian's iPhoneQM9E98

Vivian's iPhoneR748U6

Vivian's iPhoneT8BAT9

Vivian's iPhoneT9LU2H

Vivian's iPhoneTPPKJE

Vivian's iPhoneTYEAHM

Vivian's iPhoneU7V8LZ

Vivian's iPhoneV7R6A2
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TABLE 1
 Question 8 - Examination Questions

ResponseWebCode

Vivian's iPhoneVDB8G4

Vivian's iPhoneVG9PVJ

Vivian's iPhoneVJEAGX

Vivian's iPhoneVLPWFC

Vivian's iPhoneVP3UPK

Vivian's iPhoneWVNBEF

Vivian's iPhoneZEAZKD

Vivian's iPhoneZGVLBE

Vivian's iPhoneZKXMCC

Question 8: What is the Device Name for this phone?
Vivian's iPhone Consensus Result:

 Expected Response Explanation:
Device Name information is stored in /root/private/var/root/Library/Lockdown/data_ark.plist

 Expected Response Illustration:
com.apple.AppStore.plist
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TABLE 1
 Question 9 - Examination Questions

Question 9: What is the SSID of the Wi-Fi access point with BSSID 70:f0:96:c7:1b:23?

ZurichAirport Manufacturer ' s 
 Expected Response:

ResponseWebCode

ZurichAirport2JFUWZ

ZurichAirport2YAJPB

ZurichAirport3329MU

ZurichAirport3R3DPY

ZurichAirport4FPB42

ZurichAirport66P4MA

ZurichAirport6ERKDC

ZurichAirport6M83T7

ZurichAirport6QMVJY

ZurichAirport7CKLGB

ZurichAirport7ND6X2

ZurichAirport7W8BQ3

ZurichAirport7WQWJT

ZurichAirport8F34CZ

ZurichAirport8JDFPT

ZurichAirport8JXTWE

ZurichAirport8VQFKZ

ZurichAirport9MCRLT

ZurichAirport9VQVED

ZurichAirportAGMPY9

ZurichAirportAKNRPA

ZurichAirportBHAT4Y

ZurichAirportBNZ3DX

ZurichAirportC6EZRU

ZurichAirportCERU9G

ZurichAirportCKT9RX

ZurichAirportCZNJJA

ZurichAirportDNUPM7

ZurichAirportDQZW7Y

SSID: ZurichAirportDT3X7V
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TABLE 1
 Question 9 - Examination Questions

ResponseWebCode

ZurichAirportDYD4P9

ZurichAirportE7PH86

ZurichAirportFLWZEV

ZurichAirportG8C3KE

ZurichAirportGPDMNU

ZurichAirportGQPFJW

ZurichAirportGYF3AR

Zurich AirportHGFG4R

ZurichAirportJCC299

ZurichAirportJEJH6J

ZurichAirportJL3MGR

ZurichAirportKVP67K

ZurichAirportL6PWCQ

ZurichAirportMFJPZ8

ZurichAirportMXKEER

ZurichAirportN634TR

ZurichAirportNE7FKF

ZurichAirportNEP2GC

ZurichAirportNP67AT

ZurichAirportNT6H7T

ZurichAirportNZNRBG

ZurichAirportP77HBH

ZurichAirportP9Y9K3

ZurichAirportQLFNYL

ZurichAirportQM9E98

ZurichAirportR748U6

ZurichAirportT8BAT9

ZurichAirportT9LU2H

ZurichAirportTPPKJE

ZurichAirportTYEAHM

ZurichAirportU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2

( 32 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.



Mobile Digital Evidence - iOS Analysis Test 22-5551

TABLE 1
 Question 9 - Examination Questions

ResponseWebCode

ZurichAirportVDB8G4

ZurichAirportVG9PVJ

ZurichAirportVJEAGX

ZurichAirportVLPWFC

ZurichAirportVP3UPK

ZurichAirportWVNBEF

ZurichAirportZEAZKD

ZurichAirportZGVLBE

ZurichAirportZKXMCC

Question 9: What is the SSID of the Wi-Fi access point with BSSID 70:f0:96:c7:1b:23?
ZurichAirport Consensus Result:

 Expected Response Explanation:
Information about detected Wi-Fi access points is stored in 
/private/var/preferences/SystemConfiguration/com.apple.wifi.plist

 Expected Response Illustration:
Autopsy view of com.apple.wifi.plist

( 33 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.



Mobile Digital Evidence - iOS Analysis Test 22-5551

TABLE 1
 Question 9 - Examination Questions

Cellebrite Wireless Networks table
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TABLE 1
 Question 10 - Examination Questions

Question 10: What is the device name for the (connected) device with MAC address A2:9D:FE:97:BE:53 
?

MONSTER WBA9-1008 Manufacturer ' s 
 Expected Response:

ResponseWebCode

MONSTER WBA9-10082JFUWZ

MONSTER WBA9-10082YAJPB

MONSTER WBA9-10083329MU

MONSTER WBA9-10083R3DPY

MONSTER WBA9-10084FPB42

MONSTER WBA9-100866P4MA

MONSTER WBA9-10086ERKDC

MONSTER WBA9-10086M83T7

MONSTER WBA9-10086QMVJY

MONSTER WBA9-10087CKLGB

MONSTER WBA9-10087ND6X2

MONSTER WBA9-10087W8BQ3

MONSTER WBA9-10087WQWJT

MONSTER WBA9-10088F34CZ

MONSTER WBA9-10088JDFPT

MONSTER WBA9-10088JXTWE

MONSTER WBA9-10088VQFKZ

MONSTER WBA9-10089MCRLT

MONSTER WBA9-10089VQVED

MONSTER WBA9-1008AGMPY9

MONSTER WBA9-1008AKNRPA

MONSTER WBA9-1008BHAT4Y

MONSTER WBA9-1008BNZ3DX

MONSTER WBA9-1008C6EZRU

MONSTER WBA9-1008CERU9G

MONSTER WBA9-1008CKT9RX

MONSTER WBA9-1008CZNJJA

MONSTER WBA9-1008DNUPM7

MONSTER WBA9-1008DQZW7Y
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TABLE 1
 Question 10 - Examination Questions

ResponseWebCode

MONSTER WBA9-1008DT3X7V

MONSTER WBA9-1008DYD4P9

MONSTER WBA9-1008E7PH86

MONSTER WBA9-1008FLWZEV

MONSTER WBA9-1008G8C3KE

MONSTER WBA9-1008GPDMNU

Monster WBA9-1008GQPFJW

MONSTER WBA9-1008GYF3AR

Monster WBA9-1008HGFG4R

MONSTER WBA9-1008JCC299

MONSTER WBA9-1008JEJH6J

MONSTER WBA9-1008JL3MGR

MONSTER WBA9-1008KVP67K

MONSTER WBA9-1008L6PWCQ

MONSTER WBA9-1008MFJPZ8

MONSTER WBA9-1008MXKEER

MONSTER WBA9-1008N634TR

Monster WBA9-1008NE7FKF

MONSTER WBA9-1008NEP2GC

MONSTER WBA9-1008NP67AT

MONSTER WBA9-1008NT6H7T

MONSTER WBA9-1008NZNRBG

MONSTER WBA9-1008P77HBH

MONSTER WBA9-1008P9Y9K3

MONSTER WBA9-1008QLFNYL

MONSTER WBA9-1008QM9E98

MONSTER WBA9-1008R748U6

MONSTER WBA9-1008T8BAT9

MONSTER WBA9-1008T9LU2H

MONSTER WBA9-1008TPPKJE

MONSTER WBA9-1008TYEAHM

MONSTER WBA9-1008U7V8LZ
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TABLE 1
 Question 10 - Examination Questions

ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

MONSTER WBA9-1008VDB8G4

MONSTER WBA9-1008VG9PVJ

MONSTER WBA9-1008VJEAGX

MONSTER WBA9-1008VLPWFC

MONSTER WBA9-1008VP3UPK

MONSTER WBA9-1008WVNBEF

MONSTER WBA9-1008ZEAZKD

MONSTER WBA9-1008ZGVLBE

MONSTER WBA9-1008ZKXMCC

Question 10: What is the device name for the (connected) device with MAC address A2:9D:FE:97:BE:53 
?

MONSTER WBA9-1008 Consensus Result:

 Expected Response Explanation:
A2:9D:FE:97:BE:53 corresponds with a paired Bluetooth device recorded in 
/root/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db

 Expected Response Illustration:
Cellebrite Devices tab
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TABLE 1
 Question 11 - Examination Questions

Question 11: What (non-Apple) encrypted email app did the user install?

Proton Mail Manufacturer ' s 
 Expected Response:

ResponseWebCode

ProtonMail2JFUWZ

ProtonMail2YAJPB

Proton Mail - Encrypted Email3329MU

Proton Mail - Encrypted Email - Version 4.0.03R3DPY

caseyb_lack78@proton.me4FPB42

protonmail66P4MA

Proton Mail6ERKDC

Proton Mail - Encrypted Email6M83T7

Proton Mail6QMVJY

Proton Mail7CKLGB

Proton Mail – Encrypted Email7ND6X2

Proton Mail - Encrypted Email7W8BQ3

Proton Mail – Encrypted Email7WQWJT

Proton Mail – Encrypted Email8F34CZ

Proton Mail8JDFPT

ProtonMail8JXTWE

Proton Mail - Encrypted Email8VQFKZ

Proton Mail9MCRLT

Proton Mail - Encrypted Email9VQVED

Proton MailAGMPY9

Proton Mail - Encrypted EmailAKNRPA

Proton Mail - Encrypted EmailBHAT4Y

Proton Mail – Encrypted EmailBNZ3DX

Proton MailC6EZRU

Proton Mail - Encrypted EmailCERU9G

ProtonmailCKT9RX

Proton Mail - Encrypted EmailCZNJJA

ProtonMailDNUPM7

Proton MailDQZW7Y

Proton Mail - Encrypted EmailDT3X7V
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TABLE 1
 Question 11 - Examination Questions

ResponseWebCode

Proton Mail - Encrypted EmailDYD4P9

Proton MailE7PH86

ProtonMailFLWZEV

Proton Mail – Encrypted EmailG8C3KE

Proton Mail - Encrypted EmailGPDMNU

Proton MailGQPFJW

protonmailGYF3AR

Proton MailHGFG4R

Proton Mail - Encrypted EmailJCC299

proton mailJEJH6J

Proton Mail - Encrypted EmailJL3MGR

ProtonMailKVP67K

Proton MailL6PWCQ

ProtonmailMFJPZ8

Proton MailMXKEER

Proton Mail - Encrypted EmailN634TR

ProtomailNE7FKF

Proton Mail – Encrypted EmailNEP2GC

ProtonMailNP67AT

ProtonMailNT6H7T

Proton mailNZNRBG

ProtonMailP77HBH

Proton MailP9Y9K3

Proton MailQLFNYL

ProtonMailQM9E98

ProtonMailR748U6

ProtonMailT8BAT9

Proton Mail - Encrypted EmailT9LU2H

Proton MailTPPKJE

ProtonMailTYEAHM

Proton Mail - Encrypted EmailU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2

( 39 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.



Mobile Digital Evidence - iOS Analysis Test 22-5551

TABLE 1
 Question 11 - Examination Questions

ResponseWebCode

Proton Mail - Encrypted EmailVDB8G4

Proton Mail - Encrypted Email - ch.protonmail.protonmailVG9PVJ

Proton MailVJEAGX

Proton MailVLPWFC

Proton Mail - Encrypted MailVP3UPK

Proton Mail - Encrypted EmailWVNBEF

ProtonMailZEAZKD

Proton Mail - Encrypted EmailZGVLBE

Proton Mail - Encrypted EmailZKXMCC

Question 11: What (non-Apple) encrypted email app did the user install?
Proton Mail Consensus Result:

 Expected Response Explanation:
A review of installed applications for mail apps shows two non-Apple email apps, "Gmail - Email by Google" and 
"Proton Mail – Encrypted Email."

 Expected Response Illustration:
Cellebrite Installed Applications table
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TABLE 1
 Question 12 - Examination Questions

Question 12: What email address was configured with the user-installed encrypted email app referenced 
in question 11?

caseyb_lack78@proton.me Manufacturer ' s 
 Expected Response:

ResponseWebCode

caseyb_lack78@proton.me2JFUWZ

caseyb_lack78@proton.me2YAJPB

caseyblack78@proton.me3329MU

caseyb_lack78@proton.me3R3DPY

Proton Mail - Encrypted Email4FPB42

passportcardzrus@proton.me66P4MA

caseyblack78@proton.me6ERKDC

caseyb_lack78@proton.me6M83T7

caseyb_lack78@proton.me6QMVJY

caseyb_lack78@proton.me7CKLGB

caseyb_lack78@proton.me7ND6X2

caseyb_lack78@proton.me7W8BQ3

caseyblack78@proton.me7WQWJT

caseyb_lack78@proton.me8F34CZ

caseyb_lack78@proton.me8JDFPT

caseyb_lack78@proton.me8JXTWE

caseyb_lack78@proton.me8VQFKZ

Caseyb_lack78@proton.me9MCRLT

caseyb_lack78@proton.me9VQVED

caseyb_lack78@proton.meAGMPY9

caseyb_lack78@proton.meAKNRPA

caseyb_lack78@proton.meBHAT4Y

caseyb_lack78@proton.meBNZ3DX

caseyb_lack78@proton.meC6EZRU

caseyb_lack78@proton.meCERU9G

Not within laboratory's scope.CKT9RX

caseyb_lack78@proton.meCZNJJA

caseyb_lack78@proton.meDNUPM7

caseyb_lack78@proton.meDQZW7Y
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TABLE 1
 Question 12 - Examination Questions

ResponseWebCode

caseyb_lack78@proton.meDT3X7V

caseyblack78@proton.meDYD4P9

caseyb_lack78@proton.meE7PH86

caseyb_lack78@proton.meFLWZEV

caseyb_lack78@proton.meG8C3KE

caseyb_lack78@proton.meGPDMNU

caseyb_lack78@proton.meGQPFJW

passportcardzrus@proton.meGYF3AR

caseyb_lack78@proton.meHGFG4R

caseyb_lack78@proton.meJCC299

caseyb_lack78@proton.meJEJH6J

caseyb_lack78@proton.meJL3MGR

caseyb_lack78@proton.meKVP67K

caseyb_lack78@proton.meL6PWCQ

caseyb_lack78@proton.meMFJPZ8

caseyb_lack78@proton.meMXKEER

caseyb_lack78@proton.meN634TR

caseyb_lack78@proton.meNE7FKF

caseyb_lack78@proton.meNEP2GC

caseyb_lack78@proton.meNP67AT

caseyb_lack78@proton.meNT6H7T

caseyb_lack78@proton.meNZNRBG

caseyb_lack78@proton.meP77HBH

caseyb_lack78@proton.meP9Y9K3

caseyb_lack78@proton.meQLFNYL

caseyb_lack78@proton.meQM9E98

caseyb_lack78@proton.meR748U6

Caseyb_lack78@proton.meT8BAT9

caseyb_lack78@proton.meT9LU2H

caseyblack78@proton.meTPPKJE

caseyb_lack78@proton.meTYEAHM

caseyb_lack78@proton.meU7V8LZ
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TABLE 1
 Question 12 - Examination Questions

ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

caseyb_lack78@proton.meVDB8G4

caseyb_lack78@proton.meVG9PVJ

passportcardzrus@proton.meVJEAGX

caseyb_lack78@proton.meVLPWFC

caseyb_lack78@proton.meVP3UPK

caseyb_lack78@proton.meWVNBEF

caseyb_lack78@proton.meZEAZKD

caseyb_lack78@proton.meZGVLBE

caseyb_lack78@proton.meZKXMCC

Question 12: What email address was configured with the user-installed encrypted email app referenced 
in question 11?

caseyb_lack78@proton.me. The email address caseyblack78@proton.me was also accepted. 
Further investigation, identified that dependent on how the answer was found, certain artifacts 
could have misled participants to the email address caseyblack78@proton.me.

 Consensus Result:

 Expected Response Explanation:
Proton Mail app data is stored in 
/private/var/mobile/Containers/Shared/AppGroup/84E1289D-4453-424E-8CC9-22F05D9D5B6E/ProtonMail.sqlite. 
The email address caseyblack78@proton.me is the recipient of all messages in the account.

 Expected Response Illustration:
Cellebrite Analyzed Emails
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TABLE 1
 Question 12 - Examination Questions

ProtonMail.sqlite
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TABLE 1
 Question 13 - Examination Questions

Question 13: What is the email address of the party with whom the phone user corresponded with a 
subject line of "Traveling"?

passportcardzrus@proton.me Manufacturer ' s 
 Expected Response:

ResponseWebCode

passportcardzrus@proton.me2JFUWZ

passportcardzrus@proton.me2YAJPB

passportcardzRus@proton.me3329MU

passportcardzrus@proton.me3R3DPY

passportcardzRus@proton.me4FPB42

caseyb_lack78@proton.me66P4MA

no-reply@marketing.lyftmail.com6ERKDC

passportcardzRus@proton.me6M83T7

passportcardzrus@proton.me6QMVJY

passportcardzrus@proton.me7CKLGB

passportcardzrus@proton.me7ND6X2

passportcardzrus@proton.me7W8BQ3

passportcardzrus@proton.me7WQWJT

passportcardzrus@proton.me8F34CZ

passportcardzrus@proton.me8JDFPT

passportcardzrus@proton.me8JXTWE

passportcardzrus@proton.me8VQFKZ

passportcardzrus@proton.me9MCRLT

passportcardzrus@proton.me9VQVED

passportcardzrus@proton.meAGMPY9

passportcardzrus@proton.meAKNRPA

passportcardzRus@proton.meBHAT4Y

passportcardzrus@proton.meBNZ3DX

passportcardzrus@proton.meC6EZRU

passportcardzus@proton.meCERU9G

Not within laboratory's scope.CKT9RX

passportcardzrus@proton.meCZNJJA

passportcardzrus@proton.meDNUPM7

passportcardzrus@proton.meDQZW7Y
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TABLE 1
 Question 13 - Examination Questions

ResponseWebCode

passportcardzrus@proton.meDT3X7V

passportcardzrus@proton.meDYD4P9

passportcardzrus@proton.meE7PH86

passportcardzrus@proton.meFLWZEV

passportcardzrus@proton.meG8C3KE

passportcardzrus@proton.meGPDMNU

passportcardzrus@proton.meGQPFJW

sam.graylk@gmail.comGYF3AR

passportcardzrus@proton.meHGFG4R

passportcardzrus@proton.meJCC299

JEJH6J

passportcardzRus@proton.meJL3MGR

passportcardzrus@proton.meKVP67K

passportcardzrus@proton.meL6PWCQ

passportcardzrus@proton.meMFJPZ8

passportcardzrus@proton.meMXKEER

passportcardzrus@proton.meN634TR

passportcardzrus@proton.meNE7FKF

passportcardzrus@proton.meNEP2GC

passportcardzrus@proton.meNP67AT

passportcardzrus@proton.meNT6H7T

passportcardzRus@proton.meNZNRBG

passportcardzrus@proton.meP77HBH

passportcardzrus@proton.meP9Y9K3

passportcardzrus@proton.meQLFNYL

passportcardzrus@proton.meQM9E98

passportcardzRus@proton.meR748U6

passportcardzrus@proton.meT8BAT9

passportcardzrus@proton.meT9LU2H

passportcardzrus@proton.meTPPKJE

passportcardzRus@proton.meTYEAHM

passportcardzRus@proton.meU7V8LZ
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TABLE 1
 Question 13 - Examination Questions

ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

passportcardzrus@proton.meVDB8G4

passportcardzrus@proton.meVG9PVJ

caseyb_lack78@proton.meVJEAGX

passportcardzrus@proton.meVLPWFC

passportcardzrus@proton.meVP3UPK

passportcardzRus@proton.meWVNBEF

passportcardzRus@proton.meZEAZKD

passportcardzrus@proton.meZGVLBE

passportcardzrus@proton.meZKXMCC

Question 13: What is the email address of the party with whom the phone user corresponded with a 
subject line of "Traveling"?

passportcardzrus@proton.me Consensus Result:

 Expected Response Explanation:
Proton Mail app data is stored in 
/private/var/mobile/Containers/Shared/AppGroup/84E1289D-4453-424E-8CC9-22F05D9D5B6E/ProtonMail.sqlite 
in the ZCONVERSATION table. This table lists the email addresses and subject lines of all messages in the app. There 
is one message with subject “Traveling”

 Expected Response Illustration:
ProtonMail.sqlite
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Question 14: What was the phone number of the call RECEIVED on 19 June 2022?

+13133082630 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+131330826302JFUWZ

 +1 (313) 308-2630 2YAJPB

+131330826303329MU

+1 (313) 308-26303R3DPY

+131330826304FPB42

+1313308263066P4MA

+131330826306ERKDC

+131330826306M83T7

1-313-308-26306QMVJY

+131330826307CKLGB

+1 (313) 308-26307ND6X2

 +1 (313) 308-2630   7W8BQ3

+131330826307WQWJT

+131330826308F34CZ

1 (313) 308-26308JDFPT

 +1 (313) 308-26308JXTWE

+131330826308VQFKZ

 +1 (313) 308-2630  9MCRLT

1 (313) 308-26309VQVED

+13133082630AGMPY9

+13133082630AKNRPA

+1 (313) 308-2630 BHAT4Y

+1 (313) 308-2630BNZ3DX

+13133082630C6EZRU

+1 (313) 308-2630CERU9G

+13133082630CKT9RX

13133082630CZNJJA

+13133082630DNUPM7

 +1 (313) 308-2630 DQZW7Y

 +1 (313) 308-2630 DT3X7V
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ResponseWebCode

+13133082630DYD4P9

+3133082630E7PH86

13133082630FLWZEV

13133082630G8C3KE

+13133082630GPDMNU

+1 (313) 308-2630GQPFJW

+13133082630GYF3AR

+13133082630HGFG4R

+13133082630JCC299

+3133082630JEJH6J

+13133082630JL3MGR

 +1 (313) 308-2630KVP67K

+13133082630L6PWCQ

13133082630MFJPZ8

+1 (313) 308-2630MXKEER

13133082630N634TR

13133082630NE7FKF

+1 313 30 82 630NEP2GC

+13133082630NP67AT

+13133082630NT6H7T

+13133082630NZNRBG

+13133082630P77HBH

13133082630P9Y9K3

 +1 (313) 308-2630 QLFNYL

 +1 (313) 308-2630 QM9E98

1-313-308-2630R748U6

+13133082630T8BAT9

+13133082630T9LU2H

 +1 (313) 308-2630       TPPKJE

+13133082630TYEAHM

13133082630U7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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TABLE 1
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ResponseWebCode

+13133082630VDB8G4

 +1 (313) 308-2630  VG9PVJ

+13133082630VJEAGX

+1 (313) 308-2630 VLPWFC

+1 (313) 308-2630VP3UPK

+13133082630WVNBEF

13133082630ZEAZKD

+13133082630ZGVLBE

+13133082630ZKXMCC

Question 14: What was the phone number of the call RECEIVED on 19 June 2022?
+13133082630 Consensus Result:

 Expected Response Explanation:
Call history information is stored in /private/var/mobile/Library/CallHistoryDB /CallHistory.storedata
Dialed and incoming numbers with associated timestamps are stored in the ZCALLRECORD table in the ZADDRESS and 
ZDATE fields, respectively.

 Expected Response Illustration:
ZCALLRECORD Table from CallHistory.storedata

Cellebrite Call Log Table

( 50 ) Copyright ©2023 CTS, IncRevised: 20-April-2023. Corrected missing last character of 
root.zip SHA256 for Q#1 in Consensus and MI results.



Mobile Digital Evidence - iOS Analysis Test 22-5551

TABLE 1
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Question 15: Which contact did the user call on 6/21/2022 6:43:39 PM(UTC-4)? Provide the name of 
contact.

sissy Manufacturer ' s 
 Expected Response:

ResponseWebCode

sissy2JFUWZ

sissy2YAJPB

Sissy3329MU

sissy3R3DPY

sissy4FPB42

sissy66P4MA

5715497087 sissy6ERKDC

sissy6M83T7

sissy6QMVJY

Contact number: 7039881437 Contact name: sissy7CKLGB

sissy7ND6X2

5715497087, Sissy7W8BQ3

sissy7WQWJT

sissy8F34CZ

sissy8JDFPT

sissy8JXTWE

Sissy8VQFKZ

sissy9MCRLT

sissy9VQVED

sissyAGMPY9

sissyAKNRPA

sissyBHAT4Y

sissyBNZ3DX

SissyC6EZRU

sissyCERU9G

sissyCKT9RX

sissyCZNJJA

sissyDNUPM7

SissyDQZW7Y
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ResponseWebCode

sissy (number: 5715497087)DT3X7V

sissyDYD4P9

sissyE7PH86

sissyFLWZEV

sissyG8C3KE

sissyGPDMNU

sissyGQPFJW

5715497087 sissyGYF3AR

SissyHGFG4R

sissyJCC299

sissyJEJH6J

sissyJL3MGR

sissyKVP67K

sissyL6PWCQ

sissyMFJPZ8

sissyMXKEER

sissyN634TR

sissyNE7FKF

sissyNEP2GC

sissyNP67AT

sissyNT6H7T

sissyNZNRBG

sissyP77HBH

sissyP9Y9K3

sissy - 5715497087QLFNYL

sissyQM9E98

sissyR748U6

SissyT8BAT9

5715497087 sissyT9LU2H

sissyTPPKJE

sissyTYEAHM

sissyU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

sissyVDB8G4

sissyVG9PVJ

sissyVJEAGX

sissyVLPWFC

sissyVP3UPK

sissyWVNBEF

sissyZEAZKD

sissyZGVLBE

sissyZKXMCC

Question 15: Which contact did the user call on 6/21/2022 6:43:39 PM(UTC-4)? Provide the name of 
contact.

sissy Consensus Result:

 Expected Response Explanation:
Call history information is stored in /private/var/mobile/Library/CallHistoryDB /CallHistory.storedata and the associated 
temp (shm, wal) files. Dialed (and incoming) numbers with associated timestamps are stored in the ZCALLRECORD 
table in the ZADDRESS and ZDATE fields, respectively. The call placed on 6/21/2022 6:43:39 PM(UTC-4) was to 
5715497087. Address Book (Contact) information is stored in 
private/var/mobile/Library/AddressBook/AddressBook.sqlitedb. The contact associated with 5715497087 is “sissy.”

 Expected Response Illustration:
Cellebrite Call Log Table
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Question 16: What is the CREATION date and time of the Note (taken with the notes App) titled 
”Greyhound station“? Provide your response in (UTC-4), using the date/time (24-hour) picker.

2022-06-25 11:57 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-06-25 11:572JFUWZ

2022-06-25 11:572YAJPB

2022-06-25 11:573329MU

2022-06-25 11:573R3DPY

2022-06-25 00:004FPB42

2022-06-25 11:5766P4MA

2022-06-25 11:576ERKDC

2022-06-25 11:576M83T7

2022-06-25 11:576QMVJY

2022-06-25 11:577CKLGB

2022-06-25 11:577ND6X2

2022-06-25 11:577W8BQ3

2022-06-25 11:577WQWJT

2022-06-25 11:578F34CZ

2022-06-25 11:578JDFPT

2022-06-25 11:578JXTWE

2022-06-25 11:578VQFKZ

2022-06-25 11:579MCRLT

6/25/2022 11:57:43 AM (UTC-4)9VQVED

2022-06-25 11:57AGMPY9

2022-06-25 11:57AKNRPA

2022-06-25 11:57BHAT4Y

2022-06-25 11:57BNZ3DX

2022-06-25 11:57C6EZRU

2022-06-25 11:57CERU9G

2022-06-25 11:57CKT9RX

2022-06-25 11:57CZNJJA

2022-06-25 11:57DNUPM7

2022-06-25 11:57DQZW7Y
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ResponseWebCode

2022-06-25 11:57DT3X7V

2022-06-25 11:57DYD4P9

2022-06-25 11:57E7PH86

2022-06-02 01:56FLWZEV

2022-06-25 11:57G8C3KE

2022-06-25 11:57GPDMNU

2022-06-25 01:57GQPFJW

2022-06-25 11:57GYF3AR

2022-06-25 11:57HGFG4R

2022-06-25 11:57JCC299

2022-06-25 11:57JEJH6J

2022-06-25 11:57JL3MGR

2022-06-25 11:57KVP67K

2022-06-25 11:57L6PWCQ

2022-06-25 11:57MFJPZ8

2022-06-25 11:57MXKEER

2022-06-25 11:57N634TR

2022-06-25 11:57NE7FKF

2022-06-25 11:57NEP2GC

2022-06-25 11:57NP67AT

2022-06-25 11:57NT6H7T

2022-06-25 11:57NZNRBG

2022-06-25 11:57P77HBH

2022-06-25 11:57P9Y9K3

2022-06-25 11:57QLFNYL

2022-06-25 11:57QM9E98

2022-06-25 11:57R748U6

2022-06-25 11:57T8BAT9

2022-06-25 11:57T9LU2H

2022-06-25 11:57TPPKJE

2022-06-25 11:57TYEAHM

2022-06-25 11:57U7V8LZ
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ResponseWebCode

V7R6A2

2022-06-25 11:57VDB8G4

2022-06-25 11:57VG9PVJ

2022-06-25 11:57VJEAGX

2022-06-25 11:57VLPWFC

2022-06-25 11:57VP3UPK

2022-06-25 11:57WVNBEF

2022-06-25 11:57ZEAZKD

2022-06-25 11:57ZGVLBE

2022-06-25 11:57ZKXMCC

Question 16: What is the CREATION date and time of the Note (taken with the notes App) titled 
”Greyhound station“? Provide your response in (UTC-4), using the date/time (24-hour) picker.

2022-06-25 11:57 Consensus Result:

 Expected Response Explanation:
Data for the Apple notes app is stored in 
root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C9/NoteStore.sqlite. 
The ZICCLOUDSYNCINGOBJECT table contains the titles and creation dates of the notes.

 Expected Response Illustration:
Cellebrite Notes Table
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Question 17: What event was scheduled to occur 6/24/2022 2:00:00 PM(UTC-4)?

Casey’s Dr.’s Appointment Manufacturer ' s 
 Expected Response:

ResponseWebCode

Casey's Dr.'s Appointment2JFUWZ

Casey's Dr.'s Appointment2YAJPB

Casey's Dr.'s Appointment3329MU

Casey's Dr.'s Appointment3R3DPY

Casey's Dr.'s Appointment4FPB42

Casey's Dr.'s Appointment66P4MA

Casey's Dr.'s Appointment6ERKDC

Casey's Dr.'s Appointment6M83T7

Casey's Dr.'s Appointment6QMVJY

Casey's Dr.'s Appointment7CKLGB

Casey's Dr.'s Appointment7ND6X2

Casey's Dr.'s Appointment7W8BQ3

Casey's Dr.'s Appointment7WQWJT

Casey's Dr.'s Appointment8F34CZ

Casey's Dr.'s Appointment8JDFPT

Casey's Dr.'s Appointment8JXTWE

Casey's Dr.'s Appointment8VQFKZ

Casey's Dr.'s Appointment9MCRLT

Casey's Dr.'s Appointment9VQVED

Casey's Dr.'s AppointmentAGMPY9

Casey's Dr.'s AppointmentAKNRPA

Casey's Dr.'s AppointmenBHAT4Y

Casey's Dr.'s AppointmentBNZ3DX

Casey's Dr.'s AppointmentC6EZRU

Casey's Dr.'s AppointmentCERU9G

Casey's Dr.'s AppointmentCKT9RX

Casey's Dr.'s AppointmentCZNJJA

Casey's Dr.'s AppointmentDNUPM7

Casey's Dr.'s AppointmentDQZW7Y

Casey's Dr.'s AppointmentDT3X7V
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ResponseWebCode

Casey's Dr.'s AppointmentDYD4P9

Casey's Dr.'s AppointmentE7PH86

Casey's Dr.'s AppointmentFLWZEV

Casey's Dr.'s AppointmentG8C3KE

Casey's Dr.'s AppointmentGPDMNU

Casey's Dr.'s AppointmentGQPFJW

Casey's Dr.'s AppointmentGYF3AR

Casey's Dr's AppointmentHGFG4R

Casey's Dr.'s AppointmentJCC299

Casey's Dr.'s AppointmentJEJH6J

Casey's Dr.'s AppointmentJL3MGR

Casey's Dr.'s AppointmentKVP67K

Casey's Dr.'s AppointmentL6PWCQ

Casey's Dr.'s AppointmentMFJPZ8

Casey's Dr.'s AppointmentMXKEER

Casey's Dr.'s AppointmentN634TR

Casey's Dr.'s AppointmentNE7FKF

Casey's Dr.'s AppointmentNEP2GC

Casey's Dr.'s AppointmentNP67AT

Casey's Dr.'s AppointmentNT6H7T

Casey's Dr.'s AppointmentNZNRBG

Casey's Dr.'s AppointmentP77HBH

Casey's Dr.'s AppointmentP9Y9K3

Casey's Dr.'s AppointmentQLFNYL

Casey's Dr.'s AppointmentQM9E98

Casey's Dr.'s AppointmentR748U6

Casey's Dr.'s AppointmentT8BAT9

Casey's Dr.'s AppointmentT9LU2H

Casey's Dr.'s AppointmentTPPKJE

Casey's Dr's AppointmentTYEAHM

Casey's Dr.'s AppointmentU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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ResponseWebCode

Casey's Dr.'s AppointmentVDB8G4

Casey's Dr.'s AppointmentVG9PVJ

Casey's Dr.'s AppointmentVJEAGX

Casey's Dr.'s AppointmentVLPWFC

Casey's Dr.'s AppointmentVP3UPK

Casey's Dr.'s AppointmentWVNBEF

Casey's Dr.'s AppointmentZEAZKD

Casey's Dr.'s AppointmentZGVLBE

Casey's Dr.'s AppointmentZKXMCC

Question 17: What event was scheduled to occur 6/24/2022 2:00:00 PM(UTC-4)?
Casey’s Dr.’s Appointment Consensus Result:

 Expected Response Explanation:
Calendar entries are stored at /private/var/mobile/Library/Calendar/Calendar.sqlitedb and in the associated temp 
(shm, wal) files.

 Expected Response Illustration:
Calendar.sqlitedb

Cellebrite Calendar Table (Filtered)
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Question 18: To what location (place name) did the user navigate using the Apple Maps app with 
timestamp 6/24/2022 1:51:28 PM(UTC-4).

Coffeewood Correctional Center Manufacturer ' s 
 Expected Response:

ResponseWebCode

Coffeewood Dr, Mitchells, VA 227292JFUWZ

Coffeewood Correctional Center2YAJPB

12352 Coffeewood Dr, Mitchells, VA 22729, United States3329MU

Coffeewood Correctional Center3R3DPY

22373 Rapidan Rd, Mitchells, VA 22729, United States4FPB42

Coffeewood Correctional Center66P4MA

Juvenile Justice Department6ERKDC

Coffeewood Correctional Center6M83T7

Coffeewood Correctional Center6QMVJY

Coffeewood Correctional Center 12352 Drive, Culpeper County, VA22729, United States of America7CKLGB

12352 Coffeewood Correctional Center, Mitchells, VA 22729, USA7ND6X2

Coffeewood Correctional Center7W8BQ3

Coffeewood Correctional Center7WQWJT

Coffeewood Correctional Center8F34CZ

Coffeewood Correctional Center8JDFPT

Coffeewood Correctional Center at 12352 Coffeewood Dr, Mitchells, VA 227298JXTWE

Coffeewood Correctional Center8VQFKZ

Coffeewood Correctional Center9MCRLT

Coffeewood Correctional Center9VQVED

Coffeewood Correctional CenterAGMPY9

Coffeewood Correctional CenterAKNRPA

Coffeewood Correctional CenterBHAT4Y

Coffeewood Correctional Center 12352 Drive, Culpeper County, VA22729, United States of AmericaBNZ3DX

Coffeewood Correctional CenterC6EZRU

Coffeewood Correctional CenterCERU9G

Coffeewood Correctional CenterCKT9RX

Coffeewood Correctional CenterCZNJJA

Coffeewood Correctional CenterDNUPM7

Coffeewood Correctional CenterDQZW7Y
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ResponseWebCode

Coffeewood Correctional Center. (Address: Coffeewood Dr, 12352, Culpeper County, Mitchells, 22729, 
Virginia, United States. Position: (38.365130, -78.019218)

DT3X7V

Coffeewood Correctional CenterDYD4P9

Coffeewood Correctional CenterE7PH86

The Home DepotFLWZEV

Coffeewood Correctional CenterG8C3KE

Coffeewood Correctional CenterGPDMNU

Winston, Virginia, USAGQPFJW

Coffeewood Correctional CenterGYF3AR

Coffeewood Correctional CentreHGFG4R

Coffeewood Correctional CenterJCC299

Coffeewood Correctional CenterJEJH6J

Coffeewood Correctional CenterJL3MGR

Coffeewood Correctional CenterKVP67K

Coffeewood Correctional CenterL6PWCQ

Coffeewood Correctional CenterMFJPZ8

Coffeewood Correctional CenterMXKEER

CoffeeWood Correctional CenterN634TR

Coffeewood Correctional CenterNE7FKF

Coffeewood Correctional CenterNEP2GC

Coffeewood Correctional CenterNP67AT

Coffeewood Correctional CenterNT6H7T

Coffeewood Correctional Center (12352 Coffeewood Dr, Mitchells, VA 22729, United States)NZNRBG

Coffeewood Correctional CenterP77HBH

Coffeewood Correctional CenterP9Y9K3

Coffeewood Correctional CenterQLFNYL

Coffeewood Correctional CenterQM9E98

Coffeewood Correctional CenterR748U6

12352 Coffeewood Dr, Mitchells, VA 22729, United StatesT8BAT9

12352 Coffeewood Dr, Mitchells, VA 22729 Coffeewood Correctional CenterT9LU2H

Coffeewood Correctional CenterTPPKJE

Coffeewood Correctional CenterTYEAHM

Coffeewood Correctional CenterU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

12352 Coffeewood Dr, Mitchells, VA 22729, United StatesVDB8G4

Coffeewood Correctional CenterVG9PVJ

Coffeewood Correctional CenterVJEAGX

Juvenile Justice Department (Coffeewood Dr, 12352, Culpeper County, Mitchells, 22729, Virginia, 
United States)

VLPWFC

Coffeewood Correctional CenteVP3UPK

Coffeewood Correctional CenterWVNBEF

12352 Coffeewood Dr, Mitchells, VA 22729, United States (Coffeewood Correctional Center)ZEAZKD

Coffeewood Correctional CenterZGVLBE

Coffeewood Correctional CenterZKXMCC

Question 18: To what location (place name) did the user navigate using the Apple Maps app with 
timestamp 6/24/2022 1:51:28 PM(UTC-4).

Coffeewood Correctional Center. Although the place name was requested in the question, the 
address was also accepted.

 Consensus Result:

 Expected Response Explanation:
Records for previous navigations are stored in 
/root/private/var/mobile/Containers/Data/Application/DEED16F6-1703-4830-B287-E865421DF4A8/Library/Maps/
GeoHistory.mapsdata

 Expected Response Illustration:
Cellebrite Apple Maps record table
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Question 19: What did the phone user say they were going to do after they “got to the drs office”?

Find a way to take of[f] the tracker... Then a hotel. Manufacturer ' s 
 Expected Response:

ResponseWebCode

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"2JFUWZ

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"2YAJPB

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?3329MU

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"3R3DPY

Idk. Find a way to take of the tracker...4FPB42

Find a way to take of the tracker66P4MA

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"6ERKDC

Idk. Find a way to take of the tracker… Then a hotel. [emoji image]?6M83T7

Idk. Find away to take of the tracker... Then a hotel?6QMVJY

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?7CKLGB

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?7ND6X2

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?7W8BQ3

“Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?”7WQWJT

Idk. Find a way to take of the tracker... Then a hotel?8F34CZ

"Find a way to take of the tracker..."8JDFPT

On 06/24/2022 at 2:14:56PM user stated: Idk. Find a way to take of the tracker... Then a hotel. [emoji 
image]?

8JXTWE

idk. Find a way to take of the tracker...Then a hotel?8VQFKZ

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?9MCRLT

"Idk. Find a way to take of the tracker...Then a hotel. (emoji)?"9VQVED

Find a way to take of the tracker...Then a hotel.AGMPY9

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"AKNRPA

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?BHAT4Y

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?BNZ3DX

"idk. find a way to take off the tracker... then a hotel. (emoji)?"C6EZRU

Idk. Find a way to take of the tracker... Then a hotel?CERU9G

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?CKT9RX

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?CZNJJA

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?DNUPM7

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?DQZW7Y
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ResponseWebCode

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?DT3X7V

Idk. Find a way to take of the tracker... Then a hotel. (emoji pictogram)?DYD4P9

Idk. Find a way to take of the tracker… Then a hotelE7PH86

19842866876FLWZEV

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?G8C3KE

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?GPDMNU

"idk.Find a way to take of the tracker.... Then a hotel?"GQPFJW

Find a way to take of the tracker, then a hotel.GYF3AR

Idk. Find a way to take of the tracker...then a hotel?HGFG4R

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?JCC299

Find a way to take off the tracker then find a hotelJEJH6J

Idk. Find a way to take of the tracker...Then a hotel. ?JL3MGR

“Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?”KVP67K

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"L6PWCQ

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"MFJPZ8

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?MXKEER

"Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?"N634TR

Idk. Find a way to take of the tracker... Then a hotel.NE7FKF

Idk. Find a way to take of the tracker… Then a hotel?NEP2GC

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?NP67AT

Find a way to take of the tracker... Then a hotel.NT6H7T

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?NZNRBG

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?P77HBH

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?P9Y9K3

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?QLFNYL

Idk. Find a way to take of the tracker....Then a hotel. ....?QM9E98

Find a way to take of the tracker...Then a hotel.R748U6

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?T8BAT9

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?T9LU2H

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?TPPKJE

idk. Find a way to take of the tracker...Then a hotel (emoji)TYEAHM

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?U7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

Find a way to take of the tracker... Then a hotel. [emoji image]?VDB8G4

“Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?”VG9PVJ

"Idk. Find a way to take of the tracker...Then a hotel."VJEAGX

Idk. Find a way to take of the tracker...Then a hotel. [emoji image]?VLPWFC

Idk. Find a way to take of the tracker… Then a hotel. [emoji image]?VP3UPK

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?WVNBEF

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?ZEAZKD

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?ZGVLBE

Idk. Find a way to take of the tracker... Then a hotel. [emoji image]?ZKXMCC

Question 19: What did the phone user say they were going to do after they “got to the drs office”?
"Find a way to take of[f] the tracker... Then a hotel" and variations representing similar information. Consensus Result:

 Expected Response Explanation:
Searching the phone content for references to “got to the drs office” finds an SMS conversation in which the owner 
chats with sissy, saying she’ll “Find a way to take of the tracker... Then a hotel."

 Expected Response Illustration:
Cellebrite Conversation View
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Question 20: What did the user search in the Safari web browser, 6/24/2022 12:05:18 PM(UTC-4)?

remove ankle monitor Manufacturer ' s 
 Expected Response:

ResponseWebCode

remove ankle monitor2JFUWZ

remove ankle monitor2YAJPB

remove ankle monitor - Google Search3329MU

remove ankle monitor3R3DPY

remove ankle monitor4FPB42

remove ankle monitor66P4MA

remove ankle monitor6ERKDC

remove ankle monitor6M83T7

remove ankle monitor6QMVJY

remove ankle monitor7CKLGB

remove ankle monitor7ND6X2

remove ankle monitor7W8BQ3

remove ankle monitor7WQWJT

remove ankle monitor-Google Search8F34CZ

remove ankle monitor8JDFPT

remove ankle monitor8JXTWE

Remove Ankle monitor8VQFKZ

remove ankle monitor9MCRLT

remove ankle monitor9VQVED

remove ankle monitorAGMPY9

remove ankle monitorAKNRPA

remove ankle monitorBHAT4Y

remove ankle monitorBNZ3DX

remove ankle monitorC6EZRU

remove ankle monitorCERU9G

remove ankle monitorCKT9RX

remove ankle monitorCZNJJA

remove ankle monitorDNUPM7

Remove Ankle MonitorDQZW7Y

remove ankle monitorDT3X7V
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ResponseWebCode

remove ankle monitorDYD4P9

remove ankle monitorE7PH86

remove ankle monitorFLWZEV

remove ankle monitorG8C3KE

remove ankle monitorGPDMNU

remove ankle monitorGQPFJW

remove ankle monitorGYF3AR

Remove ankle monitorHGFG4R

remove ankle monitorJCC299

remove ankle monitorJEJH6J

remove ankle monitorJL3MGR

remove ankle monitorKVP67K

remove ankle monitorL6PWCQ

"remove ankle monitor"MFJPZ8

remove ankle monitorMXKEER

remove ankle monitorN634TR

remove ankle monitorNE7FKF

Remove ankle monitorNEP2GC

remove ankle monitorNP67AT

remove ankle monitorNT6H7T

remove ankle monitorNZNRBG

remove ankle monitorP77HBH

remove ankle monitorP9Y9K3

remove ankle monitorQLFNYL

remove ankle monitorQM9E98

remove ankle monitorR748U6

Remote ankle monitorT8BAT9

remove ankle monitorT9LU2H

remove ankle monitorTPPKJE

remove ankle monitorTYEAHM

remove ankle monitorU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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ResponseWebCode

remove ankle monitorVDB8G4

remove ankle monitorVG9PVJ

remove ankle monitorVJEAGX

remove ankle monitorVLPWFC

remove ankle monitorVP3UPK

remove ankle monitorWVNBEF

remove ankle monitor - Google SearchZEAZKD

remove ankle monitor - Google SearchZGVLBE

remove ankle monitorZKXMCC

Question 20: What did the user search in the Safari web browser, 6/24/2022 12:05:18 PM(UTC-4)?
remove ankle monitor Consensus Result:

 Expected Response Explanation:
A review of the browser history for the Safari web browser finds records of web searches for “remove ankle monitor” on 
6/24/2022 12:05:18 PM(UTC-4).

 Expected Response Illustration:
Cellebrite Web History Table

Safari History.db
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Question 21: According to the data for the Home Depot app, for what item did the user have a saved 
search?

bolt cutters Manufacturer ' s 
 Expected Response:

ResponseWebCode

bolt cutters2JFUWZ

bolt cutters02YAJPB

bolt3329MU

bolt cutters3R3DPY

Old Car Horn.m4r – Audio file4FPB42

bolt cutters66P4MA

soldering6ERKDC

Alwington Blvd, 267, Fauquier County, Warrenton, 20186, Virginia, United States6M83T7

bolt cutters6QMVJY

Bolt Cutters7CKLGB

Bolt Cutters7ND6X2

com.thehomedepot.homedepot – “bolt”7W8BQ3

bolt cutters7WQWJT

Bolt Cutters8F34CZ

bolt cutters8JDFPT

bolt cutters  Recovered within the HomeDepot application associated database THDConsumer.sqlite8JXTWE

Bolt cutters8VQFKZ

Bolt cutters9MCRLT

bolt cutters9VQVED

bolt cuttersAGMPY9

bolt cuttersAKNRPA

Pliers (tongs)BHAT4Y

Bolt CuttersBNZ3DX

bolt cuttersC6EZRU

bolt cuttersCERU9G

Bolt CuttersCKT9RX

bolt cuttersCZNJJA

bolt cuttersDNUPM7

Bolt cutersDQZW7Y
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ResponseWebCode

bolt cuttersDT3X7V

bolt cuttersDYD4P9

bolt cuttersE7PH86

The bolt cutterFLWZEV

bolt cuttersG8C3KE

bolt cuttersGPDMNU

Bolt CuttersGQPFJW

cart activityGYF3AR

BoltcuttersHGFG4R

bolt cuttersJCC299

bolt cuttersJEJH6J

bolt cuttersJL3MGR

bolt cuttersKVP67K

Bolt cuttersL6PWCQ

bolt cuttersMFJPZ8

bolt cuttersMXKEER

bolt cuttersN634TR

bolt cuttersNE7FKF

Bolt cuttersNEP2GC

bolt cuttersNP67AT

bolt cuttersNT6H7T

bolt cuttersNZNRBG

bolt cuttersP77HBH

bolt cuttersP9Y9K3

bolt cutters0QLFNYL

Alwington Blvd, 267, Fauquier County, Warrenton, 20186, Virginia, United StatesQM9E98

bolt cuttersR748U6

Bolt CuttersT8BAT9

Bolt cutters (saved in the cart)T9LU2H

bolt cuttersTPPKJE

bolt cuttersTYEAHM

bolt cuttersU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEVV7R6A2

Bolt CuttersVDB8G4

bolt cuttersVG9PVJ

bolt%20VJEAGX

bolt-cutterVLPWFC

bolt cuttersVP3UPK

bolt cuttersWVNBEF

bolt cuttersZEAZKD

Bolt CuttersZGVLBE

bolt cuttersZKXMCC

Question 21: According to the data for the Home Depot app, for what item did the user have a saved 
search?

bolt cutters Consensus Result:

 Expected Response Explanation:
User data for the Home Depot application is stored in 
/private/var/mobile/Containers/Data/Application/A9904EAF-BF51-459E-90F9-FAAA37926FC4/Library/Preferences/. 
Contained within this directory in com.thehomedepot.homedepot.plist are saved searches.

 Expected Response Illustration:
com.thehomedepot.homedepot.plist
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com.thehomedepot.homedepot.plist
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Question 22: Describe the type and content of the file with MD5 hash 
efa6da222aca7bbcc12fcf8c79414844.

Audio file of a ringing phone and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

an old phone rings2JFUWZ

It is a .m4r audio file of a phone ringing.2YAJPB

This is an audio file which contains the sound of a telephone ringer.3329MU

ISO Media, Apple iTunes ALAC/AAC-LC (.M4A) Audio, the sound is an old phone ringing two times and 
the audio is 11 seconds long.

3R3DPY

ringtone named “Old Phone.m4r”4FPB42

audio, Ringtones66P4MA

Type : Audio, Content : Old Phone.m4r (Ringtone)6ERKDC

Old Phone.m4r6M83T7

audio file of phone ringing6QMVJY

The file is named Old Phone.m4r, this is an audio file which appears to be a ringtone for the iPhone.7CKLGB

Phone ringing7ND6X2

Phone Ringtone – named ‘Old Phone.m4r’ – 11 seconds7W8BQ3

The file type is an audio file (.m4r). It sounds like a ringing phone.7WQWJT

An M4r file type with the file name old phone. Its is a ringtone.8F34CZ

M4R audio file (a ringtone)8JDFPT

This file is a M4A audio file, renamed to the file extension M4R. It is a ringtone file with the file name Old 
Phone.m4r and contains an audio clip of a classic telephone ringing

8JXTWE

Audio - Ringtone Old Phone.m4r - an M4r file is associated with iPhone ringtone files and that an 
analogue type phone can be heard ringing when played

8VQFKZ

The Old Phone.m4r file is a ringtone that sounds like an old telephone ringing.9MCRLT

The file that goes with the provided hash was an audio file titled, "Old Phone.m4r". When played back, it 
sounds like a phone ringing.

9VQVED

Audio file of a phone ringing, “old phone.m4r”AGMPY9

audio file titled Old Phone.m4r that plays the sound of a telephone ringing twiceAKNRPA

Audio file, Phone RingtoneBHAT4Y

This is an audio file which would appear to be a ringtone for this iPhone. The file is titled "Old 
Phone.m4r"

BNZ3DX

an audio file of an old ring toneC6EZRU

Ringtone of an old phone ringing 2 times, file type is m4r.CERU9G

Not within laboratory's scope.CKT9RX

Audio file: Old Phone.m4r. Content is audio of a phone ringing.CZNJJA
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ResponseWebCode

.m4r audio file of a old phone ringtoneDNUPM7

Old Phone.m4r RingtoneDQZW7Y

Type: Ringtone. Audio Content: 'Old Phone' Ring Ring. 00:11 Second Long m4r fileDT3X7V

Type=Audio with file extension labeled = Old Phone.m4r | Content = heard a telephone ring.DYD4P9

It’s an .m4r audio file ring tone sounding like the bells of an old telephone.E7PH86

This file is audio file. File name is Old phone.m4r.FLWZEV

The file is a M4R format audio file of an old ringtoneG8C3KE

Old Phone.m4r- Audio File - RingtoneGPDMNU

"Old Phone.m4r" file with retro style ringtoneGQPFJW

Audio File(M4A type) (its saved location is /Library/Ringtones) (its name is Old Phone.m4r)GYF3AR

Audio fileHGFG4R

M4A (MPEG-4 [MP4]) audio file containing audio recording of classic (old) telephone ringerJCC299

.m4r file; audio file that sounds like an old telephoneJEJH6J

Type: Sound Content: RingtoneJL3MGR

Type: Audio Name: Old Phone.m4r Ringtones/Old Phone.m4rKVP67K

The file is ".m4r" and consists of audio for a ringtoneL6PWCQ

The name of the file is 'Old Phone.m4r'. It is an audio file containing the sound of a phone ringing. It is 
used as a ringtone.

MFJPZ8

The file is "Old Phone.m4r" and it is a ringtone and its sounds are of a telephone ringing twiceMXKEER

File type: m4r Content: RingtoneN634TR

Ringtone audio file of a phone ringingNE7FKF

Type: Sound file [Old Phone.m4r]. It’s a phone ring.NEP2GC

M4R iPhone ringtone file containing M4A audio of a phone ringingNP67AT

.m4r audio file (iPhone ringtone file), contains the sound of a telephone ringing twiceNT6H7T

Old ringtone (old Phone.m4r)NZNRBG

Ringtone Old Phone.m4rP77HBH

Audio two telephone ringsP9Y9K3

Ringtone named "Old Phone.m4r" - This sound is that of a regular phone call ringQLFNYL

Old Phone.m4r is a ring tone of the old telephone ring sound.QM9E98

Old Phone.m4r audio file. It’s an audio file that sounds like an old telephone ringing.R748U6

Audio file : ring tone of old phoneT8BAT9

Old Phone.m4r: an audio file of an old phone ringingT9LU2H

Audio file named Old Phone.m4r. Contained the sound of a phone ringing/ring tone.TPPKJE
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ResponseWebCode

Audio file Old Phone.m4rTYEAHM

It is an audio file of the old phone ringtone. File name: Old Phone.m4rU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2

.m4r Audio File "Old Phone.m4r" a ring tone in the style of a traditional ringing bell.VDB8G4

Old Phone.m4r - iPhone ringtone file – this is a ringtone file that can be set on the device.VG9PVJ

.m4r file - content is the sound of a phone ringingVJEAGX

File name: Old Phone.m4r Type: sound Content: phone ringVLPWFC

Old Phone.m4r - It is an audio file of a telephone ring sound clipVP3UPK

Audio file .m4r named "Old Phone" found within the ringtones folder. Sounds like a phone ringing.WVNBEF

A ringtone file. ftyp (hex: 66 74 79 70) at offset 4, which defines QuickTime Container File Type. File 
sub-type is M4A_ (hex: 4D 34 41 20) which points to M4A file type. the content of the file is an old 
phone ringing sound file.

ZEAZKD

Audio File - Old Phone.m4rZGVLBE

Old Phone.m4r - Audio File - RingtoneZKXMCC

Question 22: Describe the type and content of the file with MD5 hash 
efa6da222aca7bbcc12fcf8c79414844.

Audio file of a ringing phone and variations representing the same information Consensus Result:

 Expected Response Explanation:
Searching the data for a file with the noted MD5 hash discovers /root/Library/Ringtones/Old Phone.m4r, an audio file 
of a ringing phone .

 Expected Response Illustration:
Old Phone.m4r
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Question 23: According to the voicemail message received on June 25, 2022, what does Casey owe the 
caller?

a hundred bucks ($100) and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

100$2JFUWZ

100 bucks2YAJPB

100 bucks3329MU

According to the voicemail, Casey owes the caller 100 bucks.3R3DPY

150945285414FPB42

100bucks66P4MA

100 bucks / USD1006ERKDC

a hundred bucks6M83T7

$1006QMVJY

Casey owes Bev “100 bucks”7CKLGB

$1007ND6X2

£100 bucks7W8BQ3

“100 bucks”7WQWJT

$1008F34CZ

"A hundred bucks"8JDFPT

Casey owes the caller “one hundred bucks”8JXTWE

100 bucks8VQFKZ

100 bucks9MCRLT

According to the voicemail, Casey owes the caller a hundred bucks ($100).9VQVED

$100AGMPY9

$100AKNRPA

100 USDBHAT4Y

Casey owes Bev “$100 bucks”BNZ3DX

"100 bucks"C6EZRU

100 bucksCERU9G

100 bucksCKT9RX

$100CZNJJA

$100DNUPM7

efa6da222aca7bbcc12fcf8c79414844DQZW7Y
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ResponseWebCode

100 bucksDT3X7V

100 bucksDYD4P9

100 bucksE7PH86

100 USDFLWZEV

100 bucksG8C3KE

One Hundred BucksGPDMNU

"$100 bucks"GQPFJW

100 bucks(dollars)GYF3AR

100 bucksHGFG4R

one hundred bucksJCC299

$100JEJH6J

a hundred bucksJL3MGR

$100 BucksKVP67K

$100.00L6PWCQ

$100MFJPZ8

100 bucksMXKEER

100 bucksN634TR

One Hundred BucksNE7FKF

One hundred bucksNEP2GC

a hundred bucksNP67AT

$100 (a hundred bucks)NT6H7T

One hundred bucksNZNRBG

100 bucksP77HBH

100 bucksP9Y9K3

"100 bucks"QLFNYL

$100QM9E98

Casey owes the caller 100 bucks.R748U6

$100 bucksT8BAT9

Casey owes the called $100.00T9LU2H

100 bucksTPPKJE

A Hundred BucksTYEAHM

100 bucksU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

100 BucksVDB8G4

100 bucksVG9PVJ

100 bucksVJEAGX

100 bucksVLPWFC

$100 "hundred bucks"VP3UPK

"100 bucks"WVNBEF

100 bucksZEAZKD

100 BucksZGVLBE

One Hundred BucksZKXMCC

Question 23: According to the voicemail message received on June 25, 2022, what does Casey owe the 
caller?

a hundred bucks ($100) and variations representing the same information Consensus Result:

 Expected Response Explanation:
Voicemails are stored in /private/var/mobile/Library/Voicemail/. Reviewing the created dates of the files, or 
/private/var/mobile/Library/Voicemail/voicemail.db shows one message received on June 25th, 1.amr. The content 
can be heard by playing the amr file with any compatible media player.

 Expected Response Illustration:
Cellebrite Voicemail Table

1.amr (1.transcript)
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Question 24: Provide the GPS Position coordinates for IMG_0082.JPG in the format ##.##### 
(Indicate directionality as N or S), ##.##### (Indicate directionality as E or W).

43.50906 N, 16.47451 E Manufacturer ' s 
 Expected Response:

ResponseWebCode

(43.509063 N, 16.474516 E)2JFUWZ

43.50906 N, 16.47451 E2YAJPB

43.509063 N, 16.474516 E3329MU

N 43.509063, E 16.4745163R3DPY

(43.509063, 16.474516) - Kroz Smrdečac 41, 21000 Split, Croatia4FPB42

43.5090N, 16.4745E66P4MA

43.509063, 16.4745166ERKDC

43.509063 N, 16.474516 E6M83T7

43.509063 N, 16.474516 E6QMVJY

43.509063 North 16.474516 East7CKLGB

N43.509063, E16.4745167ND6X2

43.509063 / 16.4745167W8BQ3

43.50906 N / 16.47451 E7WQWJT

N43.509063, E16.4745168F34CZ

N 43.509063, E 16.4745168JDFPT

(43.50906 N, 16.47451 E)8JXTWE

43.509063 N / 16.474516 E8VQFKZ

43.50906 (N), 16.47451 (E)9MCRLT

43.50906 N, 16.47451 E9VQVED

43.50906 N, 16.47452 EAGMPY9

43.509063 N, 16.474516 EAKNRPA

43.509063, 16.474516BHAT4Y

N43.509063, E16.474516BNZ3DX

N 43.509063 E 16.474516C6EZRU

N 43.509063, S 16.474516CERU9G

43.5091 N, 16.4745 ECKT9RX

43.509063 N, 16.474516 ECZNJJA

43.50906 N, 16.47452 EDNUPM7

(43.509063 N, 16.474516 E)DQZW7Y
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ResponseWebCode

Lat/ Lon: 43.509063 N / 16.474516 E (In the format ##.#####: 43.50906 N / 16.47457 E)DT3X7V

43.50906 (N), 16.47451 (E)DYD4P9

(43.50906 N) (16.47451 E)E7PH86

N 43.509064, E 16.474517FLWZEV

43.509063 N, 16.474516 EG8C3KE

43.509063 (N) , 16.474516 (E)GPDMNU

43.509063 N 16.474516 EGQPFJW

43.509063 N / 16.474516 EGYF3AR

43.509063, 16.474516HGFG4R

N 43.50906 E 16.47452JCC299

43.303263 N, 16.282826 EJEJH6J

43.509063 N / 16.474516 EJL3MGR

43.5090 N / 16.4745 EKVP67K

43.509063 N, 16.474516 EL6PWCQ

43.509063 N, 16.474516 EMFJPZ8

43.509063 (N), 16.474516 (E)MXKEER

N:43.509063 E:16.474516N634TR

(43.509063 N, 16.474516 E)NE7FKF

43.509063 N / 16.474516 ENEP2GC

43.50906 N, 16.47451 ENP67AT

43.50906 N, 16.47451 ENT6H7T

43.509063 N 16.474516 ENZNRBG

(43.509063, 16.474516)P77HBH

43.50906 N, 16.47452 EP9Y9K3

43.50906 N, 16.47451 EQLFNYL

32.63 N, 28.26 EQM9E98

43.50906 N, 16.47451 ER748U6

N (Lat): 43.50906333 E (Long): 16.47451667T8BAT9

43.509063 North, 16.474516 EastT9LU2H

(43.509063, 16.474516)TPPKJE

N43,30,32.63 E16,28,28.26TYEAHM

43.509063 N, 16.474516 EU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

43.509063 N / 16.474516 EVDB8G4

43.509063N, 16.474516EVG9PVJ

43.509063 N, 16.474516 EVJEAGX

N 43.509063, E 16.474516VLPWFC

43.509063N, 16.474516EVP3UPK

43.509063N, 16.474516EWVNBEF

43.5091 N, 16.4745 EZEAZKD

43.509063, 16.474516ZGVLBE

43.509063 (N) , 16.474516 (E)ZKXMCC

Question 24: Provide the GPS Position coordinates for IMG_0082.JPG in the format ##.##### 
(Indicate directionality as N or S), ##.##### (Indicate directionality as E or W).

43.50906 N, 16.47451 E and variations representing the same information Consensus Result:

 Expected Response Explanation:
When enabled, GPS Position (fix) information is embedded as EXIF data in photographs taken with the iPhone. This 
data can be extracted and parsed with any reliable tool.

 Expected Response Illustration:
exiftool parse of EXIF data from IMG_0082

Cellebrite view of IMG_0082
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Cellebrite info pane for the photo
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Question 25: With what application did the user receive an image of a New York birth certificate?

Telegram Manufacturer ' s 
 Expected Response:

ResponseWebCode

Telegram2JFUWZ

Telegram2YAJPB

Telegram3329MU

Telegram3R3DPY

Telegram4FPB42

Telegram Messenger66P4MA

Telegram6ERKDC

telegram6M83T7

Telegram6QMVJY

Telegram7CKLGB

Telegram7ND6X2

Telegram7W8BQ3

Telegram7WQWJT

Telegram8F34CZ

Telegram8JDFPT

Application: Telegram , from user: 102500106908JXTWE

Telegram8VQFKZ

Telegram9MCRLT

Telegram Messenger9VQVED

TelegramAGMPY9

TelegramAKNRPA

Telegram appBHAT4Y

TelegramBNZ3DX

TelegramC6EZRU

TelegramCERU9G

TelegramCKT9RX

TelegramCZNJJA

TelegramDNUPM7

TelegramDQZW7Y

TelegramDT3X7V
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ResponseWebCode

TelegramDYD4P9

TelegramE7PH86

TelegramFLWZEV

TelegramG8C3KE

TelegramGPDMNU

TelegramGQPFJW

TelegramGYF3AR

TelegramHGFG4R

TelegramJCC299

TelegramJEJH6J

TelegramJL3MGR

TelegramKVP67K

TelegramL6PWCQ

TelegramMFJPZ8

TelegramMXKEER

TelegramN634TR

TelegramNE7FKF

TelegramNEP2GC

Telegram MessengerNP67AT

TelegramNT6H7T

telegramNZNRBG

TelegramP77HBH

TelegramP9Y9K3

Telegram messaging appQLFNYL

TelegramQM9E98

TelegramR748U6

TelegramT8BAT9

Telegram MessengerT9LU2H

telegramTPPKJE

TelegramTYEAHM

TelegramU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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TABLE 1
 Question 25 - Examination Questions

ResponseWebCode

TelegramVDB8G4

TelegramVG9PVJ

TelegramVJEAGX

Telegram MessengerVLPWFC

TelegramVP3UPK

TelegramWVNBEF

TelegramZEAZKD

TelegramZGVLBE

TelegramZKXMCC

Question 25: With what application did the user receive an image of a New York birth certificate?
Telegram Consensus Result:

 Expected Response Explanation:
Reviewing the images on the phone, discovers one image of a (redacted) NY birth certificate, 
telegram-cloud-photo-size-1-5019349728911010616-y_partial, in 
/root/private/var/mobile/Containers/Shared/AppGroup/ECD179FF-45F8-4C69-BBDC-E5E9F4DEF40C/telegram-dat
a/account-2292819133321558358/postbox/media/
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 Expected Response Illustration:
telegram-cloud-photo-size-1-5019349728911010616-y_partial
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Question 26: Who did the phone user communicate with using Signal Private Messenger?

frank grey Manufacturer ' s 
 Expected Response:

ResponseWebCode

frank grey +157130772682JFUWZ

frank grey2YAJPB

Frank3329MU

frank grey3R3DPY

frank grey4FPB42

frank grey66P4MA

frank +157130772686ERKDC

frank grey6M83T7

frank grey6QMVJY

Name: Frank Grey Number:157130772687CKLGB

frank grey7ND6X2

Frank Grey, +157130772687W8BQ3

frank grey7WQWJT

+15713077268 Frank grey8F34CZ

Frank Grey8JDFPT

frank grey8JXTWE

Frank Grey8VQFKZ

Frank Grey9MCRLT

Frank Grey9VQVED

frank greyAGMPY9

frank greyAKNRPA

frank greyBHAT4Y

Name: Frank Grey , Number:15713077268BNZ3DX

frank greyC6EZRU

frankCERU9G

frank greyCKT9RX

frank greyCZNJJA

frank greyDNUPM7

frank grayDQZW7Y

frank grey (+15713077268)DT3X7V
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ResponseWebCode

frankDYD4P9

frank greyE7PH86

VivianFLWZEV

frank greyG8C3KE

frank grey, +15713077268GPDMNU

frank greyGQPFJW

Frank GreyGYF3AR

Frank GreyHGFG4R

frank greyJCC299

frank greyJEJH6J

frank greyJL3MGR

frank greyKVP67K

frank greyL6PWCQ

Frank GreyMFJPZ8

frank greyMXKEER

Frank Grey +15713077268N634TR

Frank GreyNE7FKF

Frank GreyNEP2GC

frank greyNP67AT

frank greyNT6H7T

frank grey +15713077268NZNRBG

frank greyP77HBH

frank greyP9Y9K3

+15713077268 - frank greyQLFNYL

frank greyQM9E98

frank greyR748U6

Frank Gray +15713077268T8BAT9

frank greyT9LU2H

sissyTPPKJE

Frank Grey +15713077268TYEAHM

frank grey 15713077268U7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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ResponseWebCode

frank +15713077268VDB8G4

+15713077268 frank greyVG9PVJ

frank greyVJEAGX

frank greyVLPWFC

Frank grey (+15713077268)VP3UPK

frank greyWVNBEF

Frank GreyZEAZKD

frank greyZGVLBE

frank grey, +15713077268ZKXMCC

Question 26: Who did the phone user communicate with using Signal Private Messenger?
frank grey Consensus Result:

 Expected Response Explanation:
Using a forensic tool that supports decryption of Signal app data, the messages can be read. There is only one Signal 
conversation on the phone.

 Expected Response Illustration:
/root/private/var/mobile/Containers/Shared/AppGroup/F9080574-5F7F-405D-84D3-578DED3B697E/grdb/signal.sqlite [decrypted]
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Question 27: Which contact has the phone number +44 1482 466581? Provide the name of contact.

Phil Lark Manufacturer ' s 
 Expected Response:

ResponseWebCode

Phil Lark2JFUWZ

Phil Lark2YAJPB

Phil Lark3329MU

Phil Lark3R3DPY

Phil Lark4FPB42

Phil Lark66P4MA

Phil Lark6ERKDC

Phil Lark6M83T7

Phil Lark6QMVJY

Phil Lark7CKLGB

Phil Lark7ND6X2

Phil Lark, +44 1482 4665817W8BQ3

Phil Lark7WQWJT

Phil Lark8F34CZ

Phil Lark8JDFPT

Phil Lark8JXTWE

Phil Lark8VQFKZ

Phil Lark9MCRLT

Phil Lark9VQVED

Phil LarkAGMPY9

Phil LarkAKNRPA

Name: +44 1482 466581BHAT4Y

Phil LarkBNZ3DX

Phil LarkC6EZRU

Phil LarkCERU9G

Phil LarkCKT9RX

Phil LarkCZNJJA

Phil LarkDNUPM7

Phil LarkDQZW7Y

Phil LarkDT3X7V
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ResponseWebCode

Phil LarkDYD4P9

Phil LarkE7PH86

Phil LarkFLWZEV

Phil LarkG8C3KE

Phil LarkGPDMNU

Phil LarkGQPFJW

LarkPhilGYF3AR

Phil LarkinHGFG4R

Phil LarkJCC299

Phil LarkJEJH6J

Phil LarkJL3MGR

Phil LarkKVP67K

Phil LarkL6PWCQ

Phil LarkMFJPZ8

Phil LarkMXKEER

Phil LarkN634TR

Phil LarkNE7FKF

Phil LarkNEP2GC

Phil LarkNP67AT

Phil LarkNT6H7T

Phil LarkNZNRBG

Phil LarkP77HBH

+44 1482 466581P9Y9K3

Phil LarkQLFNYL

Phil LarkQM9E98

Phil LarkR748U6

Phil LarkT8BAT9

Phil LarkT9LU2H

Phil LarkTPPKJE

Phil LarkTYEAHM

Phil LarkU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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ResponseWebCode

Phil LarkVDB8G4

Phil LarkVG9PVJ

Phil LarkVJEAGX

Phil LarkVLPWFC

Phil LarkVP3UPK

Phil LarkWVNBEF

Phil LarkZEAZKD

Phil LarkZGVLBE

Phil LarkZKXMCC

Question 27: Which contact has the phone number +44 1482 466581? Provide the name of contact.
Phil Lark Consensus Result:

 Expected Response Explanation:
Phone numbers for contacts are stored in /private/var/mobile/Library/AddressBook/AddressBook.sqlitedb and in the 
associated temp (shm, wal) files. Contact names are in the ABPerson table and phone numbers are stored in the 
ABMultiValue table. Joining these tables by the ROWID and record_id fields (respectively) associates the names with 
their phone numbers.

 Expected Response Illustration:
SQLite query of AddressBook.sqlitedb

Cellebrite Contact table
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Question 28: Who sent the email with subject line “TALK TO ME”? Provide the email address.

mason12jake@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

mason12jake@gmail.com2JFUWZ

mason12jake@gmail.com2YAJPB

mason12jake@gmail.com3329MU

mason12jake@gmail.com3R3DPY

28-mason12jake@gmail.com4FPB42

mason12jake@gmail.com66P4MA

mason12jake@gmail.com6ERKDC

mason12jake@gmail.com6M83T7

mason12jake@gmail.com6QMVJY

mason12jake@gmail.com7CKLGB

mason12jake@gmail.com - Mason Jake7ND6X2

Mason Jake, mason12jake@gmail.com7W8BQ3

mason12jake@gmail.com7WQWJT

mason12jake@gmail.com8F34CZ

Mason Jake; mason12jake@gmail.com8JDFPT

mason12jake@gmail.com8JXTWE

mason12jake@gmail.com8VQFKZ

mason12jake@gmail.com9MCRLT

mason12jake@gmail.com (Mason Jake)9VQVED

mason12jake@gmail.comAGMPY9

mason12jake@gmail.comAKNRPA

mason12jake@gmail.comBHAT4Y

mason12jake@gmail.comBNZ3DX

mason12jake@gmail.comC6EZRU

Mason JakeCERU9G

mason12jake@gmail.comCKT9RX

mason12jake@gmail.comCZNJJA

mason12jake@gmail.comDNUPM7

mason12jake@gmail.comDQZW7Y

mason12jake@gmail.comDT3X7V
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ResponseWebCode

mason12jake@gmail.comDYD4P9

mason12jake@gmail.comE7PH86

mason12jake@gmail.comFLWZEV

mason12jake@gmail.comG8C3KE

mason12jake@gmail.comGPDMNU

mason12jake@gmail.comGQPFJW

mason12jake@gmail.comGYF3AR

mason12jake@gmai.comHGFG4R

mason12jake@gmail.comJCC299

mason12jake@gmail.comJEJH6J

mason12jake@gmail.comJL3MGR

mason12jake@gmail.comKVP67K

mason12jake@gmail.comL6PWCQ

mason12jake@gmail.comMFJPZ8

mason12jake@gmail.comMXKEER

Mason Jake: mason12jake@gmail.comN634TR

mason12jake@gmail.comNE7FKF

mason12jake@gmail.comNEP2GC

mason12jake@gmail.comNP67AT

mason12jake@gmail.comNT6H7T

mason12jake@gmail.comNZNRBG

mason12jake@gmail.comP77HBH

mason12jake@gmail.comP9Y9K3

mason12jake@gmail.comQLFNYL

mason12jake@gmail.comQM9E98

mason12jake@gmail.comR748U6

mason12jake@gmail.comT8BAT9

mason12jake@gmail.com Mason JakeT9LU2H

mason12jake@gmail.comTPPKJE

mason12jake@gmail.comTYEAHM

mason12jake@gmail.comU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2
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ResponseWebCode

Mason Jake: mason12jake@gmail.comVDB8G4

mason12jake@gmail.comVG9PVJ

mason12jake@gmail.comVJEAGX

mason12jake@gmail.comVLPWFC

mason12jake@gmail.comVP3UPK

mason12jake@gmail.comWVNBEF

mason12jake@gmail.comZEAZKD

mason12jake@gmail.comZGVLBE

mason12jake@gmail.comZKXMCC

Question 28: Who sent the email with subject line “TALK TO ME”? Provide the email address.
mason12jake@gmail.com Consensus Result:

 Expected Response Explanation:
Email details are stored in /filesystem1/private/var/mobile/Library/Mail/Envelope Index (database).

 Expected Response Illustration:
Cellebrite Emails Table
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Question 29: Provide a site visited in the DuckDuckGo browser.

www.amtrak.com and/or www.greyhound.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

www.greyhound.com; www.antrak.com; duckduckgo.com; bing.com2JFUWZ

https://www.greyhound.com/en/info/session-timeout2YAJPB

https://www.greyhound.com3329MU

https://www.greyhound.com/en/info/session-timeout3R3DPY

www.greyhound.com - www.amtrak.com4FPB42

www.amtrak.com, www.greyhound.com66P4MA

https://www.greyhound.com/en/info/session-timeout6ERKDC

www.greyhound.com, www.amtrak.com6M83T7

www.greyhound.com6QMVJY

www.greyhound.com7CKLGB

www.greyhound.com7ND6X2

http://www.amtrak.com/favicon.ico7W8BQ3

https://www.greyhound.com/en/info/session-timeout7WQWJT

https://www.amtrak.com/favico.ico8F34CZ

https://www.amtrak.com8JDFPT

http://www.amtrak.com/favicon.ico Recovered from the cache.db for the DuckDuckGo application, 
visited on 06/25/2022

8JXTWE

https://www.greyhound.com/en/info/session-timeout8VQFKZ

https://www.greyhound.com/en/info/session-timeout9MCRLT

www.amtrak.com9VQVED

www.greyhound.comAGMPY9

https://www.greyhound.com/en/info/session-timeoutAKNRPA

www.greyhound.comBHAT4Y

www.greyhound.comBNZ3DX

www.greyhound.comC6EZRU

content.amtrak.comCERU9G

https://www.greyhound.com/en/info/session-timeoutCKT9RX

https://www.greyhound.com/en/info/session-timeoutCZNJJA

https://www.greyhound.com/en/info/session-timeoutDNUPM7

www.greyhound.comDQZW7Y
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ResponseWebCode

https://www.amtrak.com/apple-touch-icon.png OR https://duckduckgo.com/ac/?q=greyhou&is_nav=1DT3X7V

https://www.greyhound.com/en/info/session-timeoutDYD4P9

greyhound.comE7PH86

ProtonMailFLWZEV

www.greyhound.comG8C3KE

www.amtrak.comGPDMNU

amtrak.comGQPFJW

Greyhound (https://www.greyhound.com/en/info/session-timeout)GYF3AR

www.greyhound.comHGFG4R

www.greyhound.comJCC299

https://duckduckgo.com/email/startJEJH6J

content.amtrak.comJL3MGR

www.amtrak.comKVP67K

content.amtrak.comL6PWCQ

www.amtrak.comMFJPZ8

https://www.greyhound.com/en/info/session-timeoutMXKEER

www.amtrak.comN634TR

www.amtrak.comNE7FKF

www.amtrak.comNEP2GC

www.greyhound.comNP67AT

www.greyhound.comNT6H7T

www.amtrak.comNZNRBG

https_www.amtrak.comP77HBH

https://www.greyhound.com/en/info/session-timeoutP9Y9K3

https://www.greyhound.com/en/info/session-timeoutQLFNYL

amtrakQM9E98

https://www.greyhound.comR748U6

https://www.greyhound.comT8BAT9

DarArchive/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGT9LU2H

www.greyhound.comTPPKJE

www.amtrak.comTYEAHM

www.greyhound.comU7V8LZ
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ResponseWebCode

NOT WITHIN LABORATORY'S SCOPEV7R6A2

www.greyhound.comVDB8G4

chinaqking.com https://www.greyhound.com/en/info/session-timeoutVG9PVJ

https://www.greyhound.comVJEAGX

www.amtrak.com, www.greyhound.comVLPWFC

www.greyhound.comVP3UPK

http://www.amtrak.comWVNBEF

https://www.greyhound.comZEAZKD

https://www.greyhound.com/en/info/session-timeoutZGVLBE

www.amtrak.comZKXMCC

Question 29: Provide a site visited in the DuckDuckGo browser.
www.amtrak.com and/or www.greyhound.com Consensus Result:

 Expected Response Explanation:
Limited DuckDuckGo browser history data is stored in 
DarArchive/root/private/var/mobile/Containers/Data/Application/CF4749F5-58E4-4719-9795-19CFEEF4EFB2/Library/. A 
review of these files discovers records of visits to the above sites.

 Expected Response Illustration:
DuckDuckGo files snippets
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Question 30: Provide the path and filename, (i.e., /root/folder/subfolder…/filename.extension) for the file 
containing the (CASE SENSITIVE) term “Tytonidae” (capital T, without quotes).

/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG2JFUWZ

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG2YAJPB

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG3329MU

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG3R3DPY

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE7C81B1E959C9
/NoteStore.sqlite-wal

4FPB42

/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG, IMG_0100.JPG66P4MA

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

6ERKDC

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG6M83T7

root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG6QMVJY

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG7CKLGB

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG7ND6X2

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG7W8BQ3

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG7WQWJT

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG8F34CZ

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG8JDFPT

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG8JXTWE

Apple_iPhone 6s 
(A1633).zip/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C8
1B1E959C9/NoteStore.sqlite.wal - 
\private\var\mobile\library\keyboard\en-dynamic.;m\dynamic-lexicon.dat - Neither AXIOM nor 
Cellebrite PA have managed to find the Capitalised version.

8VQFKZ

Apple_iPhone 62 
(A1633).zip\filesystem1\private\var\mobile\Containers\Shared\AppGroup\0E40D9D4-BCA7-41A5-8DB
E-7C81B1E959C9\NoteStore.sqlite

9MCRLT

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG9VQVED

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGAGMPY9

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGAKNRPA

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

BHAT4Y

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGBNZ3DX

root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C9
/NoteStore.sqlite-wal

C6EZRU
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

/root/private/var/mobile/Media/DCIM/100Apple/IMG_100.JPGCERU9G

\private\var\mobile\Containers\Shared\AppGroup\0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C9\No
teStore.sqlite

CKT9RX

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGCZNJJA

root\private\var\mobile\Media\DCIM\100APPLE\IMG_0100.JPGDNUPM7

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGDQZW7Y

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGDT3X7V

Path: Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPG 
Filename: IMG_0100.JPG

DYD4P9

42551_iPhone6s.zip\42551_iPhone6s\Apple_iPhone 6s 
(A1633).zip\filesystem1\private\var\mobile\Media\DCIM\100APPLE\IMG_0100.JPG

E7PH86

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

FLWZEV

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGG8C3KE

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGGPDMNU

root/private/var/mobile/Containers/Shared/AppGroup/NoteStore.sqlite-walGQPFJW

Path: Apple_iPhone 6s 
(A1633).zip/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C8
1B1E959C9/NoteStore.sqlite-wal : 0x20E770 , File name:

GYF3AR

HGFG4R

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGJCC299

not foundJEJH6J

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

JL3MGR

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

KVP67K

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGL6PWCQ

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGMFJPZ8

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGMXKEER

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGN634TR

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGNE7FKF

/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGNEP2GC

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGNP67AT

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGNT6H7T

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGNZNRBG

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

P77HBH
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGP9Y9K3

/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGQLFNYL

Apple_iPhone 6s 
(A1633).zip/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C8
1B1E959C9/NoteStore.sqlite-wal

QM9E98

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGR748U6

Apple_iPhone 6s 
(A1633).zip\filesystem1\private\var\mobile\Containers\Shared\AppGroup\0E40D9D4-BCA7-41A5-8DB
E-7C81B1E959C9\NoteStore.sqlite-wal

T8BAT9

/root/private/var/mpobile/Media/DCIM/100APPLE/IMG_0100.JPGT9LU2H

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGTPPKJE

Path - Apple_iPhone 6s (A1663).zip/root/private/var/mobile/Containers/Shared/AppGroup/ 
0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C9/NoteStore.aqlite-wal Filename - tytonidae

TYEAHM

DarArchive/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGU7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGVDB8G4

DarArchive/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGVG9PVJ

/root/private/var/mobile/Media/DCIM/100APPLE/IMG_100.JPGVJEAGX

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

VLPWFC

/root/private/var/mobile/Containers/Shared/AppGroup/0E40D9D4-BCA7-41A5-8DBE-7C81B1E959C
9/NoteStore.sqlite-wal

VP3UPK

DarArchive/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGWVNBEF

Apple_iPhone 6s (A1633).zip\filesystem1\private\var\mobile\Media\DCIM\100APPLE\IMG_0100.JPGZEAZKD

FullFileSystem.1.dar\private\var\mobile\Media\DCIM\100APPLE\IMG_0100.JPGZGVLBE

Apple_iPhone 6s (A1633).zip/root/private/var/mobile/Media/DCIM/100APPLE/IMG_0100.JPGZKXMCC

Question 30: Provide the path and filename, (i.e., /root/folder/subfolder…/filename.extension) for the file 
containing the (CASE SENSITIVE) term “Tytonidae” (capital T, without quotes).

While a majority of participants reported the expected response, a consensus was not achieved for 
this question. Eighteen participants reported a different path and filename that included the word 
"tytonidae" with the lowercase "T."

 Consensus Result:
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 Expected Response Explanation:
Conducting a keyword search will discover this keyword in the listed file. Using a method such as an "Advanced Search" 
and selecting "Search file contents" in Cellebrite, or a live search in Axiom, configuring the tool (e.g. making sure to 
index all text when searching in Axiom), will find this file. This term also exists (beginning with a lowercase T) in a Note 
and in several system files.

 Expected Response Illustration:
IMG_0100.JPG
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Question 31: What type of file is identified in Question 30 (the previous question)?

IMG_0100.JPG is a text file. Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

txt2JFUWZ

Extension is a .jpg (Picture) but the hex appears to be a text file.2YAJPB

Image3329MU

Unicode text, UTF-8 text, with very long lines (977)3R3DPY

notes4FPB42

text(txt)66P4MA

Apple Notes6ERKDC

JPG6M83T7

image6QMVJY

Text Document7CKLGB

The original file type is showing as a ‘.jpg’. However, opening the file as ‘.txt’ displays the content of the 
file.

7ND6X2

.JPG fil named ‘IMG_0100.JPG’7W8BQ3

Plain text7WQWJT

A jpg file. (which is really a document not an image)8F34CZ

JPG image8JDFPT

A text file with the file extension JPG. The file is not a JPG and does not contain the JPG header FF D8 FF8JXTWE

NoteStore.sqlite.wal8VQFKZ

Apple Note9MCRLT

The file located in #30 was identified as a JPG image file; however, an image/picture was not visible, 
and the file header of the file did not contain a JPG image header (hex: FF D8) or footer (hex: FF D9). 
The file appeared to be a text file that contained typed text "Tytonidae".

9VQVED

.txtAGMPY9

pictureAKNRPA

Database SQLite – WAL fileBHAT4Y

The original file in the path is named as being a ‘.jpg’ file. It has been obfuscated. However, reviewing 
file data(in Hex) opening the file as ‘.txt’ file instead actually shows the content.

BNZ3DX

A note file synced to the cloudC6EZRU

JPGCERU9G

sqlite / Apple Note entryCKT9RX

plistCZNJJA

Text fileDNUPM7
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

a JPGDQZW7Y

Text file (Lorem ipsum - dummy text)DT3X7V

JPEG = Joint Photographic Experts GroupDYD4P9

42551_iPhone6s.zip\42551_iPhone6s\Apple_iPhone 6s 
(A1633).zip\filesystem1\private\var\mobile\Media\DCIM\100APPLE\IMG_0100.JPG .jpg is identified as 
a jpeg image file but is actually some type of text file.

E7PH86

sqliteFLWZEV

The file has a JPG extension but does not appear to be an image file.G8C3KE

The extension shows its .JPG however the file type is UTF-8 Unicode text fileGPDMNU

“Apple Notes” (sqlite-wal)GQPFJW

.sqlite-walGYF3AR

NoteHGFG4R

Plain text. The file extension is .JPG, corresponding to a JPEG picture file; however, the file content is not 
consistent with a JPEG, as it contains plain, mostly lorem ipsum, text.

JCC299

not foundJEJH6J

database .sqlite(wal)JL3MGR

SQLite database fileKVP67K

.JPG image fileL6PWCQ

It has a .jpg extension but the data appears to be a text file.MFJPZ8

A jpg imageMXKEER

Plaintext fileN634TR

JPGNE7FKF

Image File “JPG”NEP2GC

The file has a .JPG extension, but the file content has no header and appears to be textNP67AT

text fileNT6H7T

Text file with image extension (JPG).NZNRBG

NoteP77HBH

JPGP9Y9K3

This text is located in a file identified as jpg image file, but the header information is not consistent with a 
.jpg image file. It is more like a text file, but there is no identifiable header/footer.

QLFNYL

NoteStore.wal is a write ahead log for atomic commit and rollback sqlite.QM9E98

It is actually a plain text fileR748U6

SQLite database write-ahead-log fileT8BAT9

.JPGT9LU2H
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

File extension suggests .jpg, but it’s a text file.TPPKJE

Note FileTYEAHM

File with a .jpg file extension that does not appear to be an image. Contains text.U7V8LZ

NOT WITHIN LABORATORY'S SCOPEV7R6A2

It has an Image file extension but the file does not contain picture information; it is a text file with '.jpg' 
extension.

VDB8G4

JPG – Image fileVG9PVJ

.JPG extension but missing the JPG header - possibly a txt fileVJEAGX

NotesVLPWFC

SQLITE file (database)VP3UPK

TXTWVNBEF

it appears to be a plain text file rendering of a Lorem Ipsum generator page. TrID was used to attempt to 
decode the file signature and it came back as null and suggested that it was possibly a plain text. The text 
contains data that is in related to the a standard Lorem Ipsum passage that can be generated on 
Lipsum.com

ZEAZKD

.JPGZGVLBE

The extension shows its .JPG however the file type is UTF-8 Unicode text fileZKXMCC

Question 31: What type of file is identified in Question 30 (the previous question)?
A consensus was not achieved for this question. All 18 participants who reported the file 
containing the word "tytonidae" with the lowercase "T" in question 30 analyzed that file when 
responding to this question and not the intended file. Of the 50 participants that reported the 
expected file in question 30, only 31 participants reported the expected response for this question.

 Consensus Result:

 Expected Response Explanation:
IMG_0100.JPG is considered an "Aliased file" as it has an extension (.jpg) which differs from its true type or content 
(text). An actual JPG image file would begin with the file header for a JPG (FF D8 FF) and contain image data. 
IMG_0100.JPG contains only text.
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 Expected Response Illustration:
IMG_0100.JPG
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TABLE 2

Additional CommentsWebCode

29. Websites visited: www.greyhound.com; www.antrak.com; duckduckgo.com; bing.com - probably 
reservation systems (data from 
/root/private/var/mobile/Containers/Data/Application/CF4749F5-58E4-4719-9795-19CFEEF4EFB2/Li
brary/WebKit/WebsiteData/LocalStorage/, cookies, snapshots in 
/root/private/var/mobile/Containers/Data/Application/CF4749F5-58E4-4719-9795-19CFEEF4EFB2/Li
brary/SplashBoard/Snapshots/sceneID/com.duckduckgo.mobile.ios-default/ and blobs in 
/root/private/var/mobile/Containers/Data/Application/CF4749F5-58E4-4719-9795-19CFEEF4EFB2) 
but there are also traces of accessing other domains like google.com, gstatic.com (Google services like 
captcha and JS scripts). Additionally there were requests (queries) to the duckduckgo.com with search 
keywords 
(/root/private/var/mobile/Containers/Data/Application/CF4749F5-58E4-4719-9795-19CFEEF4EFB2/L
ibrary/Caches/com.duckduckgo.mobile.ios/Cache.db)

2JFUWZ

thanks66P4MA

This test was solved by 12 expert personnel. [List of Names]6M83T7

Can you provide support for uploading a PDF of the question and answers along with filling out the 
exam questions as it is now? It would be helpful to have a backup of the answers which were reviewed 
prior to submitting within the online form fields, that is submitted in parallel. Our forensic systems are not 
online and this is being submitted with another internet only PC. This, so we can avoid pasting errors and 
typos.

8JXTWE

Could not identify a file that contained the word "Tytonidae" where the T was capitalizedC6EZRU

Number 12: I did not locate any specific email associated with the protonmail setup. Curious as to where 
to find that. Number 13: I index searched "Traveling" as well as "Travelling" (in case of misspelling) and 
was unable to locate any email or other communication at all with this term. There was only a Telegram 
message about Mexico that appeared unrelated. Number 22: I hashed all image files as part of Axiom's 
process. There were no hits for this MD5 at all. Not even partial hits. The file must be something other 
than a photo. Curious how to do this. Number 30: The term "Tytonidae" was not located with a capital T 
at all. I index searched it. There was only an entry in the sqlite database under Notes section with the 
lowercase version.

CKT9RX

Unable to find selected data sets on an outdated Cellebrite Physical Analyzer version.DYD4P9

Question 7: (UTC-05:00) New_York (America). Question 29: www.greyhound.com. Questions 30 and 
31. I conducted a search for the word Tytonidae with a capital T in both Physical Analyzer and AXIOM. 
Neither program located a match for the word with a capital T. Both did find one instance of the word 
with a lower-case t. I provided the file path of the data with the lower-case t. This I believe could be 
interrupted as a database-wal file or a Note file.

KVP67K

The audio questions (22 and 23) formatting were unclear. Whether to round the GPS coordinates in 
question 24 was unclear.

P9Y9K3

For question 16, the full answer is 6/25/2022 11:57:43 UTC-4. However, the submitted time was 
truncated to follow CTS formatting requirements.

R748U6

Question #16 was left blanked because it is not within the laboratory's scope.V7R6A2

Question Nr. 30: If we strictly follow the question there is no file containing the term “Tytonidae”, 
however there is one file contains “tytonidae”. Consider that there is no point of question 31 without a 
valid result of question 30.

VLPWFC

-End of Report-
(Appendix may follow)
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