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Participants were provided with data yielded from an extraction of a smart phone. They were asked to analyze the 
sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 84 
participants and are compiled in the following tables:
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This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence Test 22-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smartphone. 
Participants were asked to examine the extracted data pertaining to a simulated scenario using their own software and 
methods.

SAMPLE PREPARATION: 
A scripted scenario based upon a financial fraud case was created to generate user data on the evidence Android 
device. The execution of the scripted crime took place between November 7, 2021 and January 9, 2022. A LG 
LM-X420MM K40 smartphone was used to perform the activities and generate the intended artifacts.

The phone data was acquired via a file-system extraction of the smartphone using Cellebrite software and compiled 
into a zip archive. This file was uploaded to the CTS portal for participants to download. A MD5 checksum was 
calculated for the file to generate a unique hash value that allows participants to validate the successful download of 
the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data using various software including Cellebrite UFED 
4PC 7.50.0.137, Cellebrite PA 4.42.0.50, Autopsy Browser 4.19.3, DB Browser for SQLite 3.12.1 and exiftool 12.05 
to ensure the expected results could be achieved. Results from the predistribution laboratories were reviewed and 
certain questions were rephrased as necessary. Several forensic software tools were utilized during the validation of this 
test. CTS does not endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

The owner of this phone is a rank-and-file government employee who doesn’t believe he or his coworkers should have 
to get vaccinated. He finds a blank COVID-19 Vaccination card online and begins printing them for his friends and 
co-workers. Eventually he starts to sell them online. Someone notices his posts online and reports him to the local 
police department. Believing he has done nothing wrong, he consents to a search of his phone.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

1  On what date was this extraction acquired ?  Use the automatic date picker below .
2022-01-09

2  Two files were provided for this test ,  LG GSM _ LM - X 420 MM K 40 . zip and LG GSM _ LM - X 420 MM K 40 . ufd . The
 SHA 256  of LG GSM _ LM - X 420 MM K 40 . zip is 
 35574 E 45 D 7 C 510 B 3 F 55 B 2 BB 1 F 732 AD 238628 DCF 02 D 867473 B 4 CCCBBBA 592 FF 25 . 
 Provide the SHA 1  HASH for this file  ( LG GSM _ LM - X 420 MM K 40 . zip ).
0CF232264C2CCAE24767DF961EC49D76DFF927C1

3  What type of extraction was performed ?
File system

4  What is the version of extraction software used ?
7.50.0.137

5  What is the set time zone for this phone ?  Provide answer in the following format :  Country / City .
America/Chicago or America/New York or UTC-5

6 Provide the device owner’s full name .
Joseph Marcona

7  What is the account name  ( email address ) for this device’s backup account ?
josephmarcona@gmail.com

8 What is the Default Gateway MAC Address of the Wifi Hotspot named “TSC _ Customer _ Wi -Fi”  ( connected to 
 by this phone ) ?
00:00:0c:07:ac:0e

9  What is the password  ( Pre - Shared Key )  for the Wi -Fi access point with SSID “M 2000 - CD 6C” ?
8c6a2a5d

10  What is the name of the Bluetooth device with MAC Address  98 : d 3 : 31 : fc : 1 b : 64 ?
omicron

11  What is the date and time of the device record timestamp for the Bluetooth device with name VIRUS ?  Provide 
 your response in UTC + 0 ,  using the automatic picker to select the date and time  ( 24 - hour ).
2022-01-09 01:26

12 What is the user’s username for the Proton mail app ?  Report exactly as shown by the device .
vaxcardz_R_us

13  What is the path ,  filename ,  and file extension of the file containing the word Taenioptynx ?  ( e . g . , 
 / directory / subdirectory / name . extention )
/data/media/0/Download/file.file

14  What is SHA 256  hash of the file containing the word Taenioptynx ?
0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756

15  What words are spoken in the Google Voice voicemail message ?
Hello. Hello.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

16  What is the content  ( text )  of the SMS message sent on December  11 ,  2021  at  5 : 05 : 41  PM UTC + 0  ?
Forecast

17  What contact sent the text message  ( SMS / MMS ) regarding a “document”  ?
Mike Spitz and/or 17035947989

18  What email address is associated with the contact with the phone number  703 - 594 - 7989 ?
mikespitz.uci@gmail.com

19  What status does the call log database show for the call associated with phone number  833 - 690 - 0646  on 
 December  8 ,  2021  at  11 : 44 ?  ( e . g .  Answered ,  Outgoing ,  Missed ,  Voicemail ,  Rejected ,  Blocked ,  WiFI )
Outgoing and/or Answered

20  From what contact did the user reject a call ?  Provide full name .
Rosa Vega

21  What was the duration of the call dated on December  8 ,  2021  at  11 : 44 ,  referenced in question  19 ?  Please 
 provide your response in the following format :  hours ,  minutes and seconds ,  e . g .  01 : 01 : 01 .
00:09:49

22  What was the date and time of the last incoming call ?  Provide your response in UTC + 0 ,  using the automatic 
 picker to select the date and time  ( 24 - hour ).
2021-12-12 21:46

23 What is the user’s Instagram account username ?
joemarcona

24  According to the Google Fitness app ,  what activity did the user participate in during their exercise session 
 beginning on January  8 ,  2022  ( local time ) ?
Yoga or Afternoon Yoga

25  What location did the user recently navigate to in the Waze app ?  Please provide the name of the locale .
Westmoreland, VA or Westmoreland

26  Provide the contents of the Google Keep note created by the user on December  12 ,  2021  at  11 : 56 : 34 
 PM ( UTC + 0 ).  Report exactly as shown by the device .
Ptil0psis

27  Provide the text that appears in the photo taken near Lat / Long  37 . 497365 ,  - 77 . 044665 .
“LOVE” or “VIRGINIA IS FOR LOVERS”

28  What did the user schedule for December  31 ,  2021 ?
Party @ mike's

29  What website did the user visit with the Chrome browser on December  12 ,  2021  at  11 : 59 : 14  PM ( UTC + 0 ) ? 
 ( Provide the full URL ,  i . e . ,  https :// site . tld / page /)
https://reddpics.com/r/lolcats

30  What file did the user send via email attachment on December  12 ,  2021 ?  ( Provide the full filename and 
 extension )
COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

31  Provide the MD 5  Hash of the file the user sent via email attachment on December  12 ,  2021 ?
a6fe140921e6ef255d90b9ca1a273493

32  Where is the user scheduled to play trivia ?  Provide name and address .
Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA

33  Describe the content of the file with MD 5  hash  5 d 66 d 31538 d 9 aff 0 f 86 ed 7423214 f 0 fc .
Video of (McDonalds) French Fries and variations representing the same information

34  What camera make and model was used to take the photograph of the lion head sculpture with SHA 1  hash 
 22 C 92090 CC 17 FF 266120 D 8 A 3 BE 881 DC 599 CE 25 A 2 ?
Motorola

moto g stylus

35  What is the US Dollar  ( USD )  amount of the Bitcoin received in the BitPay app on December  13 ,  2021  at 
 01 : 03 : 25  UTC ?
9.80 USD

36  What is the mnemonic phrase for the BitPay wallet on this device ?
trick orchard tuna panic matrix welcome rely release sudden swap express van

37  Provide the name of the printer the user accessed with this phone on January  8 ,  2022  at  9 : 55 : 31 
 PM ( UTC + 0 )  ?
DIRECT-0C-HP ENVY 4520 series
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Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone, and a series of questions related to the extracted data. (See Manufacturer’s 

Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, native and third-party applications, communications, web browser history, and Geo-Location information. 

A total of 84 participants returned results. Consensus was achieved for all 37 questions. Each question is discussed in 

detail further in the report, including the questions where a response differing from the consensus was reported at a 

frequency of 10% or greater (questions # 12 and # 13). 

We realize that the Digital Forensics field is increasing in complexity and there are generally not many clearly-defined 

answers. Similarly, for this test, participants should follow their laboratory's policies and procedures when evaluating 

the MDE proficiency test questions.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced 

during the discussion of results. CTS does not endorse any particular tools.
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: On what date was this extraction acquired? Use the automatic date picker below.

2022-01-09 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-01-0923UUZG

2022-01-09247Q88

2022-01-0927U7WG

2022-01-092MYDBJ

2022-01-092U62WX

2022-01-093FVNA6

2022-01-093KBBPV

2022-01-093L3ECB

2022-01-093UZ3CN

2022-01-093XZD8N

2022-01-094PWV2B

2022-01-09664BM3

2022-01-096LUAVP

2022-01-096TXZGF

2022-01-097892QC

2022-01-097MNEPN

2022-01-097NFHC4

2022-01-097TR7CZ

2022-01-097YXY6B

2022-01-098DBKAL

2022-01-098PT6UJ

2022-01-098Z6ED3

2022-01-0996CMUW

2022-01-0996F39J

2022-01-099786VY

2022-01-0997V4FR

2022-01-099A7CHG

2022-01-099FXJ2P

2022-01-099GPMN6
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

2022-01-099GR8JK

2022-01-099HXAYJ

2022-01-109NP7QZ

2022-01-099VBVTJ

2022-01-09AEE66Z

2022-01-09BEDQWX

2022-01-09BJ8KUY

2022-01-09BWDJ36

2022-01-09CKE3TU

2022-01-09CMDAJF

2022-01-09CV7MHE

2022-01-09D3UPWH

2022-01-09DCYWBH

2022-01-09DRCCA8

2022-01-09E6RW87

2022-01-09EG9GR3

2022-01-09ET2Z8T

2022-01-09F6WE64

2022-01-09GQ67MU

2022-01-09GVJ24Q

2022-01-09GZABDP

2022-01-09HFL6MD

2022-01-09HPTRTT

2022-01-09J9KCUA

2022-01-09JDCGME

2022-01-09KHNMYE

2022-01-09L8H99X

2022-01-09LAK8JQ

2022-01-09MRLBLT

2022-01-09N3ECEN

2022-01-09P627WA

2022-01-09PT4ATM
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

2022-01-09QJBJKK

2022-01-09QP77KZ

2022-01-09QTKQLU

2022-01-09QUUVYJ

2022-01-09RG3NEM

2022-01-10RLG2JG

2022-01-09RY67PR

2022-01-09TKK6AD

2022-01-09UYXZ3E

2022-01-09VBWUKW

2022-01-09VNVZ3F

2022-01-09W9FEZ2

2022-01-09WA93JW

2022-01-09WFWWCN

2022-01-09WTJ2JK

2022-01-09WUBZXH

2022-01-09X9T8AA

2022-01-09XFRPTT

2022-01-09XRL7HU

2022-01-09XTDA69

2022-01-09YKZEML

2022-01-09Z9P8ME

2022-01-09ZDWN3V

Question 1: On what date was this extraction acquired? Use the automatic date picker below.
2022-01-09. Additionally, 2022-01-10 was also accepted since the time zone setting was not 
specified in this question.

 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.
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TABLE 1
 Question 1 - Examination Questions

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd
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TABLE 1
 Question 2 - Examination Questions

Question 2: Two files were provided for this test, LG GSM_LM-X420MM K40.zip and LG 
GSM_LM-X420MM K40.ufd. The SHA256 of LG GSM_LM-X420MM K40.zip is 
35574E45D7C510B3F55B2BB1F732AD238628DCF02D867473B4CCCBBBA592FF25. 
Provide the SHA1 HASH for this file (LG GSM_LM-X420MM K40.zip).

0CF232264C2CCAE24767DF961EC49D76DFF927C1 Manufacturer ' s 
 Expected Response:

ResponseWebCode

0cf232264c2ccae24767df961ec49d76dff927c123UUZG

0CF232264C2CCAE24767DF961EC49D76DFF927C1247Q88

0cf232264c2ccae24767df961ec49d76dff927c127U7WG

0cf232264c2ccae24767df961ec49d76dff927c12MYDBJ

0CF232264C2CCAE24767DF961EC49D76DFF927C12U62WX

0CF232264C2CCAE24767DF961EC49D76DFF927C13FVNA6

0CF232264C2CCAE24767DF961EC49D76DFF927C13KBBPV

0cf232264c2ccae24767df961ec49d76dff927c13L3ECB

0CF232264C2CCAE24767DF961EC49D76DFF927C13UZ3CN

0CF232264C2CCAE24767DF961EC49D76DFF927C13XZD8N

0cf232264c2ccae24767df961ec49d76dff927c14PWV2B

0CF232264C2CCAE24767DF961EC49D76DFF927C1664BM3

0cf232264c2ccae24767df961ec49d76dff927c16LUAVP

0cf232264c2ccae24767df961ec49d76dff927c16TXZGF

SHA1: 0CF232264C2CCAE24767DF961EC49D76DFF927C17892QC

ocf232264c2ccae24767df961ec49d76dff927c17MNEPN

0CF232264C2CCAE24767DF961EC49D76DFF927C17NFHC4

0cf232264c2ccae24767df961ec49d76dff927c17TR7CZ

0CF232264C2CCAE24767DF961EC49D76DFF927C17YXY6B

0CF232264C2CCAE24767DF961EC49D76DFF927C18DBKAL

0CF232264C2CCAE24767DF961EC49D76DFF927C18PT6UJ

0cf232264c2ccae24767df961ec49d76dff927c18Z6ED3

0CF232264C2CCAE24767DF961EC49D76DFF927C196CMUW

0cf232264c2ccae24767df961ec49d76dff927c196F39J

0CF232264C2CCAE24767DF961EC49D76DFF927C19786VY

0CF232264C2CCAE24767DF961EC49D76DFF927C197V4FR

SHA1 base16 0CF232264C2CCAE24767DF961EC49D76DFF927C1; 
SHA1 base32 BTZDEJSMFTFOER3H36LB5RE5O3P7SJ6B

9A7CHG

0CF232264C2CCAE24767DF961EC49D76DFF927C19FXJ2P
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

0cf232264c2ccae24767df961ec49d76dff927c19GPMN6

0CF232264C2CCAE24767DF961EC49D76DFF927C19GR8JK

0CF232264C2CCAE24767DF961EC49D76DFF927C19HXAYJ

0cf232264c2ccae24767df961ec49d76dff927c19NP7QZ

0CF232264C2CCAE24767DF961EC49D76DFF927C19VBVTJ

0cf232264c2ccae24767df961ec49d76dff927c1AEE66Z

0CF232264C2CCAE24767DF961EC49D76DFF927C1BEDQWX

0CF232264C2CCAE24767DF961EC49D76DFF927C1BJ8KUY

0cf232264c2ccae24767df961ec49d76dff927c1BWDJ36

0CF232264C2CCAE24767DF961EC49D76DFF927C1CKE3TU

0cf232264c2ccae24767df961ec49d76dff927c1CMDAJF

0CF232264C2CCAE24767DF961EC49D76DFF927C1CV7MHE

0CF232264C2CCAE24767DF961EC49D76DFF927C1D3UPWH

0cf232264c2ccae24767df961ec49d76dff927c1DCYWBH

0cf232264c2ccae24767df961ec49d76dff927c1DRCCA8

0cf232264c2ccae24767df961ec49d76dff927c1E6RW87

OCF232264C2CCAE24767DF961EC49D76DFF927C1EG9GR3

0CF232264C2CCAE24767DF961EC49D76DFF927C1ET2Z8T

0cf232264c2ccae24767df961ec49d76dff927c1F6WE64

0cf232264c2ccae24767df961ec49d76dff927c1GQ67MU

0cf232264c2ccae24767df961ec49d76dff927c1GVJ24Q

0cf232264c2ccae24767df961ec49d76dff927c1GZABDP

0cf232264c2ccae24767df961ec49d76dff927c1HFL6MD

0cf232264c2ccae24767df961ec49d76dff927c1HPTRTT

0CF232264C2CCAE24767DF961EC49D76DFF927C1J9KCUA

0CF232264C2CCAE24767DF961EC49D76DFF927C1JDCGME

0cf232264c2ccae24767df961ec49d76dff927c1KHNMYE

0cf232264c2ccae24767df961ec49d76dff927c1L8H99X

0cf232264c2ccae24767df961ec49d76dff927c1LAK8JQ

0cf232264c2ccae24767df961ec49d76dff927c1MRLBLT

0CF232264C2CCAE24767DF961EC49D76DFF927C1N3ECEN

0cf232264c2ccae24767df961ec49d76dff927c1P627WA

0CF232264C2CCAE24767DF961EC49D76DFF927C1PT4ATM
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

0cf232264c2ccae24767df961ec49d76dff927c1QJBJKK

0CF232264C2CCAE24767DF961EC49D76DFF927C1QP77KZ

0cf232264c2ccae24767df961ec49d76dff927c1QTKQLU

0CF232264C2CCAE24767DF961EC49D76DFF927C1QUUVYJ

0cf232264c2ccae24767df961ec49d76dff927c1RG3NEM

0cf232264c2ccae24767df961ec49d76dff927c1RLG2JG

0CF232264C2CCAE24767DF961EC49D76DFF927C1RY67PR

0CF232264C2CCAE24767DF961EC49D76DFF927C1TKK6AD

0cf232264c2ccae24767df961ec49d76dff927UYXZ3E

0CF232264C2CCAE24767DF961EC49D76DFF927C1VBWUKW

SHA-1: 0CF232264C2CCAE24767DF961EC49D76DFF927C1VNVZ3F

0cf232264c2ccae24767df961ec49d76dff927c1W9FEZ2

0DC939CC9D819A1A97126377DC5C4D230A6E17961CA4B7EE0B81D94B38212D77WA93JW

0cf232264c2ccae24767df961ec49d76dff927c1WFWWCN

0cf232264c2ccae24767df961ec49d76dff927c1WTJ2JK

0cf232264c2ccae24767df961ec49d76dff927c1WUBZXH

0CF232264C2CCAE24767DF961EC49D76DFF927C1X9T8AA

0CF232264C2CCAE24767DF961EC49D76DFF927C1XFRPTT

0cf232264c2ccae24767df961ec49d76dff927c1XRL7HU

SHA1 base16 - 0CF232264C2CCAE24767DF961EC49D76DFF927C1 and 
SHA1 base32 - BTZDEJSMFTFOER3H36LB5RE5O3P7SJ6B

XTDA69

0CF232264C2CCAE24767DF961EC49D76DFF927C1YKZEML

0cf232264c2ccae24767df961ec49d76dff927c1Z9P8ME

0CF232264C2CCAE24767DF961EC49D76DFF927C1ZDWN3V

Question 2: Two files were provided for this test, LG GSM_LM-X420MM K40.zip and LG 
GSM_LM-X420MM K40.ufd. The SHA256 of LG GSM_LM-X420MM K40.zip is 
35574E45D7C510B3F55B2BB1F732AD238628DCF02D867473B4CCCBBBA592FF25. 
Provide the SHA1 HASH for this file (LG GSM_LM-X420MM K40.zip).

0CF232264C2CCAE24767DF961EC49D76DFF927C1 Consensus Result:

 Expected Response Explanation:
The SHA256 digest is provided to ensure the participant had a valid download. It is also stored in the .ufd file. Any 
reliable hashing tool can be used to calculate the SHA1 digest for the extracted file.
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TABLE 1
 Question 2 - Examination Questions

 Expected Response Illustration:
PowerShell hash calculation of LG GSM_LM-X420MM K40.zip

7zip utility hash calculation of LG GSM_LM-X420MM K40.zip
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TABLE 1
 Question 3 - Examination Questions

Question 3: What type of extraction was performed?

File system Manufacturer ' s 
 Expected Response:

ResponseWebCode

File System23UUZG

Cellebrite UFED File System [Android ADB]247Q88

File System27U7WG

File System [Android ADB]2MYDBJ

File System [ Android ADB ]2U62WX

FileSystem3FVNA6

File System3KBBPV

File System3L3ECB

File System [Android ADB]3UZ3CN

File System [Android ADB]3XZD8N

File System [ Android ADB ]4PWV2B

File System [ Android ADB ]664BM3

File System (Android ADB)6LUAVP

FileSystem6TXZGF

File System [ Android ADB ]7892QC

File System (Android ADB)7MNEPN

File System7NFHC4

File system [Android ADB]7TR7CZ

File System [Android ADB]7YXY6B

A File System [Android ADB] extraction was performed.8DBKAL

File System [Android ADB]8PT6UJ

FileSystem via Qualcomm Live8Z6ED3

File System [Android ADB]96CMUW

Full File System96F39J

File System [ Android ADB ]9786VY

File system [Android ADB]97V4FR

File System [ Android ADB ]9A7CHG

File System [ Android ADB ]9FXJ2P

FileSystem9GPMN6

File systems9GR8JK
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TABLE 1
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ResponseWebCode

File System – Android ADB9HXAYJ

File System  [ Android ADB ]9NP7QZ

File System (Android ADB)9VBVTJ

File SystemAEE66Z

File SystemBEDQWX

File System [ Android ADB ]BJ8KUY

File System (Android ADB)BWDJ36

File SystemCKE3TU

Qualcomm Live FileSystem [ Android ADB ]CMDAJF

File System [ Android ADB ]CV7MHE

File System extractionD3UPWH

File System [Android ADB]DCYWBH

Qualcomm Live File SystemDRCCA8

File System (Android ADB)E6RW87

File System (Android ADB) (Qualcomm Live)EG9GR3

File system (Android ADB)ET2Z8T

File System (Android ADB)F6WE64

File System [Android ADB]GQ67MU

Fyle Sistem (Android ADB)GVJ24Q

File System [ Android ADB ]GZABDP

File System [Android ADB]HFL6MD

File System (Android ADB)HPTRTT

File System [Android ADB]J9KCUA

File system [Android ADB]JDCGME

File systemKHNMYE

File System [Android ADB]L8H99X

FileSystemLAK8JQ

FileSystemMRLBLT

File System [ Android ADB ]N3ECEN

File System [Android ADB]P627WA

File System [ Android ADB ]PT4ATM

File System [ Android ADB ]QJBJKK

File System [ Android ADB ]QP77KZ
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ResponseWebCode

File SystemQTKQLU

FileSystem(Android ADB)QUUVYJ

File System [ Android ADB ]RG3NEM

FileSystemRLG2JG

File SystemRY67PR

File SystemTKK6AD

File System (Android ADB)UYXZ3E

FileSystemVBWUKW

File SystemVNVZ3F

File System [Android ADB]W9FEZ2

File SystemWA93JW

File System [ Android ADB ]WFWWCN

File System [Android ADB]WTJ2JK

File System [ Android ADB ]WUBZXH

File System[Android ADB]X9T8AA

File System [Android ADB]XFRPTT

FileSystemXRL7HU

File SystemXTDA69

File System (Android ADB)YKZEML

File System [ Android ADB ]Z9P8ME

File SystemZDWN3V

Question 3: What type of extraction was performed?
File system Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd
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Cellebrite Extraction Summary
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Question 4: What is the version of extraction software used?

7.50.0.137 Manufacturer ' s 
 Expected Response:

ResponseWebCode

7.50.0.13723UUZG

7.50.0.137247Q88

7.50.0.13727U7WG

7.50.0.1372MYDBJ

7.50.0.1372U62WX

7.50.0.1373FVNA6

7.50.0.1373KBBPV

7.50.0.1373L3ECB

7.50.0.1373UZ3CN

7.50.0.1373XZD8N

7.50.0.1374PWV2B

7.50.0.137664BM3

7.50.0.1376LUAVP

1.26TXZGF

7.50.0.1377892QC

7.50.0.1377MNEPN

7.50.0.1377NFHC4

7.50.0.1377TR7CZ

Cellebrite UFED Version 7.50.0.1377YXY6B

UFED version was 7.50.0.1378DBKAL

7.50.0.1378PT6UJ

7.50.0.1378Z6ED3

7.50.0.13796CMUW

7.50.0.13796F39J

7.50.0.1379786VY

7.50.0.13797V4FR

7.50.0.1379A7CHG

7.50.0.1379FXJ2P

7.50.0.1379GPMN6

7.50.0.1379GR8JK
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ResponseWebCode

7.50.0.1379HXAYJ

7.50.0.1379NP7QZ

UFED version 7.50.0.1379VBVTJ

7.50.0.137AEE66Z

7.50.0.137BEDQWX

7.50.0.137BJ8KUY

UFED version 7.50.0.137BWDJ36

7.50.0.137CKE3TU

7.50.0.137CMDAJF

7.50.0.137CV7MHE

7.50.0.137D3UPWH

7.50.0.137DCYWBH

7.50.0.137DRCCA8

7.50.0.137E6RW87

7.50.0.137EG9GR3

7.50.0.137ET2Z8T

7.50.0.137F6WE64

7.50.0.137GQ67MU

V. 7.50.0.137GVJ24Q

7.50.0.137GZABDP

UFED version 7.50.0.137HFL6MD

7.50.0.137HPTRTT

7.50.0.137J9KCUA

7.50.0.137JDCGME

UFED version 7.50.0.137KHNMYE

7.50.0.137L8H99X

7.50.0.137LAK8JQ

7.50.0.137MRLBLT

7.50.0.137N3ECEN

7.50.0.137P627WA

UFED Version 7.50.0.137PT4ATM

7.50.0.137QJBJKK

7.50.0.137QP77KZ
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ResponseWebCode

7.50.0.137QTKQLU

7.50.0.137QUUVYJ

7.50.0.137RG3NEM

14.3.1.0RLG2JG

7.50.0.137RY67PR

7.50.0.137TKK6AD

7.50.0.137UYXZ3E

7.50.0.137VBWUKW

Version UFED 7.50.0.137VNVZ3F

7.50.0.137W9FEZ2

7.50.0.137WA93JW

7.50.0.137WFWWCN

7.50.0.137WTJ2JK

7.50.0.137WUBZXH

7.50.0.137X9T8AA

UFED Version 7.50.0.137XFRPTT

7.50.0.137XRL7HU

7.50.0.137XTDA69

7.50.0.137YKZEML

7.50.0.137Z9P8ME

7.50.0.137ZDWN3V

Question 4: What is the version of extraction software used?
7.50.0.137 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd

( 21 )Printed:  07-June-2022 Copyright ©2022 CTS, Inc



Mobile Digital Evidence Test 22-5550

TABLE 1
 Question 5 - Examination Questions

Question 5: What is the set time zone for this phone? Provide answer in the following format: Country/City.

America/Chicago or America/New York or UTC-5 Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/Chicago23UUZG

US/Virginia247Q88

America/Chicago27U7WG

America/New_York2MYDBJ

America/Chicago2U62WX

America/New York3FVNA6

America/Chicago3KBBPV

America/Chicago3L3ECB

America/Chicago3UZ3CN

America/Chicago3XZD8N

America / New York4PWV2B

America/Chicago664BM3

America/Chicago6LUAVP

America/Chicago6TXZGF

America/New_York7892QC

United States / New York EST7MNEPN

America/Chicago7NFHC4

US/Virginia7TR7CZ

America/Chicago7YXY6B

America/New York (UTC -5)8DBKAL

America/Chicago (or America/Illinois)8PT6UJ

America/Chicago8Z6ED3

US/Virginia96CMUW

America/Chicago96F39J

America/Chicago9786VY

America/Chicago97V4FR

America/Illinois (Chicago)9A7CHG

America/Chicago9FXJ2P

America/Chicago9GPMN6

America/Chicago9GR8JK
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ResponseWebCode

America/Chicago9HXAYJ

en-US9NP7QZ

America/Chicago9VBVTJ

UK Greenwich LondonAEE66Z

America/ChicagoBEDQWX

America/ChicagoBJ8KUY

America/ChicagoBWDJ36

America/ChicagoCKE3TU

America/ChicagoCMDAJF

America/New YorkCV7MHE

Not within laboratory's scopeD3UPWH

America/New_YorkDCYWBH

America/New YorkDRCCA8

America/ChicagoE6RW87

America/New YorkEG9GR3

America/ChicagoET2Z8T

America/New YorkF6WE64

America/ChicagoGQ67MU

US/CHICAGOGVJ24Q

Original UTC valueGZABDP

UTC-5 (USA/Virginia) = area code of 571 for first three numbers of phone numberHFL6MD

America/ChicagoHPTRTT

America/ChicagoJ9KCUA

America/ChicagoJDCGME

America/ChicagoKHNMYE

America/ChicagoL8H99X

America/ChicagoLAK8JQ

America/ChicagoMRLBLT

America/New YorkN3ECEN

America/ChicagoP627WA

America/New_YorkPT4ATM

America/ChicagoQJBJKK

America/ChicagoQP77KZ
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ResponseWebCode

America/ChicagoQTKQLU

America/ChicagoQUUVYJ

America/ChicagoRG3NEM

America/ChicagoRLG2JG

America/New YorkRY67PR

America/ChicagoTKK6AD

America/New_YorkUYXZ3E

America/New_YorkVBWUKW

[America/Chicago]VNVZ3F

America/ChicagoW9FEZ2

UTC/-5WA93JW

America/ChicagoWFWWCN

UTC+0 (England, London)WTJ2JK

America/ChicagoWUBZXH

America/ChicagoX9T8AA

America/ChicagoXFRPTT

America/ChicagoXRL7HU

America/ChicagoXTDA69

America/ChicagoYKZEML

EXTRACTION SUMMARY SHOWING (UTC-5) DATABASE SHOWS America/ChicagoZ9P8ME

America / ChicagoZDWN3V

Question 5: What is the set time zone for this phone? Provide answer in the following format: Country/City.
America/Chicago. Responses of America/New York and UTC-5 were also accepted and are 
discussed further in the Explanation section.

 Consensus Result:

 Expected Response Explanation:
This information is stored in /data/property/persistent_properties and  
/data/data/com.android.providers.calendar/databases/calendar.db. The expected offset was UTC-5. When the phone 
material was prepared and extracted, the time zone would have been Chicago Daylight Time (CDT, i.e., UTC-5). When 
participants conducted the analysis, clocks had returned to standard time making UTC-5 equivalent to Eastern Standard 
Time (America/ New York). Depending on the settings of the participant's workstation and analysis software, and the 
particular artifact referenced, it is possible this time setting was interpreted as this value.
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 Expected Response Illustration:
persistent_properties

calendar.db
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Question 6: Provide the device owner’s full name.

Joseph Marcona Manufacturer ' s 
 Expected Response:

ResponseWebCode

Joseph Marcona23UUZG

Joseph Marcona247Q88

Joseph Marcona27U7WG

Joseph Marcona2MYDBJ

Joseph Marcona2U62WX

Joseph Marcona3FVNA6

Joseph Marcona3KBBPV

Joseph Marcona3L3ECB

Joseph Marcona3UZ3CN

Joseph Marcona3XZD8N

Joseph Marcona4PWV2B

Joseph Marcona664BM3

Joseph Marcona6LUAVP

Joseph Marcona6TXZGF

Joseph Marcona7892QC

Joseph Marcona7MNEPN

Joseph Marcona7NFHC4

Joseph Marcona7TR7CZ

Joseph Marcona7YXY6B

Joseph Marcona8DBKAL

Joseph Marcona8PT6UJ

Joseph Marcona8Z6ED3

Joseph Marcona96CMUW

Joseph Marcona96F39J

Joseph Marcona9786VY

Joseph Marcona97V4FR

Joseph Marcona9A7CHG

Joseph Marcona9FXJ2P

Joseph Marcona9GPMN6

Joseph Marcona9GR8JK
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ResponseWebCode

Joseph Marcona9HXAYJ

Joseph Marcona9NP7QZ

Joseph Marcona9VBVTJ

Joseph MarconaAEE66Z

Joseph MarconaBEDQWX

Joseph MarconaBJ8KUY

Joseph MarconaBWDJ36

Joseph MarconaCKE3TU

Joseph MarconaCMDAJF

Joseph MarconaCV7MHE

Joseph MarconaD3UPWH

Joseph MarconaDCYWBH

Joseph MarconaDRCCA8

Joseph MarconaE6RW87

Joseph MarconaEG9GR3

Joseph MarconaET2Z8T

Joseph MarconaF6WE64

Joseph MarconaGQ67MU

Joseph MarconaGVJ24Q

Joseph MarconaGZABDP

Joseph MarconaHFL6MD

Joseph MarconaHPTRTT

Joseph MarconaJ9KCUA

Jospeh MarconaJDCGME

Joseph MarconaKHNMYE

Joseph MarconaL8H99X

Joseph MarconaLAK8JQ

Joseph MarconaMRLBLT

joseph marconaN3ECEN

Joseph MarconaP627WA

Joseph MarconaPT4ATM

Joseph MarconaQJBJKK

Joseph MarconaQP77KZ
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ResponseWebCode

Joseph MarconaQTKQLU

Joseph MarconaQUUVYJ

Joseph MarconaRG3NEM

Joseph MarconaRLG2JG

Joseph MarconaRY67PR

Joseph MarconaTKK6AD

Joseph MarconaUYXZ3E

Joseph MarconaVBWUKW

Joseph MarconaVNVZ3F

Joseph MarconaW9FEZ2

Joseph MarconaWA93JW

Joseph MarconaWFWWCN

Joseph MarconaWTJ2JK

Joseph MarconaWUBZXH

Joseph MarconaX9T8AA

Joseph MarconaXFRPTT

Joseph MarconaXRL7HU

Joseph MarconaXTDA69

Joseph MarconaYKZEML

Joseph MarconaZ9P8ME

Joseph MarconaZDWN3V

Question 6: Provide the device owner’s full name.
Joseph Marcona Consensus Result:

 Expected Response Explanation:
This information is stored in /data/system/users/0.xml.
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 Expected Response Illustration:
0.xml
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Question 7: What is the account name (email address) for this device’s backup account?

josephmarcona@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

josephmarcona@gmail.com23UUZG

josephmarcona@gmail.com247Q88

josephmarcona@gmail.com27U7WG

josephmarcona@gmail.com2MYDBJ

josephmarcona@gmail.com2U62WX

josephmarcona@gmail.com3FVNA6

josephmarcona@gmail.com3KBBPV

josephmarcona@gmail.com3L3ECB

josephmarcona@gmail.com3UZ3CN

josephmarcona@gmail.com3XZD8N

josephmarcona@gmail.com4PWV2B

josephmarcona@gmail.com664BM3

josephmarcona@gmail.com6LUAVP

josephmarcona@gmail.com6TXZGF

josephmarcona@gmail.com7892QC

josephmarcona@gmail.com7MNEPN

josephmarcona@gmail.com7NFHC4

josephmarcona@gmail.com7TR7CZ

josephmarcona@gmail.com7YXY6B

josephmarcona@gmail.com8DBKAL

josephmarcona@gmail.com8PT6UJ

josephmarcona@gmail.com8Z6ED3

josephmarcona@gmail.com96CMUW

josephmarcona@gmail.com96F39J

josephmarcona@gmail.com9786VY

josephmarcona@gmail.com97V4FR

josephmarcona@gmail.com9A7CHG

josephmarcona@gmail.com9FXJ2P

josephmarcona@gmail.com9GPMN6

josephmarcona@gmail.com9GR8JK
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ResponseWebCode

josephmarcona@gmail.com9HXAYJ

josephmarcona@gmail.com9NP7QZ

josephmarcona@gmail.com9VBVTJ

josephmarcona@gmail.comAEE66Z

josephmarcona@gmail.comBEDQWX

josephmarcona@gmail.comBJ8KUY

josephmarcona@gmail.comBWDJ36

josephmarcona@gmail.comCKE3TU

josephmarcona@gmail.comCMDAJF

josephmarcona@gmail.comCV7MHE

josephmarcona@gmail.comD3UPWH

josephmarcona@gmail.comDCYWBH

josephmarcona@gmail.comDRCCA8

josephmarcona@gmail.comE6RW87

josephmarcona@gmail.comEG9GR3

josephmarcona@gmail.comET2Z8T

josephmarcona@gmail.comF6WE64

josephmarcona@gmail.comGQ67MU

josephmarcona@gmail.comGVJ24Q

josephmarcona@gmail.comGZABDP

josephmarcona@gmail.comHFL6MD

josephmarcona@gmail.comHPTRTT

josephmarcona@gmail.comJ9KCUA

jospehmarcona@gmail.comJDCGME

josephmarcona@gmail.comKHNMYE

josephmarcona@gmail.comL8H99X

josephmarcona@gmail.comLAK8JQ

josephmarcona@gmail.comMRLBLT

josephmarcona@gmail.comN3ECEN

JosephMarcona@gmail.comP627WA

josephmarcona@gmail.comPT4ATM

josephmarcona@gmail.comQJBJKK

josephmarcona@gmail.comQP77KZ
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ResponseWebCode

josephmarcona@gmail.comQTKQLU

josephmarcona@gmail.comQUUVYJ

josephmarcona@gmail.comRG3NEM

josephmarcona@gmail.comRLG2JG

josephmarcona@gmail.comRY67PR

josephmarcona@gmail.comTKK6AD

josephmarcona@gmail.comUYXZ3E

josephmarcona@gmail.comVBWUKW

josephmarcona@gmail.comVNVZ3F

josephmarcona@gmail.comW9FEZ2

josephmarcona@gmail.comWA93JW

josephmarcona@gmail.comWFWWCN

josephmarcona@gmail.comWTJ2JK

josephmarcona@gmail.comWUBZXH

josephmarcona@gmail.comX9T8AA

josephmarcona@gmail.comXFRPTT

josephmarcona@gmail.comXRL7HU

josephmarcona@gmail.comXTDA69

josephmarcona@gmail.comYKZEML

josephmarcona@gmail.comZ9P8ME

josephmarcona@gmail.comZDWN3V

Question 7: What is the account name (email address) for this device’s backup account?
josephmarcona@gmail.com Consensus Result:

 Expected Response Explanation:
This information is stored in /data/data/com.google.android.gms/shared_prefs/BackupAccount.xml.

 Expected Response Illustration:
BackupAccount.xml
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Question 8: What is the Default Gateway MAC Address of the Wifi Hotspot named “TSC_Customer_Wi-Fi” 
(connected to by this phone)?

00:00:0c:07:ac:0e Manufacturer ' s 
 Expected Response:

ResponseWebCode

00:00:0c:07:ac:0e23UUZG

00:00:0c:07:ac:0e247Q88

00:00:0c:07:ac:0e27U7WG

00:00:0c:07:ac:0e2MYDBJ

00:00:0c:07:ac:0e2U62WX

00:00:0c:07:ac:0e3FVNA6

00:00:0c:07:ac:0e3KBBPV

00:00:0c:07:ac:0e3L3ECB

00:00:0c:07:ac:0e3UZ3CN

00:00:0c:07:ac:0e3XZD8N

00:00:0c:07:ac:0e4PWV2B

00:00:0c:07:ac:0e664BM3

00:00:0c:07:ac:0e6LUAVP

00:00:0c:07:ac:0e6TXZGF

00:00:0c:07:ac:0e7892QC

00:00:0c:07:ac:0e7MNEPN

00:00:0c:07:ac:0e7NFHC4

00:00:0c:07:ac:0e7TR7CZ

c8:f3:19:50:c4:d87YXY6B

00:00:0c:07:ac:0e8DBKAL

00:00:0c:07:ac:0e8PT6UJ

00:00:0c:07:ac:0e8Z6ED3

00:00:0c:07:ac:0e96CMUW

00:00:0c:07:ac:0e96F39J

00:00:0c:07:ac:0e9786VY

00:00:0c:07:ac:0e97V4FR

00:00:0c:07:ac:0e9A7CHG

00:00:0c:07:ac:0e9FXJ2P

00:00:0c:07:ac:0e9GPMN6
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ResponseWebCode

00:00:0c:07:ac:0e9GR8JK

00:00:0c:07:ac:0e9HXAYJ

00:00:0c:07:ac:0e9NP7QZ

00:00:0c:07:ac:0e9VBVTJ

C8:F3:19:EF:91:D5AEE66Z

00:00:0c:07:ac:0eBEDQWX

00:00:0c:07:ac:0eBJ8KUY

00:00:0c:07:ac:0eBWDJ36

00:00:0c:07:ac:0eCKE3TU

00:00:0c:07:ac:0eCMDAJF

00:00:0c:07:ac:0eCV7MHE

Not within laboratory's scopeD3UPWH

00:00:0c:07:ac:0eDCYWBH

00:00:0c:07:ac:0eDRCCA8

00:00:0c:07:ac:0eE6RW87

00:00:0c:07:ac:0e (Wifi ConfigStore.xml)EG9GR3

00:00:0c:07:ac:0eET2Z8T

00:00:0c:07:ac:0eF6WE64

00:00:0c:07:ac:0eGQ67MU

00:00:0c:07:ac:0eGVJ24Q

00:00:0c:07:ac:0eGZABDP

00:00:0c:07:ac:0eHFL6MD

00:00:0c:07:ac:0eHPTRTT

00:00:0c:07:ac:0eJ9KCUA

00:00:0c:07:ac:0eJDCGME

00:00:0c:07:ac:0eKHNMYE

00:00:0c:07:ac:0eL8H99X

00:00:0c:07:ac:0eLAK8JQ

00:00:0c:07:ac:0eMRLBLT

00:00:0c:07:ac:0eN3ECEN

00:00:0c:07:ac:0eP627WA

00:00:0c:07:ac:0ePT4ATM

00:00:0c:07:ac:0eQJBJKK
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ResponseWebCode

00:00:0c:07:ac:0eQP77KZ

00:00:0c:07:ac:0eQTKQLU

00:00:0c:07:ac:0eQUUVYJ

00:00:0c:07:ac:0eRG3NEM

00:00:0c:07:ac:0eRLG2JG

00:00:0c:07:ac:0eRY67PR

00:00:0c:07:ac:0eTKK6AD

00:00:0c:07:ac:0eUYXZ3E

00:00:0c:07:ac:0eVBWUKW

00:00:0c:07:ac:0eVNVZ3F

00:00:0c:07:ac:0eW9FEZ2

00:00:0c:07:ac:0eWA93JW

00:00:0c:07:ac:0eWFWWCN

00:00:0c:07:ac:0eWTJ2JK

00:00:0c:07:ac:0eWUBZXH

00:00:0c:07:ac:0eX9T8AA

00:00:0c:07:ac:0eXFRPTT

00:00:0c:07:ac:0eXRL7HU

00:00:0c:07:ac:0eXTDA69

00:00:0c:07:ac:0eYKZEML

00:00:0c:07:ac:0eZ9P8ME

00:00:0c:07:ac:0eZDWN3V

Question 8: What is the Default Gateway MAC Address of the Wifi Hotspot named “TSC_Customer_Wi-Fi” 
(connected to by this phone)?

00:00:0c:07:ac:0e Consensus Result:

 Expected Response Explanation:
This information is stored in data/misc/wifi/WifiConfigStore.xml.
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 Expected Response Illustration:
WifiConfigStore.xml
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Question 9: What is the password (Pre-Shared Key) for the Wi-Fi access point with SSID “M2000-CD6C”?

8c6a2a5d Manufacturer ' s 
 Expected Response:

ResponseWebCode

8c6a2a5d23UUZG

8c6a2a5d247Q88

8c6a2a5d27U7WG

8c6a2a5d2MYDBJ

8c6a2a5d2U62WX

8c6a2a5d3FVNA6

8c6a2a5d3KBBPV

8c6a2a5d3L3ECB

8c6a2a5d3UZ3CN

8c6a2a5d3XZD8N

8c6a2a5d4PWV2B

8c6a2a5d664BM3

8c6a2a5d6LUAVP

8c6a2a5d6TXZGF

8c6a2a5d7892QC

8c6a2a5d7MNEPN

8c6a2a5d7NFHC4

8c6a2a5d7TR7CZ

8c6a2a5d7YXY6B

The network password for the network M2000-CD6C is "8c6a2a5d".8DBKAL

8c6a2a5d8PT6UJ

8c6a2a5d8Z6ED3

8c6a2a5d96CMUW

8c6a2a5d96F39J

8c6a2a5d9786VY

8c6a2a5d97V4FR

8c6a2a5d9A7CHG

8c6a2a5d9FXJ2P

8c6a2a5d9GPMN6

8c6a2a5d9GR8JK
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ResponseWebCode

8c6a2a5d9HXAYJ

8c6a2a5d9NP7QZ

8c6a2a5d9VBVTJ

8c6a2a5dAEE66Z

8c6a2a5dBEDQWX

8c6a2a5dBJ8KUY

8c6a2a5dBWDJ36

8c6a2a5dCKE3TU

8c6a2a5dCMDAJF

8c6a2a5dCV7MHE

Not within laboratory's scopeD3UPWH

8c6a2a5dDCYWBH

8c6a2a5dDRCCA8

8c6a2a5dE6RW87

8c6a2a5d (Wifi ConfigStore.xml)EG9GR3

8c6a2a5dET2Z8T

8c6a2a5dF6WE64

8c6a2a5dGQ67MU

nopasswordGVJ24Q

8c6a2a5dGZABDP

8c6a2a5dHFL6MD

8c6a2a5dHPTRTT

8c6a2a5dJ9KCUA

8c6a2a5dJDCGME

8c6a2a5dKHNMYE

8c6a2a5dL8H99X

8c6a2a5dLAK8JQ

8c6a2a5dMRLBLT

8c6a2a5dN3ECEN

8c6a2a5dP627WA

"8c6a2a5d"PT4ATM

8c6a2a5dQJBJKK

8c6a2a5dQP77KZ

( 38 )Printed:  07-June-2022 Copyright ©2022 CTS, Inc



Mobile Digital Evidence Test 22-5550

TABLE 1
 Question 9 - Examination Questions

ResponseWebCode

8c6a2a5dQTKQLU

8c6a2a5dQUUVYJ

8c6a2a5dRG3NEM

8c6a2a5dRLG2JG

8c6a2a5dRY67PR

8c6a2a5dTKK6AD

8c6a2a5dUYXZ3E

8c6a2a5dVBWUKW

8c6a2a5dVNVZ3F

8c6a2a5dW9FEZ2

8c6a2a5dWA93JW

8c6a2a5dWFWWCN

8c6a2a5dWTJ2JK

8c6a2a5dWUBZXH

8c6a2a5dX9T8AA

8c6a2a5dXFRPTT

8c6a2a5dXRL7HU

8c6a2a5dXTDA69

8c6a2a5dYKZEML

"8c6a2a5d"Z9P8ME

8c6a2a5dZDWN3V

Question 9: What is the password (Pre-Shared Key) for the Wi-Fi access point with SSID “M2000-CD6C”?
8c6a2a5d Consensus Result:

 Expected Response Explanation:
This information is stored in data/misc/wifi/WifiConfigStore.xml.

 Expected Response Illustration:
WifiConfigStore.xml
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Question 10: What is the name of the Bluetooth device with MAC Address 98:d3:31:fc:1b:64?

omicron Manufacturer ' s 
 Expected Response:

ResponseWebCode

Omicron23UUZG

omicron247Q88

Omicron27U7WG

Omicron2MYDBJ

omicron2U62WX

omicron3FVNA6

omicron3KBBPV

omicron3L3ECB

omicron3UZ3CN

omicron3XZD8N

omicron4PWV2B

Omicron664BM3

omicron6LUAVP

omicron6TXZGF

omicron7892QC

omicron7MNEPN

omicron7NFHC4

omicron7TR7CZ

omicron7YXY6B

omicron8DBKAL

omicron8PT6UJ

omicron8Z6ED3

Omicron96CMUW

omicron96F39J

omicron9786VY

omicron97V4FR

omicron9A7CHG

omicron9FXJ2P

omicron9GPMN6

omicron9GR8JK
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ResponseWebCode

omicron9HXAYJ

omicron9NP7QZ

Omicron9VBVTJ

omicronAEE66Z

omicronBEDQWX

omicronBJ8KUY

omicronBWDJ36

omicronCKE3TU

omicronCMDAJF

omicronCV7MHE

omicronD3UPWH

omicronDCYWBH

OmicronDRCCA8

OmicronE6RW87

omicronEG9GR3

omicronET2Z8T

omicronF6WE64

omicronGQ67MU

OmicronGVJ24Q

omicronGZABDP

omicronHFL6MD

omicronHPTRTT

omicronJ9KCUA

omincronJDCGME

omicronKHNMYE

omicronL8H99X

omicronLAK8JQ

omicronMRLBLT

omicronN3ECEN

omicronP627WA

omicronPT4ATM

omicronQJBJKK

omicronQP77KZ
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ResponseWebCode

OmicronQTKQLU

omicronQUUVYJ

omicronRG3NEM

omicronRLG2JG

omicronRY67PR

omicronTKK6AD

omicronUYXZ3E

omicronVBWUKW

omicronVNVZ3F

omicronW9FEZ2

omicronWA93JW

omicronWFWWCN

omicronWTJ2JK

omicronWUBZXH

omicronX9T8AA

omicronXFRPTT

omicronXRL7HU

omicronXTDA69

omicronYKZEML

OmicronZ9P8ME

omicronZDWN3V

Question 10: What is the name of the Bluetooth device with MAC Address 98:d3:31:fc:1b:64?
omicron Consensus Result:

 Expected Response Explanation:
This information is stored in /data/misc/bluedroid/bt_config.conf.

 Expected Response Illustration:
bt_config.conf
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Question 11: What is the date and time of the device record timestamp for the Bluetooth device with name 
VIRUS? Provide your response in UTC+0, using the automatic picker to select the date and time (24-hour).

2022-01-09 01:26 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2022-01-09 01:2623UUZG

2022-01-09 01:26247Q88

2022-01-09 01:2627U7WG

2022-01-09 01:262MYDBJ

2022-01-09 01:262U62WX

2022-01-09 01:263FVNA6

2022-01-09 01:263KBBPV

2022-01-09 01:263L3ECB

2022-01-09 01:263UZ3CN

2022-01-09 01:263XZD8N

2022-01-09 01:264PWV2B

2022-01-09 01:26664BM3

2022-01-09 01:266LUAVP

2022-01-09 01:266TXZGF

2022-01-09 01:267892QC

2022-01-09 01:267MNEPN

2022-01-09 01:267NFHC4

2022-01-09 01:267TR7CZ

2022-01-09 01:267YXY6B

2022-01-09 01:268DBKAL

2022-01-09 01:268PT6UJ

2022-01-09 01:268Z6ED3

2022-01-09 01:1696CMUW

2022-01-09 01:2696F39J

2022-01-09 01:269786VY

2022-01-09 01:2697V4FR

2022-01-09 01:269A7CHG

2022-01-09 01:269FXJ2P

2022-01-09 01:269GPMN6
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ResponseWebCode

2022-01-09 01:269GR8JK

2022-01-09 01:269HXAYJ

2022-01-09 01:269NP7QZ

2022-01-09 01:269VBVTJ

2022-01-09 01:26AEE66Z

2022-01-09 01:26BEDQWX

2022-01-09 01:26BJ8KUY

2022-01-09 01:26BWDJ36

2022-01-09 01:26CKE3TU

2022-01-09 01:26CMDAJF

2022-01-09 01:26CV7MHE

2022-01-09 01:26D3UPWH

2022-01-09 01:26DCYWBH

2022-01-09 01:26DRCCA8

2022-01-09 01:26E6RW87

2022-01-09 01:26EG9GR3

2022-01-09 01:26ET2Z8T

2022-01-09 01:26F6WE64

2022-01-09 01:26GQ67MU

2022-01-09 01:26GVJ24Q

2022-01-09 01:26GZABDP

2022-01-09 13:43HFL6MD

2022-01-09 01:26HPTRTT

2022-01-09 01:26J9KCUA

2022-01-09 01:26JDCGME

2022-01-09 01:26KHNMYE

2022-01-09 01:26L8H99X

2022-01-09 01:26LAK8JQ

2022-01-09 01:26MRLBLT

2022-01-09 01:26N3ECEN

2022-01-09 01:26P627WA

2022-01-09 01:26PT4ATM

2022-01-09 01:26QJBJKK
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ResponseWebCode

2022-01-09 01:26QP77KZ

2022-01-09 01:26QTKQLU

2022-01-09 01:26QUUVYJ

2022-01-09 01:26RG3NEM

2022-01-09 01:26RLG2JG

2022-01-09 01:26RY67PR

2022-01-09 01:26TKK6AD

2022-01-09 01:26UYXZ3E

2022-01-09 01:26VBWUKW

2022-01-09 01:26VNVZ3F

2022-01-09 01:26W9FEZ2

2022-01-09 01:26WA93JW

2022-01-09 01:26WFWWCN

2022-01-09 01:26WTJ2JK

2022-01-09 01:26WUBZXH

2022-01-09 01:26X9T8AA

2022-01-09 01:26XFRPTT

2022-01-09 01:26XRL7HU

2022-01-09 01:26XTDA69

2022-01-09 01:26YKZEML

2022-01-09 13:43Z9P8ME

2022-01-09 01:26ZDWN3V

Question 11: What is the date and time of the device record timestamp for the Bluetooth device with name 
VIRUS? Provide your response in UTC+0, using the automatic picker to select the date and time (24-hour).

2022-01-09 01:26 Consensus Result:

 Expected Response Explanation:
This information is stored as a Unix epoch timestamp (number of seconds elapsed since January 1, 1970) in 
/data/misc/bluedroid/bt_config.conf.
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 Expected Response Illustration:
bt_config.conf

Cellebrite Device Connectivity Table
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Question 12: What is the user’s username for the Proton mail app? Report exactly as shown by the device.

vaxcardz_R_us Manufacturer ' s 
 Expected Response:

ResponseWebCode

vaxcardz_R_us@protonmail.com23UUZG

vaxcardz_R_us@protonmail.com247Q88

vaxcardz_R_us27U7WG

vaxcardz_R_us (vaxcardz_R_us@protonmail.com)2MYDBJ

vaxcardz_R_us2U62WX

vaxcardz_R_us3FVNA6

vaxcardz_R_us3KBBPV

vaxcardz_R_us@protonmail.com3L3ECB

vaxcardz_R_us@protonmail.com3UZ3CN

vaxcardz_R_us@protonmail.com3XZD8N

vaxcardz_R_us4PWV2B

mike_esss@protonmail.com664BM3

vaxcardz_R_us   (vaxcardz_R_us@protonmail.com)6LUAVP

vaxcardz_R_us6TXZGF

mike_esss@protonmail.com7892QC

vaxcardz_R_us@protonmail.com7MNEPN

vaxcardz_R_us7NFHC4

vaxcardz_R_us@protonmail.com7TR7CZ

vaxcardz_R_us7YXY6B

vaxcardz_R_us@protonmail.com8DBKAL

vaxcardz_R_us8PT6UJ

vaxcardz_R_us8Z6ED3

vaxcardz_R_us96CMUW

vaxcardz_R_us96F39J

vaxcardz_R_us9786VY

vaxcardz_R-us97V4FR

vaxcardz_R_us9A7CHG

vaxcardz_R_us@protonmail.com9FXJ2P

mike_esss@protonmail.com9GPMN6

mike_esss@protonmail.com9GR8JK
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ResponseWebCode

vaxcardz_R_us9HXAYJ

mikespitz.uci , mike_esss@protonmail.com9NP7QZ

vaxcardz_R_us9VBVTJ

Unknown (owner)AEE66Z

vaxcardz_R_us@protonmail.comBEDQWX

vaxcardz_R_usBJ8KUY

vaxcardz_R_usBWDJ36

vaxcardz_R_us@protonmail.comCKE3TU

vaxcardz_R_usCMDAJF

vaxcardz_R_usCV7MHE

vaxcardz_R_us@protonmail.comD3UPWH

vaxcardz_R_us@protonmail.comDCYWBH

vaxcardz_R_us@protonmail.comDRCCA8

Mikespritz.uciE6RW87

Vaxcardz_R_us@protonmail.comEG9GR3

vaxcardz_R_usET2Z8T

vaxcardz_R_usF6WE64

vaxcardz_R_usGQ67MU

mike_esss@protonmail.comGVJ24Q

vaxcardz_R_us@protonmail.comGZABDP

vaxcardz_R_us@protonmail.comHFL6MD

vaxcardz_R_usHPTRTT

vaxcardz_R_us@protonmail.comJ9KCUA

vaxcardz_R-usJDCGME

vaxcardz_r_us@protonmail.comKHNMYE

vaxcardz_R_usL8H99X

vaxcardz_R_usLAK8JQ

vaxcardz_R_us@protonmail.comMRLBLT

mike_esss@protonmail.comN3ECEN

vaxcardz_R_us@protonmail.comP627WA

vaxcardz_R_usPT4ATM

vaxcardz_R_us@protonmail.comQJBJKK

vaxcardz_R_usQP77KZ
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ResponseWebCode

vaxcardz_R_usQTKQLU

vaxcardz_R_usQUUVYJ

vaxcardz_R_usRG3NEM

vaxcardz_R_usRLG2JG

mike_esss@protonmail.comRY67PR

vaxcardz_R_usTKK6AD

mike.esss@protonmail.comUYXZ3E

vaxcardz_R_usVBWUKW

vaxcardz_R_us@protonmail.comVNVZ3F

vaxcardz_R_usW9FEZ2

vaxcardz_R_us@protonmail.comWA93JW

vaxcardz_R_usWFWWCN

vaxcardz_R_us@protonmail.comWTJ2JK

vaxcardz_R_usWUBZXH

vaxcardz_R_usX9T8AA

vaxcardz_R_us@protonmail.comXFRPTT

vaxcardz_R_usXRL7HU

vaxcardz_R_usXTDA69

vaxcardz_R_us@protonmail.comYKZEML

vaxcardz_R_usZ9P8ME

vaxcardz_R_us (vaxcardz_R_us@protonmail.com)ZDWN3V

Question 12: What is the user’s username for the Proton mail app? Report exactly as shown by the device.
vaxcardz_R_us or vaxcardz_R_us@protonmail.com Consensus Result:

 Expected Response Explanation:
Configuration settings and preferences for the Protonmail app are stored in LG GSM_LM-X420MM 
/data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xml.
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 Expected Response Illustration:
data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xml

 Other Responses: 
Nine participants reported "mike_esss@protonmail.com". This was the email address for the other party in the 
Protonmail conversation, not the device user.
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Question 13: What is the path, filename, and file extension of the file containing the word Taenioptynx? 
(e.g., /directory/subdirectory/name.extention)

/data/media/0/Download/file.file Manufacturer ' s 
 Expected Response:

ResponseWebCode

LG GSM_LM-X420MM K40.zip/data/media/ 0/Download/file.file23UUZG

\data\media\0\Download\file.file247Q88

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file27U7WG

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file2MYDBJ

/data/media/0/Download/file.file2U62WX

data/media/0/Download/file.file3FVNA6

data/media/0/Download/file.file3KBBPV

LG GSM_LM-X420MM K40.zip\data\media\0\Download\file.file3L3ECB

/data/media/0/Download/file.file3UZ3CN

/data/media/0/Download/file.file3XZD8N

LG GSM_LM-X420MM K40.zip\Dump\data\media\0\Download\file.file4PWV2B

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file664BM3

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file6LUAVP

\data\media\0\Download\file.file6TXZGF

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file7892QC

LG GSM_LM-X420MM K40.zip\Dump\data\media\0\Download\file.file7MNEPN

/data/media/0/Download/u7xbfpdhqf771.jpg7NFHC4

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file7TR7CZ

/media/0/Download/file.file7YXY6B

Dump\data\media\0\Download\file.file8DBKAL

/data/media/0/Download/file.file OR /data/media/0/Download/u7xbfpdhqf771.jpg8PT6UJ

/data/media/0/Download/file.file8Z6ED3

/Dump/data/media/0/Download/file.file96CMUW

LG GSM_LM-X420MM K40.zip/Dump/data/media/0/Download/file.file96F39J

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file9786VY

data/media/0/Download/file.file97V4FR

LG GSM_LM-X420MM K40.zip/data/media/0/Download/u7xbfpdhqf771.jpg 
LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file

9A7CHG

/data/media/0/Download/file.file9FXJ2P

/data/media/0/Download/file.file9GPMN6
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ResponseWebCode

/data/media/0/Download/u7xbfpdhqf771.jpg9GR8JK

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file9HXAYJ

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file9NP7QZ

LG GSM_LM-X420MM K40.zip\Dump\data\media\0\Download\file.file9VBVTJ

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileAEE66Z

LG GSM_LM-X420MM K40.zip/Dump/data/media/0/Download/file.fileBEDQWX

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileBJ8KUY

/data/media/0/Download/u7xbfpdhqf771.jpgBWDJ36

data/media/0/download/file.fileCKE3TU

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileCMDAJF

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileCV7MHE

Not within laboratory's scopeD3UPWH

LG GSM_LM-X420MM K40.zip\Dump\data\media\0\Download\file.fileDCYWBH

/data/media/ 0/Download/file.fileDRCCA8

/LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileE6RW87

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileEG9GR3

/data/media/0/Download/file.fileET2Z8T

/LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileF6WE64

LG GSM_LM-X420MM K40.ZIP/data/media/0/Download/file.fileGQ67MU

Google Photos josephmarcona@gmail.com/local media/u7xbfpdhqf771.jpgGVJ24Q

/data/media/0/Download/file.fileGZABDP

dump\data\media\0\download\file.fileHFL6MD

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileHPTRTT

/data/media/0/Download/file.fileJ9KCUA

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileJDCGME

LG GSM_LM-X420MM K40.zip\Dump\data\media\0\Download\file.fileKHNMYE

data/media/0/Download/file.fileL8H99X

/data/media/0/Download/file.fileLAK8JQ

data\media\0\Download\file.fileMRLBLT

Dump\data\media\0\DownloadN3ECEN

/data/media/0/Download/file.fileP627WA

/data/media/0/Download/file.filePT4ATM

/data/media/0/Download/file.fileQJBJKK
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\data\media\0\Download\file.fileQP77KZ

data/media0/Download/u7xbfpdhqf771.jpgQTKQLU

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileQUUVYJ

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileRG3NEM

data/media/0/Download/file.fileRLG2JG

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileRY67PR

LG GSM_LM-X420MM K40.zip/Dump/data/media/0/Download/file.fileTKK6AD

media/0/Download/file.fileUYXZ3E

/data/media/0/Download/file.fileVBWUKW

/data/media/0/Download/file.fileVNVZ3F

/data/media/0/Download/file.fileW9FEZ2

/local media/u7xbfpdhqf771.jpg/u7xbfpdhqf771.jpg_embedded_1.jpgWA93JW

/data/media/0/Download/u7xbfpdhqf771.jpgWFWWCN

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileWTJ2JK

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileWUBZXH

Dump/data/media/0/Download/file.fileX9T8AA

LG GSM_LM-LGM GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileXFRPTT

/data/media/0/Download/file.fileXRL7HU

/data/media/0/Download/file.fileXTDA69

/data/media/0/Download/File.fileYKZEML

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileZ9P8ME

LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.fileZDWN3V

Question 13: What is the path, filename, and file extension of the file containing the word Taenioptynx? 
(e.g., /directory/subdirectory/name.extention)

/data/media/0/Download/file.file Consensus Result:

 Expected Response Explanation:
A keyword search of all files in the extraction will discover this file. This file is a simple text file containing only this word.

 Expected Response Illustration:
file.file
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 Other Responses: 
Nine participants reported data/media/0/Download/u7xbfpdhqf771.jpg as containing the keyword Taenioptynx. Upon 
further analysis, it was discovered that in some search contexts, such as searching the raw file dump, and possibly due 
to the small size of file.file (only 12 bytes), one commonly used commercial forensic tool misattributed file.file's content 
to the file immediately preceding it in the extraction archive, i.e. u7xbfpdhqf771.jpg. Despite this discrepancy, this tool 
did show the expected file location in two other places: under "More" it lists the expected file and, if you hover over the 
highlighted keyword hit (in hex or ASCII).
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Question 14: What is SHA256 hash of the file containing the word Taenioptynx?

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756 Manufacturer ' s 
 Expected Response:

ResponseWebCode

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d75623UUZG

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756247Q88

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d75627U7WG

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7562MYDBJ

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7562U62WX

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7563FVNA6

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7563KBBPV

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7563L3ECB

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7563UZ3CN

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7563XZD8N

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7564PWV2B

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756664BM3

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7566LUAVP

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7566TXZGF

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7567892QC

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9d8924d2d7567MNEPN

8714C878B7E344DFA8E578C944090C992F19CC950805507BCCE8B64063A25F1C7NFHC4

94f5dbb249e44922e7993290a6d4dfc5 (MD5)7TR7CZ

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7567YXY6B

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7568DBKAL

File.file 0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756 
OR u7xbfpdhqf771.jpg  
8714C878B7E344DFA8E578C944090C992F19CC950805507BCCE8B64063A25F1C

8PT6UJ

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7568Z6ED3

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D75696CMUW

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d75696F39J

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7569786VY

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D75697V4FR

LG GSM_LM-X420MM K40.zip/data/media/0/Download/u7xbfpdhqf771.jpg 
8714C878B7E344DFA8E578C944090C992F19CC950805507BCCE8B64063A25F1C 
LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file 
0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756

9A7CHG
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0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7569FXJ2P

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7569GPMN6

8714C878B7E344DFA8E578C944090C992F19CC950805507BCCE8B64063A25F1C9GR8JK

0544D8F0C84B7C141DABA3D2EDA141D07E75576CDE9F0A6A8C9BA9D8924D2D7569HXAYJ

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d7569NP7QZ

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D7569VBVTJ

eb00f3c87de5e2e8fc4106a57177b3f8be76ca223985f50174a24caeac36ebc9AEE66Z

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756BEDQWX

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756BJ8KUY

8714c878b7e344dfa8e578c944090c992f19cc950805507bcce8b64063a25f1cBWDJ36

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756CKE3TU

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756CMDAJF

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756CV7MHE

Not within laboratory's scopeD3UPWH

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756DCYWBH

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756DRCCA8

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756E6RW87

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756EG9GR3

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756ET2Z8T

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756F6WE64

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756GQ67MU

8714c878b7e344dfa8e578c944090c992f19cc950805507bcce8b64063a25f1cGVJ24Q

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756GZABDP

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756HFL6MD

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756HPTRTT

0544d8f0c84b7c141d07e7576cde9f0a6a8c9ba9d8924d2d756J9KCUA

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756JDCGME

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756KHNMYE

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756L8H99X

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756LAK8JQ

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756MRLBLT

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756N3ECEN

0544d8f0c85B7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756P627WA
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0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756PT4ATM

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756QJBJKK

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756QP77KZ

8714c878b7e344dfa8e578c944090c99f19cc950805507bcce8b64063a25f1cQTKQLU

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756QUUVYJ

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756RG3NEM

94f5dbb249e44922e7993290a6d4dfc5RLG2JG

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756RY67PR

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756TKK6AD

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756UYXZ3E

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756VBWUKW

SHA-256: 0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756VNVZ3F

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756W9FEZ2

E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855WA93JW

8714c878b7e344dfa8e578c944090c992f19cc950805507bcce8b64063a25f1cWFWWCN

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756WTJ2JK

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756WUBZXH

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756X9T8AA

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756XFRPTT

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756XRL7HU

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756XTDA69

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756YKZEML

0544d8f0c84b7c141daba3d2eda141d07e7576cde9f0a6a8c9ba9d8924d2d756Z9P8ME

0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756ZDWN3V

Question 14: What is SHA256 hash of the file containing the word Taenioptynx?
0544D8F0C84B7C141DABA3D2EDA141D07E7576CDE9F0A6A8C9BA9D8924D2D756. The 
SHA256 hash 8714c878b7e344dfa8e578c944090c992f19cc950805507bcce8b64063a25f1c 
was also accepted for participants who provided data/media/0/Download/u7xbfpdhqf771.jpg as 
their response to question 13.

 Consensus Result:

 Expected Response Explanation:
Once exported from the extraction, the file can be hashed with any reliable hashing tool.
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 Expected Response Illustration:
hashdeep:  file.file
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Question 15: What words are spoken in the Google Voice voicemail message?

Hello. Hello. Manufacturer ' s 
 Expected Response:

ResponseWebCode

Hello Hello23UUZG

Hello? Hello?247Q88

Hello... Hello...27U7WG

Hello Hello2MYDBJ

Hello Hello2U62WX

Hello Hello3FVNA6

Hello Hello3KBBPV

Hello Hello3L3ECB

"Hello. Hello."3UZ3CN

“Hello. Hello.”3XZD8N

Hello, hello4PWV2B

Hello hello664BM3

Hello, hello6LUAVP

"HELLO HELLO"6TXZGF

"Hello, hello"7892QC

Hello, Hello7MNEPN

Hello hello7NFHC4

Hello, Hello7TR7CZ

Hello. Hello7YXY6B

The word "hello" was said twice.8DBKAL

hello hello8PT6UJ

Hello? Hello?8Z6ED3

Please96CMUW

Hello Hello96F39J

Hello. Hello.9786VY

Hello Hello97V4FR

Hello Hello9A7CHG

Hello Hello9FXJ2P

hello9GPMN6

Hello, hello9GR8JK
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ResponseWebCode

Hello, Hello9HXAYJ

"Hello. Hello."9NP7QZ

Hello. Hello.9VBVTJ

Hello. Hello.AEE66Z

hello helloBEDQWX

“Hello, Hello”BJ8KUY

Hello…HelloBWDJ36

Hello HelloCKE3TU

Hello HelloCMDAJF

hello helloCV7MHE

Hello HelloD3UPWH

hello helloDCYWBH

Hello HelloDRCCA8

Hello HelloE6RW87

Hello, helloEG9GR3

Hello helloET2Z8T

hello helloF6WE64

Hello. Hello.GQ67MU

Hello, helloGVJ24Q

Hello HelloGZABDP

Hello, HelloHFL6MD

Hello. Hello.HPTRTT

Hello? Hello?J9KCUA

"Hello, Hello"JDCGME

hello helloKHNMYE

Hello HelloL8H99X

Hello HelloLAK8JQ

helloMRLBLT

Hallo, HalloN3ECEN

Hello HelloP627WA

Hello HelloPT4ATM

hello helloQJBJKK

hello, helloQP77KZ
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ResponseWebCode

No words are spokenQTKQLU

hello helloQUUVYJ

Hello helloRG3NEM

Hello. Hello.RLG2JG

WelcomeRY67PR

Hello. Hello.TKK6AD

Hello HelloUYXZ3E

Hello?HelloVBWUKW

Hello HelloVNVZ3F

hello helloW9FEZ2

WA93JW

Hello HelloWFWWCN

Hello HelloWTJ2JK

Hello helloWUBZXH

Hello helloX9T8AA

Hello. Hello.XFRPTT

Hello…HelloXRL7HU

Hello. Hello.XTDA69

hello helloYKZEML

HELLO HELLOZ9P8ME

Hello, HelloZDWN3V

Question 15: What words are spoken in the Google Voice voicemail message?
Hello. Hello. Consensus Result:

 Expected Response Explanation:
The only voicemail message on the phone is a Google Voice message. When played, the mp3 contains the spoken 
words  “Hello. Hello.” This message is stored in
/data/data/com.google.android.apps.googlevoice/cache/audio/PCIGVITKFJ5FVCVSCKJBFMUSMDIEAQBQQAUQAE
KAB.mp3.

 Expected Response Illustration:
hashdeep: file.file
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Question 16: What is the content (text) of the SMS message sent on December 11, 2021 at 5:05:41 PM 
UTC+0 ?

Forecast Manufacturer ' s 
 Expected Response:

ResponseWebCode

Forecast23UUZG

Forecast247Q88

Forecast27U7WG

Forecast2MYDBJ

Forecast2U62WX

Forecast3FVNA6

Forecast3KBBPV

Forecast3L3ECB

Forecast3UZ3CN

Forecast3XZD8N

Forecast4PWV2B

Forecast664BM3

Forecast6LUAVP

Forecast6TXZGF

Forecast7892QC

Forecast7MNEPN

Forecast7NFHC4

Forecast7TR7CZ

Forecast7YXY6B

Forecast8DBKAL

Forecast8PT6UJ

Forecast8Z6ED3

Forecast96CMUW

Forecast96F39J

Forecast9786VY

Forecast97V4FR

Forecast9A7CHG

Forecast9FXJ2P

Forecast9GPMN6
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ResponseWebCode

Saturday In the clouds w/ a wintry mix transitioning to rain, possibly falling heavy at times in the 
afternoon. Slight chance of afternoon thunderstorms. Possible snow and ice accumulations of a trace to 1 
inch.  Temperatures: Around 40 Winds: S shifting SW at 30-45 mph rapidly increasing during the 
morning to 55-75 mph then increasing to 70-90 mph w/ gusts up to 105 mph Wind Chill: 5 to 15 
above rising to 15 to 25 above

9GR8JK

Forecast9HXAYJ

Forecast9NP7QZ

Forecast9VBVTJ

ForecastAEE66Z

ForecastBEDQWX

ForecastBJ8KUY

ForecastBWDJ36

ForecastCKE3TU

ForecastCMDAJF

ForecastCV7MHE

ForecastD3UPWH

ForecastDCYWBH

ForecastDRCCA8

ForecastE6RW87

ForecastEG9GR3

ForecastET2Z8T

ForecastF6WE64

ForecastGQ67MU

ForecastGVJ24Q

ForecastGZABDP

ForecastHFL6MD

ForecastHPTRTT

ForecastJ9KCUA

ForecastJDCGME

ForecastKHNMYE

ForecastL8H99X

ForecastLAK8JQ

ForecastMRLBLT

ForecastN3ECEN
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ResponseWebCode

ForecastP627WA

ForecastPT4ATM

ForecastQJBJKK

ForecastQP77KZ

"Forecast"QTKQLU

ForecastQUUVYJ

ForecastRG3NEM

ForecastRLG2JG

ForecastRY67PR

ForecastTKK6AD

forecastUYXZ3E

ForescastVBWUKW

forecastVNVZ3F

ForecastW9FEZ2

ForecastWA93JW

ForecastWFWWCN

ForecastWTJ2JK

ForecastWUBZXH

ForecastX9T8AA

ForecastXFRPTT

ForecastXRL7HU

ForecastXTDA69

ForecastYKZEML

ForecastZ9P8ME

ForecastZDWN3V

Question 16: What is the content (text) of the SMS message sent on December 11, 2021 at 5:05:41 PM 
UTC+0 ?

Forecast Consensus Result:

 Expected Response Explanation:
SMS messages are stored in data/user_de/0/com.android.providers.telephony/databases/mmssms.db. A review of the 
sms table finds one message with the indicated date stamp.
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 Expected Response Illustration:
Cellebrite conversation view
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Question 17: What contact sent the text message (SMS/MMS) regarding a “document” ?

Mike Spitz and/or 17035947989 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Mike Spitz23UUZG

+17035947989 Mike Spitz247Q88

+1619354786027U7WG

Mike Spitz2MYDBJ

Mike Spitz2U62WX

Mike Spitz3FVNA6

Mike Spitz3KBBPV

mike spitz3L3ECB

Mike Spitz (+17035947989)3UZ3CN

Mike Spitz (+17035947989)3XZD8N

Mike Spitz4PWV2B

Mike Spitz664BM3

Mike Spitz6LUAVP

+17035947989 / Mike Spitz6TXZGF

Mike Spitz +170359479897892QC

Mike Spitz (+17035947989)7MNEPN

Mike Spitz7NFHC4

Mike Spitz7TR7CZ

+179359479897YXY6B

Mike Spitz8DBKAL

Mike Spitz8PT6UJ

Mike Spitz8Z6ED3

Mike spitz96CMUW

Mike Spitz96F39J

Mike Spitz9786VY

Mike Spitz97V4FR

Mike Spitz9A7CHG

Mike Spitz9FXJ2P

Mike Spitz   +170359479899GPMN6

Mike Spitz9GR8JK
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ResponseWebCode

Mike Spitz (+17035947989)9HXAYJ

Mike Spitz9NP7QZ

Mike Spitz9VBVTJ

Mike SpitzAEE66Z

Mike SpitzBEDQWX

Mike SpitzBJ8KUY

Mike SpitzBWDJ36

Mike SpitzCKE3TU

Mike Spitz (+17035947989)CMDAJF

Mike SpitzCV7MHE

Mike SpitzD3UPWH

Mike SpitzDCYWBH

Mike SpitzDRCCA8

 Mike Spitz (+17035947989)E6RW87

Mike Spitz (+17035947989)EG9GR3

Mike SpitzET2Z8T

Mike SpitzF6WE64

Mike SpitzGQ67MU

+16193547860GVJ24Q

Mike SpitzGZABDP

Ms. PoloncakHFL6MD

Mike SpitzHPTRTT

Mike SpitzJ9KCUA

Mike Spitz 17035947989JDCGME

Mike SpitzKHNMYE

+17035947989 Mike SpitzL8H99X

Mike SpitzLAK8JQ

Mike SpitzMRLBLT

Mike SpitzN3ECEN

Mike SpitzP627WA

Mike Spitz (+17035947989)PT4ATM

Mike SpitzQJBJKK

Mike SpitzQP77KZ
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ResponseWebCode

Mike SpitzQTKQLU

+17035947989QUUVYJ

Mike Spitz +17035947989RG3NEM

Mike Spitz <+17035947989>RLG2JG

Mike SpitzRY67PR

Mike SpitzTKK6AD

+17035947989 Mike SpitzUYXZ3E

Mike Spitz(+17035947989)VBWUKW

Mike Spitz +17035947989VNVZ3F

Mike SpitzW9FEZ2

Mike SpitzWA93JW

+17035947989WFWWCN

Mike SpitzWTJ2JK

Mike Spitz +17035947989WUBZXH

Mike SpitzX9T8AA

Mike Spitz +17035947989XFRPTT

Mike SpitzXRL7HU

Mike SpitzXTDA69

Mike SpitzYKZEML

Mike Spitz +17035947989Z9P8ME

Mike SpitzZDWN3V

Question 17: What contact sent the text message (SMS/MMS) regarding a “document” ?
Mike Spitz and/or 17035947989 Consensus Result:

 Expected Response Explanation:
SMS messages are stored in data/user_de/0/com.android.providers.telephony/databases/mmssms.db. Searching this 
database will discover a message containing text, “just wondering if you found that document we talked about” sent 
from +17035947989. A review of the contacts database, 
/data/data/com.android.providers.contacts/databases/contacts2.db, shows this number is listed for Mike Spitz.

 Expected Response Illustration:
Cellebrite conversation view
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Question 18: What email address is associated with the contact with the phone number 703-594-7989?

mikespitz.uci@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

mikespitz.uci@gmail.com23UUZG

mikespitz.uci@gmail.com247Q88

mikespitz.uci@gmail.com27U7WG

mikespitz.uci@gmail.com2MYDBJ

mikespitz.uci@gmail.com2U62WX

mikespitz.uci@gmail.com3FVNA6

mikespitz.uci@gmail.com3KBBPV

mikespitz.uci@gmail.com3L3ECB

mikespitz.uci@gmail.com3UZ3CN

mikespitz.uci@gmail.com3XZD8N

mikespitz.uci@gmail.com4PWV2B

mikespitz.uci@gmail.com664BM3

mikespitz.uci@gmail.com6LUAVP

mikespitz.uci@gmail.com6TXZGF

mikespitz.uci@gmail.com7892QC

mikespitz.uci@gmail.com7MNEPN

mikespitz.uci@gmail.com7NFHC4

mikespitz.uci@gmail.com7TR7CZ

mikespitz.uci@gmail.com7YXY6B

mikespitz.uci@gmail.com8DBKAL

mikespitz.uci@gmail.com8PT6UJ

mikespitz.uci@gmail.com8Z6ED3

mikespitz.uci@gmail.com96CMUW

mikespitz.uci@gmail.com96F39J

mikespitz.uci@gmail.com9786VY

mikespitz.uci@gmail.com97V4FR

mikespitz.uci@gmail.com9A7CHG

mikespitz.uci@gmail.com9FXJ2P

mikespitz.uci@gmail.com9GPMN6

mikespitz.uci@gmail.com9GR8JK
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ResponseWebCode

mikespitz.uci@gmail.com9HXAYJ

mikespitz.uci@gmail.com9NP7QZ

mikespitz.uci@gmail.com9VBVTJ

mikespitz.uci@gmail.comAEE66Z

mikespitz.uci@gmail.comBEDQWX

mikespitz.uci@gmail.comBJ8KUY

mikespitz.uci@gmail.comBWDJ36

mikespitz.uci@gmail.comCKE3TU

mikespitz.uci@gmail.comCMDAJF

mikespitz.uci@gmail.comCV7MHE

mikespitz.uci@gmail.comD3UPWH

mikespitz.uci@gmail.comDCYWBH

mikespitz.uci@gmail.comDRCCA8

Mikespritz.uci@gmail.comE6RW87

mikespitz.uci@gmail.comEG9GR3

mikespitz.uci@gmail.comET2Z8T

mikespitz.uci@gmail.comF6WE64

mikespitz.uci@gmail.comGQ67MU

mikespitz.uci@gmail.comGVJ24Q

mikespitz.uci@gmail.comGZABDP

mikespitz.uci@gmail.comHFL6MD

mikespitz.uci@gmail.comHPTRTT

mikespitz.uci@gmail.comJ9KCUA

mikespitz.uci@gmail.comJDCGME

mikespitz.uci@gmail.comKHNMYE

mikespitz.uci@gmail.comL8H99X

mikespitz.uci@gmail.comLAK8JQ

mikespitz.uci@gmail.comMRLBLT

mikespitz.uci@gmail.comN3ECEN

mikespitz.uci@gmail.comP627WA

mikespitz.uci@gmail.comPT4ATM

mikespitz.uci@gmail.comQJBJKK

mikespitz.uci@gmail.comQP77KZ
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ResponseWebCode

mikespitz.uci@gmail.comQTKQLU

mikespitz.uci@gmail.comQUUVYJ

mikespitz.uci@gmail.comRG3NEM

mikespitz.uci@gmail.comRLG2JG

mikespitz.uci@gmail.comRY67PR

mikespitz.uci@gmail.comTKK6AD

mikespitz.uci@gmail.comUYXZ3E

mikespitz.uci@gmail.comVBWUKW

mikespitz.uci@gmail.comVNVZ3F

mikespitz.uci@gmail.comW9FEZ2

mikespitz.uci@gmail.comWA93JW

mikespitz.uci@gmail.comWFWWCN

mikespitz.uci@gmail.comWTJ2JK

mikespitz.uci@gmail.comWUBZXH

mikespitz.uci@gmail.comX9T8AA

mikespitz.uci@gmail.comXFRPTT

mikespitz.uci@gmail.comXRL7HU

mikespitz.uci@gmail.comXTDA69

mikespitz.uci@gmail.comYKZEML

mikespitz.uci@gmail.comZ9P8ME

mikespitz.uci@gmail.comZDWN3V

Question 18: What email address is associated with the contact with the phone number 703-594-7989?
mikespitz.uci@gmail.com Consensus Result:

 Expected Response Explanation:
Contact information is stored in /data/data/com.android.providers.contacts/databases/contacts2.db. Review of this 
database for 703-594-7989 finds an entry in the phone_lookup table with “raw_contact_id” of 358 for “Mike Spitz.” In 
the “data” table, records for raw_contact_id lists the email address mikespitz.uci@gmail.com.
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 Expected Response Illustration:
contacts2.db:data

Cellebrite contact pane

( 72 )Printed:  07-June-2022 Copyright ©2022 CTS, Inc



Mobile Digital Evidence Test 22-5550

TABLE 1
 Question 19 - Examination Questions

Question 19: What status does the call log database show for the call associated with phone number 
833-690-0646 on December 8, 2021 at 11:44? (e.g. Answered, Outgoing, Missed, Voicemail, Rejected, 
Blocked, WiFI)

Outgoing and/or Answered Manufacturer ' s 
 Expected Response:

ResponseWebCode

Answered23UUZG

Answered247Q88

Answered27U7WG

Outgoing2MYDBJ

Answered2U62WX

Answered3FVNA6

Answered3KBBPV

Answered3L3ECB

Answered3UZ3CN

Answered3XZD8N

Answered4PWV2B

Answered664BM3

Outgoing, Answered6LUAVP

Outgoing6TXZGF

Outgoing & Answered7892QC

Outgoing, Answered7MNEPN

Answered7NFHC4

Answered7TR7CZ

Answered7YXY6B

The direction of the call is outgoing, the status is answered.8DBKAL

Answered8PT6UJ

Answered8Z6ED3

Answered96CMUW

Answered96F39J

Answered9786VY

Answered97V4FR

Answered9A7CHG

Answered9FXJ2P

Answered9GPMN6
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ResponseWebCode

Answered9GR8JK

Outgoing9HXAYJ

Outgoing, Answered9NP7QZ

Answered9VBVTJ

AnsweredAEE66Z

AnsweredBEDQWX

AnsweredBJ8KUY

AnsweredBWDJ36

AnsweredCKE3TU

AnsweredCMDAJF

AnsweredCV7MHE

AnsweredD3UPWH

Outgoing, AnsweredDCYWBH

AnsweredDRCCA8

OutgoingE6RW87

Outgoing, AnsweredEG9GR3

AnsweredET2Z8T

AnsweredF6WE64

AnsweredGQ67MU

AnsweredGVJ24Q

AnsweredGZABDP

AnsweredHFL6MD

AnsweredHPTRTT

AnsweredJ9KCUA

AnsweredJDCGME

AnsweredKHNMYE

OutgoingL8H99X

OutgoingLAK8JQ

AsweredMRLBLT

Outgoing, AnsweredN3ECEN

AnsweredP627WA

calllog.dbPT4ATM

AnsweredQJBJKK
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ResponseWebCode

AnsweredQP77KZ

Outgoing AnsweredQTKQLU

AnsweredQUUVYJ

Outgoing - AnsweredRG3NEM

OutgoingRLG2JG

AnsweredRY67PR

OutgoingTKK6AD

Outgoing call (Answered)UYXZ3E

Answered(Outgoing)VBWUKW

Status: AnsweredVNVZ3F

AnsweredW9FEZ2

OutgoingWA93JW

AnsweredWFWWCN

AnsweredWTJ2JK

Outgoing - AnsweredWUBZXH

Outgoing, AnsweredX9T8AA

AnsweredXFRPTT

OutgoingXRL7HU

Answered and OutgoingXTDA69

AnsweredYKZEML

AnsweredZ9P8ME

Outgoing (outgoing call that was answered)ZDWN3V

Question 19: What status does the call log database show for the call associated with phone number 
833-690-0646 on December 8, 2021 at 11:44? (e.g. Answered, Outgoing, Missed, Voicemail, Rejected, 
Blocked, WiFI)

Outgoing and/or Answered Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. A review of this database 
finds the record for the call referenced in the question (in the calls table) with type “2” (outgoing). "Status" in this case is 
inferred from the duration of the call.
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 Expected Response Illustration:
Cellebrite "Call Log" table selection showing call on 12/8/2021 at 11:44

calllog.db
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Question 20: From what contact did the user reject a call? Provide full name.

Rosa Vega Manufacturer ' s 
 Expected Response:

ResponseWebCode

ROS A VEGA23UUZG

+14348422230 ROSA VEGA247Q88

ROSA VEGA27U7WG

ROSA VEGA2MYDBJ

ROSA VEGA2U62WX

ROSA VEGA3FVNA6

ROSA VEGA3KBBPV

ROSA VEGA3L3ECB

ROSA VEGA3UZ3CN

ROSA VEGA3XZD8N

ROSA VEGA4PWV2B

ROSA VEGA664BM3

ROSA VEGA6LUAVP

ROSA VEGA6TXZGF

ROSA VEGA +143484222307892QC

Rosa Vega7MNEPN

ROSA VEGA7NFHC4

ROSA VEGA7TR7CZ

ROSA VEGA7YXY6B

A call was declined from the contact ROSA VEGA.8DBKAL

ROSA VEGA8PT6UJ

ROSA VEGA8Z6ED3

ROSE VEGA96CMUW

Rosa Vega96F39J

ROSA VEGA9786VY

ROSA VEGA97V4FR

ROSA VEGA9A7CHG

ROSA VEGA9FXJ2P

ROSA VEGA9GPMN6

ROSA VEGA9GR8JK
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ResponseWebCode

ROSA VEGA9HXAYJ

+17034544839    TelephonyConnectionService F.USVirginia9NP7QZ

ROSA VEGA9VBVTJ

ROSA VEGAAEE66Z

Rosa VegaBEDQWX

ROSA VEGABJ8KUY

Rosa VegaBWDJ36

Rosa VegaCKE3TU

+17034544839CMDAJF

ROSA VEGACV7MHE

ROSA VEGAD3UPWH

Rosa VegaDCYWBH

ROSA VEGADRCCA8

ROSA VEGAE6RW87

ROSA VEGAEG9GR3

ROSA VEGAET2Z8T

ROSA VEGAF6WE64

ROSA VEGAGQ67MU

ROSA VEGAGVJ24Q

Rosa VegaGZABDP

Rosa VegaHFL6MD

ROSA VEGAHPTRTT

ROSA VEGAJ9KCUA

ROSA VEGAJDCGME

ROSA VEGAKHNMYE

ROSA VEGAL8H99X

ROSA VEGALAK8JQ

Rosa VegaMRLBLT

ROSA VEGAN3ECEN

ROSA VEGAP627WA

ROSA VEGAPT4ATM

ROSA VEGAQJBJKK

ROSA VEGAQP77KZ
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ResponseWebCode

ROSA VEGAQTKQLU

ROSA VEGAQUUVYJ

ROSA VEGARG3NEM

ROSA VEGARLG2JG

ROSA VEGARY67PR

Rosa VegaTKK6AD

Rosa Vega +14348422230UYXZ3E

ROSA VEGAVBWUKW

Not within Laboratory’s scopeVNVZ3F

ROSA VEGAW9FEZ2

ROSA VEGAWA93JW

ROSA VEGAWFWWCN

ROSA VEGAWTJ2JK

ROSA VEGAWUBZXH

ROSA VEGAX9T8AA

+14348422230 ROSA VEGAXFRPTT

Rosa VegaXRL7HU

ROSA VEGAXTDA69

ROSA VEGAYKZEML

Unable to locate a rejected call.  There are two missed calls (outcoming) from Rosa Vega 
+14348422230 and Conditional Fwd To Gv *745713077168.  There was two missed calls (incoming) 
from +17034544839. I have looked at the reject calls database but unable to locate any regretted calls.

Z9P8ME

Rosa VegaZDWN3V

Question 20: From what contact did the user reject a call? Provide full name.
Rosa Vega Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. A review of the log for 
rejected calls shows only one from +14348422230, Rosa Vega.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing reject call
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Question 21: What was the duration of the call dated on December 8, 2021 at 11:44, referenced in 
question 19? Please provide your response in the following format: hours, minutes and seconds, e.g. 
01:01:01.

00:09:49 Manufacturer ' s 
 Expected Response:

ResponseWebCode

00:09:4923UUZG

00:09:49247Q88

00:09:4927U7WG

00:09:492MYDBJ

00:09:492U62WX

00:09:493FVNA6

00:09:493KBBPV

00:09:493L3ECB

00:09:493UZ3CN

00:09:493XZD8N

00:09:494PWV2B

00:09:49664BM3

00:09:496LUAVP

00:09:496TXZGF

00:09:497892QC

00:09:497MNEPN

00:09:497NFHC4

00:09:497TR7CZ

00:09:497YXY6B

00:00:589 OR 00:09:498DBKAL

00:09:498PT6UJ

00:09:498Z6ED3

00:09:4996CMUW

00:09:4996F39J

00:09:499786VY

00:09:4997V4FR

00:09:499A7CHG

00:09:499FXJ2P

00:09:499GPMN6
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ResponseWebCode

00:09:499GR8JK

00:09:499HXAYJ

00:09:499NP7QZ

00:09:499VBVTJ

00:09:49AEE66Z

00:09:49BEDQWX

00:09:49BJ8KUY

00:09:49BWDJ36

00:09:49CKE3TU

00:09:49CMDAJF

00:09:49CV7MHE

00:09:49D3UPWH

00:09:49DCYWBH

00:09:49DRCCA8

00:09:49E6RW87

00:09:49EG9GR3

00:09:49ET2Z8T

00:09:49F6WE64

00:09:49GQ67MU

00:09:49GVJ24Q

00:09:49GZABDP

00:09:49HFL6MD

00:09:49HPTRTT

00:09:49J9KCUA

00:09:49JDCGME

00:09:49KHNMYE

00:09:49L8H99X

00:09:49LAK8JQ

00:09:49MRLBLT

00:09:49N3ECEN

00:09:49P627WA

00:09:49PT4ATM

00:09:49QJBJKK
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ResponseWebCode

00:09:49QP77KZ

00:09:49QTKQLU

00:09:49QUUVYJ

00:09:49RG3NEM

00:09:49RLG2JG

00:09:49RY67PR

00:09:49TKK6AD

00:09:49UYXZ3E

00:09:49VBWUKW

00:09:49VNVZ3F

00:09:49W9FEZ2

00:09:49WA93JW

00:09:49WFWWCN

00:09:49WTJ2JK

00:09:49WUBZXH

00:09:49X9T8AA

00:09:49XFRPTT

00:09:49XRL7HU

00:09:49XTDA69

00:09:49YKZEML

00:09:49Z9P8ME

00:09:49ZDWN3V

Question 21: What was the duration of the call dated on December 8, 2021 at 11:44, referenced in 
question 19? Please provide your response in the following format: hours, minutes and seconds, e.g. 
01:01:01.

00:09:49 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing outgoing call December 8, 2021 to “Mickey”
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Question 22: What was the date and time of the last incoming call? Provide your response in UTC+0, 
using the automatic picker to select the date and time (24-hour).

2021-12-12 21:46 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2021-12-12 21:4623UUZG

2021-12-12 21:46247Q88

2021-12-12 21:4627U7WG

2021-12-12 21:462MYDBJ

2021-12-12 21:462U62WX

2021-12-12 21:463FVNA6

2021-12-12 09:463KBBPV

2021-12-12 21:463L3ECB

2021-12-12 21:463UZ3CN

2021-12-12 21:463XZD8N

2021-12-12 21:464PWV2B

2021-12-12 21:46664BM3

2021-12-12 21:466LUAVP

2021-12-12 21:466TXZGF

2021-12-12 21:467892QC

2021-12-12 21:467MNEPN

2021-12-12 21:467NFHC4

2021-12-13 02:337TR7CZ

2021-12-12 21:467YXY6B

2021-12-12 21:468DBKAL

2021-12-12 21:468PT6UJ

2021-12-12 21:468Z6ED3

2021-12-13 02:3396CMUW

2021-12-12 21:4696F39J

2021-12-12 21:469786VY

2021-12-12 21:4697V4FR

2021-12-12 21:469A7CHG

2021-12-13 02:339FXJ2P

2021-12-13 02:339GPMN6
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ResponseWebCode

2021-12-12 21:469GR8JK

2021-12-12 21:469HXAYJ

2021-12-12 21:469NP7QZ

2021-12-12 21:469VBVTJ

2021-12-12 21:46AEE66Z

2021-12-12 21:46BEDQWX

2021-12-12 21:46BJ8KUY

2021-12-12 21:46BWDJ36

2021-12-12 09:46CKE3TU

2021-12-12 21:46CMDAJF

2021-12-12 21:46CV7MHE

2021-12-12 21:46D3UPWH

2021-12-12 21:46DCYWBH

2021-12-12 21:46DRCCA8

2021-12-12 21:46E6RW87

2021-12-12 21:46EG9GR3

2021-12-12 21:46ET2Z8T

2021-12-13 02:33F6WE64

2021-12-12 21:46GQ67MU

2021-12-12 21:46GVJ24Q

2021-12-12 21:46GZABDP

2021-12-13 02:33HFL6MD

2021-12-12 21:46HPTRTT

2021-12-12 21:46J9KCUA

2021-12-08 21:46JDCGME

2021-12-12 21:46KHNMYE

2021-12-12 21:46L8H99X

2021-12-12 21:46LAK8JQ

2021-12-12 21:46MRLBLT

2021-12-12 21:46N3ECEN

2021-12-12 09:46P627WA

2021-12-12 09:46PT4ATM

2021-12-12 21:46QJBJKK
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ResponseWebCode

2021-12-12 21:46QP77KZ

2021-12-12 21:46QTKQLU

2021-12-12 21:46QUUVYJ

2021-12-12 21:46RG3NEM

2021-12-12 21:43RLG2JG

2021-12-13 02:33RY67PR

2021-12-12 21:46TKK6AD

2021-12-12 21:46UYXZ3E

2021-12-12 21:46VBWUKW

2021-12-12 21:46VNVZ3F

2021-12-12 09:46W9FEZ2

2021-12-12 21:46WA93JW

2021-12-12 21:46WFWWCN

2021-12-12 21:46WTJ2JK

2021-12-12 21:46WUBZXH

2021-12-12 21:46X9T8AA

2021-12-12 21:46XFRPTT

2021-12-12 21:46XRL7HU

2021-12-12 21:46XTDA69

2021-12-12 21:46YKZEML

2021-12-12 21:46Z9P8ME

2021-12-12 21:46ZDWN3V

Question 22: What was the date and time of the last incoming call? Provide your response in UTC+0, 
using the automatic picker to select the date and time (24-hour).

2021-12-12 21:46 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. Filtering the list for 
Answered calls and sorting by timestamp identifies the first call answered at 12/12/2021 9:46 PM(UTC+0) (24-hour: 
21:46).
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 Expected Response Illustration:
Cellebrite "Call Log" table selection showing answered call
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Question 23: What is the user’s Instagram account username?

joemarcona Manufacturer ' s 
 Expected Response:

ResponseWebCode

joemarcona23UUZG

joemarcona247Q88

joemarcona27U7WG

Joemarcona2MYDBJ

joemarcona2U62WX

joemarcona3FVNA6

joemarcona3KBBPV

joemarcona3L3ECB

joemarcona3UZ3CN

joemarcona3XZD8N

joemarcona4PWV2B

Joemarcona664BM3

joemarcona6LUAVP

joemarcona6TXZGF

joemarcona7892QC

joemarcona7MNEPN

joemarcona7NFHC4

joemarcona7TR7CZ

joemarcona7YXY6B

The user's Instagram account username is "joemarcona".8DBKAL

joemarcona8PT6UJ

joemarcona8Z6ED3

Joemarcona96CMUW

joemarcona96F39J

joemarcona9786VY

joemarcona97V4FR

joemarcona9A7CHG

joemarcona9FXJ2P

joemarcona9GPMN6

joemarcona9GR8JK
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ResponseWebCode

joemarcona9HXAYJ

joemarcona9NP7QZ

joemarcona9VBVTJ

joemarconaAEE66Z

joemarconaBEDQWX

joemarconaBJ8KUY

joemarconaBWDJ36

joemarconaCKE3TU

joemarconaCMDAJF

joemarconaCV7MHE

joemarconaD3UPWH

joemarconaDCYWBH

joemarconaDRCCA8

joemarconaE6RW87

joemarconaEG9GR3

joemarconaET2Z8T

joemarconaF6WE64

joemarconaGQ67MU

joemarconaGVJ24Q

joemarconaGZABDP

joemarconaHFL6MD

joemarconaHPTRTT

joemarconaJ9KCUA

joemarconaJDCGME

joemarconaKHNMYE

joemarconaL8H99X

joemarconaLAK8JQ

joemarconaMRLBLT

joemarconaN3ECEN

joemarconaP627WA

joe MarconaPT4ATM

joemarconaQJBJKK

joemarconaQP77KZ
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ResponseWebCode

"joemarcona"QTKQLU

joemarconaQUUVYJ

joemarconaRG3NEM

joemarconaRLG2JG

joemarconaRY67PR

joemarconaTKK6AD

joemarconaUYXZ3E

joemarconaVBWUKW

joemarconaVNVZ3F

joemarconaW9FEZ2

joemarconaWA93JW

joemarconaWFWWCN

joemarconaWTJ2JK

joemarconaWUBZXH

joemarconaX9T8AA

joemarconaXFRPTT

joemarconaXRL7HU

joemarconaXTDA69

joemarconaYKZEML

JoemarconaZ9P8ME

joemarconaZDWN3V

Question 23: What is the user’s Instagram account username?
joemarcona Consensus Result:

 Expected Response Explanation:
Settings and preferences for the Instagram app are stored in 
/data/data/com.instagram.android/shared_prefs/com.instagram.android_preferences.xml.

 Expected Response Illustration:
com.instagram.android_preferences.xml
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Cellebrite User account pane for Instagram
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Question 24: According to the Google Fitness app, what activity did the user participate in during their 
exercise session beginning on January 8, 2022 (local time)?

Yoga or Afternoon Yoga Manufacturer ' s 
 Expected Response:

ResponseWebCode

Afternoon Yoga23UUZG

Afternoon yoga247Q88

Afternoon Yoga27U7WG

Afternoon yoga2MYDBJ

Afternoon yoga2U62WX

yoga3FVNA6

yoga3KBBPV

yoga3L3ECB

Afternoon yoga3UZ3CN

Afternoon yoga3XZD8N

Yoga4PWV2B

Yoga664BM3

yoga (Afternoon yoga)6LUAVP

yoga6TXZGF

Afternoon yoga7892QC

yoga7MNEPN

yoga7NFHC4

Yoga7TR7CZ

yoga7YXY6B

yoga8DBKAL

Yoga or afternoon yoga8PT6UJ

Afternoon Yoga8Z6ED3

Post Videos on TikTok96CMUW

yoga96F39J

Afternoon yoga9786VY

Afternoon yoga97V4FR

Yoga / Afternoon yoga9A7CHG

Yoga9FXJ2P

Yoga9GPMN6
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ResponseWebCode

yoga9GR8JK

Yoga9HXAYJ

yoga9NP7QZ

Afternoon  yoga9VBVTJ

PurchaseAEE66Z

Afternoon YogaBEDQWX

Afternoon yogaBJ8KUY

Afternoon yogaBWDJ36

YogaCKE3TU

Afternoon YogaCMDAJF

yogaCV7MHE

Not within laboratory's scopeD3UPWH

yogaDCYWBH

Afternoon YogaDRCCA8

yogaE6RW87

(Afternoon) yogaEG9GR3

yogaET2Z8T

yogaF6WE64

Afternoon yogaGQ67MU

YogaGVJ24Q

InstallationGZABDP

Afternoon YogaHFL6MD

Afternoon yogaHPTRTT

J9KCUA

afternoon yogaJDCGME

yogaKHNMYE

Afternoon yogaL8H99X

yogaLAK8JQ

yogaMRLBLT

RunningN3ECEN

Afternoon YogaP627WA

TikTok app launch or TikTokWorkerPT4ATM

YogaQJBJKK
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ResponseWebCode

Afternoon yogaQP77KZ

YogaQTKQLU

yogaQUUVYJ

Afternoon yogaRG3NEM

RunningRLG2JG

YogaRY67PR

Afternoon yogaTKK6AD

yogaUYXZ3E

yogaVBWUKW

Afternoon yogaVNVZ3F

Afternoon yogaW9FEZ2

-WA93JW

yogaWFWWCN

YogaWTJ2JK

Afternoon yogaWUBZXH

yogaX9T8AA

Afternoon yogaXFRPTT

Afternoon yogaXRL7HU

Afternoon yogaXTDA69

yogaYKZEML

YogaZ9P8ME

yoga (afternoon yoga)ZDWN3V

Question 24: According to the Google Fitness app, what activity did the user participate in during their 
exercise session beginning on January 8, 2022 (local time)?

Yoga or Afternoon Yoga Consensus Result:

 Expected Response Explanation:
The session dated January 8 specifies the active mode as “yoga”. This information is found in the Google Fitness app 
session data is stored in /data/data/com.google.android.apps.fitness/files/accounts/1/session_database.db.
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 Expected Response Illustration:
Google fit app database session_entries table
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Question 25: What location did the user recently navigate to in the Waze app? Please provide the name of 
the locale.

Westmoreland, VA or Westmoreland Manufacturer ' s 
 Expected Response:

ResponseWebCode

Westmoreland, VA23UUZG

Westmoreland, VA247Q88

Westmoreland, VA27U7WG

Westmoreland, VA2MYDBJ

Westmoreland, VA2U62WX

Westmoreland, VA3FVNA6

Westmoreland, VA3KBBPV

Westmoreland, VA3L3ECB

Westmoreland, VA3UZ3CN

Westmoreland, VA3XZD8N

Westmoreland4PWV2B

Westmoreland664BM3

Westmoreland, VA6LUAVP

Westmoreland (Westmoreland, VA 22488, USA)6TXZGF

Westmoreland, VA7892QC

Westmoreland, VA7MNEPN

Westmoreland, VA7NFHC4

Westmoreland, VA7TR7CZ

Westmoreland, VA7YXY6B

Westmoreland, VA was navigated on 1/9/2022.8DBKAL

Westmoreland, VA8PT6UJ

Westmoreland, VA8Z6ED3

Westmoreland, VA96CMUW

Westmoreland96F39J

Westmoreland9786VY

Westmoreland, VA97V4FR

Westmoreland, VA9A7CHG

Westmoreland9FXJ2P

Westmoreland, VA9GPMN6
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ResponseWebCode

Westmoreland, VA9GR8JK

Westmoreland9HXAYJ

Westmoreland, VA9NP7QZ

Westmoreland, VA9VBVTJ

Westmoreland, VAAEE66Z

Westmoreland, VABEDQWX

WestmorelandBJ8KUY

WestmorelandBWDJ36

Westmoreland, VACKE3TU

Westmoreland, VACMDAJF

Westmoreland, VACV7MHE

Westmoreland, VAD3UPWH

Westmoreland, VADCYWBH

Westmoreland, VADRCCA8

Westmoreland, VAE6RW87

Westmoreland, VAEG9GR3

WestmorelandET2Z8T

Westmoreland, VAF6WE64

Westmoreland, VAGQ67MU

WestmorelandGVJ24Q

Westmoreland, VAGZABDP

Westmoreland, VAHFL6MD

Westmoreland, VAHPTRTT

Westmoreland, VAJ9KCUA

Westmoreland, VAJDCGME

Westmoreland, VAKHNMYE

Westmoreland, VAL8H99X

WestmorelandLAK8JQ

Westmoreland, VAMRLBLT

Westmoreland, VAN3ECEN

Westmoreland, VAP627WA

Westmoreland, VAPT4ATM

Westmoreland, VAQJBJKK
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ResponseWebCode

Westmoreland, VAQP77KZ

Westmoreland, VAQTKQLU

WestmorelandQUUVYJ

WestmorelandRG3NEM

Westmoreland, VARLG2JG

WestmorelandRY67PR

WestmorelandTKK6AD

Westmoreland, VAUYXZ3E

Westmoreland, VAVBWUKW

Westmoreland, VAVNVZ3F

Westmoreland, VAW9FEZ2

Westmoreland, VAWA93JW

WestmorelandWFWWCN

WestmorelandWTJ2JK

WestmorelandWUBZXH

WestmorelandX9T8AA

Westmoreland, VAXFRPTT

Westmoreland, VAXRL7HU

Westmoreland, VAXTDA69

Westmoreland, VAYKZEML

WestmorelandZ9P8ME

Westmoreland, VAZDWN3V

Question 25: What location did the user recently navigate to in the Waze app? Please provide the name of 
the locale.

Westmoreland, VA or Westmoreland Consensus Result:

 Expected Response Explanation:
Data for the Waze app is stored in /data/data/com.waze/user.db. The “RECENTS” and “PLACES” tables contain one 
entry with  name “Westmoreland.”
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 Expected Response Illustration:
user.db (Waze)
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Question 26: Provide the contents of the Google Keep note created by the user on December 12, 2021 at 
11:56:34 PM(UTC+0). Report exactly as shown by the device.

Ptil0psis Manufacturer ' s 
 Expected Response:

ResponseWebCode

Ptil0ps is23UUZG

Ptil0psis247Q88

Ptil0psis27U7WG

Ptil0psis2MYDBJ

Ptil0psis2U62WX

Ptil0psis3FVNA6

Ptil0psis3KBBPV

Ptil0psis3L3ECB

Ptil0psis3UZ3CN

Ptil0psis3XZD8N

Ptil0psis4PWV2B

Ptil0psis664BM3

Ptil0psis6LUAVP

Ptil0psis6TXZGF

Ptil0psis7892QC

Ptil0psis7MNEPN

Ptil0psis7NFHC4

Ptil0psis7TR7CZ

Ptil0psis7YXY6B

Ptil0psis8DBKAL

Ptil0psis8PT6UJ

Ptil0psis8Z6ED3

Ptil0psis96CMUW

Ptil0psis96F39J

Ptil0psis9786VY

Ptil0psis97V4FR

Ptil0psis9A7CHG

Ptil0psis9FXJ2P

Ptil0psis9GPMN6
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ResponseWebCode

Ptil0psis9GR8JK

Ptil0psis9HXAYJ

Ptil0psis9NP7QZ

Ptil0psis9VBVTJ

Ptil0psisAEE66Z

Ptil0psisBEDQWX

Ptil0psisBJ8KUY

Ptil0psisBWDJ36

Pti10psisCKE3TU

Ptil0psisCMDAJF

Ptil0psisCV7MHE

Ptil0psisD3UPWH

Ptil0psisDCYWBH

Ptil0psisDRCCA8

Ptil0psisE6RW87

PtilOpsisEG9GR3

Ptil0psisET2Z8T

Ptil0psisF6WE64

Ptil0psisGQ67MU

Ptil0psisGVJ24Q

Ptil0psisGZABDP

Ptil0psisHFL6MD

Ptil0psisHPTRTT

Ptil0psisJ9KCUA

Ptil0psisJDCGME

Ptil0psisKHNMYE

Ptil0psisL8H99X

Ptil0psisLAK8JQ

Ptil0psisMRLBLT

Ptil0psisN3ECEN

Ptil0psisP627WA

Ptil0psisPT4ATM

Ptil0psisQJBJKK
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ResponseWebCode

Ptil0psisQP77KZ

Ptil0psisQTKQLU

Ptil0psisQUUVYJ

Ptil0psisRG3NEM

Ptil0psisRLG2JG

Ptil0psisRY67PR

Ptil0psisTKK6AD

Ptil0psisUYXZ3E

Ptil0psisVBWUKW

PtilOpsisVNVZ3F

PtilopsisW9FEZ2

Ptil0psisWA93JW

Ptil0psisWFWWCN

Ptil0psisWTJ2JK

Ptil0psisWUBZXH

Ptil0psisX9T8AA

Ptil0psisXFRPTT

Ptil0psisXRL7HU

Ptil0psisXTDA69

Ptil0psisYKZEML

Ptil0psisZ9P8ME

Ptil0psisZDWN3V

Question 26: Provide the contents of the Google Keep note created by the user on December 12, 2021 at 
11:56:34 PM(UTC+0). Report exactly as shown by the device.

Ptil0psis Consensus Result:

 Expected Response Explanation:
Google Keep Notes are stored in  /data/data/com.google.android.keep/databases/keep.db.
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 Expected Response Illustration:
keep.db
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Question 27: Provide the text that appears in the photo taken near Lat/Long 37.497365, -77.044665.

“LOVE” or “VIRGINIA IS FOR LOVERS” Manufacturer ' s 
 Expected Response:

ResponseWebCode

LOVE VIRGINIA IS FOR LOVERS23UUZG

LOVE247Q88

Virginia is for Lovers27U7WG

LOVE2MYDBJ

LOVE VIRGINIA IS FOR LOVERS Virginia.org2U62WX

LOVE3FVNA6

LOVE3KBBPV

LOVE3L3ECB

LOVE3UZ3CN

LOVE3XZD8N

LOVE4PWV2B

LOVE VIRGINIA IS FOR LOVERS Virginia.org664BM3

LOVE – VIRGINIA IS FOR LOVERS6LUAVP

LOVE / VIRGINIA IS FOR LOVERS / Virginia.org6TXZGF

LOVE7892QC

LOVE7MNEPN

LOVE7NFHC4

LOVE7TR7CZ

LOVE, VIRGINIA is FOR LOVERS Virginia.org7YXY6B

There is a statue of the word "LOVE", and inside of the "O" it says "VIRGINIA IS FOR LOVERS".8DBKAL

LOVE8PT6UJ

LOVE VIRGINIA IS FOR LOVERS Virginia.org8Z6ED3

LOVE96CMUW

LOVE96F39J

LOVE9786VY

LOVE VIRGINIA IS FOR LOVERS97V4FR

LOVE9A7CHG

LOVE9FXJ2P

LOVE9GPMN6

VIRGINIA IS FOR LOVERS9GR8JK
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ResponseWebCode

LOVE9HXAYJ

LOVE9NP7QZ

LOVE (Virginia is for Lovers Virginia.org)9VBVTJ

LOVE VIRGINIA IS FOR LOVERSAEE66Z

LOVEBEDQWX

LOVEBJ8KUY

LOVE  (“VIRGINIA IS FOR LOVERS Virginia.org”can be seen inside the “O” in “LOVE”)BWDJ36

LOVECKE3TU

LOVECMDAJF

LOVECV7MHE

LOVED3UPWH

LOVEDCYWBH

LoveDRCCA8

LOVEE6RW87

LOVEEG9GR3

LOVEET2Z8T

LOVEF6WE64

LOVEGQ67MU

LOVEGVJ24Q

LOVEGZABDP

LOVEHFL6MD

LOVEHPTRTT

"LOVE" with "VIRGINIA IS FOR LOVERS Virginia.org" inside of the "O" in "LOVE"J9KCUA

Love Virginia is for Lovers Virginia.orgJDCGME

LOVEKHNMYE

LOVE VIRGINIA IS FOR LOVERS Virginia.orgL8H99X

LOVELAK8JQ

loveMRLBLT

LOVEN3ECEN

LOVE VIRGINIA IS FOR LOVERSP627WA

LovePT4ATM

LOVEQJBJKK

Virginia is for lovers Virginia.orgQP77KZ
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ResponseWebCode

LoveQTKQLU

LOVEQUUVYJ

LOVERG3NEM

loveRLG2JG

LOVERY67PR

LOVETKK6AD

Love, Virginia Is For Lovers, Virginia.orgUYXZ3E

LOVE (VIRGINIA IS FOR LOVERS)VBWUKW

LOVEVNVZ3F

LOVE VIRGINIA IS FOR LOVERSW9FEZ2

LOVEWA93JW

LOVEWFWWCN

LOVEWTJ2JK

LOVEWUBZXH

LOVEX9T8AA

LOVEXFRPTT

Virginia is for lovers Virginia.orgXRL7HU

LOVEXTDA69

LOVEYKZEML

LOVEZ9P8ME

LOVE (small sign behind also says Virginia is for lovers)ZDWN3V

Question 27: Provide the text that appears in the photo taken near Lat/Long 37.497365, -77.044665.
"LOVE” or “VIRGINIA IS FOR LOVERS” Consensus Result:

 Expected Response Explanation:
Keyword searching the extraction for text matching either of the above coordinate values will identify the photo with the 
embedded GPS coordinates.
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 Expected Response Illustration:
Cellebrite search for 37.49736

IMG_20211205_124640789_HDR.jpg
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Question 28: What did the user schedule for December 31, 2021?

Party @ mike's Manufacturer ' s 
 Expected Response:

ResponseWebCode

Party @ mike's23UUZG

Party @ mike's247Q88

Party @ mike's27U7WG

Party @ mike's2MYDBJ

Party @ mike's2U62WX

Party @ mike's3FVNA6

Party @ mike's3KBBPV

Party @ mike's3L3ECB

Party @ mike's3UZ3CN

Party @ mike’s3XZD8N

Party @ mike's4PWV2B

Party @ mike's664BM3

Party @ mike's6LUAVP

Party @ mike's6TXZGF

Party @ mike's7892QC

Party @ mike's7MNEPN

Party @ mike's7NFHC4

Party@mike's7TR7CZ

New Year's Eve7YXY6B

The event "Party @ Mike's" is scheduled for 12/31/2021 11:15:00 PM to 1/1/2022 5:30:00 AM in the 
device's Google Calendar Events.

8DBKAL

Party @ mike's8PT6UJ

Party @ mike's8Z6ED3

Party at mike’s96CMUW

Party@mike's96F39J

Party @ mike's9786VY

Party @ Mike's97V4FR

Party @ mike's9A7CHG

Party @ mike's9FXJ2P

Party @ mike's9GPMN6

Party @ mike's9GR8JK
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ResponseWebCode

Party @ mike's9HXAYJ

Party @ mike's, start at 23:15:00 (UTC+0).9NP7QZ

Party @ mike's9VBVTJ

Party @ mike'sAEE66Z

Party @ mike'sBEDQWX

Party @ mike'sBJ8KUY

Party @ mike’sBWDJ36

Party @ mike'sCKE3TU

Party @ mike'sCMDAJF

Party @ mike'sCV7MHE

Party @ mike'sD3UPWH

Party @ mike'sDCYWBH

Party @ mike'sDRCCA8

Party @ mike’sE6RW87

Party@Mike's (Party at Mike's)EG9GR3

Party @ mike'sET2Z8T

Party @ mike'sF6WE64

Party @ mike'sGQ67MU

Party @ mike'sGVJ24Q

Party @ mike'sGZABDP

Party @ mike'sHFL6MD

Party @ mike'sHPTRTT

Party @ mike'sJ9KCUA

Party @ mike'sJDCGME

Party @ mike'sKHNMYE

Party@mike'sL8H99X

Party @ mike'sLAK8JQ

Party @ mike'sMRLBLT

New Year's Eve: Observance To hide observances, go to Google Calendar Settings > Holidays in United 
States

N3ECEN

Party @ mike'sP627WA

Party @ mike'sPT4ATM

Party @ mike'sQJBJKK
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ResponseWebCode

Party @ mike'sQP77KZ

Party @ mike'sQTKQLU

Party @ mike'sQUUVYJ

Party @ mike'sRG3NEM

Party @ mike'sRLG2JG

Party @ mike'sRY67PR

Party @ mike'sTKK6AD

Party @ mike'sUYXZ3E

Party @ mike'sVBWUKW

Day off for New Year’s Day. New Year’s Eve. Party @ mike’sVNVZ3F

Party @ mike'sW9FEZ2

Party @ mike'sWA93JW

Party @ mike'sWFWWCN

Party @ mike'sWTJ2JK

Party @ mike'sWUBZXH

Party @ mike'sX9T8AA

Party @ mike’sXFRPTT

Party @ mike'sXRL7HU

Party @ mike’sXTDA69

Day off for New Year's DayYKZEML

Party @ mike'sZ9P8ME

Party @ mike'sZDWN3V

Question 28: What did the user schedule for December 31, 2021?
Party @ mike's Consensus Result:

 Expected Response Explanation:
Google calendar entries are stored in /data/data/com.google.android.calendar/databases/cal_v2a.

 Expected Response Illustration:
Cellebrite calendar pane
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Question 29: What website did the user visit with the Chrome browser on December 12, 2021 at 11:59:14 
PM(UTC+0)? (Provide the full URL, i.e., https://site.tld/page/)

https://reddpics.com/r/lolcats Manufacturer ' s 
 Expected Response:

ResponseWebCode

https://reddpics.com/r/lolcats23UUZG

https://reddpics.com/r/lolcats247Q88

https://reddpics.com/r/lolcats27U7WG

https://reddpics.com/r/lolcats2MYDBJ

https://reddpics.com/r/lolcats2U62WX

https://reddpics.com/r/lolcats3FVNA6

https://reddpics.com/r/lolcats3KBBPV

https://reddpics.com/r/lolcats3L3ECB

https://reddpics.com/r/lolcats3UZ3CN

https://reddpics.com/r/lolcats3XZD8N

https://reddpics.com/r/lolcats4PWV2B

https://reddpics.com/r/lolcats664BM3

https://reddpics.com/r/lolcats6LUAVP

https://reddpics.com/r/lolcats6TXZGF

https://reddpics.com/r/lolcats7892QC

https://reddpics.com/r/lolcats7MNEPN

https://reddpics.com/r/lolcats7NFHC4

https://reddpics.com/r/lolcats7TR7CZ

https://reddpics.com/r/lolcats7YXY6B

https://reddpics.com/r/lolcats8DBKAL

https://reddpics.com/r/lolcats8PT6UJ

https://reddpics.com/r/lolcats8Z6ED3

https://reddpics.com/r/locats96CMUW

https://reddpics.com/r/lolcats96F39J

https://reddpics.com/r/lolcats9786VY

https://reddpics.com/r/lolcats97V4FR

https://reddpics.com/r/lolcats9A7CHG

https://reddpics.com/r/lolcats9FXJ2P

https://reddpics.com/r/lolcats9GPMN6
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ResponseWebCode

https://reddpics.com/r/lolcats9GR8JK

https://reddpics.com/r/lolcats9HXAYJ

https://reddpics.com/r/lolcats9NP7QZ

https://reddpics.com/r/lolcats9VBVTJ

https://reddpics.com/r/lolcatsAEE66Z

https://reddpics.com/r/lolcatsBEDQWX

https://reddpics.com/r/lolcatsBJ8KUY

https://reddpics.com/r/lolcatsBWDJ36

https://reddpics.com/r/lolcatsCKE3TU

https://reddpics.com/r/lolcatsCMDAJF

https://reddpics.com/r/lolcatsCV7MHE

https://reddpics.com/r/lolcatslolcatsD3UPWH

https://reddpics.com/r/lolcatsDCYWBH

https://reddpics.com/r/lolcatsDRCCA8

https://reddpics.com/r/lolcatsE6RW87

https://reddpics.com/r/lolcatsEG9GR3

https://reddpics.com/r/lolcatsET2Z8T

https://reddpics.com/r/lolcatsF6WE64

https://reddpics.com/r/lolcatsGQ67MU

https://reddpics.com/r/lolcatsGVJ24Q

https://reddpics.com/r/lolcatsGZABDP

https://reddpics.com/r/lolcatsHFL6MD

https://reddpics.com/r/lolcatsHPTRTT

https://reddpics.com/r/lolcatsJ9KCUA

https://reddpics.com/r/lolcatsJDCGME

https://reddpics.com/r/lolcatsKHNMYE

https://reddpics.com/r/lolcatsL8H99X

https://reddpics.com/r/lolcatsLAK8JQ

https://reddpics.com/r/lolcatsMRLBLT

https://reddpics.com/r/lolcatsN3ECEN

https://reddpics.com/r/lolcatsP627WA

https://reddpics.com/r/lolcatsPT4ATM

https://reddpics.com/r/lolcatsQJBJKK
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ResponseWebCode

https://reddpics.com/r/lolcatsQP77KZ

https://reddpics.com/r/lolcatsQTKQLU

https://reddpics.com/r/lolcatsQUUVYJ

https://reddpics.com/r/lolcatsRG3NEM

https://reddpics.com/r/lolcatsRLG2JG

https://reddpics.com/r/lolcatsRY67PR

https://reddpics.com/r/lolcatsTKK6AD

https://reddpics.com/r/lolcatsUYXZ3E

https://reddpics.com/r/lolcatsVBWUKW

https://reddpics.com/r/lolcatsVNVZ3F

https://reddpics.com/r/lolcatsW9FEZ2

https://reddpics.com/r/lolcatsWA93JW

https://reddpics.com/r/lolcatsWFWWCN

https://reddpics.com/r/lolcatsWTJ2JK

https://reddpics.com/r/lolcatsWUBZXH

https://reddpics.com/r/lolcatsX9T8AA

https://reddpics.com/r/lolcatsXFRPTT

https://reddpics.com/r/lolcatsXRL7HU

https://reddpics.com/r/lolcatsXTDA69

https://reddpics.com/r/lolcatsYKZEML

https://reddpics.com/r/lolcatsZ9P8ME

https://reddpics.com/r/lolcatsZDWN3V

Question 29: What website did the user visit with the Chrome browser on December 12, 2021 at 11:59:14 
PM(UTC+0)? (Provide the full URL, i.e., https://site.tld/page/)

https://reddpics.com/r/lolcats Consensus Result:

 Expected Response Explanation:
Browsing history for the chrome browser is stored in /data/data/com.android.chrome/app_chrome/Default/History.

 Expected Response Illustration:
Cellebrite Web History pane
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Question 30: What file did the user send via email attachment on December 12, 2021? (Provide the full 
filename and extension)

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf Manufacturer ' s 
 Expected Response:

ResponseWebCode

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf23UUZG

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf247Q88

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf27U7WG

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf2MYDBJ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf2U62WX

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf3FVNA6

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf3KBBPV

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf3L3ECB

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf3UZ3CN

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf3XZD8N

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf4PWV2B

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf664BM3

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf6LUAVP

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf6TXZGF

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf (application/pdf)7892QC

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf7MNEPN

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020) (1).pdf7NFHC4

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf7TR7CZ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf7YXY6B

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf8DBKAL

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf8PT6UJ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf8Z6ED3

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf96CMUW

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf96F39J

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9786VY

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf97V4FR

LG GSM_LM-X420MM 
K40.zip/data/media/0/Download/COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf

9A7CHG

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9FXJ2P

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9GPMN6
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ResponseWebCode

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9GR8JK

Covid-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9HXAYJ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9NP7QZ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf9VBVTJ

https://mail.google.com/mail/?ui=2&ik=3a535ab80d&attid=0.1&th=17db055ab9afb1f6&view=att&r
ealattid=17db0559ef3f81db0402&zw

AEE66Z

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfBEDQWX

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfBJ8KUY

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfBWDJ36

COVID-19_Vaccinations__Record_Card_CDC_(8-17-2020).pdfCKE3TU

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfCMDAJF

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfCV7MHE

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfD3UPWH

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfDCYWBH

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfDRCCA8

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfE6RW87

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfEG9GR3

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfET2Z8T

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfF6WE64

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfGQ67MU

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfGVJ24Q

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfGZABDP

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfHFL6MD

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfHPTRTT

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfJ9KCUA

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfJDCGME

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfKHNMYE

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfL8H99X

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfLAK8JQ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfMRLBLT

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfN3ECEN

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfP627WA

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfPT4ATM
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ResponseWebCode

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfQJBJKK

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfQP77KZ

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfQTKQLU

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfQUUVYJ

COVID-19_Vaccination_Record_Card _CDC_(8-17-2020).pdfRG3NEM

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfRLG2JG

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfRY67PR

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfTKK6AD

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfUYXZ3E

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfVBWUKW

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfVNVZ3F

COVID-19_Vaccination_Record_Card_CDC_(8-17-202).pdfW9FEZ2

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf 
https://mail.google.com/mail/?ui=2&ik=3a535ab80d&attid=0.1&th=17db055ab9afb1f6&view=att&r
ealattid=17db0559ef3f81db0402&zw

WA93JW

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfWFWWCN

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfWTJ2JK

COVID-19_Vaccination_Record_Card _CDC_(8-17-2020).pdfWUBZXH

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfX9T8AA

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfXFRPTT

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfXRL7HU

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfXTDA69

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfYKZEML

30. COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf  LG GSM_LM-X420MM 
K40.zip/data/media/0/Download/COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf

Z9P8ME

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdfZDWN3V

Question 30: What file did the user send via email attachment on December 12, 2021? (Provide the full 
filename and extension)

COVID-19_Vaccination_Record_Card_CDC_(8-17-2020).pdf Consensus Result:

 Expected Response Explanation:
Only one email was sent by the user on December 12 and it had one attachment.
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 Expected Response Illustration:
Cellebrite email attachment view
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Question 31: Provide the MD5 Hash of the file the user sent via email attachment on December 12, 2021?

a6fe140921e6ef255d90b9ca1a273493 Manufacturer ' s 
 Expected Response:

ResponseWebCode

a6fe140921e6ef255d90b9ca1a27349323UUZG

a6fe140921e6ef255d90b9ca1a273493247Q88

a6fe140921e6ef255d90b9ca1a27349327U7WG

a6fe140921e6ef255d90b9ca1a2734932MYDBJ

a6fe140921e6ef255d90b9ca1a2734932U62WX

a6fe140921e6ef255d90b9ca1a2734933FVNA6

a6fe140921e6ef255d90b9ca1a2734933KBBPV

a6fe140921e6ef255d90b9ca1a2734933L3ECB

a6fe140921e6ef255d90b9ca1a2734933UZ3CN

a6fe140921e6ef255d90b9ca1a2734933XZD8N

6fe140921e6ef255d90b9ca1a2734934PWV2B

a6fe140921e6ef255d90b9ca1a273493664BM3

a6fe140921e6ef255d90b9ca1a2734936LUAVP

A6FE140921E6EF255D90B9CA1A2734936TXZGF

a6fe140921e6ef255d90b9ca1a2734937892QC

a6fe140921e6ef255d90b9ca1a2734937MNEPN

a6fe140921e6ef255d90b9ca1a2734937NFHC4

a6fe140921e6ef255d90b9ca1a2734937TR7CZ

A6FE140921E6EF255D90B9CA1A2734937YXY6B

A6FE140921E6EF255D90B9CA1A2734938DBKAL

a6fe140921e6ef255d90b9ca1a2734938PT6UJ

a6fe140921e6ef255d90b9ca1a2734938Z6ED3

a6fe140921e6ef255d90b9ca1a27349396CMUW

a6fe140921e6ef255d90b9ca1a27349396F39J

A6FE140921E6EF255D90B9CA1A2734939786VY

a6fe140921e6ef255d90b9ca1a27349397V4FR

a6fe140921e6ef255d90b9ca1a2734939A7CHG

A6FE140921E6EF255D90B9CA1A2734939FXJ2P

a6fe140921e6ef255d90b9ca1a2734939GPMN6

A6FE140921E6EF255D90B9CA1A2734939GR8JK
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ResponseWebCode

a6fe140921e6ef255d90b9ca1a2734939HXAYJ

a6fe140921e6ef255d90b9ca1a2734939NP7QZ

a6fe140921e6ef255d90b9ca1a2734939VBVTJ

60c5de5f5c313c8ba9c710a54d547192AEE66Z

A6FE140921E6EF255D90B9CA1A273493BEDQWX

a6fe140921e6ef255d90b9ca1a273493BJ8KUY

a6fe140921e6ef255d90b9ca1a273493BWDJ36

a6fe140921ef255d90b9ca1a273493CKE3TU

a6fe140921e6ef255d90b9ca1a273493CMDAJF

a6fe140921e6ef255d90b9ca1a273493CV7MHE

Not within laboratory's scopeD3UPWH

a6fe140921e6ef255d90b9ca1a273493DCYWBH

a6fe140921e6ef255d90b9ca1a273493DRCCA8

a6fe140921e6ef255d90b9ca1a273493E6RW87

abfe140921e6ef255d90b9ca1a273493EG9GR3

A6FE140921E6EF255D90B9CA1A273493ET2Z8T

a6fe140921e6ef255d90b9ca1a273493F6WE64

a6fe140921e6ef255d90b9ca1a273493GQ67MU

a6fe140921e6ef255d90b9ca1a273493GVJ24Q

a6fe140921e6ef255d90b9ca1a273493GZABDP

a6fe140921e6ef255d90b9ca1a273493HFL6MD

a6fe140921e6ef255d90b9ca1a273493HPTRTT

a6fe140921e6ef255d90b9ca1a273493J9KCUA

a6fe140921e6ef255d90b9ca1a273493JDCGME

a6fe140921e6ef255d90b9ca1a273493KHNMYE

A6FE140921E6EF255D90B9CA1A273493L8H99X

a6fe140921e6ef255d90b9ca1a273493LAK8JQ

a6fe140921e6ef255d90b9ca1a273493MRLBLT

A6FE140921E6EF255D90B9CA1A273493N3ECEN

a6fe140921e6ef255d90b9ca1a273493P627WA

A6FE140921E6EF255D90B9CA1A273493PT4ATM

a6fe140921e6ef255d90b9ca1a273493QJBJKK

a6fe140921e6ef255d90b9ca1a273493QP77KZ
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ResponseWebCode

a6fe140921e6ef255d90b9ca1a273493QTKQLU

A6FE140921E6EF255D90B9CA1A273493QUUVYJ

a6fe140921e6ef255d90b9ca1a273493RG3NEM

a6fe140921e6ef255d90b9ca1a273493RLG2JG

a6fe140921e6ef255d90b9ca1a273493RY67PR

A6FE140921E6EF255D90B9CA1A273493TKK6AD

a6fe140921e6ef255d90b9ca1a273493UYXZ3E

A6FE140921E6EF255D90B9CA1A273493VBWUKW

MD5: a6fe140921e6ef255d90b9ca1a273493VNVZ3F

a6fe140921e6ef255d90b9ca1a273493W9FEZ2

a6fe140921e6ef255d90b9ca1a273493WA93JW

a6fe140921e6ef255d90b9ca1a273493WFWWCN

a6fe140921e6ef255d90b9ca1a273493WTJ2JK

a6fe140921e6ef255d90b9ca1a273493WUBZXH

A6FE140921E6EF255D90B9CA1A273493X9T8AA

a6fe140921e6ef255d90b9ca1a273493XFRPTT

a6fe140921e6ef255d90b9ca1a273493XRL7HU

a6fe140921e6ef255d90b9ca1a273493XTDA69

A6FE140921E6EF255D90B9CA1A273493YKZEML

a6fe140921e6ef255d90b9ca1a273493Z9P8ME

a6fe140921e6ef255d90b9ca1a273493ZDWN3V

Question 31: Provide the MD5 Hash of the file the user sent via email attachment on December 12, 2021?
a6fe140921e6ef255d90b9ca1a273493 Consensus Result:

 Expected Response Explanation:
The file can be extracted/exported from the email and hashed. There are two identical copies of this file in the 
Downloads directory.
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 Expected Response Illustration:
Cellebrite file details view
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Question 32: Where is the user scheduled to play trivia? Provide name and address.

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA Manufacturer ' s 
 Expected Response:

ResponseWebCode

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA23UUZG

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA247Q88

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA27U7WG

Trivia Night - Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA2MYDBJ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA2U62WX

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA3FVNA6

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA3KBBPV

Trivia Night - Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA3L3ECB

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA3UZ3CN

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA3XZD8N

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA4PWV2B

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA664BM3

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA6LUAVP

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA6TXZGF

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA7892QC

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA7MNEPN

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA7NFHC4

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA7TR7CZ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA7YXY6B

Trivia Night is at Miller's Ale House. 46280 Potomac Run Plaza, Sterling, VA, 20164, USA8DBKAL

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA8PT6UJ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA8Z6ED3

Trivia Night, Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA96CMUW

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA96F39J

Name: Miller's Ale House; Address: 46280 Potomac Run Plaza, Sterling, VA 20164, USA9786VY

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA97V4FR

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9A7CHG

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9FXJ2P

Trivia Nigh,  Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9GPMN6

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9GR8JK
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ResponseWebCode

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9HXAYJ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9NP7QZ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA9VBVTJ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAAEE66Z

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USABEDQWX

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USABJ8KUY

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USABWDJ36

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, Va 20164CKE3TU

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USACMDAJF

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USACV7MHE

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAD3UPWH

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USADCYWBH

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USADRCCA8

Miller’s Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA.E6RW87

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAEG9GR3

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAET2Z8T

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAF6WE64

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAGQ67MU

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAGVJ24Q

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAGZABDP

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAHFL6MD

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAHPTRTT

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164J9KCUA

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAJDCGME

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAKHNMYE

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAL8H99X

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USALAK8JQ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAMRLBLT

46280 Potomac Run Plaza, Sterling, VA 20164, USAN3ECEN

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAP627WA

 Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VAPT4ATM

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAQJBJKK

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAQP77KZ
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ResponseWebCode

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAQTKQLU

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAQUUVYJ

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USARG3NEM

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USARLG2JG

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USARY67PR

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USATKK6AD

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAUYXZ3E

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAVBWUKW

Trivia Night – Miller’s Ale House, 46280 Potomac Run Plaza.VNVZ3F

Miller's Ale House 46280 Potomac Run Plaza, Sterling, VA  20164, USAW9FEZ2

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAWA93JW

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAWFWWCN

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAWTJ2JK

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAWUBZXH

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAX9T8AA

Miller’s Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAXFRPTT

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAXRL7HU

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAXTDA69

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAYKZEML

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USAZ9P8ME

Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164ZDWN3V

Question 32: Where is the user scheduled to play trivia? Provide name and address.
Miller's Ale House, 46280 Potomac Run Plaza, Sterling, VA 20164, USA Consensus Result:

 Expected Response Explanation:
Google calendar entries are stored in /data/data/com.google.android.calendar/databases/cal_v2a.

 Expected Response Illustration:
Cellebrite calendar pane
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Question 33: Describe the content of the file with MD5 hash 5d66d31538d9aff0f86ed7423214f0fc.

Video of (McDonalds) French Fries and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

MP$ 2 second movie of French fries and salt falling23UUZG

An .mp4 video showing french fries247Q88

splash_ft_freefriesfridayv2_Apr2021.mp427U7WG

French Fries and Salt falling2MYDBJ

 Video of McDonalds french fries2U62WX

A video of fries falling3FVNA6

Video (mp4) File Showing French Fries3KBBPV

fried potatoes video3L3ECB

A video file named splash_ft_freefriesfridayv2_Apr2021.mp4 of fries being tossed in salt.3UZ3CN

Video file of French fries and salt dropping3XZD8N

French Fries Video4PWV2B

French Fries664BM3

The file is a video of McDonald’s French fries.6LUAVP

Salt sprinkled on french fries6TXZGF

LG GSM_LM-X420MM 
K40.zip/data/data/com.mcdonalds.app/files/campaign/splash_ft_freefriesfridayv2_Apr2021.mp4 - 
Advertisement from McDonalds for Free Fries Friday. Video shows salty fries falling.

7892QC

French fries7MNEPN

Video of fries7NFHC4

Chips/Fries dropping into cooking oil7TR7CZ

Many potato chips are shown on the screen as a video file.7YXY6B

The file with the referenced MD5 hash is a .mp4 video file of falling French Fries.8DBKAL

.mp4 video file containing footage of french fries8PT6UJ

advertisement video of french fries8Z6ED3

chips96CMUW

An MPEG-4 video file depicting fries and salt96F39J

The content of the file is a video recording the French fries.9786VY

salting french fries video named splash_ft_freefriesfridayv2_Apr2021.mp497V4FR

French Fries video9A7CHG

Campaign video of free fries Friday at McDonalds9FXJ2P

The fry potatoes splash9GPMN6
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ResponseWebCode

splash_ft_freefriesfridayv2_Apr2021.mp4 - a video of fries dropping9GR8JK

Chips9HXAYJ

Falling fries (File name: splash_ft_freefriesfridayv2_Apr2021.mp4)9NP7QZ

Video of French fries splash9VBVTJ

mp4 video of french friesAEE66Z

A video of fries falling into frame with salt being sprinkled onto them.BEDQWX

The content appears to be a video of falling french fries with salt being sprinkled on them.BJ8KUY

This is mp4 video file.  The video contains falling French fries.  The name of the file is: 
splash_ft_freefriesfridayv2_Apr2021.mp4

BWDJ36

Video of french friesCKE3TU

Falling chips/French fries and saltCMDAJF

FriesCV7MHE

Not within laboratory's scopeD3UPWH

French FriesDCYWBH

Video of friesDRCCA8

An mp4 video file of fries being shaken aroundE6RW87

Video file containing falling chips (fries) and saltEG9GR3

video with friesET2Z8T

French Fries/potato fries with white like particlesF6WE64

Video of friesGQ67MU

French friesGVJ24Q

French friesGZABDP

Video of French FriesHFL6MD

Video of French friesHPTRTT

Video of french fries and salt falling from top of screenJ9KCUA

video of frenchfries named splash_ft_freefriesfridayv2_Apr2021.mp4JDCGME

Video of French fries being salted.KHNMYE

splash_ft_freefriesfridayv2_Apr2021.mp4,  falling french friesL8H99X

free friesLAK8JQ

video of french friesMRLBLT

French FriesN3ECEN

splash_ft_free-fries-fridayv2_April2021.mp4  (video of falling french fries)P627WA

French Fries potatosePT4ATM
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ResponseWebCode

French friesQJBJKK

It is a video of french fries.QP77KZ

Potato chipsQTKQLU

Drop the french friesQUUVYJ

Video of fries being shaken with saltRG3NEM

a video shows French friesRLG2JG

Video of falling french friesRY67PR

French fries and salt falling on a stack of French friesTKK6AD

Video of fries dropping and 'salt' being sprinkled on themUYXZ3E

This file name is splash_ft_freefriesfridayv2_Apr2021.mp4. And MCDomalds French fries are scattered 
and salt is being sprinkled.

VBWUKW

The file is a short video, where you can see what appears to be French fries.VNVZ3F

salting french fries video file named -  splash_ft_freefriesfridayv2_Apr2021.mp4W9FEZ2

French friesWA93JW

Falling friesWFWWCN

Video of chips and salt fallingWTJ2JK

Video of fries being shaken with saltWUBZXH

splashing friesX9T8AA

video file of friesXFRPTT

French fries and saltXRL7HU

This is a two second video of French fries falling.XTDA69

Potato fries (video)YKZEML

An image of what is potentially French friesZ9P8ME

splash_ft_freefriesfridayv2_Apr2021.mp4, Video of friesZDWN3V

Question 33: Describe the content of the file with MD5 hash 5d66d31538d9aff0f86ed7423214f0fc.
Video of (McDonalds) French Fries and variations representing the same information Consensus Result:

 Expected Response Explanation:
Searching files by the provided hash finds 
data/data/com.mcdonalds.app/files/campaign/splash_ft_freefriesfridayv2_Apr2021.mp4.
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 Expected Response Illustration:
splash_ft_freefriesfridayv2_Apr2021.mp4
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Question 34: What camera make and model was used to take the photograph of the lion head sculpture 
with SHA1 hash 22C92090CC17FF266120D8A3BE881DC599CE25A2?

Camera Make: Motorola
Camera Model: moto g stylus

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Camera Make: motorola , Camera Model: moto g stylus23UUZG

Camera Make: motorola, Camera Model: moto g stylus247Q88

Camera Make: motorola , Camera Model: moto g stylus27U7WG

Camera Make: Motorola, Camera Model: moto g stylus2MYDBJ

Camera Make: motorola, Camera Model: moto g stylus2U62WX

Camera Make: motorola, Camera Model: moto g stylus3FVNA6

Camera Make: Motorola, Camera Model: moto g stylus3KBBPV

Camera Make: motorola, Camera Model: moto g stylus3L3ECB

Camera Make: motorola, Camera Model: moto g stylus3UZ3CN

Camera Make: motorola, Camera Model: moto g stylus3XZD8N

Camera Make: Motorola, Camera Model: moto g stylus4PWV2B

Camera Make: motorola, Camera Model: moto g stylus664BM3

Camera Make: Motorola, Camera Model: Moto G Stylus6LUAVP

Camera Make: motorola, Camera Model: moto g stylus6TXZGF

Camera Make: motorola, Camera Model: moto g stylus7892QC

Camera Make: Motorola, Camera Model: Moto G Stylus7MNEPN

Camera Make: motorola, Camera Model: moto g stylus7NFHC4

Camera Make: Motorola, Camera Model: Moto g stylus7TR7CZ

Camera Make: motorola, Camera Model: moto g stylus7YXY6B

Camera Make: Motorola, Camera Model: Moto G Stylus8DBKAL

Camera Make: motorola, Camera Model: moto g stylus8PT6UJ

Camera Make: motorola, Camera Model: moto g stylus8Z6ED3

Camera Make: motorola, Camera Model: moto g stylus96CMUW

Camera Make: motorola, Camera Model: moto g stylus96F39J

Camera Make: motorola, Camera Model: moto g stylus9786VY

Camera Make: Motorola, Camera Model: moto g stylus97V4FR

Camera Make: motorola, Camera Model: moto g stylus9A7CHG

Camera Make: Motorola, Camera Model: moto g stylus9FXJ2P

Camera Make: Motorola, Camera Model: moto g stylus9GPMN6
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ResponseWebCode

Camera Make: Motorola, Camera Model: Moto G Stylus9GR8JK

Camera Make: Motorola, Camera Model: Moto g stylus9HXAYJ

Camera Make: motorola, Camera Model: moto g stylus9NP7QZ

Camera Make: Motorola, Camera Model: moto g stylus9VBVTJ

Camera Make: motorola, Camera Model: moto g stylusAEE66Z

Camera Make: Motorola, Camera Model: Moto g stylusBEDQWX

Camera Make: motorola, Camera Model: moto g stylusBJ8KUY

Camera Make: motorola, Camera Model: moto g stylusBWDJ36

Camera Make: Motorola, Camera Model: Moto g StylusCKE3TU

Camera Make: motorola, Camera Model: moto g stylusCMDAJF

Camera Make: motorola, Camera Model: moto g stylusCV7MHE

Camera Make: motorola , Camera Model: moto g stylusD3UPWH

Camera Make: motorola, Camera Model: moto g stylusDCYWBH

Camera Make: motorola , Camera Model: moto g stylusDRCCA8

Camera Make: Motorola, Camera Model: Moto G StylusE6RW87

Camera Make: motorola, Camera Model: moto g stylusEG9GR3

Camera Make: motorola, Camera Model: moto g stylusET2Z8T

Camera Make: motorola, Camera Model: moto g stylusF6WE64

Camera Make: Motorola, Camera Model: moto g stylusGQ67MU

Camera Make: Motorola, Camera Model: Motorola G StylusGVJ24Q

Camera Make: Motorola, Camera Model: moto g styleGZABDP

Camera Make: Motorola, Camera Model: Moto G StylusHFL6MD

Camera Make: Motorola, Camera Model: Moto G StylusHPTRTT

Camera Make: motorola, Camera Model: moto g stylusJ9KCUA

Camera Make: Motorola, Camera Model: Moto g stylusJDCGME

Camera Make: Motorola, Camera Model: moto g stylusKHNMYE

Camera Make: motorola, Camera Model: moto g stylusL8H99X

Camera Make: motorola, Camera Model: moto g stylusLAK8JQ

Camera Make: motorola, Camera Model: moto g stylusMRLBLT

Camera Make: motorola, Camera Model: moto g stylusN3ECEN

Camera Make: motorola, Camera Model: moto g stylusP627WA

Camera Make: motorola, Camera Model: moto g stylusPT4ATM

Camera Make: motorola, Camera Model: moto g stylusQJBJKK
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ResponseWebCode

Camera Make: motorola, Camera Model: moto g stylusQP77KZ

Camera Make: motorola , Camera Model: moto g stylusQTKQLU

Camera Make: motorola, Camera Model: moto g stylusQUUVYJ

Camera Make: Motorola, Camera Model: Moto g stylusRG3NEM

Camera Make: motorola, Camera Model: moto g stylusRLG2JG

Camera Make: motorola, Camera Model: moto g stylusRY67PR

Camera Make: motorola, Camera Model: moto g stylusTKK6AD

Camera Make: Motorola, Camera Model: Moto g stylusUYXZ3E

Camera Make: motorola, Camera Model: moto g stylusVBWUKW

Camera Make: motorola, Camera Model: moto g stylusVNVZ3F

Camera Make: motorola, Camera Model: moto g stylusW9FEZ2

Camera Make: motorola, Camera Model: moto g stylusWA93JW

Camera Make: Motorola, Camera Model: moto g stylusWFWWCN

Camera Make: motorola, Camera Model: moto g stylusWTJ2JK

Camera Make: Motorola, Camera Model: Moto g stylusWUBZXH

Camera Make: motorola, Camera Model: moto g stylusX9T8AA

Camera Make: motorola, Camera Model: moto g stylusXFRPTT

Camera Make: motorola, Camera Model: moto g stylusXRL7HU

Camera Make: motorola, Camera Model: moto g stylusXTDA69

Camera Make: motorola, Camera Model: moto g stylusYKZEML

Camera Make: MOTOROLA, Camera Model: MOTO G STYLUSZ9P8ME

Camera Make: Motorola, Camera Model: Moto G StylusZDWN3V

Question 34: What camera make and model was used to take the photograph of the lion head sculpture 
with SHA1 hash 22C92090CC17FF266120D8A3BE881DC599CE25A2?

Camera Make: Motorola
Camera Model: moto g stylus

 Consensus Result:

 Expected Response Explanation:
Reviewing the images from the extraction will locate two pictures of a lion’s head. One of these pictures has the 
specified hash: /data/media/0/Download/IMG_20211210_201219514.jpg. The EXIF metadata embedded in that file 
indicates it was taken with a Motorola moto g stylus (smartphone) camera.
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 Expected Response Illustration:
IMG_20211210_201219514.jpg
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Question 35: What is the US Dollar (USD) amount of the Bitcoin received in the BitPay app on December 
13, 2021 at 01:03:25 UTC?

9.80 USD Manufacturer ' s 
 Expected Response:

ResponseWebCode

9.8023UUZG

9.80 USD247Q88

9.80 USD27U7WG

9.802MYDBJ

9.80 USD2U62WX

9.803FVNA6

9.803KBBPV

9.80 USD3L3ECB

9.80 USD3UZ3CN

9.80 USD3XZD8N

9.80 USD4PWV2B

Not within laboratory's scope.664BM3

9.80 USD6LUAVP

9.80 USD6TXZGF

9.80 USD7892QC

$9.807MNEPN

9.807NFHC4

$50K7TR7CZ

9.807YXY6B

9.80 USD8DBKAL

9.808PT6UJ

$9.808Z6ED3

9.8096CMUW

9.8096F39J

9.80 USD9786VY

9.80 USD97V4FR

9.80 USD9A7CHG

$9.8019FXJ2P

9.80 USD9GPMN6
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ResponseWebCode

9.809GR8JK

9.809HXAYJ

9.80 USD9NP7QZ

$9.809VBVTJ

1AEE66Z

9.80 USDBEDQWX

9.80 USDBJ8KUY

9.80 USDBWDJ36

$9.80CKE3TU

9.80 USDCMDAJF

$100.10CV7MHE

Not within laboratory's scopeD3UPWH

$9.80DCYWBH

$9.80DRCCA8

9.80 USDE6RW87

9.80 USD ($)EG9GR3

9.80ET2Z8T

9.8 USDF6WE64

9.80GQ67MU

9.80 USDGVJ24Q

$95.80GZABDP

9.80 USDHFL6MD

9.80HPTRTT

$9.80J9KCUA

9.80 USDJDCGME

$9.80KHNMYE

9.80USDL8H99X

9.80 USDLAK8JQ

9.80MRLBLT

1,250.23 USDN3ECEN

9.80 USDP627WA

9.80 USDPT4ATM

9.80QJBJKK
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ResponseWebCode

9.80 USDQP77KZ

9.80 USDQTKQLU

9.80 USDQUUVYJ

9.80 USDRG3NEM

RLG2JG

RY67PR

9.80 USDTKK6AD

UYXZ3E

9.80 USDVBWUKW

9.80 USDVNVZ3F

9.80 USDW9FEZ2

-WA93JW

9.80 USDWFWWCN

9.80 USD (0.0002BTC)WTJ2JK

9.80 USDWUBZXH

9.80 USDX9T8AA

9.80 USDXFRPTT

9.80XRL7HU

$9.80XTDA69

9.80YKZEML

9.80 USDZ9P8ME

9.80ZDWN3V

Question 35: What is the US Dollar (USD) amount of the Bitcoin received in the BitPay app on December 
13, 2021 at 01:03:25 UTC?

9.80 USD Consensus Result:

 Expected Response Explanation:
BitPay transactions are stored in /data/data/com.bitpay.wallet/files/txsHistory files. There is only one history file with 
content. The time value for this transaction, 1639357405, is stored as a UNIX timestamp, a 32-bit value representing 
the number of seconds since January 1, 1970 UTC (the UNIX epoch). This value decodes to December 13, 2021, 
01:03:25 UTC. The corresponding transaction information shows a receipt of 0.0002 BTC or 9.80 USD.
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 Expected Response Illustration:
txsHistory-e06da7ec-4f32-4b31-9f85-f8c11e08e513
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Question 36: What is the mnemonic phrase for the BitPay wallet on this device?

trick orchard tuna panic matrix welcome rely release sudden swap express van Manufacturer ' s 
 Expected Response:

ResponseWebCode

trick orchard tuna panic matrix welcome rely release sudden swap express van23UUZG

trick orchard tuna panic matrix welcome rely release sudden swap express van247Q88

trick orchard tuna panic matrix welcome rely release sudden swap express van27U7WG

trick orchard tuna panic matrix welcome rely release sudden swap express van2MYDBJ

trick orchard tuna panic matrix welcome rely release sudden swap express van2U62WX

trick orchard tuna panic matrix welcome rely release sudden swap express van3FVNA6

trick orchard tuna panic matrix welcome rely release sudden swap express van3KBBPV

trick orchard tuna panic matrix welcome rely release sudden swap express van3L3ECB

trick orchard tuna panic matrix welcome rely release sudden swap express van3UZ3CN

trick orchard tuna panic matrix welcome rely release sudden swap express van3XZD8N

trick orchard tuna panic matrix welcome rely release sudden swap express van4PWV2B

BitPay - Buy Crypto664BM3

trick orchard tuna panic matrix welcome rely release sudden swap express van6LUAVP

trick orchard tuna panic matrix welcome rely release sudden swap express van6TXZGF

trick orchard tuna panic matrix welcome rely release sudden swap express van7892QC

trick orchard tuna panic matrix welcome rely release sudden swap express van7MNEPN

trick orchard tuna panic matrix welcome rely release sudden swap express van7NFHC4

closedBanner_bp20197TR7CZ

trick orchard tuna panic matrix welcome rely release sudden swap express van7YXY6B

trick orchard tuna panic matrix welcome rely release sudden swap express van8DBKAL

trick orchard tuna panic matrix welcome rely release sudden swap express van8PT6UJ

trick orchard tuna panic matrix welcome rely release sudden swap express van8Z6ED3

trick orchard tuna panic matrix welcome rely release sudden swap express van96CMUW

trick orchard tuna panic matrix welcome rely release sudden swap express van96F39J

trick orchard tuna panic matrix welcome rely release sudden swap express van9786VY

trick orchard tuna panic matrix welcome rely release sudden swap express van97V4FR

mnemonic : String = trick orchard tuna panic matrix welcome rely release sudden swap express van9A7CHG

orchard tuna panic matrix welcome rely release sudden swap express9FXJ2P

trick orchard tuna panic matrix welcome rely release sudden swap express van9GPMN6

trick orchard tuna panic matrix welcome rely release sudden swap express van9GR8JK
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ResponseWebCode

trick orchard tuna panic matrix welcome rely release sudden swap express van9HXAYJ

trick orchard tuna panic matrix welcome rely release sudden swap express van"9NP7QZ

trick orchard tuna panic matrix welcome rely release sudden swap express van9VBVTJ

'WAP_PUSH_SI!'AEE66Z

trick orchard tuna panic matrix welcome rely release sudden swap express vanBEDQWX

trick orchard tuna panic matrix welcome rely release sudden swap express vanBJ8KUY

trick orchard tuna panic matrix welcome rely release sudden swap express vanBWDJ36

trick orchard tuna panic matrix welcome rely release sudden swap express vanCKE3TU

trick orchard tuna panic matrix welcome rely release sudden swap express vanCMDAJF

trick orchard tuna panic matrix welcome rely release sudden swap expressCV7MHE

Not within laboratory's scopeD3UPWH

trick orchard tuna panic matrix welcome rely release sudden swap express vanDCYWBH

trick orchard tuna panic matrix welcome rely release sudden swap express vanDRCCA8

trick orchard tuna panic matrix welcome rely release sudden swap express vanE6RW87

UnknownEG9GR3

trick orchard tuna panic matrix welcome rely release sudden swap express vanET2Z8T

trick orchard tuna panic matrix welcome rely release sudden swap express vanF6WE64

trick orchard tuna panic matrix welcome rely release sudden swap express vanGQ67MU

trick orchard tuna panic matrix welcome rely release sudden swap express vanGVJ24Q

very secret passphraseGZABDP

trick orchard tuna panic matrix welcome rely release sudden swap express vanHFL6MD

trick orchard tuna panic matrix welcome rely release sudden swap express vanHPTRTT

trick orchard tuna panic matrix welcome rely release sudden swap express vanJ9KCUA

trick orchard tuna panic matrix welcome rely release sudden swap express vanJDCGME

trick orchard tuna panic matrix welcome rely release sudden swap express vanKHNMYE

trick orchard tuna panic matrix welcome rely release sudden swap express vanL8H99X

trick orchard tuna panic matrix welcome rely release sudden swap express vanLAK8JQ

trick orchard tuna panic matrix welcome rely release sudden swap express vanMRLBLT

N3ECEN

trick orchard tuna panic matrix welcome rely release sudden swap express vanP627WA

trick orchard tuna panic matrix welcome rely release sudden swap express vanPT4ATM

trick orchard tuna panic matrix welcome rely release sudden swap express vanQJBJKK

trick orchard tuna panic matrix welcome rely release sudden swap express vanQP77KZ
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ResponseWebCode

trick orchard tuna panic matrix welcome rely release sudden swap express vanQTKQLU

trick orchard tuna panic matrix welcome rely release sudden swap express vanQUUVYJ

trick orchard tuna panic matrix welcome rely release sudden swap express vaRG3NEM

RLG2JG

trick orchard tuna panic matrix welcome rely release sudden swap express vanRY67PR

trick orchard tuna panic matrix welcome rely release sudden swap express vanTKK6AD

PrRmaq1kClzw-FDlXB2f0gUYXZ3E

trick orchard tuna panic matrix welcome rely release sudden swap express vanVBWUKW

trick orchard tuna panic matrix welcome rely release sudden swap express vanVNVZ3F

trick orchard tuna panic matrix welcome rely release sudden swap express vanW9FEZ2

-WA93JW

trick orchard tuna panic matrix welcome rely release sudden swap express vanWFWWCN

trick orchard tuna panic matrix welcome rely release sudden swap express vanWTJ2JK

trick orchard tuna panic matrix welcome rely release sudden swap express vaWUBZXH

trick orchard tuna panic matrix welcome rely release sudden swap express vanX9T8AA

trick orchard tuna panic matrix welcome rely release sudden swap express vanXFRPTT

trick orchard tuna panic matrix welcome rely release sudden swap express vanXRL7HU

trick orchard tuna panic matrix welcome rely release sudden swap express vanXTDA69

trick orchard tuna panic matrix welcome rely release sudden swap express vanYKZEML

trick orchard tuna panic matrix welcome rely release sudden swap express vanZ9P8ME

trick orchard tuna panic matrix welcome rely release sudden swap express vanZDWN3V

Question 36: What is the mnemonic phrase for the BitPay wallet on this device?
trick orchard tuna panic matrix welcome rely release sudden swap express van Consensus Result:

 Expected Response Explanation:
BitPay wallet keys are stored in /data/data/com.bitpay.wallet/files/keys.
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 Expected Response Illustration:
bitpay keys file
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Question 37: Provide the name of the printer the user accessed with this phone on January 8, 2022 at 
9:55:31 PM(UTC+0) ?

DIRECT-0C-HP ENVY 4520 series Manufacturer ' s 
 Expected Response:

ResponseWebCode

DIRECT-0C-HP ENVY 4520 series23UUZG

DIRECT-0C-HP ENVY 4520 series247Q88

DIRECT-0C-HP ENVY 4520 series27U7WG

DIRECT-0C-HP ENVY 4520 series2MYDBJ

DIRECT-0C-HP ENVY 4520 series2U62WX

DIRECT-0C-HP ENVY 4520 series3FVNA6

DIRECT-0C-HP ENVY 4520 series3KBBPV

DIRECT-0C-HP ENVY 4520 series3L3ECB

DIRECT-0C-HP ENVY 4520 series3UZ3CN

DIRECT-0C-HP ENVY 4520 series3XZD8N

DIRECT-0C-HP ENVY 4520 series4PWV2B

HP664BM3

DIRECT-0C-HP ENVY 4520 series6LUAVP

DIRECT-0C-HP ENVY 4520 series6TXZGF

DIRECT-0C-HP ENVY 4520 series7892QC

Direct-0C-HP ENVY 4520 series7MNEPN

DIRECT-0C-HP ENVY 4520 series7NFHC4

HP ENVY 4520 Series7TR7CZ

DIRECT-0C-HP ENVY 4520 series7YXY6B

Direct-0C-HP Envy 4250 Series8DBKAL

DIRECT-0C-HP ENVY 4520 series8PT6UJ

DIRECT-0C-HP ENVY 4520 series8Z6ED3

DIRECT-0C-HP ENVY 4520 series96CMUW

DIRECT-0C-HP ENVY 4520 series96F39J

DIRECT-0C-HP ENVY 4520 series9786VY

DIRECT-0C-HP ENVY 4520 series97V4FR

printer name="DIRECT-0C-HP ENVY 4520 series9A7CHG

DIRECT-0C-HP ENVY 4520 series9FXJ2P

DIRECT-0C-HP ENVY 4520 series9GPMN6
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ResponseWebCode

DIRECT-0C-HP ENVY 4520 series9GR8JK

DIRECT-0C-HP ENVY 4520 series9HXAYJ

DIRECT-0C-HP ENVY 4520 series9NP7QZ

DIRECT-0C-HP ENVY 4520 series9VBVTJ

DIRECT-0C-HP ENVY 4520 seriesAEE66Z

DIRECT-0C-HP Envy 4520 seriesBEDQWX

DIRECT-0C-HP ENVY 4520 seriesBJ8KUY

The specific date and time of January 8, 2022 at 9:55:31 PM (UTC+0) could not be located.  A printer 
was found within the printspooler data, an HP Envy 4520 series.  This printer name was found in the text 
file “printer_history.xml” under com.android.printspooler.

BWDJ36

DRIECT-OC-HP ENVY 4520 seriesCKE3TU

DIRECT-0C-HP ENVY 4520 seriesCMDAJF

DIRECT-0C-HP ENVY 4520 seriesCV7MHE

Not within laboratory's scopeD3UPWH

DIRECT-0C-HP ENVY 4520 seriesDCYWBH

HP ENVY 452DRCCA8

DIRECT-0C-HP ENVY 4520 seriesE6RW87

DIRECT-OC-HP ENVY 4520 SeriesEG9GR3

DIRECT-0C-HP ENVY 4520 seriesET2Z8T

HP Envy 4520F6WE64

DIRECT-0C-HP ENVY 4520 seriesGQ67MU

DIRECT-0C-HP ENVY 4520 seriesGVJ24Q

DIRECT-0C-HP ENVY 4520 seriesGZABDP

DIRECT-0C-HP ENVY 4520 seriesHFL6MD

DIRECT-0C-HP ENVY 4520 seriesHPTRTT

J9KCUA

DIRECT-0C-HP ENVY 4520 seriesJDCGME

HP ENVY 4520KHNMYE

DIRECT-0C-HP ENVY 4520 seriesL8H99X

DIRECT-0C-HP ENVY 4520 seriesLAK8JQ

DIRECT-0C-HP ENVY 4520 seriesMRLBLT

DIRECT-0C-HP ENVY 4520 seriesN3ECEN

DIRECT-0C-HP ENVY 4520 seriesP627WA

HP ENVY 4520 seriesPT4ATM
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DIRECT-0C-HP ENVY 4520 seriesQJBJKK

DIRECT-0C-HP ENVY 4520 seriesQP77KZ

DIRECT-0C-HP ENVY 4520 seriesQTKQLU

DIRECT-0C-HP ENVY 4520 seriesQUUVYJ

DIRECT-0C-HP ENVY 4520 seriesRG3NEM

DIRECT-0C-HP ENVY 4520 seriesRLG2JG

DIRECT-0C-HP ENVY 4520 seriesRY67PR

DIRECT-0C-HP ENVY 4520 seriesTKK6AD

DIRECT-0C-HP ENVY 4520 seriesUYXZ3E

DIRECT-0C-HP ENVY 4520 seriesVBWUKW

DIRECT-0C-HP ENVY 4520 seriesVNVZ3F

DIRECT-OC-HP ENVY 4520 SeriesW9FEZ2

DIRECT-0C-HP ENVY 4520 seriesWA93JW

DIRECT-0C-HP ENVY 4520 seriesWFWWCN

DIRECT-0C-HP ENVY 4520 seriesWTJ2JK

DIRECT-0C-HP ENVY 4520 seriesWUBZXH

DIRECT-0C-HP ENVY 4520 seriesX9T8AA

DIRECT-0C-HP ENVY 4520 seriesXFRPTT

DIRECT-0C-HP ENVY 4520 seriesXRL7HU

DIRECT-0C-HP ENVY 4520 seriesXTDA69

DIRECT-0C-HP ENVY 4520 seriesYKZEML

DIRECT-0C-HP ENVY 4520 seriesZ9P8ME

DIRECT-0C-HP ENVY 4520 seriesZDWN3V

Question 37: Provide the name of the printer the user accessed with this phone on January 8, 2022 at 
9:55:31 PM(UTC+0) ?

DIRECT-0C-HP ENVY 4520 series and variations representing the same information Consensus Result:

 Expected Response Explanation:
The HP Android Print Service Plugin app was installed on this phone to allow direct WiFi printing from the device. 
Printer history information for the device is stored in /data/data/com.android.printspooler/files/printer_history.xml. The 
last modified date of this file is 1/8/2022 9:55:31 PM(UTC+0).
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 Expected Response Illustration:
printer_history.xml
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The hash value of provided zip file was checked before beginning examination. The generated 
hash value matched the provided value.

3FVNA6

This test was solved by 10 expert personnel. [List of names]3L3ECB

[For question 1, participant reported time of 21:21:04 (-5).]6TXZGF

Below are some clarifications of answers provided:
5). What is the set time zone for this phone? Provide answer in the following format: 
Country/State. America/Chicago (or America/Illinois) 
There is evidence to support that two time zones have been set on this device at some point.  
Reference to America/New_York shows up in the gservices.db file, bitpay cache file, and 
calendar.db entries and cache.  America/Chicago is present in the persistent_properties file, 
netpolicy.xml file, calendar.db cache and metadata. The calendar.db database file contains a 
CalendarCache table that includes a reference to both timezones.  America/New_York is 
referenced as the “timezoneInstancesPrevious”, and America/Chicago is referenced as the 
“timezoneInstances”.  An attempt to format the answer to fit the question was made by 
converting America/Chicago to America/Illinois.
13). What is the path, filename, and file extension of the file containing the word Taenioptynx? 
(e.g., /directory/subdirectory/name.extention)
/data/media/0/Download/file.file
/data/media/0/Download/u7xbfpdhqf771.jpg
When searching for this content in Cellebrite Physical Analyzer using a keyword search across 
the entire memory range of the device, Cellebrite indicates that the “source” of the keyword hit 
is “/data/media/0/Download/u7xbfpdhqf771.jpg” and the “more” information regarding the 
keyword is “/data/media/0/Download/file.file”.  Axiom shows this information in the file.file as 
well.

8PT6UJ

Question 2 ask for SHA1 Hash, there are two SHA1 hash types base16 and base32.
Question 5 ask for Country/State but appears in the phone as Country/City.
Question 13 & 14 has two files that were recovered associated with the term Taenioptynx
LG GSM_LM-X420MM K40.zip/data/media/0/Download/u7xbfpdhqf771.jpg
LG GSM_LM-X420MM K40.zip/data/media/0/Download/file.file
Question 24 has two answers depending on which string you refer to Yoga and Afternoon yoga

9A7CHG

You cannot only use Cellebrite tools to retrieve the answers for this test. Multiple tools had to 
be used.

9GR8JK

Question nr 1: the extraction time was 2022. 01. 09. 21:21(UTC-5) but as  UTC was not 
indicated in the question the answer is in UTC+0

9NP7QZ

#19 is "Answered and Outgoing" but I only answered "Answered" as that is the status and 
Outgoing is the direction.

D3UPWH

No comment/s at this time.E6RW87

thanks!!L8H99X

Con respecto a la pregunta 20 se responde según indicaciones del examen, sin embargo en el 
análisis realizado en el laboratorio y con el software forense no se logra identificar que existan 
llamadas rechazadas, únicamente se visualizan llamadas de otro tipo. [Requested translation 
was not provided by the time of report publication.]

VNVZ3F
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Could not open Google Voice or Google Fitness in Virtual App.WA93JW

For question 1 - answer is provided in UTC -5. Answer would be 10/01/2022 if answer was 
given in UTC. For question 5 - Timezone put as UTC+0 England, London, however could be 
different locations as UTC+0 spans over various countries. Alternate answer for this is USA, 
Mississippi. For question 20 - Two 'missed' calls from number +17034544839 however no 
contact information is available for this number. One 'not answered' call from ROSA VEGA 
however this shows as an outgoing call so does not seem to be 'rejected' as the question asks.

WTJ2JK

Q2 - The test does not specify SHA1 base16 or base32, both were provided.
Q11 - Upon reviewing "Dump\data\misc\bluedroid\bt_config.conf", I located the Bluetooth 
"VIRUS" with an accessed date and time of 1/9/2022 at 1:43:12 PM according to Magnet 
Axiom but looking within the config file, the timestamp in Unix (1641691570) then converted 
to Gregorian Date (1/9/2022 at 1:26:10 PM).  It is not clear which timestamp the test is 
asking for.
Q19 - The question asked for the status but the example within the question also stated call 
direction.  Both were provided.

XTDA69

-End of Report-
(Appendix may follow)
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