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Participants were provided with data yielded from a physical extraction of a smart phone. They were asked to analyze
the sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 71 
participants and are compiled in the following tables:
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Manufacturer's Information 2

Summary Comments 7

Table 1: Digital Evidence Responses 8

Table 2: Additional Comments 151

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - Android Test 20-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smart phone in the 
.BIN file format. Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing their 
own software and methods.

SAMPLE PREPARATION: 
A scripted scenario, based upon a case involving the unlawful use of payment card scanning devices and the 
trafficking of payment card information was created to generate user data on the evidence Android device. The 
execution of the scripted crime took place in December 2019. A Samsung Galaxy J2 smart phone was used to 
perform the activities and generate the intended artifacts.

The phone data was acquired through a physical extraction of the smart phone utilizing Cellebrite software. Following 
sample validation, the phone data was converted into a .BIN compressed file. This file was uploaded to the CTS portal 
for participants to download. MD5 and SHA-1 algorithms were run on the compressed zip file to generate unique 
hash values to allow participants to validate the successful download of the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure the expected 
results could be achieved. Laboratories that conducted analysis during predistribution reported consistent results.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

Over the previous several weeks, numerous parasitic magnetic card readers (commonly known as skimmers) have 
been discovered hidden within fuel pumps at several gas stations within the local area. Recently, a suspect, Allen 
Gonzales was caught tampering with a fuel pump and arrested by the local police department. In Gonzales’ 
possession, the arresting officer discovered a parasitic Bluetooth credit card skimmer (similar to those recently 
discovered at other gas stations), and a Samsung Galaxy J2 (Android) smartphone. Police obtained a warrant 
authorizing the search of the smartphone for evidence relating to the unlawful use of payment card scanning devices 
and the trafficking of payment card information.
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the SHA 256  Hash for the extraction blk 0 _ mmcblk 0 . bin file .1

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455

 What is the model name of this phone ?2

SM-J260T1

 What is the version of the Android operating system on this phone ?3

8.1.0

 What is the set time zone for this phone ?  Report in the following format :  Country / City4

America/New_York

 What is the IMEI number associated with this phone ?5

356212106714588

 Provide the Device Phone Number  ( MSISDN ).6

15718351874

 What is the language / locale setting for this phone ?7

en_US

 Provide the primary Google account  ( email address )  associated with this phone .8

allengonzo79@gmail.com

 What is the name of the WiFi hotspot connected to by this phone on December  10 ,  2019 ?9

FlyReagan

 What was the last date and time the phone was connected to the  " _ Free LGA WiFi "  hotspot ?  Provide your 
 response in the time zone set for the device using the following format :  MM / DD / YYYY ,  HH : MM AM / PM

10

12/11/2019 10:47 AM

 What is the name of the paired bluetooth device with MAC Address  98 : D 3 : 31 : FC : 1 B : 64 ?11

SKMR13

 What is the name of the  ( non - Gmail )  email client installed by the user ?12

K-9 Mail

 What version is the  ( non - Gmail )  email client installed by the user ?13

5.6

 How many SMS messages were received from the phone number associated with the contact listed as  " Francis 
 Milligan " ?  Provide response using the numeric format .

14

6
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the account number for the device mobile service  ( cellular )  provider ?15

756887507

 How many unread SMS messages are on the phone ?  Provide response using the numeric format .16

8

 What communication service sent the  783514  verification code ?17

Google Voice

 What contact  ( name )  has the phone number  " 208 - 900 - 1987 " ?18

mom

 What was the duration of the call from Raymond Butner on  12 / 5 / 2019 ?  Provide your response in the 
 following format :  HH : MM : SS

19

00:00:27

 What was the date and time of the last outgoing call ? Provide your response in the time zone set for the device 
 using the following format :  MM / DD / YYYY ,  HH : MM AM / PM

20**

12/15/2019 09:28 PM

 The last outgoing call was made to what phone number ?21**

**61*18056912815

 Provide the contact name belonging to the phone number reported in question  # 21 ?22**

Allen Gonzales

 Provide the associated communication service to which the phone number in question  # 21  belongs ?23**

User's Google Voice Account

 What are the location coordinates for the photograph of the Christmas tree taken with the phone ' s camera ? 
 Provide your response using the following format :  Latitude ,  Longitude  ( to  6  decimal places )

24

38.888611, -77.005000

 According to the text in the file with MD 5  hash  7 a 4860 b 10 c 8 f 6 e 73813 b 2 d 28 f 4 b 42893 ,  what does the first 
 amendment not cover ?

25

Burping

 What is the creation date and time  ( using time zone set for this device )  of this file with MD 5  hash 
 7 a 4860 b 10 c 8 f 6 e 73813 b 2 d 28 f 4 b 42893 ?  Provide your response in the following format :  MM / DD / YYYY , 
 HH : MM AM / PM

26

12/13/2019 12:20 PM

 What is the name of the saved parking location in the Google Maps app ?27

Citgo
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Mobile Digital Evidence - Android Test 20-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the name of the cryptocurrency related app installed on this phone ?28

BitPay

 Within the app data for the installed crytocurrency app  ( reported in question  # 28 ) ,  what BTC address is 
 indicated as last by the app ?

29

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m

 What was the amount  ( in USD )  of the last transaction in the cryptocurrency app  ( reported in question  # 28 ) ?30

$1

 At what time  ( device local time )  was the Starbucks app used to conduct a transaction at a Starbucks store on 
 12 / 15 / 2019 ?  Provide your response in the following format :  HH : MM AM / PM

31

02:33 PM

 What was the transaction amount of the Starbucks transaction mentioned in question  # 31  ( in USD ,  not 
 counting tip ) ?

32

16.75

 As recorded on the phone ,  at what Starbucks store was this transaction conducted  ( transaction from question 
 # 31 ) ?

33

Fredericksburg, Warrenton Road

 Provide the URL the user bookmarked for a dark web website .34**

http://apollon5e246vvhj.onion/login.php

 What application did the user use to manage PGP keys ?35

OpenKeychain

 Who ' s key  ( other than the user )  did the user have stored in his PGP keychain ?  ( provide email address )36

francismilligan599@gmail.com

 What application did the user utilize to access the bluetooth skimmers ?37

Serial Bluetooth Terminal

 In what directory was the data downloaded from the bluetooth skimmers stored ?38

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/

 What did the user last search on Amazon ?39

Bluetooth Module

 What was the date and time of the last outgoing call ? Provide your response in the time zone set for the device 
 using the following format :  MM / DD / YYYY ,  HH : MM AM / PM  ( Subset  1 )

120

12/15/2019 09:28 PM
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 The last outgoing call was made to what phone number ?  ( Subset  1 )121

**61*18056912815

 What was the date and time of the last outgoing call ? Provide your response in the time zone set for the device 
 using the following format :  MM / DD / YYYY ,  HH : MM AM / PM  ( Subset  2 )

220

12/05/2019 06:35 AM

 The last outgoing call was made to what phone number ?  ( Subset  2 )221

1-703-940-7024

 Provide the contact name belonging to the phone number reported in question  # 21 ?  ( Subset  2 )222

Raymond Butner
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Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone in the .BIN file format, and a series of questions related to the extracted data. 

(See Manufacturer’s Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, native and third-party applications, communications, web browser history, and Geo-Location information. 

Of the 39 total questions, five questions did not reach a consensus response. Four of these five questions were linked 

together, therefore the answer reported for question #20 would affect the outcome for questions 21 – 23. Question 

#20 asked for the date and time of the last outgoing call and the following three questions related to this last 

outgoing call. Although a concensus was not achieved based on the total population, two distinct subsets of results 

were seen based on what the participant deemed to be the last outgoing call. These two subsets labeled as Subset 1 

and Subset 2 were based on whether the participant recognized the date of 12/15/2019 or 12/5/2019 respectively 

as being associated with the last outgoing call. These subsets are shown in separate tables towards the end of the 

report. From additional comments provided by participants the main cause for these subsets of results was due to 

whether a call-forwarding call was to be considered an outgoing call. 

Several participants raised concerns regarding the wording used in certain questions. The concern related to the idea 

that some questions may be interpreted in multiple ways. CTS recognizes this and is working on question 

development with the purpose of eliminating interpretation confusion.

We realize that the Digital Forensics field is increasing in complexity and there are generally not many clearly-defined 

answers. Similarly, for this test, participants should follow their laboratory's policies and procedures when evaluating 

the MDE proficiency test questions.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced 

during the discussion of results. One tool used, Physical Analyzer 7.26 is referenced in the Expected Response 

Explanation section as "PA". CTS does not endorse any particular tools.
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Digital Evidence Responses
TABLE 1

 Question 1 - Acquisition / Device Information
Question 1: Provide the SHA256 Hash for the extraction blk0_mmcblk0.bin file.

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455 Manufacturer ' s 
 Expected Response:

ResponseWebCode

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d41944552B66AE

SHA256: D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944552JDY68

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d41944553LWD98

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d41944553VNPE9

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d419445563XWWA

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D419445569MBU4

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944556EKPAN

df59174cf8a96eb3fe82a9dc0e336b683c23fdff3f0b9b8f73f237b0462c67136PRHA7

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D419445574MLQ2

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D419445577WBJY

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944557RU3AB

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D419445582DV2X

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d419445582VLFW

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944558CX7F4

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944558EN7R9

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d41944558K97CZ

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944558NC4K8

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944558NNHGL

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944559ANFQZ

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D41944559CUZL3

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d41944559XT88X

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455ABE2WW

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455AD6282

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455AEDEP3

N/AB4AJ7X

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455BCMEEX

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455BL9FU8

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455C2JJVT
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TABLE 1
 Question 1 - Acquisition / Device Information

ResponseWebCode

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455C9ZCG4

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455CHMD3T

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455CKDDDX

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455CMH494

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455D7AC7Y

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455EBZ32N

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455EHJ79Q

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455EQURUZ

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455EYNXN2

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455F27G9V

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455GQ3JZL

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455H88C8U

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455HEPJ4T

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455JP4YCX

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455LWCVX9

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455MU3MGV

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455N9JXHH

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455NGD4BJ

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455NZ9WWG

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455PB49XM

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455PGULYB

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455PLMMZP

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455Q29PVJ

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455Q99RM3

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455QGJU94

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455RCRKJC

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455TF4QLP

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455TPBP6E

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455U899KL

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455UEREJE

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455UYQHMY
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TABLE 1
 Question 1 - Acquisition / Device Information

ResponseWebCode

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455V9V7DB

11f3c2cddd40ca21280a8a858f003fcc48902c55VA6BPD

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455W2UCV3

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455W4KC78

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455W4VZYW

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455WAMHLA

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455WTZ4AC

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455XBWQEF

d384cb08e9a58937b4682a42bc03271367b41cba45fcb6da6d561635d4194455XFRN2L

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455YGFDWD

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455YKGK4G

D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455ZVXNQ8

Question 1: Provide the SHA256 Hash for the extraction blk0_mmcblk0.bin file.
D384CB08E9A58937B4682A42BC03271367B41CBA45FCB6DA6D561635D4194455 Consensus Result:

 Expected Response Explanation:
This hash value can be obtained by using a file compression utility (e.g. 7zip, Windows Explorer) to extract the sample 
image file from the provided ZIP folder, then using a checksum / hashing utility to calculate a SHA256 digest for the 
extracted blk0_mmcblk0.bin file.

 Expected Response Illustration:
SHA256 Hash Value:
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TABLE 1
 Question 2 - Acquisition / Device Information

Question 2: What is the model name of this phone?

SM-J260T1 Manufacturer ' s 
 Expected Response:

ResponseWebCode

SM-J260T12B66AE

SM-J260T12JDY68

SM-J260T13LWD98

Samsung Galaxy J2 SM-J260T13VNPE9

SM-J260T163XWWA

SM-J260T169MBU4

Samsung GSM SM-J260T1 Galaxy J26EKPAN

SM-J260T1 Galaxy J26PRHA7

SM-J260T1 Galaxy J274MLQ2

Galaxy J277WBJY

Samsung Galaxy J2 Core (SM-J260T1)7RU3AB

SM-J260T182DV2X

SM-J260T182VLFW

SM-J260T18CX7F4

SM-J260T18EN7R9

SM-J260T18K97CZ

SM-J260T18NC4K8

SM-J260T18NNHGL

Samsung Galaxy J2 Core9ANFQZ

SM-J260T1 Galaxy J29CUZL3

SM-J260T19XT88X

SM-J260T1ABE2WW

SM-J260T1AD6282

SM-J260T1AEDEP3

SM-J260T1B4AJ7X

SM-J260T1 Galaxy J2BCMEEX

SM-J260T1BL9FU8

SM-J260T1C2JJVT

MS-J260T1C9ZCG4
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TABLE 1
 Question 2 - Acquisition / Device Information

ResponseWebCode

SM-J260T1CHMD3T

SM-J260T1 Galaxy J2CKDDDX

SM-J260T1CMH494

SM-J260T1D7AC7Y

SM-J260T1EBZ32N

Galaxy J2EHJ79Q

SM-J260T1EQURUZ

SM-J260T1EYNXN2

SM-J260T1F27G9V

SM-J260T1GQ3JZL

SM-J260T1H88C8U

Samsung Galaxy J2 SM-J260T1HEPJ4T

SM-J260T1 Galaxy J2JP4YCX

SM-J260T1 /Root/sec_efs/SVCLWCVX9

SM-J260T1MU3MGV

SM-J260T1N9JXHH

Samsung SM-J260T1 (Samsung Galaxy J2)NGD4BJ

Galaxy J2NZ9WWG

SM-J260T1PB49XM

SM-J260T1PGULYB

SM-J260T1PLMMZP

SM-J260T1Q29PVJ

SM-J260T1 Galaxy J2Q99RM3

Galaxy J2QGJU94

SM-J260T1RCRKJC

SM-J260T1TF4QLP

SM-J260T1TPBP6E

SM-J260T1U899KL

SM-J260T1UEREJE

SM-J260T1 Galaxy J2UYQHMY

SM-J260T1V9V7DB

Galaxy J2 SM-J260T1VA6BPD
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TABLE 1
 Question 2 - Acquisition / Device Information

ResponseWebCode

SM-J260T1W2UCV3

Samsung Galaxy J2 (Model: SM-J260T1)W4KC78

SM-J260T1W4VZYW

SM-J260T1WAMHLA

SM-J260T1WTZ4AC

SM-J260T1XBWQEF

SM-J260T1XFRN2L

SM-J260T1YGFDWD

SM-J260T1YKGK4G

SM-J260T1ZVXNQ8

Question 2: What is the model name of this phone?
SM-J260T1 Consensus Result:

 Expected Response Explanation:
The name of the phone model is contained at line 22 in /Root/build.prop and is auto parsed by PA.

 Expected Response Illustration:
Model Name

Model Name
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TABLE 1
 Question 3 - Acquisition / Device Information

Question 3: What is the version of the Android operating system on this phone?

8.1.0 Manufacturer ' s 
 Expected Response:

ResponseWebCode

8.1.02B66AE

Android 8.1.02JDY68

8.1.03LWD98

8.1.03VNPE9

8.1.063XWWA

8.1.069MBU4

Android 8.1.06EKPAN

8.1.06PRHA7

8.1.074MLQ2

8.1.077WBJY

8.1.07RU3AB

8.1.082DV2X

8.1.082VLFW

8.1.08CX7F4

8.1.08EN7R9

8.1.08K97CZ

8.1.08NC4K8

8.1.08NNHGL

8.1.09ANFQZ

Android 8.1.09CUZL3

8.1.09XT88X

8.1.0ABE2WW

8.1.0AD6282

8.1.0AEDEP3

N/AB4AJ7X

8.1.0BCMEEX

8.1.0BL9FU8

8.1.0C2JJVT

8.1.0C9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 3 - Acquisition / Device Information

ResponseWebCode

8.1.0CHMD3T

8.1.0CKDDDX

8.1.0CMH494

8.1.0D7AC7Y

8.1.0EBZ32N

8.1.0EHJ79Q

8.1.0EQURUZ

8.1.0EYNXN2

8.1.0F27G9V

8.1.0GQ3JZL

8.1.0H88C8U

8.1.0HEPJ4T

8.1.0JP4YCX

8.1.0 /Root/build.propLWCVX9

8.1.0MU3MGV

8.1.0N9JXHH

8.1.0NGD4BJ

8.1.0NZ9WWG

8.1.0PB49XM

8.1.0PGULYB

8.1.0PLMMZP

8.1.0Q29PVJ

8.1.0Q99RM3

8.1.0QGJU94

8.1.0RCRKJC

8.1.0TF4QLP

8.1.0TPBP6E

8.1.0U899KL

8.1.0UEREJE

8.1.0UYQHMY

8.1.0V9V7DB

8.1.0VA6BPD
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 3 - Acquisition / Device Information

ResponseWebCode

8.1.0W2UCV3

OS Version 8.1.0W4KC78

Android 8.1.0W4VZYW

8.1.0WAMHLA

8.1.0WTZ4AC

8.1.0XBWQEF

8.1.0XFRN2L

8.1.0YGFDWD

8.1.0YKGK4G

8.1.0ZVXNQ8

Question 3: What is the version of the Android operating system on this phone?
8.1.0 Consensus Result:

 Expected Response Explanation:
The Andriod OS version is contained at line 11 in /Root/build.prop and is auto parsed by PA.

 Expected Response Illustration:
OS Version

OS Version
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 4 - Acquisition / Device Information

Question 4: What is the set time zone for this phone? Report in the following format: Country/City

America/New_York Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/New_York2B66AE

America/New_York2JDY68

America/New York3LWD98

America / New York3VNPE9

America/New York63XWWA

America/New York69MBU4

America/ New York6EKPAN

New_York (Americia)6PRHA7

America/New York74MLQ2

America/New York77WBJY

America/New_York7RU3AB

America/New_York82DV2X

America/New York82VLFW

New_York (America)8CX7F4

America/New_York8EN7R9

America/New_York8K97CZ

America/New_York8NC4K8

America / New York (UTC-05:00)8NNHGL

America/New_York9ANFQZ

(UTC-05:00) (America) / New_York9CUZL3

America/New_York9XT88X

America/New YorkABE2WW

America New York (UTC-05:00)AD6282

America/New_YorkAEDEP3

(UTC-05:00) New_York (America)B4AJ7X

America/New YorkBCMEEX

America/New YorkBL9FU8

America/New YorkC2JJVT

America/New YorkC9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 4 - Acquisition / Device Information

ResponseWebCode

America/New YorkCHMD3T

America/New YorkCKDDDX

America/New YorkCMH494

America/New_YorkD7AC7Y

(UTC-05:00)  America/New YorkEBZ32N

America/New YorkEHJ79Q

America/New YorkEQURUZ

America/New YorkEYNXN2

(UTC-05:00) New_York (America)F27G9V

America / New_YorkGQ3JZL

America/New YorkH88C8U

USA/New YorkHEPJ4T

America/New YorkJP4YCX

America / New _York /Root/property/persist.sys.timezoneLWCVX9

America/New_YorkMU3MGV

America/New_YorkN9JXHH

America / New YorkNGD4BJ

USA/New YorkNZ9WWG

America/New_YorkPB49XM

America/New YorkPGULYB

America/New YorkPLMMZP

America/New YorkQ29PVJ

(UTC-05:00) New_York (America)Q99RM3

USA/New YorkQGJU94

America/New YorkRCRKJC

America/New YorkTF4QLP

America/ New_YorkTPBP6E

(UTC-05:00) New_York (America)U899KL

America/New_YorkUEREJE

America/New YorkUYQHMY

America/New_YorkV9V7DB

America/NYVA6BPD
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 4 - Acquisition / Device Information

ResponseWebCode

America/New YorkW2UCV3

America / New YorkW4KC78

America/New_YorkW4VZYW

America/New YorkWAMHLA

America/New YorkWTZ4AC

America/New_YorkXBWQEF

America/New_YorkXFRN2L

(UTC-05:00) New_York (America)YGFDWD

(America), New_YorkYKGK4G

America/New YorkZVXNQ8

Question 4: What is the set time zone for this phone? Report in the following format: Country/City
America/New_York Consensus Result:

 Expected Response Explanation:
The set time zone for this phone is contained in /Root/property/persist.sys.timezone and is auto parsed by PA.

 Expected Response Illustration:
Time Zone set for device

Time Zone set for device
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 5 - Acquisition / Device Information

Question 5: What is the IMEI number associated with this phone?

356212106714588 Manufacturer ' s 
 Expected Response:

ResponseWebCode

3562121067145882B66AE

3562121067145882JDY68

3562121067145883LWD98

SM2J260TZKATMK, which does not appear to be the IMEI as an IMEI is 15 digits and not alphanumeric. 
This was found in the following file path: EFS(ExtX)/Root/imei/prodcode.dat. If the question was asking 
for the IMSI, then the IMSI is 310260079673429

3VNPE9

35621210671458863XWWA

352783354839881471469MBU4

3562121067145886EKPAN

3562121067145886PRHA7

35621210671458874MLQ2

35621210671458877WBJY

3562121067145887RU3AB

35621210671458882DV2X

82VLFW

3562121067145888CX7F4

3562121067145888EN7R9

3562121067145888K97CZ

3562121067145888NC4K8

3562121067145888NNHGL

3562121067145889ANFQZ

3562121067145889CUZL3

3562121067145889XT88X

356212106714588ABE2WW

AD6282

356212106714588AEDEP3

N/AB4AJ7X

BCMEEX

356212106714588BL9FU8

356212106714588C2JJVT
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 5 - Acquisition / Device Information

ResponseWebCode

356212106714588C9ZCG4

356212106714588CHMD3T

356212106714588CKDDDX

356212106714588CMH494

356212106714588D7AC7Y

356212106714588EBZ32N

356212106714588EHJ79Q

356212106714588EQURUZ

No AnswerEYNXN2

356212106714588F27G9V

35621210-671458-0GQ3JZL

356212106714588H88C8U

356212106714588HEPJ4T

310260079673429JP4YCX

356212106714588 /Root/sec_efs/SVCLWCVX9

356212106714588MU3MGV

SM2J260TZKATMKN9JXHH

356212106714588NGD4BJ

310260079673429NZ9WWG

356212106714588PB49XM

356212106714588PGULYB

356212106714588PLMMZP

356212106714588Q29PVJ

310260079673429 SM2J260TZKATMKQ99RM3

QGJU94

310260079673429RCRKJC

This is beyond the scope of reportingTF4QLP

not definedTPBP6E

Not listedU899KL

SM2J260TZKATMKUEREJE

356212106714588UYQHMY

356212106714588V9V7DB
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 5 - Acquisition / Device Information

ResponseWebCode

356212106714588VA6BPD

356212106714588W2UCV3

A traditional 15 digit decimal value IMEI was not located. The following value ASCII: SM2J260TZKATMK 
which is Hex: 534D324A323630545A4B41544D4B was located in the "prodcode.dat" file in the IMEI 
directory. The IMSI for this device was located and is: 310260079673429.

W4KC78

356212106714588W4VZYW

356212106714588WAMHLA

SM2J260TZKATMKWTZ4AC

356212106714588XBWQEF

356212106714588XFRN2L

356212106714588YGFDWD

Neither Cellebrite nor Oxygen were able to recover an IMEI.YKGK4G

356212106714588ZVXNQ8

Question 5: What is the IMEI number associated with this phone?
356212106714588 Consensus Result:

 Expected Response Explanation:
The IMEI number associated with this phone is contained in 
USERDATA (ExtX)/Root/data/com.samsung.android.mobileservice/shared_prefs/coreapps_pref.xml. PA does not 
automatically parse this information. It can be found (in PA) by opening blk0_mmcblk0.bin in Hex View from “Memory 
Images” and using the “Find” tool to search for “IMEI”. Several entries contain the IMEI. This information can also be 
found by using a forensic tool which does full text searching and indexing (second example is Autopsy).

 Expected Response Illustration:
IMEI Number
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 5 - Acquisition / Device Information

IMEI Number
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 6 - Acquisition / Device Information

Question 6: Provide the Device Phone Number (MSISDN).

15718351874 Manufacturer ' s 
 Expected Response:

ResponseWebCode

157183518742B66AE

157183518742JDY68

157183518743LWD98

1 (571) 835-18743VNPE9

1571835187463XWWA

1 571-835-187469MBU4

157183518746EKPAN

1-571-835-18746PRHA7

1571835187474MLQ2

571835187477WBJY

157183518747RU3AB

1571835187482DV2X

1571835187482VLFW

157183518748CX7F4

157183518748EN7R9

157183518748K97CZ

157183518748NC4K8

157183518748NNHGL

157183518749ANFQZ

157183518749CUZL3

157183518749XT88X

15718351874ABE2WW

15718351874AD6282

15718351874AEDEP3

15718351874B4AJ7X

1 571 835 1874BCMEEX

15718351874BL9FU8

15718351874C2JJVT

15718351874C9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 6 - Acquisition / Device Information

ResponseWebCode

15718351874CHMD3T

15718351874CKDDDX

1-571-835-1874 or 571-835-1874 or 15718351874 or 5718351874CMH494

1-571-835-1874D7AC7Y

15718351874EBZ32N

15718351874EHJ79Q

15718351874EQURUZ

15718351874EYNXN2

15718351874F27G9V

15718351874GQ3JZL

571-835-1874H88C8U

15718351874HEPJ4T

1-571-835-1874JP4YCX

15718351874LWCVX9

15718351874MU3MGV

1-571-835-1874N9JXHH

1 571-835-1874NGD4BJ

5718351874NZ9WWG

15718351874PB49XM

15718351874PGULYB

1-571-835-1874PLMMZP

15718351874Q29PVJ

15718351874Q99RM3

15718351874QGJU94

15718351874RCRKJC

15718351874TF4QLP

not definedTPBP6E

15718351874U899KL

1-571-835-1874UEREJE

15718351874UYQHMY

15718351874V9V7DB

15718351874VA6BPD

Copyright © 2020 CTS, Inc( 25 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 6 - Acquisition / Device Information

ResponseWebCode

15718351874W2UCV3

15718351874W4KC78

15718351874W4VZYW

15718351874WAMHLA

571 835 1874WTZ4AC

15718351874XBWQEF

15718351874XFRN2L

15718351874YGFDWD

(1)571-835-1874YKGK4G

15718351874ZVXNQ8

Question 6: Provide the Device Phone Number (MSISDN).
15718351874 Consensus Result:

 Expected Response Explanation:
The MSISDN is contained in /Root/system/SimCard.dat and is auto parsed by PA.

 Expected Response Illustration:
MSISDN
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 7 - Acquisition / Device Information

Question 7: What is the language/locale setting for this phone?

en_US Manufacturer ' s 
 Expected Response:

ResponseWebCode

en_US/ en_US2B66AE

locale = en-US2JDY68

en-US3LWD98

English_US3VNPE9

En_US63XWWA

en_US69MBU4

en_US6EKPAN

en_US6PRHA7

en/US74MLQ2

en_US77WBJY

English/US7RU3AB

en_US82DV2X

en-US82VLFW

en_US8CX7F4

en_US8EN7R9

en_US8K97CZ

en_US8NC4K8

en_US (English/United States)8NNHGL

en_US9ANFQZ

En_US9CUZL3

en_US9XT88X

en_USABE2WW

en-USAD6282

en_USAEDEP3

N/AB4AJ7X

en-USBCMEEX

en_USBL9FU8

en-USC2JJVT

en_USC9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 7 - Acquisition / Device Information

ResponseWebCode

en_USCHMD3T

EN_USCKDDDX

en_US or EnglishCMH494

en_USD7AC7Y

en_USEBZ32N

en_USEHJ79Q

en - USEQURUZ

en_usEYNXN2

en_USF27G9V

en_USGQ3JZL

en_USH88C8U

en-USHEPJ4T

en_usJP4YCX

en-USLWCVX9

English/USMU3MGV

en-USN9JXHH

English / USNGD4BJ

En-USNZ9WWG

en_USPB49XM

en_USPGULYB

en_USPLMMZP

en_USQ29PVJ

En_USQ99RM3

English/USQGJU94

en_USRCRKJC

en_US (English US)TF4QLP

English - USTPBP6E

usU899KL

en_us EnglishUEREJE

English/USUYQHMY

en-USV9V7DB

en-USVA6BPD
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 7 - Acquisition / Device Information

ResponseWebCode

en_USW2UCV3

English/ en_USW4KC78

en-USW4VZYW

EN/USWAMHLA

English (en_us)WTZ4AC

en_USXBWQEF

en-USXFRN2L

English USYGFDWD

en_USYKGK4G

en/USZVXNQ8

Question 7: What is the language/locale setting for this phone?
en_US Consensus Result:

 Expected Response Explanation:
The language setting for this phone is located in /SYSTEM/Root/build.prop:0x4B1.

 Expected Response Illustration:
Language Setting
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 8 - Acquisition / Device Information

Question 8: Provide the primary Google account (email address) associated with this phone.

allengonzo79@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

allengonzo79@gmail.com2B66AE

allengonzo79@gmail.com2JDY68

allengonzo79@gmail.com3LWD98

allengonzo79@gmail.com3VNPE9

allengonzo79@gmail.com63XWWA

allengonzo79@gmail.com69MBU4

allengonzo79@gmail.com6EKPAN

allengonzo79@gmail.com6PRHA7

allengonzo79@gmail.com74MLQ2

allengonzo79@gmail.com77WBJY

allengonzo79@gmail.com7RU3AB

allengonzo79@gmail.com82DV2X

allengonzo79@gmail.com82VLFW

allengonzo79@gmail.com8CX7F4

allengonzo79@gmail.com8EN7R9

allengonzo79@gmail.com8K97CZ

allengonzo79@gmail.com8NC4K8

allengonzo79@gmail.com8NNHGL

allengonzo79@gmail.com9ANFQZ

allengonzo79@gmail.com9CUZL3

allengonzo79@gmail.com9XT88X

allengonzo79@gmail.comABE2WW

allengonzo79@gmail.comAD6282

allengonzo79@gmail.comAEDEP3

allengonzo79@gmail.comB4AJ7X

allengonzo79@gmail.comBCMEEX

allengonzo79@gmail.comBL9FU8

allengonzo79@gmail.comC2JJVT

allengonzo79@gmail.comC9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 8 - Acquisition / Device Information

ResponseWebCode

allengonzo79@gmail.comCHMD3T

allengonzo79@gmail.comCKDDDX

allengonzo79@gmail.comCMH494

allengonzo79@gmail.comD7AC7Y

allengonzo79@gmail.comEBZ32N

allengonzo79@gmail.comEHJ79Q

allengonzo79@gmail.comEQURUZ

allengonzo79@gmail.comEYNXN2

allengonzo79@gmail.comF27G9V

allengonzo79@gmail.comGQ3JZL

allengonzo79@gmail.comH88C8U

allengonzo79@gmail.comHEPJ4T

ALLENGONZO79@GMAIL.COMJP4YCX

allengonzo79@gmail.comLWCVX9

allengonzo79@gmail.comMU3MGV

allengonzo79@gmail.comN9JXHH

allengonzo79@gmail.comNGD4BJ

allengonzo79@gmail.comNZ9WWG

allengonzo79@gmail.comPB49XM

allengonzo79@gmail.comPGULYB

allengonzo79@gmail.comPLMMZP

allengonzo79@gmail.comQ29PVJ

allengonzo79@gmail.comQ99RM3

allengonzo79@gmail.comQGJU94

allengonzo79@gmail.comRCRKJC

allengonzo79@gmail.comTF4QLP

allengonzo79@gmail.comTPBP6E

allengonzo79@gmail.comU899KL

allengonzo79@gmail.comUEREJE

allengonzo79@gmail.comUYQHMY

allengonzo79@gmail.comV9V7DB

allengonzo79@gmail.comVA6BPD
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 8 - Acquisition / Device Information

ResponseWebCode

allengonzo79@gmail.comW2UCV3

allengonzo79@gmail.comW4KC78

allengonzo79@gmail.comW4VZYW

allengonzo79@gmail.comWAMHLA

allengonzo79@gmail.comWTZ4AC

allengonzo79@gmail.comXBWQEF

allengonzo79@gmail.comXFRN2L

allengonzo79@gmail.comYGFDWD

allengonzo79@gmail.comYKGK4G

allengonzo79@gmail.comZVXNQ8

Question 8: Provide the primary Google account (email address) associated with this phone.
allengonzo79@gmail.com Consensus Result:

 Expected Response Explanation:
The primary Google account associated with this phone is contained in 
USERDATA/Root/system_ce/0/accounts_ce.db:0x3F01.

 Expected Response Illustration:
Primary Google Account

Copyright © 2020 CTS, Inc( 32 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 9 - Acquisition / Device Information

Question 9: What is the name of the WiFi hotspot connected to by this phone on December 10, 2019?

FlyReagan Manufacturer ' s 
 Expected Response:

ResponseWebCode

"FlyReagan"2B66AE

FlyReagan2JDY68

FlyReagan3LWD98

FlyReagan3VNPE9

FlyReagan63XWWA

FlyReagan69MBU4

FlyReagan6EKPAN

FlyReagan6PRHA7

FlyReagan74MLQ2

FlyReagan77WBJY

FlyReagan7RU3AB

FlyReagan82DV2X

FlyReagan82VLFW

FlyReagan8CX7F4

FlyReagan8EN7R9

FlyReagan8K97CZ

FlyReagan8NC4K8

FlyReagan8NNHGL

FlyReagan9ANFQZ

FlyReagan9CUZL3

FlyReagan9XT88X

FlyReaganABE2WW

FlyReaganAD6282

FlyReaganAEDEP3

N/AB4AJ7X

FlyReaganBCMEEX

FlyReaganBL9FU8

FlyReaganC2JJVT

FlyReaganC9ZCG4
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 9 - Acquisition / Device Information

ResponseWebCode

Fly ReaganCHMD3T

FlyReaganCKDDDX

FlyReaganCMH494

FlyReaganD7AC7Y

“FlyReagan”EBZ32N

"FlyReagan"EHJ79Q

FlyReaganEQURUZ

No AnswerEYNXN2

FlyReaganF27G9V

FlyReaganGQ3JZL

FlyReaganH88C8U

FlyReaganHEPJ4T

FLY REAGANJP4YCX

FlyReagan USERDATA (ExtX)/Root/system/wifigeofence.dbLWCVX9

FlyReaganMU3MGV

FlyReaganN9JXHH

FlyReaganNGD4BJ

FlyReaganNZ9WWG

FlyReaganPB49XM

FlyReaganPGULYB

FlyReaganPLMMZP

FlyReaganQ29PVJ

FlyReaganQ99RM3

QGJU94

FlyReaganRCRKJC

This is beyond the scope of reportingTF4QLP

FlyReaganTPBP6E

FlyReaganU899KL

FlyReaganUEREJE

"FlyReagan"UYQHMY

FlyReaganV9V7DB

FlyReaganVA6BPD
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 9 - Acquisition / Device Information

ResponseWebCode

FlyReaganW2UCV3

FlyReaganW4KC78

FlyReaganW4VZYW

FlyReaganWAMHLA

FlyReaganWTZ4AC

FlyReaganXBWQEF

FlyReaganXFRN2L

FlyReaganYGFDWD

"FlyReagan"YKGK4G

FlyReaganZVXNQ8

Question 9: What is the name of the WiFi hotspot connected to by this phone on December 10, 2019?
FlyReagan Consensus Result:

 Expected Response Explanation:
The name of the Wifi hotspot is contained in /USERDATA (ExtX)/Root/system/wifigeofence.db.

 Expected Response Illustration:
Wifi Connections
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Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 10 - Acquisition / Device Information

Question 10: What was the last date and time the phone was connected to the "_Free LGA WiFi" hotspot? 
Provide your response in the time zone set for the device using the following format: MM/DD/YYYY, 
HH:MM AM/PM

12/11/2019 10:47 AM Manufacturer ' s 
 Expected Response:

ResponseWebCode

12/11/2019, 10:47 AM2B66AE

12/11/2019 10:47 AM2JDY68

12/11/2019 10:47 AM3LWD98

12/11/2019, 10:47 AM3VNPE9

11/12/2019 10:47 AM63XWWA

12/11/2019 10:47 PM69MBU4

12/11/2019 10:47 AM6EKPAN

12/11/2019 3:47 PM6PRHA7

11.11.2019 10:47 AM74MLQ2

12/11/2019, 10:47 AM77WBJY

12/11/2019, 10:47 AM7RU3AB

12/11/2019, 10:47 AM82DV2X

12/11/2019 10:47 AM82VLFW

12/11/2019 10:47 AM8CX7F4

12/11/2019, 03:47 PM8EN7R9

12/11/2019, 10:47 AM8K97CZ

12/11/2019 10:47 AM8NC4K8

12/11/2019, 10:47 AM8NNHGL

12/11/2019 10:47 AM9ANFQZ

12/11/2019, 10:47:51(UTC-5) AM9CUZL3

12/11/2019, 10:47 AM9XT88X

12/11/2019, 10:47 AMABE2WW

11/12/2019 10:47AMAD6282

12/11/2019, 10:47 AMAEDEP3

N/AB4AJ7X

12/11/2019, 10:47 AMBCMEEX

12/11/2019, 10:47 AMBL9FU8

12/11/2019, 3:47 PMC2JJVT
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TABLE 1
 Question 10 - Acquisition / Device Information

ResponseWebCode

12/11/2019 10:47 AMC9ZCG4

12/11/2019 10:47 AMCHMD3T

12/11/2019 10:47 AMCKDDDX

12/11/2019 10:47 AMCMH494

12/11/2019 10:47 AMD7AC7Y

12/11/2019, 10:47 AM (UTC-5)EBZ32N

12/11/2019, 10:47 AM(UTC-5)EHJ79Q

12/11/2019 15:47 PMEQURUZ

No AnswerEYNXN2

12/11/2019, 10:47 AMF27G9V

12/11/2019, 10:47 AMGQ3JZL

12/11/2019, 10:47 AMH88C8U

12/11/2019, 10:47 AMHEPJ4T

12/11/2019 10:47 AMJP4YCX

12/11/2019, 10:47 AM misc\wifi\WifiConfigStore.xmlLWCVX9

12/11/2019, 10:47 AMMU3MGV

12/11/2019, 10:47 AMN9JXHH

12/11/2019, 10:47 AMNGD4BJ

12/11/2019, 10:47 AMNZ9WWG

12/11/2019, 10:47 AMPB49XM

12/11/2019, 10:47 AMPGULYB

12/11/2019, 10:47 AMPLMMZP

12/11/2019, 10:47 AMQ29PVJ

12/11/2019 10:47:46 pmQ99RM3

QGJU94

12/11/2019, 10:47 AMRCRKJC

This is beyond the scope of reportingTF4QLP

12/11/2019, 03:47 PMTPBP6E

12/11/2019 10:47:51 AM(UTC-5)U899KL

12/11/2019 10:47 AM (-5 UTC)UEREJE

11/12/2019 15:47 PMUYQHMY

12/11/2019, 10:47 AMV9V7DB
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TABLE 1
 Question 10 - Acquisition / Device Information

ResponseWebCode

12/11/2019, 10:47 AMVA6BPD

12/11/2019, 10:47 AMW2UCV3

12/11/2019, 10:47 AMW4KC78

12/11/2019, 10:47 AMW4VZYW

12/11/2019 03:47 PMWAMHLA

12/11/2019 10:47 AM (-05:00 UTC)WTZ4AC

12/11/2019, 03:47 PMXBWQEF

12/11/2019, 10:47 AMXFRN2L

12/11/2019 15:47 PMYGFDWD

12/11/2019 10:47 AM (UTC-5)YKGK4G

12/11/2019, 10:47 AMZVXNQ8

Question 10: What was the last date and time the phone was connected to the "_Free LGA WiFi" hotspot? 
Provide your response in the time zone set for the device using the following format: MM/DD/YYYY, 
HH:MM AM/PM

12/11/2019 10:47 AM and all formatting styles which represent the same information. In 
addition, the same date with the time 03:47 PM which represents the same time but in UTC+0 
was also accepted. Seconds were not part of the time format requested, therefore reported 
seconds are not being evaluated.

 Consensus Result:

 Expected Response Explanation:
Information regarding the last date and time this phone was connected to a specific hotspot is contained in /USERDATA 
(ExtX)/Root/misc/wifi/WifiConfigStore.xml. The connection time is stored as GMT unix timestamp in milliseconds 
:1576079271184 and must be converted using a tool (e.g Cellebrite or excel).

 Expected Response Illustration:
WifiConfigStore
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WifiConfigStore
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TABLE 1
 Question 11 - Acquisition / Device Information

Question 11: What is the name of the paired bluetooth device with MAC Address 98:D3:31:FC:1B:64?

SKMR13 Manufacturer ' s 
 Expected Response:

ResponseWebCode

SKMR132B66AE

SKMR132JDY68

SKMR133LWD98

SKMR133VNPE9

SKMR1363XWWA

SKMR1369MBU4

SKMR136EKPAN

SKMR136PRHA7

SKMR1374MLQ2

SKMR1377WBJY

SKMR137RU3AB

SKMR1382DV2X

SKMR1382VLFW

Serial Bluetooth Terminal8CX7F4

SKMR138EN7R9

SKMR138K97CZ

SKMR138NC4K8

SKMR138NNHGL

SKMR139ANFQZ

SKMR139CUZL3

SKMR139XT88X

SKMR13ABE2WW

SKMR13AD6282

SKMR13AEDEP3

Galaxy J2B4AJ7X

SKMR13BCMEEX

SKMR13BL9FU8

SKMR13C2JJVT

SKMR13C9ZCG4
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TABLE 1
 Question 11 - Acquisition / Device Information

ResponseWebCode

SKMR13CHMD3T

SKMR13CKDDDX

SKMR13CMH494

Serial Bluetooth TerminalD7AC7Y

SKMR13EBZ32N

SKMR13EHJ79Q

SKMR13EQURUZ

SKMR13EYNXN2

SKMR13F27G9V

SKMR13GQ3JZL

SKMR13H88C8U

SKMR13HEPJ4T

SKMR13JP4YCX

SKMR13 misc\bluedroid\bt_config.confLWCVX9

SKMR13MU3MGV

SKMR13N9JXHH

SKMR13NGD4BJ

SKMR2NZ9WWG

Serial Bluetooth TerminalPB49XM

SKMR13PGULYB

SKMR13PLMMZP

SKMR13Q29PVJ

SKMR13Q99RM3

SKMR13QGJU94

SKMR13RCRKJC

SKMR13TF4QLP

SKMR13TPBP6E

None locatedU899KL

SKMR13UEREJE

SKMR13UYQHMY

SKMR13V9V7DB

SKMR13VA6BPD
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TABLE 1
 Question 11 - Acquisition / Device Information

ResponseWebCode

SKMR13W2UCV3

SKMR13W4KC78

SKMR13W4VZYW

SKMR13WAMHLA

SKMR13WTZ4AC

SKMR13XBWQEF

SKMR13XFRN2L

SKMR13YGFDWD

SKMR13YKGK4G

SKMR13ZVXNQ8

Question 11: What is the name of the paired bluetooth device with MAC Address 98:D3:31:FC:1B:64?
SKMR13 Consensus Result:

 Expected Response Explanation:
Bluetooth pairing information is contained in 
/USERDATA (ExtX)/Root/user_de/0/com.android.bluetooth/databases/bonddevice.db and in
USERDATA (ExtX)/Root/misc/bluedroid/bt_config.conf.

 Expected Response Illustration:
Paired Bluetooth Device Name

Copyright © 2020 CTS, Inc( 42 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 11 - Acquisition / Device Information

Paired Bluetooth Device Name
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TABLE 1
 Question 12 - Phone / Messaging

Question 12: What is the name of the (non-Gmail) email client installed by the user?

K-9 Mail Manufacturer ' s 
 Expected Response:

ResponseWebCode

K-9 Mail2B66AE

K-9 Mail2JDY68

K-9 Mail3LWD98

K-9 Mail3VNPE9

K-9 Mail63XWWA

Samsung email69MBU4

K-9 mail6EKPAN

Samsung Email6PRHA7

K-9 Mail74MLQ2

K-9 Mail77WBJY

K-9 Mail7RU3AB

K-9 Mail82DV2X

K-9 Mail82VLFW

K-9 mail8CX7F4

K-9 Mail8EN7R9

K-9 Mail8K97CZ

K-9 Mail8NC4K8

K-9 Mail (com.fsck.k9)8NNHGL

K-9 Mail9ANFQZ

K-99CUZL3

K-9 Mail9XT88X

K-9 MailABE2WW

k-9 mailAD6282

K-9 MailAEDEP3

N/AB4AJ7X

K-9 MailBCMEEX

K-9 MailBL9FU8

K-9 MailC2JJVT

K9 MailC9ZCG4
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TABLE 1
 Question 12 - Phone / Messaging

ResponseWebCode

K-9 MailCHMD3T

K-9 MailCKDDDX

K-9 MailCMH494

K-9 MailD7AC7Y

Samsung EmailEBZ32N

Samsung EmailEHJ79Q

K-9 MailEQURUZ

K9 MailEYNXN2

K-9 MailF27G9V

K-9 MailGQ3JZL

K-9 MailH88C8U

K-9 MailHEPJ4T

K9 MAILJP4YCX

K-9 MailLWCVX9

15718351874@s.whatsapp.netMU3MGV

Samsung EmailN9JXHH

K-9 MailNGD4BJ

K-9 MailNZ9WWG

K-9 MailPB49XM

K-9 MailPGULYB

K-9 MailPLMMZP

K-9 MailQ29PVJ

K-9 MailQ99RM3

K-9 MailQGJU94

K-9 MailRCRKJC

Samsung EmailTF4QLP

K9-MailTPBP6E

Samsung EmailU899KL

K-9 Mail com.fsck.k9UEREJE

K-9 MailUYQHMY

K-9 MailV9V7DB

K-9 MailVA6BPD
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TABLE 1
 Question 12 - Phone / Messaging

ResponseWebCode

K-9 MailW2UCV3

K-9 mailW4KC78

K-9 MailW4VZYW

K-9 MailWAMHLA

K-9 Mail (com.fsck.k9)WTZ4AC

K-9 MailXBWQEF

K-9 MailXFRN2L

K-9 Mail (com.fsck.k9)YGFDWD

K9-MailYKGK4G

K-9 MailZVXNQ8

Question 12: What is the name of the (non-Gmail) email client installed by the user?
K-9 Mail Consensus Result:

 Expected Response Explanation:
Information about installed applications is contained in 
/USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db. A review of this database for records 
related to email applications shows Gmail, Samsung Email, and K-9 Mail. The Samsung Email is installed by default.

 Expected Response Illustration:
Email Applications

 Other Responses: 
Seven participants reported "Samsung Email" which is installed by default not specifically by the user.
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TABLE 1
 Question 13 - Phone / Messaging

Question 13: What version is the (non-Gmail) email client installed by the user?

5.6 Manufacturer ' s 
 Expected Response:

ResponseWebCode

5.6002B66AE

Version 5.6002JDY68

5.6003LWD98

5.6003VNPE9

5.60063XWWA

6.1.01.069MBU4

5.6006EKPAN

6.1.01.06PRHA7

5.60074MLQ2

5.60077WBJY

5.600 (26000)7RU3AB

5.60082DV2X

5.60082VLFW

5.6008CX7F4

5.6008EN7R9

5.6008K97CZ

5.6008NC4K8

5.6008NNHGL

5.6009ANFQZ

6.0.02.109CUZL3

5.6009XT88X

5.600ABE2WW

5.600AD6282

5.600AEDEP3

N/AB4AJ7X

5.600BCMEEX

5.600BL9FU8

5.600C2JJVT

5.600C9ZCG4
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ResponseWebCode

5.600CHMD3T

5.600CKDDDX

5.600CMH494

5.600D7AC7Y

6.0.02.10EBZ32N

6.0.02.10EHJ79Q

5.600EQURUZ

26000EYNXN2

K-9 Mail_Version 5.600F27G9V

5.600GQ3JZL

5.600H88C8U

5.600HEPJ4T

5.600JP4YCX

5.600LWCVX9

2.19.341MU3MGV

6.1.01.0N9JXHH

5.600NGD4BJ

6.0.02.10NZ9WWG

5.600PB49XM

5.600PGULYB

5.600PLMMZP

5.600Q29PVJ

5.600Q99RM3

5.600QGJU94

5.600RCRKJC

6.1.01.0TF4QLP

5.600TPBP6E

6.0.02.10U899KL

5.600UEREJE

5.600UYQHMY

5.600V9V7DB

5.600VA6BPD
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 Question 13 - Phone / Messaging

ResponseWebCode

5.600W2UCV3

5.600W4KC78

5.600 (android:versionName)W4VZYW

5.600WAMHLA

version 5.600WTZ4AC

5.600XBWQEF

5600XFRN2L

5.600YGFDWD

5.600YKGK4G

5.600ZVXNQ8

Question 13: What version is the (non-Gmail) email client installed by the user?
5.6 Consensus Result:

 Expected Response Explanation:
Information about installed applications is contained in the following database:
/USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db

 Expected Response Illustration:
Email Applications
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TABLE 1
 Question 14 - Phone / Messaging

Question 14: How many SMS messages were received from the phone number associated with the contact 
listed as "Francis Milligan"? Provide response using the numeric format.

6 Manufacturer ' s 
 Expected Response:

ResponseWebCode

62B66AE

62JDY68

63LWD98

6 unique SMS messages. The forensic tool used displayed quadruplicate of the SMS messages observed, 
totaling to 24 SMS messages. The total 24 SMS messages include the 6 unique SMS messages.

3VNPE9

663XWWA

669MBU4

66EKPAN

66PRHA7

674MLQ2

677WBJY

67RU3AB

682DV2X

682VLFW

68CX7F4

68EN7R9

68K97CZ

68NC4K8

68NNHGL

69ANFQZ

69CUZL3

69XT88X

6ABE2WW

18AD6282

6AEDEP3

24B4AJ7X

6BCMEEX

6BL9FU8

6C2JJVT
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TABLE 1
 Question 14 - Phone / Messaging

ResponseWebCode

6C9ZCG4

6CHMD3T

6CKDDDX

6CMH494

6D7AC7Y

6EBZ32N

6EHJ79Q

6EQURUZ

18EYNXN2

6F27G9V

6GQ3JZL

6H88C8U

6HEPJ4T

6JP4YCX

18LWCVX9

6MU3MGV

6N9JXHH

6NGD4BJ

6NZ9WWG

6PB49XM

6PGULYB

6PLMMZP

6Q29PVJ

6Q99RM3

6QGJU94

6RCRKJC

6TF4QLP

6TPBP6E

6U899KL

6UEREJE

6UYQHMY

6V9V7DB
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TABLE 1
 Question 14 - Phone / Messaging

ResponseWebCode

18VA6BPD

6W2UCV3

6 are uniqueW4KC78

6 (Six)W4VZYW

6WAMHLA

6WTZ4AC

6XBWQEF

6XFRN2L

6 (18 in total but there are two sets of duplicate messages)YGFDWD

6YKGK4G

6ZVXNQ8

Question 14: How many SMS messages were received from the phone number associated with the contact 
listed as "Francis Milligan"? Provide response using the numeric format.

6 Consensus Result:

 Expected Response Explanation:
Contacts are stored in /Root/data/com.samsung.android.providers.contacts/databases/contacts2.db; the number 
associated with Francis Milligan is (720) 686-5455. The SMS messages are contained in the following database:
/USERDATA (ExtX)/Root/user_de/0/com.android.providers.telephony/databases/mmssms.db. By filtering the SMS table 
using  “7206865455”, six results are shown. PA automates this process.

 Expected Response Illustration:
SMS Messages
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SMS Messages
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TABLE 1
 Question 15 - Phone / Messaging

Question 15: What is the account number for the device mobile service (cellular) provider?

756887507 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Acct7568875072B66AE

7568875072JDY68

7568875073LWD98

7568875073VNPE9

Acct75688750763XWWA

Acct75688750769MBU4

3102606EKPAN

7568875076PRHA7

31026074MLQ2

75688750777WBJY

3102600796734297RU3AB

75688750782DV2X

75688750782VLFW

7568875078CX7F4

7568875078EN7R9

7568875078K97CZ

7568875078NC4K8

3102608NNHGL

7568875079ANFQZ

7568875079CUZL3

7568875079XT88X

756887507ABE2WW

756887507AD6282

756887507AEDEP3

N/AB4AJ7X

756887507BCMEEX

756887507BL9FU8

756887507C2JJVT

756887507C9ZCG4
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ResponseWebCode

756887507CHMD3T

756887507CKDDDX

756887507CMH494

756887501D7AC7Y

756887507EBZ32N

756887507EHJ79Q

756887507EQURUZ

756887507EYNXN2

15718351874F27G9V

756887507GQ3JZL

756887507H88C8U

756887507HEPJ4T

T-MOBILE 756887507JP4YCX

756887507LWCVX9

756887507MU3MGV

756887507N9JXHH

+14054720056NGD4BJ

7206865455NZ9WWG

756887507PB49XM

756887507PGULYB

756887507PLMMZP

756887507Q29PVJ

3100260Q99RM3

QGJU94

756887507RCRKJC

756887507TF4QLP

+15718351874TPBP6E

756887507U899KL

756887507UEREJE

756887507UYQHMY

756887507V9V7DB

756887507VA6BPD
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TABLE 1
 Question 15 - Phone / Messaging

ResponseWebCode

756887507W2UCV3

756887507W4KC78

756887507W4VZYW

756887507WAMHLA

Account: 756887507 (Metro by T-Mobile)WTZ4AC

756887507XBWQEF

756887507XFRN2L

756887507YGFDWD

756887507YKGK4G

756887507ZVXNQ8

Question 15: What is the account number for the device mobile service (cellular) provider?
756887507 Consensus Result:

 Expected Response Explanation:
The mobile service account number is found within the body of a SMS message. A review of the SMS messages finds a 
message from “611” containing the text “Please pay $110.00 by 12/20/19 for Acct756887507 to avoid service 
interruption. Metro by T-Mobile…”.

 Expected Response Illustration:
SMS Messages
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TABLE 1
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Question 16: How many unread SMS messages are on the phone? Provide response using the numeric 
format.

8 Manufacturer ' s 
 Expected Response:

ResponseWebCode

82B66AE

82JDY68

83LWD98

8 unique unread SMS messages. The forensic tool used displayed triplicates of the unread SMS messages 
observed, totaling to 24 unread SMS messages. The total 24 unread SMS messages include the 8 unique 
unread SMS messages.

3VNPE9

863XWWA

869MBU4

86EKPAN

86PRHA7

1274MLQ2

877WBJY

87RU3AB

882DV2X

882VLFW

88CX7F4

88EN7R9

88K97CZ

88NC4K8

88NNHGL

89ANFQZ

89CUZL3

89XT88X

8ABE2WW

16AD6282

8AEDEP3

8B4AJ7X

8BCMEEX

8BL9FU8
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TABLE 1
 Question 16 - Phone / Messaging

ResponseWebCode

8C2JJVT

8C9ZCG4

8CHMD3T

8CKDDDX

8CMH494

8D7AC7Y

8EBZ32N

8EHJ79Q

8EQURUZ

24EYNXN2

8F27G9V

8GQ3JZL

8H88C8U

8HEPJ4T

8JP4YCX

16LWCVX9

8MU3MGV

8N9JXHH

8NGD4BJ

8NZ9WWG

8PB49XM

8PGULYB

8PLMMZP

8Q29PVJ

48Q99RM3

8QGJU94

8, but they were each duplicated for a total of 24.RCRKJC

8TF4QLP

8TPBP6E

8U899KL

8UEREJE

8UYQHMY
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TABLE 1
 Question 16 - Phone / Messaging

ResponseWebCode

8V9V7DB

16VA6BPD

8W2UCV3

8 are uniqueW4KC78

8 (Eight)W4VZYW

8WAMHLA

8WTZ4AC

8XBWQEF

8XFRN2L

8 (16 in total but one set of duplicate messages)YGFDWD

8YKGK4G

8ZVXNQ8

Question 16: How many unread SMS messages are on the phone? Provide response using the numeric 
format.

8 Consensus Result:

 Expected Response Explanation:
The quantity of unread SMS messages can be found in the following database: 
(ExtX)/Root/user_de/0/com.android.providers.telephony/databases/mmssms.db. This database contains eight (8) 
records with the “read” flag unset. PA parses this and shows it in the SMS Messages tab.

 Expected Response Illustration:
SMS Messages
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SMS Messages
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TABLE 1
 Question 17 - Phone / Messaging

Question 17: What communication service sent the 783514 verification code?

Google Voice Manufacturer ' s 
 Expected Response:

ResponseWebCode

Google Voice2B66AE

Google Voice2JDY68

Google Voice3LWD98

Google Voice3VNPE9

Google Voice63XWWA

Google Voice69MBU4

Google Voice6EKPAN

Google Voice6PRHA7

Google Voice74MLQ2

Google Voice77WBJY

Google Voice7RU3AB

Google Voice82DV2X

Google Voice82VLFW

Google Voice8CX7F4

Google Voice8EN7R9

Google Voice8K97CZ

Google Voice8NC4K8

22000 - Google Voice8NNHGL

Google Voice9ANFQZ

Google Voice verification code9CUZL3

Google Voice9XT88X

Google VoiceABE2WW

Google voiceAD6282

Google VoiceAEDEP3

Google VoiceB4AJ7X

Google VoiceBCMEEX

Google VoiceBL9FU8

Google VoiceC2JJVT

Google VoiceC9ZCG4
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TABLE 1
 Question 17 - Phone / Messaging

ResponseWebCode

Google VoiceCHMD3T

Google VoiceCKDDDX

Google VoiceCMH494

Google VoiceD7AC7Y

Google VoiceEBZ32N

Google VoiceEHJ79Q

Google VoiceEQURUZ

Google Voice via Android System MessagesEYNXN2

Google VoiceF27G9V

Google VoiceGQ3JZL

Google VoiceH88C8U

Google VoiceHEPJ4T

GOOGLE VOICEJP4YCX

Google VoiceLWCVX9

Google VoiceMU3MGV

Google VoiceN9JXHH

Google VoiceNGD4BJ

Google VoiceNZ9WWG

Google VoicePB49XM

SMSPGULYB

22000 Google VoicePLMMZP

Google VoiceQ29PVJ

Google VoiceQ99RM3

Google VoiceQGJU94

Google VoiceRCRKJC

Google VoiceTF4QLP

Google Voice verificationTPBP6E

Google VoiceU899KL

Google Voice com.google.android.apps.googlevoiceUEREJE

Google Voice (SMS)UYQHMY

Google VoiceV9V7DB

Google VoiceVA6BPD
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TABLE 1
 Question 17 - Phone / Messaging

ResponseWebCode

SMSW2UCV3

Google VoiceW4KC78

Google Voice verification codeW4VZYW

Google voiceWAMHLA

Google VoiceWTZ4AC

Google VoiceXBWQEF

Google VoiceXFRN2L

Google VoiceYGFDWD

Google VoiceYKGK4G

Google VoiceZVXNQ8

Question 17: What communication service sent the 783514 verification code?
Google Voice Consensus Result:

 Expected Response Explanation:
Searching for 783514 finds one message, “783514 is your Google Voice verification code. Don't share it with anyone 
else”.

 Expected Response Illustration:
Message
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 Question 18 - Phone / Messaging

Question 18: What contact (name) has the phone number "208-900-1987"?

mom Manufacturer ' s 
 Expected Response:

ResponseWebCode

mom2B66AE

mom2JDY68

mom3LWD98

mom3VNPE9

mom63XWWA

mom69MBU4

mom6EKPAN

mom6PRHA7

mom74MLQ2

Mom77WBJY

mom7RU3AB

mom82DV2X

mom82VLFW

mom8CX7F4

mom8EN7R9

mom8K97CZ

mom8NC4K8

mom8NNHGL

mom9ANFQZ

Mom9CUZL3

mom9XT88X

momABE2WW

MomAD6282

momAEDEP3

momB4AJ7X

momBCMEEX

momBL9FU8

momC2JJVT

MomC9ZCG4
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TABLE 1
 Question 18 - Phone / Messaging

ResponseWebCode

momCHMD3T

MomCKDDDX

momCMH494

MomD7AC7Y

momEBZ32N

momEHJ79Q

momEQURUZ

momEYNXN2

momF27G9V

momGQ3JZL

momH88C8U

momHEPJ4T

MOMJP4YCX

momLWCVX9

momMU3MGV

momN9JXHH

MomNGD4BJ

MomNZ9WWG

momPB49XM

momPGULYB

momPLMMZP

MomQ29PVJ

momQ99RM3

momQGJU94

momRCRKJC

momTF4QLP

momTPBP6E

momU899KL

momUEREJE

MomUYQHMY

momV9V7DB

momVA6BPD
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TABLE 1
 Question 18 - Phone / Messaging

ResponseWebCode

momW2UCV3

momW4KC78

momW4VZYW

momWAMHLA

momWTZ4AC

MomXBWQEF

momXFRN2L

momYGFDWD

momYKGK4G

momZVXNQ8

Question 18: What contact (name) has the phone number "208-900-1987"?
mom Consensus Result:

 Expected Response Explanation:
Contacts are stored in /Root/data/com.samsung.android.providers.contacts/databases/contacts2.db, the contact name 
associated with this number is “mom”.

 Expected Response Illustration:
Contacts
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TABLE 1
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Question 19: What was the duration of the call from Raymond Butner on 12/5/2019? Provide your 
response in the following format: HH:MM:SS

00:00:27 Manufacturer ' s 
 Expected Response:

ResponseWebCode

00:00:272B66AE

00:00:272JDY68

00:00:273LWD98

00:00:273VNPE9

00:00:2763XWWA

00:00:2769MBU4

00:00:276EKPAN

00:00:276PRHA7

00.00.2774MLQ2

00:00:2777WBJY

00:00:277RU3AB

00:00:2782DV2X

00:00:2782VLFW

00:00:278CX7F4

00:00:278EN7R9

00:00:278K97CZ

00:00:278NC4K8

00:00:278NNHGL

00:00:279ANFQZ

00:00:279CUZL3

00:00:279XT88X

00:00:27ABE2WW

00:00:27AD6282

00:00:27AEDEP3

00:00:27B4AJ7X

00:00:27BCMEEX

00:00:27BL9FU8

00:00:27C2JJVT
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TABLE 1
 Question 19 - Phone / Messaging

ResponseWebCode

00:00:27C9ZCG4

00:00:27CHMD3T

00:00:27CKDDDX

00:00:27CMH494

00:00:27D7AC7Y

00:00:27EBZ32N

00:00:27EHJ79Q

00:00:27EQURUZ

00:00:27EYNXN2

00:00:27F27G9V

00:00:27GQ3JZL

00:00:27H88C8U

00:00:27HEPJ4T

00:00:27JP4YCX

00:00:27LWCVX9

00:00:27MU3MGV

00:00:27N9JXHH

00:00:27NGD4BJ

00:00:27NZ9WWG

00:00:27PB49XM

00:00:27PGULYB

00:00:27PLMMZP

00:00:27Q29PVJ

00:00:27Q99RM3

00:00:27QGJU94

00:00:27RCRKJC

00:00:27TF4QLP

00:00:27TPBP6E

00:00:27U899KL

00:00:27UEREJE

00:00:27UYQHMY

00:00:27V9V7DB
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ResponseWebCode

00:00:27VA6BPD

00:00:27W2UCV3

00:00:27W4KC78

00:00:27W4VZYW

00:00:27WAMHLA

00:00:27WTZ4AC

00:00:27XBWQEF

00:00:27XFRN2L

00:00:27YGFDWD

00:00:27YKGK4G

00:00:27ZVXNQ8

Question 19: What was the duration of the call from Raymond Butner on 12/5/2019? Provide your 
response in the following format: HH:MM:SS

0:00:27 Consensus Result:

 Expected Response Explanation:
The call log information is contained in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal.

 Expected Response Illustration:
Call Log
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TABLE 1
 Question 20 - Phone / Messaging

Question 20: What was the date and time of the last outgoing call? Provide your response in the time zone 
set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM

12/15/2019 09:28 PM Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

12/05/2019, 06:35 AM2B66AE

12/15/2019 9:28 PM2JDY68

12/15/2019 09:28 PM3LWD98

12/15/2019, 09:28 PM was the last dialed outgoing call made to **61*18056912815, which appears 
to be a call forwarding service number. If the last call was made to a person or contact, it would be 
12/05/2019, 06:35 AM.

3VNPE9

12/15/2019, 21:28 PM63XWWA

12/15/2019, 09:28 PM69MBU4

12/15/2019 09:28 pm6EKPAN

12/15/2019, 06:35:03 AM6PRHA7

12/15/2019 09:28 PM74MLQ2

12/05/2019, 06:35 AM77WBJY

12/15/2019, 09:28 PM7RU3AB

12/15/2019, 09:28 PM82DV2X

12/05/2019, 06:35 AM82VLFW

12/05/2019, 6:35:03 AM8CX7F4

12/15/2019, 08:55 PM8EN7R9

12/15/2019, 09:28 PM8K97CZ

12/15/2019 8:55:26 PM8NC4K8

12/05/2019, 06:35 AM8NNHGL

12/5/2019 6:35 AM9ANFQZ

12/05/2019, 06:35:03 AM (UTC -5)9CUZL3

12/15/2019, 09:28 PM9XT88X

12/15/2019, 09:28 PMABE2WW

12/15/2019 21:28 PMAD6282

12/05/2019, 06:35:03 AMAEDEP3

12/15/2019 9:35:13 PMB4AJ7X

12/05/2019, 06:35 AMBCMEEX

12/15/2020 09:28 PMBL9FU8
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

12/15/2019, 9:28 PMC2JJVT

12/15/2019 09:28 PMC9ZCG4

12/15/2019 9:28 PMCHMD3T

12/15/2019 21:28 PMCKDDDX

12/15/2019 09:35 PMCMH494

12/5/2019 6:35 AMD7AC7Y

12/15/2019, 09:28 PM(UTC-5)EBZ32N

12/15/2019 9:28:53 PM(UTC-5)EHJ79Q

12/15/2019 2128 PMEQURUZ

12/15/2019 09:28 PMEYNXN2

12/15/2019, 09:28 PMF27G9V

12/15/2019, 09:28 PMGQ3JZL

12/15/2019,09:28 AMH88C8U

12/05/2019, 06:35 AMHEPJ4T

12/15/2019 09:28 pmJP4YCX

12/15/2019, 09:28 PMLWCVX9

12/15/2019, 09:28 PMMU3MGV

12/05/2019, 06:35 AMN9JXHH

12/15/2019, 09:28 PMNGD4BJ

12/15/2019, 09:28 PMNZ9WWG

12/05/2019, 06:35 AMPB49XM

12/5/2019, 6:35:03 AMPGULYB

12/05/19, 6:35 AMPLMMZP

12/15/2019, 09:28 PMQ29PVJ

12.15.2019 09:28 pmQ99RM3

12/15/2019, 21:28 PMQGJU94

12/15/2019, 09:28 PMRCRKJC

12/15/2019, 09:28 PM (technically last call but this is a call forward) 12/15/2019, 08:55 PM (last true 
call)

TF4QLP

12/15/2019 9:28:53 PM(UTC-5)TPBP6E

12/15/2019 9:28 PMU899KL

12/15/2019 09:28 PMUEREJE
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

16/12/2019 02:28 AMUYQHMY

12/15/2019, 09:28 PMV9V7DB

12/15/2019, 09:28 PMVA6BPD

12/05/2019, 06:53 AMW2UCV3

12/05/2019, 06:35 AM is the date and time of the last outgoing call made to a contact. (This time 
stamp corresponds to the outgoing call made to "+17039407024" "Raymond Butner") Note: 
12/15/2019, 09:28 PM is the date and time of the last outgoing call parsed by both CelleBrite and XRY 
(which corresponds to the outgoing call to "**61*18056912815") - **61 is a T-mobile/ Metro PCS Short 
Code to “Turn on forwarding if no reply (CF NRY) to a number (unanswered calls ring to alternate 
number)”.

W4KC78

12/15/2019 09:28 PMW4VZYW

12/15/2019 9:28 PMWAMHLA

12/15/2019, 9:28 PM (UTC-5)WTZ4AC

12/05/2019, 06:35 AMXBWQEF

12/05/2019 06:35 AMXFRN2L

12/15/2019, 21:28:53 PMYGFDWD

12/5/2019 06:35(UTC-5)YKGK4G

12/15/2019, 09:28 PMZVXNQ8

Question 20: What was the date and time of the last outgoing call? Provide your response in the time zone 
set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM

The objective of this question was to identify the last number dialed as context for the following 
three questions. A consensus was not achieved for this question which affected the full series of 
questions 20-23. However, two distinct subsets of responses were received for this question and 
the additional questions in the series which achieved a consensus within the subsets are presented 
at the end of the report. Questions labeled #120 and #220 relate to this specific question and 
cover the two subsets.

 Consensus Result:

 Expected Response Explanation:
The last outgoing call date and time can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal

 Expected Response Illustration:
Call Log
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 Question 21 - Phone / Messaging

Question 21: The last outgoing call was made to what phone number?

**61*18056912815 Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

+170394070242B66AE

**61*180569128152JDY68

**61*180569128153LWD98

1 (805) 691-2815, however, it is listed with the prefix number “**61*”. The entire number dialed out is 
“**61*18056912815”. The “**61*” number appears to be a call forwarding service and is going to a 
Google Voice number. If the last call was made to a person or contact, it would be the phone number 1 
(703) 940-7024.

3VNPE9

**61*1805691281563XWWA

+1703940702469MBU4

**61*180569128156EKPAN

703-940-70246PRHA7

+1703940702474MLQ2

1703940702477WBJY

+170394070247RU3AB

720686545582DV2X

+1703940702482VLFW

170394070248CX7F4

72068654558EN7R9

**61*180569128158K97CZ

72068654558NC4K8

170394070248NNHGL

+170394070249ANFQZ

+170394070249CUZL3

**61*180569128159XT88X

**61*18056912815ABE2WW

**61*18056912815AD6282

17039407024AEDEP3

**61*18056912815B4AJ7X

1 703 940 7024BCMEEX

**61*18056912815BL9FU8
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

**61*18056912815C2JJVT

**61*18056912815C9ZCG4

**61*18056912815CHMD3T

**61*18056912815CKDDDX

1-510-501-4284 or 510-501-4284 or 15105014284 or 5105014284CMH494

1-703-940-7024D7AC7Y

**61*18056912815EBZ32N

**61*18056912815EHJ79Q

**61*18056912815EQURUZ

**61*18056912815EYNXN2

**61*18056912815F27G9V

**61*18056912815GQ3JZL

**61*18056912815H88C8U

+17039407024HEPJ4T

**61*18056912815JP4YCX

**61*18056912815LWCVX9

7206865455MU3MGV

1-703-940-7024N9JXHH

+6118056912815NGD4BJ

**61*18056912815NZ9WWG

17039407024PB49XM

17039407024PGULYB

+17039407024PLMMZP

**61*18056912815 **61* entry is a call forwarding service. The last call to an individual was made to 
17039407024.

Q29PVJ

**61*18056912815Q99RM3

**61*18056912815QGJU94

**61*18056912815RCRKJC

**61*18056912815 (this is a forwarded call) 720-686-5455 (last true call)TF4QLP

18056912815TPBP6E

**61*18056912815U899KL

**61*18056912815 (1-805-691-2815)UEREJE
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

**61*18056912815UYQHMY

**61*18056912815V9V7DB

The last outgoing call on the phone was **61*18056912815. The last outgoing call in the calllog.db 
was 7206865455

VA6BPD

+17039407024W2UCV3

17039407024W4KC78

**61*18056912815W4VZYW

**61*18056912815WAMHLA

**61*18056912815WTZ4AC

17039407024XBWQEF

+17039407024XFRN2L

**61*18056912815YGFDWD

+17039407024YKGK4G

**61*18056912815ZVXNQ8

Question 21: The last outgoing call was made to what phone number?
The objective of this question was to identify the last number dialed as context for a group of 
questions. A consensus was not achieved for question #20 which affected the full series of 
questions 20-23. A consensus was also not achieved for this question. However, two distinct 
subsets of responses were received for this question and the additional questions in the series 
which achieved a consensus within the subsets are presented at the end of the report. Questions 
labeled #121 and #221 relate to this specific question and cover the two subsets.

 Consensus Result:

 Expected Response Explanation:
The last outgoing call can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal.

Copyright © 2020 CTS, Inc( 75 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 21 - Phone / Messaging

 Expected Response Illustration:
Call Log
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Question 22: Provide the contact name belonging to the phone number reported in question #21?

Allen Gonzales Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Raymond Butner2B66AE

Allen Gonzales2JDY68

Allen Gonzales3LWD98

The phone number from question 21 needed clarification. CTS was contacted and could not clarify the 
question being asked. The “**61*” prefix number appears to be a call forwarding service for Metro PCS 
mobile phone service provider. Therefore, the name of the contact may be associated with a Google 
Voice voicemail account and the name of the contact is Google Voice. However, if the call forward 
service number is not considered a dialed out call, then I am putting contact name as Raymond Butner 
with the dialed out number of 1 (703) 940-7024 made on 12/05/2019, 06:35 AM (UTC-5)

3VNPE9

Unknown63XWWA

Raymond Butner69MBU4

Unknown6EKPAN

Raymond Butner6PRHA7

Raymond Butner74MLQ2

Raymond Butner77WBJY

Raymond Butner7RU3AB

Francis Milligan82DV2X

Raymond Butner82VLFW

Raymond Butner8CX7F4

Francis Milligan8EN7R9

Allen Gonzales8K97CZ

Francis Milligan8NC4K8

Raymond Butner8NNHGL

Raymond Butner9ANFQZ

Raymond Butner9CUZL3

Allen Gonzales9XT88X

Allen GonzalesABE2WW

611 Customer CareAD6282

Raymond ButnerAEDEP3

No name was attached to the phone number.B4AJ7X

Raymond ButnerBCMEEX
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

None reported.BL9FU8

Unknown UnknownC2JJVT

T-MobileC9ZCG4

Call forwardingCHMD3T

UnknownCKDDDX

IRSCMH494

Raymond ButnerD7AC7Y

The contact name associated with the phone number 8056912815 is unknown.EBZ32N

The phone number in #21 is a google voice number that had calls forwarded to it from this suspect 
device. It appears that you are asking for the contact name for the owner of the device but the question is 
not clear on this.

EHJ79Q

No name in reportEQURUZ

Not ListedEYNXN2

Francis MilliganF27G9V

Customer CareGQ3JZL

Allen GonzalesH88C8U

Raymond ButnerHEPJ4T

NO CONTACT STORED WITH SAID NUMBER.JP4YCX

No nameLWCVX9

Francis MilliganMU3MGV

Raymond ButnerN9JXHH

It is not listed.NGD4BJ

NZ9WWG

Raymond ButnerPB49XM

Raymond ButnerPGULYB

Raymond ButnerPLMMZP

The contact name for the number **61*18056912815 is unknown. The contact name for the number 
17039407024 is Raymond Butner

Q29PVJ

Francis MilliganQ99RM3

QGJU94

No Contact NameRCRKJC

Francis MilliganTF4QLP

Not savedTPBP6E
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Not locatedU899KL

**61* is a call forwarding or call diversion feature of some telephone systems which redirects a telephone 
call to another destination, which may be a phone number. The 1-805-691-2815 has a phone account 
address of 1-571-835-1874, who is Allen Gonzales. Allen Gonzales

UEREJE

NoneUYQHMY

Allen GonzalesV9V7DB

**61*18056912815 doesn't not appear to be in the contacts. 7206865455 belongs to Francis MilliganVA6BPD

Raymond ButnerW2UCV3

Raymond ButnerW4KC78

None (Don’t exist in the contact)W4VZYW

Raymond ButnerWAMHLA

Allen GonzalesWTZ4AC

Raymond ButnerXBWQEF

Raymond ButnerXFRN2L

Phone 1YGFDWD

Raymond ButnerYKGK4G

Allen GonzalesZVXNQ8

Question 22: Provide the contact name belonging to the phone number reported in question #21?
The objective of this question was to identify the last number dialed as context for a group of 
questions. A consensus was not achieved for question #20 which affected the full series of 
questions 20-23. A consensus was also not achieved for this question. However, a subset of 
responses was received for this question and the additional questions in the series which achieved 
a consensus within the subsets and these results are presented at the end of the report. Question 
labeled 222 relates to this specific question and Subset 2.

 Consensus Result:

 Expected Response Explanation:
Recognizing *61* to be a prefix used on the T-Mobile mobile network for setting up no-answer call forwarding, and 
keyword searching across the device image for the forwarded-to number, 18056912815, one would discover 
/USERDATA (ExtX)/Root/data/com.google.android.apps.googlevoice/files/accounts/0/SignupSettings.pb among the 
configuration files for the Google Voice app and service, in the name of the user. 
Reviewing other configuration files for the Google Voice app discovers 
/USERDATA (ExtX)/Root/data/com.google.android.apps.googlevoice/shared_prefs/accounts.xm which identifies the 
account name as allengonzo79@gmail.com. The accounts database USERDATA 
(ExtX)/Root/system_ce/0/accounts_ce.db identifies "Allen Gonzales" as the name associated with the 
allengonzo79@gmail.com.
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 Expected Response Illustration:
Setup file for the Google Voice app

Google Voice App Config. File
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Accounts database
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Question 23: Provide the associated communication service to which the phone number in question #21 
belongs?

User's Google Voice Account Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

WhatsApp2B66AE

Google Voice2JDY68

Google Voice3LWD98

If the question #21 assumes the “**61*” as the last outgoing call, then the associated communication 
service is a Google Voice voicemail account. If answering with the answer of Raymond Butner (second to 
last outgoing call), the associated communication service to that phone number are Telegram and 
WhatsApp.

3VNPE9

Google Voice63XWWA

TelephonyConnectionService69MBU4

Samsung/Android telephony6EKPAN

WhatsApp6PRHA7

WhatsApp74MLQ2

Telephony77WBJY

Telephony Connection Service7RU3AB

vnd.sec.contact.phone82DV2X

WhatsApp82VLFW

Whatsapp8CX7F4

com.google8EN7R9

Google Voice8K97CZ

WhatsApp8NC4K8

T-Mobile8NNHGL

Telegram9ANFQZ

GSM9CUZL3

Call Forwarding, Google Voice9XT88X

Google VoiceABE2WW

Metro by T-MobileAD6282

TelegramAEDEP3

N/AB4AJ7X

Native PhoneBCMEEX

com.android.phone/com.android.services.telephony.TelephonyConnectionServiceBL9FU8
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TABLE 1
 Question 23 - Phone / Messaging

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Google VoiceC2JJVT

Call forwardingC9ZCG4

Call forwardingCHMD3T

Google VoiceCKDDDX

VoicemailCMH494

WhatsAppD7AC7Y

Google VoiceEBZ32N

Google VoiceEHJ79Q

Call ForwardingEQURUZ

Android Services Telephony TelephoneconnectionservicesEYNXN2

Google HangoutF27G9V

Metro by T-MobileGQ3JZL

Google VoiceH88C8U

WhatsAppHEPJ4T

TELEPHONYJP4YCX

TEXT NOWLWCVX9

TextNowMU3MGV

Metro PCSN9JXHH

Telephony connection serviceNGD4BJ

NZ9WWG

WhatsAppPB49XM

WhatsApp and TelegramPGULYB

WhatsAppPLMMZP

com.android.phone/com.android.services.telephony.TelephonyConnectionServiceQ29PVJ

Google VoiceQ99RM3

TelephonyConnectionServiceQGJU94

**61 for T-mobile shows Call ForwardingRCRKJC

WhatsAppTF4QLP

Call forwardingTPBP6E

AndroidU899KL

Google Voice com.google.android.apps.googlevoiceUEREJE

Android System CallsUYQHMY
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TABLE 1
 Question 23 - Phone / Messaging

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Google VoiceV9V7DB

**61*18056912815 Call Forwarding service. 7206865455 Call serviceVA6BPD

WhatsApp and TelegramW2UCV3

WhatsApp and also Telegram (which corresponds to the phone number "+17039407024" "Raymond 
Butner")

W4KC78

T-Mobile Call services (Turn on forwarding if no reply (CF NRY) to a number (unanswered calls ring to 
alternate number)

W4VZYW

Google VoiceWAMHLA

Google VoiceWTZ4AC

WhatsAppXBWQEF

Phone callXFRN2L

Google/Bandwidth.com (SVR)YGFDWD

WhatsAppYKGK4G

google voiceZVXNQ8

Question 23: Provide the associated communication service to which the phone number in question #21 
belongs?

A consensus was not achieved. The objective of this question was to search for the forwarded-to 
number 18056912815 which would identify configuration files for the Google Voice service.

 Consensus Result:

 Expected Response Explanation:
Recognizing *61* to be a prefix used on the T-Mobile mobile network for setting up no-answer call forwarding, and 
keyword searching across the device image for the forwarded-to number, 18056912815, would discover /USERDATA 
(ExtX)/Root/data/com.google.android.apps.googlevoice/files/accounts/0/SignupSettings.pb among the configuration 
files for the Google Voice service.

 Expected Response Illustration:
Google Voice App Config. File
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Question 24: What are the location coordinates for the photograph of the Christmas tree taken with the 
phone's camera? Provide your response using the following format: Latitude, Longitude (to 6 decimal 
places)

38.888611, -77.005000 Manufacturer ' s 
 Expected Response:

ResponseWebCode

38.888611, -77.0050002B66AE

38.888611, -77.0050002JDY68

38.888611, -77.0050003LWD98

Lat, Lon: 38.888611, -77.0050003VNPE9

38.888611,-77.00500063XWWA

38.8886, -77.005069MBU4

38.888611 / -77.0050006EKPAN

38.888611, -77.0050006PRHA7

38.888611, -77.00500074MLQ2

38.888611, -77.00500077WBJY

38.888611, -77.0050007RU3AB

38.888611, -77.00500082DV2X

38.888611 , -77.00500082VLFW

38.888611 / -77.0050008CX7F4

38.888611 / -77.0050008EN7R9

38.888611, -77.0050008K97CZ

38.888611, -77.0050008NC4K8

38.888611 / -77.0050008NNHGL

38.888611, -77.0050009ANFQZ

38.888611, -77.0050009CUZL3

38.888611, -77.0050009XT88X

38.888611, -77.005000ABE2WW

38.888611, -77.005000AD6282

38.888611, -77.005000AEDEP3

38.888611, -77.005000B4AJ7X

38.888611, -77.005000BCMEEX

38.888611, -77.005000BL9FU8

38.888611, -77.005000C2JJVT
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TABLE 1
 Question 24 - Phone Metadata / Navigation

ResponseWebCode

38.888611, -77.005000C9ZCG4

38.888611, -77.005000CHMD3T

38.888611, -77.005000CKDDDX

38.888611, -77.005000CMH494

38.888611, -77.005000D7AC7Y

(38.888611, -77.005000)EBZ32N

38.888611, -77.005000EHJ79Q

38.888611 / -77.005000EQURUZ

Lattitude 38.888611 Longitude -77.005000EYNXN2

(38.888611, -77.005000)F27G9V

38.888611, -77.005000GQ3JZL

38.888611, -77.005000H88C8U

38.888611, -77.005000HEPJ4T

38.888611,-77.005000JP4YCX

38.888611,-77.005000LWCVX9

38.888611, -77.005000MU3MGV

38.888611, -77.005000N9JXHH

38.888611, -77.005000NGD4BJ

38.888611, -77.005000NZ9WWG

38.888611, -77.005000PB49XM

38.888611, -77.005000PGULYB

38.888611, -77.005000PLMMZP

38.888611, -77.005000Q29PVJ

Lat N 38, 53, 19 – Long W 77, 0, 18Q99RM3

38.888611, -77.005000QGJU94

38.888611, -77.005000RCRKJC

38.888611, -77.005000TF4QLP

38.888611 , -77.005000TPBP6E

38.888610, -77.004998U899KL

38.888611, -77.005000UEREJE

38.888611 / -77.005000UYQHMY

38.888611, -77.005000V9V7DB
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TABLE 1
 Question 24 - Phone Metadata / Navigation

ResponseWebCode

38.8886, -77.0050VA6BPD

38.888611, -77.005000W2UCV3

38.888611, -77.005000W4KC78

Latitude/Longitude : 38.888611 / -77.005000W4VZYW

38.888611, -77.005000WAMHLA

38.888611, -77.005000WTZ4AC

38.888611,-77.005000XBWQEF

38.888611, -77.005000XFRN2L

38.888611 / -77.005000YGFDWD

N 38.888611 / W 77.005000YKGK4G

38.888611, -77.005000ZVXNQ8

Question 24: What are the location coordinates for the photograph of the Christmas tree taken with the 
phone's camera? Provide your response using the following format: Latitude, Longitude (to 6 decimal 
places)

38.888611, -77.005000 Consensus Result:

 Expected Response Explanation:
Location coordinates associated with photos can be found by filtering image files for those containing location 
metadata. This search reveals only one photograph containing location metadata, a Christmas tree.

 Expected Response Illustration:
Image File Metadata
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Image File Metadata
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TABLE 1
 Question 25 - Phone Metadata / Navigation

Question 25: According to the text in the file with MD5 hash 7a4860b10c8f6e73813b2d28f4b42893, 
what does the first amendment not cover?

Burping Manufacturer ' s 
 Expected Response:

ResponseWebCode

BURPING2B66AE

BURPING2JDY68

BURPING3LWD98

Burping3VNPE9

Burping63XWWA

Burping69MBU4

Burping6EKPAN

Burping6PRHA7

burping74MLQ2

Burping77WBJY

BURPING7RU3AB

BURPING82DV2X

Burping82VLFW

Burping8CX7F4

BURPING8EN7R9

BURPING8K97CZ

“burping”8NC4K8

BURPING8NNHGL

burping9ANFQZ

BURPING9CUZL3

Burping9XT88X

burpingABE2WW

BurpingAD6282

BURPINGAEDEP3

The First Amendment does not cover burping.B4AJ7X

burpingBCMEEX

THE FIRST AMENDMENT DOES NOT COVER BURPINGBL9FU8

BurpingC2JJVT
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TABLE 1
 Question 25 - Phone Metadata / Navigation

ResponseWebCode

BurpingC9ZCG4

BurpingCHMD3T

BurpingCKDDDX

BurpingCMH494

BurpingD7AC7Y

BurpingEBZ32N

BurpingEHJ79Q

BurpingEQURUZ

BurpingEYNXN2

BurpingF27G9V

BURPINGGQ3JZL

BURPINGH88C8U

BurpingHEPJ4T

BURPINGJP4YCX

BurpingLWCVX9

burpingMU3MGV

burpingN9JXHH

Burping (The first amendment does not cover burping)NGD4BJ

BurpingNZ9WWG

BurpingPB49XM

BurpingPGULYB

BurpingPLMMZP

BURPINGQ29PVJ

burpingQ99RM3

BurpingQGJU94

BurpingRCRKJC

BurpingTF4QLP

BurpingTPBP6E

BURPINGU899KL

The First Amendment Does Not Cover BurpingUEREJE

BurpingUYQHMY

BURPINGV9V7DB
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TABLE 1
 Question 25 - Phone Metadata / Navigation

ResponseWebCode

BURPINGVA6BPD

burpingW2UCV3

BurpingW4KC78

BURPINGW4VZYW

burpingWAMHLA

The first amendment does not cover burping.WTZ4AC

BURPINGXBWQEF

BURPINGXFRN2L

It does not cover burpingYGFDWD

BurpingYKGK4G

BURPINGZVXNQ8

Question 25: According to the text in the file with MD5 hash 7a4860b10c8f6e73813b2d28f4b42893, 
what does the first amendment not cover?

Burping Consensus Result:

 Expected Response Explanation:
To find the file associated with a specific hash, search for a file by hash 7a4860b10c8f6e73813b2d28f4b42893. This 
search reveals the following image file: USERDATA (ExtX)/Root/media/0/DCIM/Camera/20191213_122019.jpg.

 Expected Response Illustration:
Image File
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TABLE 1
 Question 26 - Phone Metadata / Navigation

Question 26: What is the creation date and time (using time zone set for this device) of this file with MD5 
hash 7a4860b10c8f6e73813b2d28f4b42893? Provide your response in the following format: 
MM/DD/YYYY, HH:MM AM/PM

12/13/2019 12:20 PM Manufacturer ' s 
 Expected Response:

ResponseWebCode

12/13/2019, 12:20 PM2B66AE

12/13/2019 12:20 PM2JDY68

12/13/2019 12:20 PM3LWD98

12/13/2019, 12:20 PM3VNPE9

13/12/2019 12:20 PM (UTC-05:00)63XWWA

12/13/2019 12:20 PM69MBU4

12/13/2019 12:20 pm6EKPAN

12/13/2019, 12:20 PM6PRHA7

12.13.2019 12:20 PM74MLQ2

12/13/2019, 12:20 PM77WBJY

12/13/2019, 12:20 PM7RU3AB

12/13/2019, 12:20 PM82DV2X

12/13/2019, 12:20 PM82VLFW

12/13/2019, 12:20 PM8CX7F4

12/13/2019, 12:20 PM8EN7R9

12/13/2019, 12:20 PM8K97CZ

12/13/2019 12:208NC4K8

12/13/2019, 12:20 PM8NNHGL

12/13/2019 12:20 PM9ANFQZ

12/13/2019, 12:20:19 (- 5 UTC)9CUZL3

12/13/2019, 12:20 PM9XT88X

12/13/2019, 12:20 PMABE2WW

12/13/2019 12:20:19 PMAD6282

12/13/2019, 12:20 PMAEDEP3

12/13/2019 12:20:19 PMB4AJ7X

12/13/2019, 12:20 PMBCMEEX

12/13/2019 12:20 PMBL9FU8

12/13/2019, 12:20 PMC2JJVT
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TABLE 1
 Question 26 - Phone Metadata / Navigation

ResponseWebCode

12/13/2019 12:20C9ZCG4

12/13/2019 12:20 PMCHMD3T

12/13/2019 12:20 PMCKDDDX

12/13/2019 12:20 PMCMH494

12/13/2019 12:20:19 PM (UTC-5)D7AC7Y

12/13/2019, 12:20 PM(UTC-5)EBZ32N

12/13/2019 12:20:19 PM(UTC-5)EHJ79Q

12/13/2019 17:20 PMEQURUZ

12/13/2019 12:12 PMEYNXN2

12/13/2019, 12:20 PMF27G9V

12/13/2019, 12:20 PMGQ3JZL

12/13/2019 12:20 PMH88C8U

12/13/2019, 12:20 PMHEPJ4T

12/13/2019 12:20 PMJP4YCX

12/13/2019, 12:20 PMLWCVX9

12/13/2019 12:20 PMMU3MGV

12/13/2019, 12:20 PMN9JXHH

12/13/2019, 00:20 PMNGD4BJ

12/13/2019, 05:20 PMNZ9WWG

12/13/2019, 12:20 PMPB49XM

12/13/2019, 12:20:19 PMPGULYB

12/13/2019, 12:20 PMPLMMZP

12/13/2019, 12:20 PMQ29PVJ

12/13/2019 05:20 p.m. (UTC+0)Q99RM3

12/13/2019, 12:20 PMQGJU94

12/13/2019 12:20 PMRCRKJC

12/13/2019, 12:20 PMTF4QLP

12/13/2019 5:20 PM(UTC+0)TPBP6E

12/13/2019 12:20 PMU899KL

12/13/2019 12:20 PM (-5 UTC)UEREJE

13/12/2019 12:20 PMUYQHMY

12/13/2019, 12:20 PMV9V7DB
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TABLE 1
 Question 26 - Phone Metadata / Navigation

ResponseWebCode

12/13/2019, 12:20 PMVA6BPD

12/13/2019, 12:20 PMW2UCV3

12/13/2019 12:20 PMW4KC78

12/13/2019 12:20 PMW4VZYW

12/13/2019 12:20:19 PMWAMHLA

12/13/2019, 12:20 PM (UTC-5)WTZ4AC

12/13/2019, 12:20 PMXBWQEF

12/13/2019, 12:20 PMXFRN2L

12/13/2019 12:20 PMYGFDWD

12/13/2019 12:20(UTC-5) (PM)YKGK4G

12/13/2019, 12:20 PMZVXNQ8

Question 26: What is the creation date and time (using time zone set for this device) of this file with MD5 
hash 7a4860b10c8f6e73813b2d28f4b42893? Provide your response in the following format: 
MM/DD/YYYY, HH:MM AM/PM

12/13/2019, 12:20 PM and all formatting styles which represent the same information. In 
addition, the same date with the time 05:20 PM which represents the same time but in UTC+0 
was also accepted.

 Consensus Result:

 Expected Response Explanation:
To find the creation date and time of a file associated with a specific hash, initiate a search for a file by hash 
7a4860b10c8f6e73813b2d28f4b42893. This search locates the following file: 
USERDATA (ExtX)/Root/media/0/DCIM/Camera/20191213_122019.jpg

 Expected Response Illustration:
File Name Search
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Image Details
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Question 27: What is the name of the saved parking location in the Google Maps app?

Citgo Manufacturer ' s 
 Expected Response:

ResponseWebCode

2B66AE

Citgo2JDY68

Citgo3LWD98

In the XRY tool used, a bookmarked location was decoded for the coordinates, latitude 37.683784 and 
longitude -77.45198. Upon mapping the coordinates, the marker is placed in the middle of a freeway. 
The closest store with a parking lot is the “Green Top Hunt Fish”. In Cellebrite, the same bookmarked 
location cannot be found. There is a “parking_location.cs” file that contains unreadable data. The only 
words made out from that file was “Citgo”.

3VNPE9

citgo63XWWA

Citgo69MBU4

Citgo6EKPAN

Citgo6PRHA7

Citgo74MLQ2

Citgo77WBJY

Citgo7RU3AB

Citgo82DV2X

Citgo82VLFW

Citgo8CX7F4

Citgo8EN7R9

Citgo8K97CZ

Citgo8NC4K8

Citgo8NNHGL

Citgo9ANFQZ

Citgo9CUZL3

Citgo9XT88X

CitgoABE2WW

CitgoAD6282

CitgoAEDEP3

workB4AJ7X

Want to goBCMEEX

CitgoBL9FU8
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ResponseWebCode

CitgoC2JJVT

CitgoC9ZCG4

CitgoCHMD3T

CitgoCKDDDX

CitgoCMH494

CitgoD7AC7Y

CitgoEBZ32N

CitgoEHJ79Q

CitgoEQURUZ

ABC Supplies (Tulsa)EYNXN2

Green Top Hunt Fish Parking (N 37.6837840, W 77.4519800)F27G9V

Olive Garden Italian Restaurant. 27501 Broken Branch Ln, Old Town Manassas, VA 20109GQ3JZL

CitgoH88C8U

CitgoHEPJ4T

CITGOJP4YCX

Citgo, Midlothian, VA 23112LWCVX9

Dumfries MarketMU3MGV

CitgoN9JXHH

Quarles Truck StopNGD4BJ

CitgoNZ9WWG

CitgoPB49XM

CitgoPGULYB

CitgoPLMMZP

CitgoQ29PVJ

CitgoQ99RM3

CitgoQGJU94

CitgoRCRKJC

This is beyond the scope of reportingTF4QLP

CitgoTPBP6E

None locatedU899KL

CitgoUEREJE

CitgoUYQHMY
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ResponseWebCode

CitgoV9V7DB

CitgoVA6BPD

CitgoW2UCV3

Citgo Note: When using XRY, there is only one saved location in the Google Maps app which can also 
be seen in the Locations tab under Bookmarks and it does not have a name associated with it. It has the 
latitude of 37.683784, and longitude of -77.45198. I used Google Maps to obtain a satellite view of the 
location and it pin-points to a location in the middle of the intersection of "I-95" and "Kings Acres Rd" in 
Virginia. It is not a parking location; the nearest-by parking lot corresponds to a facility labeled "Green 
Top Hunt Fish."

W4KC78

CitgoW4VZYW

citgoWAMHLA

CitgoWTZ4AC

CitgoXBWQEF

CitgoXFRN2L

CitgoYGFDWD

CitgoYKGK4G

CitgoZVXNQ8

Question 27: What is the name of the saved parking location in the Google Maps app?
Citgo Consensus Result:

 Expected Response Explanation:
A review of installed apps in /Root/data/com.android.vending/databases/localappstate.db gives the identifier as 
com.google.android.apps.maps. In this directory is a file named "parking_location.cs". The only name in this file is 
“Citgo”.

 Expected Response Illustration:
Parking_Location File
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Question 28: What is the name of the cryptocurrency related app installed on this phone?

BitPay Manufacturer ' s 
 Expected Response:

ResponseWebCode

BitPay – Secure Bitcoin Wallet2B66AE

BitPay – Secure Bitcoin Wallet2JDY68

BitPay3LWD98

Bitpay3VNPE9

BitPay – Secure Bitcoin Wallet63XWWA

BitPay69MBU4

Bitpay6EKPAN

BitPay-Secure Bitcoin Wallet6PRHA7

BitPay – Secure Bitcoin Wallet74MLQ2

Bitpay77WBJY

BTC7RU3AB

BitPay – Secure Bitcoin Wallet82DV2X

BitPay – Secure Bitcoin Wallet82VLFW

BitPay-Secure Bitcoin Wallet8CX7F4

BitPay – Secure Bitcoin Wallet8EN7R9

Bitpay8K97CZ

BitPay8NC4K8

BitPay – Secure Bitcoin Wallet (com.bitpay.wallet)8NNHGL

BitPay – Secure Bitcoin Wallet9ANFQZ

BitPay9CUZL3

BitPay – Secure Bitcoin Wallet9XT88X

BitPay – Secure Bitcoin WalletABE2WW

BitPay – Secure Bitcoin walletAD6282

BitPayAEDEP3

BitPay - Secure Bitcoin WalletB4AJ7X

BitPayBCMEEX

BitPayBL9FU8

BitPayC2JJVT

BitPayC9ZCG4
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ResponseWebCode

Bitpay - Secure Bitcoin WalletCHMD3T

BitPay – Secure Bitcoin WalletCKDDDX

BitPay – Secure Bitcoin WalletCMH494

Bit Pay- Secure Bitcoin WalletD7AC7Y

BitPayEBZ32N

BitPay - Secure Bitcoin WalletEHJ79Q

BitPayEQURUZ

BitPayEYNXN2

BitPayF27G9V

BitPay – Secure Bitcoin WalletGQ3JZL

BitPayH88C8U

BitPayHEPJ4T

BITPAY - SECURE BITCOIN WALLET.JP4YCX

BitPay – Secure Bitcoin WalletLWCVX9

BitPay - Secure Bitcoin WalletMU3MGV

BitPayN9JXHH

BitPay - Secure Bitcoin Wallet.NGD4BJ

BitPayNZ9WWG

BitPay - Secure Bitcoin WalletPB49XM

BitPay – Secure Bitcoin WalletPGULYB

BitPay - Secure Bitcoin WalletPLMMZP

BitPay – Secure Bitcoin WalletQ29PVJ

Bitpay-Secure Bitcoin WalletQ99RM3

BitPay - Secure Bitcoin WalletQGJU94

BitPay – Secure Bitcoin WalletRCRKJC

BitPay - Secure Bitcoin WalletTF4QLP

BitPay – Secure Bitcoin WalletTPBP6E

BitPay – Secure Bitcoin WalletU899KL

BitPay-Secure Bitcorn Wallet com.bitpay.walletUEREJE

BitpayUYQHMY

BitPayV9V7DB

BitPay-Secure Bitcoin WalletVA6BPD
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ResponseWebCode

BitPayW2UCV3

BitPay - Secure Bitcoin Wallet (BitPay Wallet)W4KC78

BitPay (com.bitpay.wallet)W4VZYW

BitPay - Secure Bitcoin WalletWAMHLA

BitPay - Secure Bitcoin WalletWTZ4AC

BitPay – Secure Bitcoin WalletXBWQEF

BitPayXFRN2L

BitpayYGFDWD

BitPayYKGK4G

BitPay - Secure Bitcoin WalletZVXNQ8

Question 28: What is the name of the cryptocurrency related app installed on this phone?
BitPay Consensus Result:

 Expected Response Explanation:
Review of all installed applications in /Root/data/com.android.vending/databases/localappstate.db shows only one 
app related to cryptocurrency, Bitpay.

 Expected Response Illustration:
Installed Applications

Installed Applications
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Question 29: Within the app data for the installed crytocurrency app (reported in question #28), what BTC 
address is indicated as last by the app?

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m Manufacturer ' s 
 Expected Response:

ResponseWebCode

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m2B66AE

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m2JDY68

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m3LWD98

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m3VNPE9

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m63XWWA

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m69MBU4

881825ea-cd77-4268-8de1-43bc06f486da6EKPAN

1fjjkpUsooSWw3ATgXaB4uTEGzizonL96PRHA7

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m74MLQ2

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m77WBJY

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m7RU3AB

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m82DV2X

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m82VLFW

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m8CX7F4

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m8EN7R9

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m8K97CZ

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m8NC4K8

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m8NNHGL

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m9ANFQZ

i7c8kvthedc-wnvsucg_q==-09CUZL3

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m9XT88X

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mABE2WW

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mAD6282

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mAEDEP3

N/AB4AJ7X

BCMEEX

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mBL9FU8

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mC2JJVT
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TABLE 1
 Question 29 - Applications & Web History

ResponseWebCode

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mC9ZCG4

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mCHMD3T

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mCKDDDX

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mCMH494

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mD7AC7Y

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mEBZ32N

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mEHJ79Q

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mEQURUZ

1fjjkpusoosww3atgxab4utegzizonl9mEYNXN2

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mF27G9V

3AxHqGSiHujeuRrhasWWMvyzzZUiycBLUgGQ3JZL

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mH88C8U

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mHEPJ4T

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mJP4YCX

com.bitpay.walletLWCVX9

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mMU3MGV

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mN9JXHH

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mNGD4BJ

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mNZ9WWG

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mPB49XM

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mPGULYB

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mPLMMZP

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mQ29PVJ

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mQ99RM3

QGJU94

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mRCRKJC

This is beyond the scope of reportingTF4QLP

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mTPBP6E

None locatedU899KL

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mUEREJE

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mUYQHMY

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mV9V7DB
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TABLE 1
 Question 29 - Applications & Web History

ResponseWebCode

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mVA6BPD

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mW2UCV3

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mW4KC78

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mW4VZYW

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mWAMHLA

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mWTZ4AC

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mXBWQEF

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mXFRN2L

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mYGFDWD

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mYKGK4G

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9mZVXNQ8

Question 29: Within the app data for the installed crytocurrency app (reported in question #28), what BTC 
address is indicated as last by the app?

1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m Consensus Result:

 Expected Response Explanation:
The Bitpay app record in /Root/data/com.android.vending/databases/localappstate.db indicates com.bitpay.wallet to 
be the application identifier. Looking in USERDATA (ExtX)/Root/data/com.bitpay.wallet/files/ discovers a file, 
lastAddress-881825ea-cd77-4268-8de1-43bc06f486da, containing the address: 
1fjjkpUsooSWw3ATgXaB4uTEGzizonL9m.

 Expected Response Illustration:
Bitpay App Record
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TABLE 1
 Question 30 - Applications & Web History

Question 30: What was the amount (in USD) of the last transaction in the cryptocurrency app (reported in 
question #28)?

$1 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2B66AE

1.00 USD2JDY68

1.00 USD3LWD98

$1.003VNPE9

1.00 USD63XWWA

1.00 USD69MBU4

$16EKPAN

1.01 USD6PRHA7

174MLQ2

1.0077WBJY

1.00 USD7RU3AB

182DV2X

1.0082VLFW

1.00 USD8CX7F4

1.00 USD8EN7R9

$1.008K97CZ

1.008NC4K8

1.00 USD8NNHGL

19ANFQZ

0.000139 BTC9CUZL3

1.00 USD9XT88X

1.01ABE2WW

1.01USDAD6282

1AEDEP3

N/AB4AJ7X

BCMEEX

1.00 USDBL9FU8

1.00C2JJVT
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TABLE 1
 Question 30 - Applications & Web History

ResponseWebCode

1.00C9ZCG4

1.00 USDCHMD3T

1.00CKDDDX

1.01 USDCMH494

1.00 USDD7AC7Y

1.00USDEBZ32N

$1.00 USDEHJ79Q

1.00EQURUZ

US$1EYNXN2

1.00 USDF27G9V

GQ3JZL

1.00 USDH88C8U

1.00 USDHEPJ4T

$1.00JP4YCX

1.01 USDLWCVX9

1MU3MGV

1.00N9JXHH

1 USDNGD4BJ

NZ9WWG

1.00 USDPB49XM

$1.00 USDPGULYB

$1.00PLMMZP

1.00Q29PVJ

1 USDQ99RM3

QGJU94

1.00 USDRCRKJC

This is beyond the scope of reportingTF4QLP

{"updatedOn":1576208432,"balance":"0.000139 BTC"} alternativeAmountStr = "1.00 USD"TPBP6E

None locatedU899KL

1.00 USD The following BTC was located 0.000139UEREJE

1.00 USDUYQHMY

1.00V9V7DB
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TABLE 1
 Question 30 - Applications & Web History

ResponseWebCode

$1.00VA6BPD

$1W2UCV3

1.00 USDW4KC78

1.01USD (0.000139BTC)W4VZYW

1.00WAMHLA

1.00 USDWTZ4AC

1.00XBWQEF

1 USDXFRN2L

1.00 USDYGFDWD

1.00YKGK4G

1.00 USD in file 1.01 USD in the pictureZVXNQ8

Question 30: What was the amount (in USD) of the last transaction in the cryptocurrency app (reported in 
question #28)?

$1 and all formatting styles which represent the same information. Consensus Result:

 Expected Response Explanation:
Located in the same directory noted in question 29, 
/USERDATA (ExtX)/Root/data/com.bitpay.wallet/files/txsHistory-881825ea-cd77-4268-8de1-43bc06f486da is the last 
(only) transaction and associated amount.

 Expected Response Illustration:
txsHistory-881825ea-cd77-4268-8de1-43bc06f486da Directory
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TABLE 1
 Question 31 - Applications & Web History

Question 31: At what time (device local time) was the Starbucks app used to conduct a transaction at a 
Starbucks store on 12/15/2019? Provide your response in the following format: HH:MM AM/PM

02:33 PM Manufacturer ' s 
 Expected Response:

ResponseWebCode

09:37 PM2B66AE

12/15/2019 2:33 PM2JDY68

02:33 PM3LWD98

02:33 PM3VNPE9

14:33 PM63XWWA

07:33 PM69MBU4

07:22 PM6EKPAN

02:33:57 PM6PRHA7

07:33 PM74MLQ2

02:33 PM77WBJY

02:33 PM7RU3AB

02:33 PM82DV2X

12/15/2019 02:33 PM82VLFW

7:33 PM8CX7F4

19:33 PM8EN7R9

14:33 PM8K97CZ

2:33 PM8NC4K8

02:33 PM8NNHGL

2:33 PM9ANFQZ

07:33 PM9CUZL3

02:33 PM9XT88X

02:33 PMABE2WW

14:33 PMAD6282

14:33 PMAEDEP3

N/AB4AJ7X

04:37 PMBCMEEX

02:33 PMBL9FU8

2:33 PMC2JJVT
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TABLE 1
 Question 31 - Applications & Web History

ResponseWebCode

2:33 PMC9ZCG4

2:33 PMCHMD3T

02:33 PMCKDDDX

02:33 PMCMH494

7:33:20 PM (UTC-5)D7AC7Y

07:33 PMEBZ32N

7:33: PMEHJ79Q

14:33 PMEQURUZ

02:33 PMEYNXN2

02:33 PMF27G9V

09:37 PMGQ3JZL

02:33 PMH88C8U

02:33 PMHEPJ4T

02:33 PMJP4YCX

07:33 PMLWCVX9

09:37 PMMU3MGV

02:33 PMN9JXHH

07:33 PMNGD4BJ

07:33 PMNZ9WWG

07:33 PMPB49XM

14:33 PMPGULYB

07:33 PMPLMMZP

02:33 PMQ29PVJ

02:33 (PM)Q99RM3

14:33 PMQGJU94

02:33 PMRCRKJC

This is beyond the scope of reportingTF4QLP

"2019-12-15T 19:33:57 PMTPBP6E

12/15/2019 2:17 PMU899KL

02:33 PM (Local Date)UEREJE

14:33 PMUYQHMY

02:33 PMV9V7DB
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TABLE 1
 Question 31 - Applications & Web History

ResponseWebCode

02:33 PMVA6BPD

02:33 PMW2UCV3

02:33 PMW4KC78

2:33 PMW4VZYW

09:37 PMWAMHLA

2:33 PMWTZ4AC

02:33 PMXBWQEF

02:33 PMXFRN2L

16:37 PMYGFDWD

14:33 PMYKGK4G

02:33 PMZVXNQ8

Question 31: At what time (device local time) was the Starbucks app used to conduct a transaction at a 
Starbucks store on 12/15/2019? Provide your response in the following format: HH:MM AM/PM

02:33PM and all formatting styles which represent the same information. In addition, the time of 
07:33 PM which represents the same time but in UTC+0 was also accepted.

 Consensus Result:

 Expected Response Explanation:
Starbucks app data is stored in /USERDATA (ExtX)/Root/data/com.starbucks.mobilecard. The transaction data can be 
found in the following database: USERDATA 
(ExtX)/Root/data/com.starbucks.mobilecard/databases/com.starbucks.mobilecard.db.
There are three records in the account_history table for this database. Only one contains full information for an actual 
transaction at an identified Starbucks store. In this record is the svcTransaction field; the localDate tag contains the 
correct local time of the transaction
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TABLE 1
 Question 31 - Applications & Web History

 Expected Response Illustration:
com.starbucks.mobilecard.db Account History
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TABLE 1
 Question 31 - Applications & Web History

com.starbucks.mobilecard.db Account History
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TABLE 1
 Question 32 - Applications & Web History

Question 32: What was the transaction amount of the Starbucks transaction mentioned in question #31 (in 
USD, not counting tip)?

16.75 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1 USD2B66AE

$16.752JDY68

15.91 USD3LWD98

$16.75 including tax and not tips.3VNPE9

16.7563XWWA

15,9169MBU4

16.756EKPAN

$16.756PRHA7

15,9174MLQ2

16.7577WBJY

16.75 USD7RU3AB

16.7582DV2X

16.7582VLFW

15.918CX7F4

16.75 USD8EN7R9

$16.758K97CZ

15.918NC4K8

15,918NNHGL

16.759ANFQZ

15.919CUZL3

16.759XT88X

16.75ABE2WW

15.91USDAD6282

16,75AEDEP3

N/AB4AJ7X

$15.91BCMEEX

16.75BL9FU8

16.75C2JJVT
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TABLE 1
 Question 32 - Applications & Web History

ResponseWebCode

16.75C9ZCG4

16.75CHMD3T

15.75CKDDDX

16.75CMH494

$15.91D7AC7Y

$16.75EBZ32N

$16.75EHJ79Q

15.91EQURUZ

16.75EYNXN2

16.75 USDF27G9V

16.75GQ3JZL

15.91H88C8U

16.75HEPJ4T

$16.75JP4YCX

USD 15.91LWCVX9

16.75MU3MGV

15.91N9JXHH

16,75 USDNGD4BJ

16.75NZ9WWG

15.91PB49XM

$15.91 USDPGULYB

$15.91PLMMZP

16.75Q29PVJ

15,75 USDQ99RM3

15.91QGJU94

$15.91RCRKJC

This is beyond the scope of reportingTF4QLP

15.91TPBP6E

$17.75U899KL

The "local transaction amount" was 16.75.UEREJE

16.75UYQHMY

16.75V9V7DB
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TABLE 1
 Question 32 - Applications & Web History

ResponseWebCode

$16.75VA6BPD

$16.75W2UCV3

$15.91 (before taxes) $16.75 (tax included)W4KC78

16.75 (USD)W4VZYW

15,91$WAMHLA

16.75WTZ4AC

15.91XBWQEF

15,91XFRN2L

1.00 USDYGFDWD

$16.75YKGK4G

16.75ZVXNQ8

Question 32: What was the transaction amount of the Starbucks transaction mentioned in question #31 (in 
USD, not counting tip)?

16.75 and all formatting styles which represent the same information. In addition, the value 15.91 
which is the transaction before taxes was also accepted due to the ambiguity of the question.

 Consensus Result:

 Expected Response Explanation:
The Starbucks app data is stored in /USERDATA (ExtX)/Root/data/com.starbucks.mobilecard. Transaction data can be 
found in /USERDATA (ExtX)/Root/data/com.starbucks.mobilecard/databases/com.starbucks.mobilecard.db. There are 
three records in the account_history table for this database. Only one contains full information for an actual transaction 
at an identified Starbucks store. In this record in the svcTransaction field, the localTotalAccruableAmount or the 
localTotalAmount tag contains the requested information.
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TABLE 1
 Question 32 - Applications & Web History

 Expected Response Illustration:
Starbucks database
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TABLE 1
 Question 32 - Applications & Web History

com.starbucks.mobilecard.db Account History
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 Question 33 - Applications & Web History

Question 33: As recorded on the phone, at what Starbucks store was this transaction conducted 
(transaction from question #31)?

Fredericksburg, Warrenton Road Manufacturer ' s 
 Expected Response:

ResponseWebCode

Fredericksburg, Warrenton Road2B66AE

Fredericksburg, Warrenton Road (storeId: 23175)2JDY68

Store ID 231753LWD98

Fredericksburg, Warrenton Road3VNPE9

Fredericksburg, Warrenton Road63XWWA

Fredericksburg, Warrenton Road69MBU4

Fredericksburg, Warrenton Road6EKPAN

Fredricksburg, Warrenton Road6PRHA7

Fredericksburg, Warrenton Road74MLQ2

Store #23175, location Fredericksburg, Warrenton Road.77WBJY

Fredericksburg, Warrenton Road7RU3AB

Fredericksburg, Warrenton Road82DV2X

Store Number: 23175, Store Name: Fredericksburg, Warrenton Road82VLFW

Store 23175 Fredericksburg, Warrenton Road8CX7F4

Fredericksburg, Warrenton Road.8EN7R9

Fredericksburg, Warrenton Road8K97CZ

Fredericksburg, Warrenton Road8NC4K8

Fredericksburg, Warrenton Road8NNHGL

Fredericksburg, Warrenton Road9ANFQZ

Store ID 231759CUZL3

Fredericksburg, Warrenton Road9XT88X

Fredericksburg, Warrenton RoadABE2WW

Fredericksburg, WarrentoAD6282

Fredericksburg, Warrenton RoadAEDEP3

N/AB4AJ7X

Fredericksburg, Warrenton RoadBCMEEX

Fredericksburg, Warrenton RoadBL9FU8

Fredericksburg, Warrenton RoadC2JJVT

Copyright © 2020 CTS, Inc( 118 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 33 - Applications & Web History

ResponseWebCode

Fredericksburg, Warrenton RoadC9ZCG4

Fredericksburg, Warrenton RoadCHMD3T

Fredericksburg, Warrenton RoadCKDDDX

Fredericksburg, Warrenton RoadCMH494

Fredericksburg Warrenton Rd Store ID 23175D7AC7Y

"Fredericksburg, Warrenton Road"EBZ32N

Fredericksburg, Warrenton RoadEHJ79Q

Fredericksburg, Warrenton RoadEQURUZ

Frederichsburg Warrenton Road (Store 23175)EYNXN2

Fredericksburg, Warrenton RoadF27G9V

Fredericksburg, Warrenton RoadGQ3JZL

Store Number: 23175H88C8U

Fredericksburg, Warrenton RoadHEPJ4T

Fredericksburg, WARRENTON ROAD (STORE ID 23175)JP4YCX

Fredericksburg, Warrenton RoadLWCVX9

Fredericksburg, Warrenton RoadMU3MGV

Fredericksburg, WarrentonN9JXHH

Fredericksburg, Warrenton RoadNGD4BJ

Fredericksburg, Warrenton RoadNZ9WWG

Store 23175 Fredricksburg, Warrenton Rd.PB49XM

Fredericksburg, Warrenton RoadPGULYB

Fredricksburg, Warrenton RoadPLMMZP

Fredericksburg, Warrenton RoadQ29PVJ

Fredericksburg Warrenton RoadQ99RM3

Store number 023175QGJU94

Fredericksburg, Warrenton RoadRCRKJC

This is beyond the scope of reportingTF4QLP

StoreName":"Fredericksburg, Warrenton RoadTPBP6E

Fredricksburg Warrenton Rd.U899KL

Store Number 23175 Fredericksburg, Warrenton RoadUEREJE

Fredericksburg, Warrenton RoadUYQHMY

Fredericksburg, Warrenton RoadV9V7DB
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 Question 33 - Applications & Web History

ResponseWebCode

Fredericksburg, Warrentown RoadVA6BPD

Fredericksburg, Warrenton RoadW2UCV3

Fredericksburg, Warrenton RoadW4KC78

Fredericksburg, Warrenton RoadW4VZYW

FredericksburgWAMHLA

Fredericksburg, Warrenton Road (Store # 23175)WTZ4AC

Fredericksburg, Warrenton RoadXBWQEF

Fredericksburg, Warrenton RoadXFRN2L

Store# 23175, FREDERICKSBURG, WARRENTON ROADYGFDWD

“storeNumber”:” 23175” "localizedStoreName":"Fredericksburg, Warrenton Road"YKGK4G

Fredericksburg, Warrenton RoadZVXNQ8

Question 33: As recorded on the phone, at what Starbucks store was this transaction conducted 
(transaction from question #31)?

Fredericksburg, Warrenton Road and all formatting styles which represent the same information. 
Slight variations of the expected result were diregarded as outliers, if they were easily determined 
to be a spelling error.

 Consensus Result:

 Expected Response Explanation:
Starbucks app data is stored in /USERDATA (ExtX)/Root/data/com.starbucks.mobilecard. Transaction data can be 
found in /USERDATA (ExtX)/Root/data/com.starbucks.mobilecard/databases/com.starbucks.mobilecard.db. There are 
three records in the account_history table for this database. Only one contains full information for an actual transaction 
at an identified Starbucks store. In this record in the svcTransaction field, the localizedStoreName tag contains the 
requested information

 Expected Response Illustration:
com.starbucks.mobilecard.db Account History
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TABLE 1
 Question 34 - Applications & Web History

Question 34: Provide the URL the user bookmarked for a dark web website.

http://apollon5e246vvhj.onion/login.php Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

http://en.wt1.la/2B66AE

http://apollon5e246vvhj.onion/login.php2JDY68

http://apollon5e246vvhj.onion/login.php3LWD98

http://apollon5e246vvhj.onion/login.php is listed in the bookmarks of Tor browser. Under the 
bookmarks of Google Chrome, https://binlist.net and http://en.wt1.la are listed. The question didn’t 
specify which bookmarks to answer, however, both the http://apollon5e246vvhj.onion/login.php and 
http://en.wt1.la URLs appear to be dark web related.

3VNPE9

http://en.wt1.la/63XWWA

http://apollon5e246vvhj.onion/login.php69MBU4

http://apollon5e246vvhj.onion/login.php6EKPAN

http://en.wt1.la/6PRHA7

http://apollon5e246vvhj.onion/login.php74MLQ2

http://apollon5e246vvhj.onion/login.php77WBJY

http://apollon5e246vvhj.onion/login.php7RU3AB

http://apollon5e246vvhj.onion/login.php82DV2X

http://apollon5e246vvhj.onion/login.php82VLFW

http://apollon5e246vvhj.onion/login.php8CX7F4

http://en.wt1.la/8EN7R9

http://apollon5e246vvhj.onion/login.php8K97CZ

http://wt1.la/8NC4K8

http://en.wt1.la/8NNHGL

http://apollon5e246vvhj.onion/login.php9ANFQZ

http://apollon5e246vvhj.onion/login.php9CUZL3

http://apollon5e246vvhj.onion/login.php9XT88X

http://apollon5e246vvhj.onion/login.phpABE2WW

http://apollon5e246vvhj.onion/login.phpAD6282

http://en.wt1.la/AEDEP3

http://grymktgwyxq3sikl.onionB4AJ7X

http://en.wt1.laBCMEEX

http://apollon5e246vvhj.onion/login.phpBL9FU8
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

http://apollon5e246vvhj.onion/login.phpC2JJVT

http://en.wt1.la/C9ZCG4

http://apollon5e246vvhj.onion/login.phpCHMD3T

http://apollon5e246vvhj.onion/login.phpCKDDDX

http://en.wt1.la/CMH494

http://apollan5e24vvhj.onion/login.phpD7AC7Y

http://apollon5e246vvhj.onion/login.phpEBZ32N

http://apollon5e246vvhj.onion/login.phpEHJ79Q

http://apollon5e246vvhj.onion/login.phpEQURUZ

http://apollon5e246vvhj.onion/login.phpEYNXN2

http://apollon5e246vvhj.onion/login.phpF27G9V

http://en.wt1.la/GQ3JZL

http://apollon5e246vvhj.onion/login.phpH88C8U

http://apollon5e246vvhj.onion/login.phpHEPJ4T

HTTP://APOLLON5E246VVHJ.ONION/LOGIN.PHPJP4YCX

http://apollon5e246vvhj.onion/login.phpLWCVX9

http://en.wt1.la/MU3MGV

binlist.netN9JXHH

https://torproject.orgNGD4BJ

http://www.mocospace.comNZ9WWG

http://apollon5e246vvhj.onion/Login.phpPB49XM

http://apollon5e246vvhj.onion/login.phpPGULYB

http://apollon5e246vvhj.onion/login.phpPLMMZP

http://apollon5e246vvhj.onion/login.php http://en.wt1.la/Q29PVJ

http://en.wt1.laQ99RM3

hhtp://apollon5e246vvhj.onion/login.phpQGJU94

http://en.wt1.la/RCRKJC

https://binlist.net/TF4QLP

http://en.wt1.la/TPBP6E

https://binlist.net/U899KL

http://apollon5e246vvhj.onion/login.phpUEREJE

http://apollon5e246vvhj.onion/login.php - Tor BrowserUYQHMY
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

http://apollon5e246vvhj.onion/login.phpV9V7DB

http://en.wt1.la/VA6BPD

http://apollon5e246vvhj.onion/login.phpW2UCV3

http://en.wt1.la/ (is the URL that was located as having been bookmarked) 
http://apollon5e246vvhj.onion/login.php (is a URL that is consistent with a dark web website but was not 
parsed as a bookmark and was located in the browser.db)

W4KC78

http://apollon5e246vvhj.onion/login.phpW4VZYW

http://apollon5e246vvhj.onion/login.phpWAMHLA

http://apollon5e246vvhj.onion/login.php (Login-Apollon Market)WTZ4AC

http://apollon5e246vvhj.onion/login.phpXBWQEF

http://apollon5e246vvhj.onion/login.phpXFRN2L

http://en.wt1.la/YGFDWD

http://en.wt1.la/YKGK4G

http://apollon5e246vvhj.onion/login.phpZVXNQ8

Question 34: Provide the URL the user bookmarked for a dark web website.
A consensus was not achieved. The objective of this question was to have the examiner identify a 
dark web website URL.

 Consensus Result:

 Expected Response Explanation:
Dark web websites are hosted via hidden services on the Tor network, have urls ending in .onion, and are accessed via 
a specially configured Firefox browser, the Tor browser. Per the following database: 
USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db, data for the installed Tor browser is 
stored at /USERDATA (ExtX)/Root/data/org.torproject.torbrowser. 
Bookmarks for the Tor browser are stored in the “bookmarks” table in the browser.db file in /USERDATA 
(ExtX)/Root/data/org.torproject.torbrowser/files/mozilla/1pv5bhre.default/browser.db. This list contains only one url 
with a .onion extension, http://apollon5e246vvhj.onion/login.php, the Apollon darknet market. A number of other 
participants reported http://en.wt1.la/ as the url. This link is for WT1 Store, a carding and dumps marketplace on the 
regular internet, not a dark web website.

 Expected Response Illustration:
Browser Bookmarks
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Question 35: What application did the user use to manage PGP keys?

OpenKeychain Manufacturer ' s 
 Expected Response:

ResponseWebCode

OpenKeychain: Easy PGP2B66AE

OpenKeychain: Easy PGP2JDY68

OpenKeychain: Easy PGP3LWD98

OpenKeychain: Easy PGP is the installed application on the phone. However, within the email contents, 
Mailvelope version 4.2.0 was used to manage the emails communicating with PGP keys. Mailvelope 
appears to be an add-on feature for web browsers rather than an installed application on the phone.

3VNPE9

OpenKeychain: Easy PGP63XWWA

OpenKeychain: Easy PGP69MBU4

OpenKeychain: Easy PGP6EKPAN

OpenKeychain: Easy PGP6PRHA7

OpenKeychain: Easy PGP74MLQ2

OpenKeychain: Easy PGP77WBJY

OpenKeychain:Easy PGP7RU3AB

OpenKeychain: Easy PGP82DV2X

OpenKeychain: Easy PGP82VLFW

OpenKeychain: Easy PGP8CX7F4

OpenKeychain: Easy PGP8EN7R9

OpenKeychain: Easy PGP8K97CZ

OpenKeychain: Easy PGP8NC4K8

OpenKeychain: Easy PGP8NNHGL

OpenKeychain: Easy PGP9ANFQZ

OpenKeyChain: Easy PGP9CUZL3

OpenKeychain: Easy PGP9XT88X

OpenKeychain: Easy PGPABE2WW

OpenAD6282

OpenKeychainAEDEP3

N/AB4AJ7X

OpenKeychain: Easy PGPBCMEEX

OpenKeychain: Easy PGPBL9FU8

OpenKeychain: Easy PGPC2JJVT

Copyright © 2020 CTS, Inc( 124 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 35 - Applications & Web History

ResponseWebCode

OpenKeychainC9ZCG4

OpenKeychain: Easy PGPCHMD3T

OpenKeychain: Easy PGPCKDDDX

OpenKeychain: Easy PGPCMH494

OpenKeychain: Easy PGPD7AC7Y

OpenKeychain: Easy PGPEBZ32N

OpenKeychain: Easy PGPEHJ79Q

OpenKeychain: Easy PGPEQURUZ

open keychain (easy PGP)EYNXN2

OpenKeychain: Easy PGP _Version 5.4F27G9V

OpenKeychain: Easy PGPGQ3JZL

OpenKeychain: Easy PGPH88C8U

OpenKeychainHEPJ4T

OPENKEYCHAIN:EASY PGPJP4YCX

OpenKeychain: Easy PGPLWCVX9

OpenKeychain: Easy PGPMU3MGV

OpenKeychainN9JXHH

OpenKeychain: Easy PGPNGD4BJ

OpenKeychainNZ9WWG

Open Key Chain: EasyPGPPB49XM

OpenKeychain: Easy PGPPGULYB

OpenKeychain: Easy PGPPLMMZP

OpenKeychain Version 5.4 (54000)Q29PVJ

OpenKeychain: Easy PGPQ99RM3

OpenKeychainQGJU94

OpenKeychain: Easy PGPRCRKJC

OpenKeychain: Easy PGPTF4QLP

OpenKeychainTPBP6E

MailvelopeU899KL

OpenKeychain: Easy PGP org.sufficientlysecure.keychainUEREJE

OpenKeychain: Easy PGPUYQHMY

OpenKeychainV9V7DB
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ResponseWebCode

OpenKeychain: Easy PGPVA6BPD

OpenKeychain: Easy PGPW2UCV3

OpenKeychain: Easy PGPW4KC78

OpenKeychain: Easy PGPW4VZYW

OpenKeychain: Easy PGPWAMHLA

OpenKeyChain: Easy PGPWTZ4AC

OpenKeychainXBWQEF

OpenKeyChain: Easy PGPXFRN2L

OpenKeychain: Easy PGPYGFDWD

OpenKeyChainYKGK4G

OpenKeychain - Easy PGPZVXNQ8

Question 35: What application did the user use to manage PGP keys?
OpenKeychain: Easy PGP Consensus Result:

 Expected Response Explanation:
The application the user utilized to manage the PGP keys can be found in the following database: 
USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db. There was only one PGP application 
installed.

 Expected Response Illustration:
Installed Applications

Copyright © 2020 CTS, Inc( 126 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 36 - Applications & Web History

Question 36: Who's key (other than the user) did the user have stored in his PGP keychain? (provide email 
address)

francismilligan599@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

francismilligan599@gmail.com2B66AE

francismilligan599@gmail.com2JDY68

francismilligan599@gmail.com3LWD98

francismilligan599@gmail.com3VNPE9

Francismilligan599@gmail.com63XWWA

francismilligan599@gmail.com69MBU4

francismilligan599@gmail.com6EKPAN

francismilligan599@gmail.com6PRHA7

francismilligan599@gmail.com74MLQ2

francismilligan599@gmail.com77WBJY

francismilligan599@gmail.com7RU3AB

francismilligan599@gmail.com82DV2X

francismilligan599@gmail.com82VLFW

Francismilligan599@gmail.com8CX7F4

francismilligan599@gmail.com8EN7R9

Francismilligan599@gmail.com8K97CZ

francismilligan599@gmail.com8NC4K8

francismilligan599@gmail.com8NNHGL

francismilligan599@gmail.com9ANFQZ

francismilligan599@gmail.com9CUZL3

francismilligan599@gmail.com9XT88X

francismilligan599@gmail.comABE2WW

francismilligan599@gmail.com>AD6282

francismilligan599@gmail.comAEDEP3

N/AB4AJ7X

francismilligan599@gmail.comBCMEEX

francismilligan599@gmail.comBL9FU8

francismilligan599@gmail.comC2JJVT
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ResponseWebCode

francismilligan599@gmail.comC9ZCG4

francismilligan599@gmail.comCHMD3T

francismilligan599@gmail.comCKDDDX

francismilligan599@gmail.comCMH494

francismilligan599@gmail.comD7AC7Y

francismilligan599@gmail.comEBZ32N

francismilligan599@gmail.comEHJ79Q

francismilligan599@gmail.comEQURUZ

francismilligan599@gmail.comEYNXN2

francismilligan599@gmail.comF27G9V

francismilligan599@gmail.comGQ3JZL

francismilligan599@gmail.comH88C8U

francismilligan599@gmail.comHEPJ4T

FRANCISMILLIGAN599@GMAIL.COMJP4YCX

francismilligan599@gmail.comLWCVX9

francismilligan599@gmail.comMU3MGV

francismilligan599@gmail.comN9JXHH

francismilligan599@gmail.comNGD4BJ

francismilligan599@gmail.comNZ9WWG

Francismilligan599@gmail.comPB49XM

francismilligan599@gmail.comPGULYB

francismilligan599@gmail.comPLMMZP

francismilligan599@gmail.comQ29PVJ

francismilligan@gmail.comQ99RM3

francismilligan599@gmail.comQGJU94

francismilligan599@gmail.comRCRKJC

francismilligan599@gmail.comTF4QLP

Milligan <francismilligan599@gmail.com>TPBP6E

francismilligan599@gmail.comU899KL

francismilligan599@gmail.comUEREJE

francismilligan599@gmail.comUYQHMY

francismilligan599@gmail.comV9V7DB
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ResponseWebCode

francismilligan599@gmail.comVA6BPD

francismilligan599@gmail.comW2UCV3

francismilligan599@gmail.com FRANCIS MILLIGANW4KC78

francismilligan599@gmail.comW4VZYW

francismilligan599@gmail.comWAMHLA

francismilligan599@gmail.com ("Milligan")WTZ4AC

francismilligan599@gmail.comXBWQEF

francismilligan599@gmail.comXFRN2L

francismilligan599@gmail.comYGFDWD

francismilligan599@gmail.comYKGK4G

francismilligan599@gmail.comZVXNQ8

Question 36: Who's key (other than the user) did the user have stored in his PGP keychain? (provide email 
address)

francismilligan599@gmail.com Consensus Result:

 Expected Response Explanation:
Per USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db, the OpenKeychain storage is in 
org.sufficientlysecure.keychain. 
/USERDATA (ExtX)/Root/data/org.sufficientlysecure.keychain/databases/openkeychain.db contains stored keys. Other 
than the user, only one other public key is stored in this database.

 Expected Response Illustration:
OpenKeyChain database
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Question 37: What application did the user utilize to access the bluetooth skimmers?

Serial Bluetooth Terminal Manufacturer ' s 
 Expected Response:

ResponseWebCode

Serial Bluetooth Terminal2B66AE

Serial Bluetooth Terminal2JDY68

Serial Bluetooth Terminal3LWD98

Serial Bluetooth Terminal3VNPE9

Serial Bluetooth Terminal 1.2863XWWA

Serial Bluetooth Terminal69MBU4

serial bluetooth terminal6EKPAN

Serial Bluetooth Terminal6PRHA7

Serial Bluetooth Terminal74MLQ2

Serial Bluetooth Terminal77WBJY

Serial Bluetooth Terminal7RU3AB

Serial Bluetooth Terminal82DV2X

Serial Bluetooth Terminal82VLFW

Serial Bluetooth Terminal8CX7F4

Serial Bluetooth Terminal8EN7R9

Serial Bluetooth Terminal8K97CZ

Serial Bluetooth Terminal8NC4K8

Serial Bluetooth Terminal8NNHGL

Serial Bluetooth Terminal9ANFQZ

Serial Bluetooth Terminal9CUZL3

Serial Bluetooth Terminal9XT88X

Serial Bluetooth TerminalABE2WW

Serial Bluetooth terminalAD6282

Serial Bluetooth TerminalAEDEP3

N/AB4AJ7X

Serial Bluetooth TerminalBCMEEX

Serial Bluetooth TerminalBL9FU8

Serial Bluetooth TerminalC2JJVT

Serial Bluetooth TerminalC9ZCG4
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ResponseWebCode

Serial Bluetooth TerminalCHMD3T

Serial Bluetooth TerminalCKDDDX

Serial Bluetooth TerminalCMH494

Serial Bluetooth TerminalD7AC7Y

Serial Bluetooth TerminalEBZ32N

Serial Bluetooth TerminalEHJ79Q

Serial Bluetooth TerminalEQURUZ

serial bluetooth terminal (e.kai_morich.serial)EYNXN2

Serial Bluetooth TerminalF27G9V

Serial Bluetooth TerminalGQ3JZL

Serial Bluetooth TerminalH88C8U

Serial Bluetooth TerminalHEPJ4T

SERIAL BLUETOOTH TERMINALJP4YCX

Serial Bluetooth TerminalLWCVX9

Serial Bluetooth TerminalMU3MGV

SKMSN9JXHH

Serial Bluetooth TerminalNGD4BJ

Serial Bluetooth TerminalNZ9WWG

Serial Bluetooth TerminalPB49XM

de.kai_morich.serial_bluetooth_terminalPGULYB

Serial Bluetooth TerminalPLMMZP

Serial Bluetooth Terminal V1.28Q29PVJ

serial bluetooth terminalQ99RM3

Serial Bluetooth TerminalQGJU94

Serial Bluetooth TerminalRCRKJC

This is beyond the scope of reportingTF4QLP

KnoxBluetoothTPBP6E

None locatedU899KL

Serial Bluetooth Terminal de.kai_morich.serial_bluetooth_terminalUEREJE

Serial Bluetooth TerminalUYQHMY

Serial Bluetooth TerminalV9V7DB

Serial Bluetooth TerminalVA6BPD
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ResponseWebCode

de.kai_morich.serial_bluetooth_terminalW2UCV3

Serial Bluetooth TerminalW4KC78

Serial Bluetooth Terminal (de.kai_morich.serial_bluetooth_terminal)W4VZYW

de.kai_morich.serial bluetooth terminalWAMHLA

Serial Bluetooth Terminal (de.kai_morich.serial_bluetooth_terminal)WTZ4AC

Serial Bluetooth TerminalXBWQEF

Serial Bluetooth TerminalXFRN2L

Serial Bluetooth TerminalYGFDWD

Serial Bluetooth TerminalYKGK4G

Serial Bluetooth TerminalZVXNQ8

Question 37: What application did the user utilize to access the bluetooth skimmers?
Serial Bluetooth Terminal Consensus Result:

 Expected Response Explanation:
Review of installed apps via USERDATA (ExtX)/Root/data/com.android.vending/databases/localappstate.db shows only 
one Bluetooth specific application. Review of the configuration files for this app in USERDATA 
(ExtX)/Root/data/de.kai_morich.serial_bluetooth_terminal/shared_prefs/de.kai_morich.serial_bluetooth_terminal_prefer
ences.xml shows device name and MAC address info for one of (the last) skimmers accessed.

 Expected Response Illustration:
Installed Applications
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Preferences

Copyright © 2020 CTS, Inc( 133 )Printed:  July 01, 2020



Mobile Digital Evidence - Android Test 20-5550

TABLE 1
 Question 38 - Applications & Web History

Question 38: In what directory was the data downloaded from the bluetooth skimmers stored?

USERDATA 
(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

2B66AE

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files2JDY68

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files3LWD98

/USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files3VNPE9

/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/63XWWA

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files69MBU4

USERDATA/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/6EKPAN

de.kai_morich.serial_bluetooth_terminal/files6PRHA7

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files74MLQ2

/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files77WBJY

USERDATA/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files7RU3AB

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files82DV2X

/USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files82VLFW

(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/8CX7F4

USERDATA(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/8EN7R9

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files8K97CZ

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/8NC4K8

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files8NNHGL

/data/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files9ANFQZ

data\de.kai_morich.serial_bluetooth_terminal9CUZL3

/storage/emulated/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files9XT88X

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/ABE2WW

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesAD6282

/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/AEDEP3

N/AB4AJ7X

USERDATA/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesBCMEEX

/root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesBL9FU8

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesC2JJVT

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/C9ZCG4
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/storage/emulated/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesCHMD3T

/storage/emulated/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesCKDDDX

(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesCMH494

Root/Media/0/Android/Data/de.Kai_morich.serial_bluetooth_terminal/filesD7AC7Y

"files"EBZ32N

FilesEHJ79Q

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/FilesEQURUZ

root/media/0/android/data/de.kai_morich.serial_bluetooth_terminal/files/EYNXN2

/data/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/F27G9V

USERDATA(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/GQ3JZL

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesH88C8U

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/HEPJ4T

USERDATA(EXT)/ROOT/MEDIA/0/ANDROID/DATA/DE.KAI.MORICH.SERIAL-BLUETOOTH_TERMINAL/
FILES/

JP4YCX

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/LWCVX9

USERDATA/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesMU3MGV

com.skms.android.agentN9JXHH

/storage/emulated/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesNGD4BJ

NZ9WWG

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/PB49XM

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesPGULYB

USERDATA(ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/PLMMZP

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminalQ29PVJ

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesQ99RM3

QGJU94

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesRCRKJC

This is beyond the scope of reportingTF4QLP

data/com.samsung.android.knox.containeragent/TPBP6E

None locatedU899KL

de.kai_morich.serial_bluetooth_terminal/files There were 15 files located in the "files" folder that 
contained data.

UEREJE

de.kai_morich.serial_bluetooth_terminal/filesUYQHMY

USERDATA/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesV9V7DB
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USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesVA6BPD

\media\0\Android\data\de.kai_morich.serial_bluetooth_terminal\files\W2UCV3

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesW4KC78

/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesW4VZYW

/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/WAMHLA

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesWTZ4AC

/storage/emulated/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesXBWQEF

/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesXFRN2L

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/filesYGFDWD

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/YKGK4G

USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/ZVXNQ8

Question 38: In what directory was the data downloaded from the bluetooth skimmers stored?
USERDATA (ExtX)/Root/media/0/Android/data/de.kai_morich.serial_bluetooth_terminal/files/ and 
all formatting styles which represent the same information.

 Consensus Result:

 Expected Response Explanation:
Searching for files or directories named “serial” or “terminal” will locate the target directory.

 Expected Response Illustration:
Directory Search
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Question 39: What did the user last search on Amazon?

Bluetooth Module Manufacturer ' s 
 Expected Response:

ResponseWebCode

Amazon.com: LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial 
Communication with Button for Arduino: Computers & Accessories

2B66AE

amazon bluetooth module hc052JDY68

bluetooth module hc053LWD98

amazon bluetooth module hc053VNPE9

LearningTech HC-05 Module Pass Through Communication63XWWA

amazon bluetooth module hc0569MBU4

bluetooth module hc056EKPAN

amazon bluetooth module hc056PRHA7

amazon bluetooth module hc0574MLQ2

bluetooth module hc0577WBJY

bluetooth module hc057RU3AB

amazon bluetooth module hc0582DV2X

amazon bluetooth module hc0582VLFW

Amazon Bluetooth module hc058CX7F4

bluetooth module hc058EN7R9

amazon bluetooth module hc058K97CZ

bluetooth module hc05 (LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless 
Serial Communication with Button for Arduino)

8NC4K8

Amazon.com: LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial 
Communication with Button for Arduino: Computers & Accessories

8NNHGL

LeaningTech HC-05 Module9ANFQZ

amazon bluetooth module hc059CUZL3

amazon bluetooth module hc059XT88X

amazon bluetooth module hc05ABE2WW

Bluetooth moduleAD6282

bluetooth module hc05AEDEP3

Amazon.com: LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial 
Communication with Button for Arduino: Computers & Accessories

B4AJ7X

amazon bluetooth module hc05BCMEEX

amazon bluetooth module hc05BL9FU8
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ResponseWebCode

amazon bluetooth module hc05C2JJVT

amazon bluetooth module hc05C9ZCG4

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino: Computers and Accessories.

CHMD3T

LeaningTech HC 05 Module Pass Through CommunicationCKDDDX

amazon bluetooth module hc05CMH494

Amazon Bluetooth Module hc05D7AC7Y

Amazon.com: LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial 
Communication with Button for Arduino: Computers & Accessories

EBZ32N

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino: Computers & Accessories

EHJ79Q

amazon bluetooth module hc05EQURUZ

amazon blutooth module hc05EYNXN2

amazon bluetooth module hc05F27G9V

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino: Computers & Accessories

GQ3JZL

Bluetooth module hc05H88C8U

bluetooth module hc05HEPJ4T

BLUETOOTH MODULE HC05JP4YCX

Amazon.com: LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial 
Communication with Button for Arduino: Computers & Accessories

LWCVX9

bluetooth module hc05MU3MGV

bluetooth module hc05N9JXHH

amazon bluetooth module hc05.NGD4BJ

amazon bluetooth module hc05NZ9WWG

Amazon Bluetooth Module hc05PB49XM

amazon bluetooth module hc05 (LeaningTech HC-05 Module Bluetooth)PGULYB

LeaningTech HC-05 Module Bluetooth Serial Pass-through module wireless serial communicationPLMMZP

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino

Q29PVJ

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino

Q99RM3

bluetooth module hc05QGJU94

amazon bluetooth module hc05RCRKJC

This is beyond the scope of reportingTF4QLP

bluetooth module hc05TPBP6E
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ResponseWebCode

amazon bluetooth module hc05U899KL

The user performed a search in Google for "amazon Bluetooth module hc05". The user visited the site 
Amazon (Amazon.com)using the Google search engine and searched for a Leaning Tech HC-05 Module 
Bluetooth Serial Pass-Through Module Wireless Serial Communication with Button for Arduino: 
Computers & Assessories

UEREJE

Bluetooth module hc05UYQHMY

amazon bluetooth module hc05V9V7DB

remote weblab triggersVA6BPD

amazon bluetooth module hc05W2UCV3

Amazon bluetooth module hc05W4KC78

bluetooth module hc05W4VZYW

amazon bluetooth module hc05WAMHLA

On Amazon, the link was for a Leaning Tech HC-05 Module Bluetooth Serial Pass-Through Module 
Wireless Serial Communication with Button for Arduino; however, the search was through Google, and 
the search was for amazon Bluetooth module hc05.

WTZ4AC

bluetooth module hc05XBWQEF

Amazon bluetooth module hc05XFRN2L

LeaningTech HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with 
Button for Arduino

YGFDWD

HC-05 Bluetooth moduleYKGK4G

No searches on Amazon were found. The last item viewed on amazon.com : Amazon.com: LeaningTech 
HC-05 Module Bluetooth Serial Pass-Through Module Wireless Serial Communication with Button for 
Arduino: Computers & Accessories The last item search in Google for Amazon : amazon bluetooth 
module hc05

ZVXNQ8

Question 39: What did the user last search on Amazon?
Bluetooth Module and all formatting variations that represent the same information. Consensus Result:

 Expected Response Explanation:
Reviewing the history file for the Chrome web browser, 
/USERDATA (ExtX)/Root/data/com.android.chrome/app_chrome/Default/History, shows a timeline of web activity 
including searches. Among them are searches including “amazon” as a search term, the last of these is a google.com 
search for “amazon bluetooth module hc05”.
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 Expected Response Illustration:
Browser History
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Question 120: What was the date and time of the last outgoing call? Provide your response in the time 
zone set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM (Subset 1)

12/15/2019 09:28 PM Manufacturer ' s 
 Expected Response:

ResponseWebCode

12/15/2019 9:28 PM2JDY68

12/15/2019 09:28 PM3LWD98

12/15/2019, 09:28 PM was the last dialed outgoing call made to **61*18056912815, which appears 
to be a call forwarding service number. If the last call was made to a person or contact, it would be 
12/05/2019, 06:35 AM.

3VNPE9

12/15/2019, 21:28 PM63XWWA

12/15/2019, 09:28 PM69MBU4

12/15/2019 09:28 pm6EKPAN

12/15/2019 09:28 PM74MLQ2

12/15/2019, 09:28 PM7RU3AB

12/15/2019, 09:28 PM82DV2X

12/15/2019, 09:28 PM8K97CZ

12/15/2019, 09:28 PM9XT88X

12/15/2019, 09:28 PMABE2WW

12/15/2019 21:28 PMAD6282

12/15/2020 09:28 PMBL9FU8

12/15/2019, 9:28 PMC2JJVT

12/15/2019 09:28 PMC9ZCG4

12/15/2019 9:28 PMCHMD3T

12/15/2019 21:28 PMCKDDDX

12/15/2019, 09:28 PM(UTC-5)EBZ32N

12/15/2019 9:28:53 PM(UTC-5)EHJ79Q

12/15/2019 2128 PMEQURUZ

12/15/2019 09:28 PMEYNXN2

12/15/2019, 09:28 PMF27G9V

12/15/2019, 09:28 PMGQ3JZL

12/15/2019 09:28 pmJP4YCX

12/15/2019, 09:28 PMLWCVX9

12/15/2019, 09:28 PMMU3MGV
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ResponseWebCode

12/15/2019, 09:28 PMNGD4BJ

12/15/2019, 09:28 PMNZ9WWG

12/15/2019, 09:28 PMQ29PVJ

12.15.2019 09:28 pmQ99RM3

12/15/2019, 21:28 PMQGJU94

12/15/2019, 09:28 PMRCRKJC

12/15/2019, 09:28 PM (technically last call but this is a call forward) 12/15/2019, 08:55 PM (last true 
call)

TF4QLP

12/15/2019 9:28:53 PM(UTC-5)TPBP6E

12/15/2019 9:28 PMU899KL

12/15/2019 09:28 PMUEREJE

12/15/2019, 09:28 PMV9V7DB

12/15/2019, 09:28 PMVA6BPD

12/15/2019 09:28 PMW4VZYW

12/15/2019 9:28 PMWAMHLA

12/15/2019, 9:28 PM (UTC-5)WTZ4AC

12/15/2019, 21:28:53 PMYGFDWD

12/15/2019, 09:28 PMZVXNQ8

Question 120: What was the date and time of the last outgoing call? Provide your response in the time 
zone set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM (Subset 1)

Subset 1 of participants for Question #20 reported 12/15/2019 09:28 PM as the consensus 
answer. This response and all formatting styles which represent the same information were used to 
group these participants into Subset 1.

 Consensus Result:

 Expected Response Explanation:
The last outgoing call date and time can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal

 Expected Response Illustration:
Call Log
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Question 121: The last outgoing call was made to what phone number? (Subset 1)

**61*18056912815 Manufacturer ' s 
 Expected Response:

ResponseWebCode

**61*180569128152JDY68

**61*180569128153LWD98

1 (805) 691-2815, however, it is listed with the prefix number “**61*”. The entire number dialed out is 
“**61*18056912815”. The “**61*” number appears to be a call forwarding service and is going to a 
Google Voice number. If the last call was made to a person or contact, it would be the phone number 1 
(703) 940-7024.

3VNPE9

**61*1805691281563XWWA

+1703940702469MBU4

**61*180569128156EKPAN

+1703940702474MLQ2

+170394070247RU3AB

720686545582DV2X

**61*180569128158K97CZ

**61*180569128159XT88X

**61*18056912815ABE2WW

**61*18056912815AD6282

**61*18056912815BL9FU8

**61*18056912815C2JJVT

**61*18056912815C9ZCG4

**61*18056912815CHMD3T

**61*18056912815CKDDDX

**61*18056912815EBZ32N

**61*18056912815EHJ79Q

**61*18056912815EQURUZ

**61*18056912815EYNXN2

**61*18056912815F27G9V

**61*18056912815GQ3JZL

**61*18056912815JP4YCX

**61*18056912815LWCVX9

7206865455MU3MGV
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ResponseWebCode

+6118056912815NGD4BJ

**61*18056912815NZ9WWG

**61*18056912815 **61* entry is a call forwarding service. The last call to an individual was made to 
17039407024.

Q29PVJ

**61*18056912815Q99RM3

**61*18056912815QGJU94

**61*18056912815RCRKJC

**61*18056912815 (this is a forwarded call) 720-686-5455 (last true call)TF4QLP

18056912815TPBP6E

**61*18056912815U899KL

**61*18056912815 (1-805-691-2815)UEREJE

**61*18056912815V9V7DB

The last outgoing call on the phone was **61*18056912815. The last outgoing call in the calllog.db 
was 7206865455

VA6BPD

**61*18056912815W4VZYW

**61*18056912815WAMHLA

**61*18056912815WTZ4AC

**61*18056912815YGFDWD

**61*18056912815ZVXNQ8

Question 121: The last outgoing call was made to what phone number? (Subset 1)
Subset 1 of participants for Question #20 reported **61*18056912815 as the consensus 
answer.

 Consensus Result:

 Expected Response Explanation:
The number associated with the last outgoing call record can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal.
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 Expected Response Illustration:
Call Log
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Question 220: What was the date and time of the last outgoing call? Provide your response in the time 
zone set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM (Subset 2)

12/05/2019 06:35 AM Manufacturer ' s 
 Expected Response:

ResponseWebCode

12/05/2019, 06:35 AM2B66AE

12/05/2019, 06:35 AM77WBJY

12/05/2019, 06:35 AM82VLFW

12/05/2019, 6:35:03 AM8CX7F4

12/05/2019, 06:35 AM8NNHGL

12/5/2019 6:35 AM9ANFQZ

12/05/2019, 06:35:03 AM (UTC -5)9CUZL3

12/05/2019, 06:35:03 AMAEDEP3

12/05/2019, 06:35 AMBCMEEX

12/5/2019 6:35 AMD7AC7Y

12/05/2019, 06:35 AMHEPJ4T

12/05/2019, 06:35 AMN9JXHH

12/05/2019, 06:35 AMPB49XM

12/5/2019, 6:35:03 AMPGULYB

12/05/19, 6:35 AMPLMMZP

12/05/2019, 06:35 AM is the date and time of the last outgoing call made to a contact. (This time 
stamp corresponds to the outgoing call made to "+17039407024" "Raymond Butner") Note: 
12/15/2019, 09:28 PM is the date and time of the last outgoing call parsed by both CelleBrite and XRY 
(which corresponds to the outgoing call to "**61*18056912815") - **61 is a T-mobile/ Metro PCS Short 
Code to “Turn on forwarding if no reply (CF NRY) to a number (unanswered calls ring to alternate 
number)”.

W4KC78

12/05/2019, 06:35 AMXBWQEF

12/05/2019 06:35 AMXFRN2L

12/5/2019 06:35(UTC-5)YKGK4G

Question 220: What was the date and time of the last outgoing call? Provide your response in the time 
zone set for the device using the following format: MM/DD/YYYY, HH:MM AM/PM (Subset 2)

Subset 2 of participants for Question #20 reported 12/05/2019 06:35 AM as the consensus 
answer. This response and all formatting styles which represent the same information were used to 
group these participants into Subset 2.

 Consensus Result:

 Expected Response Explanation:
The last outgoing call date and time can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal
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 Expected Response Illustration:
Call Log
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Question 221: The last outgoing call was made to what phone number? (Subset 2)

1-703-940-7024 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+170394070242B66AE

1703940702477WBJY

+1703940702482VLFW

170394070248CX7F4

170394070248NNHGL

+170394070249ANFQZ

+170394070249CUZL3

17039407024AEDEP3

1 703 940 7024BCMEEX

1-703-940-7024D7AC7Y

+17039407024HEPJ4T

1-703-940-7024N9JXHH

17039407024PB49XM

17039407024PGULYB

+17039407024PLMMZP

17039407024W4KC78

17039407024XBWQEF

+17039407024XFRN2L

+17039407024YKGK4G

Question 221: The last outgoing call was made to what phone number? (Subset 2)
Subset 2 of participants for Question #20 reported 1-703-940-7024 as the consensus answer. Consensus Result:

 Expected Response Explanation:
The number associated with the last outgoing call record can be found in the Call log located in 
/Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal.

 Expected Response Illustration:
Call Log
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Question 222: Provide the contact name belonging to the phone number reported in question #21? 
(Subset 2)

Raymond Butner Manufacturer ' s 
 Expected Response:

ResponseWebCode

Raymond Butner2B66AE

Raymond Butner77WBJY

Raymond Butner82VLFW

Raymond Butner8CX7F4

Raymond Butner8NNHGL

Raymond Butner9ANFQZ

Raymond Butner9CUZL3

Raymond ButnerAEDEP3

Raymond ButnerBCMEEX

Raymond ButnerD7AC7Y

Raymond ButnerHEPJ4T

Raymond ButnerN9JXHH

Raymond ButnerPB49XM

Raymond ButnerPGULYB

Raymond ButnerPLMMZP

Raymond ButnerW4KC78

Raymond ButnerXBWQEF

Raymond ButnerXFRN2L

Raymond ButnerYKGK4G

Question 222: Provide the contact name belonging to the phone number reported in question #21? 
(Subset 2)

Subset 2 of participants for Question #20 reported Raymond Butner as the consensus answer. Consensus Result:

 Expected Response Explanation:
The last outgoing call along with any information such as stored contact name for associated number can be found in 
the Call log located in /Root/data/com.samsung.android.providers.contacts/databases/calllog.db-wal.
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 Expected Response Illustration:
Call Log
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Question 21: The last outgoing call is actually a call forwarding command. Question 22: Allen 
Gonzales is the owner of the Google Voice account associated with 
allengonzo79@gmail.com. Question 27: The file name suggests that it stores a parking 
location, however, there was no way to verify this. Question 39: There was no search 
performed on Amazon's website. This is a Google search. The test included a number of 
questions which called for the manual parsing of data. Some areas required assumptions about 
data or app testing (e.g., Google Maps parking location). I think the number of problems 
asking for this level of detail was unnecessary for a proficiency test.

2JDY68

Some of my answers to the questions contain justification for the answers submitted. Please 
refer to them as needed for the reason I answered the questions as I did.

3VNPE9

The PGP encrypted messages sent via K9 were accessed by exporting the OpenKeyChain 
backup to a PC and importing it using the backup key present in a screenshot. Some of the 
messages concerning the skimming operation. However there were no questions about this and 
so all this cleverness was wasted!

6EKPAN

There are two interpretations for answering the series of Questions 20-23, all based off of the 
interpretation of the initial question in the series. Option 1 assumes the entry used to enable 
call forwarding on the device (**61* call) is considered the last outgoing call since it was the 
last interaction with the phone function of the device. This is listed as the last outgoing call in 
both Axiom and UFED PA, but presents difficulty and confusion with answering questions 
21-23. Option 2 assumes the last outgoing call is understood to be the last time the phone 
was used to complete an outgoing voice call. This allows for a much more straight forward 
interpretation of questions 21-22, but leaves Question 23 in limbo with possible answers of 
Telegram, WhatsApp, or T-Mobile depending on the interpretation of "communication service".

9XT88X

Regarding Question 20, there was a later call placed to **61*#, but this is a call forwarding 
request, so it was not selected. In actual casework, we are rarely, if ever, asked what app a 
user used; investigators usually know what apps they are interested in and ask for specific app 
data.

BCMEEX

When answering question #14 and question #16 I used the number presented by Physical 
Analyzer (v7.32.0.16). I used the overall number of messages found on the phone, minus any 
duplicated messages. In short for question #14 I selected SMS Messages and filtered on 
“Parties/From: +17206865455 Francis Milligan and found 24 total listings with 18 
duplications. For question #16 selected “SMS Messages” and used the filter on the “Status” 
category which listed 32 results with 24 duplications. With an earlier version of Physical 
Analyzer (v7.29.0.152) the duplication results were slightly different (question #14 had 18 total 
with 6 “identified” duplications and question #16 had 32 total with 16 duplications). When 
answering question #21 I simply copied out the entire number (including the call forwarding 
pretext. When answering question# 30 I entered the amount located in the USERDATA 
(ExtX)/Root/data/com.bitpay.wallet/files/txsHistory-881825ea-cd77-4268-8de1-43bc06f486d
a which contains the transaction history for the application. I also noticed the amount “1.01” in 
a snapshot (image file) that was created after the date of the txsHistory. The 1.01 amount could 
reflect the transaction with the added cost of completing the transaction, however; I felt the 
question was geared towards the txsHistory file. On question #38 the folder containing the text 
files with the skimmer data was simply labeled “files”. I entered the file path for the question.

C2JJVT

Prior to examination the hash values for the exhibit were confirmed against those provided in C9ZCG4
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the question Question 1 the hash value was read from the UFD file as well as being hashed 
separately.

Google Voice was a little confusing and lead me down an unusual path as we do not have 
access to this in the UK. The **61* indicates potential call forwarding command and the 
contact number 1805691281 appears to be linked to Google Voice and the handset.

CKDDDX

The questions were not germane to a "real world" investigation and were unnecessarily 
complicated for the sake of a proficiency test.

EBZ32N

There are several questions relating to skimmer data that are very specific and would require a 
more in-depth analysis than normal case work would require. This test asks questions that 
require the analyst to conduct extensive research and goes beyond a normal proficiency test. 
Other questions seem too vague and require the analyst to make assumptions about what is 
being asked.

EHJ79Q

This PT came at a difficult period due to COVID-19 and the reduction in time available. It 
appears that some files may have been manually changed so that they cannot be dealt with as 
normal by the various mobile device forensic software packages. Some of the questions 
appeared to be ambiguous. I dont think a 'US' set up device is appropriate to our needs.

EYNXN2

Numbers 20 and 21 should be worded differently. Looking at the last outgoing call in the 
database shows a forward call which does not provide any information on the forwarded 
phone number. **61* indicates a forward call so this question can result in an incorrect answer 
even though it was literally the last outgoing call.

TF4QLP

thanksTPBP6E

I am using UFED Physical analyzer 7.33.0.30 and the information requested is not in the file I 
downloaded. I did confirm the SHA1 Hash value for the file. This leaves 12 answers blank.

U899KL

I think that this PT should contain less questions. This is the longest test of all of the CTS PT's.UEREJE

Once again this year/s test lacks the shine and polish that is expected of professional work 
product. And this iteration required a level of effort more suited for a Certification Examination 
vice an annual Proficiency. Several of the Questions presented specific challenges due to 
wording ambiguity and/or lack of formatting consistency. Question 2 asks for the “model 
name” of the device. This is confusing. Since model and name could be interpreted as separate 
descriptors. Whereas device model could be “SM-J260T1” and device name could be “Galaxy 
J2”. Question 38 uses the term “directory”. This is ambiguous and could reference any of the 
parent folders or sub/folders containing the apparent skimmer data. Such as “0”, “Android”, or 
“data”. The term "path" should be used if the full path to the files is the desired answer vice the 
directory in which they are stored. Question 39 is poorly worded. Since the wording of this 
question gives an expectation of finding a search conducted directly through the Amazon 
website vice a Google search of the Amazon website. And leaves you wondering whether the 
term "amazon" should be included in the answer. And Questions 20, 21, 22, and 23 gave me 
quite a headache. The term "contact name" is ambiguous. And could refer to “Owner” or 
“(owner)”. Or “User 0” or “User” or “0”. Or “Allen Gonzalez” or “allengonzo79@gmail.com”. 
The term "phone number" could include the Google Voice number, the short code, or both. 
And the term "communication service" only compounds the confusion. As this could refer to 
either Google Voice or T-Mobile. Why not just select a more straightforward call log entry for 
this series of test Questions? Rather than try to "stump the chump".

V9V7DB

Question 17: Ambiguous question. Technically the communication service used was the SMS W2UCV3
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service. The communication service provider or company who sent the SMS is Google Voice. 
Question 20 to 23: The last outgoing call log is technically the call that starts with “**61*” 
followed by a number.. however there is no contact in relation to this. The next outgoing call is 
approx. 10 days earlier however has multiple contact entries (question 23) relating to this 
number. Question 27: The saved parking location located in the file parking_location.cs is 
mostly unreadable: ™Õ;ÜbC@!Šeéù nSÀâ®Åéï-Citgo â®Åéï-0â®Åéï-@HPÐ­õÅÐ±æ. 
However Citgo can be identified as well as prior searches relating to Citgo including the 
address "Citgo, Midlothian, VA 23112" but this cannot be confirmed as the correct name of the 
saved location. Question 39: The question is ambiguous. Is the question asking what did the 
user last browse/view on Amazon? Or what did the user last search on google relating to 
Amazon?

Question #20: 12/15/2019, 09:28 PM is the time of the last outgoing call parsed by both 
CelleBrite and XRY (which corresponds to the outgoing call to "**61*18056912815"). **61 is a 
T-mobile/ Metro PCS Short Code to “Turn on forwarding if no reply (CF NRY) to a number 
(unanswered calls ring to alternate number)”. Question #21: 18056912815 is the number of 
the last outgoing call parsed by both CelleBrite and XRY. However, it was dialed with the prefix 
**61* What was dialed was "**61*18056912815" Note: If we consider 18056912815 as 
reported by both CelleBrite and XRY to be the number to which the last outgoing call was 
dialed to, then I cannot answer the follow-up questions #22 and #23. The number 
"18056912815" does not appear to be associated to any contact, and I was unable to find any 
additional information about it (and actually it also affects the possible answer for question 
#20). For this reason I am assuming that this call forwarding-type call may not have been 
considered the last outgoing call and therefore including the call made on 12/05/2019, 06:35 
AM (which corresponds to the outgoing call to "+17039407024" "Raymond Butner") as an 
alternate answer.

W4KC78

Though a huge overall improvement in this test, some of the questions are misleading (i.e. 21, 
22, 23, 32 & 39). The challenge should be a technical one, not one based on how to interpret 
what is asked.

XFRN2L

note for Question #20. There was a forwarded call (using **61*) to 1-805-691-2815 at 
21:28 on 12/15/2019, which I’m assuming is not the intention of this question)

YKGK4G

-End of Report-
(Appendix may follow)
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