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Participants were provided with data yielded from a logical extraction of an iPhone. They were asked to analyze the 
data and answer scenario based questions utilizing their own tools and methods. Data was returned from 52 
participants and are compiled in the following tables:
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2: Summary Comments 6

3: Table 1: Digital Evidence Responses 7

4: Table 2: Additional Comments 79

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report 
sections, and will change with every report.  
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Mobile Digital Evidence - iOS Analysis Test 18-5551

The Mobile Digital Evidence – iOS Analysis test consisted of evidence data acquired from an iPhone in .tar file format. 
Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing their own software 
and methods.

SAMPLE PREPARATION: 
A scripted scenario, based on an assisted suicide incident was created to generate user data on the evidence device. 
The execution of the scripted scenario took place the week of May 21, 2018. An Apple iPhone 6 phone was used to 
perform the activities and generate the intended artifacts.

The phone data was acquired through an advanced logical extraction of the iPhone 6 utilizing Cellebrite software. 
Following sample validation, a .tar file was uploaded to the CTS portal for participants to download. MD5 and SHA-1 
algorithms were run on the compressed folder to generate unique hash values to allow participants to validate the 
successful download of the files.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure expected 
results could be achieved. Laboratories that conducted analysis during predistribution reported consistent results.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the
participants responses. Further information and discussion will be available in the final report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

Police are investigating a possible homicide/suicide case. A Matthew Thyne was found hanging dead in his room by 
his parents. Police responded to the crime scene and collected all the evidence. Along with other evidence, police 
collected Matthew Thyne’s iPhone and logged it into evidence. A logical image of the iPhone was created and you 
have been tasked with analyzing the forensic image of the iPhone utilizing your own tools and methods to find any 
evidence that could be of interest to the police.
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Mobile Digital Evidence - iOS Analysis Test 18-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the MD 5  hash value for the iPhoneBackup . tar file .1

b8ffc5ccfb8ebbd438d07fbd0d30d592

 Provide the SHA 1  ( base  16 )  hash value for the iPhoneBackup . tar file .2

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d

 What is the set time zone for this device ?  Provide the answer in the following format :  Country / State3

 America/New_York

 What is the  19  digit ICCID number associated with the device ?4

8901260155718778937

 What is the model number of the device ?5

MG5W2

 What is the version of the operating system on this device ?6

11.2

 Based on the calendar events ,  when is the event “School Trip” scheduled for ?  Provide the answer in the 
 following format :  MM / DD / YYYY

7

07/04/2018 and/or 07/05/2018

 How many contacts were saved on the device ?  Do not include contacts from third party applications or 
 duplicated contacts .

8

Three (3)

 Provide the phone number associated with contact named “Mom” .9

(703) 568-1862

 Were location services enabled on this device ?10

Yes

 Who was the service provider for this number ?11

T-Mobile

 Provide the name  ( SSId )  of the location this device was last connected to using Wi - Fi .12

Walmartwifi

 Provide the phone number associated with this device .13

(202) 378-7266

 Based on the evidence ,  which two medications were prescribed to the user ?  Separate the medications with a 
 comma  ( , )

14

Celexa, Lexapro
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Mobile Digital Evidence - iOS Analysis Test 18-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the version of ExpediaBookings application installed on this device ?15

33.8.1

 What is the version of the Skype application installed on this device ?16

8.21.0.7

 What is the user ' s Skype username ?  Provide the answer using the following format :  live : ______17

live:Thyne13

 What is the user ' s Facebook login email ID ?18

mthyne13@gmail.com

 What is the user ' s Facebook password ?19

Polarbear13

 Based on the evidence ,  what is the home address for Annie Fao ?  Provide the Street ,  City ,  State ,  and Zip code . 
 ( Ex :  1234  Adams St . ,  Chester ,  FL  10056 )

20

16444 Atlanta Drive, Fairfax, VA 20091

 Provide the longitude and latitude of the last place viewed using Google Maps Application .  Answer using the 
 following format :  Longitude :  ________,  Latitude : _________

21**

Longitude: -77.3967717728168, Latitude: 38.8548381516278

 What was the last phrase searched using the Safari search engine ?22

ways to commit suicide

 Provide the email ID which is associated with the user’s iCloud account .23

thyne13@icloud.com

 What is the password of the iCloud account on this device ?24

2019Graduate

 How many voicemails were received from  + 1 571 - 484 - 0504 ?25

Two (2)

 Other than iMessages ,  which  3 rd party chat application did the user primarily use to send and receive 
 messages from  + 1 571 - 484 - 0504 ?

26

WhatsApp

 To whom was the last phone call placed using this device ?  Provide the first and last name . ( First Last )27

Annie Fao
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Mobile Digital Evidence - iOS Analysis Test 18-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What was the type of the last outgoing call placed using this device ?  Choose one of the following :  Voice call , 
 FaceTime

28

FaceTime

 What is the duration of the last outgoing  ( audio or video )  call ?  Answer using the following format :   hh : mm : ss29

00:08:06

 Provide the contents of the last message SENT TO Annie Fao via WhatsApp Application on  5 / 24 / 2018 .30

Yes I know. I will call you in a few minutes.

 Provide the contents of the last message RECEIVED FROM Annie Fao via WhatsApp Application on 
 5 / 24 / 2018 .

31

Your parents should be back soon. We need to do this fast!

 The user shared their location on  5 / 24 / 2018 10 : 53  AM ( UTC - 4 )  using WhatsApp Application .  Provide the 
 latitude and longitude of the shared location .  Answer using the following format :  Longitude :  ________, 
 Latitude : _________

32**

Longitude: -77.396728515625, Latitude: 38.8545341491699

 Provide the creation time of the multimedia file named “IMG _ 0023 . MOV” .  Answer using the time zone set on 
 the device in the following format :  Month  /  Day  /  Year ,  Hours :  Minutes :  Seconds AM  /  PM .

33**

5/21/2018 03:24:54 PM

 What type of file was received from  +  1 571 - 484 - 0504  on May  23 ,  2018  at  3 : 33 : 23  PM GMT - 04 : 00  via 
 WhatsApp application .  Provide the file extension of the file . ( Ex : . docx )

34

.JPG

 What is the make and model of the camera used to capture IMG _ 0035 . JPG ?  Provide the answer in the 
 following format :  Make :  _________,  Model :  _________

35

Make: Apple, Model: iPhone6

 Which web search browser was used to download “IMG _ 0024 . PNG” ?  Choose one of the following :  Chrome , 
 Safari

36

Safari
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Mobile Digital Evidence - iOS Analysis Test 18-5551

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted 

scenario, the data extracted from a smart phone in .tar file format, and a series of questions related to the 

extracted data. (See Manufacturer’s Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, applications, communications, web browser history, and Geo-Location information. 

Out of thirty six (36) questions, three (3) questions did not reach a clear consensus. Two of the three questions 

dealt with GPS coordinates. For these questions (#21 and #32), participants were asked to provide the Latitude 

and Longitude coordinates of a particular location. We found that the participants reported the expected 

coordinates, however, they labeled the latitude coordinates as longitude and longitude as latitude.

The third question (#33) was a date/time question where participants were asked to provide the creation time of 

a file in the time zone set on the device. This question did not reach consensus because the results were provided

in different time zones. 

Detailed explanation, file path, and screenshots of results can be found within Table 1, under the "Expected 

Response Explanation" section for each question.
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Mobile Digital Evidence - iOS Analysis Test 18-5551

Digital Evidence Responses
TABLE 1

 Question 1 - Authentication

Question 1: Provide the MD5 hash value for the iPhoneBackup.tar file.

b8ffc5ccfb8ebbd438d07fbd0d30d592 Manufacturer ' s Expected Response:

WebCode Response

b8ffc5ccfb8ebbd438d07fbd0d30d59222YJRM

B8FFC5CCFB8EBBD438D07FBD0D30D5922PK3JP

b8ffc5ccfb8ebbd438d07fbd0d30d5922UUKEC

b8ffc5ccfb8ebbd438d07fbd0d30d59242996J

b8ffc5ccfb8ebbd438d07fbd0d30d5924CQRKA

65b5902462131bbbb97d1fa34a1bf0ea4N7HNL

B8FFC5CCFB8EBBD438D07FBD0D30D5926VXEL8

b8ffc5ccfb8ebbd438d07fbd0d30d5927W9GAR

b8ffc5ccfb8ebbd438d07fbd0d30d5927WNX6K

b8ffc5ccfb8ebbd438d07fbd0d30d5927YP3H6

b8ffc5ccfb8ebbd438d07fbd0d30d59288MVQY

B8FFC5CCFB8EBBD438D07FBD0D30D59294JJ86

b8ffc5ccfb8ebbd438d07fbd0d30d59294W9BG

B8FFC5CCFB8EBBD438D07FBD0D30D5929UUTMX

B8FFC5CCFB8EBBD438D07FBD0D30D592A2Q6XK

b8ffc5ccfb8ebbd438d07fbd0d30d592ATHB7D

b8ffc5ccfb8ebbd438d07fbd0d30d592B3XPLK

B8FFC5CCFB8EBBD438D07FBD0D30D592B4U49D

b8ffc5ccfb8ebbd438d07fbd0d30d592CEB8TH

B8FFC5CCFB8EBBD438D07FBD0D30D592CW7WPB

b8ffc5ccfb8ebbd438d07fbd0d30d592D2H6QF

B8FFC5CCFB8EBBD438D07FBD0D30D592DBKM2J

B8FFC5CCFB8EBBD438D07FBD0D30D592DPMTFN

b8ffc5ccfb8ebbd438d07fbd0d30d592DR6DZH

b8ffc5ccfb8ebbd438d07fbd0d30d592EZ2BMK

b8ffc5ccfb8ebbd438d07fbd0d30d592FA2K8F

B8FFC5CCFB8EBBD438D07FBD0D30D592FML3XX

b8ffc5ccfb8ebbd438d07fbd0d30d592FV2JUE

B8FFC5CCFB8EBBD438D07FBD0D30D592FWCHNM

b8ffc5ccfb8ebbd438d07fbd0d30d592LVHNTE

65b5902462131bbbb97d1fa34a1bf0eaNQGLFN

B8FFC5CCFB8EBBD438D07FBD0D30D592PBMBAX

B8FFC5CCFB8EBBD438D07FBD0D30D592PFELHB

b8ffc5ccfb8ebbd438d07fbd0d592Q37ZWW

b8ffc5ccfb8ebbd438d07fbd0d30d592REWD8D
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 1 - Authentication

WebCode Response

b8ffc5ccfb8ebbd438d07fbd0d30d592RWF8X3

b8ffc5ccfb8ebbd438d07fbd0d30d592TF6KA7

b8ffc5ccfb8ebbd438d07fbd0d30d592UMXFKA

B8FFC5CCFB8EBBD438D07FBD0D30D592UZMCL8

B8FFC5CCFB8EBBD438D07FBD0D30D592V3PCKJ

b8ffc5ccfb8ebbd438d07fbd0d30d592V8MVLH

b8ffc5ccfb8ebbd438d07fbd0d30d592VFWK22

65b5902462131bbbb97d1fa34a1bf0eaVNNZQ6

65b5902462131bbbb97d1fa34a1bf0eaWKJPAV

B8FFC5CCFB8EBBD438D07FBD0D30D592WMDDTR

b8ffc5ccfb8ebbd438d07fbd0d30d59WUUUHF

b8ffc5ccfb8ebbd438d07fbd0d30d592XMPFC6

b8ffc5ccfb8ebbd438d07fbd0d30d592XMTWCN

B8FFC5CCFB8EBBD438D07FBD0D30D592XX9QNG

65b5902462131bbbb97d1fa34a1bf0eaY4U2D7

b8ffc5ccfb8ebbd438d07fbd0d30d592ZE9HK3

B8FFC5CCFB8EBBD438D07FBD0D30D592ZNEHVP

b8ffc5ccfb8ebbd438d07fbd0d30d592 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a MD5
hashing algorithm on the file.

 Expected Response Illustration:
MD5 Hash Value:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 2 - Authentication

Question 2: Provide the SHA1 (base 16) hash value for the iPhoneBackup.tar file.

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d Manufacturer ' s Expected Response:

WebCode Response

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d22YJRM

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1D2PK3JP

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d2UUKEC

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d42996J

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d4CQRKA

75410ca9ecc54aee7da54ac6ead90f1158f06e644N7HNL

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1D6VXEL8

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d7W9GAR

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d7WNX6K

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d7YP3H6

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d88MVQY

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1D94JJ86

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d94W9BG

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1D9UUTMX

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DA2Q6XK

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dATHB7D

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dB3XPLK

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DB4U49D

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dCEB8TH

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DCW7WPB

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dD2H6QF

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DDBKM2J

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DDPMTFN

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dDR6DZH

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dEZ2BMK

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dFA2K8F

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DFML3XX

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dFV2JUE

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DFWCHNM

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dLVHNTE

75410ca9ecc54aee7da54ac6ead90f1158f06e64NQGLFN

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DPBMBAX

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DPFELHB

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dQ37ZWW

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dREWD8D

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dRWF8X3

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dTF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 2 - Authentication

WebCode Response

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dUMXFKA

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DUZMCL8

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DV3PCKJ

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dV8MVLH

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dVFWK22

75410ca9ecc54aee7da54ac6ead90f1158f06e64VNNZQ6

75410ca9ecc54aee7da54ac6ead90f1158f06e64WKJPAV

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DWMDDTR

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dWUUUHF

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dXMPFC6

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dXMTWCN

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DXX9QNG

75410ca9ecc54aee7da54ac6ead90f1158f06e64Y4U2D7

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1dZE9HK3

BC4877C5948652F4AF3CC2BB5A82F79D0C6F8D1DZNEHVP

bc4877c5948652f4af3cc2bb5a82f79d0c6f8d1d Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a SHA1
hashing algorithm on the file.

 Expected Response Illustration:
SHA1 Hash Value:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 3 - Features/Settings

Question 3: What is the set time zone for this device? Provide the answer in the following format: 
Country/State

 America/New_York Manufacturer ' s Expected Response:

WebCode Response

America/New York22YJRM

America/New_York2PK3JP

America/New York2UUKEC

(UTC-05:00) New_York (America)42996J

America/New_York4CQRKA

America, New York4N7HNL

America/New_York6VXEL8

America (USA)/New York7W9GAR

America/New_York7WNX6K

America/New_York7YP3H6

America/New York88MVQY

America/New_York94JJ86

America/New York94W9BG

America/New York9UUTMX

America/New_YorkA2Q6XK

America/New YorkATHB7D

America/New YorkB3XPLK

America/New_YorkB4U49D

America/New_YorkCEB8TH

America/New YorkCW7WPB

America/New YorkD2H6QF

(UTC-05:00) New_York (America)DBKM2J

America/New_YorkDPMTFN

America/New_YorkDR6DZH

America/New_YorkEZ2BMK

America/New YorkFA2K8F

America/New_YorkFML3XX

America/New YorkFV2JUE

America/New_YorkFWCHNM

America/New YorkLVHNTE

America/New YorkNQGLFN

America/New YorkPBMBAX

America/New_YorkPFELHB

America/New YorkQ37ZWW

America/New_YorkREWD8D

New York/AmericaRWF8X3

America/New_YorkTF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 3 - Features/Settings

WebCode Response

America/New_YorkUMXFKA

America/New_YorkUZMCL8

America/New_YorkV3PCKJ

America/New_YorkV8MVLH

America/New_YorkVFWK22

America/New YorkVNNZQ6

America/New YorkWKJPAV

America/New YorkWMDDTR

America/New_YorkWUUUHF

America/New YorkXMPFC6

America/New YorkXMTWCN

America/New_YorkXX9QNG

America/ New YorkY4U2D7

America/New YorkZE9HK3

AMERICA/NEW_YORKZNEHVP

 America/New_York Consensus Result:

 Expected Response Explanation:
The time zone set on this device can be found in the device_values.plist. It can also be verified by looking at the time 
stamps of various data including Email, Call Log, and Text Messages.

 Expected Response Illustration:
TimeZone at offset 0x13FF
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 4 - Features/Settings

Question 4: What is the 19 digit ICCID number associated with the device?

8901260155718778937 Manufacturer ' s Expected Response:

WebCode Response

890126015571877893722YJRM

89012601557187789372PK3JP

89012601557187789372UUKEC

890126015571877893742996J

89012601557187789374CQRKA

89012601557187789374N7HNL

89012601557187789376VXEL8

89012601557187789377W9GAR

89012601557187789377WNX6K

89012601557187789377YP3H6

890126015571877893788MVQY

890126015571877893794JJ86

890126015571877893794W9BG

89012601557187789379UUTMX

8901260155718778937A2Q6XK

8901260155718778937ATHB7D

8901260155718778937B3XPLK

8901260155718778937B4U49D

8901260155718778937CEB8TH

8901260155718778937CW7WPB

8901260155718778937D2H6QF

8901260155718778937DBKM2J

8901260155718778937DPMTFN

8901260155718778937DR6DZH

8901260155718778937EZ2BMK

8901260155718778937FA2K8F

8901260155718778937FML3XX

8901260155718778937FV2JUE

8901260155718778937FWCHNM

8901260155718778937LVHNTE

8901260155718778937NQGLFN

8901260155718778937PBMBAX

8901260155718778937PFELHB

8901260155718778937Q37ZWW

8901260155718778937REWD8D

8901260155718778937RWF8X3

8901260155718778937TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 4 - Features/Settings

WebCode Response

8901260155718778937UMXFKA

8901260155718778937UZMCL8

8901260155718778937V3PCKJ

8901260155718778937V8MVLH

8901260155718778937VFWK22

8901260155718778937VNNZQ6

8901260155718778937WKJPAV

8901260155718778937WMDDTR

8901260155718778937WUUUHF

8901260155718778937XMPFC6

8901260155718778937XMTWCN

8901260155718778937XX9QNG

8901260155718778937Y4U2D7

8901260155718778937ZE9HK3

8901260155718778937ZNEHVP

8901260155718778937 Consensus Result:

 Expected Response Explanation:
The unique Integrated Circuit Card Identifier (ICCID) can found within the Info.plist file at offset 0x174.

 Expected Response Illustration:
19 Digital ICCID Number:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 5 - Features/Settings

Question 5: What is the model number of the device?

MG5W2 Manufacturer ' s Expected Response:

WebCode Response

iPhone 622YJRM

MG5W22PK3JP

MG5W22UUKEC

MG5W242996J

MG5W24CQRKA

MG5W24N7HNL

MG5W26VXEL8

MG5W2 (iPhone 6)7W9GAR

MG5W27WNX6K

MG5W27YP3H6

MG5W288MVQY

MG5W294JJ86

MG5W294W9BG

iPhone 69UUTMX

MG5W2A2Q6XK

MG5W2ATHB7D

iPhone 6, Model number N61APB3XPLK

iPhone 6B4U49D

MG5W2CEB8TH

MG5W2CW7WPB

Model number: MG5W2D2H6QF

MG5W2DBKM2J

MG5W2DPMTFN

MG5W2DR6DZH

MG5W2EZ2BMK

iPhone 6 MG5W2FA2K8F

A1549 iPhone 6 (MG5W2 iPhone7,2)FML3XX

MG5W2FV2JUE

MG5W2FWCHNM

MG5W2LVHNTE

MG5W2NQGLFN

MG5W2PBMBAX

MG5W2PFELHB

iPhone 7,2Q37ZWW

iPhone 6 (A1549)REWD8D

MG5W2RWF8X3

MG5W2TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 5 - Features/Settings

WebCode Response

MG5W2UMXFKA

MG5W2UZMCL8

iPhone 6V3PCKJ

MG5W2V8MVLH

MG5W2VFWK22

iPhone7,2VNNZQ6

MG5W2WKJPAV

MG5W2WMDDTR

MG5W2WUUUHF

MG5W2XMPFC6

The model number was found to be: “MG5W2” and the detected phone model: “iPhone 6 (A1549, 
A1586)”

XMTWCN

MG5W2XX9QNG

MG5W2Y4U2D7

A1549ZE9HK3

MG5W2 IPhone6 IPhone7,2ZNEHVP

MG5W2 Consensus Result:

 Expected Response Explanation:
The model number of this device can be found in the device_values.plist at offset 0xFA9.

 Expected Response Illustration:
Model Number:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 6 - Features/Settings

Question 6: What is the version of the operating system on this device?

11.2 Manufacturer ' s Expected Response:

WebCode Response

11.222YJRM

11.22PK3JP

11.22UUKEC

iOS 11.242996J

11.24CQRKA

11.24N7HNL

11.26VXEL8

IOS 11.27W9GAR

11.27WNX6K

11.27YP3H6

11.288MVQY

11.294JJ86

11.294W9BG

11.29UUTMX

11.2A2Q6XK

11.2ATHB7D

iOS 11.2B3XPLK

11.2B4U49D

11.2CEB8TH

11.2CW7WPB

iOS 11.2D2H6QF

11.2DBKM2J

11.2DPMTFN

11.2DR6DZH

11.2EZ2BMK

11.2FA2K8F

11.2FML3XX

11.2FV2JUE

11.2FWCHNM

11.2LVHNTE

11.2NQGLFN

11.2PBMBAX

11.2PFELHB

11.2Q37ZWW

11.2REWD8D

11.2RWF8X3

11.2TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 6 - Features/Settings

WebCode Response

11.2UMXFKA

11.2UZMCL8

11.2V3PCKJ

11.2V8MVLH

11.2VFWK22

6.30.04VNNZQ6

OS 11.2WKJPAV

11.2WMDDTR

11.2WUUUHF

11.2XMPFC6

iOS version: “OS Version 11.2” and “Revision 11.2 (15C114)”XMTWCN

11.2XX9QNG

11.2Y4U2D7

11.2ZE9HK3

11.2ZNEHVP

11.2 Consensus Result:

 Expected Response Explanation:
The operating system version can be found in the device_values.plist at offset 0x10B5.

 Expected Response Illustration:
OS Version:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 7 - Features/Settings

Question 7: Based on the calendar events, when is the event “School Trip” scheduled for? Provide the 
answer in the following format: MM/DD/YYYY

07/04/2018 and/or 07/05/2018 Manufacturer ' s Expected Response:

WebCode Response

07/04/201822YJRM

07/04/20182PK3JP

07/04/20182UUKEC

07/05/201842996J

07/04/20184CQRKA

07/04/20184N7HNL

07/05/20186VXEL8

07/04/2018 19:00(UTC-5) 07/05/2018 18:59(UTC-5)7W9GAR

07/05/20187WNX6K

07/04/2018 8:00:00 PM (UTC-4)7YP3H6

07/04/201888MVQY

07/04/201894JJ86

07/04/201894W9BG

7/4/2018 8:00:00 PM(UTC-4) (Start Date) 7/5/2018 7:59:59 PM(UTC-4) (End Date)9UUTMX

07/04/2018A2Q6XK

07/05/2018ATHB7D

07/05/2018B3XPLK

07/04/2018B4U49D

07/04/2018 20:00:00 (UTC-4)CEB8TH

07/04/2018CW7WPB

07/04/2018 20:00:00 GMT-04:00 - 07/05/2018 19:59:59 GMT-04:00D2H6QF

07/04/2018-07/05/2018DBKM2J

07/05/2018DPMTFN

04/07/2018DR6DZH

07/04/2018EZ2BMK

07/05/2018FA2K8F

07/05/2018FML3XX

07/05/2018FV2JUE

07/05/2018FWCHNM

07/04/2018LVHNTE

07/04/2018 – 07/05/2018NQGLFN

07/05/2018PBMBAX

07/04/2018PFELHB

07/04/2018Q37ZWW

07/04/2018REWD8D

07/04/2018RWF8X3

07/04/2018TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 7 - Features/Settings

WebCode Response

07/04/2018UMXFKA

7/5/2018UZMCL8

07/04/2018V3PCKJ

07/05/2018V8MVLH

07/04/2018VFWK22

07/05/2018VNNZQ6

07/05/2018WKJPAV

07/04/2018WMDDTR

07/05/2018WUUUHF

07/05/2018XMPFC6

It would appear that the event “School Trip” is scheduled for 07/05/2018.XMTWCN

07/04/2018XX9QNG

07/04/2018Y4U2D7

07/04/2018ZE9HK3

07/04/2018ZNEHVP

07/04/2018 and/or 07/05/2018 Consensus Result:

 Expected Response Explanation:
The calendar event "School Trip" can be found within the Calendar.sqlitedb (offset 0x80285) which is located at: 
/var/mobile/Library/Calendar/Calendar.sqlitedb. 
This event had a different start date and end date. Since the question did not specify start or end date, both answers 
were accepted for this question.

 Expected Response Illustration:
Start Date:

End Date:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 8 - Features/Settings

Question 8: How many contacts were saved on the device? Do not include contacts from third party 
applications or duplicated contacts.

Three (3) Manufacturer ' s Expected Response:

WebCode Response

322YJRM

32PK3JP

32UUKEC

342996J

34CQRKA

Three (3)4N7HNL

36VXEL8

37W9GAR

37WNX6K

37YP3H6

388MVQY

394JJ86

394W9BG

39UUTMX

3A2Q6XK

3ATHB7D

3B3XPLK

3B4U49D

3CEB8TH

3CW7WPB

3D2H6QF

3DBKM2J

3DPMTFN

3DR6DZH

3EZ2BMK

3FA2K8F

3FML3XX

3FV2JUE

3FWCHNM

3LVHNTE

3NQGLFN

3PBMBAX

3PFELHB

3Q37ZWW

3REWD8D

3RWF8X3

3TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 8 - Features/Settings

WebCode Response

3UMXFKA

3UZMCL8

3V3PCKJ

3V8MVLH

3VFWK22

3VNNZQ6

Three (3)WKJPAV

3WMDDTR

3WUUUHF

3XMPFC6

3XMTWCN

3XX9QNG

3Y4U2D7

3ZE9HK3

3ZNEHVP

Three (3) Consensus Result:

 Expected Response Explanation:
There were a total of three contacts saved on the device. The saved contacts can be found within the 
AddressBook.sqlitedb which can be located at: /var/mobile/Library/AddressBook/AddressBook.sqlitedb

 Expected Response Illustration:
Contacts:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 9 - Features/Settings

Question 9: Provide the phone number associated with contact named “Mom”.

(703) 568-1862 Manufacturer ' s Expected Response:

WebCode Response

(703) 568-186222YJRM

(703) 568-18622PK3JP

(703) 568-18622UUKEC

(703) 568-186242996J

(703) 568-18624CQRKA

(703) 568-18624N7HNL

(703) 568-18626VXEL8

(703) 568-18627W9GAR

(703) 568-18627WNX6K

703-568-18627YP3H6

(703) 568-186288MVQY

(703) 568-186294JJ86

(703)568-186294W9BG

(703) 568-18629UUTMX

(703) 568-1862A2Q6XK

(703)568-1862ATHB7D

(703) 568-1862B3XPLK

7035681862B4U49D

(0703)568-1862CEB8TH

(703)568-1862CW7WPB

(703) 568-1862D2H6QF

(703) 568-1862DBKM2J

(703) 568-1862DPMTFN

(703) 568-1862DR6DZH

(703) 568-1862EZ2BMK

(703) 568-1862FA2K8F

703-568-1862FML3XX

(703) 568-1862FV2JUE

(703) 568-1862FWCHNM

703-568-1862LVHNTE

+1 703-568-1862NQGLFN

(703) 568-1862PBMBAX

703-568-1862PFELHB

(703) 568-1862Q37ZWW

(703) 568-1862REWD8D

(703) 568-1862RWF8X3

(703) 568-1862TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 9 - Features/Settings

WebCode Response

(703) 568-1862UMXFKA

(703)568-1862UZMCL8

(703) 568-1862V3PCKJ

703-568-1862V8MVLH

703-568-1862VFWK22

703-568-1862VNNZQ6

(703) 568-1862WKJPAV

(703) 568-1862WMDDTR

703-568-1862WUUUHF

(703)568-1862XMPFC6

(703) 568-1862XMTWCN

(703) 568-1862XX9QNG

(703) 568-1862Y4U2D7

(703) 568-1862ZE9HK3

(703)568-1862ZNEHVP

(703) 568-1862 Consensus Result:

 Expected Response Explanation:
The phone number for contact named "Mom" can be found within the AddressBook.sqlitedb which can be located at: 
/var/mobile/Library/AddressBook/AddressBook.sqlitedb

 Expected Response Illustration:
Contact number for "Mom"
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 10 - Features/Settings

Question 10: Were location services enabled on this device?

Yes Manufacturer ' s Expected Response:

WebCode Response

Yes22YJRM

Yes2PK3JP

Yes2UUKEC

yes42996J

Yes4CQRKA

YES4N7HNL

Yes6VXEL8

Yes7W9GAR

yes7WNX6K

Yes7YP3H6

Yes88MVQY

Yes94JJ86

Yes94W9BG

Yes9UUTMX

YesA2Q6XK

EnabledATHB7D

YesB3XPLK

yesB4U49D

YesCEB8TH

YesCW7WPB

YesD2H6QF

Yes.DBKM2J

yesDPMTFN

YesDR6DZH

YesEZ2BMK

YesFA2K8F

YesFML3XX

YesFV2JUE

YesFWCHNM

YesLVHNTE

YesNQGLFN

YesPBMBAX

YESPFELHB

YesQ37ZWW

YesREWD8D

YesRWF8X3

YesTF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 10 - Features/Settings

WebCode Response

YesUMXFKA

YesUZMCL8

YesV3PCKJ

YesV8MVLH

YesVFWK22

YesVNNZQ6

YesWKJPAV

YesWMDDTR

YesWUUUHF

YesXMPFC6

Yes, TrueXMTWCN

YesXX9QNG

YesY4U2D7

YesZE9HK3

YESZNEHVP

Yes Consensus Result:

 Expected Response Explanation:
The location settings for this device can be found within the apple.locationd.plist file which is located at: 
/var/mobile/Library/Preferences/com.apple.locationd.plist

 Expected Response Illustration:
Location Settings:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 11 - Features/Settings

Question 11: Who was the service provider for this number?

T-Mobile Manufacturer ' s Expected Response:

WebCode Response

T-Mobile22YJRM

T-Mobile2PK3JP

T-Mobile2UUKEC

T-Mobile42996J

T-Mobile4CQRKA

T-Mobile4N7HNL

T-Mobile6VXEL8

T-MOBILE7W9GAR

T-Mobile7WNX6K

T-Mobile7YP3H6

T-Mobile88MVQY

T-Mobile94JJ86

T-Mobile94W9BG

It depends on which number is meant by “this number”; if it’s Mom’s phone number then WhatsApp is 
the service provider. If it’s the phone number for the actual phone in question then T-Mobile is the 
answer.

9UUTMX

T-Mobile USAA2Q6XK

T-MobileATHB7D

T-Mobile USAB3XPLK

T-MobileB4U49D

T-MobileCEB8TH

T-MobileCW7WPB

T-MobileD2H6QF

T-Mobile.DBKM2J

T-MobileDPMTFN

T-MobileDR6DZH

T-MobileEZ2BMK

T-Mobile (US)FA2K8F

T-MobileFML3XX

T-MobileFV2JUE

T-MobileFWCHNM

T-MobileLVHNTE

T-MobileNQGLFN

T-MobilePBMBAX

T-MOBILEPFELHB

T-MobileQ37ZWW

T-MobileREWD8D

T-MobileRWF8X3
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 11 - Features/Settings

WebCode Response

T-MobileTF6KA7

T-MobileUMXFKA

T-MobileUZMCL8

T-MobileV3PCKJ

TMobileV8MVLH

T-MobileVFWK22

T-MobileVNNZQ6

T-MobileWKJPAV

T-MobileWMDDTR

T-MobileWUUUHF

TMobileXMPFC6

T-MobileXMTWCN

T-MobileXX9QNG

T MobileY4U2D7

T-MobileZE9HK3

T-MOBILEZNEHVP

T-Mobile Consensus Result:

 Expected Response Explanation:
Several automated messages received from T-Mobile indicate that the service provider for 12023787266 is T-Mobile. 
These messages can be located at: /var/mobile/Library/SMS/sms.db

 Expected Response Illustration:
Service Provider
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 12 - Features/Settings

Question 12: Provide the name (SSId) of the location this device was last connected to using Wi-Fi.

Walmartwifi Manufacturer ' s Expected Response:

WebCode Response

Walmartwifi22YJRM

Walmartwifi2PK3JP

Walmartwifi2UUKEC

Walmartwifi42996J

Walmartwifi4CQRKA

Walmartwifi4N7HNL

Walmartwifi6VXEL8

Walmartwifi7W9GAR

Walmartwifi7WNX6K

Walmartwifi7YP3H6

Walmartwifi88MVQY

Walmartwifi94JJ86

Walmartwifi94W9BG

Walmartwifi9UUTMX

WalmartwifiA2Q6XK

WalmartwifiATHB7D

WalmartwifiB3XPLK

WalmartwifiB4U49D

WalmartwifiCEB8TH

WalmartwifiCW7WPB

WalmartwifiD2H6QF

WalmartwifiDBKM2J

WalmartwifiDPMTFN

WalmartwifiDR6DZH

WalmartwifiEZ2BMK

00:41:D2:40:DD:CFFA2K8F

WalmartwifiFML3XX

WalmartwifiFV2JUE

WalmartwifiFWCHNM

WalmartwifiLVHNTE

WalmartwifiNQGLFN

WalmartwifiPBMBAX

WalmartwifiPFELHB

Walmart wifiQ37ZWW

WalmartwifiREWD8D

WalmartwifiRWF8X3

WalmartwifiTF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 12 - Features/Settings

WebCode Response

WalmartwifiUMXFKA

WalmartwifiUZMCL8

WalmartwifiV3PCKJ

WalmartwifiV8MVLH

WalmartwifiVFWK22

WalmartwifiVNNZQ6

WalmartwifiWKJPAV

WalmartwifiWMDDTR

WalmartwifiWUUUHF

WalmartwifiXMPFC6

WalmartwifiXMTWCN

WalmartwifiXX9QNG

WalmartwifiY4U2D7

WalmartwifiZE9HK3

WalmartwifiZNEHVP

Walmartwifi Consensus Result:

 Expected Response Explanation:
The service set identifier of the last location this device was connected to can be found within the com.apple.wifi.plist 
file which is located at:  /var/preferences/SystemConfiguration/com.apple.wifi.plist

 Expected Response Illustration:
SSId:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 13 - Features/Settings

Question 13: Provide the phone number associated with this device.

(202) 378-7266 Manufacturer ' s Expected Response:

WebCode Response

1202378726622YJRM

+1 (202) 378-72662PK3JP

+1 (202) 378-72662UUKEC

+1202378726642996J

1 (202) 378-72664CQRKA

+120237872664N7HNL

120237872666VXEL8

+1 (202) 378-72667W9GAR

+1 (202) 378-72667WNX6K

1-202-378-72667YP3H6

+1 (202) 378-726688MVQY

+1 (202) 378-726694JJ86

(202)378-726694W9BG

+1 (202) 378-72669UUTMX

+1 (202) 378-7266A2Q6XK

+1 (202)378-7266ATHB7D

+1 (202) 378-7266B3XPLK

2023787266B4U49D

+12023787266CEB8TH

+1(202)378-7266CW7WPB

+12023787266D2H6QF

+1 (202) 378-7266DBKM2J

+1 (202) 378-7266DPMTFN

12023787266DR6DZH

+1 (202) 378-7266EZ2BMK

12023787266FA2K8F

202-378-7266FML3XX

(202) 378-7266FV2JUE

+1 (202) 378-7266FWCHNM

202-378-7266LVHNTE

+1 202-378-7266NQGLFN

+1 (202) 378-7266PBMBAX

202-378-7266PFELHB

+1 (202) 378-7266Q37ZWW

+1 (202) 378-7266REWD8D

+1 (202) 378-7266RWF8X3

+1 202-378-7266TF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 13 - Features/Settings

WebCode Response

+1 (202) 378-7266UMXFKA

12023787266UZMCL8

+1 (202) 378-7266V3PCKJ

202-378-7266V8MVLH

1-202-378-7266VFWK22

202-378-7266VNNZQ6

+1 (202) 378-7266WKJPAV

1-202-378-7266WMDDTR

202-378-7266WUUUHF

+12023787266XMPFC6

+1 (202) 378-7266XMTWCN

+1 (202) 378-7266XX9QNG

+1 (202) 378-7266Y4U2D7

(202) 378-7266ZE9HK3

+1 (202)378-7266ZNEHVP

(202) 378-7266 Consensus Result:

 Expected Response Explanation:
Mobile Station International Subscriber Directory Number (MSISDN) can be used to identify the mobile number of this 
device. It can be found within the apple.commcenter.plist file (offset 0x26E) which is located at: 
/var/wireless/Library/Preferences/com.apple.commcenter.plist

 Expected Response Illustration:
MSISDN:
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 14 - Application/Settings

Question 14: Based on the evidence, which two medications were prescribed to the user? Separate the 
medications with a comma (,)

Celexa, Lexapro Manufacturer ' s Expected Response:

WebCode Response

Celexa, Lexapro22YJRM

Celexa, Lexapro2PK3JP

Celexa, Lexapro2UUKEC

Lexapro, Celexa42996J

Celexa, Lexapro4CQRKA

Celexa, Lexapro4N7HNL

Celexa, Lexapro6VXEL8

Celexa, Lexapro7W9GAR

Celexa, Lexapro7WNX6K

Celexa, Lexapro7YP3H6

Celexa, Lexapro88MVQY

Celexa, Lexapro94JJ86

Celexa, Lexapro94W9BG

Celexa, Lexapro9UUTMX

Celexa, LexaproA2Q6XK

Celexa, LexaproATHB7D

Celexa, LexaproB3XPLK

Celexa, LexaproB4U49D

Celexa, LexaproCEB8TH

Celexa, LexaproCW7WPB

Celexa, lexaproD2H6QF

Lexapro, CelexaDBKM2J

Celexa, LexaproDPMTFN

Celexa, LexaproDR6DZH

Celexa, LexaproEZ2BMK

Celexa, LexaproFA2K8F

Celexa, LexaproFML3XX

Celexa, LexaproFV2JUE

Celexa, LexaproFWCHNM

Celexa, LexaproLVHNTE

Celexa, LexaproNQGLFN

Celexa, LexaproPBMBAX

Celexa, LexaproPFELHB

Celexa, LexaproQ37ZWW

Celexa, LexaproREWD8D

Celexa, LexaproRWF8X3

Celexa, LexaproTF6KA7
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Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 14 - Application/Settings

WebCode Response

Celexa, LexaproUMXFKA

Celexa, LexaproUZMCL8

Celexa, LexaproV3PCKJ

Celexa, LexaproV8MVLH

Celexa, LexaproVFWK22

Celexa, LexaproVNNZQ6

Celexa, LexaproWKJPAV

Celexa, LexaproWMDDTR

Celexa, LexaproWUUUHF

Celexa, LexaproXMPFC6

Celexa, LexaproXMTWCN

Celexa, LexaproXX9QNG

Celexa, LexaproY4U2D7

Celexa, LexaproZE9HK3

CELEXA, LEXAPROZNEHVP

Celexa, Lexapro Consensus Result:

 Expected Response Explanation:
The names of the two medications were found in iOS Notes application. This application uses NoteStore.sqlite file to 
store all the data regarding each note saved on the device. NoteStore.sqlite file can be located at: 
/Applications/group.com.apple.notes/NoteStore.sqlite

 Expected Response Illustration:
Note Title and Body:

Copyright © 2018 CTS, Inc( 34 )Printed:  November 19, 2018



Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 15 - Application/Settings

Question 15: What is the version of ExpediaBookings application installed on this device?

33.8.1 Manufacturer ' s Expected Response:

WebCode Response

33.8.122YJRM

33.8.12PK3JP

33.8.12UUKEC

33.8.142996J

33.8.14CQRKA

33.8.14N7HNL

33.8.16VXEL8

33.8.17W9GAR

33.8.17WNX6K

33.8.17YP3H6

33.8.188MVQY

33.8.194JJ86

33.8.194W9BG

33.8.19UUTMX

33.8.1A2Q6XK

33.8.1ATHB7D

33.8.1B3XPLK

33.8.1B4U49D

33.8.1CEB8TH

33.8.1CW7WPB

18.20 (3381)D2H6QF

33.8.1DBKM2J

33.8.1DPMTFN

33.8.1DR6DZH

33.8.1EZ2BMK

33.8.1FA2K8F

33.8.1FML3XX

33.8.1FV2JUE

33.8.1FWCHNM

33.8.1LVHNTE

33.8.1NQGLFN

33.8.1PBMBAX

33.8.1PFELHB

33.8.1Q37ZWW

33.8.1REWD8D

33.8.1RWF8X3

18.20TF6KA7
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TABLE 1
 Question 15 - Application/Settings

WebCode Response

33.8.1UMXFKA

33.8.1UZMCL8

33.8.1V3PCKJ

33.8.1V8MVLH

33.8.1VFWK22

33.8.1VNNZQ6

33.8.1WKJPAV

33.8.1WMDDTR

33.8.1WUUUHF

33.8.1XMPFC6

33.8.1XMTWCN

33.8.1XX9QNG

33.8.1Y4U2D7

33.8.1ZE9HK3

33.8.1ZNEHVP

33.8.1 Consensus Result:

 Expected Response Explanation:
Information regarding installed applications can be found within the manifest.plist file.

 Expected Response Illustration:
ExpediaBookings Version:
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TABLE 1
 Question 16 - Application/Settings

Question 16: What is the version of the Skype application installed on this device?

8.21.0.7 Manufacturer ' s Expected Response:

WebCode Response

8.21.0.722YJRM

8.21.0.72PK3JP

8.21.0.72UUKEC

Lexapro, Celexa42996J

8.21.0.74CQRKA

8.21.0.74N7HNL

8.21.0.76VXEL8

8.21.0.77W9GAR

8.21.0.77WNX6K

8.21.0.77YP3H6

8.21.0.788MVQY

8.21.0.794JJ86

8.21.0.794W9BG

8.21.0.79UUTMX

8.21.0.7A2Q6XK

8.21.0.7ATHB7D

8.21.0.7B3XPLK

8.21.0.7B4U49D

8.21.0.7CEB8TH

8.21.0.7CW7WPB

8.21.0.7D2H6QF

Skype4life Ver. 8.21.0.7DBKM2J

8.21.0.7DPMTFN

8.21.0.7DR6DZH

8.21.0.7EZ2BMK

8.21.0.7FA2K8F

8.21.0.7FML3XX

8.21.0.7FV2JUE

8.21.0.7FWCHNM

8.21.0.7LVHNTE

8.21.0.7NQGLFN

8.21.0.7PBMBAX

8.21.0.7PFELHB

8.21.0.7Q37ZWW

8.21.0.7REWD8D

8.21.0.7RWF8X3

8.21.0.7TF6KA7
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TABLE 1
 Question 16 - Application/Settings

WebCode Response

8.21.0.7UMXFKA

8.21.0.7UZMCL8

8.21.0.7V3PCKJ

8.21.0.7V8MVLH

8.21.0.7VFWK22

8.21.0.7VNNZQ6

8.21.0.7WKJPAV

8.21.0.7WMDDTR

8.21.0.7WUUUHF

8.21.0.7XMPFC6

8.21.0.7XMTWCN

8.21.0.7XX9QNG

8.21.0.7Y4U2D7

8.21.0.7ZE9HK3

8.21.0.7ZNEHVP

8.21.0.7 Consensus Result:

 Expected Response Explanation:
Information regarding installed applications can be found within the manifest.plist file.

 Expected Response Illustration:
Skype App Version:
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TABLE 1
 Question 17 - Application/Settings

Question 17: What is the user's Skype username? Provide the answer using the following format: 
live:______

live:Thyne13 Manufacturer ' s Expected Response:

WebCode Response

live:thyne1322YJRM

live:thyne132PK3JP

live:thyne132UUKEC

live:thyne1342996J

live:thyne134CQRKA

thyne134N7HNL

live:thyne136VXEL8

thyne137W9GAR

live:thyne137WNX6K

live:/thyne137YP3H6

live:thyne1388MVQY

live:thyne1394JJ86

live:thyne1394W9BG

live:thyne139UUTMX

live:thyne13A2Q6XK

live: thyne13ATHB7D

live:thyne13B3XPLK

live:thyne13B4U49D

live:thyne13CEB8TH

Live:Thyne13CW7WPB

live:thyne13D2H6QF

live:thyne13DBKM2J

live:thyne13DPMTFN

live:thyne13DR6DZH

live:thyne13EZ2BMK

live:thyne13FA2K8F

live:thyne13FML3XX

live:thyne13FV2JUE

live:thyne13FWCHNM

live:thyne13LVHNTE

live:thyne13NQGLFN

live:thyne13PBMBAX

live:thyne13PFELHB

live:thyne13Q37ZWW

live:thyne13REWD8D

live:thyne13RWF8X3

live:thyne13TF6KA7
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TABLE 1
 Question 17 - Application/Settings

WebCode Response

live:thyne13UMXFKA

live:thyne13UZMCL8

live: thyne13V3PCKJ

live.thyne13V8MVLH

live:thyne13VFWK22

live:thyne13VNNZQ6

live:thyne13WKJPAV

live:thyne13WMDDTR

live:thyne13WUUUHF

live:thyne13XMPFC6

live:thyne13XMTWCN

thyne13XX9QNG

live:thyne13Y4U2D7

live:thyne13ZE9HK3

live:thyne13ZNEHVP

live:Thyne13 Consensus Result:

 Expected Response Explanation:
The user account information for the Skype application is stored in the main.db which can be located at: 
/Applications/com.skype.skype/Library/Application Support/Skype4LifeSlimCore/live#3athyne13/main.db

 Expected Response Illustration:
Skype Username
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TABLE 1
 Question 18 - Application/Settings

Question 18: What is the user's Facebook login email ID?

mthyne13@gmail.com Manufacturer ' s Expected Response:

WebCode Response

mthyne13@gmail.com22YJRM

mthyne13@gmail.com2PK3JP

mthyne13@gmail.com2UUKEC

mthyne13@gmail.com42996J

mthyne13@gmail.com4CQRKA

mthyne13@gmail.com4N7HNL

mthyne13@gmail.com6VXEL8

mthyne13@gmail.com7W9GAR

mthyne13@gmail.com7WNX6K

mthyne13@gmail.com7YP3H6

mthyne13@gmail.com88MVQY

mthyne13@gmail.com94JJ86

mthyne13@gmail.com94W9BG

Email= mthyne13@gmail.com, ID= 1000260660009219UUTMX

mthyne13@gmail.comA2Q6XK

mthyne13@gmail.comATHB7D

mthyne13@gmail.comB3XPLK

mthyne13@gmail.comB4U49D

mthyne13@gmail.comCEB8TH

Mthyne13@gmail.comCW7WPB

mthyne13@gmail.comD2H6QF

mthyne13@gmail.comDBKM2J

mthyne13@gmail.comDPMTFN

mthyne13@gmail.com 100026066000921DR6DZH

mthyne13@gmail.comEZ2BMK

mthyne13@gmail.comFA2K8F

mthyne13@gmail.comFML3XX

mthyne13@gmail.comFV2JUE

mthyne13@gmail.comFWCHNM

mthyne13@gmail.comLVHNTE

mthyne13@gmail.comNQGLFN

mthyne13@gmail.comPBMBAX

Mthyne13@gmail.comPFELHB

mthyne13@smail.comQ37ZWW

mthyne13@gmail.comREWD8D

100026066000921RWF8X3

mthyne13@gmail.comTF6KA7
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TABLE 1
 Question 18 - Application/Settings

WebCode Response

mthyne13@gmail.comUMXFKA

mthyne13@gmail.comUZMCL8

mthyne13@gmail.comV3PCKJ

mthyne13@gmail.comV8MVLH

mthyne13@gmail.comVFWK22

mthyne13@gmail.comVNNZQ6

mthyne13@gmail.comWKJPAV

mthyne13@gmail.comWMDDTR

mthyne13@gmail.comWUUUHF

mthyne13@gmail.comXMPFC6

Facebook ID 100026066000921 mthyne13@gmail.comXMTWCN

mthyne13@gmail.comXX9QNG

mthyne13@gmail.comY4U2D7

mthyne13@gmail.comZE9HK3

mthyne13@gmail.comZNEHVP

mthyne13@gmail.com Consensus Result:

 Expected Response Explanation:
Information about the user account associated with the Facebook application is stored in the 
com.facebook.Facebook.plist (offset 0x20771) file which can be located at: 
/Applications/com.facebook.Facebook/Library/Preferences/com.facebook.Facebook.plist

 Expected Response Illustration:
Facebook Login ID:
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TABLE 1
 Question 19 - Application/Settings

Question 19: What is the user's Facebook password?

Polarbear13 Manufacturer ' s Expected Response:

WebCode Response

polarbear1322YJRM

polarbear132PK3JP

polarbear132UUKEC

polarbear1342996J

polarbear134CQRKA

it is not shown (encrypted)4N7HNL

polarbear136VXEL8

polarbear137W9GAR

polarbear137WNX6K

polarbear137YP3H6

polarbear1388MVQY

polarbear1394JJ86

polarbear1394W9BG

polarbear139UUTMX

polarbear13A2Q6XK

polarbear13ATHB7D

polarbear13B3XPLK

polarbear13B4U49D

polarbear13CEB8TH

polarbear13CW7WPB

polarbear13D2H6QF

polarbear13DBKM2J

polarbear13DPMTFN

polarbear13DR6DZH

polarbear13EZ2BMK

polarbear13FA2K8F

polarbear13FML3XX

polarbear13FV2JUE

polarbear13FWCHNM

polarbear13LVHNTE

polarbear13NQGLFN

polarbear13PBMBAX

Polarbear13PFELHB

polarbear13Q37ZWW

polarbear13REWD8D

polarbear13RWF8X3

polarbear13TF6KA7
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TABLE 1
 Question 19 - Application/Settings

WebCode Response

polarbear13UMXFKA

polarbear13UZMCL8

polarbear13V3PCKJ

polarbear13V8MVLH

polarbear13VFWK22

polarbear13VNNZQ6

polarbear13WKJPAV

polarbear13WMDDTR

polarbear13WUUUHF

polarbear13XMPFC6

polarbear13XMTWCN

polarbear13XX9QNG

polarbear13Y4U2D7

polarbear13ZE9HK3

polarbear13ZNEHVP

Polarbear13 Consensus Result:

 Expected Response Explanation:
Account passwords are stored in the keychain-backup.plist file which can be located at: 
/var/Keychains/keychain-backup.plist

 Expected Response Illustration:
Facebook account password:
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TABLE 1
 Question 20 - Application/Settings

Question 20: Based on the evidence, what is the home address for Annie Fao? Provide the Street, City, 
State, and Zip code. (Ex: 1234 Adams St., Chester, FL 10056)

16444 Atlanta Drive, Fairfax, VA 20091 Manufacturer ' s Expected Response:

WebCode Response

16444 Atlanta Drive, Fairfax, VA 2009122YJRM

16444 Atlanta Drive,Fairfax, VA 200912PK3JP

16444 Atlanta Drive, Fairfax, VA 200912UUKEC

16444 Atlanta Drive, Fairfax, VA 2009142996J

16444 Atlanta Drive, Fairfax, VA 200914CQRKA

16444 Atlanta Drive, Fairfax, VA 200914N7HNL

16444 Atlanta Drive, Fairfax, VA 200916VXEL8

Annie Fao’s home address 16444 Atlanta Drive Fairfax, VA 200917W9GAR

16444 Atlanta Drive, Fairfax, VA 200917WNX6K

16444 Atlanta Drive Fairfax, VA 200917YP3H6

16444 Atlanta Drive, Fairfax, VA 2009188MVQY

16444 Atlanta Drive, Fairfax, VA 2009194JJ86

16444 Atlanta Dr., Fairfax VA 2009194W9BG

16444 Atlanta Drive, Fairfax, VA 200919UUTMX

16444 Atlanta Drive, Fairfax, VA 20091A2Q6XK

16444 Atlanta Drive Fairfax, VA 20091ATHB7D

16444 Atlanta Drive, Fairfax, Virginia, VA 20091B3XPLK

16444 Atlanta Drive, Fairfax, VA 20091B4U49D

16444 Atlanta Drive, Fairfax, VA 20091CEB8TH

16444 Atlanta Drive, Fairfax, VA 20091CW7WPB

16444 Atlanta Drive, Fairfax, VA 20091D2H6QF

16444 Atlanta Drive, Fairfax, VA 20091DBKM2J

16444 Atlanta Drive, Fairfax, VA 20091DPMTFN

16444 Atlanta Drive, Fairfax, VA 20091DR6DZH

16444 Atlanta Drive, Fairfax, VA 20091EZ2BMK

16444 Atlanta Drive Fairfax, VA 20091FA2K8F

16444 Atlanta Drive, Fairfax, VA 20091FML3XX

16444 Atlanta Drive, Fairfax, VA 20091FV2JUE

16444 Atlanta Drive Fairfax, VA 20091FWCHNM

16444 Atlanta Drive, Fairfax, VA 20091LVHNTE

16444 Atlanta Drive, Fairfax, VA, 20091NQGLFN

16444 Atlanta Drive, Fairfax, VA 20091PBMBAX

16444 Atlanta Drive Fairfax, VA 20091PFELHB

16444 Atlanta Drive, Fairfax, VA 20091Q37ZWW

16444 Atlanta Drive Fairfax, VA 20091REWD8D

16444 Atlanta Drive Fairfax, VA 20091RWF8X3

16444 Atlanta Drive, Fairfax, VA 20091TF6KA7
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TABLE 1
 Question 20 - Application/Settings

WebCode Response

16444 Atlanta Drive, Fairfax, VA 20091UMXFKA

16444 Atlanta Drive Fairfax, VA 20091UZMCL8

16444 Atlanta Drive, Fairfax, VA 20091V3PCKJ

16444 Atlanta Drive Fairfax, VA 20091V8MVLH

16444 Atlanta Dr., Fairfax VA 20091VFWK22

16444 Atlanta Drive Fairfax, VA 20091VNNZQ6

16444 Atlanta Drive, Fairfax, VA 20091WKJPAV

16444 Atlanta Drive, Fairfax, VA 20091WMDDTR

16444 Atlanta Drive, Fairfax, VA 20091WUUUHF

16444 Atlanta Drive, Fairfax, VA 20091XMPFC6

16444 Atlanta Drive, Fairfax, VA, 20091XMTWCN

16444 Atlanta Drive, Fairfax, VA 20091XX9QNG

16444 Atlanta Drive Fairfax, VA 20091Y4U2D7

16444 Atlanta Dr., Fairfax VA 20091ZE9HK3

16444 Atlanta Drive,Fairfax,VA 20091ZNEHVP

16444 Atlanta Drive, Fairfax, VA 20091 Consensus Result:

 Expected Response Explanation:
The home address of a Annie Fao was found in iOS Notes application. This application uses NoteStore.sqlite database 
to store all the data regarding each note saved on the device. NoteStore.sqlite file can be located at 
/Applications/group.com.apple.notes/NoteStore.sqlite

 Expected Response Illustration:
Note Title and Body:
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TABLE 1
 Question 21 - Application/Settings

Question 21: Provide the longitude and latitude of the last place viewed using Google Maps Application. 
Answer using the following format: Longitude: ________, Latitude:_________

Longitude: -77.3967717728168, Latitude: 
38.8548381516278

 Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Longitude: 38.854838, Latitude: -77.39677222YJRM

Longitude: 38.854838, Latitude:-77.3967722PK3JP

Longitude: 38.854838, Latitude: -77.3967722UUKEC

Longitude: -77.396772, Latitude: 38.85483842996J

Longitude: 38.854838, Latitude: -77.3967724CQRKA

Longitude: 38.854838, Latitude:-77.3967724N7HNL

Longitude: -77.396772, Latitude: 38.8548386VXEL8

(38.854838, -77.396772)7W9GAR

Longitude: -77.39677177281682, Latitude: 38.854838151627767WNX6K

Longitude: 38.854838, Latitude: -77.3967727YP3H6

Longitude:38.854838,Latitude: -77.39677288MVQY

Longitude: -77.39677177728168, Latitude: 38.854838151627894JJ86

Longitude: -77.396772, Latitude: 38.85483894W9BG

Longitude: -77.396772, Latitude: 38.8548389UUTMX

Longitude:-77.396772, Latitude:38.854838A2Q6XK

Longitude: -77.39677177281682, Latitude: 38.85483815162776ATHB7D

Longitude: -77.396772, Latitude: 38.854838B3XPLK

Longitude: -77.396772, Latitude: 38.854838B4U49D

Longitude: 38.854838, Latitude: -77.396772CEB8TH

Longitude:-77.396772, Latitude:38.854838CW7WPB

Longitude: -77.3967717728168, Latitude: 38.8548381516278D2H6QF

Longitude: 38.854838, Latitude: 77.396772DBKM2J

Longitude: -77.396772 Latitude: 38.85483.DPMTFN

Longitude: -77.2614 Latitude: 38.8721DR6DZH

Longitude: -77.3967717728168, Latitude: 38.8548381516278EZ2BMK

Longitude:-77.396772, Latitude:38.854838FA2K8F

Longitude: -77.396772, Latitude: 38.854838FML3XX

Longitude: 38.854838, Latitude: -77.396772FV2JUE

Longitude:38.854838, Latitude:-77.396772FWCHNM

38.854838, -77.396772LVHNTE

Longitude: -77.396772, Latitude: 38.8548388NQGLFN

Longitude: -77.3967717728168, Latitude: 38.8548381516278PBMBAX

Longitude: 38.854838, Latitude: -77.396772PFELHB

Longitude: 38854838, Latitude: 77396772Q37ZWW

Longitude: -77.396772, Latitude: 38.854838REWD8D

Longitude: 38.854838, Latitude: -77.396772RWF8X3

Longitude: -77.3967717728168, Latitude: 38.8548381516278TF6KA7
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TABLE 1
 Question 21 - Application/Settings

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Longitude: -77.396772, Latitude: 38.854838UMXFKA

Longitude: 38.854838, Latitude: -77.396772UZMCL8

Longitude: -77.396772, Latitude: 38.854838V3PCKJ

Longitude: -77.396772, Latitude: 38.854838V8MVLH

Longitude: 38.854838, Latitude: -77.396772VFWK22

Longitude: -77.396772, Latitude: 38.854838VNNZQ6

Longitude: -77.3967717728168, Latitude: 38.8548381516278WKJPAV

Longitude: -77.396772, Latitude: 38.854838WMDDTR

Longitude: -77.396772, Latitude: 38.854838WUUUHF

Longitude: 38.854838, Latitude: -77.396772XMPFC6

Longitude: -77.396772, Latitude: 38.854838XMTWCN

 -77.396772, 38.854838XX9QNG

Longitude: 38.854838, Latitude: -77.396772Y4U2D7

Longitude: 38.854838, Latitude:-77.396772ZE9HK3

LONGITUDE:-77.396772, LATITUDE:38.854838ZNEHVP

Consensus was not achieved for this question primarily because approximately half of the 
participants labeled GPS coordinates opposite to expected format. These participants reported 
the expected latitude values as longitude and longitude values as latitude.

 Consensus Result:

 Expected Response Explanation:
The GPS coordinates of the last location viewed are stored within the com.google.Maps.plist file which can be located 
at: /Applications/com.google.Maps/Library/Preferences/com.google.Maps.plist

 Expected Response Illustration:
GPS Coordinates:
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TABLE 1
 Question 22 - Application/Settings

Question 22: What was the last phrase searched using the Safari search engine?

ways to commit suicide Manufacturer ' s Expected Response:

WebCode Response

ways to commit suicide22YJRM

ways to commit suicide2PK3JP

ways to commit suicide2UUKEC

ways to commit suicide42996J

ways to commit suicide4CQRKA

ways to commit suicide4N7HNL

ways to commit suicide6VXEL8

ways to commit suicide7W9GAR

ways to commit suicide7WNX6K

ways to commit suicide7YP3H6

Ways to commit suicide88MVQY

ways to commit suicide94JJ86

ways to commit suicide94W9BG

ways to commit suicide9UUTMX

ways to commit suicideA2Q6XK

ways to commit suicideATHB7D

ways to commit suicideB3XPLK

ways to commit suicideB4U49D

ways to commit suicideCEB8TH

ways to commit suicideCW7WPB

ways to commit suicideD2H6QF

Ways to commit suicide.DBKM2J

"ways to commit suicide"DPMTFN

ways to commit suicideDR6DZH

ways to commit suicideEZ2BMK

Ways to commit suicideFA2K8F

ways to commit suicideFML3XX

ways to commit suicideFV2JUE

ways to commit suicideFWCHNM

ways to commit suicideLVHNTE

ways to commit suicideNQGLFN

ways to commit suicidePBMBAX

ways to commit suicidePFELHB

ways to commit suicideQ37ZWW

ways to commit suicideREWD8D

ways to commit suicideRWF8X3

ways to commit suicideTF6KA7
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TABLE 1
 Question 22 - Application/Settings

WebCode Response

ways to commit suicideUMXFKA

Ways to commit suicideUZMCL8

ways to commit suicideV3PCKJ

ways to commit suicideV8MVLH

ways to commit suicideVFWK22

ways to commit suicideVNNZQ6

ways to commit suicideWKJPAV

ways to commit suicideWMDDTR

ways to commit suicideWUUUHF

ways to commit suicideXMPFC6

“ways to commit suicide”XMTWCN

ways to commit suicideXX9QNG

ways to commit suicideY4U2D7

ways to commit suicideZE9HK3

ways to commit suicideZNEHVP

ways to commit suicide Consensus Result:

 Expected Response Explanation:
The search history using Safari search engine is stored within the History database which can be located at: 
/Applications/com.apple.mobilesafari/Library/Safari/History.db

 Expected Response Illustration:
Last term searched using Safari:
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TABLE 1
 Question 23 - Application/Settings

Question 23: Provide the email ID which is associated with the user’s iCloud account.

thyne13@icloud.com Manufacturer ' s Expected Response:

WebCode Response

thyne13@icloud.com22YJRM

thyne13@icloud.com2PK3JP

thyne13@icloud.com2UUKEC

thyne13@icloud.com42996J

thyne13@icloud.com4CQRKA

thyne13@icloud.com4N7HNL

thyne13@icloud.com6VXEL8

thyne13@icloud.com7W9GAR

thyne13@icloud.com7WNX6K

thyne13@icloud.com7YP3H6

thyne13@icloud.com88MVQY

thyne13@icloud.com94JJ86

thyne13@icloud.com94W9BG

thyne13@icloud.com9UUTMX

thyne13A2Q6XK

thyne13@icloud.comATHB7D

thyne13@icloud.comB3XPLK

thyne13@icloud.comB4U49D

thyne13@icloud.comCEB8TH

thyne13@icloud.comCW7WPB

thyne13@icloud.comD2H6QF

thyne13@icloud.comDBKM2J

thyne13@icloud.comDPMTFN

thyne13@icloud.comDR6DZH

thyne13@icloud.comEZ2BMK

thyne13@icloud.comFA2K8F

thyne13@icloud.comFML3XX

thyne13@icloud.comFV2JUE

thyne13@icloud.comFWCHNM

thyne13@icloud.comLVHNTE

thyne13@icloud.comNQGLFN

thyne13@icloud.comPBMBAX

thyne13@icloud.comPFELHB

thyne13@icloud.comQ37ZWW

thyne13@icloud.comREWD8D

thyne13@icloud.comRWF8X3

thyne13@icloud.comTF6KA7
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TABLE 1
 Question 23 - Application/Settings

WebCode Response

thyne13@icloud.comUMXFKA

thyne13@icloud.comUZMCL8

thyne13@icloud.comV3PCKJ

thyne13@icloud.comV8MVLH

thyne13@icloud.comVFWK22

thyne13@icloud.comVNNZQ6

thyne13@icloud.comWKJPAV

thyne13@icloud.comWMDDTR

thyne13@icloud.comWUUUHF

thyne13@icloud.comXMPFC6

thyne13@icloud.comXMTWCN

thyne13@icloud.comXX9QNG

thyne13@icloud.comY4U2D7

thyne13@icloud.comZE9HK3

thyne13@icloud.comZNEHVP

thyne13@icloud.com Consensus Result:

 Expected Response Explanation:
Information about the email ID associated with the iCloud account is stored in the com.apple.homesharing.plist file 
which can be located at: /var/mobile/Library/Preferences/com.apple.homesharing.plist

 Expected Response Illustration:
AppleID:
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TABLE 1
 Question 24 - Application/Settings

Question 24: What is the password of the iCloud account on this device?

2019Graduate Manufacturer ' s Expected Response:

WebCode Response

2019Graduate22YJRM

2019Graduate2PK3JP

2019Graduate2UUKEC

2019Graduate42996J

2019Graduate4CQRKA

2019Graduate4N7HNL

2019Graduate6VXEL8

2019Graduate7W9GAR

2019Graduate7WNX6K

2019Graduate7YP3H6

2019Graduate88MVQY

2019Graduate94JJ86

2019Graduate94W9BG

2019Graduate9UUTMX

2019GraduateA2Q6XK

2019GraduateATHB7D

2019GraduateB3XPLK

2019GraduateB4U49D

2019GraduateCEB8TH

2019GraduateCW7WPB

2019GraduateD2H6QF

2019GraduateDBKM2J

2019GraduateDPMTFN

2019GraduateDR6DZH

2019GraduateEZ2BMK

2019GraduateFA2K8F

2019GraduateFML3XX

2019GraduateFV2JUE

2019GraduateFWCHNM

2019GraduateLVHNTE

2019GraduateNQGLFN

2019GraduatePBMBAX

2019GraduatePFELHB

2019GraduateQ37ZWW

2019GraduateREWD8D

2019GraduateRWF8X3

2019GraduateTF6KA7
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TABLE 1
 Question 24 - Application/Settings

WebCode Response

2019GraduateUMXFKA

2019GraduateUZMCL8

2019GraduateV3PCKJ

2019GraduateV8MVLH

2019GraduateVFWK22

2019GraduateVNNZQ6

2019GraduateWKJPAV

2019GraduateWMDDTR

2019GraduateWUUUHF

2019GraduateXMPFC6

2019GraduateXMTWCN

2019GraduateXX9QNG

2019GraduateY4U2D7

2019GraduateZE9HK3

2019GraduateZNEHVP

2019Graduate Consensus Result:

 Expected Response Explanation:
Account passwords are stored in the keychain-backup.plist file which can be located at: 
/var/Keychains/keychain-backup.plist

 Expected Response Illustration:
iCloud Account Password:
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TABLE 1
 Question 25 - Communication

Question 25: How many voicemails were received from +1 571-484-0504?

Two (2) Manufacturer ' s Expected Response:

WebCode Response

222YJRM

22PK3JP

22UUKEC

242996J

24CQRKA

24N7HNL

26VXEL8

27W9GAR

27WNX6K

27YP3H6

288MVQY

Two94JJ86

294W9BG

29UUTMX

2A2Q6XK

2ATHB7D

2B3XPLK

2B4U49D

2CEB8TH

2CW7WPB

2D2H6QF

Two.DBKM2J

2DPMTFN

Two (2)DR6DZH

2EZ2BMK

2FA2K8F

2FML3XX

2FV2JUE

2FWCHNM

2LVHNTE

2NQGLFN

2PBMBAX

2PFELHB

2Q37ZWW

2REWD8D

2RWF8X3

2TF6KA7
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TABLE 1
 Question 25 - Communication

WebCode Response

2UMXFKA

2UZMCL8

2V3PCKJ

2V8MVLH

2VFWK22

2VNNZQ6

2WKJPAV

2WMDDTR

2WUUUHF

Two (2)XMPFC6

2XMTWCN

2XX9QNG

2Y4U2D7

2ZE9HK3

2ZNEHVP

Two (2) Consensus Result:

 Expected Response Explanation:
There were a total of two voicemails received from +1 571-484-0504. Information about voicemails received is stored 
in the voicemail.db which can be located at: /var/mobile/Library/Voicemail/voicemail.db

 Expected Response Illustration:
Voicemails:
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TABLE 1
 Question 26 - Communication

Question 26: Other than iMessages, which 3rd party chat application did the user primarily use to send 
and receive messages from +1 571-484-0504?

WhatsApp Manufacturer ' s Expected Response:

WebCode Response

WhatsApp22YJRM

WhatsApp2PK3JP

WhatsApp2UUKEC

Whatsapp42996J

WhatsApp4CQRKA

WhatsApp4N7HNL

WhatsApp6VXEL8

Whatsapp7W9GAR

WhatsApp7WNX6K

Whatsapp7YP3H6

WhatsApp88MVQY

WhatsApp94JJ86

WhatsApp94W9BG

WhatsApp9UUTMX

WhatsAppA2Q6XK

WhatsAppATHB7D

WhatsappB3XPLK

WhatsAppB4U49D

WhatsAppCEB8TH

WhatsAppCW7WPB

WhatsAppD2H6QF

WhatsappDBKM2J

WhatsAppDPMTFN

WhatsAppDR6DZH

WhatsAppEZ2BMK

WhatsAppFA2K8F

WhatsAppFML3XX

WhatsAppFV2JUE

WhatsAppFWCHNM

WhatsAppLVHNTE

WhatsAppNQGLFN

WhatsAppPBMBAX

WhatsAppPFELHB

whatsappQ37ZWW

whatsappREWD8D

WhatsAppRWF8X3

WhatsAppTF6KA7
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TABLE 1
 Question 26 - Communication

WebCode Response

WhatsAppUMXFKA

WhatsappUZMCL8

WhatsAppV3PCKJ

Whats AppV8MVLH

WhatsAppVFWK22

WhatsAppVNNZQ6

WhatsAppWKJPAV

WhatsAppWMDDTR

WhatsAppWUUUHF

WhatsAppXMPFC6

WhatsAppXMTWCN

WhatsAppXX9QNG

WhatsAppY4U2D7

WhatsappZE9HK3

WHATSAPPZNEHVP

WhatsApp Consensus Result:

 Expected Response Explanation:
Besides iMessages, the WhatsApp application was the primary source used to communicate with a Annie Fao at 
+15714840504.

 Expected Response Illustration:
Primary 3rd Party Application Used:
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TABLE 1
 Question 27 - Communication

Question 27: To whom was the last phone call placed using this device? Provide the first and last name. 
(First Last)

Annie Fao Manufacturer ' s Expected Response:

WebCode Response

Annie Fao22YJRM

Annie Fao2PK3JP

Annie Fao2UUKEC

Annie Fao42996J

Annie Fao4CQRKA

Annie Fao4N7HNL

Annie Fao6VXEL8

Fao Annie7W9GAR

Annie Fao7WNX6K

Annie Fao7YP3H6

Annie Fao88MVQY

Annie Fao94JJ86

Annie Fao94W9BG

Annie Fao9UUTMX

Annie FaoA2Q6XK

Annie FaoATHB7D

Fao, AnnieB3XPLK

Annie FaoB4U49D

Annie FaoCEB8TH

Annie FaoCW7WPB

Annie FaoD2H6QF

Annie FaoDBKM2J

Annie FaoDPMTFN

Annie FaoDR6DZH

Annie FaoEZ2BMK

Annie FaoFA2K8F

Annie FaoFML3XX

Annie FaoFV2JUE

Annie FaoFWCHNM

Annie FaoLVHNTE

Annie FaoNQGLFN

Annie FaoPBMBAX

Annie FaoPFELHB

Annie FAOQ37ZWW

Annie FaoREWD8D

Annie FaoRWF8X3

Annie FaoTF6KA7
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TABLE 1
 Question 27 - Communication

WebCode Response

Annie FaoUMXFKA

Annie FaoUZMCL8

Annie FaoV3PCKJ

Annie FaoV8MVLH

Annie FaoVFWK22

Annie FaoVNNZQ6

Annie FaoWKJPAV

Annie FaoWMDDTR

Annie FaoWUUUHF

Annie FaoXMPFC6

Annie FaoXMTWCN

Annie FaoXX9QNG

Annie FaoY4U2D7

Annie FaoZE9HK3

ANNIE FAOZNEHVP

Annie Fao Consensus Result:

 Expected Response Explanation:
The call history for this device is stored in the CallHistory.storedata file which can be located at: 
/var/mobile/Library/CallHistoryDB/CallHistory.storedata

 Expected Response Illustration:
Last Outgoing Call:

Copyright © 2018 CTS, Inc( 60 )Printed:  November 19, 2018



Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 28 - Communication

Question 28: What was the type of the last outgoing call placed using this device? Choose one of the 
following: Voice call, FaceTime

FaceTime Manufacturer ' s Expected Response:

WebCode Response

FaceTime22YJRM

FaceTime2PK3JP

FaceTime2UUKEC

Facetime42996J

FaceTime4CQRKA

Voice Call4N7HNL

FaceTime6VXEL8

Video, Face Time.7W9GAR

FaceTime7WNX6K

Facetime7YP3H6

FaceTime88MVQY

FaceTime94JJ86

FaceTime94W9BG

FaceTime9UUTMX

FaceTimeA2Q6XK

Face TimeATHB7D

FaceTimeB3XPLK

FaceTimeB4U49D

FaceTimeCEB8TH

FaceTimeCW7WPB

FaceTimeD2H6QF

FacetimeDBKM2J

FacetimeDPMTFN

FaceTimeDR6DZH

FaceTimeEZ2BMK

FaceTimeFA2K8F

FaceTimeFML3XX

FaceTimeFV2JUE

FaceTimeFWCHNM

FaceTimeLVHNTE

FaceTimeNQGLFN

FaceTimePBMBAX

FacetimePFELHB

FaceTimeQ37ZWW

FaceTimeREWD8D

FaceTimeRWF8X3

FaceTimeTF6KA7
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TABLE 1
 Question 28 - Communication

WebCode Response

FaceTimeUMXFKA

Face TimeUZMCL8

FaceTimeV3PCKJ

FaceTimeV8MVLH

FaceTimeVFWK22

FaceTimeVNNZQ6

FaceTimeWKJPAV

FaceTimeWMDDTR

FacetimeWUUUHF

FaceTimeXMPFC6

FaceTimeXMTWCN

FaceTimeXX9QNG

FaceTimeY4U2D7

FaceTimeZE9HK3

FACETIMEZNEHVP

FaceTime Consensus Result:

 Expected Response Explanation:
The last outgoing call placed was FaceTime (video call) on 5/24/2018 at 12:47 PM(UTC-4). The call history for this 
device is stored in the CallHistory.storedata file which can be located at: 
/var/mobile/Library/CallHistoryDB/CallHistory.storedata

 Expected Response Illustration:
Last Outgoing Call:
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TABLE 1
 Question 29 - Communication

Question 29: What is the duration of the last outgoing (audio or video) call? Answer using the following 
format:  hh:mm:ss

00:08:06 Manufacturer ' s Expected Response:

WebCode Response

00:08:0622YJRM

00:08:062PK3JP

00:08:062UUKEC

00:08:0642996J

00:08:064CQRKA

00:08:064N7HNL

00:08:066VXEL8

00:08:067W9GAR

00:08:067WNX6K

00:08:067YP3H6

00:08:0688MVQY

00:08:0694JJ86

00:08:0694W9BG

00:08:069UUTMX

00:08:06A2Q6XK

00:08:07ATHB7D

00:08:07B3XPLK

00:08:06B4U49D

00:08:06CEB8TH

00:08:06CW7WPB

00:08:06D2H6QF

00:08:06DBKM2J

00:08:06DPMTFN

00:08:06DR6DZH

00:08:06EZ2BMK

00:08:06FA2K8F

00:08:06FML3XX

00:08:06FV2JUE

00:08:06FWCHNM

00:08:06LVHNTE

00:08:06NQGLFN

00:08:06PBMBAX

00:08:06PFELHB

00:08:06Q37ZWW

00:08:06REWD8D

00:08:06RWF8X3

00:08:06TF6KA7
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TABLE 1
 Question 29 - Communication

WebCode Response

00:08:06UMXFKA

00:08:06UZMCL8

00:08:06V3PCKJ

00:08:06V8MVLH

00:08:06VFWK22

00:08:06VNNZQ6

00:08:06WKJPAV

00:08:06WMDDTR

00:08:06WUUUHF

00:08:06XMPFC6

The duration is 00:08:06 or 00:08:07 if rounded up.XMTWCN

00:08:06XX9QNG

00:08:06Y4U2D7

00:08:06ZE9HK3

00.08.06ZNEHVP

00:08:06 Consensus Result:

 Expected Response Explanation:
The call history for this device is stored in the CallHistory.storedata file which can be located at: 
/var/mobile/Library/CallHistoryDB/CallHistory.storedata

 Expected Response Illustration:
Call Duration:

Copyright © 2018 CTS, Inc( 64 )Printed:  November 19, 2018



Mobile Digital Evidence - iOS Analysis Test 18-5551

TABLE 1
 Question 30 - Communication

Question 30: Provide the contents of the last message SENT TO Annie Fao via WhatsApp Application on 
5/24/2018.

Yes I know. I will call you in a few minutes. Manufacturer ' s Expected Response:

WebCode Response

Yes I know. I will call you in a few minutes.22YJRM

Yes I know. I will call you in a few minutes.2PK3JP

Yes I know. I will call you in a few minutes.2UUKEC

Yes I know. I will call you in a few minutes.42996J

Yes I know. I will call you in a few minutes.4CQRKA

Yes I know. I will call you in a few minutes.4N7HNL

Yes I know. I will call you in a few minutes.6VXEL8

Yes I know. I will call you in a few minutes.7W9GAR

Yes I know. I will call you in a few minutes.7WNX6K

Yes I know. I will call you in a few minutes.7YP3H6

Yes I know. I will call you in a few minutes.88MVQY

Yes I know. I will call you in a few minutes.94JJ86

Yes I know. I will call you in a few minutes.94W9BG

Yes I know. I will call you in a few minutes.9UUTMX

Yes I know. I will call you in a few minutes.A2Q6XK

Yes I know. I will call you in a few minutes.ATHB7D

Yes I know. I will call you in a few minutes.B3XPLK

Yes I know. I will call you in a few minutes.B4U49D

Yes I know. I will call you in a few minutes.CEB8TH

Yes I know. I will call you in a few minutes.CW7WPB

Yes I know. I will call you in a few minutes.D2H6QF

Yes I know. I will call you in a few minutes.DBKM2J

"Yes I know."DPMTFN

Yes I know. I will call you in a few minutes.DR6DZH

Yes I know. I will call you in a few minutes.EZ2BMK

Yes I know. I will call you in a few minutes.FA2K8F

Yes I know. I will call you in a few minutes.FML3XX

Yes I know. I will call you in a few minutes.FV2JUE

Yes I know. I will call you in a few minutes.FWCHNM

Yes I know. I will call you in a few minutes.LVHNTE

Yes I know. I will call you in a few minutes.NQGLFN

Yes I know. I will call you in a few minutes.PBMBAX

Yes I know. I will call you in a few minutes.PFELHB

Yes I know. I will call you in a few minutes.Q37ZWW

Yes I know. I will call you in a few minutes.REWD8D

Yes I know. I will call you in a few minutes.RWF8X3

Yes I know. I will call you in a few minutes.TF6KA7
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TABLE 1
 Question 30 - Communication

WebCode Response

Yes I know. I will call you in a few minutes.UMXFKA

Yes I know. I will call you in a few minutes.UZMCL8

Yes I know. I will call you in a few minutes.V3PCKJ

Yes I know. I will call you in a few minutes.V8MVLH

Yes I know. I will call you in a few minutes.VFWK22

Yes I know. I will call you in a few minutes.VNNZQ6

Yes I know. I will call you in a few minutes.WKJPAV

Yes I know. I will call you in a few minutes.WMDDTR

Yes I know. I will call you in a few minutes.WUUUHF

Yes I know. I will call you in a few minutes.XMPFC6

Yes I know. I will call you in a few minutes.XMTWCN

Yeah I am planning on buying that todayXX9QNG

Yes I know. I will call you in a few minutes.Y4U2D7

Yes I know. I will call you in a few minutes.ZE9HK3

Yes I know. I will call in a few minutes.ZNEHVP

Yes I know. I will call you in a few minutes. Consensus Result:

 Expected Response Explanation:
The content of the messages sent and received using the WhatsApp application is stored in the ChatStorage.sqlite 
database which can be located at: /Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

 Expected Response Illustration:
Contents of the Last Message Sent to Annie Fao:
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TABLE 1
 Question 31 - Communication

Question 31: Provide the contents of the last message RECEIVED FROM Annie Fao via WhatsApp 
Application on 5/24/2018.

Your parents should be back soon. We need to do this fast! Manufacturer ' s Expected Response:

WebCode Response

Your parents should be back soon. We need to do this fast!22YJRM

Your parents should be back soon. We need to do this fast!2PK3JP

Your parents should be back soon. We need to do this fast!2UUKEC

Your parents should be back soon. We need to do this fast!42996J

Your parents should be back soon. We need to do this fast!4CQRKA

Your parents should be back soon. We need to do this fast!4N7HNL

Your parents should be back soon. We need to do this fast!6VXEL8

Your parents should be back soon. We need to do this fast!7W9GAR

Your parents should be back soon. We need to do this fast!7WNX6K

Your parents should be back soon. we need to do this fast!7YP3H6

Your parents should be back soon. We need to do this fast!88MVQY

Your parents should be back soon. We need to do this fast!94JJ86

Your parents should be back soon. We need to do this fast!94W9BG

Your parents should be back soon. We need to do this fast!9UUTMX

Your parents should be back soon. We need to do this fast!A2Q6XK

Your parents should be back soon. We need to do this fast!ATHB7D

Your parents should be back soon. We need to do this fast!B3XPLK

Your parents should be back soon. We need to do this fast!B4U49D

Your parents should be back soon. We need to do this fast!CEB8TH

Your parents should be back soon. We need to do this fast!CW7WPB

Your parents should be back soon. We need to do this fast!D2H6QF

Your parents should be back soon. We need to do this fast!DBKM2J

"Your parents should be back soon. We Need to do this first!"DPMTFN

Your parents should be back soon. We need to do this fast!DR6DZH

Your parents should be back soon. We need to do this fast!EZ2BMK

Your parents should be back soon. We need to do this fast!FA2K8F

Your parents should be back soon. We need to do this fast!FML3XX

Your parents should be back soon. We need to do this fast!FV2JUE

Your parents should be back soon. We need to do this fast!FWCHNM

Your parents should be back soon. We need to do this fast!LVHNTE

Your parents should be back soon. We need to do this fast!NQGLFN

Your parents should be back soon. We need to do this fast!PBMBAX

Your parents should be back soon. We need to do this fast!PFELHB

Your parents should be back soon. We need to do this fast!Q37ZWW

Your parents should be back soon. We need to do this fast!REWD8D

Your parents should be back soon. We need to do this fast!RWF8X3

Your parents should be back soon. We need to do this fast!TF6KA7
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TABLE 1
 Question 31 - Communication

WebCode Response

Your parents should be back soon. We need to do this fast!UMXFKA

Your parents should be back soon. We need to do this fast!UZMCL8

Your parents should be back soon. We need to do this fast!V3PCKJ

Your parents should be back soon. We need to do this fast!V8MVLH

Your parents should be back soon. We need to do this fast!VFWK22

Your parents should be back soon. We need to do this fast!VNNZQ6

Your parents should be back soon. We need to do this fast!WKJPAV

Your parents should be back soon. We need to do this fast!WMDDTR

Your parents should be back soon. We need to do this fast!WUUUHF

Your parents should be back soon. We need to do this fast!XMPFC6

Your parents should be back soon. We need to do this fast!XMTWCN

Good idea. While you are out, stop by a store and get a ropeXX9QNG

Your parents should be back soon. We need to do this fast!Y4U2D7

Your parents should be back soon. We need to do this fast!ZE9HK3

Your parents should be back soon. We need to do this fast!ZNEHVP

Your parents should be back soon. We need to do this fast! Consensus Result:

 Expected Response Explanation:
The content of the messages sent and received using the WhatsApp application is stored in the ChatStorage.sqlite 
database which can be located at: /Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

 Expected Response Illustration:
Contents of the Last Message Received from Annie Fao:
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TABLE 1
 Question 32 - Communication

Question 32: The user shared their location on 5/24/2018 10:53 AM(UTC-4) using WhatsApp 
Application. Provide the latitude and longitude of the shared location. Answer using the following format: 
Longitude: ________, Latitude:_________

Longitude: -77.396728515625, Latitude: 
38.8545341491699

 Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Longitude: 38.854534, Latitude: -77.39672922YJRM

Longitude: 38.854534, Latitude:-77.3967292PK3JP

Longitude: 38.854534, Latitude: -77.3967292UUKEC

Longitute: 38.854534, Latittude: -77.39672942996J

Longitude: 38.854534, Latitude:-77.3967294CQRKA

Longitude: 38.854534,Latitude: -77.3967294N7HNL

Longitude: -77.396729, Latitude: 38.8545346VXEL8

(38.854534, -77.396729)7W9GAR

Longitude: -77.396728515625, Latitude: 38.85453414916997WNX6K

Longitude: 38.854838, Latitude:-77.3967727YP3H6

Longitude:38.854534,Latitude: -77.39672988MVQY

Longitude: -77.396729, Latitude: 38.85453494JJ86

Longitude: -77.369729, Latitude: 38.85453494W9BG

Longitude: -77.396729, Latitude: 38.8545349UUTMX

Longitude: -77.396729, Latitude: 38.854534A2Q6XK

Longitude: -77.396729, Latitude: 38.854534ATHB7D

Longitude: -77.396729 , Latitude: 38.854534B3XPLK

Longitude: -77.396729, Latitude: 38.854534B4U49D

Longitude: 38.854534, Latitude: -77.396729CEB8TH

Longitude: -77.396729, Latitude: 38.854534CW7WPB

Longitude: -77.396728515625, Latitude: 38.8545341491699D2H6QF

Longitude: 38.854534, Latitude: 77.396729DBKM2J

Longitude: -77.3967590332031 Latitude: 38.854549407959DPMTFN

Longitude: 38.854549, Latitude -77.396759DR6DZH

Longitude: -77.396728515625, Latitude: 38.8545341491699EZ2BMK

Longitude: -77.396729, Latitude: 38.854534FA2K8F

Longitude: -77.396729, Latitude: 38.854534FML3XX

Longitude: 38.854534, Latitude: -77.396729FV2JUE

Longitude: 38.854549, Latitude: -77.396759FWCHNM

38.854534, -77.396729LVHNTE

Longitude: -77.396729, Latitude: 38.854534NQGLFN

Longitude: -77.396728515625, Latitude: 38.8545341491699PBMBAX

Longitude:38.854534,Latitude:-77.396729PFELHB

Longitude: 38854534, Latitude: 77396729Q37ZWW

Longitude: -77.396729, Latitude: 38.854534REWD8D

Longitude: 38.854534, Latitude: -77.396729RWF8X3
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 Question 32 - Communication

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Longitude: -77.396729, Latitude: 38.854534TF6KA7

Longitude: -77.396729, Latitude: 38.854534UMXFKA

Longitude: 38.854534, Latitude: -77.396729UZMCL8

Longitude: -77.396729, Latitude: 38.854534V3PCKJ

Longitude: -77.396729 , Latitude: 38.854534V8MVLH

Longitude: 38.854534, Latitude: -77.396729VFWK22

Longitude: -77.396729, Latitude: 38.854534VNNZQ6

Longitude: -77.396728515625, Latitude: 38.8545341491699WKJPAV

Longitude: -77.396729, Latitude: 38.854534WMDDTR

Longitude: -77.396729, Latitude: 38.854534WUUUHF

Longitude: 38.854534, Latitude: -77.396729XMPFC6

Longitude: -77.396728515625, Latitude: 38.8545341491699XMTWCN

-77.396729, 38.854534XX9QNG

Longitude:38.854534,Latitude:-77.396729Y4U2D7

Longitude: 38.854534, Latitude: -77.396729ZE9HK3

LONGITUDE: -77.396729, LATITUDE: 38.854534ZNEHVP

Consensus was not achieved for this question primarily because approximately half of the 
participants labeled GPS coordinates opposite to expected format. These participants reported 
the expected latitude values as longitude and longitude values as latitude.

 Consensus Result:

 Expected Response Explanation:
The GPS coordinates of the location shared via WhatsApp are stored within the ChatStorage.sqlite database which can 
be located at: /Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

 Expected Response Illustration:
GPS Coordinates:
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TABLE 1
 Question 33 - Media

Question 33: Provide the creation time of the multimedia file named “IMG_0023.MOV”. Answer using the 
time zone set on the device in the following format: Month / Day / Year, Hours: Minutes: Seconds AM / 
PM.

5/21/2018 03:24:54 PM Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

05/21/2018 3:24:54 PM22YJRM

05/21/ 2018 03:24:54 PM2PK3JP

5/21/2018, 3:24:54 PM2UUKEC

05 / 21 / 2018, 03:24:54 PM42996J

05/21/2018, 3:24:54 PM4CQRKA

05/21/2018, 2:24:54 PM(UCT-5)4N7HNL

5/21/2018, 3:24:54 PM6VXEL8

05/21/2018 02:24 PM7W9GAR

05/21/2018 03:24:54 PM7WNX6K

05/21/2018 3:24:54 PM7YP3H6

5/21/2018 3:24:54 PM88MVQY

05/21/2018 15:24:54 PM94JJ86

05/21/2018, 3:24:54 PM94W9BG

5/21/2018 2:24:54 PM9UUTMX

05/21/2018, 3:24:54 PMA2Q6XK

05/21/2018, 3:25 PMATHB7D

05/21/2018, 15:25: PM (UTC-04:00)( Plus BST -01:00)B3XPLK

5/21/2018 3:24:54 PMB4U49D

05/21/2018, 03:24:54 PMCEB8TH

5/21/2018 3:24:54 PMCW7WPB

05/21/2018, 3:24:54 PM GMT-04:00.D2H6QF

5/21/2018 3:24:54 PMDBKM2J

05/21/2018 3:24:54 PMDPMTFN

05/21/2018 15:24(UTC-4)DR6DZH

05/21/2018: 03:24:54 PMEZ2BMK

05/21/2018 2:24 PM (UTC-5)FA2K8F

05/21/2018 03:24:54 PMFML3XX

5/21/2018 19:24:54 PMFV2JUE

5/21/2018 03:24:54 PMFWCHNM

05/21/2018, 03:24:54 PMLVHNTE

05/21/2018, 3:24:54 PMNQGLFN

05/21/2018 15:24:54 PMPBMBAX

5/21/2018, 03:24:54 PMPFELHB

05/21/2018, 19:24:00 PMQ37ZWW

05/21/2018 , 3:24:54 PMREWD8D

05/21/2018, 02:24:54 PMRWF8X3
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TABLE 1
 Question 33 - Media

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

05/21/2018, 03:24:54 PMTF6KA7

5/21/2018, 3:24:54 PMUMXFKA

5/21/2018, 2:24:54 PMUZMCL8

5/21/2018 3:24:54 PMV3PCKJ

05/21/2018, 03:24:54 PMV8MVLH

05/21/2018, 03:24:54 PMVFWK22

5/21/2018 3:24:54 PMVNNZQ6

05/21/2018, 19:25:07(UTC+0) PMWKJPAV

5/21/2018 3:24:54 PMWMDDTR

05/21/2018, 03:24:54 PMWUUUHF

5/21/2018 2:24:54 PMXMPFC6

05/21/2018, 03:24:54 PM(UTC-4)XMTWCN

5/21/2018, 3:24:54 PMXX9QNG

5/21/2018, 3:24:54 PMY4U2D7

5/21/2018, 03:24:55 PMZE9HK3

05/21/2018 3:24:54PM (UTC-4)ZNEHVP

Consensus was not achieved for this question due to answers being reported in various time 
zones. The answer was requested to be reported in the time zone set on the device (UTC -04:00). 
The majority of the answers were reported in the requested time zone, however a few participants 
reported their responses in UTC +00:00 and UTC -05:00.

 Consensus Result:

 Expected Response Explanation:
The creation time of “IMG_0023.MOV” can be found within the file metadata. The file can be located at: 
/var/mobile/Media/DCIM/100APPLE/IMG_0023.MOV

 Expected Response Illustration:
Creation Time:
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TABLE 1
 Question 34 - Media

Question 34: What type of file was received from + 1 571-484-0504 on May 23, 2018 at 3:33:23 PM 
GMT-04:00 via WhatsApp application. Provide the file extension of the file. (Ex: .docx)

.JPG Manufacturer ' s Expected Response:

WebCode Response

.JPG22YJRM

.jpg2PK3JP

.jpg2UUKEC

jpeg42996J

.jpg4CQRKA

.jpg4N7HNL

.jpg6VXEL8

.jpg7W9GAR

.jpg7WNX6K

.jpg7YP3H6

.jpg88MVQY

.jpg94JJ86

.jpg94W9BG

.jpg9UUTMX

jpgA2Q6XK

Ex: .jpgATHB7D

.jpgB3XPLK

.jpgB4U49D

.jpgCEB8TH

.jpgCW7WPB

A colour jpg image file was received, the image shows the back of a males head with a noose around 
his neck. The man in the image is holding the noose in both of his hands positioned by the side of his 
neck, with the noose attached to a ceiling fan above his head. The file extension of the image is .jpg

D2H6QF

.JpgDBKM2J

.jpgDPMTFN

.jpgDR6DZH

.jpgEZ2BMK

.jpgFA2K8F

.jpgFML3XX

.jpegFV2JUE

.jpgFWCHNM

.jpgLVHNTE

.jpgNQGLFN

.jpgPBMBAX

.jpgPFELHB

.jpgQ37ZWW

.jpgREWD8D
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TABLE 1
 Question 34 - Media

WebCode Response

.jpgRWF8X3

.jpgTF6KA7

.jpgUMXFKA

jpegUZMCL8

.jpgV3PCKJ

.jpgV8MVLH

.jpgVFWK22

.jpgVNNZQ6

.jpgWKJPAV

.jpgWMDDTR

.jpgWUUUHF

JPGXMPFC6

.jpgXMTWCN

.jpgXX9QNG

.jpgY4U2D7

.jpgZE9HK3

.JPGZNEHVP

.JPG Consensus Result:

 Expected Response Explanation:
The content of the messages sent and received using the WhatsApp application is stored in the ChatStorage.sqlite 
database which can be located at: /Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

 Expected Response Illustration:
Type of File Received via WhatsApp Application:
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TABLE 1
 Question 35 - Media

Question 35: What is the make and model of the camera used to capture IMG_0035.JPG? Provide the 
answer in the following format: Make: _________, Model: _________

Make: Apple, Model: iPhone6 Manufacturer ' s Expected Response:

WebCode Response

Make: Apple, Model: iPhone 622YJRM

Make:Apple, Model: iPhone 62PK3JP

Make: Apple, Model: iPhone 62UUKEC

Make: Apple, Model: iPhone 642996J

Make: Apple, Model: iPhone 64CQRKA

Make: Apple, Model: iPhone 64N7HNL

Make: Apple, Model: iPhone 66VXEL8

Apple, iPhone 67W9GAR

Make: Apple, Model: iPhone 67WNX6K

Make: Apple, Model: iPhone 67YP3H6

Make: Apple, Model: iPhone 688MVQY

Make: Apple, Model: iPhone 694JJ86

Make:Apple, Model:iPhone 694W9BG

Make: Apple, Model: iPhone 69UUTMX

Make: Apple, Model: iPhone 6A2Q6XK

Make: Apple, Model: iPhone 6ATHB7D

Make: Apple, Model: iPhone 6 back camera 4.15mm f/2.2B3XPLK

Make: Apple , Model: iPhone 6B4U49D

Make: Apple, Model: iPhone6CEB8TH

Make: Apple, Model: iPhone 6CW7WPB

Make: Apple, Model: iPhone 6D2H6QF

Make: Apple, Model: iPhone6DBKM2J

Make: Apple, Model: iPhone6DPMTFN

Make: Apple, Model: iPhone 6DR6DZH

Make: Apple, Model: iPhone 6EZ2BMK

Make: Apple, Model: iPhone 6FA2K8F

Make: Apple, Model: iPhone 6FML3XX

Make: Apple, Model: iPhone 6FV2JUE

Make: Apple, Model:iPhone 6FWCHNM

Apple iPhone 6LVHNTE

Make: Apple, Model: iPhone 6NQGLFN

Make: Apple, Model: iPhone 6PBMBAX

Make:Apple, Model:iPhone6PFELHB

Make: Apple, Model: iPhone 6Q37ZWW

Make: Apple, Model: iPhone6REWD8D

Make: Apple, Model: iPhone 6RWF8X3

Make: Apple, Model: iPhone 6TF6KA7
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WebCode Response

Make: Apple, Model: iPhone 6UMXFKA

Make: Apple, Model: Iphone6UZMCL8

Make: Apple, Model: iPhone 6V3PCKJ

Apple, iPhone6V8MVLH

Make: Apple, Model: iPhone6VFWK22

Make: Apple, Model: iPhone6VNNZQ6

Make: Apple, Model: iPhone6WKJPAV

Make: Apple Model: iPhone 6WMDDTR

Make: Apple, Model: iPhone 6WUUUHF

Make: Apple, Model: iPhone 6XMPFC6

Make: Apple, Model: iPhone 6XMTWCN

Apple, iPhone 6XX9QNG

Make: Apple, Model: iPhone6Y4U2D7

Make: Apple, Model: iPhone 6ZE9HK3

MAKE:APPLE, MODEL:IPHONE6ZNEHVP

Make: Apple, Model: iPhone6 Consensus Result:

 Expected Response Explanation:
The make and model of the camera used to capture IMG_0035.JPG is stored within the metadata of the image. The 
image can be located at: /var/mobile/Media/DCIM/100APPLE/IMG_0035.JPG

 Expected Response Illustration:
Make and Model of the camera:
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TABLE 1
 Question 36 - Media

Question 36: Which web search browser was used to download “IMG_0024.PNG”? Choose one of the 
following: Chrome, Safari

Safari Manufacturer ' s Expected Response:

WebCode Response

Safari22YJRM

Safari2PK3JP

Safari2UUKEC

Safari42996J

Safari4CQRKA

Safari4N7HNL

Safari6VXEL8

Safari7W9GAR

Safari7WNX6K

Safari7YP3H6

Safari88MVQY

Safari94JJ86

Safari94W9BG

Safari9UUTMX

SafariA2Q6XK

SafariATHB7D

SafariB3XPLK

SafariB4U49D

SafariCEB8TH

SafariCW7WPB

SafariD2H6QF

SafariDBKM2J

SafariDPMTFN

SafariDR6DZH

SafariEZ2BMK

SafariFA2K8F

SafariFML3XX

SafariFV2JUE

SafariFWCHNM

SafariLVHNTE

SafariNQGLFN

SafariPBMBAX

SafariPFELHB

SafariQ37ZWW

SafariREWD8D

SafariRWF8X3

SafariTF6KA7
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 Question 36 - Media

WebCode Response

SafariUMXFKA

safariUZMCL8

SafariV3PCKJ

SafariV8MVLH

SafariVFWK22

SafariVNNZQ6

SafariWKJPAV

SafariWMDDTR

SafariWUUUHF

SafariXMPFC6

SafariXMTWCN

SafariXX9QNG

SafariY4U2D7

SafariZE9HK3

SAFARIZNEHVP

Safari Consensus Result:

 Expected Response Explanation:
According to the artifacts found within the image metadata, timeline, and internet search history, the Safari browser was 
used to capture IMG_0024.PNG

 Expected Response Illustration:
Image Creation Date/Time and Timeline Event:
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WebCode Additional Comments

TABLE 2

The .Tar file included an encrypted backup for which I had not been provided a password. 
This was guessed as 1234.

22YJRM

Question 36 should be worded differently, the information is consistent with a screenshot 
being captured from the safari application being open to a specific page not downloaded 
from safari. Question 33 could be confusing because the creation time of the file UTC-4 
and the record time is UTC-5 Overall I appreciate the layout of the test. The questions were 
good.

B4U49D

Q36 is formatted incorrectly, I believe. The picture in question is a screenshot taken by the 
device and is not technically a transfer of a file from one device to another, which is what a 
download is. I believe it would be more accurate if formatted as; Which web search browser 
was used to CAPTURE “IMG_0024.PNG”? Choose one of the following: Chrome, Safari 
(correction in all caps)

CW7WPB

The wording of some of these questions is confusing. Specifically with the questions on 
incoming and outgoing phone calls. It is also very confusing about format answers should 
be answered in.

UMXFKA

In reference to question #36: Safari is the browser; however this image is a screenshot 
taken by the device and not a downloaded image.

WMDDTR

There is evidence to support the violation of assisted suicide. Several text messages 
encouraging the victim to proceed with his plans of suicide.

ZE9HK3

This test seems to better in line with a "real" extraction in the forensic world. The questions 
were more realistic.

ZNEHVP
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