
FORENSIC TESTING PROGRAM

Mobile Digital Evidence 
Test No. 18-5550 Summary Report 

Collaborative Testing Services, Inc

Participants were provided with data yielded from a physical extraction of a smart phone. They were asked to analyze
the sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 65 
participants and are compiled in the following tables:

 Page

Manufacturer's Information 2

Summary Comments 6

Table 1: Digital Evidence Responses 7

Table 2: Additional Comments 103

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report 
sections, and will change with every report.  
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Mobile Digital Evidence Test 18-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smart phone in .BIN 
and .DD file formats. Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing 
their own software and methods.

SAMPLE PREPARATION: 
A scripted scenario, based upon a bank robbery was created to generate user data on the evidence Android device. 
The execution of the scripted crime took place the week of November 13, 2017. A Samsung S5 G900A smart phone 
was used to perform the activities and generate the intended artifacts.

The phone data was acquired through a physical extraction of the Samsung S5 G900A smart phone utilizing 
Cellebrite software. Following sample validation, the phone data was converted into .BIN and .DD compressed 
archive files. These files were uploaded to the CTS portal for participants to download. MD5 and SHA-1 algorithms 
were run on the compressed archives to generate unique hash values to allow participants to validate the successful 
download of the files.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure expected 
results could be achieved. Laboratories that conducted analysis during predistribution reported consistent results.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

Police are investigating a bank robbery that took place on November 16, 2017 at Bank of America located at 20045 
Ashbrook Commons Plaza, Ashburn, VA 20147. During the investigation, a mobile phone was recovered from a 
nearby store owner later that evening. The store owner stated that an individual dropped it off stating they found it in 
the parking lot between the store and the bank.

After logging the phone into evidence, a physical image of the smart phone was created. You have been tasked with 
analyzing the physical image of the smart phone utilizing your own tools and methods to determine if this device has 
any relevance to the bank robbery or any other criminal activity.
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Mobile Digital Evidence Test 18-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the MD 5  hash value for the decompressed image file .1
413760C80EAC96C7369DF9480FBF88B1

 Provide the SHA 1  ( base  16 )  hash value for the decompressed image file .2
D69E449BF15B07AD44E0B6E3209656E3AB50F243

 Based on your analysis ,  was location service enabled on the device ?  Yes / No3
Yes

 What is the set time zone for this device ?4
America/New_York

 What is the  15  digit International Mobile Subscriber Identity  ( IMSI )  number associated with the device ?5
310410013897360

 What is the Google e - mail account associated with this device ?6
seanhayes166@gmail.com

 What is the contact name for  929 - 374 - 4180 ?  ( First Last )7
Nia Williams

 How many calendar events were saved on the device ?8
Three (3)

 Provide the names  ( subject )  of the calendar events saved on the device .9
Concert, Dinner date with Nia, Family Dinner

 How many alarms were set by the user on the device ?10
Two (2)

 Provide the contents of memo  ( tasks )  titled  " Grocery Shopping ".11
Fruits
Snacks

 What is the current SIM phone number ?12
17036226246

 What is the version of operating system on this device ?13
5.1.1

 Provide the hotspot password set on this device .14
hotdonuts

 What is the model of this device ?15
SAMSUNG SM G900A
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Mobile Digital Evidence Test 18-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 How many phone calls were placed  ( outgoing )  to  571 - 758 - 1434 ?16
Five (5)

 Provide the EPOCH timestamp value of the last phone call placed to Leo Rice . ( Provide answer in EPOCH 
 format and it must include milliseconds )

17

1510842314978

 Provide the title of the last note created using the CatchNote Application ?18
Third Location - Eagle Bank

 What is the title and body of the note created using CatchNote Application on  11 / 14 / 2017  at  4 : 27 : 38  PM 
 ( GMT  + 00 : 00 ) ?

19

Title: Third Location- Eagle Bank. 
Body: Monday-Thursday 8:30am-4pm, Friday 8:30am-5pm, A lot of foot traffic

 What is the version of WhatsApp Application installed on this device ?20
2.17.395

 What is the user name of  " Leo Rice "  in the Voxer Application database ?21
leo.rice.voxer.1508954769657.28994327

 Provide the type of media file format which was sent using the Voxer Application to  " Leo Rice "  on  11 / 16 / 2017 
 10 : 13 : 23  AM  ( GMT - 05 : 00 ) ?  Choose one of the following :  PDF ,  PNG ,  JPG ,  GIF

22

JPG

 What was the body of the last message SENT to Leo Rice using Voxer Application ?  Do not abbreviate or 
 condense your answer .

23

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

 What was the body of the last message RECEIVED FROM Leo Rice using Voxer Application ?   Do not abbreviate
 or condense your answer .

24

I am coming outside. Are you ready?

 Based on the GPS coordinates  ( latitude and longitude )  of the last text message sent to Leo using Voxer 
 Application ,  provide the street address of the location . ( Include City and State )

25

20045 Ashbrook Commons Plaza, Ashburn, VA 20147

 What is the body of the message sent on November  8 ,  2017 12 : 45 : 16  PM  ( GMT - 05 : 00 )  using Skype 
 Application ?

26

Our ears and our nose never stop growing

 Provide the name of the last location this device traveled to via Waze from the  " Recents "  table .27
Garden Center at The Home Depot

 Provide the NAMES of the places saved as favorites in the Waze Application . ( Do not include the address )28
Home, Work
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Mobile Digital Evidence Test 18-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the term  ( query )  that was searched using Google Play Store on  10 / 30 / 17  at  5 : 24 : 07  PM  ( GMT 
 + 00 : 00 ).

29

tom tom

 How many emails were RECEIVED FROM  " leorice 17 @ gmail . com " ?30
Three (3)

 Provide the subject of the email SENT TO  " jasonhart 925 @ gmail . com " ?31
Last month's rent

 An email was sent to  " leorice 17 @ gmail . com "  on November  14 ,  2017  at  3 : 12 : 33  PM  ( GMT - 05 : 00 ).  Provide 
 the names of the two attachments sent in this email .

32

BankOfAmerica-1.jpg 
BankOfAmerica-2.jpg

 Based on the File Metadata of photo  " BankOfAmerica - 1 . jpg " ,  provide the name of the camera Make and 
 camera Model used to capture the photo .

33

Make: Samsung
Model: SAMSUNG_SM_G900A

 Based on the EXIF data ,  what is the capture date and time of photo  " BankOfAmerica - 1 . jpg " ?  Answer using the 
 time zone set on the device in the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

34

11/14/2017 10:25:10 AM

 What is the size  ( bytes )  of the largest video taken using this device ?35
85883531

 How many pages were bookmarked on Chrome ?  Do not include  " Chrome  :  synced data " ( duplicate data )36
Two (2)

 How many images  ( jpeg ,  jpg )  were downloaded using Chrome ?37
Eight (8)

 Multiple terms were searched using the Chrome browser .  Provide all the terms that contained the word  " bank " 
 in the searched phrase .

38

1. banks near me
2. how to successfully rob a bank
3. materials needed to rob a bank
4. chances of getting caught during a bank robbery

 At the conclusion of your analysis ,  who does this device belong to ?39
Sean Hayes

 Does this device have relevance to the investigation ?  ( Yes / No )40
Yes
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Mobile Digital Evidence Test 18-5550

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in analyzing 

digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, the data 

extracted from a smart phone in .BIN and .DD file formats, and a series of questions related to the extracted data. (See 

Manufacturer’s Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network settings, 

applications, communications, web browser history, and Geo-Location information. 

The results obtained for this test show a much higher consensus rate amongst participants than previous tests. One 

question of particular interest was question 27 which dealt with the location data from the Waze Application. For this 

question, two answers were accepted because of unclear evidence. One set of the results was based on the "access 

time" and the other was based on the "created time". In some cases, data was interpreted differently within the same 

organization. The results are explained in detail in the Explanation section of question 27. 

Additionally, participants were notified that any typographical errors including character insertions and deletions will be 

marked inconsistent as assumptions cannot be made that they were in fact errors. Consequently, multiple responses 

were marked inconsistent due to typographical errors.

Lastly, we have received feedback from examiners about test questions pertaining to fact based conclusions. We realize 

that the Digital Forensics field is increasing in complexity and there are generally not many clearly-defined answers. 

Thus, many laboratories do not provide conclusion based responses and simply present the facts in their report. 

Similarly for this test, participants should follow their laboratory's policies and procedures when answering the MDE 

proficiency test questions.
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Mobile Digital Evidence Test 18-5550

Digital Evidence Responses
TABLE 1

 Question 1  Image Details

Question 1: Provide the MD5 hash value for the decompressed image file.

413760C80EAC96C7369DF9480FBF88B1 Manufacturer ' s Expected Response:
WebCode Response

413760c80eac96c7369df9480fbf88b12649UC

413760c80eac96c7369df9480fbf88b12FZENB

413760c80eac96c7369df9480fbf88b12T3679

413760C80EAC96C7369DF9480FBF88B12UJWJZ

413760C80EAC96C7369DF9480FBF88B132YZ48

413760c80eac96c7369df9480fbf88b1386WM8

413760c80eac96c7369df9480fbf88b13JJQ6R

413760C80EAC96C7369DF9480FBF88B13T8GPY

413760C80EAC96C7369DF9480FBF88B13XDFX3

413760c80eac96c7369df9480fbf88b13Z6CMW

413760c80eac96c7369df9480fbf88b14AN6CY

413760c80eac96c7369df9480fbf88b14T3KTT

413760c80eac96c7369df9480fbf88b18GCZY8

413760c80eac96c7369df9480fbf88b19ATFVX

413760c80eac96c7369df9480fbf88b19RAHRL

413760c80eac96c7369df9480fbf88b1ACUGVV

413760c80eac96c7369df9480fbf88b1ATWJ9T

413760c80eac96c7369df9480fbf88b1BEW2XL

413760c80eac96c7369df9480fbf88b1BLVNMZ

413760c80eac96c7369df9480fbf88b1BX9LUP

413760c80eac96c7369df9480fbf88b1C2NFBM

413760c80eac96c7369df9480fbf88b1C9KDXP

413760c80eac96c7369df9480fbf88b1CQ8T2L

413760c80eac96c7369df9480fbf88b1D9G8UZ

413760c80eac96c7369df9480fbf88b1DADLGT

413760c80eac96c7369df9480fbf88b1DB7G6M

413760C80EAC96C7369DF9480FBF88B1DPP6DY

413760c80eac96c7369df9480fbf88b1DXHA9L

413760C80EAC96C7369DF9480FBF88B1DYCZGL

413760c80eac96c7369df9480fbf88b1E4J9WF

413760C80EAC96C7369DF9480FBF88B1EARGDK

413760C80EAC96C7369DF9480FBF88B1EFYXVL

413760c80eac96c7369df9480fbf88b1EGTLCV

413760c80eac96c7369df9480fbf88b1EQGHEH

413760c80eac96c7369df9480fbf88b1EXDCDF

413760c80eac96c7369df9480fbf88b1F8X72H
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 1  Image Details

WebCode Response

413760C80EAC96C7369DF9480FBF88B1FPJQKM

413760c80eac96c7369df9480fbf88b1FQDEZX

413760C80EAC96C7369DF9480FBF88B1KB7PCM

413760C80EAC96C7369DF9480FBF88B1L6P4FK

413760c80eac96c7369df9480fbf88b1LBH4UF

413760C80EAC96C7369DF9480FBF88B1LVNGQA

413760C80EAC96C7369DF9480FBF88B1MFNWPC

MD5 – 413760c80eac96c7369df9480fbf88b1MY2GLF

413760C80EAC96C7369DF9480FBF88B1N3G9AM

413760C80EAC96C7369DF9480FBF88B1NHAZWA

413760c80eac96c7369df9480fbf88b1P3BD4L

413760c80eac96c7369df9480fbf88b1PWRBY6

413760c80eac96c7369df9480fbf88b1QAUXND

413760c80eac96c7369df9480fbf88b1QEGV79

413760c80eac96c7369df9480fbf88b1QHG739

413760c80eac96c736df9480fbf88b1QNRDLL

413760c80eac96c7369df9480fbf88b1QQXHFA

413760c80eac96c7369df9480fbf88b1QVN8KK

413760C80EAC96C7369DF9480FBF88B1R28R6C

413760C80EAC96C7369DF9480FBF88B1RDNEDC

413760c80eac96c7369df9480fbf88b1X2TE4V

413760c80eac96c7369df9480fbf88b1X77WLC

413760c80eac96c7369df9480fbf88b1XCA2DW

413760c80eac96c736df9480fbf88b1Y6A42D

413760c80eac96c7369df9480fbf88b1Z8RH7Y

413760c80eac96c7369df9480fbf88b1ZJ3TWA

413760C80EAC96C7369DF9480FBF88B1ZNEXAV

413760c80eac96c7369df9480fbf88b1ZTTGRC

413760c80eac96c7369df9480fbf88b1ZZVKJW

413760C80EAC96C7369DF9480FBF88B1 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a MD5
hashing algorithm on the file.

 Screen Shot:
MD5 Hash Value:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 2  Image Details

Question 2: Provide the SHA1 (base 16) hash value for the decompressed image file.

D69E449BF15B07AD44E0B6E3209656E3AB50F243 Manufacturer ' s Expected Response:
WebCode Response

d69e449bf15b07ad44e0b6e3209656e3ab50f2432649UC

d69e449bf15b07ad44e0b6e3209656e3ab50f2432FZENB

d69e449bf15b07ad44e0b6e3209656e3ab50f2432T3679

D69E449BF15B07AD44E0B6E3209656E3AB50F2432UJWJZ

D69E449BF15B07AD44E0B6E3209656E3AB50F24332YZ48

d69e449bf15b07ad44e0b6e3209656e3ab50f243386WM8

d69e449bf15b07ad44e0b6e3209656e3ab50f2433JJQ6R

D69E449BF15B07AD44E0B6E3209656E3AB50F2433T8GPY

D69E449BF15B07AD44E0B6E3209656E3AB50F2433XDFX3

d69e449bf15b07ad44e0b6e3209656e3ab50f2433Z6CMW

d69e449bf15b07ad44e0b6e3209656e3ab50f2434AN6CY

d69e449bf15b07ad44e0b6e3209656e3ab50f2434T3KTT

d69e449bf15b07ad44e0b6e3209656e3ab50f2438GCZY8

d69e449bf15b07ad44e0b6e3209656e3ab50f2439ATFVX

d69e449bf15b07ad44e0b6e3209656e3ab50f2439RAHRL

d69e449bf15b07ad44e0b6e3209656e3ab50f243ACUGVV

d69e449bf15b07ad44e0b6e3209656e3ab50f243ATWJ9T

d69e449bf15b07ad44e0b6e3209656e3ab50f243BEW2XL

d69e449bf15b07ad44e0b6e3209656e3ab50f243BLVNMZ

d69e449bf15b07ad44e0b6e3209656e3ab50f243BX9LUP

d69e449bf15b07ad44e0b6e3209656e3ab50f243C2NFBM

D69E449BF15B07AD44E0B6E3209656E3AB50F243C9KDXP

d69e449bf15b07ad44e0b6e3209656e3ab50f243CQ8T2L

d69e449bf15b07ad44e0b6e3209656e3ab50f243D9G8UZ

d69e449bf15b07ad44e0b6e3209656e3ab50f243DADLGT

d69e449bf15b07ad44e0b6e3209656e3ab50f243DB7G6M

D69E449BF15B07AD44E0B6E3209656E3AB50F243DPP6DY

d69e449bf15b07ad44e0b6e3209656e3ab50f243DXHA9L

D69E449BF15B07AD44E0B6E3209656E3AB50F243DYCZGL

d69e449bf15b07ad44e0b6e3209656e3ab50f243E4J9WF

D69E449BF15B07AD44E0B6E3209656E3AB50F243EARGDK

D69E449BF15B07AD44E0B6E3209656E3AB50F243EFYXVL

d69e449bf15b07ad44e0b6e3209656e3ab50f243EGTLCV

d69e449bf15b07ad44e0b6e3209656e3ab50f243EQGHEH

d69e449bf15b07ad44e0b6e3209656e3ab50f243EXDCDF

d69e449bf15b07ad44e0b6e3209656e3ab50f243F8X72H

D69E449BF15B07AD44E0B6E3209656E3AB50F243FPJQKM

d69e449bf15b07ad44e0b6e3209656e3ab50f243FQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 2  Image Details

WebCode Response

D69E449BF15B07AD44E0B6E3209656E3AB50F243KB7PCM

D69E449BF15B07AD44E0B6E3209656E3AB50F243L6P4FK

d69e449bf15b07ad44e0b6e3209656e3ab50f243LBH4UF

D69E449BF15B07AD44E0B6E3209656E3AB50F243LVNGQA

22PEJG7RLMD22RHAW3RSBFSW4OWB4SDMFNWPC

SHA1 – d69e449bf15b07ad44e0b6e3209656e3ab50f243MY2GLF

D69E449BF15B07AD44E0B6E3209656E3AB50F243N3G9AM

D69E449BF15B07AD44E0B6E3209656E3AB50F243NHAZWA

d69e449bf15b07ad44e0b6e3209656e3ab50f243P3BD4L

d69e449bf15b07ad44e0b6e3209656e3ab50f243PWRBY6

d69e449bf15b07ad44e0b6e3209656e3ab50f243QAUXND

d69e449bf15b07ad44e0b6e3209656e3ab50f243QEGV79

d69e449bf15b07ad44e0b6e3209656e3ab50f243QHG739

d69e449bf15b07ad44e0b6e3209656e3ab50f243QNRDLL

d69e449bf15b07ad44e0b6e3209656e3ab50f243QQXHFA

d69e449bf15b07ad44e0b6e3209656e3ab50f243QVN8KK

D69E449BF15B07AD44E0B6E3209656E3AB50F243R28R6C

D69E449BF15B07AD44E0B6E3209656E3AB50F243RDNEDC

d69e449bf15b07ad44e0b6e3209656e3ab50f243X2TE4V

d69e449bf15b07ad44e0b6e3209656e3ab50f243X77WLC

d69e449bf15b07ad44e0b6e3209656e3ab50f243XCA2DW

d69e449bf15b07ad44e0b6e3209656e3ab50f243Y6A42D

d69e449bf15b07ad44e0b6e3209656e3ab50f243Z8RH7Y

d69e449bf15b07ad44e0b6e3209656e3ab50f243ZJ3TWA

D69E449BF15B07AD44E0B6E3209656E3AB50F243ZNEXAV

d69e449bf15b07ad44e0b6e3209656e3ab50f243ZTTGRC

d69e449bf15b07ad44e0b6e3209656e3ab50f243ZZVKJW

D69E449BF15B07AD44E0B6E3209656E3AB50F243 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a SHA1
hashing algorithm on the file.

 Screen Shot:
SHA1 Hash Value:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 3  Settings/Features

Question 3: Based on your analysis, was location service enabled on the device? Yes/No

Yes Manufacturer ' s Expected Response:
WebCode Response

Yes2649UC

yes2FZENB

Yes2T3679

Yes2UJWJZ

Yes32YZ48

Yes386WM8

Yes3JJQ6R

Yes3T8GPY

Yes3XDFX3

Yes3Z6CMW

Yes4AN6CY

Yes4T3KTT

Yes8GCZY8

Yes9ATFVX

Yes9RAHRL

YesACUGVV

YesATWJ9T

YesBEW2XL

YesBLVNMZ

YesBX9LUP

YesC2NFBM

YesC9KDXP

YesCQ8T2L

YesD9G8UZ

YesDADLGT

YesDB7G6M

YesDPP6DY

YesDXHA9L

YESDYCZGL

YESE4J9WF

YesEARGDK

NoEFYXVL

yesEGTLCV

YesEQGHEH

YesEXDCDF

YesF8X72H

YesFPJQKM

YesFQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 3  Settings/Features

WebCode Response

YesKB7PCM

YesL6P4FK

YesLBH4UF

YESLVNGQA

YesMFNWPC

YesMY2GLF

YesN3G9AM

YesNHAZWA

Yes, locations were enabled.P3BD4L

YesPWRBY6

YesQAUXND

YesQEGV79

YesQHG739

YesQNRDLL

YesQQXHFA

YesQVN8KK

YesR28R6C

YesRDNEDC

YesX2TE4V

YesX77WLC

YesXCA2DW

YesY6A42D

YesZ8RH7Y

YesZJ3TWA

YesZNEXAV

YesZTTGRC

yesZZVKJW

Yes Consensus Result:

 Expected Response Explanation:
The “googlesettings.db”database stores a record which indicates that the user has opted to allow Google’s services
access to the device. This database is located at: 
settings/userdata/root/data/com.google.android.gsf/databases/googlesettings.db-wal

 Screen Shot:
Location settings:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 4  Settings/Features

Question 4: What is the set time zone for this device?

America/New_York Manufacturer ' s Expected Response:
WebCode Response

America/New York2649UC

America/New_York2FZENB

America/New_York2T3679

America/New_York2UJWJZ

America/New_York32YZ48

America/New York386WM8

America/New_York3JJQ6R

America/New_York3T8GPY

America/New_York3XDFX3

America/New York3Z6CMW

Eastern Time - America/New York4AN6CY

America/New_York  (GMT -05:00)4T3KTT

America/New_York8GCZY8

America/New_York9ATFVX

America/New_York9RAHRL

America/New_YorkACUGVV

America/New_YorkATWJ9T

America/New_YorkBEW2XL

America/New_YorkBLVNMZ

America/New_YorkBX9LUP

American/New_YorkC2NFBM

America / New_YorkC9KDXP

America/New_YorkCQ8T2L

America/New YorkD9G8UZ

America/New_YorkDADLGT

America/New_YorkDB7G6M

America/New_YorkDPP6DY

America/New_YorkDXHA9L

America/New_YorkDYCZGL

America (New York)E4J9WF

America/New YorkEARGDK

America/New_YorkEFYXVL

America / New YorkEGTLCV

America/New_YorkEQGHEH

America/New_YorkEXDCDF

America/New YorkF8X72H

America/New_YorkFPJQKM

America/New_York UTC-05:00FQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 4  Settings/Features

WebCode Response

America/New_YorkKB7PCM

America/New_YorkL6P4FK

America/New_YorkLBH4UF

America/New YorkLVNGQA

America/New_YorkMFNWPC

America/New_YorkMY2GLF

America/New_YorkN3G9AM

America/New_York (Eastern)NHAZWA

America/New_YorkP3BD4L

America/New_YorkPWRBY6

America/New_YorkQAUXND

America/New_YorkQEGV79

America/New_YorkQHG739

America/New_YorkQNRDLL

Eastern Standard Time/Eastern Daylight TimeQQXHFA

UTC-05:00 America/New_YorkQVN8KK

America/New_YorkR28R6C

America/New_YorkRDNEDC

America/New_YorkX2TE4V

America/New YorkX77WLC

America/New_YorkXCA2DW

America/New York was the last recorded time zone. The settings were set to Auto Time Zone.Y6A42D

America / New_YorkZ8RH7Y

America/New_YorkZJ3TWA

America/New_YorkZNEXAV

America/New_YorkZTTGRC

America/New_YorkZZVKJW

America/New_York and all responses that represent the same time zone. Consensus Result:

 Expected Response Explanation:
The time zone set on this device can be found in the persist.sys.timezone file. This file can be located at:
data/Root/property/persist.sys.timezone. The time zone can be verified by looking at the time stamps of various data
including Email, Call Log, and Text Messages.

 Screen Shot:
Persist.sys.timezone file:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 5  Settings/Features

Question 5: What is the 15 digit International Mobile Subscriber Identity (IMSI) number associated with the 
device?

310410013897360 Manufacturer ' s Expected Response:
WebCode Response

3104100138973602649UC

3104100138973602FZENB

3104100138973602T3679

3104100138973602UJWJZ

31041001389736032YZ48

310410013897360386WM8

3104100138973603JJQ6R

3104100138973603T8GPY

3104100138973603XDFX3

3104100138973603Z6CMW

3104100138973604AN6CY

3104100138973604T3KTT

3104100138973608GCZY8

3104100138973609ATFVX

3104100138973609RAHRL

310410013897360ACUGVV

310410013897360ATWJ9T

310410013897360BEW2XL

310410013897360BLVNMZ

310410013897360BX9LUP

310410013897360C2NFBM

310410013897360C9KDXP

310410013897360CQ8T2L

310410013897360D9G8UZ

310410013897360DADLGT

310410013897360DB7G6M

310410013897360DPP6DY

310410013897360DXHA9L

310410013897360DYCZGL

310410013897360E4J9WF

310410013897360EARGDK

310410013897360 and 310260934863690EFYXVL

310410013897360EGTLCV

310410013897360EQGHEH

310410013897360EXDCDF

310410013897360F8X72H

310410013897360FPJQKM
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 5  Settings/Features

WebCode Response

310410013897360FQDEZX

310410013897360KB7PCM

310410013897360L6P4FK

310410013897360LBH4UF

310410013897360LVNGQA

310410013897360MFNWPC

310410013897360MY2GLF

31040013897360N3G9AM

310410013897360NHAZWA

310410013897360P3BD4L

310410013897360PWRBY6

310410013897360QAUXND

310410013897360QEGV79

310410013897360QHG739

310410013897360QNRDLL

310410013897360QQXHFA

310410013897360QVN8KK

310410013897360R28R6C

310410013897360RDNEDC

310410013897360X2TE4V

310410013897360X77WLC

310410013897360XCA2DW

310410013897360Y6A42D

310410013897360Z8RH7Y

310410013897360ZJ3TWA

310410013897360ZNEXAV

310410013897360ZTTGRC

310410013897360ZZVKJW

310410013897360 Consensus Result:

 Expected Response Explanation:
The unique 15 digit numeric identifier can be found within a XML file located at: 
/Root/data/com.google.android.gms/shared_prefs/Checkin.xml

 Screen Shot:
International Mobile Subscriber Identity Number:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 6  Settings/Features

Question 6: What is the Google e-mail account associated with this device?

seanhayes166@gmail.com Manufacturer ' s Expected Response:
WebCode Response

Seanhayes166@gmail.com2649UC

seanhayes166@gmail.com2FZENB

seanhayes166@gmail.com2T3679

seanhayes166@gmail.com2UJWJZ

seanhayes166@gmail.com32YZ48

seanhayes166@gmail.com386WM8

seanhayes166@gmail.com3JJQ6R

seanhayes166@gmail.com3T8GPY

seanhayes166@gmail.com3XDFX3

seanhayes166@gmail.com3Z6CMW

seanhayes166@gmail.com4AN6CY

seanhayes166@gmail.com4T3KTT

seanhayes166@gmail.com8GCZY8

seanhayes166@gmail.com9ATFVX

seanhayes166@gmail.com9RAHRL

seanhayes166@gmail.comACUGVV

seanhayes166@gmail.comATWJ9T

seanhayes166@gmail.comBEW2XL

seanhayes166@gmail.comBLVNMZ

seanhayes166@gmail.comBX9LUP

Seanhayes166@gmail.comC2NFBM

seanhayes166@google.comC9KDXP

seanhayes166@gmail.comCQ8T2L

seanhayes166@gmail.comD9G8UZ

seanhayes166@gmail.comDADLGT

seanhayes166@gmail.comDB7G6M

seanhayes166@gmail.comDPP6DY

seanhayes166@gmail.comDXHA9L

seanhayes166@gmail.comDYCZGL

seanhayes166@gmail.comE4J9WF

seanhayes166@gmail.comEARGDK

seanhayes166@gmail.comEFYXVL

seanhayes166@gmail.comEGTLCV

seanhayes166@gmail.comEQGHEH

seanhayes166@gmail.comEXDCDF

seanhayes166@gmail.comF8X72H

seanhayes166@gmail.comFPJQKM

seanhayes166@gmail.comFQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 6  Settings/Features

WebCode Response

seanhayes166@gmail.comKB7PCM

seanhayes166@gmail.comL6P4FK

seanhayes166@gmail.comLBH4UF

SEANHAYES166@GMAIL.COMLVNGQA

Seanhayes166@gmail.comMFNWPC

seanhayes166@gmail.comMY2GLF

seanhayes166@gmail.comN3G9AM

seanhayes166@gmail.comNHAZWA

seanhayes166@gmail.comP3BD4L

seanhayes166@gmail.comPWRBY6

seanhayes166@gmail.comQAUXND

seanhayes166@gmail.comQEGV79

seanhayes166@gmail.comQHG739

seanhayes166@gmail.comQNRDLL

seanhayes166@gmail.comQQXHFA

seanhayes166@gmail.comQVN8KK

seanhayes166@gmail.comR28R6C

seanhayes166@gmail.comRDNEDC

seanhayes166@gmail.comX2TE4V

seanhayes166@gmail.comX77WLC

seanhayes166@gmail.comXCA2DW

seanhayes166@gmail.comY6A42D

seanhayes166@gmail.comZ8RH7Y

seanhayes166@gmail.comZJ3TWA

seanhayes166@gmail.comZNEXAV

seanhayes166@gmail.comZTTGRC

Seanhayes166@gmail.comZZVKJW

seanhayes166@gmail.com Consensus Result:

 Expected Response Explanation:
The Google email account associated with this device is "seanhayes166@gmail.com". The account information can be 
found within the accounts database which can be located at:  /Root/system/users/0/accounts.db.

 Screen Shot:
E-mail account stored in the accounts.db file:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 7  Settings/Features

Question 7: What is the contact name for 929-374-4180? (First Last)

Nia Williams Manufacturer ' s Expected Response:
WebCode Response

Nia Williams2649UC

Nia Williams2FZENB

Nia Williams2T3679

Nia Williams2UJWJZ

Nia Williams32YZ48

Nia Williams386WM8

Nia Williams3JJQ6R

Nia Williams3T8GPY

Nia Williams3XDFX3

Nia Williams3Z6CMW

Nia Williams4AN6CY

Nia Williams4T3KTT

Nia Williams8GCZY8

Nia Williams9ATFVX

Nia Williams9RAHRL

Nia WilliamsACUGVV

Nia WilliamsATWJ9T

Nia WilliamsBEW2XL

Nia WilliamsBLVNMZ

Nia WilliamsBX9LUP

Nia WilliamsC2NFBM

Nia WilliamsC9KDXP

Nia WilliamsCQ8T2L

Nia WilliamsD9G8UZ

Nia WilliamsDADLGT

Nia WilliamsDB7G6M

Nia WilliamsDPP6DY

Nia WilliamsDXHA9L

Nia WilliamsDYCZGL

Nia WilliamsE4J9WF

Nia WilliamsEARGDK

Nia WilliamsEFYXVL

Nia WilliamsEGTLCV

Nia WilliamsEQGHEH

Nia WilliamsEXDCDF

Nia WilliamsF8X72H

Nia WilliamsFPJQKM

Nia WilliamsFQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 7  Settings/Features

WebCode Response

Nia WilliamsKB7PCM

Nia WilliamsL6P4FK

Nia WilliamsLBH4UF

NIA WILLIAMSLVNGQA

Nia WilliamsMFNWPC

Nia WilliamsMY2GLF

Nia WilliamsN3G9AM

Nia WilliamsNHAZWA

Nia WilliamsP3BD4L

Nia WilliamsPWRBY6

Nia WilliamsQAUXND

Nia WilliamsQEGV79

Nia WilliamsQHG739

Nia WilliamsQNRDLL

Nia WilliamsQQXHFA

Nia WilliamsQVN8KK

Nia WilliamsR28R6C

Nia WilliamsRDNEDC

Nia WilliamsX2TE4V

Nia WilliamsX77WLC

Nia WilliamsXCA2DW

Nia WilliamsY6A42D

Nia WilliamsZ8RH7Y

NIA WilliamsZJ3TWA

Nia WilliamsZNEXAV

Nia WilliamsZTTGRC

Nia WilliamsZZVKJW

Nia Williams Consensus Result:

 Expected Response Explanation:
Information about contacts saved on this device can be found within the contacts2.db database file under the
raw_contacts table. This file can be located at: /Root/data/com.android.providers.contacts/databases/contacts2.db

 Screen Shot:
Contact information from contacts2.db file:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 8  Settings/Features

Question 8: How many calendar events were saved on the device?

Three (3) Manufacturer ' s Expected Response:
WebCode Response

Three2649UC

32FZENB

32T3679

32UJWJZ

332YZ48

3 events386WM8

Three (3)3JJQ6R

33T8GPY

33XDFX3

33Z6CMW

34AN6CY

34T3KTT

38GCZY8

39ATFVX

Three (3)9RAHRL

3ACUGVV

three (3)ATWJ9T

3BEW2XL

3BLVNMZ

Three (3)BX9LUP

3C2NFBM

Three (3)C9KDXP

3CQ8T2L

3D9G8UZ

3DADLGT

3DB7G6M

3DPP6DY

3DXHA9L

3DYCZGL

3E4J9WF

3EARGDK

3EFYXVL

3EGTLCV

3EQGHEH

3EXDCDF

3F8X72H

Three eventsFPJQKM

3FQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 8  Settings/Features

WebCode Response

3KB7PCM

3L6P4FK

3LBH4UF

3LVNGQA

3MFNWPC

3MY2GLF

3N3G9AM

3NHAZWA

3P3BD4L

Three (3)PWRBY6

Three (3)QAUXND

3QEGV79

Three (3)QHG739

ThreeQNRDLL

3QQXHFA

3QVN8KK

ThreeR28R6C

3RDNEDC

Three (3)X2TE4V

3X77WLC

Three (3)XCA2DW

ThreeY6A42D

3Z8RH7Y

3ZJ3TWA

3ZNEXAV

3ZTTGRC

3ZZVKJW

Three (3) Consensus Result:

 Expected Response Explanation:
The number of calendar events on this device can be found within the calendar.db database file under the events table.
This file can be located at: /Root/data/com.android.providers.calender/databases/calendar/databases/calendar.db

 Screen Shot:
Calendar events from calendar.db file:
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 9  Settings/Features

Question 9: Provide the names (subject) of the calendar events saved on the device.

Concert, Dinner date with Nia, Family Dinner Manufacturer ' s Expected Response:
WebCode Response

Family dinner, Concert, Dinner date with Nia2649UC

Concert, Dinner date with Nia, Family Dinner2FZENB

Concert, Dinner date with Nia, Family Dinner2T3679

Concert Dinner date with Nia Family Dinner2UJWJZ

Concert, Dinner date with Nia, Family Dinner32YZ48

1)concert 2)dinner date with Nia 3)family dinner386WM8

Concert, Dinner date with Nia, Family Dinner3JJQ6R

Family Dinner, Concert, Dinner date with Nia3T8GPY

Concert Dinner date with Nia Family Dinner3XDFX3

“Concert”, “Dinner date with Nia”, and “Family Dinner”3Z6CMW

Concert / Family Dinner / Dinner date with Nia4AN6CY

Concert Dinner date with Nia Family Dinner4T3KTT

Concert Dinner date with Nia Family Dinner8GCZY8

concert dinner date with Nia Family Dinner9ATFVX

Concert, Dinner date with Nia, Family Dinner9RAHRL

Concert Dinner date with Nia Family DinnerACUGVV

Concert, Dinner date with Nia, Family DinnerATWJ9T

Family Dinner Concert Diner date with NiaBEW2XL

Concert, Dinner Date with Nia, Family DinnerBLVNMZ

Family Dinner Dinner date with Nia ConcertBX9LUP

Concert Dinner Date with Nia Family DinnerC2NFBM

Concert; Dinner date with Nia; Family DinnerC9KDXP

Concert Dinner date with Nia Family DinnerCQ8T2L

Family Dinner Concert Dinner date with NiaD9G8UZ

Concert Dinner date with Nia Family DinnerDADLGT

Concert, Dinner date with Nia, Family DinnerDB7G6M

Concert Dinner date with Nia Family DinnerDPP6DY

Concert, Dinner date with Nia, Family DinnerDXHA9L

Concert Dinner Date With Nia Family DinnerDYCZGL

Concert, Dinner date with Nia, Family DinnerE4J9WF

Concert Dinner date with Nia Family DinnerEARGDK

Family Dinner, Concert, Dinner date with NiaEFYXVL

Concert Dinner date with Nia Family DinnerEGTLCV

Concert Dinner date with Nia Family DinnerEQGHEH

Concert, Dinner date with Nia, Family DinnerEXDCDF

Concert Dinner date with Nia Family DinnerF8X72H

Family Dinner Concert Dinner date with NiaFPJQKM

Concert Dinner date with Nia Family DinnerFQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 9  Settings/Features

WebCode Response

Concert, Dinner date with Nia, Family DinnerKB7PCM

Concert Dinner date with Nia Family DinnerL6P4FK

Dinner date with Nia Concert Family DinnerLBH4UF

Concert, Dinner date with Nia, Family dinnerLVNGQA

Concert, Dinner Date with Nia, Family DinnerMFNWPC

Family Dinner, Concert, Dinner date with NiaMY2GLF

Family Dinner Concert Dinner date with NiaN3G9AM

Concert Dinner date with Nia Family DinnerNHAZWA

Concert Dinner with Nia Family DinnerP3BD4L

Family Dinner, Concert, Dinner date with NiaPWRBY6

Concert, Dinner date with Nia, Family DinnerQAUXND

Concert Dinner date with Nia Family DinnerQEGV79

1. Concert 2. Dinner date with Nia 3. Family DinnerQHG739

Concert Dinner date with Nia Family DinnerQNRDLL

Concert, Dinner date with Nia, Family DinnerQQXHFA

Concert, Dinner date with Nia, Family DinnerQVN8KK

Concert Dinner date with Nia Family DinnerR28R6C

Concert, Dinner date with Nia, Family DinnerRDNEDC

Concert, Dinner date with Nia, Family DinnerX2TE4V

Concert Dinner date with Nia Family DinnerX77WLC

Concert, Dinner date with Nia, Family DinnerXCA2DW

Concert, Dinner date with Nia, and Family DinnerY6A42D

Concert Dinner date with Nia Family DinnerZ8RH7Y

Concert, Dinner date with Nia, Family DinnerZJ3TWA

Concert Dinner date with Nia Family DinnerZNEXAV

Family Dinner Concert Dinner date with NiaZTTGRC

Concert, Dinner date with Nia, Family DinnerZZVKJW

Concert, Dinner date with Nia, Family Dinner Consensus Result:

 Expected Response Explanation:
A list of the calendar events on this device can be found within the calendar.db database file under the events table.
This file can be located at: /Root/data/com.android.providers.calendar/databases/calendar/databases/calendar.db

 Screen Shot:
Calendar events from calendar.db
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 10  Settings/Features

Question 10: How many alarms were set by the user on the device?

Two (2) Manufacturer ' s Expected Response:
WebCode Response

Two2649UC

22FZENB

22T3679

22UJWJZ

232YZ48

1386WM8

Two (2)3JJQ6R

23T8GPY

23XDFX3

2 alarms3Z6CMW

24AN6CY

24T3KTT

28GCZY8

29ATFVX

Two (2)9RAHRL

2ACUGVV

two (2)ATWJ9T

2BEW2XL

2BLVNMZ

Two (2)BX9LUP

2C2NFBM

2 (Two)C9KDXP

2CQ8T2L

0D9G8UZ

2DADLGT

2DB7G6M

2DPP6DY

2DXHA9L

2DYCZGL

2E4J9WF

2EARGDK

2EFYXVL

2EGTLCV

2EQGHEH

2EXDCDF

2F8X72H

Two alarmsFPJQKM

2FQDEZX
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Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 10  Settings/Features

WebCode Response

2KB7PCM

2L6P4FK

2LBH4UF

2LVNGQA

2MFNWPC

2MY2GLF

2N3G9AM

2NHAZWA

2P3BD4L

Two (2)PWRBY6

Two (2)QAUXND

2QEGV79

Two (2)QHG739

TwoQNRDLL

0QQXHFA

2QVN8KK

TwoR28R6C

2RDNEDC

Two (2)X2TE4V

2X77WLC

Two (2)XCA2DW

TwoY6A42D

2Z8RH7Y

2ZJ3TWA

2ZNEXAV

2ZTTGRC

2ZZVKJW

Two (2) Consensus Result:

 Expected Response Explanation:
Information about the alarms set on this device can be found within the alarms.db database file under the alarms table.
This file can be located at: /Root/data/com.sec.android.app.clockpackage/databases/alarm.db

 Screen Shot:
Number of alarms set on the device stored in alarm.db file:
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TABLE 1
 Question 11  Settings/Features

Question 11: Provide the contents of memo (tasks) titled "Grocery Shopping".

Fruits
Snacks

 Manufacturer ' s Expected Response:

WebCode Response

Fruits Snacks2649UC

Fruits Snacks2FZENB

Fruits, Snacks2T3679

Fruits Snacks2UJWJZ

Fruits Snacks32YZ48

fruits, snacks386WM8

Fruits, Snacks3JJQ6R

Fruits Snacks3T8GPY

Fruits Snacks3XDFX3

“Fruits” and “Snacks”3Z6CMW

Fruit Snacks4AN6CY

Fruits Snacks4T3KTT

Fruits Snacks8GCZY8

Fruits Snacks9ATFVX

Fruits, Snacks9RAHRL

Fruits SnacksACUGVV

Fruits, SnacksATWJ9T

Fruits SnacksBEW2XL

Fruits, SnacksBLVNMZ

Fruits SnacksBX9LUP

fruits snacksC2NFBM

Fruits; SnacksC9KDXP

Fruits SnacksCQ8T2L

Fruits SnacksD9G8UZ

Fruits SnacksDADLGT

Fruits SnacksDB7G6M

Fruits SnacksDPP6DY

Fruits SnacksDXHA9L

fruits snacksDYCZGL

Fruits, Snacks.E4J9WF

Fruits SnacksEARGDK

Fruits, SnacksEFYXVL

Fruits , SnacksEGTLCV

Fruits SnacksEQGHEH

Fruits, SnacksEXDCDF

Fruit SnacksF8X72H

Fruits SnacksFPJQKM
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TABLE 1
 Question 11  Settings/Features

WebCode Response

Fruit SnacksFQDEZX

Fruits SnacksKB7PCM

Fruits SnacksL6P4FK

Fruits SnacksLBH4UF

Fruits, SnacksLVNGQA

Fruits, SnacksMFNWPC

Fruits, SnacksMY2GLF

Fruits SnacksN3G9AM

Fruits SnacksNHAZWA

Fruit SnacksP3BD4L

Fruits, SnacksPWRBY6

Fruits, SnacksQAUXND

Fruits SnacksQEGV79

Fruit SnacksQHG739

Fruits SnacksQNRDLL

Fruits, SnacksQQXHFA

Fruits SnacksQVN8KK

Fruits SnacksR28R6C

Fruits SnacksRDNEDC

Fruits, SnacksX2TE4V

Fruits snacksX77WLC

Fruits, SnacksXCA2DW

Fruits SnacksY6A42D

Fruit SnacksZ8RH7Y

Fruits SnacksZJ3TWA

Fruits SnacksZNEXAV

Fruits SnacksZTTGRC

Fruits, snacksZZVKJW

Fruits
Snacks

 Consensus Result:

 Expected Response Explanation:
The contents of memo titled "Grocery Shopping" can be found within the memo database. The file can be located at: 
/Root/data/com.samsung.android.app.memo/databases/memo.db-journal

 Screen Shot:
Contents of memo titled "Grocery Shopping" listed in the memo.db file:
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TABLE 1
 Question 12  Settings/Features

Question 12: What is the current SIM phone number?

17036226246 Manufacturer ' s Expected Response:
WebCode Response

170362262462649UC

170362262462FZENB

170362262462T3679

170362262462UJWJZ

1703622624632YZ48

17036226246386WM8

170362262463JJQ6R

170362262463T8GPY

170362262463XDFX3

1-703-622-62463Z6CMW

170362262464AN6CY

170362262464T3KTT

170362262468GCZY8

170362262469ATFVX

170362262469RAHRL

17036226246ACUGVV

17036226246ATWJ9T

17036226246BEW2XL

17036226246BLVNMZ

+17036226246BX9LUP

7036226246C2NFBM

17036226246C9KDXP

17036226246CQ8T2L

17036226246D9G8UZ

17036226246DADLGT

17036226246DB7G6M

17036226246DPP6DY

17036226246DXHA9L

17036226246DYCZGL

17036226246E4J9WF

+17036226246EARGDK

+1703-622-6246EFYXVL

17036226246EGTLCV

17036226246EQGHEH

17036226246EXDCDF

17036226246F8X72H

17036226246FPJQKM

17036226246FQDEZX
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 Question 12  Settings/Features

WebCode Response

17036226246KB7PCM

17036226246L6P4FK

1 703-622-6246LBH4UF

17036226246LVNGQA

17036226246MFNWPC

17036226246MY2GLF

170366226246N3G9AM

17036226246NHAZWA

89014103270138973607P3BD4L

17036226246PWRBY6

17036226246QAUXND

17036226246QEGV79

17036226246QHG739

17036226246QNRDLL

17036226246QQXHFA

89014103270138973607QVN8KK

17036226246R28R6C

17036226246RDNEDC

17036226246X2TE4V

17036226246X77WLC

17036226246XCA2DW

17036226246Y6A42D

17036226246Z8RH7Y

17036226246ZJ3TWA

+17036226246ZNEXAV

17036226246ZTTGRC

17036226246ZZVKJW

17036226246 Consensus Result:

 Expected Response Explanation:
The sim card information can be found within the SimCard.dat file which can be located at: /Root/system/SimCard.dat

SIM phone number:
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 Question 13  Settings/Features

Question 13: What is the version of operating system on this device?

5.1.1 Manufacturer ' s Expected Response:
WebCode Response

5.1.12649UC

Android 5.1.12FZENB

5.1.12T3679

5.1.12UJWJZ

5.1.132YZ48

5.1.1386WM8

5.1.13JJQ6R

Android 5.1.13T8GPY

5.1.13XDFX3

5.1.13Z6CMW

5.1.14AN6CY

5.1.14T3KTT

5.1.18GCZY8

5.1.19ATFVX

5.1.19RAHRL

5.1.1ACUGVV

5.1.1ATWJ9T

5.1.1BEW2XL

5.1.1BLVNMZ

Android 5.1.1BX9LUP

5.1.1C2NFBM

Android 5.1.1C9KDXP

5.1.1CQ8T2L

5.1.1D9G8UZ

5.1.1DADLGT

5.1.1DB7G6M

5.1.1DPP6DY

5.1.1DXHA9L

5.1.1DYCZGL

Android 5.1.1E4J9WF

5.1.1EARGDK

android 5.1.1EFYXVL

5.1.1EGTLCV

5.1.1EQGHEH

5.1.1EXDCDF

5.1.1F8X72H

5.1.1FPJQKM

5.1.1FQDEZX
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 Question 13  Settings/Features

WebCode Response

5.1.1KB7PCM

5.1.1L6P4FK

5.1.1LBH4UF

5.1.1LVNGQA

5.1.1MFNWPC

5.1.1MY2GLF

5.1.1N3G9AM

Android 5.1.1NHAZWA

5.1.1 LollipopP3BD4L

5.1.1PWRBY6

5.1.1QAUXND

5.1.1QEGV79

5.1.1QHG739

5.1.1QNRDLL

5.1.1QQXHFA

5.1.1QVN8KK

5.1.1R28R6C

5.1.1RDNEDC

5.1.1X2TE4V

5.1.1X77WLC

5.1.1XCA2DW

5.1.1Y6A42D

5.1.1Z8RH7Y

5.1.1ZJ3TWA

Android 5.1.1ZNEXAV

5.1.1ZTTGRC

5.1.1ZZVKJW

5.1.1 Consensus Result:

 Expected Response Explanation:
The properties and settings of this device can be found within the build.prop system file. This file can be located at: 
/Root/build.prop

 Screen Shot:
OS Version installed on the device:

Copyright © 2018 CTS, Inc( 32 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 14  Settings/Features

Question 14: Provide the hotspot password set on this device.

hotdonuts Manufacturer ' s Expected Response:
WebCode Response

hotdonuts2649UC

Hotspot AP Name: Sean Galaxy Hotspot Password: hotdonuts2FZENB

hotdonuts2T3679

hotdonuts2UJWJZ

hotdonuts32YZ48

hotdonuts386WM8

hotdonuts3JJQ6R

Hotdonuts3T8GPY

hotdonuts3XDFX3

hotdonuts3Z6CMW

hotdonuts4AN6CY

hotdonuts4T3KTT

hotdonuts8GCZY8

hotdonuts9ATFVX

hotdonuts9RAHRL

hotdonutsACUGVV

hotdonutsATWJ9T

hotdonutsBEW2XL

hotdonutsBLVNMZ

NoneBX9LUP

hotdonutsC2NFBM

hotdonutsC9KDXP

hotdonutsCQ8T2L

hotdonutsD9G8UZ

hotdonutsDADLGT

hotdonutsDB7G6M

hotdonutsDPP6DY

hotdonutsDXHA9L

hotdonutsDYCZGL

hotdonutsE4J9WF

hotdonutsEARGDK

no passwordEFYXVL

hotdonutsEGTLCV

hotdonutsEQGHEH

hotdonutsEXDCDF

hotdonutsF8X72H

hotdonutsFPJQKM

hotdonutsFQDEZX
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 Question 14  Settings/Features

WebCode Response

hotdonutsKB7PCM

hotdonutsL6P4FK

hotdonutsLBH4UF

hotdonutsLVNGQA

hotdonutsMFNWPC

hotdonutsMY2GLF

hotdonutsN3G9AM

hotdonutsNHAZWA

hotdonutsP3BD4L

hotdonutsPWRBY6

hotdonutsQAUXND

hotdonutsQEGV79

hotdonutsQHG739

hotdonutsQNRDLL

hotdonutsQQXHFA

hotdonutsQVN8KK

hotdonutsR28R6C

hotdonutsRDNEDC

hotdonutsX2TE4V

hotdonutsX77WLC

hotdonutsXCA2DW

hotdonutsY6A42D

hotdonutsZ8RH7Y

hotdonutsZJ3TWA

hotdonutsZNEXAV

hotdonutsZTTGRC

hotdonutsZZVKJW

hotdonuts Consensus Result:

 Expected Response Explanation:
The hotspot password can be found within the softap.conf which contains the Service Set Identifier (SSID) and password 
of the portable Wi-Fi hotspot. This file can be located at: /Root/misc/wifi/softap.conf

Hotspot password set on the device:
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 Question 15  Settings/Features

Question 15: What is the model of this device?

SAMSUNG SM G900A Manufacturer ' s Expected Response:
WebCode Response

Samsung-SM-G900A2649UC

SM-G900A2FZENB

SAMSUNG-SM-G900A2T3679

SAMSUNG-SM-G9000A2UJWJZ

SAMSUNG-SM-G900A32YZ48

Samsung SM-G900A386WM8

SAMSUNG-SM-G900A3JJQ6R

SAMSUNG-SM-G900A3T8GPY

SAMSUNG-SM-G900A3XDFX3

Samsung Galaxy S5 SM-G900A3Z6CMW

SM-G900A4AN6CY

SAMSUNG-SM-G900A4T3KTT

SAMSUNG-SM-G900A8GCZY8

SAMSUNG-SM-G900A9ATFVX

SAMSUNG-SM-G900A9RAHRL

SAMSUNG-SM-G900AACUGVV

SAMSUNG-SM-G900AATWJ9T

SAMSUNG-SM-G900ABEW2XL

SAMSUNG-SM-G900ABLVNMZ

SAMSUNG-SM-G900ABX9LUP

Samsung-SM-G900AC2NFBM

Samsung SM-G900AC9KDXP

SAMSUNG-SM-G900ACQ8T2L

SAMSUNG-SM-G900AD9G8UZ

Samsung-SM-G900ADADLGT

SAMSUNG-SM-G900ADB7G6M

SAMSUNG-SM-G900ADPP6DY

SAMSUNG-SM-G900ADXHA9L

SAMSUNG-SM-G900ADYCZGL

SM-G900AE4J9WF

SAMSUNG-SM-G900AEARGDK

SAMSUNG-SM-G900AEFYXVL

SM-G900AEGTLCV

SAMSUNG-SM-G900AEQGHEH

SAMSUNG-SM-G900AEXDCDF

SAMSUNG-SM-G900AF8X72H

SAMSUNG-SM-G900AFPJQKM

SAMSUNG-SM-G900AFQDEZX

Copyright © 2018 CTS, Inc( 35 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 15  Settings/Features

WebCode Response

SAMSUNG-SM-G900AKB7PCM

SAMSUNG-SM-G900AL6P4FK

Samsung SM-G900ALBH4UF

Samsung-SM-G900ALVNGQA

G900AMFNWPC

SAMSUNG-SM-G900AMY2GLF

SM-G900AN3G9AM

SAMSUNG-SM-G900ANHAZWA

Samsung SM-G900a "S5"P3BD4L

SAMSUNG-SM-G900APWRBY6

SAMSUNG-SM-G900AQAUXND

SAMSUNG-SM-G900AQEGV79

SAMSUNG-SM-G900AQHG739

SAMSUNG-SM-G900AQNRDLL

SAMSUNG-SM-G900AQQXHFA

SM-G900AQVN8KK

SAMSUNG-SM-G900AR28R6C

SM-G900ARDNEDC

SAMSUNG-SM-G900AX2TE4V

Samsung-SMG-900AX77WLC

SAMSUNG-SM-G900AXCA2DW

SAMSUNG-SM-G900AY6A42D

SAMSUNG-SM-G900AZ8RH7Y

SAMSUNG-SM-G900AZJ3TWA

SAMSUNG-SM-G900AZNEXAV

SAMSUNG-SM-G900AZTTGRC

SM-G900AZZVKJW

SAMSUNG SM G900A Consensus Result:

 Expected Response Explanation:
The properties and settings of this device can be found within the build.prop system file. This file can be located at: 
/Root/build.prop

 Screen Shot:
Device model:
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 Question 16  Settings/Features

Question 16: How many phone calls were placed (outgoing) to 571-758-1434?

Five (5) Manufacturer ' s Expected Response:
WebCode Response

Five2649UC

52FZENB

52T3679

52UJWJZ

532YZ48

5386WM8

Five (5)3JJQ6R

53T8GPY

53XDFX3

53Z6CMW

54AN6CY

54T3KTT

58GCZY8

59ATFVX

Five (5)9RAHRL

5ACUGVV

five (5)ATWJ9T

5BEW2XL

5BLVNMZ

Five (5)BX9LUP

5C2NFBM

Five (5)C9KDXP

5CQ8T2L

5D9G8UZ

5DADLGT

5DB7G6M

5DPP6DY

5DXHA9L

6DYCZGL

5E4J9WF

5EARGDK

5EFYXVL

5EGTLCV

5EQGHEH

5EXDCDF

5F8X72H

Six times (Active 5 calls, Delete 1 calls)FPJQKM

5FQDEZX
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 Question 16  Settings/Features

WebCode Response

5KB7PCM

5L6P4FK

6LBH4UF

5LVNGQA

5MFNWPC

5MY2GLF

5N3G9AM

5NHAZWA

5P3BD4L

Five (5)PWRBY6

Five (5)QAUXND

5QEGV79

Five (5)QHG739

FiveQNRDLL

5QQXHFA

5QVN8KK

FiveR28R6C

5RDNEDC

Five (5)X2TE4V

5X77WLC

Five (5)XCA2DW

5Y6A42D

5Z8RH7Y

5ZJ3TWA

5ZNEXAV

5ZTTGRC

5ZZVKJW

Five (5) Consensus Result:

 Expected Response Explanation:
Information about call logs on this device can be found within the logs.db file. This file can be located at: 
/Root/data/com.sec.android.provider.logsprovider/databases/logs.db

 Screen Shot:
Outgoing calls to 571-758-1434
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Question 17: Provide the EPOCH timestamp value of the last phone call placed to Leo Rice. (Provide 
answer in EPOCH format and it must include milliseconds)

1510842314978 Manufacturer ' s Expected Response:
WebCode Response

15108423149782649UC

15108423149782FZENB

15108423149782T3679

15108424919222UJWJZ

151084231400032YZ48

1510842314978386WM8

15108423149783JJQ6R

15108423149783T8GPY

15108423140003XDFX3

15108423149783Z6CMW

15108423154AN6CY

15108423149784T3KTT

15108423149788GCZY8

15108423149789ATFVX

15108423149789RAHRL

1510842314978ACUGVV

1510842314978ATWJ9T

1510842314978BEW2XL

1510842314978BLVNMZ

1510842314978BX9LUP

1510842314978C2NFBM

1510842314978C9KDXP

1510842314978CQ8T2L

1510842314978D9G8UZ

1510842314978DADLGT

1510842314978DB7G6M

1510842314978DPP6DY

1510842314978DXHA9L

1510842314978DYCZGL

1510842314978E4J9WF

14:25:14.978EARGDK

1510842314000EFYXVL

1510842314978EGTLCV

1510842314978EQGHEH

1510842314978EXDCDF

11/16/2017 11:57:51 PMF8X72H

1510842314978FPJQKM
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WebCode Response

1510824314000FQDEZX

1510842314978KB7PCM

1510842314978L6P4FK

1510842314978LBH4UF

1510842314978LVNGQA

1510842341978MFNWPC

1510842314978MY2GLF

1510842314000N3G9AM

1510842314978NHAZWA

1509380625000P3BD4L

1510842314978PWRBY6

1510842314978QAUXND

1510842314978QEGV79

1510824314QHG739

1510842314000QNRDLL

1510842314000QQXHFA

1510842314000QVN8KK

1510842314978R28R6C

1510842314978RDNEDC

1510842314978X2TE4V

1510842314000X77WLC

1510842314978XCA2DW

1510842314978 seconds UTC 1970 11/16/2017 2:25:14 PM Milliseconds from UTC 1970Y6A42D

1510842314978Z8RH7Y

1510842314978ZJ3TWA

1510842314978ZNEXAV

1510842314978ZTTGRC

1510842314978 November 16, 2017 09:25:14.978 AMZZVKJW

1510842314978 Consensus Result:

 Expected Response Explanation:
Participants needed to convert the standard timestamp into EPOCH timestamp. The expected response included 
millisecond-precision EPOCH timestamp. Timestamps for incoming and outgoing calls can be located at: 
/Root/data/com.sec.android.provider.logsprovider/databases/logs.db.

 Screen Shot:
EPOCH timestamp of the last phone call placed to Leo Rice:
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Question 18: Provide the title of the last note created using the CatchNote Application?

Third Location - Eagle Bank Manufacturer ' s Expected Response:
WebCode Response

Third Location - Eagle Bank2649UC

Third Location - Eagle Bank2FZENB

Third Location - Eagle Bank2T3679

Third Location - Eagle Bank2UJWJZ

Third Location - Eagle Bank32YZ48

Third location - Eagle Bank386WM8

Third Location - Eagle Bank3JJQ6R

Third Location - Eagle Bank3T8GPY

Third Location - Eagle Bank3XDFX3

Third Location - Eagle Bank3Z6CMW

Third location - Eagle Bank4AN6CY

Third Location - Eagle Bank4T3KTT

Third Location - Eagle Bank8GCZY8

Third Location - Eagle Bank9ATFVX

Third Location - Eagle Bank9RAHRL

Third Location - Eagle BankACUGVV

Third Location - Eagle BankATWJ9T

Third Location - Eagle BankBEW2XL

Third Location - Eagle BankBLVNMZ

Third Location - Eagle BankBX9LUP

Third Location - Eagle BankC2NFBM

root checkC9KDXP

Third Location - Eagle BankCQ8T2L

Third Location - Eagle BankD9G8UZ

Third Location - Eagle BankDADLGT

Third Location - Eagle BankDB7G6M

Third Location - Eagle BankDPP6DY

Third Location - Eagle BankDXHA9L

Third Location - Eagle BankDYCZGL

Third Location - Eagle BankE4J9WF

Third Location - Eagle BankEARGDK

Third Location - Eagle BankEFYXVL

Third Location - Eagle BankEGTLCV

Third Location - Eagle BankEQGHEH

Third Location - Eagle BankEXDCDF

Third Location - Eagle BankF8X72H

Third Location - Eagle BankFPJQKM

Third Location - Eagle BankFQDEZX
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 Question 18  Application

WebCode Response

Third Location - Eagle BankKB7PCM

Third Location - Eagle BankL6P4FK

Third Location - Eagle BankLBH4UF

Third Location - Eagle BankLVNGQA

Third Location - Eagle BankMFNWPC

Third Location - Eagle BankMY2GLF

Third Location - Eagle BankN3G9AM

Third Location - Eagle BankNHAZWA

Third Location - Eagle BankP3BD4L

Third Location - Eagle BankPWRBY6

Third Location - Eagle BankQAUXND

Third Location - Eagle BankQEGV79

Third Location - Eagle BankQHG739

Third Location - Eagle BankQNRDLL

Third Location - Eagle BankQQXHFA

Third Location - Eagle BankQVN8KK

Third Location - Eagle BankR28R6C

Third Location - Eagle BankRDNEDC

Third Location - Eagle BankX2TE4V

Third Location - Eagle BankX77WLC

Third Location - Eagle BankXCA2DW

Third Location - Eagle BankY6A42D

Third Location - Eagle BankZ8RH7Y

Third Location - Eagle BankZJ3TWA

Third Location - Eagle BankZNEXAV

Third Location - Eagle BankZTTGRC

Third Location - Eagle BankZZVKJW

Third Location - Eagle Bank Consensus Result:

 Expected Response Explanation:
There were a total of six notes stored in the notes.db file. The title of the last note is "Third Location - Eagle Bank" which 
was created at 1510676858753 . Notes created using CatchNote Application can be found within the notes database 
file. This file can be located at: /Root/data/com.bitpillar.mynotes.mynotes/databases/notes.db

 Screen Shot:
Last note created using CatchNote Application:
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TABLE 1
 Question 19  Application

Question 19: What is the title and body of the note created using CatchNote Application on 11/14/2017 
at 4:27:38 PM (GMT +00:00)?

Title: Third Location- Eagle Bank. 
Body: Monday-Thursday 8:30am-4pm, Friday 8:30am-5pm, A lot of 
foot traffic

 Manufacturer ' s Expected Response:

WebCode Response

Title-Third Location – Eagle Bank Content: Monday – Thursday 8:30 AM -4PM Friday 8:30 AM-5PM A 
lot of foot traffic.

2649UC

Title: Third Location- Eagle Bank Body: Monday-Thursday 8:30AM-4PM Friday 8:30AM-5PM A lot of 
foot traffic

2FZENB

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

2T3679

Third Location Eagle Bank Monday - Thursday 8:30AM - 4PM Friday 8:30 - 5PM A lot of foot traffic2UJWJZ

Third Location - Eagle Bank Monday - Thursday 8:30 Am - 4PM Friday 8:30 AM-5PM A lot of foot traffic32YZ48

Third location- Eagle Bank Monday-Thursday 8:30AM-4:00PM Friday 8:30AM-5:00PM A lot of foot 
traffic

386WM8

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

3JJQ6R

title : Third Location - Eagle Bank body:  Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A 
lot of foot traffic.

3T8GPY

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

3XDFX3

Title of the note is “Third Location – Eagle Bank” and the body of the note is: “Monday – Thursday 8:30 
AM – 4PM Friday 8:30 AM – 5PM A lot of foot traffic.”

3Z6CMW

Title: Third location-Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot 
of foot traffic

4AN6CY

TITLE:  Third Location - Eagle Bank BODY:   Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM 
A lot of foot traffic.

4T3KTT

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

8GCZY8

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

9ATFVX

Third Location - Eagle Bank, Monday - Thursday 8:30 AM - 4PM, Friday 8:30 AM - 5PM, A lot of foot 
traffic.

9RAHRL

Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A lot of foot 
traffic.

ACUGVV

Title: Third Location – Eagle Bank Body: Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A 
lot of foot traffic.

ATWJ9T

Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot traffic.BEW2XL

Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A lot of foot 
traffic.

BLVNMZ

Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot 
of foot traffic

BX9LUP

Title: Third Location-Eagle Bank Body: Monday-Thursday 8:30am-4:00pm Friday 8:30am-5:00pm. A lot 
of foot traffic

C2NFBM

Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30AM-4PM Friday 8:30AM-5 PM A lot of 
foot traffic.

C9KDXP
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WebCode Response
Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot 
of foot traffic.

CQ8T2L

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

D9G8UZ

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

DADLGT

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

DB7G6M

Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A lot of foot 
traffic.

DPP6DY

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

DXHA9L

Monday - Thursday 8:30AM - 4PM Friday 8:30AM - 5PM A lot of foot traffic.DYCZGL

Title: Third Location - Eagle Bank. Body: Monday - Thursday 8:30 AM -4PM Friday 8:30 AM - 5PM A lot 
of foot traffic.

E4J9WF

Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot traffic.EARGDK

Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot traffic.EFYXVL

Third Location - Eagle Bank : Monday - Thursday 8:30 AM - 4PM  Friday 8:30 AM - 5PM  A lot of foot 
traffic.

EGTLCV

Title: Third Location – Eagle Bank Body: Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A 
lot of foot traffic.

EQGHEH

Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM, Friday 8:30 AM - 5PM, A 
lot of foot traffic.

EXDCDF

Third Location-Eagle Bank Monday-Thursday 8:30AM-4PM Friday 8:30AM-5PM A lot of foot traffic.F8X72H

Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A lot of foot 
traffic

FPJQKM

Third Location – Eagle Bank Monday-Thursday 8:30 AM – 4PM Friday 8:30 AM-5PM A lot of foot traffic.FQDEZX

Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot 
of foot traffic.

KB7PCM

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

L6P4FK

Third Location - Eagle Bank Monday - Thursday 8:30AM - 4PMFriday 8:30AM - 5PMLBH4UF

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

LVNGQA

Third Location - Eagle Bank Monday - Thursday 8:30am-4pm; Friday 8:30am-5pm; a lot of foot trafficMFNWPC

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

MY2GLF

Third Location- Eagle Bank Monday-Thursday 830AM-4PM Friday 830AM-5PM A lot of foot trafficN3G9AM

There is no note at this time. However, there is a note at 11/14/2017 4:27:38 PM (GMT-0:00): Title = 
Third Location - Eagle Bank Body = Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of 
foot traffic.

NHAZWA

Third Location- eagle Bank. Monday-Thursday 8:30am-4pm, Friday 8:30am-5pm, A lot of foot trafficP3BD4L

Title: Third Location - Eagle Bank Body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot 
of foot traffic.

PWRBY6

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

QAUXND
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WebCode Response

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic

QEGV79

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

QHG739

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

QNRDLL

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PMQQXHFA

There is no message created on 11/14/2017 at 4:27:38 PM (GMT-05:00) But at GMT there is the 
following message. Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 
5PM A lot of foot traffic.

QVN8KK

Third Location – Eagle Bank Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5 PM A lot of foot 
traffic.

R28R6C

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

RDNEDC

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

X2TE4V

Third Location-Eagle Bank Monday-Thursday 8:30AM-4PM Friday 8:30AM-5PM A lot of foot trafficX77WLC

Title: Third Location – Eagle Bank Body: Monday – Thursday 8:30 AM – 4PM Friday 8:30 AM – 5PM A 
lot of foot traffic.

XCA2DW

Title Third Location - Eagle Bank Body Monday - Thursday 8:30 AM -4PM, Friday 8:30 AM - 5PM A lot 
of foot traffic.

Y6A42D

title: Third Location - Eagle bank body: Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM -5PM A lot 
of foot trafic

Z8RH7Y

Third Location-Eagle Bank Monday-Thursday 8:30AM-4PM Friday 8:30AM-5PM A lot of foot trafficZJ3TWA

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

ZNEXAV

Third Location - Eagle Bank Monday - Thursday 8:30 AM - 4PM Friday 8:30 AM - 5PM A lot of foot 
traffic.

ZTTGRC

Third Location - Eagle Bank Monday - Thursday 8:30 AM-4 PM Friday 8:30 AM - 5 PM A Lot of Foot 
Traffic

ZZVKJW

Title: Third Location- Eagle Bank. 
Body: Monday-Thursday 8:30am-4pm, Friday 8:30am-5pm, A lot of foot traffic

 Consensus Result:
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 Expected Response Explanation:
Information about notes created using CatchNote Application can be found within the notes database file. This file can 
be located at: /Root/data/com.bitpillar.mynotes.mynotes/databases/notes.db
Please note that the time zone stated in this question was updated from GMT -05:00 to GMT +00:00 post test release.

 Screen Shot:
Title and body of the note:
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Question 20: What is the version of WhatsApp Application installed on this device?

2.17.395 Manufacturer ' s Expected Response:
WebCode Response

2.17.3952649UC

2.17.3952FZENB

2.17.3952T3679

2.17.3952UJWJZ

2.17.39532YZ48

version 2.17.395386WM8

2.17.3953JJQ6R

2.17.3953T8GPY

2.17.3953XDFX3

2.17.3953Z6CMW

2.17.3954AN6CY

2.17.3954T3KTT

2.17.3958GCZY8

2.17.3959ATFVX

2.17.3959RAHRL

2.17.395ACUGVV

2.17.395ATWJ9T

2.17.395BEW2XL

2.17.395BLVNMZ

Version: 2.17.395BX9LUP

2.17.395C2NFBM

2.17.395C9KDXP

2.17.395CQ8T2L

2.17.395D9G8UZ

2.17.395DADLGT

2.17.395DB7G6M

2.17.395DPP6DY

2.17.395DXHA9L

2.17.395DYCZGL

2.17.395E4J9WF

2.17.395EARGDK

2.17.395EFYXVL

2.17.395EGTLCV

2.17.395EQGHEH

2.17.395EXDCDF

2.17.395F8X72H

2.17.395FPJQKM

2.17.395FQDEZX
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WebCode Response

2.17.395KB7PCM

2.17.395L6P4FK

2.17.395LBH4UF

2.17.395LVNGQA

2.17.395MFNWPC

2.17.395MY2GLF

2.17.395N3G9AM

2.17.395NHAZWA

2.17.395P3BD4L

2.17.395PWRBY6

2.17.395QAUXND

2.17.395QEGV79

2.17.395QHG739

2.17.395QNRDLL

2.17.395QQXHFA

2.17.395QVN8KK

2.17.395R28R6C

2.17.395RDNEDC

2.17.395X2TE4V

2.17.395X77WLC

2.17.395XCA2DW

2.17.395Y6A42D

2.17.395Z8RH7Y

2.17.395ZJ3TWA

2.17.395ZNEXAV

2.17.395ZTTGRC

2.17.395ZZVKJW

2.17.395 Consensus Result:

 Expected Response Explanation:
Information regarding installed applications can be found within the localappstate database. This database can be 
found at: /Root/data/com.android.vending/databases/localappstate.db

 Screen Shot:
WhatsApp Application version:
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Question 21: What is the user name of "Leo Rice" in the Voxer Application database?

leo.rice.voxer.1508954769657.28994327 Manufacturer ' s Expected Response:
WebCode Response

Username: leo.rice.voxer.1508954769657.28994327 Profile_username: leorice2649UC

leo.rice.voxer.1508954769657.289943272FZENB

leo.rice.voxer.1508954769657.289943272T3679

leo.rice.voxer.1508954769657.289943272UJWJZ

leo.rice.voxer.1508954769657.2899432732YZ48

leo.rice.voxer.1508954769657.28994327386WM8

leo.rice.voxer.1508954769657.289943273JJQ6R

leo.rice.voxer.1508954769657.289943273T8GPY

leo.rice.voxer.1508954769657.289943273XDFX3

“leo.rice.voxer.1508954769657.28994327” and there is also a profile username of “leorice”3Z6CMW

leo.rice.voxer.1508954769657.289943274AN6CY

leo.rice.voxer.1508954769657.289943274T3KTT

leo.rice.voxer.1508954769657.289943278GCZY8

leorice9ATFVX

leo.rice.voxer.1508954769657.289943279RAHRL

leo.rice.voxer.1508954769657.28994327ACUGVV

leo.rice.voxer.1508954769657.28994327ATWJ9T

leo.rice.voxer.1508954769657.28994327BEW2XL

Leo.rice.voxer.1508954769657.28994327BLVNMZ

leo.rice.voxer.1508954769657.28994327BX9LUP

leo.rice.voxer.1508954769657.28994327C2NFBM

leo.rice.voxer.1508954769657.28994327C9KDXP

leo.rice.voxer.1508954769657.28994327CQ8T2L

leo.rice.voxer.1508954769657.28994327D9G8UZ

leo.rice.voxer.1508954769657.28994327DADLGT

leo.rice.voxer.1508954769657.28994327DB7G6M

leo.rice.voxer.1508954769657.28994327DPP6DY

leoriceDXHA9L

leo.rice.voxer.1508954769657.28994327DYCZGL

leo.rice.voxer.1508954769657.28994327E4J9WF

leo.rice.voxer.1508954769657.28994327EARGDK

Leo RiceEFYXVL

leo.rice.voxer.1508954769657.28994327EGTLCV

leo.rice.voxer.1508954769657.28994327EQGHEH

leo.rice.voxer.1508954769657.28994327EXDCDF

leo.rice.voxer.1508954769657.28994327F8X72H

leo.rice.voxer.1508954769657.28994327FPJQKM

leo.rice.voxer.1508954769657.28994327FQDEZX
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WebCode Response

seanhayesKB7PCM

leo.rice.voxer.1508954769657.28994327L6P4FK

leoriceLBH4UF

LEO.RICE.VOXER.1508954769657.28994327LVNGQA

leo.rice.voxer.1508954769657.28994327MFNWPC

leo.rice.voxer.1508954769657.28994327MY2GLF

leo.rice.voxer.1508954769567.28994327N3G9AM

leo.rice.voxer.1508954769657.28994327NHAZWA

Leo.Rice.voxer.1508954769657.28994327P3BD4L

leo.rice.voxer.1508954769657.28994327PWRBY6

leo.rice.voxer.1508954769657.28994327QAUXND

leoriceQEGV79

leo.rice.voxer.1508954769657.28994327QHG739

leo.rice.voxer.1508954769657.28994327QNRDLL

leo.rice.voxer.1508954769657.28994327QQXHFA

WalkieQVN8KK

leo.rice.voxer.1508954769657.28994327R28R6C

leo.rice.voxer.1508954769657.28994327RDNEDC

leo.rice.voxer.1508954769657.28994327X2TE4V

leo.rice.voxer.1508954769657.28994327X77WLC

leo.rice.voxer.1508954769657.28994327XCA2DW

leo.rice.voxer.1508954769657.28994327Y6A42D

leo.rice.voxer.1508954769657.28994327Z8RH7Y

leo.rice.voxer.1508954769657.28994327ZJ3TWA

leo.rice.voxer.1508954769657.28994327ZNEXAV

leo.rice.voxer.1508954769657.28994327ZTTGRC

leo.rice.voxer.1508954769657.28994327ZZVKJW

Username: leo.rice.voxer.1508954769657.28994327
Profile_username: leorice

 Consensus Result:

 Expected Response Explanation:
This question can have two correct answers as there are two different usernames for Leo Rice. First is a username,  
"leo.rice.voxer.1508954769657.28994327" which is stored under the contacts table and the second is a profile 
username, "leorice" which is stored under the profiles table. Since the question didn't ask for a specific username, both 
of them were accepted. Both these tables can be located at: /Root/data/com.rebelvox.voxer/databases/rv.db

 Screen Shot:
Voxer username of Leo Rice:
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Question 22: Provide the type of media file format which was sent using the Voxer Application to "Leo Rice" 
on 11/16/2017 10:13:23 AM (GMT-05:00)? Choose one of the following: PDF, PNG, JPG, GIF

JPG Manufacturer ' s Expected Response:
WebCode Response

JPG2649UC

.jpg2FZENB

JPG2T3679

JPG2UJWJZ

JPG32YZ48

JPG386WM8

JPG3JJQ6R

JPG3T8GPY

JPG3XDFX3

JPG image file3Z6CMW

JPG4AN6CY

JPG4T3KTT

JPG8GCZY8

JPG9ATFVX

JPG9RAHRL

JPGACUGVV

JPGATWJ9T

JPGBEW2XL

JPGBLVNMZ

JPGBX9LUP

JPGC2NFBM

JPGC9KDXP

JPGCQ8T2L

JPGD9G8UZ

JPGDADLGT

JPGDB7G6M

JPGDPP6DY

JPGDXHA9L

JPGDYCZGL

JPGE4J9WF

JPGEARGDK

JPGEFYXVL

.jpgEGTLCV

JPGEQGHEH

JPGEXDCDF

JPGF8X72H

JPGFPJQKM
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WebCode Response

JPGFQDEZX

JPGKB7PCM

JPGL6P4FK

JPGLBH4UF

JPGLVNGQA

JPGMFNWPC

JPGMY2GLF

JPGN3G9AM

JPGNHAZWA

.jpgP3BD4L

JPGPWRBY6

JPGQAUXND

JPGQEGV79

JPGQHG739

JPGQNRDLL

JPGQQXHFA

JPGQVN8KK

JPGR28R6C

JPGRDNEDC

JPGX2TE4V

JPGX77WLC

JPGXCA2DW

.jpgY6A42D

JPGZ8RH7Y

JPGZJ3TWA

JPGZNEXAV

JPGZTTGRC

jpgZZVKJW

JPG Consensus Result:

 Expected Response Explanation:
Data sent via Voxer Application is stored within the rv.db file under messages table which can be located at: 
/Root/data/com.rebelvox.voxer/databases/rv.db

 Screen Shot:
 File sent to Leo Rice on 11/16/2017 10:13:23 AM (GMT-05:00)
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Question 23: What was the body of the last message SENT to Leo Rice using Voxer Application? Do not 
abbreviate or condense your answer.

Yes, I am ready. Once you come outside, wear your mask and jacket 
and get ready. I'll leave the car on and head inside while you stand by 
the door.

 Manufacturer ' s Expected Response:

WebCode Response

From Sean Hayes: Yes, I am ready. Once you come outside where your mask and jacket and get ready. 
I'll leave the car on and head inside while you stand by the door.

2649UC

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

2FZENB

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

2T3679

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

2UJWJZ

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

32YZ48

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

386WM8

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

3JJQ6R

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

3T8GPY

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

3XDFX3

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

3Z6CMW

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

4AN6CY

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

4T3KTT

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

8GCZY8

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

9ATFVX

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

9RAHRL

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ACUGVV

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ATWJ9T

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

BEW2XL

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

BLVNMZ

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

BX9LUP

Are there any customer's inside the bankC2NFBM

Copyright © 2018 CTS, Inc( 53 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 23  Application

WebCode Response
Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

C9KDXP

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

CQ8T2L

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

D9G8UZ

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

DADLGT

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

DB7G6M

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

DPP6DY

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

DXHA9L

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

DYCZGL

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

E4J9WF

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

EARGDK

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

EFYXVL

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

EGTLCV

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

EQGHEH

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

EXDCDF

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

F8X72H

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

FPJQKM

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

FQDEZX

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

KB7PCM

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

L6P4FK

I am coming outside. Are you ready?LBH4UF

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

LVNGQA

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

MFNWPC

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

MY2GLF

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

N3G9AM
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WebCode Response
Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

NHAZWA

Yes, I am ready. Once you come outside wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by

P3BD4L

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

PWRBY6

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QAUXND

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QEGV79

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QHG739

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QNRDLL

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QQXHFA

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

QVN8KK

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

R28R6C

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

RDNEDC

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

X2TE4V

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

X77WLC

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

XCA2DW

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

Y6A42D

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

Z8RH7Y

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ZJ3TWA

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ZNEXAV

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ZTTGRC

Yes, I am ready. Once You come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

ZZVKJW

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the 
car on and head inside while you stand by the door.

 Consensus Result:

Copyright © 2018 CTS, Inc( 55 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 23  Application

 Expected Response Explanation:
Messages sent via Voxer Application are stored within the rv.db file under messages table which can be located at: 
/Root/data/com.rebelvox.voxer/databases/rv.db

 Screen Shot:
Body of the last message sent to Leo Rice:
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Question 24: What was the body of the last message RECEIVED FROM Leo Rice using Voxer Application?  
Do not abbreviate or condense your answer.

I am coming outside. Are you ready? Manufacturer ' s Expected Response:
WebCode Response

From Leo Rice: I am coming outside. Are you ready?2649UC

I am coming outside. Are you ready?2FZENB

I am coming outside. Are you ready?2T3679

I am coming outside. Are you ready?2UJWJZ

I am coming outside. Are you ready?32YZ48

I am coming outside. Are you ready?386WM8

I am coming outside. Are you ready?3JJQ6R

I am coming outside. Are you ready?3T8GPY

I am coming outside. Are you ready?3XDFX3

I am coming outside. Are you ready?3Z6CMW

I am coming outside. Are you ready?4AN6CY

I am coming outside. Are you ready?4T3KTT

I am coming outside. Are you ready?8GCZY8

I am coming outside. Are you ready?9ATFVX

I am coming outside. Are you ready?9RAHRL

I am coming outside. Are you ready?ACUGVV

I am coming outside. Are you ready?ATWJ9T

I am coming outside. Are you ready?BEW2XL

I am coming outside. Are you ready?BLVNMZ

I am coming outside. Are you ready?BX9LUP

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave.C2NFBM

I am coming outside. Are you ready?C9KDXP

I am coming outside. Are you ready?CQ8T2L

I am coming outside. Are you ready?D9G8UZ

I am coming outside. Are you ready?DADLGT

I am coming outside. Are you ready?DB7G6M

I am coming outside. Are you ready?DPP6DY

I am coming outside. Are you ready?DXHA9L

I am coming outside. Are you ready?DYCZGL

I am coming outside. Are you ready?E4J9WF

I am coming outside. Are you ready?EARGDK

I am coming outside. Are you ready?EFYXVL

I am coming outside. Are you ready?EGTLCV

I am coming outside. Are you ready?EQGHEH

I am coming outside. Are you ready?EXDCDF

I am coming outside. Are you ready?F8X72H

I am coming outside. Are you ready?FPJQKM
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WebCode Response

I am coming outside. Are you ready?FQDEZX

I am coming outside. Are you ready?KB7PCM

I am coming outside. Are you ready?L6P4FK

Yes, I am ready. Once you come outside, wear your mask and jacket and get ready. I'll leave the car on 
and head inside while you stand by the door.

LBH4UF

I am coming outside. Are you ready?LVNGQA

I am coming outside. Are you ready?MFNWPC

I am coming outside. Are you ready?MY2GLF

I am coming outside. Are you ready?N3G9AM

I am coming outside. Are you ready?NHAZWA

I am coming outside. are you ready?P3BD4L

I am coming outside. Are you ready?PWRBY6

I am coming outside. Are you ready?QAUXND

I am coming outside. Are you ready?QEGV79

I am coming outside. Are you ready?QHG739

I am coming outside. Are you ready?QNRDLL

I am coming outside. Are you ready?QQXHFA

I am coming outside. Are you ready?QVN8KK

I am coming outside. Are you ready?R28R6C

I am coming outside. Are you ready?RDNEDC

I am coming outside. Are you ready?X2TE4V

I am outside. Are you ready?X77WLC

I am coming outside. Are you ready?XCA2DW

I am coming outside. Are you ready?Y6A42D

I am coming outside. Are you ready?Z8RH7Y

I am coming outside. Are you ready?ZJ3TWA

I am coming outside. Are you ready?ZNEXAV

I am coming outside. Are you ready?ZTTGRC

I am coming outside. Are you Ready?ZZVKJW

I am coming outside. Are you ready? Consensus Result:
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 Expected Response Explanation:
Messages received via Voxer Application are stored within the rv.db file under messages table which can be located at: 
/Root/data/com.rebelvox.voxer/databases/rv.db

 Screen Shot:
Body of the last message received from Leo Rice:
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Question 25: Based on the GPS coordinates (latitude and longitude) of the last text message sent to Leo 
using Voxer Application, provide the street address of the location. (Include City and State)

20045 Ashbrook Commons Plaza, Ashburn, VA 20147 Manufacturer ' s Expected Response:
WebCode Response

20045 Ashbrook Commons Plaza, Ashburn, VA 201472649UC

20033-20039 Ashbrook Commons Plaza, Ashburn VA 201472FZENB

20045 Ashbrook Common Plaza, Ashburn, VA 201472T3679

20045 Ashbrook Commons Plaza, Ashburn, Louden County, Virginia, 201472UJWJZ

20045 Ashbrook Commons Plaza, Ashburn, VA 2014732YZ48

20045 Ashbrook Common Plaza, Ashburn, VA 20147386WM8

20045 Ashbrook Commons Plaza, Ashburn, VA 201473JJQ6R

Bank of America Financial Center 20045 Ashbrook Commons Plaza Ashburn, Virginia 201473T8GPY

Bank of America Financial Center (carpark)
20045 Ashbrook Commons Plaza
Ashburn, Virginia

3XDFX3

The last message sent to Leo have the GPS coordinates, latitude 39.06150072 and longitude 
-77.47089699, are for the address of the 20033-20039 Ashbrook Commons Plaza, Ashburn, VA 
20147. My forensic tool also reported a rounded up coordinates of latitude 39.061501 and longitude 
-77.470897. Both coordinates yielded the same street address. According to Google Maps, the location 
is in a parking lot in front of a Bank of America building located at 20045 Ashbrook Commons Plaza, 
Ashburn, VA 20147.

3Z6CMW

20045 Ashbrook Common Plaza, Ashburn, VA 201474AN6CY

20045 Ashbrook Commons Plaza, Ashburn, VA 201474T3KTT

20045 Ashbrook Commons Plaza, Ashburn, VA 201478GCZY8

20045 Ashbrook Commons Plaza, Ashburn, VA9ATFVX

20045 Ashbrook Commons Plaza, Ashburn, VA9RAHRL

20045 Ashbrook Commons Plaza, Ashburn, VA 20147ACUGVV

20045 Ashbrook Commons Plz, Ashburn, VAATWJ9T

Ashbrook Commons Plaza, Ashburn, VirginiaBEW2XL

Bank of America 20045 Ashbrook Commons Plaza Ashburn, VA 20147BLVNMZ

20033-20039 Ashbrook Commons Plaza, Ashburn, VirginiaBX9LUP

33-20039 Ashbrook Commons Plaza, Ashburn, VA 20147C2NFBM

20045 Ashbrook Common Plaza, Ashburn, Virginia 20147C9KDXP

20033-20039 Ashbrook Commons Plaza, Ashburn, VA 20147CQ8T2L

20045 Ashbrook Commons Plaza, Ashburn, VA 20147D9G8UZ

Ashbrook Commons Plaza, Ashburn, VA 20147DADLGT

20045 Ashbrook Commons Plaza Ashburn, VA 20147DB7G6M

20045 Ashbrook Commons Plaza, Ashburn, VA 20147DPP6DY

20045 Ashbrook Commons Plaza, Ashburn, VA 20147DXHA9L

20045 ASHBROOK COMMON PLAZA, ASHBURN, VA 20147DYCZGL

20033-20039 Ashbrook Commons Plaza, Parking Lot, next to Bank of America. Ashburn, Virginia 
(20147).

E4J9WF

Ashburn, VA, USA Ashbrook commons plaza roadEARGDK
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WebCode Response

N 39.061501, W 77.470896EFYXVL

20045 Ashbrook Commons Plaza, Ashburn, VA 20147EGTLCV

20045 Ashbrook Commons Plz, Ashburn, VA 20147EQGHEH

20045 Ashbrook Commons Plaza, Ashburn, VAEXDCDF

20045 Ashbrook Commons Plaza, Ashburn, VA 20147F8X72H

20033-20039 Ashbrook Commons Plaza, Ashburn, Virginia.FPJQKM

20045 Ashbrook Commons Plaza, Ashburn, VAFQDEZX

Ashbrook Commons Plaza, Ashbrook, Virginia, USAKB7PCM

20045 Ashbrook Commons Plaza, Ashburn, VA 20147L6P4FK

20045 Ashbrook Commons Plaza, Ashburn, VALBH4UF

20045 Ashbrook Commons Plaza, Ashburn, VALVNGQA

20045 Ashbrook Common Plaze, Ashburn VA.MFNWPC

{latitude:39.06150072,longitude:-77.47089699,altitude:55}, 20045 Ashbrook Commons Plaza, 
Ashburn, VA 20147

MY2GLF

20045 Ashbrook Commons Plaza, Ashburn, VA 20147N3G9AM

20045 Ashbrook Common Plaza, Ashburn, VA 20147NHAZWA

Unnamed road but in the Ashbrook common plaza (according to Google), Ashburn, VA. 20147. Near 
the BAC. (20045 Ashbrook common plaza)lat 39.06150072, long -77.47089699.

P3BD4L

20045 Ashbrook Commons Plaza, Ashburn, VA 20147PWRBY6

20045 Ashbrook Commons Plaza, Ashburn, VA 20147QAUXND

20033-20039 Ashbrook Commons Plaza, Ashburn, VAQEGV79

Bank of America Financial Center 20045 Ashbrook Commons Plaza Ashburn, VA 20147QHG739

20045 Ashbrook Common Plaza, Ashburn, VirginiaQNRDLL

20045 Ashbrook Commons Plaza, Ashburn, VAQQXHFA

Ashburn, VAQVN8KK

20045 Ashbrook Commons Plaza, Ashburn, VAR28R6C

20045 Ashbrook Commons Plaza, Ashburn, VA 20147RDNEDC

20045 Ashbrook Commons Plz, Ashburn, VAX2TE4V

20045 Ashbrook Commons Plaza, Ashburn, VA 20147X77WLC

20045 Ashbrook Commons Plaza, Ashburn, VA 20147XCA2DW

Based on actual GPS data from web 20033-20039 Ashbrook Commons Plaza, Ashburn, VA 20147, 
USA Latitude: 39.061501 | Longitude: -77.470897

Y6A42D

Ashbrook Common Plaza, Ashburn, VirginiaZ8RH7Y

20045 Ashbrook Commons Plaza, Ashburn, VA 20147ZJ3TWA

20045 Ashbrook Common Plaza, Ashburn, VA 20147ZNEXAV

20045 Ashbrook Commons Plz, Ashburn, VAZTTGRC

20045 Ashbrook Commons Plaza, Ashburn, VA 20147ZZVKJW

20045 Ashbrook Commons Plaza, Ashburn, VA Consensus Result:
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 Expected Response Explanation:
GPS coordinates (exact and rounded) were used to find the street address using the information stored in Voxer 
application databases. The geo-location data is stored within the "rv" database under the messages table. This file can 
be located at: /Root/data/com.rebelvox.voxer/databases/rv.db

 Screen Shot:
Geolocation parsed by rounding up the GPS coordinates:

Geolocation parsed using the exact GPS coordinates:
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Question 26: What is the body of the message sent on November 8, 2017 12:45:16 PM (GMT-05:00) 
using Skype Application?

Our ears and our nose never stop growing Manufacturer ' s Expected Response:
WebCode Response

Our ears and our nose never stop growing.2649UC

Our ears and nose never stop growing2FZENB

Our ears and our nose never stop growing2T3679

Our ears and our nose never stop growing2UJWJZ

Our ears and our nose never stop growing32YZ48

our ears and our nose never stop growing386WM8

Our ears and our nose never stop growing3JJQ6R

Our ears and our nose never stop growing3T8GPY

Our ears and our nose never stop growing3XDFX3

"Our ears and our nose never stop growing"3Z6CMW

Our ears and our nose never stop growing4AN6CY

Our ears and our nose never stop growing4T3KTT

Our ears and our nose never stop growing8GCZY8

Our ears and our nose never stop growing9ATFVX

Our ears and our nose never stop growing9RAHRL

Our ears and our nose never stop growingACUGVV

Our ears and our nose never stop growingATWJ9T

Our ears and our nose never stop growingBEW2XL

Our ears and our nose never stop growingBLVNMZ

Our ears and our nose never stop growingBX9LUP

Our ears and our nose never stop growingC2NFBM

Our ears and our nose never stop growingC9KDXP

Our ears and our nose never stop growingCQ8T2L

Our ears and our nose never stop growingD9G8UZ

Our ears and our nose never stop growingDADLGT

Our ears and our nose never stop growingDB7G6M

Our ears and our nose never stop growingDPP6DY

Our ears and our nose never stop growingDXHA9L

our ears and our nose never stop growingDYCZGL

Our ears and our nose never stop growingE4J9WF

Our ears and our nose never stop growingEARGDK

Our ears and our nose never stop growingEFYXVL

Our ears and our nose never stop growingEGTLCV

Our ears and our nose never stop growingEQGHEH

Our ears and our nose never stop growingEXDCDF

Our ears and our nose never stop growingF8X72H

Our ears and our nose never stop growingFPJQKM
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WebCode Response

Our ears and our nose never stop growingFQDEZX

Our ears and our nose never stop growingKB7PCM

Our ears and our nose never stop growingL6P4FK

Our ears and our nose never stop growingLBH4UF

Our ears and our nose never stop growingLVNGQA

Our ears and our nose never stop growingMFNWPC

Our ears and our nose never stop growingMY2GLF

Our ears and our nose never stop growingN3G9AM

Our ears and our nose never stop growingNHAZWA

our ears and nose never stop growing.P3BD4L

Our ears and our nose never stop growingPWRBY6

Our ears and our nose never stop growingQAUXND

Our ears and our nose never stop growingQEGV79

Our ears and our nose never stop growingQHG739

Our ears and our nose never stop growingQNRDLL

Our ears and our nose never stop growingQQXHFA

Our ears and our nose never stop growingQVN8KK

Our ears and our nose never stop growingR28R6C

Our ears and our nose never stop growingRDNEDC

Our ears and our nose never stop growingX2TE4V

Our ears and our nose never stop growing.X77WLC

Our ears and our nose never stop growingXCA2DW

Our ears and our nose never stop growingY6A42D

Our ears and our nose never stop growingZ8RH7Y

Our ears and our nose never stop growing.ZJ3TWA

Our ears and our nose never stop growingZNEXAV

Our ears and our nose never stop growingZTTGRC

Or ears and our nose never stop growingZZVKJW

Our ears and our nose never stop growing Consensus Result:
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 Expected Response Explanation:
The body of the message sent using Skype Application is stored within the "main" database which can be located at: 
/Root/data/com.skype.raider/files/live#3abc1f16a2728a2e2b/main.db

 Screen Shot:
Body of message sent using Skype application:
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Question 27: Provide the name of the last location this device traveled to via Waze from the "Recents" 
table.

Garden Center at The Home Depot Manufacturer ' s Expected Response:
WebCode Response

Garden Center at The Home Depot2649UC

Garden Center at the Home Depot2FZENB

Garden Center at The Home Depot2T3679

Bank of America - Ashbrook Commons Plaza2UJWJZ

Garden Center at The Home Depot32YZ48

Garden Center at The Home Depot386WM8

Garden Center at The Home Depot3JJQ6R

Bank of America - Ashbrook Commons Plaza3T8GPY

Bank of America - Ashbrook Commons Plaza3XDFX3

Based on the Waze’s database file and under the “Recents” table, the last location was based off the 
“created_time” at the Garden Center at The Home Depot. However, the last “access_time” location will 
be the Bank of America – Ashbook Commons Plaza” location. Upon checking the device locations 
category of the forensic tool, the last location via Waze Recents is the Garden Center at The Home 
Depot

3Z6CMW

Garden Center at The Home Depot4AN6CY

Garden Center at The Home Depot4T3KTT

Bank of America - Ashbrook Commons Plaza8GCZY8

Garden Center at The Home Depot9ATFVX

Garden Center at The Home Depot9RAHRL

Garden Center at The Home DepotACUGVV

Garden Center at The Home DepotATWJ9T

Garden Center at The Home DepotBEW2XL

Garden Center at the Home DepotBLVNMZ

Bank of America - Ashbrook Commons PlazaBX9LUP

Garden Center at The Home DepotC2NFBM

43484 Loudoun Station Dr, Ashburn, Virginia 20147C9KDXP

Garden Center at The Home DepotCQ8T2L

Bank of America - Ashbrook Commons PlazaD9G8UZ

Garden Center at The Home DepotDADLGT

Bank of America - Ashbrook Commons PlazaDB7G6M

Garden Center at The Home DepotDPP6DY

Garden Center at The Home DepotDXHA9L

Garden Center at The Home DepotDYCZGL

Garden Center at The Home DepotE4J9WF

Garden Center at The Home DepotEARGDK

Garden Center at The Home DepotEFYXVL

Garden Center at The Home DepotEGTLCV

Garden Center at The Home DepotEQGHEH
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WebCode Response

Bank of America - Ashbrook Commons PlazaEXDCDF

Garden Center at The Home DepotF8X72H

Garden Center at The Home DepotFPJQKM

Garden Center at The Home DepotFQDEZX

Greenway Corporate Drive, 43675, Ashburn, VAKB7PCM

Garden Center at The Home DepotL6P4FK

Garden Center at The Home DepotLBH4UF

Bank of America - Ashbrook Commons PlazaLVNGQA

Garden Center at the Home DepotMFNWPC

Garden Center at The Home DepotMY2GLF

Greenway Corporate Drive, 43675, Ashburn, VAN3G9AM

Garden Center at The Home DepotNHAZWA

Garden Center at The Home DepotP3BD4L

Garden Center at The Home DepotPWRBY6

Garden Center at The Home DepotQAUXND

Garden Center at The Home DepotQEGV79

Garden Center at The Home DepotQHG739

Garden Center at The Home DepotQNRDLL

Bank of America - Ashbrook Commons PlazaQQXHFA

Garden Center at The Home DepotQVN8KK

Garden Center at The Home DepotR28R6C

Garden Center at The Home DepotRDNEDC

Garden Center at The Home DepotX2TE4V

Garden Center at The Home DepotX77WLC

Bank of America - Ashbrook Commons Plaza (Based on access_time)XCA2DW

Garden Center at The Home DepotY6A42D

Garden Center at The Home DepotZ8RH7Y

Garden Center at The Home DepotZJ3TWA

Bank of America - Ashbrook Commons PlazaZNEXAV

Garden Center at The Home DepotZTTGRC

Garden center at the Home depotZZVKJW

Garden Center at The Home Depot and Bank Of America - Ashbrook Commons Plaza Consensus Result:
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 Expected Response Explanation:
This question has two possible answers based on the information found in the user.db for Waze Application. The last 
location under "created_time" is Garden Center at The Home Depot and based on "access_time", the last location is 
Bank Of America - Ashbrook Commons Plaza. In addition to that, location data shows "Garden Center at The Home 
Depot" as the last location this device traveled to. Therefore, both responses were accepted as there is indefinite 
evidence where the device traveled last. The user.db for Waze application can be located at: 
/Root/data/com.waze/user.db

 Screen Shot:
User.db for  Waze Application:

Device locations:
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Question 28: Provide the NAMES of the places saved as favorites in the Waze Application. (Do not include 
the address)

Home, Work Manufacturer ' s Expected Response:
WebCode Response

Home Work2649UC

Home, Work2FZENB

Home, Work2T3679

Home Work2UJWJZ

Home and Work32YZ48

Home Work386WM8

Home, Work3JJQ6R

Home, Work3T8GPY

Home Work3XDFX3

“Home” and “Work”3Z6CMW

Home Work4AN6CY

Home Work4T3KTT

Home Work8GCZY8

Home Work9ATFVX

Home, Work9RAHRL

Home WorkACUGVV

Work, HomeATWJ9T

Home WorkBEW2XL

Home, WorkBLVNMZ

Home WorkBX9LUP

Home WorkC2NFBM

Home; WorkC9KDXP

Home WorkCQ8T2L

Home WorkD9G8UZ

Home WorkDADLGT

Home WorkDB7G6M

Home WorkDPP6DY

Home, WorkDXHA9L

Home WorkDYCZGL

Home, Work.E4J9WF

Home + WorkEARGDK

Home and WorkEFYXVL

Home WorkEGTLCV

Home WorkEQGHEH

Home, WorkEXDCDF

Home WorkF8X72H

Work HomeFPJQKM
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WebCode Response

Home WorkFQDEZX

Work, HomeKB7PCM

Home WorkL6P4FK

HOME WORKLBH4UF

Home WorkLVNGQA

Home; WorkMFNWPC

Home and WorkMY2GLF

Home WorkN3G9AM

Home WorkNHAZWA

home workP3BD4L

Home, WorkPWRBY6

Home, WorkQAUXND

Home WorkQEGV79

Home WorkQHG739

Home WorkQNRDLL

Home, WorkQQXHFA

Home and WorkQVN8KK

Work HomeR28R6C

Home, WorkRDNEDC

Home, WorkX2TE4V

Home WorkX77WLC

Home, WorkXCA2DW

Home, WorkY6A42D

Home WorkZ8RH7Y

Home WorkZJ3TWA

Work HomeZNEXAV

Home WorkZTTGRC

Home, WorkZZVKJW

Home, Work Consensus Result:

 Expected Response Explanation:
Places saved as favorites using Waze Application are stored inside the favorites table located within the user.db file of 
Waze application. This database is located at: /Root/data/com.waze/user.db

 Screen Shot:
Waze favorites:
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Question 29: Provide the term (query) that was searched using Google Play Store on 10/30/17 at 5:24:07 
PM (GMT +00:00).

tom tom Manufacturer ' s Expected Response:
WebCode Response

tom tom2649UC

tom tom2FZENB

tom tom2T3679

tom tom2UJWJZ

tom tom32YZ48

tom tom386WM8

tom tom3JJQ6R

tom tom3T8GPY

tom tom3XDFX3

"tom tom"3Z6CMW

tom tom4AN6CY

tom tom4T3KTT

tom tom8GCZY8

tom tom9ATFVX

tom tom9RAHRL

tom tomACUGVV

tom tomATWJ9T

tom tomBEW2XL

tom tomBLVNMZ

tomtomBX9LUP

tom tomC2NFBM

tom tomC9KDXP

tom tomCQ8T2L

tom tomD9G8UZ

tom tomDADLGT

tom tomDB7G6M

tom tomDPP6DY

tom tomDXHA9L

tom tomDYCZGL

tom tomE4J9WF

tom tomEARGDK

GO or WazeEFYXVL

tom tomEGTLCV

tom tomEQGHEH

tom tomEXDCDF

tom tomF8X72H

tom tomFPJQKM
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WebCode Response

tom tomFQDEZX

tom tomKB7PCM

tom tomL6P4FK

tom tomLBH4UF

Tom TomLVNGQA

tom tom EmailMFNWPC

tom tomMY2GLF

tom tomN3G9AM

There is no search term at this time. However, there is a search term at 10/30/2017 5:24:07 PM 
(GMT-0:00): tom tom

NHAZWA

Tom TomP3BD4L

tom tomPWRBY6

tom tomQAUXND

tom tomQEGV79

tom tomQHG739

tom tomQNRDLL

tom tomQQXHFA

tom tomQVN8KK

tom tomR28R6C

tom tomRDNEDC

tom tomX2TE4V

Tom TomX77WLC

tom tomXCA2DW

tom tomY6A42D

tom tomZ8RH7Y

tom tomZJ3TWA

tom tomZNEXAV

tom tomZTTGRC

Tom TomZZVKJW

tom tom Consensus Result:

 Expected Response Explanation:
Information regarding the terms searched in the Google Play Store can be found in the suggestions table within the 
suggestions.db file. This file can be located at: /Root/data/com.android.vending/databases/suggestions.db
Please note that the time zone stated in this question was updated from GMT -05:00 to GMT +00:00 post test release.

 Screen Shot:
Google play store query:
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Question 30: How many emails were RECEIVED FROM "leorice17@gmail.com"?

Three (3) Manufacturer ' s Expected Response:
WebCode Response

three2649UC

32FZENB

32T3679

32UJWJZ

332YZ48

3 emails386WM8

Three (3)3JJQ6R

33T8GPY

33XDFX3

33Z6CMW

34AN6CY

34T3KTT

38GCZY8

39ATFVX

Three (3)9RAHRL

3ACUGVV

three (3)ATWJ9T

3BEW2XL

3BLVNMZ

Three (03)BX9LUP

3C2NFBM

Three (3)C9KDXP

3CQ8T2L

3D9G8UZ

3DADLGT

3DB7G6M

3DPP6DY

3DXHA9L

3DYCZGL

3E4J9WF

3EARGDK

3EFYXVL

3EGTLCV

3EQGHEH

3EXDCDF

3F8X72H

Three mailsFPJQKM

3FQDEZX
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WebCode Response

30KB7PCM

3L6P4FK

3LBH4UF

3LVNGQA

3MFNWPC

3MY2GLF

3 allocated 1 deletedN3G9AM

3NHAZWA

3P3BD4L

Three (3)PWRBY6

Three (3)QAUXND

3QEGV79

Three (3)QHG739

ThreeQNRDLL

3QQXHFA

3QVN8KK

ThreeR28R6C

3RDNEDC

Three (3)X2TE4V

3X77WLC

Three (3)XCA2DW

ThreeY6A42D

3Z8RH7Y

3ZJ3TWA

3ZNEXAV

3ZTTGRC

3ZZVKJW

Three (3) Consensus Result:

 Expected Response Explanation:
Information regarding sent and received e-mails can be found in the messages table within the 
mailstore.seanhayes166@gmail.com.db. This file is located at:
/Root/data/com.google.android.gm/databases/mailstore.seanhayes166@gmail.com.db

 Screen Shot:
Emails received from "leorice17@gmail.com":
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Question 31: Provide the subject of the email SENT TO "jasonhart925@gmail.com"?

Last month's rent Manufacturer ' s Expected Response:
WebCode Response

Last months rent2649UC

Last month's rent2FZENB

Last month's rent2T3679

Last Months Rent2UJWJZ

Last month's rent32YZ48

Last month's rent386WM8

Last month's rent3JJQ6R

Last month's rent3T8GPY

Last month's rent3XDFX3

"Last month's rent"3Z6CMW

Last month's rent4AN6CY

Last month's rent4T3KTT

Last month's rent8GCZY8

Last month's rent9ATFVX

Last month's rent9RAHRL

Last month's rentACUGVV

Last month's rentATWJ9T

Last month's rentBEW2XL

Last month's rentBLVNMZ

Last month's rentBX9LUP

Last month's rentC2NFBM

Last month's rentC9KDXP

Last month's rentCQ8T2L

Last month's rentD9G8UZ

Last month's rentDADLGT

Last month's rentDB7G6M

Last month's rentDPP6DY

Last month's rentDXHA9L

Last month's rentDYCZGL

Last month's rentE4J9WF

Last month's rentEARGDK

Last month's rentEFYXVL

Last month's rentEGTLCV

Last month's rentEQGHEH

Last month's rentEXDCDF

Last month's rentF8X72H

Last month's rentFPJQKM

Last month's rentFQDEZX
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WebCode Response

Last month's rentKB7PCM

Last month's rentL6P4FK

Last month's rentLBH4UF

Last month's RentLVNGQA

Last months rentMFNWPC

Last month's rentMY2GLF

Last months rentN3G9AM

Last month's rentNHAZWA

last month's rentP3BD4L

Last month's rentPWRBY6

Last month's rentQAUXND

Last month's rentQEGV79

Last month's rentQHG739

Last month's rentQNRDLL

Last month's rentQQXHFA

Last month's rentQVN8KK

Last month's rentR28R6C

Last month's rentRDNEDC

Last month's rentX2TE4V

Last Month's RentX77WLC

Last month's rentXCA2DW

Last month's rentY6A42D

Last month's rentZ8RH7Y

Last month's rentZJ3TWA

Last month's rentZNEXAV

Last month's rentZTTGRC

Last month's RentZZVKJW

Last month's rent Consensus Result:

 Expected Response Explanation:
Information regarding sent and received e-mails can be found in the messages table within the 
mailstore.seanhayes166@gmail.com.db file. This file is located at: 
/Root/data/com.google.android.gm/databases/mailstore.seanhayes166@gmail.com.db

 Screen Shot:
Subject of the email sent to "jasonhart925@gmail.com"
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Question 32: An email was sent to "leorice17@gmail.com" on November 14, 2017 at 3:12:33 PM 
(GMT-05:00). Provide the names of the two attachments sent in this email.

BankOfAmerica-1.jpg 
BankOfAmerica-2.jpg

 Manufacturer ' s Expected Response:

WebCode Response

BankOfAmerica-1.jpg BankOfAmerica-2.jpg2649UC

BankOfAmerica-1.jpg and BankOfAmerica-2.jpg2FZENB

BankOfAmerica-1.jpg, BankOfAmerica-2.jpg2T3679

BankOfAmerica.jpg BankOfAmerica-2.jpg2UJWJZ

BankOfAmerica-1.jpg BankOfAmerica-2.jpg32YZ48

Bank of America-1.jpg Bank of America-2.jpg386WM8

BankOfAmerica-1.jpg, BankOfAmerica-2.jpg3JJQ6R

BankOfAmerica-1.jpg, BankOfAmerica-2.jpg3T8GPY

BankOfAmerica-1.jpg BankOfAmerica-2.jpg3XDFX3

“BankOfAmerica-1.jpg” and “BankOfAmerica-2.jpg”3Z6CMW

BankOfAmerica-1.jpg BankOfAmerica-2.jpg4AN6CY

BankOfAmerica-1.jpg BankOfAmerica-2.jpg4T3KTT

BankOfAmerica-1.jpg BankOfAmerica-2.jpg8GCZY8

BankOfAmerica-1.jpg BankOfAmerica-2.jpg9ATFVX

BankOfAmerica-1.jpg, BankOfAmerica-2.jpg9RAHRL

BankOfAmerica-1.jpg BankOfAmerica-2.jpgACUGVV

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgATWJ9T

BankOfAmerica-1.jpg BankOfAmerica-2.jpgBEW2XL

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgBLVNMZ

BankOfAmerica1.jpg BankOfAmerica2.jpgBX9LUP

Bank of America-1.jpg Bank of America-2.jpgC2NFBM

BankOfAmerica-1.jpg BankOfAmerica-2.jpgC9KDXP

BankOfAmerica-1.jpg BankOfAmerica-2.jpgCQ8T2L

BankOfAmerica-1.jpg BankOfAmerica-2.jpgD9G8UZ

BankOfAmerica-1.jpg BankOfAmerica-2.jpgDADLGT

BankOfAmerica-1.jpg BankOfAmerica-2.jpgDB7G6M

BankOfAmerica-1.jpg BankOfAmerica-2.jpgDPP6DY

BankOfAmerica-1.jpg BankOfAmerica-2.jpgDXHA9L

BankOfAmerica-1.jpg BankOfAmerica-2.jpgDYCZGL

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgE4J9WF

BankofAmerica-1.jpg BankofAmerica-2.jpgEARGDK

merica-1.jpg and merica-2.jpgEFYXVL

BankOfAmerica-1.jpg BankOfAmerica-2.jpgEGTLCV

BankOfAmerica-1.jpg BankOfAmerica-2.jpgEQGHEH

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgEXDCDF

BankofAmerica-1.jpg BankofAmerica-2.jpgF8X72H
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WebCode Response

BankOfAmerica-1.jpg BankOfAmerica-2.jpgFPJQKM

BankOfAmerica-1.jpg BankOfAmerica-2.jpgFQDEZX

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgKB7PCM

BankOfAmerica-1.jpg BankOfAmerica-2.jpgL6P4FK

BankOfAmerica-1.jpg BankOfAmerica-2.jpgLBH4UF

BANKOFAMERICA-1.JPG BANKOFAMERICA-2.JPGLVNGQA

BankOfAmerica-1.jpg; BankOfAmerica-2.jpgMFNWPC

BankOfAmerica-1.jpg and BankOfAmerica-2.jpgMY2GLF

BankOfAmerica-1.jpg BankOfAmerica-2.jpgN3G9AM

BankOfAmerica-1.jpg BankOfAmerica-2.jpgNHAZWA

BankofAmerica-1.jpg BankofAmerica-2.jpgP3BD4L

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgPWRBY6

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgQAUXND

BankOfAmerica-1.jpg BankOfAmerica-2.jpgQEGV79

BankOfAmerica-1.jpg BankOfAmerica-2.jpgQHG739

BankOfAmerica-1.jpg BankOfAmerica-2.jpgQNRDLL

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgQQXHFA

BankOfAmerica-1.jpg BankOfAmerica-2.jpgQVN8KK

BankOfAmerica-1.jpg BankOfAmerica-2.jpgR28R6C

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgRDNEDC

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgX2TE4V

BankofAmerica-1.jpg BankofAmerica-2.jpgX77WLC

BankOfAmerica-1.jpg, BankOfAmerica-2.jpgXCA2DW

BankOfAmerica-1.jpg (image/jpeg) BankOfAmerica-2.jpg (image/jpeg)Y6A42D

BankOfAmerica-1.jpg BankOfAmerica-2.jpgZ8RH7Y

BankofAmerica-1.jpg BankofAmerica-2.jpgZJ3TWA

BankOfAmerica-1.jpg BankOfAmerica-2.jpgZNEXAV

BankOfAmerica-1.jpg BankOfAmerica-2.jpgZTTGRC

BankofAmerica-1.jpg, BankofAmerica-2.jpgZZVKJW

BankOfAmerica-1.jpg 
BankOfAmerica-2.jpg

 Consensus Result:
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 Expected Response Explanation:
Information regarding sent and received e-mails can be found in the messages table within the 
mailstore.seanhayes166@gmail.com.db file. This file is located at: 
/Root/data/com.google.android.gm/databases/mailstore.seanhayes166@gmail.com.db

 Screen Shot:
E-mail attachments:
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Question 33: Based on the File Metadata of photo "BankOfAmerica-1.jpg", provide the name of the 
camera Make and camera Model used to capture the photo.

Make: Samsung
Model: SAMSUNG_SM_G900A

 Manufacturer ' s Expected Response:

WebCode Response

Camera Make: Samsung Camera Model: Samsung-SM-G900A2649UC

Samsung-SM-G900A2FZENB

samsung SAMSUNG-SM-G900A2T3679

Samsung SAMSUNG-SM-G900A2UJWJZ

samsung SAMSUNG-SM-G900A32YZ48

Samsung model Samsung-SM-G900A386WM8

samsung, SAMSUNG-SM-G900A3JJQ6R

samsung, SAMSUNG-SM-G900A3T8GPY

samsung SAMSUNG-SM-G900A3XDFX3

Camera Make is “samsung” and the Camera Model is “SAMSUNG-SM-G900A”3Z6CMW

Camera Make: Samsung Camera Model: SAMSUNG-SM-G900A4AN6CY

MAKE: samsung MODEL: SAMSUNG-GM-G900A4T3KTT

samsung SAMSUNG-SM-G900A8GCZY8

Samsung SAMSUNG-SM-G900A9ATFVX

samsung, SAMSUNG-SM-G900A9RAHRL

samsung SAMSUNG-SM-G900AACUGVV

Make: samsung, Model: SAMSUNG-SM-G900AATWJ9T

Make: samsung Model: SAMSUNG-SM-G900ABEW2XL

samsung, SAMSUNG-SM-G900ABLVNMZ

Samsung, Samsung-SM-G900ABX9LUP

Make: Samsung Model: Samsung-SM-SM-900AC2NFBM

Name: samsung Model: SAMSUNG-SM-G900AC9KDXP

Make: samsung Model: SAMSUNG-SM-G900ACQ8T2L

samsung SAMSUNG-SM-G900AD9G8UZ

samsung SAMSUNG-SM-G900ADADLGT

samsung SAMSUNG-SM-G900ADB7G6M

samsung SAMSUNG-SM-G900ADPP6DY

samsung SAMSUNG-SM-G900ADXHA9L

samsung SAMSUNG-SM-G900ADYCZGL

SAMSUNG SM-G900AE4J9WF

Samsung - SM-G900AEARGDK

EquipMake: samsung EquipModel: SAMSUNG-SM-G900AEFYXVL

samsungEGTLCV

Make: samsung Model: SAMSUNG-SM-G900AEQGHEH

samsung, SAMSUNG-SM-G900AEXDCDF

Samsung SAMSUNG-SM-G900AF8X72H
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WebCode Response

Camera make : samsung Camera model : SAMSUNG-SM-G900AFPJQKM

SAMSUNG-SM-G900AFQDEZX

make: samsung model: SAMSUNG-SM-G900AKB7PCM

samsung SAMSUNG-SM-G900AL6P4FK

Samsung Samsung-SM-G900ALBH4UF

SAMSUNG SAMSUNG-SM-G900ALVNGQA

samsung, SAMSUNG-SM-G900AMFNWPC

EquipMake = samsung EquipModel = SAMSUNG-SM-G900AMY2GLF

Samsung Samsung-SM-G900AN3G9AM

Camera Make: samsung Camera Model: SAMSUNG-SM-G900ANHAZWA

make: Samsung Model: Samsung-GM-G900aP3BD4L

Make: Samsung Model: SAMSUNG-SM-G900APWRBY6

samsung, SAMSUNG-SM-G900AQAUXND

Samsung SAMSUNG-SM-G900AQEGV79

Camera Make: samsung Camera Model: SAMSUNG-SM-G900AQHG739

Samsung SAMSUNG-SM-G900AQNRDLL

Samsung, SAMSUNG-SM-G900AQQXHFA

samsung.SAMSUNG-SM-G900AQVN8KK

Samsung SAMSUNG-SM-G900AR28R6C

Samsung, SAMSUNG-SM-G900ARDNEDC

samsung SAMSUNG-SM-G900AX2TE4V

Samsung Samsung-SM-G900AX77WLC

Camera Make: samsung Camera Model: SAMSUNG-SM-G900AXCA2DW

Make: Samsung Model: SAMSUNG-SM-G900AY6A42D

Make: Samsung Model: SAMSUNG-SM-G900AZ8RH7Y

Samsung SAMSUNG-SM-G900AZJ3TWA

samsung SAMSUNG-SM-G900AZNEXAV

The camera make is samsung The camera model is SAMSUNG-SM-G900AZTTGRC

Samsung SM-G900AZZVKJW

Make: Samsung
Model: SAMSUNG_SM_G900A

 Consensus Result:

 Expected Response Explanation:
The EXIF data for photo "BankOfAmerica-1.jpg" can be found at: 
/Root/media/0/DCIM/Camera/BankOfAmerica-1.jpg

 Screen Shot:
Camera make and model:
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Question 34: Based on the EXIF data, what is the capture date and time of photo "BankOfAmerica-1.jpg"? 
Answer using the time zone set on the device in the following format: Month/Day/Year, 
Hours:Minutes:Seconds AM/PM.

11/14/2017 10:25:10 AM Manufacturer ' s Expected Response:
WebCode Response

11/14/2017, 10:25:10 AM2649UC

11/14/2017, 10:25:10 AM2FZENB

11/14/2017, 10:25:10 AM2T3679

11/14/2017, 10:25:10 AM (UTC -5)2UJWJZ

11/14/2017, 10:25:10 AM32YZ48

11/14/2017, 10:25:10 AM386WM8

11/14/2017, 10:25:10 AM3JJQ6R

11/14/2017, 05:25:10 AM3T8GPY

11/14/2017, 10:25:10 AM3XDFX3

11/14/2017, 10:25:10 AM3Z6CMW

11/14/2017, 10:25:10 AM4AN6CY

11/14/2017, 10:25:10 AM4T3KTT

11/14/2017, 10:25:10 AM8GCZY8

11/14/2017, 10:25:10 AM9ATFVX

11/14/2017, 10:25:10 AM9RAHRL

11/14/2017, 10:25:10 AMACUGVV

11/14/2017, 10:25:10 AMATWJ9T

11/14/2017, 10:25:10 AMBEW2XL

11/14/2017, 10:25:10 AMBLVNMZ

11/14/2017, 10:25:10 AMBX9LUP

11/14/2017, 10:25:10 AMC2NFBM

11/14/2017, 10:25:10 AMC9KDXP

11/14/2017 3:25:10 PMCQ8T2L

11/14/2017, 10:25:10 AMD9G8UZ

11/14/2017, 10:25:10AMDADLGT

11/14/2017, 10:25:10 AMDB7G6M

11/14/2017, 10:25:10 AMDPP6DY

11/14/2017, 10:25:10 AMDXHA9L

11/14/2017, 10:25:10 AMDYCZGL

11/14/2017, 12:25:10 AM (UTC -5)E4J9WF

11/14/2017 10:25AM(UTC-5)EARGDK

DateTime: 11/14/2017, 10:25:10 AMEFYXVL

11/14/2017, 10:25:10 AMEGTLCV

11/14/2017, 10:25:10 AMEQGHEH

11/14/2017, 10:25:10 AMEXDCDF

11/14/2017, 10:25:10 AMF8X72H
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WebCode Response

11/14/2017, 10:25:10 AMFPJQKM

11/14/2017, 10:25:10 AMFQDEZX

11/14/2017, 10:25:10 AMKB7PCM

11/14/2017 10:25:10 AML6P4FK

11/14/2017, 10:25:10 AMLBH4UF

11/14/2017, 10:25:10 AMLVNGQA

11/14/2017, 10:25:10 AMMFNWPC

11/14/2017, 10:25:10 AMMY2GLF

11/14/2017, 10:25:20 AMN3G9AM

11/14/2017, 10:25:10 AM (GMT-5)NHAZWA

11/14/2017, 10:25:10 amP3BD4L

11/14/2017, 10:25:10 AMPWRBY6

11/14/2017, 10:25:10 AMQAUXND

11/14/2017, 10:25:10 AMQEGV79

Capture Time: 11/14/2017 10:25:10 AMQHG739

11/14/2017, 10:25:10 AMQNRDLL

11/14/2017, 10:25:10 AMQQXHFA

11/14/2017, 10:25:10 AMQVN8KK

11/14/2017, 10:25:10 AMR28R6C

11/14/2017, 10:25:10 AMRDNEDC

11/14/2017, 10:25:10 AMX2TE4V

11/14/2017 10:25:10 AMX77WLC

11/14/2017, 10:25:10 AMXCA2DW

11/14/2017, 10:25:10 AMY6A42D

11/14/2017, 10:25:10 AM (UTC-5)Z8RH7Y

11/14/2017 10:25:10 AMZJ3TWA

11/14/2017, 10:25:10 AMZNEXAV

11/14/2017, 10:25:10 AMZTTGRC

11/14/2017, 10:25:10 AMZZVKJW

11/14/2017 10:25:10 AM Consensus Result:

 Expected Response Explanation:
The EXIF data for photo "BankOfAmerica-1.jpg" can be found at: 
/Root/media/0/DCIM/Camera/BankOfAmerica-1.jpg

 Screen Shot:
Image metadata:

Copyright © 2018 CTS, Inc( 83 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 35  Media

Question 35: What is the size (bytes) of the largest video taken using this device?

85883531 Manufacturer ' s Expected Response:
WebCode Response

85883531 Bytes2649UC

858835312FZENB

858835312T3679

102,400 bytes2UJWJZ

8588353132YZ48

85883531386WM8

858835313JJQ6R

858835313T8GPY

858835313XDFX3

85883531 bytes3Z6CMW

858835314AN6CY

858835314T3KTT

858835318GCZY8

858835319ATFVX

858835319RAHRL

85883531ACUGVV

85883531ATWJ9T

85883531BEW2XL

85883531BLVNMZ

85883531 bytesBX9LUP

85883531C2NFBM

20171103_142805.mp4C9KDXP

85883531 bytesCQ8T2L

85883531D9G8UZ

85883531DADLGT

85883531DB7G6M

85883531DPP6DY

85883531DXHA9L

274412DYCZGL

85883531E4J9WF

85883531 bytesEARGDK

81.90 MB.EFYXVL

274412 102400EGTLCV

85883531EQGHEH

85883531EXDCDF

85883531F8X72H

85883531 bytesFPJQKM
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WebCode Response

85883531 bytesFQDEZX

85883531KB7PCM

85883531L6P4FK

85883531LBH4UF

85883531 BYTESLVNGQA

85883531MFNWPC

20171103_142805.mp4, 81.90 MBMY2GLF

85883531N3G9AM

85883531NHAZWA

85883531P3BD4L

85883531 bytesPWRBY6

85883531QAUXND

85883531QEGV79

Size (bytes): 85883531QHG739

85883531QNRDLL

85883531QQXHFA

85883531QVN8KK

85883531R28R6C

85883531RDNEDC

85883531X2TE4V

85883531X77WLC

85883531 bytesXCA2DW

85883531Y6A42D

85883531Z8RH7Y

85883531ZJ3TWA

85883531ZNEXAV

85883531ZTTGRC

85883531ZZVKJW

85883531 Consensus Result:

 Expected Response Explanation:
Information about videos taken using this device can be found within the DCIM folder which is located at: 
/Root/media/0/DCIM/Camera

 Screen Shot:
Largest video name and size:

Copyright © 2018 CTS, Inc( 85 )Printed:  May 10, 2018



Mobile Digital Evidence Test 18-5550

TABLE 1
 Question 36  Web

Question 36: How many pages were bookmarked on Chrome? Do not include "Chrome : synced data" 
(duplicate data)

Two (2) Manufacturer ' s Expected Response:
WebCode Response

Two2649UC

22FZENB

22T3679

22UJWJZ

232YZ48

2386WM8

Two (2)3JJQ6R

03T8GPY

23XDFX3

23Z6CMW

24AN6CY

24T3KTT

28GCZY8

29ATFVX

Two (2)9RAHRL

2ACUGVV

two (2)ATWJ9T

2BEW2XL

2BLVNMZ

Two (2)BX9LUP

2C2NFBM

Two (2)C9KDXP

2CQ8T2L

2D9G8UZ

2DADLGT

2DB7G6M

2DPP6DY

2DXHA9L

2DYCZGL

2E4J9WF

2EARGDK

2 pagesEFYXVL

2EGTLCV

2EQGHEH

2EXDCDF

2F8X72H

three bookmarksFPJQKM
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WebCode Response

2FQDEZX

2KB7PCM

2L6P4FK

2LBH4UF

2LVNGQA

2MFNWPC

0 (2 are synced and not included in this count)MY2GLF

2N3G9AM

2NHAZWA

2P3BD4L

Two (2)PWRBY6

Two (2)QAUXND

2QEGV79

Two (2)QHG739

TwoQNRDLL

2QQXHFA

2QVN8KK

TwoR28R6C

2RDNEDC

Two (2)X2TE4V

2X77WLC

Two (2)XCA2DW

TwoY6A42D

2Z8RH7Y

2ZJ3TWA

2ZNEXAV

2ZTTGRC

2ZZVKJW

Two (2) Consensus Result:

 Expected Response Explanation:
Bookmarked pages in Chrome search browser are stored within the default folder of com.android.chrome folder which 
is located at: /Root/data/com.android.chrome/app_chrome/Default/Bookmarks

 Screen Shot:
Bookmarked pages on Chrome browser:
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Question 37: How many images (jpeg, jpg) were downloaded using Chrome?

Eight (8) Manufacturer ' s Expected Response:
WebCode Response

Eight2649UC

7872FZENB

82T3679

82UJWJZ

832YZ48

8386WM8

Eight (8)3JJQ6R

83T8GPY

68 (including duplicates)
19 (unique - after de-duplication)
9 (not including images associated with the Kingroot APK)

3XDFX3

83Z6CMW

84AN6CY

84T3KTT

88GCZY8

89ATFVX

Eight (8)9RAHRL

8ACUGVV

eight (8)ATWJ9T

8BEW2XL

8BLVNMZ

Eight (8)BX9LUP

6C2NFBM

Nine (9)C9KDXP

787CQ8T2L

8D9G8UZ

8DADLGT

8 listed in Chrome's 'History' database file, 9 listed in the 'Downloads.db' file and stored in the downloads 
folder (userdata (ExtX)/Root/media/0/Download)

DB7G6M

8DPP6DY

8DXHA9L

8DYCZGL

8E4J9WF

8EARGDK

8 imagesEFYXVL

8EGTLCV

8EQGHEH

8EXDCDF
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WebCode Response

8F8X72H

Eight imagesFPJQKM

8FQDEZX

8KB7PCM

8L6P4FK

8LBH4UF

8LVNGQA

8MFNWPC

8MY2GLF

8N3G9AM

8NHAZWA

8P3BD4L

Eight (8)PWRBY6

Eight (8)QAUXND

8QEGV79

Eight (8)QHG739

EightQNRDLL

8QQXHFA

34QVN8KK

eightR28R6C

8RDNEDC

Eight (8)X2TE4V

8X77WLC

Eight (8)XCA2DW

EightY6A42D

8Z8RH7Y

8ZJ3TWA

8ZNEXAV

8ZTTGRC

8ZZVKJW

Eight (8) Consensus Result:
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 Expected Response Explanation:
Users' download history using Chrome browser is stored within the History database under the downloads table. The 
History database is located at: /Root/data/com.android.chrome/app_chrome/Default/History

 Screen Shot:
Downloaded Images:
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Question 38: Multiple terms were searched using the Chrome browser. Provide all the terms that contained 
the word "bank" in the searched phrase.

1. banks near me
2. how to successfully rob a bank
3. materials needed to rob a bank
4. chances of getting caught during a bank robbery

 Manufacturer ' s Expected Response:

WebCode Response

Banks near me
How to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

2649UC

chances of getting caught during a bank robbery, materials needed to rob a bank, how to successfully 
rob a bank, banks near me

2FZENB

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
how to successfully rob a bank
banks near me

2T3679

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

2UJWJZ

"chances of getting caught during a bank robbery", "materials needed to rob a bank", "how to successfully 
rob a bank", "how to successfully rob a bank", "banks near me"

32YZ48

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

386WM8

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

3JJQ6R

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

3T8GPY

chances of getting caught during a bank robbery
materials needed to rob a bank 
materials needed to rob a bank
how to successfully rob a bank
how to successfully rob a bank
banks near me

3XDFX3

“banks near me” this search appeared once.
“how to successfully rob a bank” this search appeared twice.
“materials needed to rob a bank” this search appeared twice.
“chances of getting caught during a bank robbery” this search appeared once.

3Z6CMW

how to successfully rob a bank
materials needed to rob a bank
banks near me
chances of getting caught during a bank robbery

4AN6CY

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

4T3KTT
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WebCode Response
chances of getting caught during a bank robbery
materials needed to rob a bank 
how to successfully rob a bank
banks near me

8GCZY8

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

9ATFVX

chances of getting caught during a bank robbery, materials needed to rob a bank, how to successfully 
rob a bank, banks near me

9RAHRL

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

ACUGVV

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

ATWJ9T

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

BEW2XL

chances of getting caught during a bank robbery, materials needed to rob a bank, how to successfully 
rob a bank, how to successfully rob a bank, banks near me

BLVNMZ

banks near me
How to successfully rob a bank
Materials needed to rob a bank
Chances of getting caught during a bank robbery

BX9LUP

Chances of getting caught during a bank robbery
Materials needed to rob a bank
How to successfully rob a bank
Bank near me

C2NFBM

chances of getting caught during a bank robbery;
materials needed to rob a bank;
how to successfully rob a bank;
banks near me

C9KDXP

chances of getting caught during a bank robbery, materials needed to rob a bank, how to succesfully rob 
a bank, how to successfully rob a bank, banks near me

CQ8T2L

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank

D9G8UZ

chances of getting caught during a bank robbery
materials needed to rob a bank 
how to successfully rob a bank
banks near me

DADLGT

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

DB7G6M
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WebCode Response
banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

DPP6DY

chances of getting caught during a bank robbery, materials needed to rob a bank, how to successfully 
rob a bank, banks near me

DXHA9L

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

DYCZGL

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

E4J9WF

chances of getting caught during a bank robbery
materials need to rob a bank
how to successfully rob a bank
banks near me

EARGDK

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

EFYXVL

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

EGTLCV

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

EQGHEH

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

EXDCDF

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

F8X72H

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

FPJQKM

Banks near me
How to successfully rob a bank
Materials needed to rob a bank
Chances of getting caught during a bank robbery

FQDEZX

chances of getting caught during a bank robbery, materials needed to rob a bank, how to successfully 
rob a bank, banks near me

KB7PCM

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

L6P4FK
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WebCode Response

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

LBH4UF

Banks near me
Chances of getting caught during a bank robbery
How to successfully rob a bank
Materials needed to rob a bank
Materials needed to rob a bank

LVNGQA

4MFNWPC

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

MY2GLF

banks near me
how to successfully rob a bank
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

N3G9AM

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
how to successfully rob a bank
banks near me

NHAZWA

"Banks near me"
"How to successfully rob a bank"
"Materials need to rob bank"
Chances of getting caught during bank robbery"

P3BD4L

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

PWRBY6

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

QAUXND

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

QEGV79

1. chances of getting caught during a bank robbery
2. materials needed to rob a bank
3. how to successfully rob a bank
4. how to successfully rob a bank
5. banks near me

QHG739

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

QNRDLL

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

QQXHFA

chances of getting caught during a bank robbery
materials needed to rob a bank
10 Tips For Robbing A Bank From A Retired Bank Robber
banks near me

QVN8KK
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WebCode Response
chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

R28R6C

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

RDNEDC

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

X2TE4V

Chances of getting caught during a bank robbery
Materials needed to rob a bank
How to successfully rob a bank
Banks near me

X77WLC

banks near me, how to successfully rob a bank, materials needed to rob a bank, chances of getting 
caught during a bank robbery

XCA2DW

There were six but two of them were the same time and date. These could be considered duplicates.
chances of getting caught during a bank robbery
materials needed to rob a bank
materials needed to rob a bank
how to successfully rob a bank
how to successfully rob a bank
banks near me

The web addressed were also located in the same database.

Y6A42D

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

Z8RH7Y

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

ZJ3TWA

chances of getting caught during a bank robbery
materials needed to rob a bank
how to successfully rob a bank
banks near me

ZNEXAV

banks near me
how to successfully rob a bank
materials needed to rob a bank
chances of getting caught during a bank robbery

ZTTGRC

How to successfully rob a bank , Chances of getting caught during a bank robbery, materials needed to 
rob a bank

ZZVKJW

1. banks near me
2. how to successfully rob a bank
3. materials needed to rob a bank
4. chances of getting caught during a bank robbery

 Consensus Result:

 Expected Response Explanation:
Users' search history using Chrome browser is stored within the History database under the keyword_search_terms 
table. The History database is located at: /Root/data/com.android.chrome/app_chrome/Default/History
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 Screen Shot:
Terms searched using Chrome browser:
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Question 39: At the conclusion of your analysis, who does this device belong to?

Sean Hayes Manufacturer ' s Expected Response:
WebCode Response

Sean Hayes2649UC

Sean Hayes2FZENB

Sean Hayes2T3679

Sean Hayes2UJWJZ

Sean Hayes32YZ48

Sean Hayes386WM8

Sean Hayes3JJQ6R

Sean Hayes3T8GPY

Sean Hayes3XDFX3

Sean Hayes3Z6CMW

The image from the Samsung cell phone most likely is from a cell phone used by Sean Hayes.4AN6CY

Sean Hayes4T3KTT

Sean Hayes8GCZY8

Assuming the device has been lawfully seized by Police then it will go back to property. Investigators may 
request it be forfeited to the [authorities]. Otherwise the device shows usage by Sean Hayes.

9ATFVX

Sean Hayes9RAHRL

Sean HayesACUGVV

Sean HayesATWJ9T

Sean HayesBEW2XL

Sean HayesBLVNMZ

Sean HayesBX9LUP

Sean HayesC2NFBM

Sean HayesC9KDXP

Sean HayesCQ8T2L

Sean HayesD9G8UZ

Sean HayesDADLGT

Sean HayesDB7G6M

Sean HayesDPP6DY

Sean HayesDXHA9L

Sean HayesDYCZGL

Sean HayesE4J9WF

Sean HayesEARGDK

Sean HayesEFYXVL

Sean HayesEGTLCV

Sean HayesEQGHEH

Sean HayesEXDCDF

Sean HayesF8X72H

Sean hayesFPJQKM
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WebCode Response

Sean HayesFQDEZX

Sean HayesKB7PCM

Sean HayesL6P4FK

Sean HayesLBH4UF

Sean HayesLVNGQA

Sean HayesMFNWPC

Sean HayesMY2GLF

Sean HayesN3G9AM

Sean HayesNHAZWA

Sean HayesP3BD4L

Sean HayesPWRBY6

Sean HayesQAUXND

Sean HayesQEGV79

The device appears to belong to Sean HayesQHG739

Sean HayesQNRDLL

Sean HayesQQXHFA

Sean HayesQVN8KK

Sean HayesR28R6C

Sean HayesRDNEDC

Sean HayesX2TE4V

Sean HayesX77WLC

Sean HayesXCA2DW

Typically we do not make conclusions on whose device it is based on entries into the phone. Since we do 
not have the phone and can verify the SIM card. The factors I do see is the Bluetooth device name is 
Sean Hayes, There were e-mail accounts seanhayes166@gmail.com, The Google name listed was a 
Sean Hayes the voxer name was Sean Hayes and facebook name Sean Hayes

Y6A42D

Sean HayesZ8RH7Y

Sean HayesZJ3TWA

Sean HayesZNEXAV

Sean HayesZTTGRC

Sean HayesZZVKJW

Sean Hayes Consensus Result:
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 Expected Response Explanation:
Artifacts such as the Bluetooth device name, Google, Voxer, and Facebook name listed as Sean Hayes indicate that this 
device belongs to Sean Hayes. The e-mail address seanhayes166@gmail.com was used as Sean's primary e-mail 
address and it was also used to register a Facebook account.

 Screen Shot:
Account Information

Bluetooth device name:
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Question 40: Does this device have relevance to the investigation? (Yes/No)

Yes Manufacturer ' s Expected Response:
WebCode Response

Yes2649UC

yes2FZENB

Yes2T3679

Yes2UJWJZ

Yes32YZ48

Yes386WM8

Yes3JJQ6R

Yes3T8GPY

Yes3XDFX3

Yes3Z6CMW

Yes, the device this image was acquired from has several text messages between Sean Hayes and Leo 
Rice, where they communicate about committing a bank robbery. Mapping apps contained the lat/long 
of the bank that was robbed, and photos were taken during the planning stage of bank robbery.

4AN6CY

Yes4T3KTT

Yes8GCZY8

Yes9ATFVX

Yes9RAHRL

YesACUGVV

YesATWJ9T

YesBEW2XL

YesBLVNMZ

YesBX9LUP

YesC2NFBM

YesC9KDXP

YesCQ8T2L

YesD9G8UZ

YesDADLGT

YesDB7G6M

YesDPP6DY

YesDXHA9L

YesDYCZGL

YESE4J9WF

YesEARGDK

YesEFYXVL

YesEGTLCV

YesEQGHEH

YesEXDCDF

YesF8X72H
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WebCode Response

YesFPJQKM

yesFQDEZX

YesKB7PCM

YesL6P4FK

YesLBH4UF

YESLVNGQA

YesMFNWPC

YesMY2GLF

YesN3G9AM

YesNHAZWA

Yes.P3BD4L

YesPWRBY6

YesQAUXND

YesQEGV79

YesQHG739

YesQNRDLL

YesQQXHFA

YesQVN8KK

YesR28R6C

YesRDNEDC

YesX2TE4V

YesX77WLC

YesXCA2DW

YesY6A42D

YesZ8RH7Y

YesZJ3TWA

YesZNEXAV

YesZTTGRC

yesZZVKJW

Yes Consensus Result:
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 Expected Response Explanation:
Communication between suspects via text messages and email, geo-location data, and metadata of media extracted 
from the suspect device indicate that it had relevance to the robbery that took place at Bank Of America on November 
16, 2018.

 Screen Shot:
Conversation between Leo Rice and Sean Hayes:          Notes about different bank locations:
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TABLE 2

There are chat messages detailing the robbery. There are emails, pictures, and videos of 
interest. There are GPS coordinates.

2UJWJZ

Question #29 asks for a search term searched on 10/30/17 5:24:07 PM (GMT -05:00). 
Upon review of the Play Store "suggestions.db" file, it seems that a search was performed on 
10/30/17 17:24:07 (UTC). There were 3 other searches performed that day, but none were at 
5:24:07 PM (GMT -05:00). The answer provided for Question #29 (tom tom) is the keyword 
that was searched on 10/30/17 17:24:07 (UTC).

ACUGVV

The suspect was involved in planning and executing a bank robbery.BLVNMZ

We do not interpret data while conducting casework. Our lab provides the data requested from 
the submitting agency and copied to a digital report for the submitting officer's review. 
Therefore, the submitting officer is left to interpret the data from the extraction(s).

CQ8T2L

Input validation issues caused by the short answer format of this test will undoubtedly aggravate 
answer inconsistencies. Alternate answer formats incorporating fixed input (e.g. multiple choice, 
specified value length, etc.) could be used to minimize this issue; similar to the format of 
Question 22. Some questions specified an answer format that differed from the way the data 
blob was stored; which compounds the possibility for input validation failure. Question 25, for 
example, requests the City and State be included in the response; but doesn't reference the Zip 
Code, which is included in the stored data blob. Should the Zip Code be included in the 
answer? Or not? I also have concerns that 2 of the test questions were changed mid-test. This 
will skew the interpretation of any incorrect answers because our reviewers will not know how 
many submissions occurred prior to the change vice after the change. A bad move, IMO.

D9G8UZ

Some of the questions are confusing and difficult to interpret.DADLGT

Traces of rooting the device have been found. Even though the procedures have been applied 
after seizing the device, the image received should come with the proper acquisition report 
from the specialist tasked to do so.

E4J9WF

Question 27: We do not provide this type of answer based on a customer’s request; we would 
provide a report of all data on the phone and the investigator would determine this based on 
the data provided. In this case, the answer is based off of the “user.db” database and the 
“RECENTS” table. Using the latest date and time from the created_time column you would get 
“Garden Center at the Home Depot”. Using the latest date and time from the access_time 
column you would get “Bank of America – Ashbrook Commons Plaza”. Not knowing if the 
entries in this table were created or accessed from a lookup, planned trip, or an actual traveled 
event it is hard to determine if the create_time or the access_time should be used. Research 
shows that these entries could have been made by any of these events and not necessarily 
represents a device traveling. Question 39: The ownership of the device cannot be determined 
by the data found on the device. In addition, we do not provide this type of answer based on a 
customer’s request; we would provide a report of all data on the phone and the investigator 
would determine this. Question 40: We do not determine this for our customers.

EQGHEH

I had a lot of trouble getting this a file system view to open in Cellebrite, MPE, or IEF. I had to 
mount the image in FTK Imager to get any view at all.

LBH4UF

29: Provide the term (query) that was searched using Google Play Store on 10/30/17 at 
5:24:07 PM (GMT -05:00)? The above question did not appear to have the exact answer in 

R28R6C
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GMT with the tools I used. The response I gave was based on the time and date stored in the 
Play Store's suggestions.db that showed the time to be 10/30/2017 17:24:07 UTC. However, 
additional searches did not yield the date and time of 10/30/17 at 5:24:07 PM (GMT 
-05:00)?
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