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This proficiency test was sent to 105 participants. Participants were provided with data yielded from a physical extraction
of a smart phone. They were asked to analyze the sample and answer scenario based questions utilizing their own tools
and methods. Data was returned from 80 participants (76% response rate) and are compiled in the following tables:

 Page

Manufacturer's Information 2

Summary Comments 7

Table 1: Digital Evidence Responses 8

Table 2: Additional Comments 166

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report 
sections, and will change with every report.  
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Mobile Digital Evidence Test 17-5550

The Mobile Digital Evidence sample set consisted of data acquired from a smart phone in .BIN and .DD file formats. 
Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing their own software 
and methods.

SAMPLE PREPARATION:
The phone data was generated following a scripted scenario based upon a phone that was recovered at the scene of 
a crime. The script was planned and executed during the week of February 27, 2017. An LG MS428 K10 smart 
phone was used to perform the scripted activities to generate the intended artifacts.

The phone data was acquired through a physical extraction of the LG MS428 K10 smart phone utilizing Cellebrite 
software. Following sample validation, the phone data was converted into .BIN and .DD compressed archive files.  
These files were uploaded to the CTS portal for participants to download. MD5 and SHA-1 algorithms were run on the 
compressed archives to generate unique hash values to allow participants to validate the successful download of the 
files.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure expected 
results could be achieved. Laboratories that conducted predistribution results of the sample data reported consistent 
results.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

On March 3, 2017, a witness found a body at Bull Run Regional Park in Centerville, Virginia and notified local police. 
Upon their arrival, police identified the body to be Nicole Cooper who was reported as missing. While investigating the 
area, police discovered an abandoned LG MS428 K10 smart phone that was collected for evidence. After logging the 
phone into evidence, a physical image of the smart phone was created. You have been tasked with analyzing the 
physical image of the smart phone utilizing your own tools and methods to determine if this device has relevance to the 
investigation.
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Mobile Digital Evidence Test 17-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the MD 5  hash value for the decompressed image file .1

6c17d83b5134cdb5f069db9104658a41

 Provide the SHA 1  ( base  16 )  hash value for the decompressed image file .2

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a

 What is the phone number associated with this device ?3

571-758-0731

 Which phone vendor is associated with this device ?4

MetroPCS

 What is the set time zone for this device ?5

America/New_York

 Provide the city / state this device was set to per the LG weather services database .6

Herndon/Virginia

 What is the Google e - mail account associated with this device ?7

bencooper1381@gmail.com

 As per the Bluetooth configuration file ,  this device was connected to a vehicle .  Provide the vehicle name this 
 device was connected to as mentioned in this file .

8

Santa Fe Sport

 As per the Bluetooth configuration file ,  provide the EPOCH timestamp value for when this device first 
 connected to the vehicle .

9

1488393923

 Convert the EPOCH timestamp value of when this device first connected to the vehicle in USA / Canada Eastern 
 Time with the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

10

3/1/2017, 1:45:23 PM

 How many wireless networks was this device connected to ?11

Three (3)

 What is the PSK  ( password )  value for the B 21 - Guest network ?12

bwireless

 What terms were searched in the Google Play Store ?13

pof, facebook messenger

 What third - party application was downloaded first on this device ?14

PoF Free Dating App
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Mobile Digital Evidence Test 17-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the package _ name for the Waze Application ?15

com.waze

 Provide the POF Free Dating Application username associated with this device .16

bcooper1381

 Via the POF Free Dating Application ,  provide the username whose sender _ profile _ id is  139693337 .17

laurelmurray

 How many URLS were visited in Chrome ?18**

Twelve (12)

 What is the title of the last website visited in Google Chrome ?19

10 Ways To Dispose Of A Dead Body (If You Really Needed To)

 How many calendar events are listed on this device ?20

Four (4)

 Provide the calendar event names listed in the calendar database .21

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg

 What are the memos  ( names )  of the alarms that were named ?22

Wake up for work, Feed Jack

 How many locations were visited via Waze ?23

Three (3)

 Provide the location names visited via Waze from the  " Recents "  table .24

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park

 Provide the name of the last location this device traveled to via Waze from the  " Recents "  table .25

Bull Run Regional Park

 Provide the EPOCH timestamp value for the last location visited in Waze .26

1488554764

 Convert the EPOCH timestamp value of the last location in Waze was visited in US / Canada Eastern Time with 
 the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

27

3/3/2017, 10:26:04 AM

 Provide the coordinates for the last location this device traveled to via Waze .  Answer must be recorded as 
 ( Latitude ,  Longitude ).

28

(38802055, -77491301)
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Mobile Digital Evidence Test 17-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 How many MMS messages were sent to this device ?29

Two (2)

 What is the contact name for  202 - 749 - 9211 ?30

Laurel Murray

 How many outgoing phone calls are to  202 - 749 - 9211  which lasted greater than  1  minute ?31

Two (2)

 How many voicemails are from  202 - 749 - 9211 ?32

Four (4)

 Provide the EPOCH timestamp value of when the first voicemail was received on this device .33

1488288430000

 Convert the EPOCH timestamp value of when the first voicemail was received on this device in US / Eastern 
 Standard time with the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

34

2/28/2017, 8:27:10 AM

 How many SMS messages are FROM  202 - 749 - 9211 ?35

Fourteen (14)

 How many SMS messages were SENT to  202 - 749 - 9211 ?36

Fifteen (15)

 Provide the body of the SMS message for the EPOCH time stamp value of  1488472825463 .37

A hammer, duct tape, and a tarp.

 An MMS message was received from  202 - 749 - 9211  with a receipt for the purchased items .  What is the date 
 and time on the receipt of when these items were purchased ?  Report date and time exactly as shown .

38**

03/02/17 01:58 PM

 What is the name of the attachment sent in the MMS message which contained the receipt of the purchased 
 items ?

39

image000000(1).jpg

 What is the body of the last SMS message RECEIVED from  202 - 749 - 9211 ?40

But Ben, you're going to end up in jail!

 What is the EPOCH timestamp value of the last SMS message SENT to  202 - 749 - 9211 ?41

1488557347348
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Mobile Digital Evidence Test 17-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Convert the EPOCH timestamp value of the last SMS message SENT to  202 - 749 - 9211  in US / Canada Eastern 
 Time with the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

42

3/3/2017, 11:09:07 AM

 What is the body of the last SMS message SENT to  202 - 749 - 9211 ?43

No I'm not! I know what I'm doing!

 How many e - mails were received from nicolecooper 23 @ aol . com ?44

Eight (8)

 How many e - mails were sent to nicolecooper 23 @ aol . com ?  Do NOT include e - mails that were deleted .45

Eight (8)

 Provide the subject field of the first received e - mail from nicolecooper 23 @ aol . com on March  2 ,  2017 .46

Divorce

 Provide the EPOCH timestamp value for the last e - mail sent to nicolecooper 23 @ aol . com .47

1488487973000

 Convert the EPOCH timestamp value for the last e - mail sent to nicolecooper 23 @ aol . com in US / Eastern Time 
 with the following format :  Month / Day / Year ,  Hours : Minutes : Seconds AM / PM .

48

3/2/2017, 3:52:53 PM

 What is the subject field of the last e - mail sent to nicolecooper 23 @ aol . com ?49

Talk tomorrow

 What is the body of the last e - mail sent to nicolecooper 23 @ aol . com ?50

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

 At the conclusion of your analysis ,  who does this device belong to ?51

Ben Cooper

 Does this device have relevance to the investigation ?  ( Yes / No )52

Yes
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Mobile Digital Evidence Test 17-5550

Summary Comments

The purpose of this Mobile Digital Forensics Test is to allow participants to evaluate their proficiency in analyzing

digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, the 

data extracted from a smart phone in .BIN and .DD file formats, and a series of questions related to the extracted 

data.  (See Manufacturer’s Information for preparation details, test scenario, and test questions.)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, applications, communications, web browser history, and Geo-Location information. 

Consensus was achieved on a majority of the test questions. Question 18 did not reach a true consensus because 

multiple responses were accepted due to the ambiguity of the question. This question dealt with the number of 

URLS visited in Chrome. Question 38 did not achieve a consensus due to the varying response formats reported. 

This question was based on a MMS message containing a .jpg image and participants were asked to state the 

date and time exactly as shown on the image. 

The test results and feedback obtained from the participants show that this test has improved over previous

versions. However, challenges pertaining to the clarity of the questions and the response format specificity will 

continue to be present. At CTS, we will continue to improve certain aspects of the test to help produce more

consistent responses from participants.
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Mobile Digital Evidence Test 17-5550

Digital Evidence Responses
TABLE 1

 Question 1  Image Details
Question 1: Provide the MD5 hash value for the decompressed image file.

6c17d83b5134cdb5f069db9104658a41 Manufacturer ' s Expected Response:

WebCode Response

6C17D83B5134CDB5F069DB9104658A413YME8V

6C17D83B5134CDB5F069DB9104658A414D2G3Y

6c17d83b5134cdb5f069db9104658a4164W7DD

6c17d83b5134cdb5f069db9104658a4168TVUL

6c17d83b5134cdb5f069db9104658a416NG98D

6c17d83b5134cdb5f069db9104658a417MPGZU

6C17D83B5134CDB5F069DB9104658A418AEEVV

6c17d83b5134cdb5f069db9104658a418H3CEM

6c17d83b5134cdb5f069db9104658a4197NRER

6C17D83B5134CDB5F069DB9104658A4198HMTM

6c17d83b5134cdb5f069db9104658a419RABMP

6c17d83b5134cdb5f069db9104658a419TFVBP

6C17D83B5134CDB5F069DB9104658A419V63VL

1. 6c17d83b5134cdb5f069db9104658a419VLGYP

6c17d83b5134cdb5f069db9104658a41A6RHYF

6c17d83b5134cdb5f069db9104658a41AD36NA

A42D350C71135BBC3B903A48D772FA68AHXWV8

6c17d83b5134cdb5f069db9104658a41AV2ZJL

6c17d83b5134cdb5f069db9104658a41B4Q8GH

6C17D83B5134CDB5F069DB9104658A41BC8JUJ

6c17d83b5134cdb5f069db9104658a41BQ8KA7

6C17D83B5134CDB5F069DB9104658A41BTXG6Q

6c17d83b5134cdb5f069db9104658a41C2XB4H

6c17d83b5134cdb5f069db9104658a41C48JW3

6c17d83b5134cdb5f069db9104658a41CMJ99E

6c17d83b5134cdb5f069db9104658a41D7CNUM

6c17d83b5134cdb5f069db9104658a41D83RG3

6c17d82b5134cdb5f069db9104658a41DKW4WM

6c17d83b5134cdb5f069db9104658a41EBG8GN

6C17D83B5134CDB5F069DB9104658A41EPJBUL

6c17d83b5134cdb5f069db9104658a41ERPVHL

6C17D83B5134CDB5F069DB9104658A41EV8VZM

6c17d83b5134cdb5f069db9104658a41EXUKE9

6c17d83b5134cdb5f069db9104658a41FXTZ9K

6c17d83b5134cdb5f069db9104658a41G7Z2ZY

6c17d83b5134cdb5f069db9104658a41HBQEBL
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 1  Image Details

WebCode Response

6c17d83b5134cdb5f069db9104658a41J3RRLY

6C17D83B5134CDB5F069DB9104658A41JCFLXV

6c17d83b5134cdb5f069db9104658a41JWZK26

6c17d83b5134cdb5f069db9104658a41KPGGU3

6C17D83B5134CDB5F069D89104658A41KXDJXF

6c17d83b5134cdb5f069db9104658a41L4YN7T

6c17d83b5134cdb5f069db9104658a41LBHWT6

6c17d83b5134cdb5f069db9104658a41LDKV4X

6c17d83b5134cdb5f069db9104658a41LHU9JB

6c17d83b5134cdb5f069db9104658a41LWWHP6

6c17d83b5134cdb5f069db9104658a41M6LPM2

6c17d83b5134cdb5f069db9104658a41M8QFRV

6C17D83B5134CDB5F069DB9104658A41MDK6GF

6c17d83b5134cdb5f069db9104658a41MEC94V

6C17D83B5134CDB5F069DB9104658A41MTQEC9

6c17d83b5134cdb5f069db9104658a41N3FNZA

6c17d83b5134cdb5f069db9104658a41NLQEER

6c17d83b5134cdb5f069db9104658a41P6YXN2

6C17D83B5134CDB5F069DB9104658A41PDR9YW

6c17d83b5134cdb5f069db9104658a41PKPZ66

6C17D83B5134CFDB5F069DB9104658A41PL7B3C

The MD5 hash value is: 6c17d83b5134cdb5f069db9104658a41.PPMK9N

6c17d83b5134cdb5f069db9104658a41QDP28N

6c17d83b5134cdb5f069db9104658a41QW2T96

6C17D83B5134CDB5F069DB9104658A41QWX47T

6c17d83b5134cdb5f069db9104658a41R99V9T

6c17d83b5134cdb5f069db9104658a41RDLXVN

6C17D83B5134CDB5F069DB9104658A41RNKCFV

6C17D83B5134CDB5F069DB9104658A41RNZTBN

6C17D83B5134CDB5F069DB9104658A41RVW9UB

6C17D83B5134CDB5F069DB9104658A41RYLWF3

6c17d83b5134cdb5f069db9104658a41TGWQJ3

6C17D83B5134CDB5F069DB9104658A41UGD3X2

6C17D83B5134DB5F069DB9104658A41ULC8H7

6C17D83B5134CDB5F069DB9104658A41VQY8AP

6c17d83b5134cdb5f069db9104658a41W7KA6J

6c17d83b5134cdb5f069db9104658a41WGP3WY

6c17d83b5134cdb5f069db9104658a41WV8Q9H

6C17D83B5134CDB5F069DB9104658A41X3GET4
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 1  Image Details

WebCode Response

13dccf8819f44da4fc42b7f474b9ebacXEG8Q2

6C17D83B5134CDB5F069DB9104658A41YM7FNW

6c17d83b5134cdb5f069db9104658a41Z7ZDQP

6C17D83B5134CDB5F069DB9104658A41ZJ2ALW

6C17D83B5134CDB5F069DB9104658A41ZVDCAE

6c17d83b5134cdb5f069db9104658a41 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running an MD5 
hashing algorithm on the file.

 Screen Shot:
MD5 Hash Value:
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TABLE 1
 Question 2  Image Details

Question 2: Provide the SHA1 (base 16) hash value for the decompressed image file.

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a Manufacturer ' s Expected Response:

WebCode Response

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08A3YME8V

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08A4D2G3Y

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a64W7DD

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a68TVUL

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a6NG98D

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a7MPGZU

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08A8AEEVV

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a8H3CEM

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a97NRER

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08A98HMTM

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a9RABMP

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a9TFVBP

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08A9V63VL

2. 10abbf12a9d47fc6f608da9336d7b97c2e1ed08a9VLGYP

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aA6RHYF

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aAD36NA

A8EE1C4806D643D822D4AC89D6B818B7F2283228AHXWV8

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aAV2ZJL

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aB4Q8GH

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ABC8JUJ

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aBQ8KA7

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ABTXG6Q

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aC2XB4H

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aC48JW3

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aCMJ99E

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aD7CNUM

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aD83RG3

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ADKW4WM

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aEBG8GN

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AEPJBUL

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aERPVHL

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AEV8VZM

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aEXUKE9

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aFXTZ9K

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aG7Z2ZY

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aHBQEBL

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aJ3RRLY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 2  Image Details

WebCode Response

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AJCFLXV

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aJWZK26

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aKPGGU3

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AKXDJXF

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aL4YN7T

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aLBHWT6

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aLDKV4X

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aLHU9JB

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aLWWHP6

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aM6LPM2

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aM8QFRV

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AMDK6GF

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aMEC94V

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AMTQEC9

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aN3FNZA

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aNLQEER

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aP6YXN2

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08APDR9YW

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aPKPZ66

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08APL7B3C

The SHA1 hash value is: 10abbf12a9d47fc6f608da9336d7b97c2e1ed08a.PPMK9N

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aQDP28N

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aQW2T96

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AQWX47T

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aR99V9T

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aRDLXVN

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ARNKCFV

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ARNZTBN

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ARVW9UB

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08ARYLWF3

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aTGWQJ3

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AUGD3X2

10ABBF12AD47FC6F608DA9336D7B97C2E1ED08AULC8H7

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AVQY8AP

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aW7KA6J

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aWGP3WY

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aWV8Q9H

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AX3GET4

7289ea612f0250d4dc4cb601a014707363a4b3dfXEG8Q2
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 2  Image Details

WebCode Response

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AYM7FNW

10abbf12a9d47fc6f608da9336d7b97c2e1ed08aZ7ZDQP

10ABBF12A9D47FC6F608DA9336D7B97C2E1ED08AZJ2ALW

10ABBF12A9D47FC6F608DA93336D7B97B97C2E1ED08AZVDCAE

10abbf12a9d47fc6f608da9336d7b97c2e1ed08a Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a SHA1 
hashing algorithm on the file.

 Screen Shot:
SHA1 Hash Value:
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 3  Phone Settings

Question 3: What is the phone number associated with this device?

571-758-0731 Manufacturer ' s Expected Response:

WebCode Response

Don't have phone number but found iccid of sim cards. But we found phone number to deleted is 
"+18056377243".

3YME8V

571-758-07314D2G3Y

571-758-073164W7DD

571758073168TVUL

+157175807316NG98D

571-758-07317MPGZU

8AEEVV

57175807318H3CEM

1-571-758-073197NRER

571758073198HMTM

57175807319RABMP

571-758-07319TFVBP

57175807319V63VL

571-758-07319VLGYP

A6RHYF

5717580731AD36NA

+12027499211AHXWV8

5717580731AV2ZJL

Not available Sim info : ICCID: 8901260322931875433; Name: CARD 1B4Q8GH

5717580731BC8JUJ

571-758-0731BQ8KA7

5717580731BTXG6Q

571-758-0731C2XB4H

15717580731C48JW3

A number explicitly reported as the “phone number” was not located. 5717580731 appears to be the 
phone number for the device since it is associated with its MMS Service Type. Additionally, MMS 
messages received by this device lists this number. The voice message database on this device also lists 
this number.

CMJ99E

(571) 758-0731D7CNUM

571-758-0731D83RG3

5717580731DKW4WM

+12027499211 (5717580731@vms.eng.t.mobile.com.db)EBG8GN

571-758-0731EPJBUL

571-758-0731ERPVHL

5717580731EV8VZM

571-758-0731EXUKE9

571 758 0731FXTZ9K
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 3  Phone Settings

WebCode Response

571-434-1925G7Z2ZY

5717580731HBQEBL

+1 5717580731J3RRLY

5717580731JCFLXV

15717580731JWZK26

571-758-0731KPGGU3

571-758-0731KXDJXF

571-758-0731L4YN7T

5717580731 (from msisdn of 5717580731.xml)LBHWT6

571-758-0731LDKV4X

5717580731LHU9JB

1(206)313-0057LWWHP6

5717580731M6LPM2

5717580731M8QFRV

5717580731MDK6GF

+1 5717580731MEC94V

+15717580731MTQEC9

571-758-0731N3FNZA

5717580731NLQEER

571 758 0731P6YXN2

unknownPDR9YW

5717580731PKPZ66

5717580731PL7B3C

The associated phone number is: 571-758-0731.PPMK9N

571-758-0731QDP28N

571-758-0731QW2T96

5717580731QWX47T

5717580731R99V9T

5717580731RDLXVN

5717580731RNKCFV

5717580731RNZTBN

5717580731RVW9UB

5717580731RYLWF3

15717580731TGWQJ3

5717580731UGD3X2

5717580731ULC8H7

(571) 758-0731VQY8AP

571-758-0731W7KA6J

5717580731WGP3WY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 3  Phone Settings

WebCode Response

+15717580731WV8Q9H

+15717580731X3GET4

805-637-7243XEG8Q2

5717580731YM7FNW

5717580731Z7ZDQP

5717580731ZJ2ALW

(571) 758-0731ZVDCAE

571-758-0731 and all formatting styles which represent the same phone number. Consensus Result:

 Expected Response Explanation:
The phone number associated with this device can be located at 
data/Root/data/com.android.providers.telephony/databases/mmssms.db in the addr table. In addition, the phone 
number can also be found as part of the T-mobile domain name in the voicemail database.

 Screen Shot:
Database: mmssms >>> Table: addr

Voicemail Database File Name:
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 4  Phone Settings

Question 4: Which phone vendor is associated with this device?

MetroPCS Manufacturer ' s Expected Response:

WebCode Response

LGE LGMS4283YME8V

MetroPCS4D2G3Y

MetroPCS64W7DD

LG68TVUL

LG / MetroPCS6NG98D

MetroPCS7MPGZU

MetroPCS8AEEVV

MetroPCS8H3CEM

Metro PCS97NRER

MetroPCS98HMTM

MetroPCS9RABMP

Metro PCS9TFVBP

Metro PCS9V63VL

Metro PCS9VLGYP

MetroPCSA6RHYF

Metro PCSAD36NA

LGAHXWV8

Metro PCSAV2ZJL

LGB4Q8GH

MetroPCSBC8JUJ

Metro PCSBQ8KA7

MetroPCSBTXG6Q

Metro PCSC2XB4H

MetroPCS or LG Electronics, depending on the definition of "phone vendor".C48JW3

As reported by Cellebrite, the “phone vendor” is MetroPCS.CMJ99E

MetroPCSD7CNUM

MetroPCSD83RG3

MetroPCSDKW4WM

MetroPCS (mmssmsm.db)(build.prop)EBG8GN

MetroPCSEPJBUL

MetroPCSERPVHL

Metro PCSEV8VZM

Metro PCSEXUKE9

MetroPCSFXTZ9K

Metro PCSG7Z2ZY

MetroPCSHBQEBL

MetroPCSJ3RRLY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 4  Phone Settings

WebCode Response

MetroPCSJCFLXV

Metro PCSJWZK26

MetroPCSKPGGU3

Metro PCSKXDJXF

MetroPCSL4YN7T

MetroPCS (from product brand of build.prop)LBHWT6

MetroPCSLDKV4X

MetroPCSLHU9JB

Metro PCSLWWHP6

MetroPCSM6LPM2

MetroPCSM8QFRV

MetroPCS (T-Mobile)MDK6GF

MetroPCS (on behalf of T-Mobile).MEC94V

MetroPCSMTQEC9

Metro PCSN3FNZA

MetroPCSNLQEER

MetroPCSP6YXN2

MetroPCSPDR9YW

MetroPCSPKPZ66

MetroPCSPL7B3C

The associated phone vendor is MetroPCS.PPMK9N

Metro PCSQDP28N

Metro PCSQW2T96

MetroPCSQWX47T

MetroPCSR99V9T

MetroPCSRDLXVN

Metro PCSRNKCFV

MetroPCSRNZTBN

MetroPCSRVW9UB

LGRYLWF3

MetroPcsTGWQJ3

MetroPCSUGD3X2

Metro PCSULC8H7

MetroPCSVQY8AP

MetroPCS (a part of T-Mobile)W7KA6J

MetroPCSWGP3WY

MetroPCSWV8Q9H

MetroPCSX3GET4

Metro PCSXEG8Q2

MetroPCSYM7FNW
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 4  Phone Settings

WebCode Response

MetroPCSZ7ZDQP

MetroPCSZJ2ALW

Metro PCSZVDCAE

MetroPCS was the overall consensus response. However, due to the possible ambiguity of the 
question, the response LG is also recognized as an acceptable phone vendor.

 Consensus Result:

 Expected Response Explanation:
The phone vendor associated with this device can be found by analyzing the build.prop file. This file can be located at: 
system/Root/build.prop. Both device model and vendor information can also be found under "Device Info" extracted by 
the tool.

 Screen Shot:
Phone Vendor:

Extracted Device Information
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 5  Phone Settings

Question 5: What is the set time zone for this device?

America/New_York Manufacturer ' s Expected Response:

WebCode Response

America/New_York3YME8V

Eastern (America/New York)4D2G3Y

America/New York64W7DD

America/New York (UTC -5)68TVUL

America/New York6NG98D

America/New_York7MPGZU

UTC -05:008AEEVV

America/New York8H3CEM

America/New_York97NRER

America/New_York98HMTM

America/New_York (UTC – 5 hours)9RABMP

America/New York9TFVBP

Amerca/New York9V63VL

America/New York9VLGYP

New York UTC -5A6RHYF

America/New_YorkAD36NA

America/New_YorkAHXWV8

America/New YorkAV2ZJL

UTCB4Q8GH

(UTC-05:00) - America/New YorkBC8JUJ

American/ New YorkBQ8KA7

GMT -0500BTXG6Q

America/New YorkC2XB4H

the most recent timezone is America/New York which is UTC-05:00.C48JW3

America/New_YorkCMJ99E

America/New_YorkD7CNUM

America/New_YorkD83RG3

America/New_YorkDKW4WM

America/New_York UTC(-5.00) {persist.sys.timezone)EBG8GN

America/New_YorkEPJBUL

America/New_YorkERPVHL

America/New YorkEV8VZM

America/New_YorkEXUKE9

America/New_York (UTC -5)FXTZ9K

(UTC-05:00) New_York (America)G7Z2ZY

America/New_YorkHBQEBL

America/New York (EST)J3RRLY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 5  Phone Settings

WebCode Response

America/New_YorkJCFLXV

Eastern Standard TimeJWZK26

America/New_York Eastern UTC-5.0KPGGU3

New York/Eastern (UTC-5)KXDJXF

America/New YorkL4YN7T

America/New_York (from persist.sys.timezone)LBHWT6

America/New_YorkLDKV4X

America/New_YorkLHU9JB

America/New YorkLWWHP6

America/New_YorkM6LPM2

America/New_YorkM8QFRV

America/New_YorkMDK6GF

America/New_York (UTC -5)MEC94V

America/New_YorkMTQEC9

New York (UTC -5:00)N3FNZA

America/New_YorkNLQEER

America/New YorkP6YXN2

Eastern NYPDR9YW

America/New YorkPKPZ66

America/New YorkPL7B3C

The set time zone for the device is America/New York (-05:00 UTC).PPMK9N

America/New_YorkQDP28N

America/New_YorkQW2T96

America/New_YorkQWX47T

America/New_YorkR99V9T

America/New_YorkRDLXVN

America/New YorkRNKCFV

America/New_YorkRNZTBN

America/New_YorkRVW9UB

America/New_YorkRYLWF3

UTC -05:00 New YorkTGWQJ3

New York (EST)UGD3X2

Eastern Time Zone (America/New York)ULC8H7

America/New_YorkVQY8AP

America/New York (UTC -05:00)W7KA6J

America/New_YorkWGP3WY

America/New_YorkWV8Q9H

America/New York (UTC-5)X3GET4

UTC -05:00 New York (America)XEG8Q2

America/New_YorkYM7FNW
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 5  Phone Settings

WebCode Response

UTC-5:00 New YorkZ7ZDQP

America/New_YorkZJ2ALW

America_NYZVDCAE

America/New_York and all responses that represent this same time zone. Consensus Result:

 Expected Response Explanation:
This device's set time zone can be found in the persist.sys.timezone file. This file can be located at: 
data/Root/property/persist.sys.timezone. The time zone can be verified by looking at the time stamps of various data 
including Email, Call Log, and Text Messages.

 Screen Shot:
Persist.sys.timezone file:
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 6  Phone Settings

Question 6: Provide the city/state this device was set to per the LG weather services database.

Herndon/Virginia Manufacturer ' s Expected Response:

WebCode Response

Herndon, Virginia United States3YME8V

Herndon, Virgina 201704D2G3Y

Herndon/Virginia64W7DD

Herndon, Virginia68TVUL

Herndon/Virginia6NG98D

Herndon/Virginia7MPGZU

Herndon, Virginia8AEEVV

Herndon, Virginia8H3CEM

Herndon/Virginia97NRER

Herndon/Virginia98HMTM

Herndon/Virginia9RABMP

Herndon, Virginia9TFVBP

Herndon/Virginia9V63VL

Herndon, Virginia9VLGYP

Herndon, VAA6RHYF

Herndon, VirginiaAD36NA

Herndon/VirginiaAHXWV8

Herndon/VirginiaAV2ZJL

Herndon/VirginiaB4Q8GH

Herndon/VirginiaBC8JUJ

Herndon, VirginaBQ8KA7

Herndon, Virginia.BTXG6Q

Herndon, VirginiaC2XB4H

Herndon, VirginiaC48JW3

Herndon, VirginiaCMJ99E

Herndon, VirginiaD7CNUM

Herndon, VirginiaD83RG3

Herndon/VirginiaDKW4WM

Herndon/Virginia (Latitude 38.968 / Longitude -77.381)EBG8GN

Herndon, VirginaEPJBUL

Herndon, VAERPVHL

Herndon, Virginia, United StatesEV8VZM

Herndon, VAEXUKE9

Herndon/VirginiaFXTZ9K

Herndon, VAG7Z2ZY

Herndon, VAHBQEBL

Herndon/VirginiaJ3RRLY

Copyright © 2017 CTS, Inc( 23 )Printed:  September 11, 2017



Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 6  Phone Settings

WebCode Response

Herndon/Virginia USAJCFLXV

Herndon/VirginiaJWZK26

Herndon, VAKPGGU3

Herndon, VAKXDJXF

Herndon, VirginiaL4YN7T

Herndon/Virginia (from WeatherPlatform table of WEATHER_SERVICE.db)LBHWT6

Herndon, VirginiaLDKV4X

Herndon, VirginiaLHU9JB

Herndon, VirginiaLWWHP6

Herndon, VirginiaM6LPM2

Herndon, VirginiaM8QFRV

City: Herndon District: Virginia Country: United StatesMDK6GF

Herddon/VirginiaMEC94V

Herndon/VirginiaMTQEC9

Herndon, VAN3FNZA

Herndon, VirginiaNLQEER

Herndon/VirginiaP6YXN2

Herndon, VAPDR9YW

Herndon/VirginiaPKPZ66

Herndon, VirginiaPL7B3C

The city and state for the LG device was set to Herndon, Virginia.PPMK9N

Herndon/VirginiaQDP28N

Herndon/VirginiaQW2T96

Herndon, VirginiaQWX47T

Herndon, VirginiaR99V9T

Herndon/VirginiaRDLXVN

Herndon, VARNKCFV

Herndon/VirginiaRNZTBN

Herndon, VirginiaRVW9UB

Herndon/VirginiaRYLWF3

Herndon, VirginiaTGWQJ3

Herndon/VirginiaUGD3X2

Herndon, VirginiaULC8H7

Herndon, VirginiaVQY8AP

Herndon, VirginiaW7KA6J

Herndon, VirginiaWGP3WY

Herndon, VirginiaWV8Q9H

Herndon, Virginia, USAX3GET4

XEG8Q2

Herndon/VirginiaYM7FNW
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 6  Phone Settings

WebCode Response

Herndon, VirginiaZ7ZDQP

Herndon/VirginiaZJ2ALW

Herndon, VAZVDCAE

Herndon/Virginia Consensus Result:

 Expected Response Explanation:
The city/state location for this device can be found within the WEATHER_SERVICE.DB database file under the 
WeatherPlatform table. This file can be located at: 
data/root/data/com.lge.sizechangeable.weather.platform/databases/WEATHER_SERVICES.DB

 Screen Shot:
Database: WEATHER_SERVICE >>> Table: WeatherPlatform
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 7  Miscellaneous

Question 7: What is the Google e-mail account associated with this device?

bencooper1381@gmail.com Manufacturer ' s Expected Response:

WebCode Response

bencooper1381@gmail.com3YME8V

bencooper1381@gmail.com4D2G3Y

bencooper1381@gmail.com64W7DD

bencooper1381@gmail.com68TVUL

bencooper1381@gmail.com6NG98D

bencooper1381@gmail.com7MPGZU

bencooper1381@gmail.com8AEEVV

bencooper1381@gmail.com8H3CEM

bencooper1381@gmail.com97NRER

bencooper1381@gmail.com98HMTM

bencooper1381@gmail.com9RABMP

bencooper1381@gmail.com9TFVBP

bencooper1381@gmail.com9V63VL

bencooper1381@gmail.com9VLGYP

bencooper1381@gmail.comA6RHYF

bencooper1381@gmail.comAD36NA

bencooper1381@gmail.comAHXWV8

bencooper1381@gmail.comAV2ZJL

bencooper1381@gmail.comB4Q8GH

bencooper1381@gmail.comBC8JUJ

bencooper1381@gmail.comBQ8KA7

bencooper1381@gmail.comBTXG6Q

bencooper1381@gmail.comC2XB4H

bencooper1381@gmail.comC48JW3

bencooper1381@gmail.comCMJ99E

bencooper1381@gmail.comD7CNUM

bencooper1381@gmail.comD83RG3

bencooper1381@gmail.comDKW4WM

bencooper1381@gmail.com ( accounts.db / DocList.db / accounts.xml / contacts2.db)EBG8GN

bencooper1381@gmail.comEPJBUL

bencooper1381@gmail.comERPVHL

bencooper1381@gmail.comEV8VZM

bencooper1381@gmail.comEXUKE9

bencooper1381@gmail.comFXTZ9K

bencooper1381@gmail.comG7Z2ZY

Bencooper1381@gmail.comHBQEBL

bencooper1381@gmail.comJ3RRLY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 7  Miscellaneous

WebCode Response

bencooper1381@gmail.comJCFLXV

bencooper1381@gmail.comJWZK26

bencooper1381@gmail.comKPGGU3

bencooper1381@gmail.comKXDJXF

bencooper1381@gmail.comL4YN7T

bencooper1381@gmail.com (from accounts table of accounts.db, messages table of 
mailstore.bencooper1381@gmail.com.db.)

LBHWT6

bencooper1381@gmail.comLDKV4X

bencooper1381@gmail.comLHU9JB

bencooper1381@gmail.comLWWHP6

bencooper1381@gmail.comM6LPM2

bencooper1381@gmail.comM8QFRV

bencooper1381@gmail.comMDK6GF

bencooper1381@gmail.comMEC94V

bencooper1381@gmail.comMTQEC9

bencooper1381@gmail.comN3FNZA

bencooper1381@gmail.comNLQEER

bencooper1381@gmail.comP6YXN2

bencooper138@gmail.comPDR9YW

bencooper1381@gmail.comPKPZ66

bencooper1381@gmail.comPL7B3C

The Google e-mail account associated with the device is “bencooper1381@gmail.com”.PPMK9N

bencooper1381@gmail.comQDP28N

bencooper1381@gmail.comQW2T96

bencooper1381@gmail.comQWX47T

bencooper1381@gmail.comR99V9T

bencooper1381@gmail.comRDLXVN

bencooper1381@gmail.comRNKCFV

bencooper1381@gmail.comRNZTBN

bencooper1381@gmail.comRVW9UB

bencooper1381@gmail.comRYLWF3

bencooper1381@gmail.comTGWQJ3

bencooper1381@gmail.comUGD3X2

Bencooper1381@gmail.comULC8H7

bencooper1381@gmail.comVQY8AP

bencooper1381@gmail.comW7KA6J

bencooper1381@gmail.comWGP3WY

bencooper1381@gmail.comWV8Q9H

bencooper1381@gmail.comX3GET4

Bencooper1381@gmail.comXEG8Q2
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 7  Miscellaneous

WebCode Response

bencooper1381@gmail.comYM7FNW

bencooper1381@gmail.comZ7ZDQP

bencooper1381@gmail.comZJ2ALW

bencooper1381@gmail.comZVDCAE

bencooper1381@gmail.com Consensus Result:

 Expected Response Explanation:
Information about the Google e-mail account can be found in the Gmail.xml file. This file contains the e-mail address 
for the Active Account string name. This file can be located at: 
data/Root/data/com.google.android.gm/shared_prefs/Gmail.xml

 Screen Shot:
Active Google e-mail account:
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 8  Miscellaneous

Question 8: As per the Bluetooth configuration file, this device was connected to a vehicle. Provide the 
vehicle name this device was connected to as mentioned in this file.

Santa Fe Sport Manufacturer ' s Expected Response:

WebCode Response

Santa Fe Sport3YME8V

Santa Fe Sport4D2G3Y

Santa Fe Sport64W7DD

Santa Fe Sport68TVUL

Santa Fe Sport6NG98D

Santa Fe Sport7MPGZU

Santa Fe Sport8AEEVV

Santa Fe Sport8H3CEM

Santa Fe Sport97NRER

Santa Fe Sport98HMTM

Santa Fe Sport9RABMP

Santa Fe Sport9TFVBP

Santa Fe Sport9V63VL

Santa Fe Sport9VLGYP

Santa Fe SportA6RHYF

Santa Fe SportAD36NA

Santa Fe SportAHXWV8

Santa Fe SportAV2ZJL

Santa Fe SportB4Q8GH

Santa Fe SportBC8JUJ

Santa Fe SportBQ8KA7

Santa Fe SportBTXG6Q

Santa Fe SportC2XB4H

+Santa Fe Sport+C48JW3

Santa Fe SportCMJ99E

Santa Fe SportD7CNUM

Santa Fe SportD83RG3

Santa Fe SportDKW4WM

Santa Fe SportEBG8GN

Santa Fe SportEPJBUL

Santa Fe SportERPVHL

Santa Fe SportEV8VZM

Santa Fe SportEXUKE9

Santa Fe SportFXTZ9K

Santa Fe SportG7Z2ZY

Santa Fe SportHBQEBL

Santa Fe SportJ3RRLY
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 8  Miscellaneous

WebCode Response

Santa Fe SportJCFLXV

Santa Fe SportJWZK26

Sante Fe SportKPGGU3

Santa FeKXDJXF

Santa Fe SportL4YN7T

Santa Fe Sport (from Name of bt_config.conf)LBHWT6

Santa Fe SportLDKV4X

Santa Fe SportLHU9JB

Santa Fe SportLWWHP6

Santa Fe SportM6LPM2

Santa Fe SportM8QFRV

Santa Fe SportMDK6GF

Santa Fe SportMEC94V

Santa Fe SportMTQEC9

Sante FeN3FNZA

Santa Fe SportNLQEER

The vehicle appears to be a Santa Fe SportP6YXN2

Santa Fe SportPDR9YW

Santa Fe SportPKPZ66

Santa Fe SportPL7B3C

The vehicle name connected to this device is: Santa Fe Sport.PPMK9N

Santa Fe SportQDP28N

Santa Fe SportQW2T96

Santa Fe SportQWX47T

Santa Fe SportR99V9T

(Hyundai) Santa Fe SportRDLXVN

Santa Fe SportRNKCFV

Santa Fe SportRNZTBN

Santa Fe SportRVW9UB

Santa Fe SportRYLWF3

Sante Fe SportTGWQJ3

Santa Fe SportUGD3X2

Santa Fe SportULC8H7

Sante Fe SportVQY8AP

Santa Fe SportW7KA6J

Santa Fe SportWGP3WY

Santa Fe SportWV8Q9H

Santa Fe SportX3GET4

XEG8Q2
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Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 8  Miscellaneous

WebCode Response

Santa Fe SportYM7FNW

Santa Fe Sport (Hyundai)Z7ZDQP

Santa Fe SportZJ2ALW

Santa Fe SportZVDCAE

Santa Fe Sport Consensus Result:

 Expected Response Explanation:
Information about the vehicle name can be found in the Bluetooth configuration file. This file can be located at: 
data/Root/misc/bluedroid/bt_config.conf

 Screen Shot:
Vehicle Bluetooth Connection:
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Question 9: As per the Bluetooth configuration file, provide the EPOCH timestamp value for when this 
device first connected to the vehicle.

1488393923 Manufacturer ' s Expected Response:

WebCode Response

14883939233YME8V

14883939234D2G3Y

148839392364W7DD

148839392368TVUL

Timestamp = 14883939236NG98D

14883939237MPGZU

14883939238AEEVV

14883939238H3CEM

148839392397NRER

148839392398HMTM

14883939239RABMP

14883939239TFVBP

14883939239V63VL

14883939239VLGYP

A6RHYF

1488393923AD36NA

1488393923AHXWV8

1488393923AV2ZJL

1488393923 Wednesday, 01-Mar-17 18:45:23 UTCB4Q8GH

1488393923BC8JUJ

1488393923BQ8KA7

1488393923BTXG6Q

1488393923C2XB4H

1488393923C48JW3

1488393923CMJ99E

1488393923D7CNUM

1488393923D83RG3

1488393923DKW4WM

1488393923 (bt_config.conf)EBG8GN

1488393923EPJBUL

1488393923ERPVHL

1488393923EV8VZM

1488393923EXUKE9

1488393923FXTZ9K

1488393923G7Z2ZY

1488393923HBQEBL

1488393923J3RRLY
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TABLE 1
 Question 9  Miscellaneous

WebCode Response

1488393923JCFLXV

1488393923JWZK26

1488393923KPGGU3

1488393923KXDJXF

1488393923L4YN7T

1488393923 (from Timestamp of bt_config.conf)LBHWT6

1488393923LDKV4X

1488393923LHU9JB

1488393923LWWHP6

1488393923M6LPM2

1488393923M8QFRV

1488393923MDK6GF

1488393923MEC94V

1488393923MTQEC9

1488393923N3FNZA

1488393923NLQEER

1488393923P6YXN2

1488393923PDR9YW

1488393923PKPZ66

1488393923PL7B3C

The EPOCH time stamp value for the first connection to the vehicle is: “1488393923”.PPMK9N

1488393923QDP28N

1488393923QW2T96

1488393923QWX47T

1488393923R99V9T

1488393923RDLXVN

1488393923RNKCFV

1488393923RNZTBN

1488393923RVW9UB

1488393923RYLWF3

1488393923TGWQJ3

1488393923UGD3X2

1488393923ULC8H7

1488393923VQY8AP

1488393923W7KA6J

1488393923WGP3WY

1488393923WV8Q9H

1488393923X3GET4

XEG8Q2

1488393923YM7FNW
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TABLE 1
 Question 9  Miscellaneous

WebCode Response

1488393923Z7ZDQP

1488393923ZJ2ALW

1488393923ZVDCAE

1488393923 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp value for when this device connected to the vehicle can be found in the Bluetooth configuration 
file. This file can be located at: data/Root/misc/bluedroid/bt_config.conf

 Screen Shot:
Vehicle Connection Timestamp:
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Question 10: Convert the EPOCH timestamp value of when this device first connected to the vehicle in 
USA/Canada Eastern Time with the following format: Month/Day/Year, Hours:Minutes:Seconds AM/PM.

3/1/2017, 1:45:23 PM Manufacturer ' s Expected Response:

WebCode Response

"03/01/2017, 1:45:23 PM."3YME8V

3/1/2017, 1:45:23 PM4D2G3Y

03/01/2017, 01:45:23 PM64W7DD

03/01/2017, 1:45:23 PM68TVUL

3/1/2017, 1:45:23 PM6NG98D

03/01/2017, 1:45:23 PM7MPGZU

03/01/2017, 01:45:23 PM8AEEVV

03/01/2017, 01:45:23 PM8H3CEM

03/01/2017, 01:45:23 PM (UTC -5)97NRER

03/01/2017, 1:45:23 PM98HMTM

03/01/2017, 01:45:23 PM9RABMP

03/01/2017, 01:45:23 PM9TFVBP

March/1/2017, 01:45:23 PM9V63VL

03/01/2017, 01:45:23 pm9VLGYP

A6RHYF

03/01/17, 01:45:23 PMAD36NA

01/03/2017 13:45:23 PMAHXWV8

March/01/2017, 1:45:23 PMAV2ZJL

3/1/2017, 1:45:23 PM (EST)B4Q8GH

03/01/2017, 01:45:23 PMBC8JUJ

03/01/2017, 13:45:23 PMBQ8KA7

03/01/2017, 01:45:23 PMBTXG6Q

3/1/2017, 1:45:23 PMC2XB4H

03/01/2017, 01:45:23 PMC48JW3

03/01/2017, 01:45:23 PM Although the time converter software used reports the time in military time 
(24-hour time), the response provided is in regular time (12-hour time) since the question specifically 
asks for an AM/PM designation. All subsequent timestamps provided will be converted as such.

CMJ99E

03/01/2017, 01:45:23 PMD7CNUM

03/01/2017, 1:45:23 PMD83RG3

03/01/2017, 6:45:23 PMDKW4WM

1488393923 converts to March/01/2017, 13:45:23 (PM) (Wednesday) in time zone America/New York 
(ET) The difference to Greenwich Time/GMT is -05:00 . GMT +00:00 would be March/01/2017 
18:45:23 PM (Wednesday)

EBG8GN

03/01/2017, 01:45:23 PMEPJBUL

3/1/2017, 1:45:23 PMERPVHL

03/01/2017, 1:45:23 PM (-0500 UTC)EV8VZM

03/01/2017, 1:45:23 PMEXUKE9

03/01/2017, 01:45:23 PM (UTC -5)FXTZ9K
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WebCode Response

3/1/2017, 1:45:23 PMG7Z2ZY

3/3/2017, 11:09:07 AMHBQEBL

01/03/2017 13:45:23 PMJ3RRLY

Mar/01/2017, 01:45:23 PMJCFLXV

03/01/2017, 01:45:23 PMJWZK26

March 1, 2017, 1:45:23 PMKPGGU3

03/01/2017, 1:45:23 PMKXDJXF

03/01/17, 13:45:23 PML4YN7T

3/1/2017, 1:45:23 PM (UTC-5)LBHWT6

03/01/2017, 13:45:23 PM ESTLDKV4X

03/01/2017, 01:45:23 PMLHU9JB

3/1/2017, 13:45:23 PMLWWHP6

March/01/2017, 13:45:23 PMM6LPM2

03/01/2017, 13:45:23M8QFRV

03/01/2017 02:45:23 PM (UTC-4:00)MDK6GF

03/01/2017, 01:45:23 PMMEC94V

03/01/2017, 01:45:23 PMMTQEC9

3/1/2017, 1:45:23 PMN3FNZA

03/01/2017, 01:45:23 PMNLQEER

March/01/2017, 13:45:23 PM America/New York (EST)P6YXN2

3/1/2017 6:45:23 PM UTCPDR9YW

03/01/2017, 01:45:23 PMPKPZ66

03/01/2017, 01:45:23 PMPL7B3C

The converted time stamp value of when this device first connected to the vehicle from EPOCH to 
USA/Canada Eastern time formatted as Month/Day/Year, Hours:Minutes:Seconds AM/PM is: 
“03/01/2017, 13:45:23 PM”.

PPMK9N

 03/01/2017, 13:45:23 PM UTC -0500QDP28N

March/01/2017, 01:45:23 PMQW2T96

03/01/2017, 13:45:23 PMQWX47T

03/01/2017, 01:45:23 PMR99V9T

03/01/2017, 1:45:23 PM ESTRDLXVN

03/01/2017, 1:45:23 PMRNKCFV

03/01/2017, 01:45:23 PMRNZTBN

03/01/2017, 1:45:23 PM (UTC-5)RVW9UB

3/1/2017, 01:45:23 PMRYLWF3

03/01/2017, 13:45:23TGWQJ3

3/1/2017, 1:45:23 PMUGD3X2

3/1/2017, 13:45:23 PMULC8H7

3/1/2017, 1:45:23 PMVQY8AP

03/01/2017, 13:45:23 PMW7KA6J
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WebCode Response

3/1/2017, 1:45:23 PMWGP3WY

03/01/17, 01:45:23 PMWV8Q9H

03/01/2017, 13:45:23 PMX3GET4

XEG8Q2

03/01/2017, 1:45:23 PMYM7FNW

March 1 2017 06:45:23 (PM)Z7ZDQP

03/01/2017, 1:45:23 PMZJ2ALW

3/1/17, 1:45:23 pmZVDCAE

3/1/2017, 1:45:23 PM and all formatting styles which represent the same date and time for the 
requested time zone. Participants who appeared to report Day/Month instead of the requested 
Month/Day are highlighted as assumptions cannot be made that month and day were 
interchanged.

 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp value found within the Bluetooth configuration file needed to be converted using a converter to 
get the date and time this device first connected to the vehicle. The vehicle connection timestamp value, 1488393923, 
converts to 3/1/2017, 1:45:23 PM USA / Canada Eastern Time.

 Screen Shot:
Vehicle Timestamp Conversion:
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Question 11: How many wireless networks was this device connected to?

Three (3) Manufacturer ' s Expected Response:

WebCode Response

33YME8V

34D2G3Y

Three (3)64W7DD

368TVUL

36NG98D

37MPGZU

38AEEVV

38H3CEM

397NRER

398HMTM

Three (03)9RABMP

39TFVBP

39V63VL

39VLGYP

3A6RHYF

3AD36NA

3AHXWV8

Three (3)AV2ZJL

3B4Q8GH

3BC8JUJ

3BQ8KA7

3BTXG6Q

25C2XB4H

3C48JW3

3CMJ99E

3D7CNUM

Three (3)D83RG3

3DKW4WM

4 ( McDonalds Free WiFi . Brews & Bones Guest / B21-Guest / xfinitywifi) [data/Root/system/netstat]EBG8GN

3EPJBUL

25ERPVHL

3EV8VZM

3EXUKE9

3FXTZ9K

25G7Z2ZY

HBQEBL

3J3RRLY
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WebCode Response

3JCFLXV

3JWZK26

3KPGGU3

3KXDJXF

3L4YN7T

3 (from wpa_supplicant.conf)LBHWT6

Three (3)LDKV4X

ThreeLHU9JB

3LWWHP6

3M6LPM2

3M8QFRV

3 (SSID="Brews & Bones Guest", SSID ="McDonalds Free WiFi", SSID ="B21-Guest")MDK6GF

3MEC94V

3MTQEC9

3N3FNZA

1NLQEER

3 wireless networksP6YXN2

3PDR9YW

3PKPZ66

3PL7B3C

This device was connected to three wireless networks.PPMK9N

3QDP28N

3QW2T96

3QWX47T

3R99V9T

3 (networkhistory.txt)RDLXVN

3RNKCFV

Three (3)RNZTBN

3RVW9UB

3RYLWF3

3TGWQJ3

3UGD3X2

3ULC8H7

3VQY8AP

Three (3)W7KA6J

3WGP3WY

3WV8Q9H

3X3GET4

XEG8Q2

3YM7FNW
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WebCode Response

3Z7ZDQP

3ZJ2ALW

4ZVDCAE

Three (3) Consensus Result:

 Expected Response Explanation:
This device connected to three wireless networks. The Wi-Fi supplicant file lists the networks as well as any network 
passwords to which the device connected to. This file can be located at: data/Root/misc/wifi/wpa_supplicant.conf

 Screen Shot:
Wi-Fi Connections:
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Question 12: What is the PSK (password) value for the B21-Guest network?

bwireless Manufacturer ' s Expected Response:

WebCode Response

bwireless3YME8V

bwireless4D2G3Y

bwireless64W7DD

bwireless68TVUL

bwireless6NG98D

bwireless7MPGZU

bwireless8AEEVV

bwireless8H3CEM

bwireless97NRER

bwireless98HMTM

bwireless9RABMP

bwireless9TFVBP

bwireless9V63VL

bwireless9VLGYP

bwirelessA6RHYF

bwirelessAD36NA

bwirelessAHXWV8

bwirelessAV2ZJL

bwirelessB4Q8GH

bwirelessBC8JUJ

bwirelessBQ8KA7

bwirelessBTXG6Q

bwirelessC2XB4H

bwirelessC48JW3

bwirelessCMJ99E

bwirelessD7CNUM

bwirelessD83RG3

bwirelessDKW4WM

bwireless [data/Root/misc/wifi/wpa supplicant.con]EBG8GN

bwirelessEPJBUL

bwirelessERPVHL

bwirelessEV8VZM

bwirelessEXUKE9

bwirelessFXTZ9K

bwirelessG7Z2ZY

HBQEBL

bwirelessJ3RRLY
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WebCode Response

bwirelessJCFLXV

bwirelessJWZK26

bwirelessKPGGU3

bwirelessKXDJXF

B21-GuestL4YN7T

bwireless (from wpa_supplicant.conf)LBHWT6

BwirelessLDKV4X

bwirelessLHU9JB

bwirelessLWWHP6

bwirelessM6LPM2

bwirelessM8QFRV

bwirelessMDK6GF

bwirelessMEC94V

bwirelessMTQEC9

bwirelessN3FNZA

bwirelessNLQEER

Psk= “bwireless”P6YXN2

bwirelessPDR9YW

bwirelessPKPZ66

bwirelessPL7B3C

The network password for the B21-Guest network is “bwireless”.PPMK9N

bwirelessQDP28N

bwirelessQW2T96

bwirelessQWX47T

bwirelessR99V9T

"bwireless"RDLXVN

bwirelessRNKCFV

bwirelessRNZTBN

bwirelessRVW9UB

bwirelessRYLWF3

bwirelessTGWQJ3

bwirelessUGD3X2

bwirelessULC8H7

bwirelessVQY8AP

bwirelessW7KA6J

bwirelessWGP3WY

bwirelessWV8Q9H

bwirelessX3GET4

XEG8Q2

bwirelessYM7FNW
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WebCode Response

bwirelessZ7ZDQP

bwirelessZJ2ALW

bwirelessZVDCAE

bwireless Consensus Result:

 Expected Response Explanation:
The Wi-Fi supplicant file lists the networks and any network passwords to which the device connected to. This file can be 
located at: data/Root/misc/wifi/wpa_supplicant.conf

 Screen Shot:
B21-Guest Network Wi-Fi Password:
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Question 13: What terms were searched in the Google Play Store?

pof, facebook messenger Manufacturer ' s Expected Response:

WebCode Response

pof, facebook messenger3YME8V

Facebook Messenger; pof4D2G3Y

pof facebook messenger64W7DD

"Pof" , "Facebook messenger "68TVUL

pof, facebook messenger6NG98D

facebook messenger, pof7MPGZU

facebook messenger pof8AEEVV

facebook messenger and pof8H3CEM

POF Facebook Messenger97NRER

pof facebook messenger98HMTM

facebook messenger pof9RABMP

pof and facebook messanger9TFVBP

facebook messenger, pof9V63VL

POF and Facebook messenger9VLGYP

POF Facebook MessengerA6RHYF

facebook messenger pofAD36NA

facebook messenger, pofAHXWV8

facebook messenger, pofAV2ZJL

facebook messenger PofB4Q8GH

facebook messenger pofBC8JUJ

facebook messenger pofBQ8KA7

pof (plenty of fish), facebook messengerBTXG6Q

Facebook Messenger, POFC2XB4H

searched terms "pof" and "facebook messenger".C48JW3

facebook messenger and pofCMJ99E

facebook messenger, pofD7CNUM

facebook messenger pofD83RG3

facebook messenger, pofDKW4WM

facebook messenger 23 February 2017, 08:49:42(UTC -05:00) pof 23 February 2017, 08:42:02 (UTC 
-05:00) [data/Root/data/com.android.vending/databases/suggestions.db]

EBG8GN

facebook messenger pofEPJBUL

"facebook messenger" & "pof"ERPVHL

‘facebook messenger’ and ‘pof’EV8VZM

Facebook Messager POFEXUKE9

pof facebook messengerFXTZ9K

Facebook messenger pofG7Z2ZY

Facebook messenger and pofHBQEBL

facebook messenger pofJ3RRLY
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WebCode Response

Facebook messenger, pofJCFLXV

POF Facebook messengerJWZK26

beta-testing pof facebookKPGGU3

pof facebook messengerKXDJXF

Facebook messenger and pofL4YN7T

pof & facebook messenger (from suggestions table of suggestions.db)LBHWT6

pof and facebook messengerLDKV4X

pof, facebook messengerLHU9JB

Facebook Messenger and POFLWWHP6

facebook messenger, pofM6LPM2

Facebook Messenger POFM8QFRV

facebook messenger pofMDK6GF

FACEBOOK MESSENGER & POFMEC94V

pof facebook messengerMTQEC9

facebook messenger and pofN3FNZA

pof facebook messengerNLQEER

Facebook messenger and pofP6YXN2

Facebook Messenger POFPDR9YW

facebook messenger pofPKPZ66

facebook messenger pofPL7B3C

The two terms searched for in the Google Play Store were: “facebook messenger” and “pof”.PPMK9N

Facebook messenger / POFQDP28N

facebook messenger and pofQW2T96

facebook messenger, pofQWX47T

facebook messenger pofR99V9T

facebook messenger pofRDLXVN

facebook messenger pofRNKCFV

pof facebook messengerRNZTBN

facebook messenger pofRVW9UB

pof, facebook messengerRYLWF3

PoF Facebook MessengerTGWQJ3

facebook, pofUGD3X2

facebook messenger, pofULC8H7

Facebook messenger pofVQY8AP

POF Facebook MessengerW7KA6J

facebook messenger pofWGP3WY

pof facebook messengerWV8Q9H

‘pof’ and ‘facebook messenger’X3GET4

facebook messenger pofXEG8Q2
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WebCode Response

Pof & Facebook messengerYM7FNW

Facebook messenger and pofZ7ZDQP

pof and facebook messengerZJ2ALW

facebook messenger, POFZVDCAE

pof, facebook messenger Consensus Result:

 Expected Response Explanation:
Information regarding the terms searched in the Google Play Store can be found in the suggestions.db database file 
under the suggestions table. This file can be located at: 
data/Root/data/com.android.vending/databases/suggestions.db

 Screen Shot:
Database: suggestions >>> Table: suggestions
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Question 14: What third-party application was downloaded first on this device?

PoF Free Dating App Manufacturer ' s Expected Response:

WebCode Response

Facebook3YME8V

Plenty of Fish (POF) Free Dating App4D2G3Y

POF Free Dating App64W7DD

Pof68TVUL

POF (Plentyoffish)6NG98D

POF Free Dating App7MPGZU

POF Free Dating App8AEEVV

POF Free Dating App8H3CEM

POF Free Dating App97NRER

POF Free Dating App98HMTM

POF Free Dating App9RABMP

POF Free Dating App9TFVBP

POF Free Dating App9V63VL

POF Free dating app9VLGYP

POF Free Dating AppA6RHYF

POF Free Dating AppAD36NA

POF Free Dating AppAHXWV8

POF Free Dating AppAV2ZJL

com.pof.androidB4Q8GH

POF Free Dating AppBC8JUJ

POF Free dating applicaitonBQ8KA7

pof (plenty of fish)BTXG6Q

EvernoteC2XB4H

com.pof.android (POF Free Dating)C48JW3

POF Free Dating AppCMJ99E

Plenty of FishD7CNUM

POF Free Dating AppD83RG3

POF Free Dating AppDKW4WM

POF Free Dating App (v 3.44.1.1417349) 23 February 2017, -8:42:55(UTC-05:00) 
[data/Root/data/com.android.vending/databases/AndroidManifest.xml] AND 
[data/Root/data/com.android.vending/databases/localappstate.db]

EBG8GN

POF Free Dating AppEPJBUL

POF Free Dating App, installed on 2/23/17 8:42:44 AMERPVHL

POF Free Dating AppEV8VZM

POFEXUKE9

POF Free Dating AppFXTZ9K

POFG7Z2ZY

The.apkHBQEBL
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WebCode Response

POF Free Dating AppJ3RRLY

POF Free Dating AppJCFLXV

POF (Plenty of Fish)JWZK26

com.pof.android 02/23/2017 01:43:21 PMKPGGU3

pof free dating app (Plenty of Fish)KXDJXF

pofL4YN7T

POF Free Dating App (from appstate table of localappstate.db)LBHWT6

POF Free Dating AppLDKV4X

POF Free Dating AppLHU9JB

POF Free Dating AppLWWHP6

POF Free Dating AppM6LPM2

POF free Dating AppM8QFRV

POF Dating AppMDK6GF

POF FREE DATING APPMEC94V

POF Free Dating AppMTQEC9

POF Free Dating appN3FNZA

Plenty of FishNLQEER

POF Free Dating AppP6YXN2

PoFPDR9YW

POF Free Dating AppPKPZ66

Plenty of FishPL7B3C

The first third party application is identified as package name “com.pof.android” or via the common 
name “POF Free Dating App.”

PPMK9N

POFQDP28N

POF Free Dating AppQW2T96

com.pof.androidQWX47T

POF Free Dating AppR99V9T

POF Free Dating AppRDLXVN

pof Free Dating AppRNKCFV

POF Free Dating AppRNZTBN

POF Free Dating AppRVW9UB

POF Free Dating AppRYLWF3

com.pof.androidTGWQJ3

POF Free Dating AppUGD3X2

POF Free Dating AppULC8H7

POF Free Dating AppVQY8AP

POF Free Dating AppW7KA6J

POF Free Dating AppWGP3WY

POF Free Dating AppWV8Q9H

Plenty of Fish (pof)X3GET4
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WebCode Response

pof free dating app (plenty of fish)XEG8Q2

POF Free Dating AppYM7FNW

POF Free Dating AppZ7ZDQP

POF Free Dating AppZJ2ALW

POF free dating appZVDCAE

PoF Free Dating App and all responses which represent the same application. Consensus Result:

 Expected Response Explanation:
A list of downloaded applications on this device can be found in the localappstate.db database file under the appstate 
table. Participants needed to convert the EPOCH timestamp values to determine the first third-party application that was 
downloaded onto this device. This file can be located at: 
data/Root/data/com.android.vending/databases/localappstate.db

 Screen Shot:
Database: localappstate >>> Table: appstate (Date & Time Conversion column added By CTS)

Title Package_name First_Download_ms Date & Time Conversion
Facebook com.facebook.katana 1487857418598 2/23/2017, 8:43:38 AM
Google Play Services com.google.andriod.gms 1477858485986 2/23/2017, 9:01:25 AM
Messenger com.facebook.orca 1487857792365 2/23/2017, 8:49:52 AM

POF Free Dating App com.pof.andriod 1487857364301 2/23/2017,  8:42:44 AM
Waze - GPS, Maps, & Traffic com.waze 1487857643449 2/23/2017, 8:47:23 AM
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Question 15: What is the package_name for the Waze Application?

com.waze Manufacturer ' s Expected Response:

WebCode Response

com.waze3YME8V

com.waze4D2G3Y

com.waze64W7DD

com.waze68TVUL

com.waze6NG98D

com.waze7MPGZU

com.waze-18AEEVV

com.waze8H3CEM

com.waze97NRER

com.waze98HMTM

com.waze9RABMP

com.waze9TFVBP

com.wave9V63VL

com.waze9VLGYP

com.wazeA6RHYF

com.wazeAD36NA

com.wazeAHXWV8

com.wazeAV2ZJL

com.wazeB4Q8GH

com.wazeBC8JUJ

com.wazeBQ8KA7

com.wazeBTXG6Q

com.wazeC2XB4H

com.wazeC48JW3

com.wazeCMJ99E

com.wazeD7CNUM

com.wazeD83RG3

com.wazeDKW4WM

com.waze [data/Root/app/com.waze-1/base.apk/AndroidManifest.xml]EBG8GN

com.wazeEPJBUL

com.wazeERPVHL

com.wazeEV8VZM

com.wazeEXUKE9

com.wazeFXTZ9K

[root]/app/com.waze-1/bas.apkG7Z2ZY

Com.waze-1/base.apkHBQEBL

com.wazeJ3RRLY
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WebCode Response

com.wazeJCFLXV

com.wazeJWZK26

com.wazeKPGGU3

com.wazeKXDJXF

com.wazeL4YN7T

com.waze (from appstate table of localappstate.db)LBHWT6

com.wazeLDKV4X

com.wazeLHU9JB

Name: "waze-GPS, Maps & Traffic" Identifier: "com.waze"LWWHP6

com.wazeM6LPM2

com.wazeM8QFRV

com.wazeMDK6GF

/root/app/com.waze-1/base.apkMEC94V

com.wazeMTQEC9

com.wazeN3FNZA

com.wazeNLQEER

com.wazeP6YXN2

com.waze-1PDR9YW

com.wazePKPZ66

Base.apkPL7B3C

The package_name for the Waze Application is “com.waze”.PPMK9N

com.wazeQDP28N

com.wazeQW2T96

com.wazeQWX47T

com.wazeR99V9T

base.apk (data/Root/app/com.waze-1/base.apk)RDLXVN

com.wazeRNKCFV

com.wazeRNZTBN

com.wazeRVW9UB

com.wazeRYLWF3

com.wazeTGWQJ3

com.wazeUGD3X2

Com.wazeULC8H7

com.wazeVQY8AP

com.wazeW7KA6J

com.wazeWGP3WY

com.wazeWV8Q9H

com.wazeX3GET4

XEG8Q2
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WebCode Response

com.wazeYM7FNW

base.apkZ7ZDQP

com.wazeZJ2ALW

com.wazeZVDCAE

com.waze Consensus Result:

 Expected Response Explanation:
Information about the package_name for the Waze Application can be found within the localappstate.db database file 
under the appstate table. This file can be located at: data/Root/data/com.android.vending/databases/localappstate.db

 Screen Shot:
Database: localappstate >>> Table: appstate
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Question 16: Provide the POF Free Dating Application username associated with this device.

bcooper1381 Manufacturer ' s Expected Response:

WebCode Response

"bencooper" or "User id= 153281764"3YME8V

bcooper13814D2G3Y

bcooper138164W7DD

bcooper138168TVUL

bcooper13816NG98D

bcooper13817MPGZU

bcooper13818AEEVV

bcooper13818H3CEM

bcooper138197NRER

bcooper138198HMTM

bcooper13819RABMP

bcooper13819TFVBP

Bcooper13819V63VL

bcooper13819VLGYP

bcooper1381A6RHYF

bcooper1381AD36NA

bcooper1381AHXWV8

bcooper1381AV2ZJL

bcooper1381B4Q8GH

bcooper1381BC8JUJ

bcooper1381BQ8KA7

bcooper1381BTXG6Q

bcooper1381C2XB4H

bcooper1381C48JW3

bcooper1381CMJ99E

bcooper1381D7CNUM

bcooper1381D83RG3

bcooper1381DKW4WM

bcooper1381 [data/Root/data/com.android/shared.prefs/null.xml]EBG8GN

bcooper1381EPJBUL

bcooper1381ERPVHL

bcooper1381EV8VZM

bcooper1381EXUKE9

bcooper1381FXTZ9K

bcooper1381G7Z2ZY

Vhgfyhgcx54HBQEBL

bcooper1381J3RRLY
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WebCode Response

bcooper1381JCFLXV

bcooper1381JWZK26

bcooper1381 userid = 153281764KPGGU3

bcooper1381KXDJXF

bcooper1381L4YN7T

bcooper1381 (from userName of null.xml)LBHWT6

bcooper1381LDKV4X

bcooper1381LHU9JB

bcooper1381LWWHP6

bcooper1381M6LPM2

Plenty of FishM8QFRV

bcooper1381MDK6GF

bcooper1381MEC94V

bcooper1381MTQEC9

bcooper1381N3FNZA

bcooper1381NLQEER

bcooper1381P6YXN2

bcooper1381PDR9YW

bencooper1381@gmail.comPKPZ66

bcooper1381PL7B3C

The POF Free Dating application username associated with this device is: “bcooper1381”.PPMK9N

bcooper1381QDP28N

bcooper1381QW2T96

bcooper1381QWX47T

bcooper1381R99V9T

bcooper1381RDLXVN

bcooper1381RNKCFV

bcooper1381RNZTBN

bcooper1381RVW9UB

bcooper1381RYLWF3

bcooper1381TGWQJ3

bcooper1381UGD3X2

bcooper1381ULC8H7

Bcooper1381VQY8AP

bcooper1381W7KA6J

bcooper1381WGP3WY

bcooper1381WV8Q9H

bcooper1381X3GET4

bcooper1381XEG8Q2
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WebCode Response

bcooper1381YM7FNW

bcooper1381Z7ZDQP

bcooper1381ZJ2ALW

bcooper1381ZVDCAE

bcooper1381 Consensus Result:

 Expected Response Explanation:
The POF Free Dating Application username can be found within the string function of the null.xml document. This file 
can be located at: data/Root/data/com.pof.android/shared_prefs/null.xml

 Screen Shot:
POF Free Dating Application Username:
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Question 17: Via the POF Free Dating Application, provide the username whose sender_profile_id is 
139693337.

laurelmurray Manufacturer ' s Expected Response:

WebCode Response

laurelmurray3YME8V

laurelmurray4D2G3Y

laurelmurray64W7DD

Laurelmurray68TVUL

laurelmurray6NG98D

laurelmurray7MPGZU

laurelmurray8AEEVV

laurelmurray8H3CEM

laurelmurray97NRER

laurelmurray98HMTM

laurelmurray9RABMP

laurelmurray9TFVBP

laurelmurray9V63VL

laurelmurray9VLGYP

laurelmurrayA6RHYF

LaurelmurrayAD36NA

laurelmurrayAHXWV8

laurelmurrayAV2ZJL

laurelmurrayB4Q8GH

laurelmurrayBC8JUJ

laurelmurrayBQ8KA7

laurelmurrayBTXG6Q

Laurel MurrayC2XB4H

laurelmurrayC48JW3

laurelmurrayCMJ99E

laurelmurrayD7CNUM

laurelmurrayD83RG3

DKW4WM

laurelmurray [data/Root/data/com.pof.android/databases/NOTIFICATION_CENTER/ncuser]EBG8GN

laurelmurrayEPJBUL

laurelmurrayERPVHL

laurelmurrayEV8VZM

laurelmurrayEXUKE9

laurelmurrayFXTZ9K

laurelmurrayG7Z2ZY

laurelmurrayHBQEBL

laurelmurrayJ3RRLY
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WebCode Response

laurelmurrayJCFLXV

laurelmurrayJWZK26

laurelmurrayKPGGU3

laurelmurrayKXDJXF

laurelmurrayL4YN7T

laurelmurray (from nc_user table of NOTIFICATION_CENTER database)LBHWT6

laurelmurrayLDKV4X

laurelmurrayLHU9JB

laurelmurrayLWWHP6

laurelmurraryM6LPM2

laurelmurrayM8QFRV

laurelmurrayMDK6GF

LaurelmurrayMEC94V

laurelmurrayMTQEC9

laurelmurrayN3FNZA

laurelmurrayNLQEER

laurelmurrayP6YXN2

laurelmurrayPDR9YW

laurelmurrayPKPZ66

laurelmurrayPL7B3C

The sender_profile_id 13969337 is associated with the username “laurelmurray”.PPMK9N

laurelmurrayQDP28N

laurelmurrayQW2T96

laurelmurrayQWX47T

laurelmurrayR99V9T

"laurelmurray"RDLXVN

laurelmurrayRNKCFV

laurelmurrayRNZTBN

laurelmurrayRVW9UB

laurelmurrayRYLWF3

laurelmurrayTGWQJ3

laurelmurrayUGD3X2

laurelmurrayULC8H7

laurelmurrayVQY8AP

laurelmurrayW7KA6J

laurelmurrayWGP3WY

laurelmurrayWV8Q9H

laurelmurrayX3GET4

laurelmurrayXEG8Q2

laurelmurrayYM7FNW
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WebCode Response

Z7ZDQP

laurelmurrayZJ2ALW

laurelmurrayZVDCAE

laurelmurray Consensus Result:

 Expected Response Explanation:
The username for the sender_profile_id (139693337) can be found within the NOTIFICATION_CENTER.db database 
file under the nc_user table. This file can be located at: 
data/Root/data/com.pof.android/databases/NOTIFICATION_CENTER.db

 Screen Shot:
Database: NOTIFICATION_CENTER >>> Table: nc_user
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Question 18: How many URLS were visited in Chrome?

Twelve (12) Manufacturer ' s Expected Response:

WebCode Response

133YME8V

14 URLs4D2G3Y

Twelve (12)64W7DD

1268TVUL

13 (12 unique URLs)6NG98D

147MPGZU

148AEEVV

148H3CEM

There were 12 different URLS listed in Chrome, however, there were 13 visits listed in Chrome.97NRER

1298HMTM

Twelve (12)9RABMP

129TFVBP

129V63VL

129VLGYP

12A6RHYF

12AD36NA

12AHXWV8

14AV2ZJL

12B4Q8GH

13BC8JUJ

12BQ8KA7

14BTXG6Q

13C2XB4H

12C48JW3

12 different URLs were visited According to the Chrome History database, 12 different URLs were visited. 
According to the Web History category, 14 URL entries were reported but two of those were duplicates 
(Loudon County and Public Storage®). This is consistent with 12 different URLs visited that was reported 
by the database file.

CMJ99E

12D7CNUM

Twelve (12)D83RG3

14DKW4WM

12 URLS were visited, however two one was visited twice (https//:www.loudoun.gov/claudemoorpark 
AND https//:m.publicstorage.com)

EBG8GN

12EPJBUL

14ERPVHL

14 visited (includes URLs accessed more than once and one deleted entry to 
https://m.publicstorage.com/)

EV8VZM

12EXUKE9

12 (There were 12 different URL's visited; however, one was visited twice.)FXTZ9K

Copyright © 2017 CTS, Inc( 59 )Printed:  September 11, 2017



Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 18  Applications

WebCode Response

134G7Z2ZY

Fourteen (14)HBQEBL

12 (12 unique URLS. 14 listed in log, 1 deleted repeat & 1 URL visited twice).J3RRLY

Total: 14, unique: 12JCFLXV

12JWZK26

12KPGGU3

14KXDJXF

12L4YN7T

12 distinct URLS were visited. However, one of the URLs was visited twice; the second visit occurred within 
two seconds of the initial visit. (from urls table of History database)

LBHWT6

12LDKV4X

12LHU9JB

13LWWHP6

14 (1 deleted)M6LPM2

12M8QFRV

12 unique URL’s (excluding deleted and multiple visits of the same URL)MDK6GF

13MEC94V

12MTQEC9

14N3FNZA

12NLQEER

There are 12 different URLS according to the Chrome Database. One of the 12 URLS, 
www.loudoun.gov, was visited twice.

P6YXN2

12PDR9YW

13PKPZ66

12 (plus 2 repeated URLs visited)PL7B3C

12 unique URLS were visited in Chrome, however 14 visits were made, including one that was deleted.PPMK9N

14QDP28N

12QW2T96

13QWX47T

12R99V9T

14RDLXVN

12RNKCFV

Twelve (12)RNZTBN

13RVW9UB

12RYLWF3

14 (13 live and 1 deleted)TGWQJ3

14UGD3X2

14ULC8H7

12VQY8AP

Twelve (12)W7KA6J
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WebCode Response

14WGP3WY

12WV8Q9H

12X3GET4

14XEG8Q2

12YM7FNW

14Z7ZDQP

12ZJ2ALW

12ZVDCAE

Due to the ambiguity of the question, the following answers were accepted. There were a total of 
14 URLS visited, including deleted and duplicates. If the duplicated visit was ignored, there were 
13 visits to different URLS. If the deleted URL was not included in the counts, then there were 12 
unique URLS visited using Chrome.

 Consensus Result:

 Expected Response Explanation:
There were a total of 14 URLS, including deleted and duplicates. One of the URLS “https://m.publicstorage.com/” was 
deleted, making it 13 visits to different URLS. Of these 13 URLS, "http://www.loudoun.gov/claudemoorepark" was 
visited twice. Hence, there were 12 unique URLS visited using Chrome. The number of URLs can be found within the 
Google Chrome History.db database file under the urls table. Information about this file can be located at: 
data/Root/data/com.android.chrome/app_chrome/Default/Chrome

 Screen Shot:
Database: History >>> Table: urls

URL Last Visited Deleted
1 http://whatculture.com/science/10-ways-to-dispose-of-a-dead- 3/2/2017 01:17:33 Chrome

2 http://www.healthprose.org/xanax/ 3/1/2017 01:22:16 Chrome

3 http://killmywife.blogspot.com/2008/12/101-ways-to-get-rid-of-your-3/1/2017 12:43:13 Chrome

4 https://www.helpguide.org/articles/stress/stress- 2/28/2017 03:21:06 Chrome

5 http://www.rd.com/health/conditions/natural-anxiety-relief/ 2/28/2017 03:03:53 Chrome

6 http://www.healthline.com/health/depression/help-for-depression 2/28/2017 02:54:40 Chrome

7 http://elitedaily.com/dating/save-relationship-couples- 2/28/2017 02:42:45 Chrome

8 https://m.publicstorage.com/ 2/28/2017 08:22:03 Chrome

9 https://www.nationaldebtrelief.com/ 2/27/2017 02:26:41 Chrome

10 http://m.wikihow.com/Improve-Your-Relationship-With-Your- 2/27/2017 01:55:01 Chrome

11 https://www.loudoun.gov/claudemoorepark 2/27/2017 11:33:47 Chrome

12 https://www.loudoun.gov/claudemoorepark 2/27/2017 11:33:45 Chrome

13 https://www.washingtonian.com/2015/11/04/washington-dcs-best- 2/27/2017 10:36:41 Chrome

14 https://m.publicstorage.com/ Chrome Yes
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Question 19: What is the title of the last website visited in Google Chrome?

10 Ways To Dispose Of A Dead Body (If You Really Needed To) Manufacturer ' s Expected Response:

WebCode Response

10 Ways To Dispose Of A Dead Body (If You Really Needed To)3YME8V

10 Ways To Dispose Of A Dead Body (If You Really Needed To)4D2G3Y

10 Ways To Dispose Of A Dead Body (If You Really Needed To)64W7DD

10 Ways To Dispose Of A Dead Body (If You Really Needed To)68TVUL

10 Ways To Dispose Of A Dead Body (If You Really Needed To)6NG98D

10 Ways To Dispose Of A Dead Body (If You Really Needed To)7MPGZU

10 Ways To Dispose Of A Dead Body (If You Really Needed To)8AEEVV

10 Ways To Dispose Of A Dead Body (If You Really Needed To)8H3CEM

10 Ways To Dispose Of A Dead Body (If You Really Needed To)97NRER

10 Ways To Dispose Of A Dead Body (If You Really Needed To)98HMTM

10 Ways To Dispose Of A Dead Body (If You Really Needed To)9RABMP

10 Ways to Dispose of A dead Body (If You Really Needed To)9TFVBP

10 Ways To Dispose Of A Dead Body (If You Really Needed To)9V63VL

10 Ways to dispose of a dead body (If you really needed to)9VLGYP

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toA6RHYF

10 Ways To Dispose Of A Dead Body (If You Really Needed To)AD36NA

10 Ways To Dispose Of A Dead Body (If You Really Needed To)AHXWV8

10 Ways To Dispose Of A Dead Body (If You Really Needed To)AV2ZJL

10 Ways To Dispose Of A Dead Body (If You Really Needed To)B4Q8GH

10 Ways To Dispose Of A Dead Body (If You Really Needed To)BC8JUJ

10 ways to dispose of a body (If you Really Needed to)BQ8KA7

10 Ways To Dispose Of A Dead Body (If You Really Needed To)BTXG6Q

10 Ways to dispose of a dead body (if you really needed to)C2XB4H

10 Ways To Dispose Of A Dead Body (If You Really Needed To)C48JW3

10 Ways to Dispose Of A Dead Body (If You Really Needed To)CMJ99E

10 Ways To Dispose Of A Dead Body (If You Really Needed To)D7CNUM

10 Ways To Dispose Of A Dead Body (If You Really Needed To)D83RG3

10 ways to dispose of a dead body (if you really need to)DKW4WM

whatculture.com was visited last 02 March 2017 18:17:33 EDT(after the clocks advanced at 02:00 on 
2nd March from EST)

EBG8GN

10 Ways To Dispose Of A Dead Body (If You Really Needed To)EPJBUL

10 Ways To Dispose Of A Dead Body (If You Really Needed To)ERPVHL

10 Ways To Dispose Of A Dead Body (If You Really Needed To)EV8VZM

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toEXUKE9

10 Ways To Dispose of A Dead Body (If You Really Needed To)FXTZ9K

10 Ways To Dispose Of A Dead Body (If You Really Needed To)G7Z2ZY

10 Ways To Dispose Of A Dead Body (If You Really Needed To)HBQEBL
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WebCode Response

whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toJ3RRLY

10 Ways To Dispose Of A Dead Body (If You Really Needed To)JCFLXV

10 ways to dispose of a dead body (if you really need to)JWZK26

10 ways to dispose of a dead body (if you really needed to)KPGGU3

10 Ways To Dispose Of A Dead Body (If You Really Need To)KXDJXF

10 Ways to Dispose of a dead body (if you really needed to)L4YN7T

10 Ways To Dispose Of A Dead Body (If You Really Needed To) (from urls table of History database)LBHWT6

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toLDKV4X

10 Ways To Dispose Of A Dead Body (If You Really Needed To)LHU9JB

10 Ways to Dispose Of A Dead Body (If You Really Needed To)LWWHP6

10 Ways To Dispose Of A Dead Body (If You Really Needed To)M6LPM2

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toM8QFRV

10 Ways To Dispose Of A Dead Body (If You Really Needed To)MDK6GF

"10-ways-to-dispose-of-a-dead-body-if-you-really-needed-to"MEC94V

10 Ways To Dispose Of A Dead Body (If You Really Needed To)MTQEC9

whatculture.comN3FNZA

10 Ways To Dispose Of A Dead Body (If You Really Needed To)NLQEER

10 Ways To Dispose Of A Dead Body (If You Really Needed To)P6YXN2

10 Ways To Dispose Of A Dead Body (If You Really Needed To)PDR9YW

10 Ways To Dispose Of A Dead Body (If You Really Needed To)PKPZ66

10 Ways To Dispose Of A Dead Body (If You Really Needed To)PL7B3C

The title of the last website visited in Google Chrome is “10 Ways to Dispose Of A Dead Body (If You 
Really Needed To)”.

PPMK9N

10 ways to dispose of a Dead Body (if you Really Needed To)QDP28N

10 Ways To Dispose Of A Dead Body (If You Really Needed To)QW2T96

10 Ways to Dispose Of a Dead Body (If you Really Needed To)QWX47T

10 Ways To Dispose Of A Dead Body (If You Really Needed To)R99V9T

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toRDLXVN

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-need-toRNKCFV

10 Ways To Dispose Of A Dead Body (If You Really Needed To)RNZTBN

Buy Xanax Online cheap Without Prescription overnight delivery - healthproseRVW9UB

10 Ways To Dispose Of A Dead Body (If You Really Needed To)RYLWF3

10 Ways To Dispose of A Dead Body (If You Really Needed To)TGWQJ3

10 Ways To Dispose of A Dead Body (If You Really Nedded To)UGD3X2

10 Ways To Dispose Of A Dead Body (If You Really Needed To)ULC8H7

10 Ways To Dispose Of A Dead Body (If You Really Needed To)VQY8AP

10 Ways To Dispose Of A Dead Body (If You Really Needed To)W7KA6J

10 Ways To Dispose Of A Dead Body (If You Really Needed To)WGP3WY

10 Ways To Dispose Of A Dead Body (If You Really Needed To)WV8Q9H

10 Ways To Dispose Of A Dead Body (If You Really Needed To)X3GET4
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WebCode Response

10 ways to dispose of a dead body (if you really needed to)XEG8Q2

10 Ways To Dispose Of A Dead Body (If You Really Needed To)YM7FNW

http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-toZ7ZDQP

10 Ways To Dispose Of A Dead Body (If You Really Needed To)ZJ2ALW

www.whatculture/10 ways to dispose of a dead body if you really need to.comZVDCAE

The title "10 Ways To Dispose Of A Dead Body (If You Really Needed To)" and the URL 
"http://whatculture.com/science/10-ways-to-dispose-of-a-dead-body-if-you-really-needed-to".

 Consensus Result:

 Expected Response Explanation:
The title of the last website visited in Google Chrome can be determined by viewing the last record within the urls table 
of Google Chrome History.db database file.  This file can be located at: 
data/Root/data/com.android.chrome/app_chrome/Default/History

 Screen Shot:
Database: History >>> Table: urls

Website URL
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Question 20: How many calendar events are listed on this device?

Four (4) Manufacturer ' s Expected Response:

WebCode Response

43YME8V

4 events4D2G3Y

Four (4)64W7DD

468TVUL

46NG98D

47MPGZU

48AEEVV

48H3CEM

497NRER

498HMTM

Four (04)9RABMP

49TFVBP

49V63VL

49VLGYP

4A6RHYF

4AD36NA

4AHXWV8

4AV2ZJL

4B4Q8GH

4BC8JUJ

4BQ8KA7

4BTXG6Q

4C2XB4H

4C48JW3

4CMJ99E

4D7CNUM

Four (4)D83RG3

4DKW4WM

4 : Jack's Birthday - 15 May 2017 20:00(UTC -04:00) Nicole's Birthday - 26 March 2017 20:00 (UTC 
-04:00) Hike at Balls Bluff Regional Park - Leesburg - 01 March 2017 14:00 (UTC -05:00) Doctor Smith 
- 28 February 2017 18:30 (UTC -05:00) 
[data/Root/data/com.android.providers.calendar/databases/calendar.db]

EBG8GN

4EPJBUL

4ERPVHL

4EV8VZM

4EXUKE9

4FXTZ9K

4G7Z2ZY
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WebCode Response

Four (4)HBQEBL

4J3RRLY

4JCFLXV

4JWZK26

4KPGGU3

4KXDJXF

4L4YN7T

4 (from Events table of calendar.db)LBHWT6

Four (4)LDKV4X

FourLHU9JB

4LWWHP6

4M6LPM2

4M8QFRV

4MDK6GF

4MEC94V

4MTQEC9

4N3FNZA

4NLQEER

4P6YXN2

4PDR9YW

4PKPZ66

4PL7B3C

There are four calendar events listed on this device.PPMK9N

4QDP28N

4QW2T96

4QWX47T

4R99V9T

4RDLXVN

4RNKCFV

Four (4)RNZTBN

4RVW9UB

4RYLWF3

4TGWQJ3

4UGD3X2

4ULC8H7

4VQY8AP

Four (4)W7KA6J

4WGP3WY

4WV8Q9H

4X3GET4
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WebCode Response

4XEG8Q2

4YM7FNW

4Z7ZDQP

4ZJ2ALW

4ZVDCAE

Four (4) Consensus Result:

 Expected Response Explanation:
The number of calendar events on this device can be found within the calendar.db database file under the events table. 
This file can be located at: data/Root/data/com.android.providers.calendar/databases/calendar.db

 Screen Shot:
Database: calendar >>> Table: events
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Question 21: Provide the calendar event names listed in the calendar database.

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff 
Regional Park - Leesburg

 Manufacturer ' s Expected Response:

WebCode Response

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg3YME8V

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor Smith4D2G3Y

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg64W7DD

"Nicole's Birthday", "Jack's Birthday", "Doctor Smith" , "Hike at Balls Bluff Regional Park - Leesburg"68TVUL

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg6NG98D

Nicole's Birthday, Jacks's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg7MPGZU

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor Smith8AEEVV

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg8H3CEM

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg97NRER

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg98HMTM

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor Smith9RABMP

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor Smith9TFVBP

Jack's Birthday, Nicole's Birthday, Hike at balls Bluff Regional Park - Leesburg, Doctor Smith9V63VL

Jacks birthday, Nikole's birthday, Hike at Balls Bluff Regional Park -Leesburg, Doctor Smith9VLGYP

Nicole's Birthday, Jack's Birthday, Hike at Balls Bluff Regional Park - Leesburg and Doctor SmithA6RHYF

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithAD36NA

-Nicole's Birthday -Jack's Birthday -Doctor Smith -Hike at Balls Bluff Regional Park - LeesburgAHXWV8

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgAV2ZJL

Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg, Jack's Birthday, Nicole's BirthdayB4Q8GH

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgBC8JUJ

Doctor Smith, Jack's Birthday Nicole's Birthday Hike at Balls Bluff Regional Park - LeesburgBQ8KA7

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithBTXG6Q

Jack's Birthday, Nicole's Birthday, Doctor Smith, Hike at Bulls Bluff Regional Park - LeesburgC2XB4H

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgC48JW3

Nicole's Birthday, Jack's Birthday, Doctor Smith, and Hike at Balls Bluff Regional Park - LeesburgCMJ99E

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgD7CNUM

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgD83RG3

Jack, Nicole, Dr.SmithDKW4WM

Jack's Birthday - 15 May 2017 20:00(UTC -04:00), Nicole's Birthday - 26 March 2017 20:00 (UTC 
-04:00), Hike at Balls Bluff Regional Park - Leesburg - 01 March 2017 14:00 (UTC -05:00), Doctor 
Smith - 28 February 2017 18:30 (UTC -05:00) [File 
Systems/data/Root/data/com.android.providers.calendar/databases/calendar.db]

EBG8GN

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithEPJBUL

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, & Doctor SmithERPVHL

(1) Nicole's Birthday (2) Jack's Birthday (5) Doctor Smith (6) Hike at Balls Bluff Regional Park - Leesburg.EV8VZM

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgEXUKE9

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburyFXTZ9K
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WebCode Response

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithG7Z2ZY

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgHBQEBL

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgJ3RRLY

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgJCFLXV

Jacks Birthday, Nicoles Birthday, Hike to Balls Bluff Regional Park, Lessburg, Doctor SmithJWZK26

Nicole's Birthday, Jacks's Birthday, Doctor Smith, Hike at Bull Bluff Regional Park - LeesburgKPGGU3

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgKXDJXF

Jack's Birthday, Nicole's Birthday, Hike at Balls bluff regional park - Leesburg, Doctor SmithL4YN7T

Nicole's Birthday, Jack's Birthday, Doctor Smith, & Hike at Balls Bluff Regional Park - Leesburg (from 
Events table of calendar.db)

LBHWT6

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgLDKV4X

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgLHU9JB

"Jack's Birthday", "Nicole's Birthday", "Hike at Balls Bluff Regional Park - Leesburg", and "Doctor Smith"LWWHP6

Nicole's Birthday Jack's Birthday Doctor Smith Hike at Balls Bluff Regional Park - LeesburgM6LPM2

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithM8QFRV

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithMDK6GF

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgMEC94V

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgMTQEC9

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithN3FNZA

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgNLQEER

There is no category within this table labeled “event names.” However, the “titles” are listed. Nicole's 
Birthday, Jack's Birthday, Doctor Smith, and Hike at Balls Bluff Regional Park - Leesburg

P6YXN2

Nicole’s bday, Jack’s bday, Dr smith, Hike at balls bluff reg park – leesburgPDR9YW

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithPKPZ66

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgPL7B3C

The four calendar event names listed in the calendar database are listed as: “Nicole's Birthday”, “Jack's 
Birthday”, “Doctor Smith”, and “Hike at Balls Bluff Regional Park - Leesburg”.

PPMK9N

Nicole's Birthday, Jack's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithQDP28N

Nicole's Birthday, Jack's Birthday, Doctor Smith and Hike at Balls Bluff Regional Park - LeesburgQW2T96

Hike at Balls Bluff Regional Park - Leesburg, Nicole's Birthday, Jack's Birthday, Doctor SmithQWX47T

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgR99V9T

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithRDLXVN

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgRNKCFV

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgRNZTBN

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgRVW9UB

Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg, Nicole's Birthday, Jack's BirthdayRYLWF3

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgTGWQJ3

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithUGD3X2

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithULC8H7

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithVQY8AP
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WebCode Response

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgW7KA6J

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgWGP3WY

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgWV8Q9H

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgX3GET4

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Ball's Bluff Regional Park - LeesburgXEG8Q2

Jack's Birthday, Nicole's Birthday, Hike at Balls Bluff Regional Park - Leesburg, Doctor SmithYM7FNW

Hike at Balls Bluff Regional Park - Leesburg, Doctor Smith, Jack's Birthday & Nicole's BirthdayZ7ZDQP

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - LeesburgZJ2ALW

Jack's Bday, Nicole's Bday, Hike at Balls Bluff Regional Park- Leesburg, Doctor SmithZVDCAE

Nicole's Birthday, Jack's Birthday, Doctor Smith, Hike at Balls Bluff Regional Park - Leesburg Consensus Result:

 Expected Response Explanation:
A list of the calendar events on this device can be found within the calendar.db database file under the events table. 
This file can be located at: data/Root/data/com.android.providers.calendar/databases/calendar.db

 Screen Shot:
Database: calendar >>> Table: events
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Question 22: What are the memos (names) of the alarms that were named?

Wake up for work, Feed Jack Manufacturer ' s Expected Response:

WebCode Response

"Wake up for work", "Feed Jack"3YME8V

Wake up for work, Feed Jack4D2G3Y

Wake up for work, Feed Jack64W7DD

"Feed Jack" , "Wake up for work"68TVUL

Wake up for work, Feed Jack6NG98D

Wake up for work, Feed Jack7MPGZU

Wake up for work, Feed Jack8AEEVV

Wake up for work, Feed Jack8H3CEM

Wake up for Work, Feed Jack97NRER

Wake up for work, Feed Jack98HMTM

Wake up for work, Feed Jack9RABMP

Wake up for work, Feed Jack9TFVBP

Wake up for work, Feed Jack9V63VL

Wake up for work, Feed Jack9VLGYP

A6RHYF

Wake up for work, Feed JackAD36NA

wake up for work, Feed JackAHXWV8

Wake up for work, Feed JackAV2ZJL

1.Wake up for work 2.Feed Jack 3. blankB4Q8GH

Wake up for work, Feed JackBC8JUJ

Wake up for work, Feed JackBQ8KA7

Wake Up For Work, Feed JackBTXG6Q

Wake up for work, Feed JackC2XB4H

"Wake up for work", "Feed Jack"C48JW3

Wake up for work and Feed JackCMJ99E

Wake up for work, Feed JackD7CNUM

Wake up for work, Feed JackD83RG3

Hike at Balls Bluff Regional Park - LeesburgDKW4WM

Windflower.ogg White_Rabbit.ogg Voice_of_Nature.ogg Timer.ogg Temple_Stay.ogg Shampoo.ogg 
Running.ogg Music_Box.ogg Morning_Scent.ogg Melody_Alarm.ogg Journey.ogg Headline.ogg 
Dawning_Sky.ogg Country_Road.ogg Clockwork.ogg Cello.ogg Beautiful_Day.ogg 
Acappella_Good_Morning.ogg two more were recorded but not 'named' : Alarm_2.ogg Alarm_1.ogg

EBG8GN

Wake up for work, Feed JackEPJBUL

"Wake up for work" & "Feed Jack"ERPVHL

Feed Jack, Wake for WorkEV8VZM

Wake up for work, Feed JackEXUKE9

Wake up for work, Feed JackFXTZ9K

Feed Jack, Wake up for workG7Z2ZY
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WebCode Response

(Blank), Wake up for work, Feed JackHBQEBL

Wake up for work, Feed Jack (2 named. 3 in total, 1 blank)J3RRLY

Wake up for work, Feed JackJCFLXV

Wake up for work, Feed JackJWZK26

Feed Jack, Wake up for workKPGGU3

Wake up for work, Feed JackKXDJXF

wake up for work and Feed JackL4YN7T

Wake up for work & Feed Jack (from alarms table of alarms.db)LBHWT6

Wake up for work, Feed JackLDKV4X

Wake up for work, Feed JackLHU9JB

"Wake Up for Work" and "Feed Jack"LWWHP6

Feed Jack, Wake up for work, (unnamed)M6LPM2

Wake up for work, Feed JackM8QFRV

Wake up for work, Feed JackMDK6GF

Wake Up for work, Feed JackMEC94V

Wake up for work, Feed JackMTQEC9

Wake up for work, Feed JackN3FNZA

Wake up for work, Feed JackNLQEER

Wake up for work and Feed JackP6YXN2

wake up for work, Feed JackPDR9YW

Wake up for work, Feed JackPKPZ66

Wake up for work, Feed JackPL7B3C

The memos (names) of the alarms were named “Wake up for Work” and “Feed Jack”.PPMK9N

noneQDP28N

Wake up for work and Feed JackQW2T96

Wake up for work, Feed JackQWX47T

Wake up for work, Feed JackR99V9T

1. Without memo 2. "Wake up for work" 3. "Feed Jack"RDLXVN

Wake up for work, Feed JackRNKCFV

Wake up for work, Feed JackRNZTBN

First one has no memo (name), Wake up for work, Feed JackRVW9UB

Wake up for work, Feed JackRYLWF3

Wake up for work, Feed JackTGWQJ3

Jack, Nicole, Doctor SmithUGD3X2

Wake up for work, Feed JackULC8H7

Wake up for work, Feed JackVQY8AP

Wake up for work, Feed JackW7KA6J

Wake up for work, Feed JackWGP3WY

Wake up for work, Feed JackWV8Q9H
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WebCode Response

Wake up for work, Feed JackX3GET4

1, 2, 3, 4XEG8Q2

Wake up for work & Feed JackYM7FNW

Wake up for work & Feed JackZ7ZDQP

Wake up for work, Feed JackZJ2ALW

wake up for work, feed jackZVDCAE

Wake up for work, Feed Jack Consensus Result:

 Expected Response Explanation:
Information about the memos for the alarms can be found within the alarms.db database file under the alarms table. 
This file can be located at: data/Root/data/com.lge.clock/databases/alarms.db

 Screen Shot:
Database: alarms >>> Table: alarms
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Question 23: How many locations were visited via Waze?

Three (3) Manufacturer ' s Expected Response:

WebCode Response

33YME8V

34D2G3Y

Three (3)64W7DD

368TVUL

36NG98D

37MPGZU

38AEEVV

38H3CEM

397NRER

398HMTM

Three (03)9RABMP

39TFVBP

39V63VL

39VLGYP

46105 Loudoun Park Lane, Sterling, Virginia Leesburg, VA 7700 Bull Run Dr, VirginiaA6RHYF

3AD36NA

3AHXWV8

Three (3)AV2ZJL

3B4Q8GH

3BC8JUJ

3BQ8KA7

3BTXG6Q

3C2XB4H

3C48JW3

3CMJ99E

3D7CNUM

Three (3)D83RG3

3DKW4WM

3EBG8GN

3EPJBUL

3ERPVHL

3EV8VZM

3EXUKE9

3FXTZ9K

3G7Z2ZY

Three (3)HBQEBL

3J3RRLY
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WebCode Response

3JCFLXV

3JWZK26

3KPGGU3

3KXDJXF

3L4YN7T

3 (from PLACES and RECENTS tables of user.db)LBHWT6

Three (3)LDKV4X

ThreeLHU9JB

3LWWHP6

3M6LPM2

3M8QFRV

3MDK6GF

3MEC94V

3MTQEC9

3N3FNZA

3NLQEER

3 locationsP6YXN2

3PDR9YW

3PKPZ66

3PL7B3C

Three locations were visited via Waze.PPMK9N

3QDP28N

3QW2T96

3QWX47T

3R99V9T

3RDLXVN

3RNKCFV

Three (3)RNZTBN

3RVW9UB

3RYLWF3

3TGWQJ3

3UGD3X2

3ULC8H7

3VQY8AP

Three (3)W7KA6J

3WGP3WY

3WV8Q9H

3X3GET4

3XEG8Q2

3YM7FNW
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WebCode Response

3Z7ZDQP

3ZJ2ALW

3ZVDCAE

Three (3) Consensus Result:

 Expected Response Explanation:
Information about the number of locations visited via Waze can be found within the user.db database file under the 
"places" table and "recents" table. This file can be located at: data/Root/data/com.waze/user.db

 Screen Shot:
Database: user >>> Table: places

Database: user >>> Table: recents
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Question 24: Provide the location names visited via Waze from the "Recents" table.

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run 
Regional Park

 Manufacturer ' s Expected Response:

WebCode Response

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park3YME8V

1. Claude Moore Park 2. Ball's Bluff Battlefield Regional Park 3. Bull Run Regional Park4D2G3Y

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park64W7DD

"Claude Moore Park", "Ball's Bluff Battlefield Regional Park", "Bull Run Regional Park"68TVUL

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park6NG98D

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Ball Run Regional Park7MPGZU

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park8AEEVV

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park8H3CEM

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park97NRER

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park98HMTM

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park9RABMP

Bull Run Regional Park, Balls Bluff Battlefield Regional Park, Claude Moore Park9TFVBP

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore Park9V63VL

Bull Run Regional Park, Balls Bluff Battlefield Regional Park, Claude Moore Park9VLGYP

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkA6RHYF

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkAD36NA

Bull Run Regional ParkAHXWV8

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkAV2ZJL

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkB4Q8GH

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkBC8JUJ

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkBQ8KA7

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkBTXG6Q

Bull Run Regional Park, Bull's Bluff Battlefield Regional Park, Claude Moore ParkC2XB4H

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkC48JW3

Claude Moore Park, Ball's Bluff Battlefield Regional Park and Bull Run Regional ParkCMJ99E

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkD7CNUM

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkD83RG3

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkDKW4WM

Bull Run Regional Park Bull Run Dr, 7700, Virginia 03-Mar-17 10:26:04(UTC-5), Ball's Bluff Battlefield 
Regional Park Leesburg, VA 01-Mar-17 13:42:58(UTC-5), Claude Moore Park Loudoun Park Lane, 
46105, Sterling, Virginia 27-Feb-17 12:00:46(UTC-5)

EBG8GN

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkEPJBUL

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, & Claude Moore ParkERPVHL

‘Claude Moore Park’ ‘Ball's Bluff Battlefield Regional Park’ ‘Bull Run Regional Park’EV8VZM

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkEXUKE9

Claude Moore Park, Balls Bluff Battlefield Regional Park, Bull Run Regional ParkFXTZ9K

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkG7Z2ZY
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WebCode Response

Claude Moore Park, Ball's Bluff Batlefield Regional Park, Bull Run Regional ParkHBQEBL

Claude Moore Park, Balls Bluff Battlefield Regional Park, Bull Run Regional ParkJ3RRLY

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkJCFLXV

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkJWZK26

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkKPGGU3

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkKXDJXF

Claude Moore Park, Balls's Bluff Battlefield Regional Park, and Bull Run Regional ParkL4YN7T

Claude Moore Park, Ball's Bluff Battlefield Regional Park, & Bull Run Regional Park (from RECENTS table 
of user.db)

LBHWT6

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkLDKV4X

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkLHU9JB

"Claude Moore Park", "Ball's Bluff Battlefield Regional Park", and "Bull Run Regional Park"LWWHP6

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkM6LPM2

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkM8QFRV

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkMDK6GF

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkMEC94V

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkMTQEC9

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkN3FNZA

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkNLQEER

Claude Moore Park, Ball's Bluff Battlefield Regional Park, and Bull Run Regional ParkP6YXN2

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkPDR9YW

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkPKPZ66

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkPL7B3C

The location names visited via Waze from the “Recents” table were: “Claude Moore Park”, “Ball's Bluff 
Battlefield Regional Park”, and “Bull Run Regional Park”.

PPMK9N

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkQDP28N

Claude Moore Park, Ball's Bluff Battlefield Regional Park and Bull Run Regional ParkQW2T96

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkQWX47T

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkR99V9T

"Claude Moore Park", "Ball's Bluff Battlefield Regional Park", "Bull Run Regional Park"RDLXVN

Claude Moore Park, Balls Bluff Battlefield Regional Park, Bull Run Regional ParkRNKCFV

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkRNZTBN

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkRVW9UB

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkRYLWF3

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkTGWQJ3

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkUGD3X2

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park, Claude Moore ParkULC8H7

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkVQY8AP

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkW7KA6J

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkWGP3WY
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WebCode Response

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkWV8Q9H

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkX3GET4

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkXEG8Q2

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkYM7FNW

Bull Run Regional Park, Ball's Bluff Battlefield Regional Park & Claude Moore ParkZ7ZDQP

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional ParkZJ2ALW

Claude Moore Park, Ball's Bluff Battlefield Regional ParkZVDCAE

Claude Moore Park, Ball's Bluff Battlefield Regional Park, Bull Run Regional Park Consensus Result:

 Expected Response Explanation:
Information about location names of where this device traveled to via Waze can be found within the user.db database 
file under the recents table. This file can be located at: data/Root/data/com.waze/user.db

 Screen Shot:
Database: user >>> Table: recents
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Question 25: Provide the name of the last location this device traveled to via Waze from the "Recents" 
table.

Bull Run Regional Park Manufacturer ' s Expected Response:

WebCode Response

Bull Run Regional Park3YME8V

Bull Run Regional Park4D2G3Y

Bull Run Regional Park64W7DD

Bull Run Regional Park68TVUL

Bull Run Regional Park6NG98D

Ball Run Regional Park7MPGZU

Bull Run Regional Park8AEEVV

Bull Run Regional Park8H3CEM

Bull Run Regional Park97NRER

Bull Run Regional Park98HMTM

Bull Run Regional Park9RABMP

Bull Run Regional Park9TFVBP

Bull Run Regional Park9V63VL

Bull Run Regional Park9VLGYP

Bull Run Regional ParkA6RHYF

Bull Run Regional ParkAD36NA

Bull Run Dr Virginia 7700AHXWV8

Bull Run Regional ParkAV2ZJL

Bull Run Regional ParkB4Q8GH

Bull Run Regional ParkBC8JUJ

Bull Run Regional ParkBQ8KA7

Bull Run Regional ParkBTXG6Q

Bull Run Regional ParkC2XB4H

Bull Run Regional ParkC48JW3

Bull Run Regional ParkCMJ99E

Bull Run Regional ParkD7CNUM

Bull Run Regional ParkD83RG3

Bull Run Regional ParkDKW4WM

Bull Run Regional Park Bull Run Dr, 7700, Virginia 03-Mar-17 10:26:04(UTC-5)EBG8GN

Bull Run Regional Park Bull Run Dr, 7700, VirginiaEPJBUL

Bull Run Regional ParkERPVHL

Bull Run Regional Park (7700 Bull Run Dr, Virginia)EV8VZM

Bull Run Regional ParkEXUKE9

Bull Run Regional ParkFXTZ9K

Bull Run Regional ParkG7Z2ZY

Bull Run Regional ParkHBQEBL

Bull Run Regional ParkJ3RRLY
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WebCode Response

Bull Run Regional ParkJCFLXV

Bull Run Regional ParkJWZK26

Bull Run Regional ParkKPGGU3

Bull Run Regional ParkKXDJXF

Bull Run Regional ParkL4YN7T

Bull Run Regional Park (from RECENTS table of user.db)LBHWT6

Bull Run Regional ParkLDKV4X

Bull Run Regional ParkLHU9JB

Bull Run Regional ParkLWWHP6

Bull Run Regional ParkM6LPM2

Bull Run Regional ParkM8QFRV

Bull Run Regional ParkMDK6GF

Bull Run Regional ParkMEC94V

Bull Run Regional ParkMTQEC9

Bull Run Regional ParkN3FNZA

Bull Run Regional ParkNLQEER

Bull Run Regional ParkP6YXN2

Bull Run National ParkPDR9YW

Bull Run Regional ParkPKPZ66

Bull Run Regional ParkPL7B3C

The last location that this device traveled to via Waze from the “Recents” table was “Bull Run Regional 
Park”.

PPMK9N

 Bull Run Regional ParkQDP28N

Bull Run Regional ParkQW2T96

Bull Run Regional ParkQWX47T

Bull Run Regional ParkR99V9T

"Bull Run Regional Park"RDLXVN

Bull Run Regional ParkRNKCFV

Bull Run Regional ParkRNZTBN

Bull Run Regional ParkRVW9UB

Bull Run Regional ParkRYLWF3

Bull Run Regional ParkTGWQJ3

Bull Run Regional ParkUGD3X2

Bull Run Regional ParkULC8H7

Bull Run Regional ParkVQY8AP

Bull Run Regional ParkW7KA6J

Bull Run Regional ParkWGP3WY

Bull Run Regional ParkWV8Q9H

Bull Run Regional ParkX3GET4

Bull Run Regional ParkXEG8Q2
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WebCode Response

Bull Run Regional ParkYM7FNW

Bull Run Regional ParkZ7ZDQP

Bull Run Regional ParkZJ2ALW

bull run regional parkZVDCAE

Bull Run Regional Park Consensus Result:

 Expected Response Explanation:
The name of the last location traveled to via Waze can be found by viewing the last record within the list and/or 
converting the EPOCH values found in the created_time column under the recents table within the user.db database 
file. This file can be located at: data/Root/data/com.waze/user.db

 Screen Shot:
Database: user >>> Table: recents (Date & Time Conversion column added by CTS)
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Question 26: Provide the EPOCH timestamp value for the last location visited in Waze.

1488554764 Manufacturer ' s Expected Response:

WebCode Response

14885547643YME8V

1488554764; (2017-03-03 15:26:04 - Bull Run Regional Park)4D2G3Y

148855476464W7DD

148855476468TVUL

14885547646NG98D

14885547647MPGZU

14885547648AEEVV

14885547648H3CEM

148855476497NRER

148855476498HMTM

14885547649RABMP

14885547649TFVBP

14885547649V63VL

14885547649VLGYP

1488554764A6RHYF

1488554764AD36NA

1488556303AHXWV8

1488554764AV2ZJL

1488554764B4Q8GH

1488554764BC8JUJ

1488554764BQ8KA7

1488554764BTXG6Q

1488554764C2XB4H

1488554764C48JW3

1488554764CMJ99E

1488554764D7CNUM

1488554764D83RG3

1488554764DKW4WM

0x 58 B9 8B 0CEBG8GN

1488554764EPJBUL

1488554764ERPVHL

1488554764EV8VZM

1488554764EXUKE9

1488554764FXTZ9K

1488554764G7Z2ZY

1488554764HBQEBL

1488554764J3RRLY
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WebCode Response

1488554764JCFLXV

1488554764JWZK26

1488554764KPGGU3

1488554764KXDJXF

1488554764L4YN7T

1488554764 (from RECENTS table of user.db)LBHWT6

1488554764LDKV4X

1488554764LHU9JB

1488554764LWWHP6

1488554764M6LPM2

1488554764M8QFRV

1488554764MDK6GF

1488554764MEC94V

1488554764MTQEC9

1488554764N3FNZA

1488554764NLQEER

1488554764P6YXN2

1488554764PDR9YW

1488554764PKPZ66

1488554764PL7B3C

The EPOCH time stamp value for the last location visited in Waze is “1488554764”.PPMK9N

1488554764QDP28N

1488554764QW2T96

1488554764QWX47T

1488554764R99V9T

1488554764RDLXVN

1488554764RNKCFV

1488554764RNZTBN

1488554764RVW9UB

1488554764RYLWF3

1488554764TGWQJ3

1488554764UGD3X2

1488554764ULC8H7

1488554764VQY8AP

1488554764W7KA6J

1488554764WGP3WY

1488554764WV8Q9H

1488554764X3GET4

1488554764XEG8Q2

1488554764YM7FNW
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WebCode Response

1488554764Z7ZDQP

1488554764ZJ2ALW

1488554764ZVDCAE

1488554764 Consensus Result:

 Expected Response Explanation:
In order to determine the timestamp value for the last location, the EPOCH timestamp values found in the "created 
time" column needed to be converted to standard date and time. The EPOCH timestamp values for the locations can 
be found within the user.db database file under the recents table. This file can be located at: 
data/Root/data/com.waze/user.db

 Screen Shot:
Database: user >>> Table: recents
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Question 27: Convert the EPOCH timestamp value of the last location in Waze was visited in US/Canada 
Eastern Time with the following format: Month/Day/Year, Hours:Minutes:Seconds AM/PM.

3/3/2017, 10:26:04 AM Manufacturer ' s Expected Response:

WebCode Response

"03//03/2017, 10:26:04 AM."3YME8V

03/03/2017, 10:26:04 AM4D2G3Y

03/03/2017, 10:26:04 AM64W7DD

3/3/2017, 10:26:04 AM68TVUL

3/3/2017, 10:26:04 AM6NG98D

03/03/2017, 10:26:04 AM7MPGZU

03/03/2017, 10:26:04 AM8AEEVV

03/03/2017, 10:26:04 AM8H3CEM

03/03/2017, 10:26:04 AM (UTC -5)97NRER

03/03/2017, 10:26:04 AM98HMTM

03/3/2017, 10:26:04 AM9RABMP

03/03/2017, 10:26:04 AM9TFVBP

March/3/2017, 10:26:04 AM9V63VL

03/03/2017, 10:26:04 am9VLGYP

3/3/17, 10:26:04 AMA6RHYF

3/3/2017, 10:26:04 AMAD36NA

03/03/2017 10:51:43 AMAHXWV8

Mar/3/2017, 10:26:04 AMAV2ZJL

3/3/2017, 10:26:04 AM (EST)B4Q8GH

03/03/2017, 10:26:04 AMBC8JUJ

03/03/2017, 10:26:04 AMBQ8KA7

03/03/2017, 10:26:04 AMBTXG6Q

3/3/2017, 10:26:04 AMC2XB4H

03/03/2017, 10:26:04 AMC48JW3

03/03/2017, 10:26:04 AMCMJ99E

03/03/2017, 10:26:04 AMD7CNUM

03/03/2017, 10:26:04 AMD83RG3

03/03/2017, 3:26:04 PMDKW4WM

March/03/2017, 10:26:04 AM (UTC-5)EBG8GN

03/03/2017, 10:26:04 AMEPJBUL

3/3/2017, 10:26:04 AMERPVHL

03/03/2017, 10:26:04 AM (-0500)EV8VZM

03/03/2017, 10:26:04 AMEXUKE9

03/03/2017, 10:26:04 AM (-5 UTC)FXTZ9K

3/3/2017, 10:26:04 AMG7Z2ZY

3/3/2017, 10:26:04 AMHBQEBL

03/03/2017, 10:26:04 AMJ3RRLY
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WebCode Response

Mar/03/2017, 10:26:04 AMJCFLXV

03/03/2017, 10:26:04 AMJWZK26

03/03/2017, 10:26:04 AMKPGGU3

3/3/2017, 10:26:04 AMKXDJXF

03/03/2017, 10:26:04 AML4YN7T

3/3/2017, 10:26:04 AM (UTC-5)LBHWT6

03/03/2017, 10:26:04 AM (EST)LDKV4X

03/03/2017, 10:26:04 AMLHU9JB

3/3/2017, 10:26:04 AMLWWHP6

03/03/2017, 10:26:04 AMM6LPM2

03/03/2017, 10:26:04 AmM8QFRV

03/03/2017 11:26:04 AM (UTC -04:00)MDK6GF

03/03/2017, 10:26:04 AMMEC94V

03/03/2017, 10:26:04 AMMTQEC9

3/3/2017, 10:26:04 AMN3FNZA

03/03/2017, 10:26:04 AMNLQEER

March/03/2017, 10:26:04 am America/New York (EST)P6YXN2

3/3/2017, 10:26:04PDR9YW

03/03/2017, 10:26:04 AMPKPZ66

03/03/2017, 10:26:04 AMPL7B3C

The converted time stamp value of the last location in Waze was visited from EPOCH to USA/Canada 
Eastern time formatted as Month/Day/Year, Hours:Minutes:Seconds AM/PM is: “03/03/2017, 10:26:04 
AM”.

PPMK9N

3/3/2017, 10:26:04 AM (UTC-5)QDP28N

March/03/2017, 10:26:04 AMQW2T96

3/3/2017, 10:26:04 AMQWX47T

03/03/2017, 10:26:04 AMR99V9T

03/03/2017, 10:26:04 AMRDLXVN

03/03/2017, 10:26:04 AMRNKCFV

03/03/2017, 10:26:04 AMRNZTBN

03/03/2017, 10:26:04 AM (UTC-5)RVW9UB

03/03/2017, 10:26:04 AMRYLWF3

03/03/2017 10:20:04TGWQJ3

3/3/2017, 10:26:04 AMUGD3X2

3/3/2017, 10:26:04 AMULC8H7

3/3/2017, 10:26:04 AMVQY8AP

03/03/2017, 10:26:04 AMW7KA6J

3/3/2017, 10:26:04 AMWGP3WY

03/03/17, 10:26:04 AMWV8Q9H

03/03/2017, 10:26:04 AMX3GET4
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WebCode Response

March 3, 2017, 10:26:04 AMXEG8Q2

03/03/2017, 10:26:04 AMYM7FNW

March 3 2017, 10:26:04 (AM)Z7ZDQP

03/03/2017, 10:26:04 AMZJ2ALW

3/3/17, 10:26:04 amZVDCAE

3/3/2017, 10:26:04 AM and all formatting styles which represent the same date and time for 
the requested time zone.

 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp value found within the Bluetooth configuration file needed to be converted using a converter to 
get the date and time of the last location traveled in Waze. The last location timestamp value (1488554764) converts 
to 3/3/2017, 10:26:04 AM USA / Canada Eastern Time.

 Screen Shot:
Last Location EPOCH Timestamp Conversion:
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Question 28: Provide the coordinates for the last location this device traveled to via Waze. Answer must be 
recorded as (Latitude, Longitude).

(38802055, -77491301) Manufacturer ' s Expected Response:

WebCode Response

Latitude: 38.802055 Longtitude: -77.4913013YME8V

(38.802055, -77.491301)4D2G3Y

38.802055, -77.49130164W7DD

(38802055, -77491301)68TVUL

(38802055, -77491301)6NG98D

38802055, 774913017MPGZU

(38.802055, -77.491301)8AEEVV

(38.802055, -77.491301)8H3CEM

38802055 Latitude, -77491301 Longitude97NRER

38802055, -7749130198HMTM

(38802055, -77491301)9RABMP

(38.802055, -77.491301)9TFVBP

38.802055, -77.4913019V63VL

38.802055, -77.4913019VLGYP

Latitude: 38802055 Longitude: -77491301A6RHYF

(38.802055, -77.491301)AD36NA

38.802055, -77.491301AHXWV8

38.802055, -77.491301AV2ZJL

38802055, -77491301B4Q8GH

(38.802055, -77.491301)BC8JUJ

Latitude: 38802055 Longitude: -77491301BQ8KA7

(38.802055, -77.491301)BTXG6Q

38.802055, -77.491301C2XB4H

38.802055, -77.491301C48JW3

38.802055, -77.491301CMJ99E

(38.802055, -77.491301)D7CNUM

38.802055, -77.491301D83RG3

(38.802055, -77.191301)DKW4WM

Latitude : 38.802055 Longitude : -77.491301EBG8GN

(38.802055, -77.491301)EPJBUL

(38.802055, -77.491301)ERPVHL

38.802055, -77.491301 (also recorded as: 38°48'07.4"N 77°29'28.7"W)EV8VZM

38.802055, -77.491301EXUKE9

Latitude, Longitude: 38802055, -77491301FXTZ9K

38.802055, -77.491301G7Z2ZY

38.802055, -77.491301HBQEBL

(38.802055, -77.491301)J3RRLY
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WebCode Response

38802055, -77491301JCFLXV

-77491301,38802055JWZK26

38.802055, -77.491301KPGGU3

38.802055, -77.491301KXDJXF

Latitude -77491301, Longitude 38802055L4YN7T

(38.802055, -77.491301) (formatted as 38802055, -77491301 in PLACES table of user.db)LBHWT6

38.802055, -77.491301LDKV4X

(38.802055, -77.491301)LHU9JB

38.802055, -77.491301LWWHP6

(38.802055, -77.491301)M6LPM2

38.802055, -77.491301M8QFRV

38.802055, -77.491301MDK6GF

(38.802055, -77.491301)MEC94V

(38802055, -77491301)MTQEC9

38802055, -77491301N3FNZA

38802055, -77491301NLQEER

Cellebrite reports the Latitude as 38802055, and the longitude as -77491301P6YXN2

38.802055, -77.491301PDR9YW

(38.802055, -77.491301)PKPZ66

38 48'07.4 N, 77 29'28.7" WPL7B3C

The coordinate for the last location this device traveled to via Waze were: “(38802055, -77491301)”.PPMK9N

LAT 38.802055 LONG -77.491301QDP28N

38.802055, -77.491301QW2T96

38.802055, -77.491301QWX47T

38802055, -77491301R99V9T

38.802055, -77.491301RDLXVN

38802055, -77491301RNKCFV

38.802055, -77.491301RNZTBN

(38802055, -77491301)RVW9UB

(38802055, -77491301)RYLWF3

38802055, -77491301 (raw values) 38.802055, -77.491301 (decimalised values)TGWQJ3

38.802055, -77.491301UGD3X2

(38.802055, -77.491301)ULC8H7

(38.802055, -77.491301)VQY8AP

38802055, -77491301W7KA6J

(38.802055, -77.491301)WGP3WY

(38.802055, -77.491301)WV8Q9H

(38802055, -77491301)X3GET4

38.802055, -77.491301XEG8Q2
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WebCode Response

(38802055, -77491301)YM7FNW

(38.802055, -77.491301)Z7ZDQP

(38802055, -77491301)ZJ2ALW

38802055, 77491301ZVDCAE

Latitude: 38802055, Longitude: -77491301 and all formatting styles that represent the same 
location.

 Consensus Result:

 Expected Response Explanation:
Information about latitude and longitude coordinates for the locations traveled to via Waze can be found within the 
user.db database file under the places table. This file can be located at: data/Root/data/com.waze/user.db

 Screen Shot:
Database: user >>> Table: places
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Question 29: How many MMS messages were sent to this device?

Two (2) Manufacturer ' s Expected Response:

WebCode Response

23YME8V

24D2G3Y

Two (2)64W7DD

268TVUL

26NG98D

27MPGZU

28AEEVV

28H3CEM

297NRER

298HMTM

Two (02)9RABMP

29TFVBP

29V63VL

29VLGYP

2A6RHYF

2AD36NA

2AHXWV8

Two (2)AV2ZJL

2B4Q8GH

2BC8JUJ

2BQ8KA7

2BTXG6Q

2C2XB4H

2C48JW3

2CMJ99E

2D7CNUM

Two (2)D83RG3

2DKW4WM

2 from 12027499211 Laurel Murray 02-Mar-17 14:40:11(UTC-5) 02-Mar-17 14:39:41(UTC-5)EBG8GN

2EPJBUL

2ERPVHL

2EV8VZM

2EXUKE9

2FXTZ9K

2G7Z2ZY

Two (2)HBQEBL

2J3RRLY
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WebCode Response

2JCFLXV

2JWZK26

2KPGGU3

2KXDJXF

2L4YN7T

2 (from addr table of mmssms.db)LBHWT6

Two (2)LDKV4X

TwoLHU9JB

2LWWHP6

2M6LPM2

2M8QFRV

2MDK6GF

2 (two)MEC94V

2MTQEC9

2N3FNZA

2NLQEER

2P6YXN2

2PDR9YW

2PKPZ66

2PL7B3C

Two MMS messages were sent to this device.PPMK9N

2QDP28N

2QW2T96

2QWX47T

2R99V9T

2RDLXVN

2RNKCFV

Two (2)RNZTBN

2RVW9UB

2RYLWF3

2TGWQJ3

2UGD3X2

2ULC8H7

2VQY8AP

Two (2)W7KA6J

2WGP3WY

2WV8Q9H

2X3GET4

2XEG8Q2

2YM7FNW
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TABLE 1
 Question 29  Applications

WebCode Response

2Z7ZDQP

2ZJ2ALW

2ZVDCAE

Two (2) Consensus Result:

 Expected Response Explanation:
Information about the number of MMS messages received on this device can be found within the mmssms.db database 
file under the pdu table. This file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: pdu
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TABLE 1
 Question 30  Communication

Question 30: What is the contact name for 202-749-9211?

Laurel Murray Manufacturer ' s Expected Response:

WebCode Response

Laurel Murray3YME8V

Laurel Murray4D2G3Y

Laurel Murray64W7DD

Laurel Murray68TVUL

Laurel Murray6NG98D

Laurel Murray7MPGZU

Laurel Murray8AEEVV

Laurel Murray8H3CEM

Laurel Murray97NRER

Laurel Murray98HMTM

Laurel Murray9RABMP

Laurel Murray9TFVBP

Laurel Murray9V63VL

Laurel Murray9VLGYP

Laurel MurrayA6RHYF

Laurel MurrayAD36NA

Laurel MurrayAHXWV8

Laurel MurrayAV2ZJL

Murray LaurelB4Q8GH

Laurel MurrayBC8JUJ

Laurel MurrayBQ8KA7

Laurel MurrayBTXG6Q

Laurel MurrayC2XB4H

Laurel MurrayC48JW3

Laurel MurrayCMJ99E

Laurel MurrayD7CNUM

Laurel MurrayD83RG3

Laurel MurrayDKW4WM

Laurel MurrayEBG8GN

Laurel MurrayEPJBUL

Laurel MurrayERPVHL

Laurel MurrayEV8VZM

Laurel MurrayEXUKE9

Laurel MurrayFXTZ9K

Laurel MurrayG7Z2ZY

Laurel MurrayHBQEBL

Laurel MurrayJ3RRLY
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TABLE 1
 Question 30  Communication

WebCode Response

Laurel MurrayJCFLXV

Murray LaurelJWZK26

Laurel MurrayKPGGU3

Laurel MurrayKXDJXF

Laurel MurrayL4YN7T

Laurel Murray (from data and raw_contacts tables of contacts2.db & contacts tables of both the 
icingcorpora.db and icing_contacts.db)

LBHWT6

Laurel MurrayLDKV4X

Laurel MurrayLHU9JB

Laurel MurrayLWWHP6

Laurel MurrayM6LPM2

Laurel MurrayM8QFRV

Laurel MurrayMDK6GF

Laurel MurrayMEC94V

Murray LaurelMTQEC9

Laurel MurrayN3FNZA

Laurel MurrayNLQEER

Laurel MurrayP6YXN2

laurel murrayPDR9YW

Laurel MurrayPKPZ66

Laurel MurrayPL7B3C

The contact name for 202-749-9211 is “Laurel Murray”.PPMK9N

laurel MurrayQDP28N

Laurel MurrayQW2T96

Laurel MurrayQWX47T

Laurel MurrayR99V9T

Laurel MurrayRDLXVN

Laurel MurrayRNKCFV

Laurel MurrayRNZTBN

Laurel MurrayRVW9UB

Murray LaurelRYLWF3

Laurel MurrayTGWQJ3

Laurel MurrayUGD3X2

Laurel MurrayULC8H7

Laurel MurrayVQY8AP

Laurel MurrayW7KA6J

Laurel MurrayWGP3WY

Laurel MurrayWV8Q9H

Laurel MurrayX3GET4

Laurel MurrayXEG8Q2
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TABLE 1
 Question 30  Communication

WebCode Response

Laurel MurrayYM7FNW

Laurel MurrayZ7ZDQP

Laurel MurrayZJ2ALW

Murray, LaurelZVDCAE

Laurel Murray was the overall consensus. However, Murray Laurel was also accepted because the 
hex view shows both representations.

 Consensus Result:

 Expected Response Explanation:
Information about contacts listed on this device can be found within the contacts2.db database file under the 
raw_contacts table. This file can be located at: 
data/Root/data/com.android.providers.contacts/databases/contacts2.db

 Screen Shot:
Database: contacts2 >>> Table: raw_contacts

Hex View of Contact
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TABLE 1
 Question 31  Communication

Question 31: How many outgoing phone calls are to 202-749-9211 which lasted greater than 1 minute?

Two (2) Manufacturer ' s Expected Response:

WebCode Response

23YME8V

24D2G3Y

Two (2)64W7DD

268TVUL

26NG98D

27MPGZU

28AEEVV

28H3CEM

297NRER

298HMTM

Two (02)9RABMP

29TFVBP

29V63VL

29VLGYP

2A6RHYF

2AD36NA

2AHXWV8

Two (2)AV2ZJL

2B4Q8GH

2BC8JUJ

2BQ8KA7

2BTXG6Q

2C2XB4H

2C48JW3

2CMJ99E

2D7CNUM

Two (2)D83RG3

2DKW4WM

2 To: 12027499211 Laurel Murray 27/02/2017 27-Feb-17 12:10:35(UTC-5) 00:01:01 Outgoing To: 
+12027499211 Laurel Murray 01/03/2017 01-Mar-17 08:10:03(UTC-5) 00:02:09 Outgoing

EBG8GN

2EPJBUL

2ERPVHL

2EV8VZM

2EXUKE9

2FXTZ9K

2G7Z2ZY

Two (2)HBQEBL

2J3RRLY
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TABLE 1
 Question 31  Communication

WebCode Response

2JCFLXV

2JWZK26

2KPGGU3

2KXDJXF

4L4YN7T

2 (from calls table of contacts2.db)LBHWT6

Two (2)LDKV4X

TwoLHU9JB

2LWWHP6

2M6LPM2

2M8QFRV

2MDK6GF

2MEC94V

2MTQEC9

2N3FNZA

2NLQEER

2P6YXN2

2PDR9YW

2PKPZ66

2 outgoing calls greater than 1 minutePL7B3C

One outgoing phone call to 202-749-9211 lasted greater than one minute.PPMK9N

2QDP28N

2QW2T96

2QWX47T

2R99V9T

2RDLXVN

2RNKCFV

Two (2)RNZTBN

2RVW9UB

2RYLWF3

2TGWQJ3

2UGD3X2

2ULC8H7

2VQY8AP

Two (2)W7KA6J

2WGP3WY

2WV8Q9H

2X3GET4

2XEG8Q2

Copyright © 2017 CTS, Inc( 99 )Printed:  September 11, 2017



Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 31  Communication

WebCode Response

2YM7FNW

2Z7ZDQP

2ZJ2ALW

2ZVDCAE

Two (2) Consensus Result:

 Expected Response Explanation:
Information about call logs on this device can be found within the contacts2.db database file under the calls table. This 
file can be located at: data/Root/data/com.android.providers.contacts/databases/contacts2.db

 Screen Shot:
Database: contacts2 >>> Table: calls
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TABLE 1
 Question 32  Communication

Question 32: How many voicemails are from 202-749-9211?

Four (4) Manufacturer ' s Expected Response:

WebCode Response

43YME8V

44D2G3Y

Four (4)64W7DD

468TVUL

46NG98D

47MPGZU

48AEEVV

48H3CEM

497NRER

498HMTM

Four (04)9RABMP

49TFVBP

49V63VL

49VLGYP

6A6RHYF

4AD36NA

4AHXWV8

Four (4)AV2ZJL

6B4Q8GH

4BC8JUJ

4BQ8KA7

4BTXG6Q

4C2XB4H

4C48JW3

4CMJ99E

4D7CNUM

Four (4)D83RG3

6DKW4WM

4 [data/Root/data/com.metropcs.service.vvm/databases/5717580731@vms.eng.t-mobile.com.db]EBG8GN

4EPJBUL

4ERPVHL

4EV8VZM

4EXUKE9

4FXTZ9K

0G7Z2ZY

Four (4)HBQEBL

4J3RRLY
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TABLE 1
 Question 32  Communication

WebCode Response

4JCFLXV

4JWZK26

4KPGGU3

4KXDJXF

4L4YN7T

4 (from messages table of 5717580731@vms.eng.t-mobile.com.db)LBHWT6

Four (4)LDKV4X

FourLHU9JB

4LWWHP6

4M6LPM2

4M8QFRV

4MDK6GF

4MEC94V

4MTQEC9

4N3FNZA

4NLQEER

4P6YXN2

4PDR9YW

4PKPZ66

4PL7B3C

Four voicemails were received from 202-749-9211.PPMK9N

4QDP28N

4QW2T96

4QWX47T

4R99V9T

4RDLXVN

4RNKCFV

Four (4)RNZTBN

4RVW9UB

4RYLWF3

4TGWQJ3

4UGD3X2

4ULC8H7

4VQY8AP

Four (4)W7KA6J

4WGP3WY

4WV8Q9H

4X3GET4

0XEG8Q2

4YM7FNW
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TABLE 1
 Question 32  Communication

WebCode Response

6Z7ZDQP

4ZJ2ALW

4ZVDCAE

Four (4) Consensus Result:

 Expected Response Explanation:
Information about voicemails left on this device can be found within the 5717580731@vms.eng.t-mobile.com.db 
database file under the messages table. This file can be located at: 
data/Root/data/com.metropcs.service.vvm/databases/5717580731@vms.eng.t-mobile.com.db.

 Screen Shot:
Database:5717580731@vms.eng.t-mobile.com >>>Table: messages
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TABLE 1
 Question 33  Communication

Question 33: Provide the EPOCH timestamp value of when the first voicemail was received on this device.

1488288430000 Manufacturer ' s Expected Response:

WebCode Response

14882884300003YME8V

14882884334D2G3Y

148828843000064W7DD

148828843000068TVUL

14882884306NG98D

14882884300007MPGZU

14882884300008AEEVV

14882884300008H3CEM

148828843000097NRER

148828843000098HMTM

14882884300009RABMP

14882884300009TFVBP

14882884300009V63VL

14882884300009VLGYP

1488201360A6RHYF

1488288430000AD36NA

1488288430AHXWV8

1488288430000AV2ZJL

1488288371502B4Q8GH

1488288430000BC8JUJ

1488288430000BQ8KA7

1488548516BTXG6Q

1488288430C2XB4H

1488288430C48JW3

1488288430000 Note that Cellebrite included three additional characters for millisecond precision in 
the EPOCH timestamp (000).

CMJ99E

1488288430000D7CNUM

1488288430000D83RG3

1488288371DKW4WM

1488288433 
[data/Root/data/com.metropcs.service.vvm/databases/5717580731@vms.eng.t-mobile.com.db]

EBG8GN

1488288430000EPJBUL

1488288430000ERPVHL

1488288430000EV8VZM

1488288430EXUKE9

1488288430000FXTZ9K

1488288430G7Z2ZY

1488288430000HBQEBL
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TABLE 1
 Question 33  Communication

WebCode Response

1488288430000J3RRLY

1488288430000JCFLXV

1488288430JWZK26

1488288430KPGGU3

1488288430000KXDJXF

1488288430000L4YN7T

1488288430000 (from messages table of 5717580731@vms.eng.t-mobile.com.db)LBHWT6

1488288430000LDKV4X

1488288430000LHU9JB

1488554764LWWHP6

1488288430000M6LPM2

1488288430000M8QFRV

1488288430000MDK6GF

1488288430MEC94V

1488288430000MTQEC9

1488288430000N3FNZA

1488288430000NLQEER

1488288430000P6YXN2

1488288430000PDR9YW

1488288430000PKPZ66

1488548516PL7B3C

The EPOCH time stamp value of the first voicemail received is: “1488288430000”.PPMK9N

1488288430000QDP28N

1488288430000QW2T96

1488288430000QWX47T

1488288430000R99V9T

1488288430000RDLXVN

1488288430000RNKCFV

1488288430000RNZTBN

1488288430000RVW9UB

1488288430000RYLWF3

1488288430000TGWQJ3

1488288430UGD3X2

1488288430000ULC8H7

1488288430000VQY8AP

1488288430000W7KA6J

1488288430000WGP3WY

1488288430000WV8Q9H

1488288430X3GET4
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TABLE 1
 Question 33  Communication

WebCode Response

N/AXEG8Q2

1488288430000YM7FNW

1488548464Z7ZDQP

1488288430000ZJ2ALW

1488288430000ZVDCAE

1488288430000 or 1488288430 without the millisecond precision. Consensus Result:

 Expected Response Explanation:
In order to determine the timestamp value for the first voicemail, the EPOCH timestamp values found in the "date" 
column needed to be converted to standard date and time. The EPOCH timestamp values for the voicemails can be 
found within the 5717580731@vms.eng.t-mobile.com.db database file under the messages table. This file can be 
located at: data/Root/data/com.metropcs.service.vvm/databases/5717580731@vms.eng.t-mobile.com.db.

 Screen Shot:
Database: 5717580731@vms.eng.t-mobile.com >>> Table: messages (Date & Time Conversion column added by CTS)
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TABLE 1
 Question 34  Communication

Question 34: Convert the EPOCH timestamp value of when the first voicemail was received on this device 
in US/Eastern Standard time with the following format: Month/Day/Year, Hours:Minutes:Seconds AM/PM.

2/28/2017, 8:27:10 AM Manufacturer ' s Expected Response:

WebCode Response

"02//28/2017, 08:27:10 AM"3YME8V

2/28/2017, 8:27:10 AM4D2G3Y

2/28/2017, 08:27:10 AM64W7DD

02/28/2017, 8:27:10 AM68TVUL

2/28/2017, 08:27:10 AM6NG98D

02/28/2017, 8:27:10 AM7MPGZU

02/28/2017, 08:27:10 AM8AEEVV

02/28/2017, 08:27:10 AM8H3CEM

02/28/2017, 08:27:10 AM (UTC -5)97NRER

02/28/2017, 8:27:10 AM98HMTM

02/28/2017, 08:27:10 AM9RABMP

02/28/2017, 08:27:10 AM9TFVBP

February/28/2017, 08:27:10 AM9V63VL

02/28/2017, 08:27:10 am9VLGYP

2/27/17 8:16 AMA6RHYF

02/28/2017, 8:27:10 AMAD36NA

2/28/2017, 08:27:10 AMAHXWV8

Feb/28/2017, 8:27:10 AMAV2ZJL

02/28/2017 08:26:11 AM (EST)B4Q8GH

02/28/2017, 08:27:10 AMBC8JUJ

02/28/2017, 08:27:10 AMBQ8KA7

03/03/2017 08:41:56 AMBTXG6Q

2/28/2017, 8:27:10 AMC2XB4H

02/28/2017, 08:27:10 AMC48JW3

02/28/2017, 08:27:10 AM Millisecond precision was not included in the reporting of this converted 
time. Subsequent responses involving millisecond precision (question #42 and #48) will also follow this 
reporting format.

CMJ99E

2/28/2017, 8:27:10 AMD7CNUM

02/28/2017, 8:27:10 AMD83RG3

28/02/2017, 1:26:11 AMDKW4WM

February/28/2017 , 08:27:13 AM (Tuesday) (UTC-05:00) 0x 58 B5 7A B1 = 1488288433 
[data/Root/data/com.metropcs.service.vvm/databases/5717580731@vms.eng.t-mobile.com.db]

EBG8GN

02/28/2017, 08:27:10 AMEPJBUL

2/28/2017, 8:27:10 AMERPVHL

02/28/2017, 08:27:10 AM (-0500)EV8VZM

02/28/2017, 08:27:10 AMEXUKE9

02/27/2017, 11:17:10 PM (-5 UTC)FXTZ9K
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TABLE 1
 Question 34  Communication

WebCode Response

2/28/2017, 08:27:10 AMG7Z2ZY

2/28/2017, 8:27:10 AMHBQEBL

28/02/2017 08:27:13 AMJ3RRLY

Feb/28/2017, 08:27:10 AMJCFLXV

02/28/2017, 08:27:10 AMJWZK26

02/28/2017, 08:27:10 AMKPGGU3

2/28/2017, 8:27:10 AMKXDJXF

02/28/2017, 08:27:10 AML4YN7T

2/28/2017, 8:27:10 AM (UTC-5)LBHWT6

02/02/2017 08:27:10 AM (EST)LDKV4X

02/28/2017, 08:27:10 AMLHU9JB

3/3/17 10:26:04 AMLWWHP6

February/28/2017, 08:27:10 (am)M6LPM2

02/28/2017, 8:27:10 AMM8QFRV

02/28/2017 09:27:10 AM (UTC -04:00)MDK6GF

02/28/2017, 08:27:10 AMMEC94V

02/28/2017, 08:27:10 AMMTQEC9

2/28/2017, 8:27:10 AMN3FNZA

02/28/2017, 08:27:10 AMNLQEER

February/28/2017, 08:27:10 am America/New York (EST)P6YXN2

2/28/2017, 8:27:10 AMPDR9YW

02/28/2017, 08:27:10 AMPKPZ66

03/03/2017, 08:41:56 AMPL7B3C

The converted timestamp value of when the first voicemail was received on this device from EPOCH to 
USA/Canada Eastern time formatted as Month/Day/Year, Hours:Minutes:Seconds AM/PM is: 
“02/28/2017, 08:27:10 AM”.

PPMK9N

2/28/2017, 8:27:10 AM UTC -5QDP28N

February/28/2017, 08:27:10 AMQW2T96

02/28/2017, 08:27:10 AMQWX47T

02/28/2017, 08:27:10 AMR99V9T

02/28/2017, 08:27:10 AMRDLXVN

02/28/2017, 8:27:10 AMRNKCFV

02/28/2017, 08:27:10 AMRNZTBN

02/28/2017, 8:27:10 AM (UTC-5)RVW9UB

02/28/2017, 08:27:10 AMRYLWF3

02/28/2017, 08:27:10TGWQJ3

2/28/2017, 8:27:10 AMUGD3X2

2/28/2017, 8:27:10 AMULC8H7

2/28/2017, 08:27:10 AMVQY8AP

02/28/2017, 08:27:10 AMW7KA6J
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TABLE 1
 Question 34  Communication

WebCode Response

2/28/2017, 8:27:10 AMWGP3WY

02/28/17, 08:27:10 AMWV8Q9H

02/28/2017, 08:27:10 AMX3GET4

N/AXEG8Q2

02/28/2017, 8:27:10 AMYM7FNW

March 3 2017 08:41:04 AMZ7ZDQP

02/28/2017, 8:27:10 AMZJ2ALW

2/28/17, 8:27:10 amZVDCAE

2/28/2017, 8:27:10 AM and all formatting styles which represent the same date and time for 
the requested time zone.

 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp values found within the voicemail database file needed to be converted using a converter to get 
the date and time for the first voicemail received on this device. The first voicemail timestamp value, 1488288430000, 
converts to 2/28/2017, 8:27:10 AM USA / Canada Eastern Time.

 Screen Shot:
First Voicemail EPOCH Timestamp Conversion:
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TABLE 1
 Question 35  Communication

Question 35: How many SMS messages are FROM 202-749-9211?

Fourteen (14) Manufacturer ' s Expected Response:

WebCode Response

143YME8V

144D2G3Y

Fourteen (14)64W7DD

1468TVUL

146NG98D

147MPGZU

148AEEVV

148H3CEM

1497NRER

1498HMTM

Fourteen (14)9RABMP

149TFVBP

149V63VL

149VLGYP

14A6RHYF

14AD36NA

14AHXWV8

Fourteen (14)AV2ZJL

14B4Q8GH

14BC8JUJ

14BQ8KA7

14BTXG6Q

14C2XB4H

14C48JW3

14CMJ99E

14D7CNUM

Fourteen (14)D83RG3

14DKW4WM

14EBG8GN

14EPJBUL

14ERPVHL

14EV8VZM

14EXUKE9

14FXTZ9K

14G7Z2ZY

Fourteen (14)HBQEBL

14J3RRLY
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TABLE 1
 Question 35  Communication

WebCode Response

14JCFLXV

14JWZK26

14KPGGU3

14KXDJXF

14L4YN7T

14 (from sms table of mmssms.db)LBHWT6

Fourteen (14)LDKV4X

14LHU9JB

14LWWHP6

14M6LPM2

14M8QFRV

14MDK6GF

29MEC94V

14MTQEC9

14N3FNZA

14NLQEER

14P6YXN2

14PDR9YW

14PKPZ66

14PL7B3C

14 SMS messages were sent from 202-749-9211.PPMK9N

 14 inboxQDP28N

14QW2T96

14QWX47T

14R99V9T

14RDLXVN

14RNKCFV

Fourteen (14)RNZTBN

14RVW9UB

14RYLWF3

14TGWQJ3

14UGD3X2

14ULC8H7

14VQY8AP

Fourteen (14)W7KA6J

14WGP3WY

14WV8Q9H

14X3GET4

14XEG8Q2

14YM7FNW
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 Question 35  Communication

WebCode Response

14Z7ZDQP

14ZJ2ALW

14ZVDCAE

Fourteen (14) Consensus Result:

 Expected Response Explanation:
Information about sent and received SMS messages on this device can be found within the mmssms.db database file 
under the sms table. The "+"  symbol in front of the phone number within the "address" column indicates received 
messages from the provided phone number. This file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms
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TABLE 1
 Question 36  Communication

Question 36: How many SMS messages were SENT to 202-749-9211?

Fifteen (15) Manufacturer ' s Expected Response:

WebCode Response

153YME8V

154D2G3Y

Fifteen (15)64W7DD

1568TVUL

156NG98D

157MPGZU

158AEEVV

158H3CEM

1597NRER

1598HMTM

Fifteen (15)9RABMP

159TFVBP

159V63VL

159VLGYP

15A6RHYF

15AD36NA

14AHXWV8

Fifteen (15)AV2ZJL

15B4Q8GH

15BC8JUJ

15BQ8KA7

15BTXG6Q

15C2XB4H

15C48JW3

15CMJ99E

15D7CNUM

Fifteen (15)D83RG3

15DKW4WM

15EBG8GN

15EPJBUL

15ERPVHL

15EV8VZM

15EXUKE9

15FXTZ9K

15G7Z2ZY

Fifteen (15)HBQEBL

15J3RRLY
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WebCode Response

15JCFLXV

15JWZK26

15KPGGU3

15KXDJXF

15L4YN7T

15 (from sms table of mmssms.db)LBHWT6

Fifteen (15)LDKV4X

15LHU9JB

15LWWHP6

15M6LPM2

15M8QFRV

15MDK6GF

15MEC94V

15MTQEC9

15N3FNZA

15NLQEER

15P6YXN2

15PDR9YW

15PKPZ66

15PL7B3C

15 SMS were sent to 202-749-9211.PPMK9N

15 SentQDP28N

15QW2T96

15QWX47T

15R99V9T

15RDLXVN

15RNKCFV

Fifteen (15)RNZTBN

15RVW9UB

15RYLWF3

15TGWQJ3

15UGD3X2

15ULC8H7

15VQY8AP

Fifteen (15)W7KA6J

15WGP3WY

15WV8Q9H

15X3GET4

15XEG8Q2

15YM7FNW
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WebCode Response

15Z7ZDQP

15ZJ2ALW

15ZVDCAE

Fifteen (15) Consensus Result:

 Expected Response Explanation:
Information about sent and received SMS messages on this device can be found within the mmssms.db database file 
under the sms table. Messages without the "+" symbol indicate sent messages to the provided phone number. This file 
can be located at: data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms
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Question 37: Provide the body of the SMS message for the EPOCH time stamp value of 1488472825463.

A hammer, duct tape, and a tarp. Manufacturer ' s Expected Response:

WebCode Response

A hammer, duct tape, and a tarp.3YME8V

A hammer, duct tape, and a tarp.4D2G3Y

A hammer, duct tape, and a tarp.64W7DD

A hammer, duct tape, and a tarp68TVUL

A hammer, duct tape, and a tarp.6NG98D

A hammer, duct tape, and a tarp.7MPGZU

A hammer, duct tape, and a tarp.8AEEVV

A hammer, duct tape, and a tarp.8H3CEM

A hammer, duct tape, and a tarp97NRER

A hammer, duct tape, and a tarp.98HMTM

A hammer, duct tape, and a tarp.9RABMP

A hammer, duct tape and a tarp9TFVBP

A hammer, duct tape, and a tarp.9V63VL

A hammer, duct tape and a tarp9VLGYP

A hammer, duct tape, and a tarp.A6RHYF

A hammer, duct tape, and a tarp.AD36NA

A hammer, duct tape, and a tarp.AHXWV8

A hammer, duct tape, and a tarp.AV2ZJL

A hammer, duct tape, and a tarp.B4Q8GH

A hammer, duct tape, and a tarp.BC8JUJ

A hammer, duct tape, and a tarp.BQ8KA7

A hammer, duct tape, and a tarp.BTXG6Q

A hammer, duct tape, and a tarpC2XB4H

A hammer, duct tape, and a tarp.C48JW3

A hammer, duct tape, and a tarpCMJ99E

A hammer, duct tape, and a tarp.D7CNUM

A hammer, duct tape, and a tarp.D83RG3

A hammer, duck tape, and a tarp.DKW4WM

A hammer, duct tape, and a tarp. 02/March/2017 11:40:25(UTC-05:00 ) To: 12027499211 Laurel 
Murray [FileSystems/data/Root/data/com.android.providers.telephony/databases/mmssms.db[

EBG8GN

A hammer, duct tape, and a tarp.EPJBUL

A hammer, duct tape, and a tarp.ERPVHL

A hammer, duct tape, and a tarp.EV8VZM

A hammer, duct tape, and a tarp.EXUKE9

A hammer, duct tape, and a tarp.FXTZ9K

A hammer, duct tape, and a tarp.G7Z2ZY

Here you go. I can drop these off to you if you would like me to.HBQEBL

A hammer, duct tape, and a tarp.J3RRLY
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WebCode Response

A hammer, duct tape, and a tarp.JCFLXV

A hammer duct tape and a tarpJWZK26

A hammer, duct tape, and a tarp.KPGGU3

A hammer, duct tape, and a tarp.KXDJXF

A hammer, duct tape, and a tarp.L4YN7T

A hammer, duct tape, and a tarp. (from sms table of mmssms.db)LBHWT6

A hammer, duct tape, and a tarp.LDKV4X

A hammer, duct tape, and a tarp.LHU9JB

A hammer, duct tape, and a tarpLWWHP6

A hammer, duct tape, and a tarp.M6LPM2

A hammer, duct tape, and a tarp.M8QFRV

A hammer, duct tape, and a tarp.MDK6GF

A hammer, duct tape, and a tarp.MEC94V

A hammer, duct tape, and a tarp.MTQEC9

A hammer, duct tape, and a tarp.N3FNZA

A hammer, duct tape, and a tarp.NLQEER

A hammer, duct tape, and a tarpP6YXN2

A hammer, duct tape, and a tarp.PDR9YW

A hammer, duct tape, and a tarp.PKPZ66

A hammer, duct tape and a tarp.PL7B3C

The body of the SMS message for the EPOCH time stamp value of “1488472825463”, reads “A 
hammer, duct tape, and a tarp.”

PPMK9N

A hammer, duct tape, and a tarpQDP28N

A hammer, duct tape, and a tarp.QW2T96

A hammer, duct tape, and a tarp.QWX47T

A hammer, duct tape, and a tarp.R99V9T

"A hammer, duct tape, and a tarp"RDLXVN

A hammer, duct tape, and a tarpRNKCFV

A hammer, duct tape, and a tarp.RNZTBN

A hammer, duct tape, and a tarp.RVW9UB

A hammer, duct tape, and a tarp.RYLWF3

A hammer, duct tape, and a tarp.TGWQJ3

A hammer, duct tape, and a tarpUGD3X2

A hammer, duct tape, and a tarp.ULC8H7

A hammer, duct tape, and a tarp.VQY8AP

A hammer, duct tape, and a tarp.W7KA6J

A hammer, duct tape, and a tarp.WGP3WY

A hammer, duct tape, and a tarp.WV8Q9H

A hammer, duct tape, and a tarp.X3GET4

A hammer, duct tape, and a tarpXEG8Q2
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WebCode Response

A hammer, duct tape, and a tarp.YM7FNW

A hammer, duct tape, and a tarp.Z7ZDQP

A hammer, duct tape, and a tarp.ZJ2ALW

a hammer, duct tape, and a tarpZVDCAE

A hammer, duct tape, and a tarp. Consensus Result:

 Expected Response Explanation:
Information about the body for the SMS message associated with this specific EPOCH timestamp value can be found 
within the mmssms database file in the sms table. This file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms
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Question 38: An MMS message was received from 202-749-9211 with a receipt for the purchased items. 
What is the date and time on the receipt of when these items were purchased? Report date and time exactly 
as shown.

03/02/17 01:58 PM Manufacturer ' s Expected Response:

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

"03/02/17 01:58 PM"3YME8V

03/02/17 01:58 PM4D2G3Y

03/02/17 01:58 PM64W7DD

03/02/2017 01:58 PM68TVUL

03/02/17 01:58 PM6NG98D

03/02/17 01:58 PM7MPGZU

03/02/17 01:58 PM8AEEVV

03/02/17 01:58 PM8H3CEM

03/02/17 01:58 PM97NRER

03/02/2017 01:58 PM98HMTM

03/02/17 01:58 pm9RABMP

03/02/17 01:58 PM9TFVBP

03/02/17 01:58 PM9V63VL

03-02-2017 01:58 pm9VLGYP

03/02/17 01:58 PMA6RHYF

3/02/17 01:58 PMAD36NA

03/02/17 01:58 PMAHXWV8

03/02/17 01:58 PMAV2ZJL

03/02/17 01:58 PMB4Q8GH

03/02/2017 01:58 PMBC8JUJ

03/02/2017 01:58 PMBQ8KA7

03/02/2017 01:58 PMBTXG6Q

03/02/17 01:58 PMC2XB4H

03/02/17 01:58 PMC48JW3

03/02/17 01:58 PMCMJ99E

03/02/17 01:58 PMD7CNUM

03/02/17, 01:58 PMD83RG3

03/02/2017 01:58 PMDKW4WM

03/02/17 01:58 PM 
[data/Root/data/com.android.providers.telephony/app_parts/PART_1488483611567_image000000(1)
.jpg]

EBG8GN

03/02/17 01:58 PMEPJBUL

03/02/17 01:58 PMERPVHL

03/02/17 01:58 PMEV8VZM

03/02/2017, 01:58 PMEXUKE9

03/02/17 01:58 PMFXTZ9K
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WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

03/02/17 01:58 PMG7Z2ZY

03/02/2017 01:58 PMHBQEBL

03/02/2017 01:58 PMJ3RRLY

03/02/17 01:58 PMJCFLXV

03/02/17 01:58 PMJWZK26

03/02/17 01:58 PMKPGGU3

03/02/17 01:58 PMKXDJXF

03/02/17 01:50 PML4YN7T

03/02/17 01:58 PM (from image000000(1).jpg)LBHWT6

03/02/2017 01:58 PMLDKV4X

03/02/17 01:58 PMLHU9JB

03/02/17 01:58 PMLWWHP6

03/02/17 01:58 PMM6LPM2

03/02/2017 01:58 PMM8QFRV

03/02/17 01:58 PMMDK6GF

03/02/17 01:58 PMMEC94V

03/02/17 01:58 PMMTQEC9

03/02/17 01:58 PMN3FNZA

03/02/17 01:58 PMNLQEER

03/02/17 01:58 PMP6YXN2

3/2/17 01:58 PMPDR9YW

03/02/17 01:58 PMPKPZ66

03/02/2017 01:58 PMPL7B3C

The date and time printed on the receipt from the MMS message received from 202-749-9211 reads: 
“03/02/17 01:58 PM”.

PPMK9N

03/02/17 01:58 PMQDP28N

03/02/17 01:58 PMQW2T96

03/02/17 01:58 PMQWX47T

03/02/17 01:58 PMR99V9T

03/02/17 01:58 PMRDLXVN

03/02/2017 01:58 PMRNKCFV

03/02/17 01:58 PMRNZTBN

03/02/17 01:58 PMRVW9UB

03/02/17 01:58 PMRYLWF3

03/02/2017 01:58PMTGWQJ3

03/02/17 01:58 PMUGD3X2

03/02/17 01:58 PMULC8H7

03/02/17 01:58 PMVQY8AP

03/02/2017 01:58 PMW7KA6J

03/02/17 01:58 PMWGP3WY
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WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

03/02/17 01:58 PMWV8Q9H

03/02/17 01:58 PMX3GET4

03/02/17 01:58 PMXEG8Q2

03/02/17 01:58 PMYM7FNW

March 2 2017 01:58 PMZ7ZDQP

03/02/2017 01:58 PMZJ2ALW

03/02/17 01:58 pmZVDCAE

The objective of this question was to locate and view an image and report the information found 
within, specifically, the date and time exactly as shown on the image of the receipt. The expected 
response of "03/02/17 01:58 PM" was reported by 72% of respondents, with 21% of 
respondents reporting "03/02/2017 01:58 PM". Therefore, no consensus has been established 
for this question and inconsistencies are not highlighted.

 Consensus Result:

 Expected Response Explanation:
The date and time on the receipt for when the items were purchased can be found within the image000000(1).jpg file 
in the upper right corner. This file can be located at: 
data/Root/data/com.android.providers.telephony/app_parts/PART_1477473611567_image000000(1).jpg

 Screen Shot:
Items Purchased Receipt:
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Question 39: What is the name of the attachment sent in the MMS message which contained the receipt of 
the purchased items?

image000000(1).jpg Manufacturer ' s Expected Response:

WebCode Response

image000000(1).jpg3YME8V

image000000(1).jpg4D2G3Y

image000000(1).jpg64W7DD

image000000(1).jpeg68TVUL

PART_1488483611567_image000000(1).jpg6NG98D

image000000(1).jpg7MPGZU

image000000(1).jpg8AEEVV

image000000(1).jpg8H3CEM

image000000(1).jpg97NRER

Image000000(1).jpg98HMTM

image000000(1).jpg9RABMP

image000000(1).jpg9TFVBP

image000000(1).jpg9V63VL

image000000(1).jpg9VLGYP

image000000(1).jpgA6RHYF

Image000000(1).jpgAD36NA

-FIBERGLASS RIP CLAW HAMMER -3M DUCT TAPE BLUE 1.88 IN X 20 YD -DRAWSTRING TARPAHXWV8

image000000(1).jpgAV2ZJL

 image000000(1).jpgB4Q8GH

Image000000(1).jpgBC8JUJ

image000000(1).jpgBQ8KA7

image000000(1).jpgBTXG6Q

image000000(1).jpgC2XB4H

image000000(1).jpgC48JW3

image000000(1).jpgCMJ99E

image000000(1).jpgD7CNUM

image000000(1).jpgD83RG3

image000000(1).jpgDKW4WM

PART_1488483611567_image000000(1).jpg 
[data/Root/data/com.android.providers.telephony/app_parts/PART_1488483611567_image000000(1)
.jpg] [data/Root/data/com.android.providers.telephony/databases/mmssms.db] 
[data/Rootdata/media/0/Download/image000000(1).jpg

EBG8GN

PART_1488483611567_image000000(1).jpgEPJBUL

image000000(1).jpgERPVHL

‘image000000(1).jpg’EV8VZM

image000000(1).jpgEXUKE9

image000000(1).jpgFXTZ9K
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WebCode Response

image000000(1).jpgG7Z2ZY

image000000(1).jpgHBQEBL

image000000(1).jpgJ3RRLY

image000000(1).jpgJCFLXV

Image00000(1).jpgJWZK26

image000000(1).jpg _attachmentData [0000002].telephony-databases-mmssms.db 01 
image000000(1)

KPGGU3

Image000000(1).jpgKXDJXF

image000000(1).jpgL4YN7T

image000000(1).jpg (from part table of mmssms.db)LBHWT6

image000000(1).jpgLDKV4X

image000000(1).jpgLHU9JB

image000000(1).jpgLWWHP6

image000000(1).jpgM6LPM2

image000000(1).jpgM8QFRV

image000000(1).jpgMDK6GF

image000000(1).jpgMEC94V

PART_1488483611567_image000000(1).jpgMTQEC9

image000000(1).jpgN3FNZA

image000000(1).jpgNLQEER

“image000000(1).jpg”P6YXN2

image000000(1).jpgPDR9YW

image000000(1).jpgPKPZ66

image000000(1).jpgPL7B3C

The name of the attachment sent in the MMS message which contained the receipt of the purchased 
items is: “image000000(1).jpg”.

PPMK9N

image000000(1).jpgQDP28N

image000000(1).jpgQW2T96

image0000000(1).jpgQWX47T

image000000(1).jpgR99V9T

PART_1488483611567_image000000(1).jpgRDLXVN

image000000(1).jpgRNKCFV

image000000(1).jpgRNZTBN

Image000000(1).jpgRVW9UB

image000000(1).jpgRYLWF3

PART_1488483611567_image000000(1).jpgTGWQJ3

image000000(1).jpgUGD3X2

Image000000(1).jpgULC8H7

image000000(1).jpgVQY8AP

Image000000(1).jpgW7KA6J
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WebCode Response

image000000(1).jpgWGP3WY

image000000(1).jpgWV8Q9H

PART_1488483611567_image000000(1).jpgX3GET4

11912.jpgXEG8Q2

image000000(1).jpgYM7FNW

image000000(1).jpgZ7ZDQP

Image000000(1).jpgZJ2ALW

image000000(1).jpgZVDCAE

image000000(1).jpg Consensus Result:

 Expected Response Explanation:
Information about the name of the attachment containing the receipt of the items purchased can be found within the 
mmssms.db database file in the "name" column under the part table. This file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: part
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Question 40: What is the body of the last SMS message RECEIVED from 202-749-9211?

But Ben, you're going to end up in jail! Manufacturer ' s Expected Response:

WebCode Response

But Ben, you're going to end up in jail!3YME8V

But Ben, you're going to end up in jail!4D2G3Y

But Ben, you're going to end up in jail!64W7DD

But Ben, you're going to end up in jail!68TVUL

But Ben, you're going to end up in jail!6NG98D

But Ben, you're going to end up in jail!7MPGZU

But Ben, you're going to end up in jail!8AEEVV

But Ben, you're going to end up in jail!8H3CEM

But Ben, you're going to end up in jail!97NRER

But Ben, you're going to end up in jail!98HMTM

But Ben, you're going to end up in jail!9RABMP

But Ben, you're going to end up in jail!9TFVBP

But Ben, you're going to end up in jail!9V63VL

But Ben you are going to end up in jail.9VLGYP

But Ben, you're going to end up in jail!A6RHYF

But Ben, you're going to end up in jail!AD36NA

But Ben, you're going to end up in jail!AHXWV8

But Ben, you're going to end up in jail!AV2ZJL

But Ben, you're going to end up in jail!B4Q8GH

But Ben, you're going to end up in jail!BC8JUJ

But Ben, you're going to end up in jail.BQ8KA7

But Ben, you're going to end up in jail!BTXG6Q

But Ben, you're going to end up in jail!C2XB4H

But Ben, you're going to end up in jail!C48JW3

But Ben, you're going to end up in jail!CMJ99E

But Ben, you're going to end up in jail!D7CNUM

But Ben, you're going to end up in jail!D83RG3

But Ben, you're going to end up in jail!DKW4WM

But Ben, you're going to end up in jail! 
[data/Root/data/com.android.providers.telephony/databases/mmssms.db]

EBG8GN

But Ben, you're going to end up in jail!EPJBUL

But Ben, you're going to end up in jail!ERPVHL

But Ben, you're going to end up in jail!EV8VZM

But Ben, you're going to end up in jail!EXUKE9

But Ben, you're going to end up in jail!FXTZ9K

But Ben, you're going to end up in jail!G7Z2ZY

But Ben, you're going to end up in jail!HBQEBL

But Ben, you're going to end up in jail!J3RRLY
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WebCode Response

But Ben, you're going to end up in jail!JCFLXV

But Ben, you're going to end up in jailJWZK26

But Ben, you're going to end up in jail!KPGGU3

But Ben, you're going to end up in jail!KXDJXF

But Ben, you're going to end up in jail!L4YN7T

But Ben, you're going to end up in jail! (from sms table of mmssms.db)LBHWT6

But Ben, you're going to end up in jail!LDKV4X

But Ben, you're going to end up in jail!LHU9JB

But Ben, you're going to end up in jail!LWWHP6

But Ben, you're going to end up in jail!M6LPM2

But Ben, you're going to end up in jail!M8QFRV

But Ben, you're going to end up in jail!MDK6GF

But Ben, you're going to end up in jail!MEC94V

But Ben, you're going to end up in jail!MTQEC9

But Ben, you're going to end up in jail!N3FNZA

But Ben, you're going to end up in jail!NLQEER

But Ben, you're going to end up in jail!P6YXN2

But Ben, you're going to end up in jail!PDR9YW

But Ben, you're going to end up in jail!PKPZ66

But Ben, you're going to end up in jail!PL7B3C

The body of the last SMS message received from 202-749-9211 reads: “But Ben, you're going to end up 
in jail!”

PPMK9N

But Ben, you're going to end up in jail!QDP28N

But Ben, you're going to end up in jail!QW2T96

But Ben, you're going to end up in jail!QWX47T

But Ben, you're going to end up in jail!R99V9T

"But Ben, you're going to end up in jail!"RDLXVN

But Ben, you're going to end up in jail!RNKCFV

But Ben, you're going to end up in jail!RNZTBN

But Ben, you're going to end up in jail!RVW9UB

But Ben, you're going to end up in jail!RYLWF3

But Ben, you're going to end up in jail!TGWQJ3

But Ben, you're going to end up in jail!UGD3X2

But Ben, you're going to end up in jail!ULC8H7

But Ben, you're going to end up in jail!VQY8AP

But Ben, you're going to end up in jail!W7KA6J

But Ben, you're going to end up in jail!WGP3WY

But Ben, you're going to end up in jail!WV8Q9H

But Ben, you're going to end up in jail!X3GET4

But Ben, youre going to end up in jail!XEG8Q2
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WebCode Response

But Ben, you're going to end up in jail!YM7FNW

But Ben, you're going to end up in jail!Z7ZDQP

But Ben, you're going to end up in jail!ZJ2ALW

But Ben, you're going to end up in jail!ZVDCAE

But Ben, you're going to end up in jail! Consensus Result:

 Expected Response Explanation:
To determine the body of the last SMS message received on this device, the EPOCH timestamp values found within the 
mmssms.db database file under the sms table need to be converted. The timestamp value for the last received SMS 
message on this device is 1488557225325. Information about this file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms (Date & Time Conversion column added by CTS)

Body of last received SMS message:
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Question 41: What is the EPOCH timestamp value of the last SMS message SENT to 202-749-9211?

1488557347348 Manufacturer ' s Expected Response:

WebCode Response

14885573473483YME8V

14885573474D2G3Y

148855734734864W7DD

148855734734868TVUL

14885573473486NG98D

14885573473487MPGZU

14885573473488AEEVV

14885573473488H3CEM

148855734734897NRER

148855734734898HMTM

14885573473489RABMP

14885573473489TFVBP

14885573473489V63VL

14885573473489VLGYP

1488557340A6RHYF

1488557347348AD36NA

1488557347348AHXWV8

1488557225325AV2ZJL

1488557225325B4Q8GH

1488557347348BC8JUJ

1488557347348BQ8KA7

1488557347BTXG6Q

1488557347C2XB4H

1488557347C48JW3

1488557347348 Note that Cellebrite included three additional characters for millisecond precision in 
the EPOCH timestamp (348).

CMJ99E

1488557347348D7CNUM

1488557347348D83RG3

1488539347DKW4WM

1488557347348 = 0x 01 5A 94 EE 92 14 (Friday, 03 March 2017, 16:09:07 ) 
[data/Root/data/com.android.providers.telephony/databases/mmssms.db]

EBG8GN

1488557347348EPJBUL

1488557347348ERPVHL

1488557347348EV8VZM

148855734EXUKE9

1488557347348FXTZ9K

1488557347G7Z2ZY

1488557347HBQEBL
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WebCode Response

1488557347348J3RRLY

1488557347348JCFLXV

1488557347JWZK26

1488557347KPGGU3

1488557347348KXDJXF

1488557347348L4YN7T

1488557347348 (from sms table of mmssms.db)LBHWT6

1488557225325LDKV4X

1488557347348LHU9JB

1488557225LWWHP6

1488557347348M6LPM2

1488557223000M8QFRV

1488557347348MDK6GF

1488557347348MEC94V

1488557347348MTQEC9

1488557347348N3FNZA

1488557347348NLQEER

1488557347348P6YXN2

1488557347348PDR9YW

1488557347PKPZ66

1488557347PL7B3C

The EPOCH timestamp value of the last SMS message sent to 202-749-9211 is: “1488557347348”.PPMK9N

1488557347348QDP28N

1488557347348QW2T96

1488557347348QWX47T

1488557347348R99V9T

1488557347348RDLXVN

1488557347RNKCFV

1488557347348RNZTBN

1488557347348RVW9UB

1488557347348RYLWF3

1488557347348TGWQJ3

1488557347UGD3X2

1488557347ULC8H7

1488557347348VQY8AP

1488557347348W7KA6J

1488557347348WGP3WY

1488557347348WV8Q9H

1488557347X3GET4
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WebCode Response

1488539347XEG8Q2

1488557347348YM7FNW

1488557347Z7ZDQP

1488557347348ZJ2ALW

1488557347ZVDCAE

1488557347348 or 1488557347 without the millisecond precision. Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp values found within the mmssms.db database file under the sms table needed to be converted 
using a converter to get the date and time for the last sent SMS message. The EPOCH timestamp value for the last sent 
SMS message is 1488557347348. Information about this file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms (Date & Time Conversion column added by CTS)
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Question 42: Convert the EPOCH timestamp value of the last SMS message SENT to 202-749-9211 in 
US/Canada Eastern Time with the following format: Month/Day/Year, Hours:Minutes:Seconds AM/PM.

3/3/2017, 11:09:07 AM Manufacturer ' s Expected Response:

WebCode Response

"03/03/2017, 11:09:07 AM."3YME8V

3/3/2017, 11:09:07 AM4D2G3Y

03/03/2017, 11:09:07 AM64W7DD

03/03/2017, 11:09:07 AM68TVUL

3/3/2017, 11:09:07 AM6NG98D

03/03/2017, 11:09:07 AM7MPGZU

03/03/2017, 11:09:07 AM8AEEVV

03/03/2017, 11:09:07 AM8H3CEM

03/03/2017, 11:09:07 AM (UTC -5)97NRER

03/03/2017, 11:09:07 AM98HMTM

03/03/2017, 11:09:07 AM9RABMP

03/03/2017, 11:09:07 AM9TFVBP

March/3/2017, 11:09:07 AM9V63VL

03/03/2017, 11:09:07 am9VLGYP

03/03/17 11:09:00PMA6RHYF

3/3/2017, 11:09:07 AMAD36NA

03/03/2017, 11:09:07 AMAHXWV8

Mar/3/2017 11:07:05 AMAV2ZJL

03/03/2017 11:07:05 AM (EST)B4Q8GH

03/03/2017, 11:09:07 AMBC8JUJ

03/03/2017, 11:09:07 AMBQ8KA7

03/03/2017, 11:09:07 AMBTXG6Q

3/3/2017, 11:09:07 AMC2XB4H

03/03/2017, 11:09:07 AMC48JW3

03/03/2017, 11:09:07 AM.CMJ99E

3/3/2017 11:09:07 PMD7CNUM

03/03/2017, 11:09:07 AMD83RG3

03/03/2017, 11:09:07 AMDKW4WM

March/03/2017 11:09:07 PM (Fri) (UTC -05:00) 0x 01 5A 94 EE 92 14 converted to decimal = 
1488557347348 = March/03/2017 16:09:07 
[data/Root/data/com.android.providers.telephony/databases/mmssms.db]

EBG8GN

03/03/2017, 11:09:07 AMEPJBUL

3/3/2017, 11:09:07 AMERPVHL

03/03/2017 11:09:07 PM (-0500)EV8VZM

03/03/2017, 11:09:07 AMEXUKE9

03/03/2017, 11:09:07 AM (-5 UTC)FXTZ9K

3/3/2017, 11:09:07 AMG7Z2ZY
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WebCode Response

3/3/2017, 11:09:07 AMHBQEBL

03/03/2017, 11:09:07 AMJ3RRLY

Mar/03/2017, 11:09:07 AMJCFLXV

03/03/2017, 11:09:07 AMJWZK26

03/03/2017, 11:09:07 AMKPGGU3

3/3/2017, 11:09:07 AMKXDJXF

03/03/17, 11:09:07 AML4YN7T

3/3/2017, 11:09:07 AM (UTC-5)LBHWT6

03/03/2017 11:07:05 AM (EST)LDKV4X

03/03/2017, 11:09:07 AMLHU9JB

03/03/2017 11:07:05 AMLWWHP6

03/03/2017, 11:09:07 AMM6LPM2

3/3/2017 11:07:03 AMM8QFRV

03/03/2017, 12:09:07 PM (UTC -04:00)MDK6GF

03/03/2017, 11:07:05 AMMEC94V

03/03/2017, 11:09:07 AMMTQEC9

3/3/2017, 11:09:07 AMN3FNZA

03/03/2017, 11:09:07 AMNLQEER

March/03/2017, 11:09:07 am America/New York (EST)P6YXN2

3/3/2017, 11:09:07 AMPDR9YW

03/03/2017, 11:09:07 AMPKPZ66

03/03/2017, 11:09:07 AMPL7B3C

The converted timestamp value of the last SMS message sent to 202-749-9211 from EPOCH to 
USA/Canada Eastern time formatted as Month/Day/Year, Hours:Minutes:Seconds AM/PM is: 
03/03/2017, 11:09:07 AM.

PPMK9N

3/3/2017, 11:09:07 (UTC-5)QDP28N

March/03/2017, 11:09:07 AMQW2T96

3/3/2017, 11:09:07QWX47T

03/03/2017, 11:09:07 AMR99V9T

03/03/2017, 11:09:07 PMRDLXVN

03/03/2017, 11:09:07 AMRNKCFV

03/03/2017, 11:09:07 AMRNZTBN

03/03/2017, 11:09:07 AM (UTC-5)RVW9UB

03/03/2017, 11:09:07 AMRYLWF3

03/03/2017, 11:09:07TGWQJ3

3/3/2017, 11:09:07 AMUGD3X2

3/3/2017, 11:09:07 AMULC8H7

03/3/2017, 11:09:07 AMVQY8AP

03/03/2017, 11:09:07 AMW7KA6J

3/3/2017, 11:09:07 AMWGP3WY
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03/03/17, 11:09:07 AMWV8Q9H

03/03/2017, 11:09:07 AMX3GET4

03/03/17, 11:09:07 AMXEG8Q2

03/03/2017, 11:09:07 AMYM7FNW

March 3 2017, 11:09:07 (AM)Z7ZDQP

03/03/2017, 11:09:07 AMZJ2ALW

3/3/17, 11:09:07 amZVDCAE

3/3/2017, 11:09:07 AM and all formatting styles which represent the same date and time for 
the requested time zone.

 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp values found within the mmssms.db database file needed to be converted using a converter to 
get the date and time of the last sent SMS message on this device. The last sent SMS message timestamp value, 
1488557347348, converts to 3/3/2017 , 11:09:07 AM USA / Canada Eastern Time.

 Screen Shot:
Last sent SMS message EPOCH timestamp conversion:
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Question 43: What is the body of the last SMS message SENT to 202-749-9211?

No I'm not! I know what I'm doing! Manufacturer ' s Expected Response:

WebCode Response

No I'm not! I know what I'm doing!3YME8V

No I'm not! I know what I'm doing!4D2G3Y

No I'm not! I know what I'm doing!64W7DD

No I'm not! I know what I'm doing!68TVUL

No I'm not! I know what I'm doing!6NG98D

No I'm not! I Know what I'm doing!7MPGZU

No I'm not! I know what I'm doing!8AEEVV

No I'm not! I know what I'm doing!8H3CEM

No I'm not! I know what I'm doing!97NRER

No I'm not! I know what I'm doing!98HMTM

No I'm not! I know what I'm doing!9RABMP

No I'm not! I know what I'm doing!9TFVBP

No I'm not! I know what I'm doing!9V63VL

No I'm not! I know what I'm doing.9VLGYP

No I'm not! I know what I'm doing!A6RHYF

No I'm not! I know what I'm doing!AD36NA

No I'm not! I know what I'm doing!AHXWV8

No I'm not! I know what I'm doing!AV2ZJL

No I'm not! I know what I'm doing!B4Q8GH

No I'm not! I know what I'm doing!BC8JUJ

No I'm not! I know what I'm doing!"BQ8KA7

No I'm not! I know what I'm doing!BTXG6Q

No I'm not! I know what I'm doing!C2XB4H

No I'm not! I know what I'm doing!C48JW3

No I'm not! I know what I'm doing!CMJ99E

No I'm not! I know what I'm doing!D7CNUM

No I'm not! I know what I'm doing!D83RG3

No I'm not! I know what I'm doing!DKW4WM

No I'm not! I know what I'm doing! 
[data/Root/data/com.android.providers.telephony/databases/mmssms.db]

EBG8GN

No I'm not! I know what I'm doing!EPJBUL

No I'm not! I know what I'm doing!ERPVHL

No I'm not! I know what I'm doing!EV8VZM

No I'm not! I know what I'm doing!EXUKE9

No I'm not! I know what I'm doing!FXTZ9K

No I'm not! I know what I'm doing!G7Z2ZY

No I'm not! I know what I'm doing!HBQEBL

No I'm not! I know what I'm doing!J3RRLY
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WebCode Response

No I'm not! I know what I'm doing!JCFLXV

No I'm not! I know what I'm doing!JWZK26

No I'm not! I know what I'm doing!KPGGU3

No I'm not! I know what I'm doing!KXDJXF

No I'm not! I know what I'm doing!L4YN7T

No I'm not! I know what I'm doing! (from sms table of mmssms.db)LBHWT6

No I'm not! I know what I'm doing!LDKV4X

No I'm not! I know what I'm doing!LHU9JB

No, I'm not! I know what I'm doing!LWWHP6

No I'm not! I know what I'm doing!M6LPM2

No I'm not! I know what I'm doing!M8QFRV

No I'm not! I know what I'm doing!MDK6GF

No I'm not! I know what I'm doing!MEC94V

No I'm not! I know what I'm doing!MTQEC9

No I'm not! I know what I'm doing!N3FNZA

No I'm not! I know what I'm doing!NLQEER

No I'm not! I know what I'm doing!P6YXN2

No I'm not! I know what I'm doing!PDR9YW

No I'm not! I know what I'm doing!PKPZ66

No I'm not! I know what I'm doing!PL7B3C

The body of the last SMS sent to 202-749-9211 reads: “No I'm not! I know what I'm doing!”PPMK9N

No I'm not! I know what I'm doing!QDP28N

No I'm not! I know what I'm doing!QW2T96

No I'm not! I know what I'm doing!QWX47T

No I'm not! I know what I'm doing!R99V9T

"No I'm not! I know what I'm doing!"RDLXVN

No I'm not! I know what I'm doing!RNKCFV

No I'm not! I know what I'm doing!RNZTBN

No I'm not! I know what I'm doing!RVW9UB

No I'm not! I know what I'm doing!RYLWF3

No I'm not! I know what I'm doing!TGWQJ3

No I'm not! I know what I'm doing!UGD3X2

No I'm not! I know what I'm doing!ULC8H7

No I'm not! I know what I'm doing!VQY8AP

No I'm not! I know what I'm doing!W7KA6J

No I'm not! I know what I'm doing!WGP3WY

No I'm not! I know what I'm doing!WV8Q9H

No I'm not! I know what I'm doing!X3GET4

No I'm not! I know what I'm doingXEG8Q2

No I'm not! I know what I'm doing!YM7FNW
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No I'm not! I know what I'm doing!Z7ZDQP

No I'm not! I know what I'm doing!ZJ2ALW

No I'm not! I know what I'm doing!ZVDCAE

No I'm not! I know what I'm doing! Consensus Result:

 Expected Response Explanation:
To determine the body of the last SMS message received on this device, the EPOCH timestamp values found within the 
mmssms.db database file under the sms table need to be converted. The timestamp value for the last received SMS 
message on this device is 1488557347348. Information about this file can be located at: 
data/Root/data/com.android.providers.telephony/databases/mmssms.db

 Screen Shot:
Database: mmssms >>> Table: sms (Date & Time Conversion column added by CTS)

Body of last sent SMS message:
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Question 44: How many e-mails were received from nicolecooper23@aol.com?

Eight (8) Manufacturer ' s Expected Response:

WebCode Response

83YME8V

8 emails4D2G3Y

Eight (8)64W7DD

0868TVUL

86NG98D

87MPGZU

88AEEVV

88H3CEM

897NRER

898HMTM

Eight (08)9RABMP

89TFVBP

89V63VL

89VLGYP

8A6RHYF

8AD36NA

8AHXWV8

Eight (8)AV2ZJL

8B4Q8GH

4BC8JUJ

8BQ8KA7

8BTXG6Q

8C2XB4H

8C48JW3

8CMJ99E

8D7CNUM

Eight (8)D83RG3

8DKW4WM

8 [data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal]

EBG8GN

8EPJBUL

8ERPVHL

8EV8VZM

8EXUKE9

8FXTZ9K

8G7Z2ZY

Eight (8)HBQEBL

8J3RRLY
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WebCode Response

8JCFLXV

8JWZK26

8KPGGU3

8KXDJXF

8L4YN7T

8 (from messages table of mailstore.bencooper1381@gmail.com.db)LBHWT6

Eight (8)LDKV4X

8LHU9JB

8LWWHP6

8M6LPM2

8M8QFRV

8MDK6GF

8 (eight)MEC94V

8MTQEC9

8N3FNZA

8NLQEER

8P6YXN2

8PDR9YW

8PKPZ66

8PL7B3C

Eight e-mails were received from nicolecooper23@aol.com.PPMK9N

8QDP28N

8QW2T96

8QWX47T

8R99V9T

8RDLXVN

8RNKCFV

Eight (8) messagesRNZTBN

8RVW9UB

8RYLWF3

8TGWQJ3

8UGD3X2

8ULC8H7

8VQY8AP

Eight (8)W7KA6J

8WGP3WY

8WV8Q9H

8X3GET4

8XEG8Q2

8YM7FNW
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8Z7ZDQP

8ZJ2ALW

8ZVDCAE

Eight (8) Consensus Result:

 Expected Response Explanation:
Information regarding sent and received e-mails can be found within the mailstore.bencooper1381@gmail.com.db 
database file under the messages table. This file can be located at: 
data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com >>> Table: messages
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Question 45: How many e-mails were sent to nicolecooper23@aol.com? Do NOT include e-mails that 
were deleted.

Eight (8) Manufacturer ' s Expected Response:

WebCode Response

83YME8V

84D2G3Y

Eight (8)64W7DD

0868TVUL

86NG98D

87MPGZU

88AEEVV

88H3CEM

897NRER

898HMTM

Eight (08)9RABMP

89TFVBP

89V63VL

89VLGYP

8A6RHYF

8AD36NA

8AHXWV8

Eight (8)AV2ZJL

8B4Q8GH

8BC8JUJ

8BQ8KA7

8BTXG6Q

8C2XB4H

8C48JW3

8CMJ99E

8D7CNUM

Eight (8)D83RG3

8DKW4WM

8 [data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

EBG8GN

8EPJBUL

8ERPVHL

8EV8VZM

8EXUKE9

8 (There were also 2 deleted emails, which appeared to be portions of 2 emails that were included in the 
count of 8.)

FXTZ9K

7G7Z2ZY
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WebCode Response

Eight (8)HBQEBL

8J3RRLY

8JCFLXV

8JWZK26

8KPGGU3

8KXDJXF

8L4YN7T

8 (from messages table of mailstore.bencooper1381@gmail.com.db)LBHWT6

Eight (8)LDKV4X

8LHU9JB

8LWWHP6

8M6LPM2

8M8QFRV

8MDK6GF

8 (eight)MEC94V

8MTQEC9

8N3FNZA

8NLQEER

8P6YXN2

8PDR9YW

8PKPZ66

8PL7B3C

Eight e-mails were sent to nicolecooper23@aol.com.PPMK9N

8QDP28N

8QW2T96

8QWX47T

8R99V9T

8RDLXVN

8RNKCFV

Eight (8) messagesRNZTBN

8RVW9UB

8RYLWF3

8TGWQJ3

8UGD3X2

8ULC8H7

8VQY8AP

Eight (8)W7KA6J

8WGP3WY

8WV8Q9H

8X3GET4
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8XEG8Q2

8YM7FNW

8Z7ZDQP

8ZJ2ALW

8ZVDCAE

Eight (8) Consensus Result:

 Expected Response Explanation:
Information regarding sent and received e-mails can be found within the mailstore.bencooper1381@gmail.com.db 
database file under the messages table. This file can be located at: 
data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com >>> Table: messages
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Question 46: Provide the subject field of the first received e-mail from nicolecooper23@aol.com on March 
2, 2017.

Divorce Manufacturer ' s Expected Response:

WebCode Response

Divorce3YME8V

Divorce4D2G3Y

Divorce64W7DD

DIVORCE68TVUL

Divorce6NG98D

Divorce7MPGZU

Divorce8AEEVV

Divorce8H3CEM

Divorce97NRER

Divorce98HMTM

Divorce9RABMP

Divorce9TFVBP

Divorce9V63VL

Divorce9VLGYP

Debt CollectorA6RHYF

DivorceAD36NA

DivorceAHXWV8

DivorceAV2ZJL

DivorceB4Q8GH

DivorceBC8JUJ

DivorceBQ8KA7

Re: DivorceBTXG6Q

DivorceC2XB4H

Debt CollectorC48JW3

DivorceCMJ99E

DivorceD7CNUM

DivorceD83RG3

DivorceDKW4WM

Divorce [data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal]

EBG8GN

DivorceEPJBUL

DivorceERPVHL

DivorceEV8VZM

DivorceEXUKE9

DivorceFXTZ9K

Re: DivorceG7Z2ZY

DivorceHBQEBL
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WebCode Response

DivoreJ3RRLY

DivorceJCFLXV

DivorceJWZK26

DivorceKPGGU3

DivorceKXDJXF

DivorceL4YN7T

Divorce (from messages table of mailstore.bencooper1381@gmail.com.db)LBHWT6

DivorceLDKV4X

DivorceLHU9JB

DivorceLWWHP6

Debt CollectorM6LPM2

DivorceM8QFRV

Debt CollectorMDK6GF

DIVORCEMEC94V

DivorceMTQEC9

DivorceN3FNZA

DivorceNLQEER

DivorceP6YXN2

Re:DivorcePDR9YW

DivorcePKPZ66

DivorcePL7B3C

The subject field of the first received e-mail from nicolecooper23@aol.com on March 2, 2017 was 
“Divorce”.

PPMK9N

DivorceQDP28N

Debt CollectorQW2T96

DivorceQWX47T

DivorceR99V9T

"Divorce"RDLXVN

DivorceRNKCFV

DivorceRNZTBN

DivorceRVW9UB

DivorceRYLWF3

DivorceTGWQJ3

DivorceUGD3X2

Debt CollectorULC8H7

DivorceVQY8AP

DivorceW7KA6J

DivorceWGP3WY

DivorceWV8Q9H

DivorceX3GET4
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WebCode Response

DivorceXEG8Q2

DivorceYM7FNW

DivorceZ7ZDQP

DivorceZJ2ALW

DivorceZVDCAE

Divorce Consensus Result:

 Expected Response Explanation:
Information about the subject field for the first received e-mail from nicolecooper23@aol.com on March 2, 2017 can 
be found within the mailstore.bencooper1381@gmail.com.db database file under the messages table. This file can be 
located at: data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com >>> Table: messages
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Question 47: Provide the EPOCH timestamp value for the last e-mail sent to nicolecooper23@aol.com.

1488487973000 Manufacturer ' s Expected Response:

WebCode Response

14884879730003YME8V

14884702734D2G3Y

148848797300064W7DD

148848797300068TVUL

14884879736NG98D

14884879730007MPGZU

14884879730008AEEVV

14884879730008H3CEM

148848797300097NRER

148848797300098HMTM

14884879730009RABMP

14884879730009TFVBP

14884879730009V63VL

14884879730009VLGYP

1488487920A6RHYF

1488487973000AD36NA

1488487973000AHXWV8

1488487973000AV2ZJL

1488487973094B4Q8GH

1488487973000BC8JUJ

1488487973000BQ8KA7

1488451973BTXG6Q

1488487973C2XB4H

1488487973C48JW3

1488487973000 Note that Cellebrite included three additional characters for millisecond precision in 
the EPOCH timestamp (000).

CMJ99E

1488487973000D7CNUM

1488487973000D83RG3

1488487973DKW4WM

5814406144 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal]

EBG8GN

1488487973000EPJBUL

1488487973000ERPVHL

1488487973000 (same converted as date received EPOCH time stamp = 1488487973094)EV8VZM

1488487973EXUKE9

1488487973000FXTZ9K

1488469973G7Z2ZY
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WebCode Response

1488487973HBQEBL

1488487973000J3RRLY

1488487973000JCFLXV

1488487973JWZK26

1488487973KPGGU3

1488487973000KXDJXF

1488487973000L4YN7T

1488487973000 (based on dateSentMs messages table of mailstore.bencooper1381@gmail.com.db; 
EPOCH time stamp of dateReceivedMS field is 1488487973094)

LBHWT6

1488487973094LDKV4X

1488487973000LHU9JB

1488444773LWWHP6

1488487973000M6LPM2

1488487973000M8QFRV

1488487973000MDK6GF

1488487973000MEC94V

1488487973000MTQEC9

1488487973000N3FNZA

1488487973000NLQEER

1488487973000P6YXN2

date received: 1488487973094PDR9YW

1488487973PKPZ66

1488487973PL7B3C

The EPOCH timestamp value for the last e-mail sent to nicolecooper23@aol.com is: 
“1488487973000”.

PPMK9N

1488487973094QDP28N

1488487973000QW2T96

1488487973000QWX47T

1488487973000R99V9T

1488487973000RDLXVN

1488487973RNKCFV

1488487973000RNZTBN

1488487973000RVW9UB

1488487973000RYLWF3

1488487973000TGWQJ3

1488487973UGD3X2

1488469973ULC8H7

1488487973000VQY8AP

1488487973000W7KA6J

1488487973000WGP3WY
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WebCode Response

1488487973000WV8Q9H

1488487973X3GET4

1488444773XEG8Q2

1488487973000YM7FNW

1488487973Z7ZDQP

1488487973000ZJ2ALW

1488487973ZVDCAE

Due to the ambiguity of the question, the following responses will be accepted. EPOCH 
timestamp 1488487973, 1488487973000 with the millisecond precision, and 
1488487973094(dateReceivedMs).

 Consensus Result:

 Expected Response Explanation:
To determine the EPOCH timestamp value of the last e-mail sent to nicolecooper23@aol.com, values found within the 
mailstore.bencooper1381@gmail.com.db database file in the "dateSentMs" column under the messages table need to 
be converted. The timestamp value for the last e-mail sent to nicolecooper23@aol.com is 1488487973000 within the 
“dateSentMs” column, and 1488487973094 under the “dateReceivedMs” column.  Information about this file can be 
located at: data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com.db >>> Table: messages (Date & Time Conversion column added by 
CTS)

_id toAddress dateReceivedMs dateSentMs Date & Time Conversion

9
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488218196589    1488218196000 2/27/2017, 12:56:36 PM

11
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488301386480    1488301386000 2/28/2017, 12:03:06 PM

14
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488309980811    1488309980000 2/28/2017, 2:26:20 PM

16
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488377621192    1488377621000 3/1/2017, 9:13:41 AM

18
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488396696303    1488396696000 3/1/2017, 2:31:36 PM

20
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488464104644    1488464104000 3/2/2017, 9:15:04 AM

22
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488471286450    1488471286000 3/2/2017, 11:14:46 AM

23
"Nicole Cooper" 
<nicolecooper23@aol.com> 1488487973094    1488487973000 3/2/2017, 3:52:53 PM
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Question 48: Convert the EPOCH timestamp value for the last e-mail sent to nicolecooper23@aol.com in 
US/Eastern Time with the following format: Month/Day/Year, Hours:Minutes:Seconds AM/PM.

3/2/2017, 3:52:53 PM Manufacturer ' s Expected Response:

WebCode Response

"03/02/2017, 3:52:53 PM"3YME8V

3/2/2017, 3:52:53 PM4D2G3Y

3/2/2017, 3:52:53 PM64W7DD

02/03/2017 03:52:53 PM68TVUL

3/2/2017, 3:52:53 PM6NG98D

03/02/2017, 3:52:53 PM7MPGZU

03/02/2017, 03:52:53 PM8AEEVV

03/02/2017, 03:52:53 PM8H3CEM

03/02/2017, 03:52:53 PM (UTC -5)97NRER

03/02/2017, 3:52:53 PM98HMTM

03/02/2017, 03:52:53 PM9RABMP

03/02/2017, 03:52:53 PM9TFVBP

March/2/2017, 03:52:53 PM9V63VL

03/02/2017, 03:52:53 pm9VLGYP

3/2/17 15:52:00PMA6RHYF

3/2/2017, 3:52:53 PMAD36NA

03/02/2017, 15:52:53 PMAHXWV8

Mar/2/2017, 3:52:53 PMAV2ZJL

03/02/2017, 03:52:53 PM (EST)B4Q8GH

03/02/2017, 03:52:53 PMBC8JUJ

03/02/2017, 15:52:53 PMBQ8KA7

03/02/2017, 03:52:53 PMBTXG6Q

3/2/2017, 3:52:53 PMC2XB4H

03/02/2017, 03:52:53 PMC48JW3

03/02/2017, 3:52:53 PM.CMJ99E

3/2/2017, 3:52:53 PMD7CNUM

03/02/2017, 3:52:53 PMD83RG3

03/02/2017 8:52:53 PMDKW4WM

02/March/2017, 15:52:53 (Thursday) ( UTC -05:00 ) 1488487973000 0x01 5A 90 CC 00 88 = 
1488487973000 = Thu, 02 Mar 2017 20:52:53 (UTC 00:00) 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal]

EBG8GN

03/02/2017, 03:52:53 PMEPJBUL

3/2/2017, 3:52:53 PMERPVHL

03/02/2017, 3:52:53 pm (-0500)EV8VZM

03/02/2017, 03:52:53 PMEXUKE9

03/02/2017, 3:52:53 PM (-5 UTC)FXTZ9K
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WebCode Response

3/2/2017 3:52:53 AMG7Z2ZY

3/2/2017, 15:52:53 PMHBQEBL

02/03/2017 15:52:53 PMJ3RRLY

Mar/02/2017, 03:52:53 PMJCFLXV

03/02/2017, 03:52:53 PMJWZK26

03/02/2017, 03:52:53 PMKPGGU3

3/2/2017, 3:52:53 PMKXDJXF

03/02/17, 15:52:53 PML4YN7T

3/2/2017, 3:52:53 PM (UTC-5)LBHWT6

03/02/2017, 15:52:53 PM (EST)LDKV4X

03/02/2017, 03:52:53 PMLHU9JB

03/02/2017 3:52:53 AMLWWHP6

02/03/2017, 15:52:53 PMM6LPM2

3/02/2017, 3:52:53 PMM8QFRV

03/02/2017 04:52:53 PM (UTC-4:00)MDK6GF

3/2/2017, 03:52:53 PMMEC94V

03/02/2017, 03:52:53 PMMTQEC9

3/2/2017, 3:52:53 PMN3FNZA

03/02/2017, 3:52:53 PMNLQEER

March/02/2017, 15:52:53 pm America/New York (EST)P6YXN2

3/2/2017 4:52:53 PMPDR9YW

03/02/2017, 03:52:53 PMPKPZ66

02/03/2017 03:52:53 PMPL7B3C

The converted timestamp value of the last e-mail sent to nicolecooper23@aol.com from EPOCH to 
USA/Canada Eastern time formatted as Month/Day/Year, Hours:Minutes:Seconds AM/PM is: 
“03/02/2017, 15:52:53 PM”.

PPMK9N

3/2/2017 11:14:46 (UTC -5)QDP28N

March/02/2017, 03:52:53 PMQW2T96

3/2/2017, 3:52:53 PMQWX47T

03/02/2017, 03:52:53 PMR99V9T

03/02/2017, 15:52:53 PMRDLXVN

03/02/2017, 3:52:53 PMRNKCFV

03/02/2017, 03:52:53 PMRNZTBN

02/03/2017 3:52:53 PM (UTC-5)RVW9UB

03/02/2017, 03:52:53 PMRYLWF3

03/02/2017, 15:52:53TGWQJ3

3/2/2017, 3:52:53 PMUGD3X2

3/2/2017, 3:52:53 PMULC8H7

3/2/2017, 3:52:53 PMVQY8AP

03/02/2017, 15:52:53 PMW7KA6J
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WebCode Response

3/2/2017, 3:52:53 PMWGP3WY

03/02/17, 03:52:53 PMWV8Q9H

03/02/2017, 15:52:53 PMX3GET4

03/02/17 03:52:53 AMXEG8Q2

3/2/2017, 3:52:53 PMYM7FNW

March 2 2017, 03:52:53 (PM)Z7ZDQP

03/02/2017, 3:52:53 PMZJ2ALW

3/2/2017, 3:52:53 pmZVDCAE

3/2/2017, 3:52:53 PM and all formatting styles which represent the same date and time for the 
requested time zone. Participants who appeared to report Day/Month instead of the requested 
Month/Day are highlighted as assumptions cannot be made that month and day were 
interchanged.

 Consensus Result:

 Expected Response Explanation:
The EPOCH timestamp value found within the mailstore.bencooper1381@gmail.com.db database file under the 
messages table needed to be converted to get the date and time for the last sent e-mail to nicolecooper23@aol.com. 
The last sent e-mail timestamp value, 1488487973000, converts to 3/2/2017 , 3:52:53 PM USA / Canada Eastern 
Time.

 Screen Shot:
Last sent e-mail message EPOCH timestamp conversion:
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Question 49: What is the subject field of the last e-mail sent to nicolecooper23@aol.com?

Talk tomorrow Manufacturer ' s Expected Response:

WebCode Response

Talk tomorrow3YME8V

Talk tomorrow4D2G3Y

Talk tomorrow64W7DD

Talk tomorrow68TVUL

Talk tomorrow6NG98D

Talk tomorrow7MPGZU

Talk tomorrow8AEEVV

Talk tomorrow8H3CEM

Talk Tomorrow97NRER

Talk tomorrow98HMTM

Talk tomorrow9RABMP

Talk Tomorrow9TFVBP

Talk tomorrow9V63VL

Talk tomorrow9VLGYP

Talk tomorrowA6RHYF

Talk tomorrowAD36NA

Talk tomorrowAHXWV8

Talk tomorrowAV2ZJL

Talk tomorrowB4Q8GH

Talk tomorrowBC8JUJ

Talk tomorrowBQ8KA7

Talk tomorrowBTXG6Q

Talk TomorrowC2XB4H

Talk tomorrowC48JW3

Talk tomorrowCMJ99E

Talk tomorrowD7CNUM

Talk tomorrowD83RG3

Talk tomorrowDKW4WM

Talk tomorrow 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db] 
[data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db-wal]

EBG8GN

Talk tomorrowEPJBUL

Talk tomorrowERPVHL

Talk tomorrowEV8VZM

Talk TomorrowEXUKE9

Talk tomorrowFXTZ9K

Talk TomorrowG7Z2ZY

Talk tomorrowHBQEBL
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WebCode Response

Talk tomorrowJ3RRLY

Talk tomorrowJCFLXV

Talk tomorrowJWZK26

Talk tomorrowKPGGU3

Talk tomorrowKXDJXF

talk tomorrowL4YN7T

Talk tomorrow (from messages table of mailstore.bencooper1381@gmail.com.db)LBHWT6

Talk TomorrowLDKV4X

Talk tomorrowLHU9JB

Talk TomorrowLWWHP6

Talk tomorrowM6LPM2

Talk tomorrowM8QFRV

Talk tomorrowMDK6GF

Talk tomorrowMEC94V

Talk tomorrowMTQEC9

Talk tomorrowN3FNZA

Talk tomorrowNLQEER

Talk tomorrowP6YXN2

Talk tomorrowPDR9YW

Talk tomorrowPKPZ66

Talk tomorrowPL7B3C

The subject of the last e-mail sent to nicolecooper23@aol.com is “Talk tomorrow”.PPMK9N

Talk TomorrowQDP28N

Talk tomorrowQW2T96

Talk tomorrowQWX47T

Talk tomorrowR99V9T

"Talk tomorrow"RDLXVN

Talk TomorrowRNKCFV

Talk tomorrowRNZTBN

Talk tomorrowRVW9UB

Talk tomorrowRYLWF3

Talk tomorrowTGWQJ3

Talk tomorrowUGD3X2

Talk tomorrowULC8H7

Talk tomorrowVQY8AP

Talk tomorrowW7KA6J

Talk tomorrowWGP3WY

Talk tomorrowWV8Q9H

Talk tomorrowX3GET4

Talk TomorrowXEG8Q2
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WebCode Response

Talk tomorrowYM7FNW

Talk tomorrowZ7ZDQP

Talk tomorrowZJ2ALW

Talk TomorrowZVDCAE

Talk tomorrow Consensus Result:

 Expected Response Explanation:
Information regarding the subject field for the last e-mail sent to nicolecooper23@aol.com on this device can be found 
within the mailstore.bencooper1381@gmail.com.db database file under the messages table. This file can be located 
at: data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com.db >>> Table: messages
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Question 50: What is the body of the last e-mail sent to nicolecooper23@aol.com?

Nicole, Let's meet tomorrow and discuss our relationship. We can go 
for a walk at Bull Run Park in Centerville. Meet me there at 11 AM. Ben

 Manufacturer ' s Expected Response:

WebCode Response

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a wal…3YME8V

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

4D2G3Y

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

64W7DD

Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in Centerville. 
Meet me there at 11 AM.

68TVUL

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben.

6NG98D

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

7MPGZU

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

8AEEVV

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

8H3CEM

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

97NRER

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

98HMTM

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

9RABMP

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

9TFVBP

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

9V63VL

Nicole, Lets meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 am Ben.

9VLGYP

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

A6RHYF

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

AD36NA

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

AHXWV8

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

AV2ZJL

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a wal...B4Q8GH

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

BC8JUJ

Nicole, Let's meet tomorrow and discuss our relationship. We can go for walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

BQ8KA7

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

BTXG6Q

Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in Centerville. 
Meet me there at 11 AM.

C2XB4H
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Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

C48JW3

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

CMJ99E

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

D7CNUM

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

D83RG3

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at BUll Run Park in 
Centerville. Meet me there at 11 AM. Ben

DKW4WM

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

EBG8GN

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

EPJBUL

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

ERPVHL

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

EV8VZM

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

EXUKE9

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run park in 
Centerville. Meet me there at 11 AM. Ben

FXTZ9K

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

G7Z2ZY

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

HBQEBL

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben.

J3RRLY

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

JCFLXV

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a wal…JWZK26

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

KPGGU3

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

KXDJXF

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

L4YN7T

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben (displayed HTML format) <p dir="ltr">Nicole,</p> <p 
dir="ltr">Let&#39;s meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park 
in Centerville. Meet me there at 11 AM.</p><font color=#888888> <p dir="ltr">Ben</p> 
</font> (source HTML format) (BLOB from messages table of 
mailstore.bencooper1381@gmail.com.db)

LBHWT6

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk aat Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

LDKV4X

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

LHU9JB
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Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

LWWHP6

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

M6LPM2

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

M8QFRV

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

MDK6GF

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM.

MEC94V

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a wal...MTQEC9

Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in Centerville. 
Meet me there at 11 AM.

N3FNZA

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

NLQEER

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

P6YXN2

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

PDR9YW

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM.

PKPZ66

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM Ben

PL7B3C

The body of the last e-mail sent to nicolecooper23@aol.com reads: “Nicole, Let's meet tomorrow and 
discuss our relationship. We can go for a walk at Bull Run Park in Centerville. Meet me there at 11 AM. 
Ben”.

PPMK9N

Nicole, Let's meet tomorrow and discuss our relationship=2E We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM Ben

QDP28N

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 am. Ben

QW2T96

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

QWX47T

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

R99V9T

"Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben"

RDLXVN

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me at 11 AM.

RNKCFV

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

RNZTBN

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

RVW9UB

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

RYLWF3

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

TGWQJ3

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

UGD3X2
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Nicole, Let’s meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM.

ULC8H7

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

VQY8AP

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

W7KA6J

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

WGP3WY

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

WV8Q9H

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

X3GET4

Nicole, Lets meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM.

XEG8Q2

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

YM7FNW

Nicole, Let;s meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM.

Z7ZDQP

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park in 
Centerville. Meet me there at 11 AM. Ben

ZJ2ALW

Nicole, lets meet tomorrow and discuss our relationship. We can go for a walk...ZVDCAE

Nicole, Let's meet tomorrow and discuss our relationship. We can go for a walk at Bull Run Park 
in Centerville. Meet me there at 11 AM. Ben

 Consensus Result:

 Expected Response Explanation:
Information regarding the body of the last sent email to nicolecooper23@aol.com can be found within the 
mailstore.bencooper1381@gmail.com.db database file under the messages table. The database file will provide a 
snippet of the body of an e-mail.This file can be located at: 
data/Root/data/com.google.android.gm/databases/mailstore.bencooper1381@gmail.com.db. However, forensic 
analysis tools should be able to recover the full body of the last e-mail.

 Screen Shot:
Database: mailstore.bencooper1381@gmail.com.db >>> Table: messages
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Body of last e-mail sent to nicolecooper23@aol.com:

Copyright © 2017 CTS, Inc( 159 )Printed:  September 11, 2017



Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 51  Conclusion

Question 51: At the conclusion of your analysis, who does this device belong to?

Ben Cooper Manufacturer ' s Expected Response:

WebCode Response

"Ben Cooper" who is husband of Nicole Cooper.3YME8V

Ben Cooper4D2G3Y

Ben Cooper64W7DD

bencouper68TVUL

Ben Cooper6NG98D

Ben Cooper7MPGZU

Based on user accounts on this device, the device likely belongs to a person named "Ben Cooper". 
However, depending on the jurisdiction the device may be retained/seized by Police.

8AEEVV

Ben Cooper8H3CEM

It appears to belong to Ben Cooper.97NRER

Ben Cooper98HMTM

Ben Copper9RABMP

Ben Cooper9TFVBP

Ben Cooper9V63VL

Ben Cooper9VLGYP

ben cooperA6RHYF

Ben CooperAD36NA

Nicole CooperAHXWV8

Ben CooperAV2ZJL

Ben CooperB4Q8GH

Ben CooperBC8JUJ

Ben CooperBQ8KA7

Ben CooperBTXG6Q

Ben CooperC2XB4H

Ben CooperC48JW3

The user accounts retrieved from the raw image file—Google e-mail, Facebook, Waze and Plenty of Fish
—suggest the device owner may be Ben Cooper.

CMJ99E

Ben CooperD7CNUM

Ben CooperD83RG3

Ben CooperDKW4WM

Ben CooperEBG8GN

Ben CooperEPJBUL

Ben Cooper, husband of Nicole CooperERPVHL

Ben CooperEV8VZM

Ben CooperEXUKE9

This device appeared to belong to Ben Cooper.FXTZ9K

Ben CooperG7Z2ZY

Ben CooperHBQEBL
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WebCode Response

Ben CooperJ3RRLY

Ben CooperJCFLXV

Ben CooperJWZK26

Ben CooperKPGGU3

Ben CooperKXDJXF

Ben CooperL4YN7T

Ben Cooper (see comments)LBHWT6

Ben CooperLDKV4X

Ben CooperLHU9JB

Ben Cooper, the missing woman's husbandLWWHP6

Ben CooperM6LPM2

Ben CooperM8QFRV

Ben CooperMDK6GF

It's Ben Cooper's.MEC94V

Ben CooperMTQEC9

Ben CooperN3FNZA

Ben CooperNLQEER

This device belongs to Ben CooperP6YXN2

The device has user accounts with the name Ben Cooper.PDR9YW

Ben CooperPKPZ66

Ben CooperPL7B3C

The evidence indicates that the likely owner of the device is “Ben Cooper”.PPMK9N

Ben CooperQDP28N

Ben CooperQW2T96

Ben CooperQWX47T

Ben CooperR99V9T

Ben CooperRDLXVN

Ben CooperRNKCFV

Ben CooperRNZTBN

Ben CooperRVW9UB

Ben CooperRYLWF3

Ben CooperTGWQJ3

Ben CooperUGD3X2

Ben CooperULC8H7

Ben CooperVQY8AP

Ben CooperW7KA6J

Ben CooperWGP3WY

Ben CooperWV8Q9H

Analysis suggests the device belongs to a ‘Ben Cooper’.X3GET4

Ben CooperXEG8Q2
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Ben CooperYM7FNW

Ben CooperZ7ZDQP

Ben CooperZJ2ALW

Ben CooperZVDCAE

Ben Cooper Consensus Result:

 Expected Response Explanation:
All of the user accounts on this device (Waze, Plenty of Fish, Gmail and Facebook) are registered to a username 
specified to Ben Cooper. The username Bcooper1381 was specified to the Plenty of Fish and Waze applications. The 
e-mail address bencooper1381@gmail.com was used as Ben's primary e-mail address and was used to register a 
Facebook account. Information regarding these account details can be located within the following files:

Waze:
data/Root/data/com.waze/user
Plenty of Fish:
data/Root/data/com.pof.android/shared_prefs/null.xml
Gmail:
data/Root/data/com.google.android.apps.docs.editors.docs/databases/DocList.db
Facebook:
data/Root/data/com.facebook.katana/app_light_prefs/com.facebook.katana/logged_in_100015503974321

 Screen Shot:
Waze Account Information:

Plenty of Fish Account Information:

Gmail Account Information:

Facebook Account Information:
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Question 52: Does this device have relevance to the investigation? (Yes/No)

Yes Manufacturer ' s Expected Response:

WebCode Response

YES3YME8V

Yes4D2G3Y

Yes64W7DD

Yes68TVUL

Yes6NG98D

Yes7MPGZU

Yes8AEEVV

Yes8H3CEM

Yes97NRER

Yes98HMTM

Yes9RABMP

yes9TFVBP

Yes9V63VL

Yes9VLGYP

YesA6RHYF

YesAD36NA

YesAHXWV8

YesAV2ZJL

YESB4Q8GH

YesBC8JUJ

yes, a plan for murderBQ8KA7

YesBTXG6Q

YesC2XB4H

YesC48JW3

Yes. E-mails, web searches and SMS text messages found on the raw image file suggest this device may 
have relevance to the investigation. The image file contains e-mail correspondences between 
“bencooper1381@gmail.com” and “nicolecooper23@aol.com.” In one of the e-mails, a hike is 
apparently scheduled with the victim on the day her body was found at Bull Run Regional Park. Google 
web searches for stress management tips, “Kill my wife: 101 Ways to Get Rid of Your Wife without killing 
her” and “10 Ways to Dispose Of A Dead Body (If You Really Needed To)” were retrieved from the raw 
image file. SMS text messages between the device and a contact listed as “Laurel Murray” with the phone 
number at “202-749-9211” suggest this contact may possess information relevant to the investigation.

CMJ99E

YesD7CNUM

YesD83RG3

YesDKW4WM

YesEBG8GN

YesEPJBUL

YesERPVHL

Yes!EV8VZM

Copyright © 2017 CTS, Inc( 163 )Printed:  September 11, 2017



Mobile Digital Evidence Test 17-5550

TABLE 1
 Question 52  Conclusion

WebCode Response

YesEXUKE9

YesFXTZ9K

yesG7Z2ZY

YesHBQEBL

YesJ3RRLY

YesJCFLXV

YesJWZK26

yes, phone belongs to victim's husbandKPGGU3

YesKXDJXF

yesL4YN7T

Yes (see comments)LBHWT6

YesLDKV4X

YesLHU9JB

YesLWWHP6

YesM6LPM2

YesM8QFRV

YesMDK6GF

Yes.MEC94V

YesMTQEC9

YesN3FNZA

YesNLQEER

YesP6YXN2

YesPDR9YW

YesPKPZ66

YesPL7B3C

Yes, this device has relevance to the investigation.PPMK9N

YesQDP28N

YesQW2T96

YesQWX47T

YesR99V9T

YesRDLXVN

YesRNKCFV

YesRNZTBN

YesRVW9UB

YesRYLWF3

YesTGWQJ3

YesUGD3X2

YesULC8H7

YesVQY8AP

YesW7KA6J
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YesWGP3WY

YesWV8Q9H

YesX3GET4

YesXEG8Q2

YesYM7FNW

YesZ7ZDQP

YesZJ2ALW

YesZVDCAE

Yes Consensus Result:

 Expected Response Explanation:
This device has relevance to the investigation. On March 2, 2013, an e-mail was sent to nicolecooper23@aol.com 
requesting to meet Ben at Bull Run Park to discuss their relationship. On the following day, text messages were 
exchanged between Ben and Laurel that Nicole arrived at the park and a plan was going into action. Laurel begged 
Ben not to go through with the plan, but Ben refused.

 Screen Shot:
Final E-mail to Nicole:

Text Messages Between Ben and Laurel on Day Of Plan Execution:
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According to XRY analysis, can not find out the phone number of an evidence even in any 
database.

3YME8V

Well designed forensic testing for mobile device forensic analysis. All questions were clear and 
the expectation were fully understood. No vague or trick questions. You knew when you found 
the correct supporting data for the answer. Each successful answer to a question built on more 
confidence throughout the examination. Well done. Thanks !

64W7DD

It was a realistic examination. It made you research the databases and search for the answer.BQ8KA7

Attribution of LG MS428 K10 : This device has a number of Unique Identifiers which identify 
the owner as being Ben Cooper as well as further areas for evidential capture and open source 
enquiries: Facebook : ID 100015503974321 / bencooper1381@gmail.com (Production 
order to Facebook for account information ) Plenty of Fish: address supplied to account is 
:Sterling, 20166, Virginia, 1(production order to PoF for account information ) Google Client 
ID : 1487857894903 (production order to Google for account information) Google Drive: 
associated email account : bencooper1381@gmail.com (IP at registration and IP Log ons from 
ISP) Waze: Username bcooper1381: (Production order for account information) SIM card 
details: CDR's/ Cell Site / GPRS data and Account information (MetroPCS Production order) 
Cloud Analyser: ascertain legality as tokens within the handset to access accounts such as 
Facebook/Plenty of Fish and Messenger Evidence on Handset: Email: c Cell Towers: 
predominant mast is located at Potomac Run Plaza, Sterling,Virginia, VA20164 . Two other 
masts identified as by Chesterbrook Academy Preschool,46386 Logan Way,Sterling, VA 20165 
and a 'rogue' location in Atlantic Ocean SMS :Interaction from the user with a 
number(+12027499211) associated with the name Laurel Murray. Discussion about her 
purchasing tools and her concern about his activity with another un-named female(but later 
mentions is ex-wife whom he is divorced from). SMS dated 03/03/2017 10:54(UTC -05:00) to 
Murray about putting a plan into action and then one from Murray warning the user he may 
end up in jail 03/03/2017 11:07(UTC -05:00). Other messages of significance: 28/02/2017 
10:25(UTC 05:00) arrangements between same two numbers to meet at Balls Bluff Regional 
Park,Leesburg (but cancelled) 28/02/2017 11:38 (UTC -05:00) arrangements to meet at 
Burger 21, Sterling. Opportunity for CCTV. 01/03/2017 10:51 (UTC -05:00) arrangements to 
meet Murray at Balls Bluff Regional Park,Leesburg at 14:00 hours. MMS: 02/03/2017 14:40 
(UTC -05:00) message and image of a receipt for purchase of claw hammer/duct 
tape/drawstring, purchased by 2nd March 2017 at 01:58 PM and sent by Laurel Murray and 
corroborates SM interaction between user and Murray.Also photograph of the items a minute 
earlier. Emails: Communication with the name Nicole Cooper Arrangements to meet 'Nicole' at 
Bull Run Park, Centreville at 11am (message dated 02 March 2017 15:52(UTC -05:00) sent 
to nicolecooper23@aol.com Number of emails in an exchange thread between user account 
and nicolecooper23@aol.com Emails about therapy, debts and clear marital/domestic issues. 
Social Media: Facebook registration 23rd February 2017 Search history at POF and account 
token in Passwords on device. Significant number of PoF profile photographs ( NOT SURE 
ABOUT LEGALITY OF THIS ON A PT) Internet Web browsing history: Browsing history includes 
ways of disposing of a body / 101 ways to Get Rid of your Wife, research into anxiety and 
depression drugs/ divorce lawyers all within a week of the discovery of Nicole Cooper's body 
Other significant activity on the suspect device in the week prior to the discovery of Nicole 
Cooper: WiFi:Burger 21 21305 Windmill Parc Dr #160, Sterling, VA 20166. Opportunity for 
CCTV. Device connects to its Wifi (CCTV?)(Cell Site Location potentially covers this location 
28th February 2017 28th February 2017 11:00 - 14:30 hours) Bull & Bones 

EBG8GN
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Brewhaus,Blacksburg,Viginia device connects to WiFi ( CCTV?) Bluetooth: connected with a 
Hyundai Santa Fe Sport Locations: travels to Bull Park using Waze route finder 01/03/2017 
13:43 (UTC -05:00)(see SMS above)(Has a Calendar event same day/location for a 'Hike') 
Also travels to same location using Waze on the day Nicole Cooper's body is found and 
identified although time of discovering her body is not known to me). Voicemail: 4 messages. 
Serve urgent Production Order to Metro PCS for preservation of the data Calendar events: Dr 
Smith 28th February (corroborates email from nicolecooper23@aol.com about an 
appointment) Nicole's Birthday 1st March Hike at Balls Bluff Regional Park - Leesburg (Cross 
reference location history) Powering Events: the device is not used frequently. Would 
recommend Tracing and Locating Ben COOPER for Arrest and Interview

This was quite different from what we do here at our lab. We generally have the investigators 
do the actually investigating.

ERPVHL

Questions 3 through 50 may have clarifying comments or source locations to answers provided 
in parenthesis. Note: question 19 has parenthesis as part of its answer, which is not to be 
confused with the source location information. For question 50, the device belongs to Ben 
Cooper, the husband of Nicole Cooper. There are multiple sources indicating Ben Cooper as 
the owner of the device. Emails and SMS messages received on the device refer either to Ben 
or Ben Cooper. Additionally, the Entry196 tables of the DocList.db for Google Applications 
refer to an account name of Ben Cooper. For question 51, the device does have relevance to 
the investigation because Ben Cooper made threats to Nicole Cooper via email, including the 
statement "I will beat you until your dead." The device also contains internet history with 
websites titled "10 Ways To Dispose Of A Dead Body (If You Really Needed To)" and "Kill my 
wife: 101 Ways to Get Rid of Your Wife without killing her." Recent Waze location history of the 
Bull Run Regional Park places the device in the vicinity of the body on the same day that the 
body was found. Ben Cooper had phone, voicemail, SMS, and MMS communication with 
Laurel Murray regarding Nicole Cooper and wanting to kill her.

LBHWT6

Contents of folder "/userdata/data/com.android.providers.settings/databases", including 
"settings.db", are missing.

MEC94V

Too many questions involving translating epoch timestamps. One translation of each type 
should be sufficient to prove that ability. Space freed up can be used to ask questions that may 
be significant to the investigation. Overall, good test

PL7B3C

I thought this was a well planned test.QWX47T

The data was recovered in a mixture of UTC and Local time (UTC -5). Depending upon how 
the data was recovered conversions have been made to the appropriate requested time code. I 
have had to on occasion add the additional 5hrs to generate a correct date/ time to convert to 
UTC. Hopefully there are no errors in respect of this.

Z7ZDQP
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