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This proficiency test was sent to 88 participants. Participants were provided with data yielded from a physical extraction
of a smart phone. They were asked to analyze the sample and answer scenario based questions utilizing their own tools
and methods. Data was returned from 80 participants (91% response rate) and are compiled in the following tables:

 Page

Manufacturer's Information 2

Summary Comments 7

Table 1: Digital Evidence Responses 8

Table 2: Additional Comments 146

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report 
sections, and will change with every report.  
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Mobile Digital Evidence Test 16-5550

The Mobile Digital examination test consisted of data extracted from a smartphone. The sample data was provided in 
.dd and .bin formats. Participants were asked to examine the provided data utilizing their own tools and methods.

SAMPLE PREPARATION:

The phone data was generated following a scripted scenario based upon a toilet-papering (pseudo bomb threat). The 
script was planned and executed in early February 2016. A LG Leon MS345 smartphone was used to perform the 
scripted activities to generate the intended digital artifacts.

The phone data was obtained through a physical extraction of the LG Leon MS345 smartphone utilizing Cellebrite’s 
UFED Physical Analyzer. Following sample validation the phone data was stored into .dd and .bin archives and 
compressed. MD5 and SHA-1 algorithms were run on the compressed files to generate unique hash values to allow 
participants to validate the successful download of the compressed files. The data archives were uploaded to the CTS 
portal for participants to download.

SAMPLE VALIDATION/VERIFICATION:

The validation stage consisted of the examination of the phone data utilizing various tools and methods to ensure 
expected results could be achieved. Laboratories that conducted predistribution analysis of the sample data reported 
consistent results.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participant responses. Further information and discussion will be available with the final report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

NOTE: In the scenario below the act of toilet-papering the school has been substituted for the act of bombing the 
school. Therefore, whenever a reference to toilet papering the school is made, the examiner is to evaluate it as a 
serious offense such as a bomb threat against the school.

Scenario: On February 4, 2016, Keys High School received toilet-papering threats against Keys High School. Local 
police were canvassing the school premises when they discovered an abandoned LG Leon MS345 smartphone in the 
women’s locker room. Police took the phone into evidence and created a physical image. You have been tasked with 
analyzing the image of the phone and identifying any owner information and/or information that links the phone with 
any of the threats made against the school.
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Mobile Digital Evidence Test 16-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the MD 5  hash value for the provided image file .1

e40d2ea0dfc645c9306c5edde32a47c6

 Provide the SHA 1  ( base  16 )  hash value for the provided image file .2

b8eb790235659224f6119188851de6c1827d1c6b

 What is the device name as reported in the android provider’s settings ?3**

LGE LGMS345

 According to the calendar ,  what time zone is this device configured to ?  ( ANSWER MUST BE PRESENTED AS 
 " Country / City ")

4

America/New_York

 As per the LGE weather settings ,  which city / state is set as the location ?  ( ANSWER MUST BE PRESENTED AS 
 “City ,  State” )

5

Dulles Town Center, Virginia

 To what wireless network ( s )  has this device been connected ?6

Google Starbucks

 Do the connected wireless network ( s )  require a psk  ( password ) ,  if so what are they ?7

No

 What is the name of the Bluetooth device that this device was connected to ?8

KIA Motors

 What date was the Bluetooth connection made ?  ( ANSWER MUST BE PRESENTED AS DD - Month - YYYY ; 
 HH : MM : SS –UTC )

9**

04-February-2016; 14:18:57 UTC

 How many calendar events are associated with this device ?10

Four (4)

 What are the memos ( names )  of the Alarms set on this device ?11

Wake-up
Revenge

 List the first third - party application to be downloaded onto the device . ( ANSWERS MUST HAVE BOTH THE 
 “package _ name” and “title ")

12

Package_name: "Com.tumblr"
Title: "Tumblr"

 What term ( s )  were searched for in the Google Play Store ?13

tumblr

Copyright © 2016 CTS, Inc( 3 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the blog name for the Tumblr account associated with this device ?14

torturedteenagesoul88

 What is the title and content of the body for the first Tumblr post created by a user with this device ?15

Title: "Thoughts"
Contents of Body: "Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…"

 What is the identifier name of the external user that communicates with the active Tumblr account on this 
 device ?

16

lazystranger63

 What is lazystranger 63 ’s google hangout account username ?  ( Provide full username as it is presented in the 
 comment )

17

blackserpent34@gmail.com

 In Google maps a user requested driving directions to a park .  Provide the full name of the park .18

Algonkian Regional Park

 What terms did the suspect search for via Google search engine ?  ( items only need to be listed once )19

TP-ing
Best Toilet Paper
Charmin Ultra Soft

 What are the names of the downloaded items via Google Chrome ?20

download.jpg 
download(1).jpg

 Via Instagram a picture of a suspension slip was posted .  What is the student ID  #  on the slip ?21

190199

 What is the name of the attachment that is sent via google hangouts ?22

DIY_Toilet%2BPaper.PNG

 Which third - party application was the last to be downloaded on Friday ,  January  22 ,  2016 ?  ( ANSWERS MUST 
 HAVE BOTH THE “package _ name” and “title” )

23

Package_name: "com.facebook.orca"
Title: "Messenger"

 What is the body of the first message received via Skype from user Diane Chambers ?24

Heard you failed the test! Serves you right dumb girl.

 Please list the display name associated for the following contact number -  703940294225

Lisa Frank
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Mobile Digital Evidence Test 16-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What phone number is associated with the following user names :  LazyStranger 63 ,  blackserpent 34 ,  and 
 LazyStranger 45 ?

26

571-645-9269

 When does the first call with Lisa Frank start via Skype ?  ( ANSWER MUST BE PRESENTED AS :  DD - Month - YYYY ; 
 HH : MM : SS -  UTC )

27**

01 February 2016 13:49:15 UTC

 What is the phone number for Keys High School ?28

571-434-1925

 How many times was Keys High School called ?29

Four (4)

 Did Mr .  Black call this device on the day it was found by police ,  February  4 ,  2016 ?30

Yes

 How many voicemails were left on this device by contact Lisa Frank ?31**

Two (2)

 What does Blackserpent 34  suggest that TourturedTeenageSoul 88  do to their school ?32

T-P the school

 What is the name of the attachment Diane Chambers sends in a group e - mail ?33

Falling_Stella.jpg

 What is the google e - mail address associated with this device ?  ( ANSWER MUST BE PROVIDED AS FULL 
 ADDRESS )

34

st3llar8@gmail.com

 What is the Yahoo e - mail address associated with this device ?35

notyouraveragejoe78@yahoo.com

 How many e - mails were sent using the Yahoo account ?36**

Three (3)

 From your analysis what is the name associated with the primary accounts on this device ?37

Stella Frost

 From your analysis was this device used to plan for the toilet papering of Keys High School ?38

Yes

 From your analysis was this device used to make the threat to Keys High School ?39

Yes
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Mobile Digital Evidence Test 16-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Was a list of targets found ?  If so ,  what names were on the list ?  ( Provide real names )40**

Yes
Lisa
Hilary
Diane
Principal Skinner
Ms. Krabappel

 At the conclusion of your analysis of the device are there any persons of interest ?  ( Provide real names )41**

Yes
Stella Frost
Lex Luther
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Mobile Digital Evidence Test 16-5550

Summary Comments

The 16-5550 Mobile Digital Evidence test was designed to allow participants to assess their proficiency in

examining digital artifacts obtained from a smart phone utilizing their own tools and methods. Data from a 

physical extraction of a smart phone along with a scripted scenario was provided to participants. (See 

Manufacturer's Information for preparation details, test scenario, and test questions.)

Participants were requested to analyze digital artifacts addressing common examination areas such as: image 

details, phone & network settings, applications, communications, and analysis.

Consensus was achieved for a majority of the questions asked. However, seven questions did not achieve a 

consensus (3, 9, 27, 31, 36, 40, and 41). Question 3 dealt with the device name as provided in the Android 

provider’s settings. Question 9 and 27 dealt with time and conversion issues. Question 31 dealt with the number 

of voicemail messages. Question 36 dealt with the number of e-mails sent from a specific account. Question 40

dealt with a list of targets. Question 41 dealt with persons of interest.

Within the analysis category of questions (38, 39, 40, & 41) some participants reported that this type of analysis 

was beyond their scope of work. These questions were designed to challenge the participants’ ability to

summarize, analyze, and infer the answers subject to the entire data set from the proposed scenario. 

CTS acknowledges that the Scenario released with the Test on May 12, 2016 contained the incorrect date of the 

toilet-papering threats (January 21, 2016). This was updated on June 9, 2016 to the correct date of February 4,

2016. Participants were notified of the error at the time of this change. This did not appear to affect any 

participant's responses.

Based on the additional comments received from the participants, specific sections will be addressed and 

improved in future tests, with a focus on question specificity and data format parameters. This will help increase

the consistency of establishing consensus from the participants’ responses.
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Mobile Digital Evidence Test 16-5550

Digital Evidence Responses
TABLE 1

 Question 1 ‐ Image Details

Question 1: Provide the MD5 hash value for the provided image file.

e40d2ea0dfc645c9306c5edde32a47c6 Manufacturer ' s Expected Response:

WebCode Response

e40d2ea0dfc645c9306c5edde32a47c62EKP2R

e40d2ea0dfc645c9306c5edde32a47c62L4XFF

e40d2ea0dfc645c9306c5edde32a47c62T3MWK

e40d2ea0dfc645c9306c5edde32a47c62ZYCPH

e40d2ea0dfc645c9306c5edde32a47c63XNA9L

e40d2ea0dfc645c9306c5edde32a47c64EAWZL

Downloaded file- MD5: B9C1880B2EAFE7AD1A7A2FC3FCEEBC37 Downloaded file - Unzipped 
MD5:E40D2EA0DFC645C9306C5EDDE32A47C6

67DGNM

e40d2ea0dfc645c9306c5edde32a47c66B4QXK

e40d2ea0dfc645c9306c5edde32a47c66FZH7G

E40D2EA0DFC645C9306C5EDDE32A47C66JJAHK

e40d2ea0dfc645c9306c5edde32a47c66KETJL

e40d2ea0dfc645c9306c5edde32a47c676HXLK

e40d2ea0dfc645c9306c5edde32a47c677PFKG

E40D2EA0DFC645C9306C5EDDE32A47C67BNU7K

E40D2EA0DFC645C9306C5EDDE32A47C67K8NDH

E40D2EA0DFC645C9306C5EDDE32A47C68BHWAF

bin- e40d2ea0dfc645c9306c5edde32a47c68DP7RD

e40d2ea0dfc645c9306c5edde32a47c69AEBRE

C1860CBC53409012D5E8140AF51ED8B9CPE9B

e40d2ea0dfc645c9306c5edde32a47c6A2MFXG

e40d2ea0dfc645c9306c5edde32a47c6AWRL2F

E40D2EA0DFC645C9306C5EDDE32A47C6AZRXWF

MD5: e40d2ea0dfc645c9306c5edde32a47c6 (FTK Imager Version 3.4.2.6)B4BFFC

The following hash value was obtained by hashing the zip file as a single file in EnCase: 
e40d2ea0dfc645c9306c5edde32a47c6

BX4PD7

E40D2EA0DFC645C9306C5EDDE32A47C6C3CNWB

Both the unzipped .bin and .dd files have an MD5 hash value of: 
e40d2ea0dfc645c9306c5edde32a47c6

C9GBYC

E40D2EA0DFC645C9306C5EDDE32A47C6D37Q26

E40D2EA0DFC645C9306C5EDDE32A47C6D8L2EA

b9c1880b2eafe7ad1a7a2fc3fceebc37DHJ3QD

e40d2ea0dfc645c9306c5edde32a47c6DJFH4A

D41D8CD98F00B204E9800998ECF8427EDRKPJA
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 1 ‐ Image Details

WebCode Response

b9c1880b2eafe7ad1a7a2fc3fceebc37E3HPVE

E40D2EA0DFC645C9306C5EDDE32A47C6EG36YD

e40d2ea0dfc645c9306c5edde32a47c6EMVHN9

E40D2EA0DFC645C9306C5EDDE32A47C6FWP664

E40D2EA0DFC645C9306C5EDDE32A47C6FXKN86

e40d2ea0dfc645c9306c5edde32a47c6G63GVA

e40d2ea0dfc645c9306c5edde32a47c6GKUDX6

E40D2EA0DFC645C9306C5EDDE32A47C6GNTPT6

e40d2ea0dfc645c9306c5edde32a47c6 (16-5550 Image Data_BIN File.bin)GQNYD8

b9c1880b2eafe7ad1a7a2fc3fceebc37GRQTE7

e40d2ea0dfc645c9306c5edde32a47c6JZ4RHZ

E40D2EA0DFC645C9306C5EDDE32A47C6K7GAZZ

B9C1880B2EAFE7AD1A7A2FC3FCEEBC37KGL8Y2

e40d2ea0dfc645c9306c5edde32a47c6KJ6YQY

E40D2EA0DFC645C9306C5EDDE32A47C6KJNZ38

e40d2ea0dfc645c9306c5edde32a47c6KNHWRY

The raw forensic image file (16-5550 Image Data_DD File) was added as evidence into Forensic 
ToolKit - Imager (FTK Imager). FTK Imager was utilized to create a disk image, therefore the raw 
forensic image file was converted to an .E01 file (EnCase proprietary image file) and the following 
MD5 hash value was generated: MD5 checksum: e40d2ea0dfc645c9306c5edde32a47c6 A 
verification MD5 hash value was also generated, therefore verifying that the .E01 forensic image file is 
exactly the same as the original raw forensic image file.

KUA4A8

e40d2ea0dfc645c9306c5edde32a47c6KZFX43

e40d2ea0dfc645c9306c5edde32a47c6 - image bin file 16-5550 Image Data_BIN File.zip MD5 hash 
value: b9c1880b2eafe7ad1a7a2fc3fceebc37

L66WV3

H:\H:\\16-5550%20Image%20Data_BIN%20File.zip: b9c1880b2eafe7ad1a7a2fc3fceebc37 H:\H:\
\16-5550%20Image%20Data_DD%20File.zip: 6f5b9b6abdade182158800ce962f28ad

L6LTN3

E40D2EA0DFC645C9306C5EDDE32A47C6LYLK83

e40d2ea0dfc645c9306c5edde32a47c6M3ZEMY

e40d2ea0dfc645c9306c5edde32a47c6M9L8YY

e40d2ea0dfc645c9306c5edde32a47c6MDGY8V

E40D2EA0DFC645C9306C5EDDE32A47C6MHCT6X

e40d2ea0dfc645c9306c5edde32a47c6NDV89V

e40d2ea0dfc645c9306c5edde32a47c6NGBFWV

MD5 hash value: b9c1880b2eafe7ad1a7a2fc3fceebc37NUDXH3

e40d2ea0dfc645c9306c5edde32a47c6PK8DUZ

e40d2ea0dfc645c9306c5edde32a47c6QCCWH2

e40d2ea0dfc645c9306c5edde32a47c6QQ8CHV

e40d2ea0dfc645c9306c5edde32a47c6QVK6NT

E40D2EA0DFC645C9306C5EDDE32A47C6RGCV7W
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 1 ‐ Image Details

WebCode Response

E40D2EA0DFC645C9306C5EDDE32A47C6RR6VHG

e40d2ea0dfc645c9306c5edde32a47c6T8QRYW

16-5550 Image Data_BIN File: e40d2ea0dfc645c9306c5edde32a47c6TT8FBU

e40d2ea0dfc645c9306c5edde32a47c6UFLZ8U

e40d2ea0dfc645c9306c5edde32a47c6UQC6QQ

e40d2ea0dfc645c9306c5edde32a47c6URBWAT

16-5550 Image Data_DD File.dd MD5 hash value: e40d2ea0dfc645c9306c5edde32a47c6V2AL8P

E40D2EA0DFC645C9306C5EDDE32A47C6VHGMPN

E40D2EA0DFC645C9306C5EDDE32A47C6VJC6QP

E40D2EA0DFC645C9306C5EDDE32A47C6VN3F2M

e40d2ea0dfc645c9306c5edde32a47c6WWD2MW

e40d2ea0dfc645c9306c5edde32a47c6XN3Y2V

E40D2EA0DFC645C9306C5EDDE32A47C6YHLTAN

 e40d2ea0dfc645c9306c5edde32a47c6ZKATLG

E40D2EA0DFC645C9306C5EDDE32A47C6ZVTJVL

.bin file: e40d2ea0dfc645c9306c5edde32a47c6ZWTAEN

e40d2ea0dfc645c9306c5edde32a47c6 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by decompressing the supplied .zip file and running a MD5 hash algorithm on the 
image file.

 Expected Response Illustration:
MD5 Hash Value:

 Other Responses: 
Six participants appear to have reported the MD5 hash value for the compressed 16-5550 Image Data_BIN File.zip 
(B9C1880B2EAFE7AD1A7A2FC3FCEEBC37). This was provided with the data download to assist with confirmation of 
a successful download prior to decompressing and performing any examination.
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 2 ‐ Image Details

Question 2: Provide the SHA1 (base 16) hash value for the provided image file.

b8eb790235659224f6119188851de6c1827d1c6b Manufacturer ' s Expected Response:

WebCode Response

b8eb790235659224f6119188851de6c1827d1c6b2EKP2R

b8eb790235659224f6119188851de6c1827d1c6b2L4XFF

b8eb790235659224f6119188851de6c1827d1c6b2T3MWK

b8eb790235659224f6119188851de6c1827d1c6b2ZYCPH

b8eb790235659224f6119188851de6c1827d1c63XNA9L

b8eb790235659224f6119188851de6c1827d1c6b4EAWZL

Downloaded file-SHA1: 3C800982B399E38943F7F006F177651C96F847A7 Downloaded file 
Unzipped - SHA1:B8EB790235659224F6119188851DE6C1827D1C6B

67DGNM

b8eb790235659224f6119188851de6c1827d1c6b6B4QXK

b8eb790235659224f6119188851de6c1827d1c6b6FZH7G

B8EB790235659224F6119188851DE6C1827D1C6B6JJAHK

b8eb790235659224f6119188851de6c1827d1c6b6KETJL

b8eb790235659224f6119188851de6c1827d1c6b76HXLK

b8eb790235659224f6119188851de6c1827d1c6b77PFKG

B8EB790235659224F6119188851DE6C1827D1C6B7BNU7K

B8EB790235659224F6119188851DE6C1827D1C6B7K8NDH

B8EB790235659224F6119188851DE6C1827D1C6B8BHWAF

bin- b8eb790235659224f6119188851de6c1827d1c6b8DP7RD

B8EB790235659224F6119188851DE6C1827D1C6B9AEBRE

F75259B5ABF180A68C357768671BBF7C8CD8BF279CPE9B

b8eb790235659224f6119188851de6c1827d1c6bA2MFXG

b8eb790235659224f6119188851de6c1827d1c6bAWRL2F

B8EB790235659224F6119188851DE6C1827D1C6BAZRXWF

SHA1: b8eb790235659224f6119188851de6c1827d1c6b (FTK Imager Version 3.4.2.6)B4BFFC

The following hash value was obtained by hashing the zip file as a single file in EnCase: 
B8EB790235659224F6119188851DE6C1827D1C6B The next hash value was obtained in UFED 
Physical Analyzer under the Legacy tab. This is the hash value that was calculated for the extraction 
within UFED Physical Analyzer: SHA256 
F9BC803862BE0EFC1F0C9ABC15AF5D96FE64DF7E9F4C6C303E16A783587DAA2A

BX4PD7

B8EB790235659224F6119188851DE6C1827D1C6BC3CNWB

Both the unzipped .bin and .dd files have a SHA1 hash value of: 
b8eb790235659224f6119188851de6c1827d1c6b

C9GBYC

B8EB790235659224F6119188851DE6C1827D1C6BD37Q26

B8EB790235659224F6119188851DE6C1827D1C6BD8L2EA

3c800982b399e38943f7f006f177651c96f847a7DHJ3QD

b8eb790235659224f6119188851de6c1827d1c6bDJFH4A

DA39A3EE5E6B4B0D3255BFEF95601890AFD80709DRKPJA
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 2 ‐ Image Details

WebCode Response

3c800982b399e38943f7f006f177651c96f847a7E3HPVE

B8EB790235659224F6119188851DE6C1827D1C6BEG36YD

b8eb790235659224f6119188851de6c1827d1c6bEMVHN9

B8EB790235659224F6119188851DE6C1827D1C6BFWP664

B8EB790235659224F6119188851DE6C1827D1C6BFXKN86

b8eb790235659224f6119188851de6c1827d1c6bG63GVA

b8eb790235659224f6119188851de6c1827d1c6bGKUDX6

B8EB790235659224F6119188851DE6C1827D1C6BGNTPT6

b8eb790235659224f6119188851de6c1827d1c6b (16-5550 Image Data_BIN File.bin)GQNYD8

3c800982b399e38943f7f006f177651c96f847a7GRQTE7

b8eb790235659224f6119188851de6c1827d1c6bJZ4RHZ

B8EB790235659224F6119188851DE6C1827D1C6BK7GAZZ

3C800982B399E38943F7F006F177651C96F847A7KGL8Y2

b8eb790235659224f6119188851de6c1827d1c6bKJ6YQY

B8EB790235659224F6119188851DE6C1827D1C6BKJNZ38

b8eb790235659224f6119188851de6c1827d1c6bKNHWRY

The raw forensic image file (16-5550 Image Data_DD File) was added as evidence into Forensic 
ToolKit - Imager (FTK Imager). FTK Imager was utilized to create a disk image, therefore the raw 
forensic image file was converted to an .E01 file (EnCase proprietary image file) and the following 
SHA1 hash value was generated: SHA1 checksum: 
b8eb790235659224f6119188851de6c1827d1c6b A verification SHA1 hash value was also 
generated, therefore verifying that the .E01 forensic image file is exactly the same as the original raw 
forensic image file.

KUA4A8

b8eb790235659224f6119188851de6c1827d1c6bKZFX43

b8eb790235659224f6119188851de6c1827d1c6b image bin file 16-5550 Image Data_BIN File.zip 
SHA1 hash value: 3c800982b399e38943f7f006f177651c96f847a7

L66WV3

H:\H:\\16-5550%20Image%20Data_BIN%20File.zip: 
3c800982b399e38943f7f006f177651c96f847a7 H:\H:\
\16-5550%20Image%20Data_DD%20File.zip: d7e326cad7227363065372052cd0080c4dca1caf

L6LTN3

B8EB790235659224F6119188851DE6C1827D1C6BLYLK83

b8eb790235659224f6119188851de6c1827d1c6bM3ZEMY

b8eb790235659224f6119188851de6c1827d1c6bM9L8YY

b8eb790235659224f6119188851de6c1827d1c6bMDGY8V

B8EB790235659224F6119188851DE6C1827D1C6BMHCT6X

b8eb790235659224f6119188851de6c1827d1c6bNDV89V

b8eb790235659224f6119188851de6c1827d1c6bNGBFWV

SHA1 hash value: 3c800982b399e38943f7f006f177651c96f847a7NUDXH3

b8eb790235659224f6119188851de6c1827d1c6bPK8DUZ

b8eb790235659224f6119188851de6c1827d1c6bQCCWH2

b8eb790235659224f6119188851de6c1827d1c6bQQ8CHV
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 2 ‐ Image Details

WebCode Response

b8eb790235659224f6119188851de6c1827d1c6bQVK6NT

B8EB790235659224F6119188851DE6C1827D1C6BRGCV7W

B8EB790235659224F6119188851DE6C1827D1C6BRR6VHG

b8eb790235659224f6119188851de6c1827d1c6bT8QRYW

16-5550 Image Data_BIN File: b8eb790235659224f6119188851de6c1827d1c6bTT8FBU

b8eb790235659224f6119188851de6c1827d1c6bUFLZ8U

b8eb790235659224f6119188851de6c1827d1c6bUQC6QQ

b8eb790235659224f6119188851de6c1827d1c6bURBWAT

16-5550 Image Data_DD File.dd SHA1 hash value: 
b8eb790235659224f6119188851de6c1827d1c6b

V2AL8P

B8EB790235659224F6119188851DE6C1827D1C6BVHGMPN

B8EB790235659224F6119188851DE6C1827D1C6BVJC6QP

b8eb790235659224f6119188851de6c1827d1c6bVN3F2M

b8eb790235659224f6119188851de6c1827d1c6bWWD2MW

b8eb790235659224f6119188851de6c1827d1c6bXN3Y2V

B8EB790235659224F6119188851DE6C1827D1C6BYHLTAN

b8eb790235659224f6119188851de6c1827d1c6bZKATLG

B8EB790235659224F6119188851DE6C1827D1C6BZVTJVL

.bin file: b8eb79023565922456119188851de6c1827d1c6bZWTAEN

b8eb790235659224f6119188851de6c1827d1c6b Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by decompressing the supplied .zip file and running a SHA1 hash algorithm on the 
image file.

 Expected Response Illustration:
SHA1 Hash Value:

 Other Responses: 
Five participants appear to have reported the SHA1 hash value for the compressed 16-5550 Image Data_BIN File.zip 
(3C800982B399E38943f7F006F177651C96f847A7). This was provided with the data download to assist with 
confirmation of a successful download prior to decompressing and performing any examination.
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 3 ‐ Phone & Network Settings

Question 3: What is the device name as reported in the android provider’s settings?

LGE LGMS345 Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

the Android ID is 37C101f07d4862d82EKP2R

FROSTY2L4XFF

LGMS3452T3MWK

LG Leon LTE2ZYCPH

LGMS345 ? FROSTY3XNA9L

LGE LGMS3454EAWZL

FROSTY 
Location:ImageData_BINFile.bin/userdata/data/com.android.providers.settings/databases/settings.db

67DGNM

FROSTY6B4QXK

FROSTY6FZH7G

FROSTY6JJAHK

FROSTY LGE LGMS345 LG Leon LTE6KETJL

FROSTY76HXLK

FROSTY77PFKG

FROSTY7BNU7K

LGE LGMS3457K8NDH

LGE LGMS3458BHWAF

FROSTY8DP7RD

LGMS3459AEBRE

LGMS3459CPE9B

LG Leon LTE, LGE LGMS345, FROSTYA2MFXG

LGMS345AWRL2F

com.android.provider.settings /databases/settings.db 420= lg_device_name Value = FROSTYAZRXWF

FROSTY. (settings.db, System table)B4BFFC

The LG_device_name is LG Leon LTE and the model which is listed in the file system folder as 
device_name is LGE LGMS345.

BX4PD7

c50_mpcs_usC3CNWB

FROSTYC9GBYC

LGE LGMS345D37Q26

FROSTYD8L2EA

LGE LGMS345DHJ3QD

FROSTYDJFH4A

OwnerDRKPJA

LGE LGMS345E3HPVE

FROSTYEG36YD

Under the android provider’s settings, the device name is “FROSTY” without the quotations.EMVHN9
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 3 ‐ Phone & Network Settings

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

LGE LGMS345FWP664

Stella FrostFXKN86

In the com.android.providers.settings, in the settings.db in global the device name is listed twice LG 
Leon LTE and LGE LGMS345. In the same db in system the lg_device_name is FROSTY.

G63GVA

LGE LGMS345 userdata (ExtX)/Root/data/com.android.providers.settings/databases/settings.dbGKUDX6

LGE LGMS345GNTPT6

FROSTYGQNYD8

LGE LGMS345 / LG Leon LTEGRQTE7

FROSTYJZ4RHZ

LGE LGMS345K7GAZZ

FROSTYKGL8Y2

Device name is: LGE LGMS345KJ6YQY

FROSTYKJNZ38

LGE LGMS345KNHWRY

I navigated to the android provider's settings directory (data/com.android.providers.settings), where I 
viewed all of the content within this folder. The settings database file (settings.db) was located inside of 
the database folder (data/com.android.providers.settings/database/settings.db), exported to the target 
drive and viewed with SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser 
application, the device name is as follows: - LG_DEVICE_NAME = LG Leon LTE - DEVICE_NAME = 
LGE LGMS345

KUA4A8

LGE LGMS345KZFX43

FROSTY LGE LGMS345L66WV3

FROSTY (settings.db --> System --> lg_device_name) LG Leon LTE (settings.db --> Global --> 
lg_device_name) LGE LGMS345 (settings.db --> Global --> device_name)

L6LTN3

LG Leon LTE or LGE LGMS345LYLK83

There were three device names located in the android provider settings database file, they are listed as 
follows: Device Name=LGE LGMS345 LG Device Name= LG Leon LTE LG Device Name= FROSTY

M3ZEMY

FROSTYM9L8YY

LGE LGMS345MDGY8V

LG LEON LTE LGE LGMS345MHCT6X

LGE LGMS345NDV89V

LGE LGMS345NGBFWV

LG Leon LTENUDXH3

FROSTYPK8DUZ

LG_MS345QCCWH2

OwnerQQ8CHV

LGE LGMS345QVK6NT

FROSTYRGCV7W

1- LG LEON LTE 2- LGMS345RR6VHG
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 3 ‐ Phone & Network Settings

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Provider’s database settings file, record 89 lists “device_name” = LGE LGMS345 Also identified 
another record within the provider’s database settings file, record 5 lists “LG_device_name” = LG Leon 
LTE

T8QRYW

FROSTYTT8FBU

c50_mpcs_us A Bluetooth device name of 'Frosty' was also recovered.UFLZ8U

FROSTYUQC6QQ

LGE LGMS345 (device_name) LG Leon LTE (lg_device_name) Frosty (LG_device_name)URBWAT

LGE LGMS345V2AL8P

LGE LGMS345VHGMPN

LGE LGMS345VJC6QP

LGE LGMS345VN3F2M

LGE MS345WWD2MW

LGMS345 User named device FROSTY.XN3Y2V

LGE LGMS345YHLTAN

Frosty device ID: 37c101f07d4862d8ZKATLG

Stella FrostZVTJVL

FrostyZWTAEN
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 3 ‐ Phone & Network Settings

** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 3. Variations of responses are due to multiple device names listed on this 
device within the settings database:

Device names found within the global table at:
\data\com.android.providers.settings\databases\settings.db. 
LGE LGMS 345 - 44 participants
LG Leon LTE - 13 participants

Device names found within the system table at:
\data\com.android.providers.settings\databases\settings.db.
FROSTY - 37 participants

The total number of participants listed above is greater than the number of participants due to participants reporting 
multiple device names.

 Expected Response Illustration:
Database: settings >>>Table: global

Database: settings >>> Table: global

Database: settings  >>> Table: system
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 4 ‐ Phone & Network Settings

Question 4: According to the calendar, what time zone is this device configured to? (ANSWER MUST BE 
PRESENTED AS "Country/City")

America/New_York Manufacturer ' s Expected Response:

WebCode Response

America/New York2EKP2R

America/New_York2L4XFF

USA/New York2T3MWK

America/New_York2ZYCPH

America/New_York3XNA9L

America/New_York4EAWZL

America/New York 
Location:ImageData_BINFile.bin/userdata/data/com.android.providers.calendar/databases/calendar.
db

67DGNM

America/New_York6B4QXK

America/New York6FZH7G

America/New_York6JJAHK

America/New_York6KETJL

America/New_York76HXLK

America/New York77PFKG

America/New York7BNU7K

America/New_York7K8NDH

America/New_York8BHWAF

America/New York8DP7RD

America/New York9AEBRE

America/New York9CPE9B

America/New_YorkA2MFXG

America/New YorkAWRL2F

America/New YorkAZRXWF

America/New York. (Cellebrite Extraction Report - Device Information)B4BFFC

America/New_YorkBX4PD7

America/New_YorkC3CNWB

America/New_YorkC9GBYC

America/New YorkD37Q26

America/New YorkD8L2EA

America/New YorkDHJ3QD

America/New YorkDJFH4A

America/New YorkDRKPJA

America/New YorkE3HPVE

America/New_YorkEG36YD
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 4 ‐ Phone & Network Settings

WebCode Response

America/New_YorkEMVHN9

America/New_YorkFWP664

America/New_YorkFXKN86

America/New YorkG63GVA

America/New_York userdata 
(ExtX)/Root/data/com.android.calendar/shared_prefs/com.android.calendar_preferences.xml

GKUDX6

America/New_YorkGNTPT6

America/New_YorkGQNYD8

America/New YorkGRQTE7

America/New_YorkJZ4RHZ

America/New_YorkK7GAZZ

America/New_YorkKGL8Y2

America/New YorkKJ6YQY

America/New YorkKJNZ38

“America/New_York”KNHWRY

I navigated to the calendar directory (data/com.android.calendar), where I viewed all of the content 
within this folder. The calendar preferences file (com.android.calendar_preference.xml) was located 
inside of the cache folder (data/com.android.calendar/cache) and viewed as a document file within the 
EnCase 7 application, where the device time zone information was configured to: - 
AMERICA/NEW_YORK

KUA4A8

America/New YorkKZFX43

America/New_YorkL66WV3

America/New YorkL6LTN3

America/New YorkLYLK83

America/New YorkM3ZEMY

America/New_YorkM9L8YY

America/New_YorkMDGY8V

America/New_YorkMHCT6X

America/New_YorkNDV89V

America/New_YorkNGBFWV

America/New YorkNUDXH3

America/New YorkPK8DUZ

America/New_YorkQCCWH2

America/New_YorkQQ8CHV

America/New_YorkQVK6NT

America/New YorkRGCV7W

America/New_YorkRR6VHG

America/New YorkT8QRYW

America/New_YorkTT8FBU
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 4 ‐ Phone & Network Settings

WebCode Response

America/New_YorkUFLZ8U

America/New YorkUQC6QQ

America/New YorkURBWAT

America/New_YorkV2AL8P

America/New YorkVHGMPN

America/New YorkVJC6QP

America/New_YorkVN3F2M

America/New YorkWWD2MW

America/New YorkXN3Y2V

America/New_YorkYHLTAN

America/New YorkZKATLG

America/New_YorkZVTJVL

America/New YorkZWTAEN

America/New_York Consensus Result:

 Expected Response Explanation:
The time zone can be found in the calendar.db database under the calendar cache table. This file can be found at: 
data\com.android.providers.calendar\databases\calendar.db

 Expected Response Illustration:
Database: calendar >>> Table: calendar cache
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 5 ‐ Phone & Network Settings

Question 5: As per the LGE weather settings, which city/state is set as the location? (ANSWER MUST BE 
PRESENTED AS “City, State”)

Dulles Town Center, Virginia Manufacturer ' s Expected Response:

WebCode Response

Dulles Town Center, VA2EKP2R

Dulles Town Center, Virginia2L4XFF

Sterling,Virginia (Dulles Town Center)2T3MWK

Dulles Town Center, Virginia2ZYCPH

Dulles Town Center, Virginia3XNA9L

Dulles Town Center, Virginia4EAWZL

Dulles Town Center, Virginia 
Location:ImageData_BINFile.bin/userdata/data/com.lge.settings.weather.platform/databases/WEATHE
R_SERVICE.db

67DGNM

Dulles Town Center, Virginia6B4QXK

Dulles Town Center, Virginia6FZH7G

Dulles, Virginia Wording in Settings: Dulles Town Center, Virginia6JJAHK

Dulles Town Center, Virginia6KETJL

Dulles Town Center, Virginia76HXLK

Dulles Town Center/Virginia77PFKG

Dulles Town Center, Virginia7BNU7K

Dulles Town Center, Virginia7K8NDH

Dulles Town Center, Virginia8BHWAF

Dulles Town Center,VA8DP7RD

Sterling, Virginia9AEBRE

Dulles, Virginia9CPE9B

Dulles Town Center, VirginiaA2MFXG

Dulles Town Center, VirginiaAWRL2F

Dulles Town Center, VAAZRXWF

Dulles, Virginia. (WEATHER_SERVICE.db, Clweather table)B4BFFC

Virginia, Dulles Town CenterBX4PD7

Dulles Town Center/VirginiaC3CNWB

Dulles Town Center, VirginiaC9GBYC

Dulles Town Center/VirginiaD37Q26

Dulles Town Center, VirginiaD8L2EA

Dulles Town Center, VirginiaDHJ3QD

Dulles Town Center, VirginiaDJFH4A

Dulles Town Center, VADRKPJA

Dulles Town Center, VirginiaE3HPVE

Dulles Town Center, VirginiaEG36YD
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 5 ‐ Phone & Network Settings

WebCode Response

Dulles Town Center, VirginiaEMVHN9

Dulles Town Center, VirginiaFWP664

Dulles Town CenterFXKN86

Dulles Town Center, VirginiaG63GVA

Virginia / United States userdata 
(ExtX)/Root/data/com.lge.sizechangable.weather.platform/databases/WEATHER_SERVICE.db

GKUDX6

Dulles Town Center / VirginiaGNTPT6

Dulles Town Center, VirginiaGQNYD8

Dulles Town Center / Virginia / United StatesGRQTE7

Dulles Town Center, VirginiaJZ4RHZ

Dulles Town Center, VirginiaK7GAZZ

Dulles Town Center, VirginiaKGL8Y2

Dulles, VirginiaKJ6YQY

Dulles Town Center, VaKJNZ38

“Dulles Town Center, Virginia”KNHWRY

I navigated to the LGE weather settings directory (data/com.lge.sizechangable.weather), where I viewed 
all of the content within this folder. The current locations file (currentlocation.xml) was located inside of 
the cache folder (data/com.lge.sizechangable.weather/shared_prefs) and viewed as a document file 
within the EnCase 7 application, where the device location was set to: - DULLES TOWN CENTER, 
VIRGINIA

KUA4A8

Dulles Town Center, VirginiaKZFX43

Dulles Town Center, VirginaL66WV3

Dulles Town Center, VirginiaL6LTN3

Dulles Town Center, VirginiaLYLK83

Dulles/VirginiaM3ZEMY

Dulles Town Center, VirginiaM9L8YY

Dulles Town Center, VirginaMDGY8V

Dulles Town Center, VirginiaMHCT6X

Dulles Town Center, VirginiaNDV89V

Dulles Town Center, VirginiaNGBFWV

Dulles Town Center, VirginiaNUDXH3

Dulles Town Center, VirginaPK8DUZ

Dulles Town Center, VirginaQCCWH2

Dulles, VirginaQQ8CHV

Dulles Town Center, VirginiaQVK6NT

Dulles Town Center, VirginiaRGCV7W

Dulles Town Center - VirginiaRR6VHG

Dulles Town Center, VirginiaT8QRYW

Dulles Town Center, VirginiaTT8FBU
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 5 ‐ Phone & Network Settings

WebCode Response

Dulles Town Center, VirginiaUFLZ8U

Dulles Town Center, VirginiaUQC6QQ

Dulles, VirginiaURBWAT

Dulles Town Center, VirginiaV2AL8P

Dulles Town Center, VirginiaVHGMPN

Dulles Town Center, VirginiaVJC6QP

Dulles Town Center, VirginiaVN3F2M

Dulles Town Center, VirginiaWWD2MW

Dulles Town Center, VAXN3Y2V

Dulles Town Center / VirginiaYHLTAN

Could not determine. Internet history suggest Washington, DCZKATLG

Dulles Town Center / VirginiaZVTJVL

Dulles Town Center, VirginiaZWTAEN

Dulles Town Center, Virginia Consensus Result:

 Expected Response Explanation:
Information about the phone's weather location can be found in either the forecast_accu.db or the weather_services.db 
databases. These files can be found at: 
data\com.lge.sizechangeable.weather\databases\forecast_accu.db 
–OR-   
data\com.lge.sizechangeable.weather.platform\databases\weather_services.db

 Expected Response Illustration:
Database: forecast_accu >>> Table: forecasts

Database: weather_services >>> Table: clweather
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 6 ‐ Phone & Network Settings

Question 6: To what wireless network(s) has this device been connected?

Google Starbucks Manufacturer ' s Expected Response:

WebCode Response

The device appears to have connected to Google Starbucks. The other network data present on the 
device appears to be "test" and "example" data. The Google Starbucks network data appears to be 
'real' data.

2EKP2R

Google Starbucks2L4XFF

Google Starbucks2T3MWK

Google Starbucks2ZYCPH

Example, simple, Google Starbucks3XNA9L

Google Starbucks4EAWZL

Google Starbucks Location:[ROOT]/misc/wifi/wpa_supplicant.conf67DGNM

"Google Starbucks"6B4QXK

Google Starbucks6FZH7G

Google Starbucks6JJAHK

Google Starbucks6KETJL

Google Starbucks76HXLK

Google Starbucks77PFKG

Google Starbucks7BNU7K

Google Starbucks7K8NDH

Google Starbucks8BHWAF

simple,second ssid, example,1x-test,eap-fast-test,eap-sim-test,Google 
Starbucks,ikev2-example,leap-example,plaintext-test, static-wep-test, static-wep-test2, test adhoc.

8DP7RD

SSID: "Google Starbucks"9AEBRE

Google Starbucks9CPE9B

Google StarbucksA2MFXG

Google StarbucksAWRL2F

SSID - "Google Starbucks"AZRXWF

Google Starbucks. (userdata(ExtX)/Root/misc/wifi/networkHistory.txt and MSAB XRY Device Extraction 
Report - Device/Network Information)

B4BFFC

Google StarbucksBX4PD7

Google StarbucksC3CNWB

Google StarbucksC9GBYC

Google StarbucksD37Q26

Google Starbucks The mac address of the network interface is: 40:e3:d6:69:ea:40D8L2EA

Google StarbucksDHJ3QD

Google StarbucksDJFH4A

google StarbucksDRKPJA

Google StarbucksE3HPVE
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 6 ‐ Phone & Network Settings

WebCode Response

Google StarbucksEG36YD

Google StarbucksEMVHN9

Google StarbucksFWP664

Google StarbucksFXKN86

Google StarbucksG63GVA

Google Starbucks userdata (ExtX)/Root/misc/wifi/networkHistory.txtGKUDX6

SSID: Google StarbucksGNTPT6

Google StarbucksGQNYD8

Google Starbucks , example , eap-sim-test , simple , eap-psk-test , 1x-test , leap-example , 
ikev2-example , eap-fast-test , plaintext-test , static-wep-test , static-wep-test2 , test adhoc , second ssid

GRQTE7

Google StarbucksJZ4RHZ

Google StarbucksK7GAZZ

Google StarbucksKGL8Y2

This device was been connected to 1 Wi-Fi network. SSID of network is: Google StarbucksKJ6YQY

Google StarbucksKJNZ38

"Google Starbucks"KNHWRY

There are a number of ways to obtain this information, but I located a screenshot within unallocated 
space on the cellular device forensic image using Internet Evidence Finder (IEF). The IEF screenshot 
indicates that the wireless network that this device was connected to was: - GOOGLE STARBUCKS 
There are additional networks which show that they are available to connect this device to, but the 
device was not connected. These wireless networks are as follows: - CAPITALONEBANK - GO1927 - 
BEIGEDOVE

KUA4A8

Google StarbucksKZFX43

Google StarbucksL66WV3

Google StarbucksL6LTN3

Google StarbucksLYLK83

Google StarbucksM3ZEMY

Google StarbucksM9L8YY

Google StarbucksMDGY8V

Google StarbucksMHCT6X

Google StarbucksNDV89V

Google StarbucksNGBFWV

simple second ssid example leap-example ikev2-example eap-fast-test test adhoc Google StarbucksNUDXH3

Google StarbucksPK8DUZ

Google StarbucksQCCWH2

Google StarbucksQQ8CHV

Google StarbucksQVK6NT

Google StarbucksRGCV7W

Copyright © 2016 CTS, Inc( 25 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 6 ‐ Phone & Network Settings

WebCode Response

1-simple 2-second ssid 3-example 4-example 5-example 6-example 7-example 8-example 9-example 
10- 11-eap-sim-test 12-eap-psk-test 13-1x-test 14-leap-example 15-ikev2-example 16-eap-fast-test 
17-plaintext-test 18-static-wep-test 19-static-wep-test2 20-test adhoc 21-example 22- 23-Google 
Starbucks

RR6VHG

Google StarbucksT8QRYW

1x-test,eap-fast-test,eap-psk-test,eap-sim-test,example,Google 
Starbucks,ikev2-example,leap-example,plaintext-test,second 
ssid,simple,static-wep-test,static-wep-test2,test adhoc

TT8FBU

Google StarbucksUFLZ8U

Google StarbucksUQC6QQ

Google StarbucksURBWAT

Google StarbucksV2AL8P

Google StarbucksVHGMPN

Google StarbucksVJC6QP

Google StarbucksVN3F2M

simple second ssid example eap-sim-test eap-psk-test 1x-test leap-example ikev2-example eap-fast-test 
static-wep-test static-wep-test2 test adhoc Google Starbucks

WWD2MW

example, eap-psk-test, leap-example, eap-fast-test, Google StarbucksXN3Y2V

Google StarbucksYHLTAN

MetroPCS KIA Motors Google StarbucksZKATLG

SSID: GoogleZVTJVL

Google Starbucks, simple, second SSID, eap-sim-test, test-adhoc, kev2-example, eap-fast-test, 
static-wep-test, static-wep-test2, example, eap-psk-test, 1x-test, leap-example, plaintext-test

ZWTAEN

Google Starbucks Consensus Result:

 Expected Response Explanation:
Information about wireless connections can be found in the wpa_supplicant.conf file. This file can be found at:
data\misc\wifi\wpa_supplicant.conf

 Expected Response Illustration:
Wireless Device Connection:
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Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 7 ‐ Phone & Network Settings

Question 7: Do the connected wireless network(s) require a psk (password), if so what are they?

No Manufacturer ' s Expected Response:

WebCode Response

The Google Starbucks wireless network has no security and does not require a password.2EKP2R

No2L4XFF

The connected wireless network do not require any psk.2T3MWK

No2ZYCPH

Not so secure passphrase, other passwords ‘foobar’, ‘password’3XNA9L

No4EAWZL

The connected wireless networks did not require a passcode. Location:
[ROOT]/misc/wifi/wpa_supplicant.conf

67DGNM

No6B4QXK

No6FZH7G

No6JJAHK

None require a password6KETJL

No76HXLK

No77PFKG

No7BNU7K

No PSK is required for any wireless networks.7K8NDH

No8BHWAF

(very secret passphrase, foobar), (secret passphrase),(not so secure passphrase), (foobar), (password)
(very secret passphrase), (06b4be19da289f475aa46a33cb793029), 
(06b4be19da289f475aa46a33cb793029), 
(06b4be19da289f475aa46a33cb793029d4ab3db7a23ee92382eb0106c72ac7bb # priority=2)

8DP7RD

no9AEBRE

No9CPE9B

NoA2MFXG

No.AWRL2F

Key_mgmt=NONE for SSID = "Google Starbucks"AZRXWF

The "Google Starbucks" wireless network does not require a psk (password). 
(userdata(ExtX)/Root/misc/wifi/networkHistory.txt and MSAB XRY Device Extraction Report - 
Device/Network Information)

B4BFFC

NoBX4PD7

NoC3CNWB

NoC9GBYC

NOD37Q26

No password is requiredD8L2EA

NoDHJ3QD

NoDJFH4A

NoneDRKPJA
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TABLE 1
 Question 7 ‐ Phone & Network Settings

WebCode Response

NoE3HPVE

NoEG36YD

Wireless network, “Google Starbucks” did not require a password.EMVHN9

NOFWP664

Password not requireFXKN86

Google Starbucks: No passwordG63GVA

NO PSK. userdata (ExtX)/Root/misc/wifi/wpa_supplicant.confGKUDX6

NoGNTPT6

NoGQNYD8

Simple (psk = very secret passphrase) second ssid (psk = very secret passphrase) example (psk = 
foobar / very secret passphrase) leap-example (psk = foobar) ikev2-example (psk = foobar) 
eap-fast-test (psk = password) test adhoc (psk = secret passphrase)

GRQTE7

No, the file located at /misc/wifi/wpa_supplicant.conf contains only the Google Starbucks SSID with no 
password. An example file exists at /etc/wifi/wpa_supplicant.conf that has example listings: 
SSID=example PSK=not so secret passphrase.

JZ4RHZ

NoK7GAZZ

No. According to the wpa_supplicant.conf, eap=SIM.KGL8Y2

Network „Google Starbucks” do not have a password.KJ6YQY

NoKJNZ38

noKNHWRY

There are a number of ways to obtain this information, but I located a screenshot within unallocated 
space on the cellular device forensic image using Internet Evidence Finder (IEF). The IEF screenshot 
indicates that the wireless network that the device is connected to, which is GOOGLE STARBUCKS, is 
NOT password protected, therefore is an OPEN NETWORK. NO PASSWORD REQUIRED 
(KEY_MGMT = NONE)

KUA4A8

NoKZFX43

noneL66WV3

No - noneL6LTN3

NoLYLK83

NoM3ZEMY

NoM9L8YY

NoMDGY8V

NoMHCT6X

NoNDV89V

NoNGBFWV

simple- very secret passphrase second ssid- very secret passphrase example- not so secure 
passphrase/foobar leap-example- foobar google starbucks - none ikev2-example foobar eap-fast-test 
password test adhoc secret passphrase

NUDXH3

NoPK8DUZ

NoQCCWH2

NoQQ8CHV
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TABLE 1
 Question 7 ‐ Phone & Network Settings

WebCode Response

NoQVK6NT

NoRGCV7W

1-very secret passphrase 2-very secret passphrase 
06b4be19da289f475aa46a33cb793029d4ab3db7a23ee92382eb0106c72ac7bb 3-# priority=2 
4-not so secure passphrase 5- 6-foobar 7-foobar 8- 
9-06b4be19da289f475aa46a33cb793029d4ab3db7a23ee92382eb0106c72ac7bb 
10-000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1e1f 11- 
12-06b4be19da289f475aa46a33cb793029 13- 14-foobar 15-foobar 16-password 17- 18- 19- 
20-secret passphrase 21-very secret passphrase, foobar 22- 23-

RR6VHG

No, none required to connect to Google StarbucksT8QRYW

foobar,not so secure passphrase,password,secret password,very secret passphraseTT8FBU

The network did not require a password.UFLZ8U

NoUQC6QQ

NoURBWAT

NoV2AL8P

No Password RequiredVHGMPN

NoVJC6QP

NoVN3F2M

very secret passphrase foobar password not so secure passphraseWWD2MW

eap-fast-test= password, leap-example= foobar, eap-psk-test= 
06b4be19da289f475aa46a33cb793029, ezample= foobar

XN3Y2V

noneYHLTAN

No password required. No passwords for wireless found.ZKATLG

noneZVTJVL

secret passphrase, password, foobar, not so secret passphrase, versecret passphrase, foobarZWTAEN
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TABLE 1
 Question 7 ‐ Phone & Network Settings

No Consensus Result:

 Expected Response Explanation:
Information about wireless connections can be found in the wpa_supplicant.conf file. This file can be found at:
data\misc\wifi\wpa_supplicant.conf

 Expected Response Illustration:
Wireless Device Connection:

 Other Responses: 
Seven participants reported responses found in the example wifi configuration supplicant file, wpa_supplicant.conf. This 
file can be found at: 
data\etc\wifi\wpa_supplicant.conf
"Foobar" From Wifi Example Supplicant File:

"Very Secret Passphrase" From Wifi Example Supplicant File:

"Not So Secure Passphrase" From Wifi Example Supplicant File:
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TABLE 1
 Question 8 ‐ Phone & Network Settings

Question 8: What is the name of the Bluetooth device that this device was connected to?

KIA Motors Manufacturer ' s Expected Response:

WebCode Response

KIA Motors2EKP2R

KIA MOTORS2L4XFF

KIA MOTORS2T3MWK

Frosty2ZYCPH

KIA MOTORS3XNA9L

KIA MOTORS4EAWZL

KIA MOTORS Location:[ROOT]/misc/bluedroid/bt_config.xml67DGNM

“KIA MOTORS”6B4QXK

KIA MOTORS.6FZH7G

KIA MOTORS6JJAHK

KIA MOTORS6KETJL

KIA MOTORS76HXLK

KIA MOTORS77PFKG

KIA MOTORS7BNU7K

KIA MOTORS7K8NDH

KIA MOTORS8BHWAF

KIA MOTORS8DP7RD

FROSTY9AEBRE

KIA MOTORS9CPE9B

KIA MOTORSA2MFXG

KIA MOTORSAWRL2F

KIA MOTORSAZRXWF

KIA MOTORS. (userdata(ExtX)/Root/misc/bluedroid/bt_config.xml)B4BFFC

FROSTYBX4PD7

KIA MOTORSC3CNWB

KIA MotorsC9GBYC

KIA MOTORSD37Q26

Kia MotorsD8L2EA

KIA MOTORSDHJ3QD

There is no record of bluetooth connections.DJFH4A

KIA Motors ChargeDRKPJA

KIA MotorsE3HPVE

Kia MotorsEG36YD

FROSTY is the name of the phone and KIA MOTORS is the name of the Bluetooth device the phone 
was connected to.

EMVHN9
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TABLE 1
 Question 8 ‐ Phone & Network Settings

WebCode Response

KIA MOTORSFWP664

Not found the bluetooth connection history in "btopp.db" file.FXKN86

Kia MotorsG63GVA

FROSTY userdata (ExtX)/Root/data/com.android.providers.settings/databases/settings.dbGKUDX6

KIA MOTORSGNTPT6

KIA MOTORSGQNYD8

KIA MOTORS ChargeGRQTE7

KIA MOTORSJZ4RHZ

KIA MOTORSK7GAZZ

KIA MOTORSKGL8Y2

The name of Bluetooth device that this device was connected to is „KIA MOTORS”.KJ6YQY

KIA MOTORSKJNZ38

KIA MOTORSKNHWRY

I navigated to the hda34 volume on the device, where there was a folder containing documentation 
that supports that the cellular device was connected to the following bluetooth device: - LGBluetooth4

KUA4A8

KIA MOTORSKZFX43

kia motorsL66WV3

KIA MotorsL6LTN3

10:08:C1:CF:6E:76LYLK83

KIA MOTORSM3ZEMY

KIA MOTORSM9L8YY

KIA MOTORSMDGY8V

KIA MOTORSMHCT6X

KIA MOTORSNDV89V

KIA MOTORSNGBFWV

Kia Motors MAC address (10:08:c1:cf:6e:76)NUDXH3

FROSTYPK8DUZ

KIA MOTORSQCCWH2

KIA MOTORS, ChargeQQ8CHV

KIA MotorsQVK6NT

Kia MotorsRGCV7W

1-KIA MOTORS 2-ChargeRR6VHG

KIA MOTORST8QRYW

KIA MOTORSTT8FBU

KIA MOTORSUFLZ8U

There was no record of Bluetooth devices connected to this device.UQC6QQ

KIA MOTORS (The device's Bluetooth name is Frosty.)URBWAT

FROSTYV2AL8P
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TABLE 1
 Question 8 ‐ Phone & Network Settings

WebCode Response

KIA MOTORSVHGMPN

KIA MOTORSVJC6QP

Kia MotorsVN3F2M

KIA MOTORSWWD2MW

Kia MotorsXN3Y2V

KIA MOTORSYHLTAN

FROSTYZKATLG

KIA MOTORSZVTJVL

KIA MOTORSZWTAEN

KIA Motors Consensus Result:

 Expected Response Explanation:
The expected response is the vehicle's bluetooth device name in which this smart phone is connected to. 

Information about the vehicle's bluetooth device name can be found in the bt_config.old file. This file can be found at:
data\root\misc\bluedroid\bt_config.old

 Expected Response Illustration:
KIA Motors Bluetooth Configuration:

 Other Responses: 
Seven participants reported "FROSTY" which is the smart phone's bluetooth device name. Information about the smart 
phone's bluetooth device name can be found in the bt_config.xml file. This file can be found at:  
root\misc\bluedroid\bt_config.xml
Frosty Bluetooth Configuration:
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TABLE 1
 Question 9 ‐ Phone & Network Settings

Question 9: What date was the Bluetooth connection made? (ANSWER MUST BE PRESENTED AS 
DD-Month-YYYY; HH:MM:SS –UTC)

04-February-2016; 14:18:57 UTC Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

04-02-2016; 02:18:57PM UTC2EKP2R

04-02-2016; 14:18:57 UTC2L4XFF

04-Feb-2016; 14:18:57 (-05:00 UTC)2T3MWK

04/02/2016 02:18:59 UTC -52ZYCPH

04/02/2016 14:18:573XNA9L

04-Februari-2016; 14:18:57 UTC4EAWZL

04/02/2016 09:18:57 AM (UTC-5:00) Location:[ROOT]/misc/bluedroid/bt_config.xml67DGNM

04-Feb-2016; 14:18:57 UTC6B4QXK

04-February-2016 02:18:57 PM -0 UTC.6FZH7G

04-02-2016; 14:18:57-UTC6JJAHK

04-February-2016 14:18:57 UTC6KETJL

02/04/2016; 14:18:57 -076HXLK

04-February-2016; 02:18:57PM77PFKG

04/02/2016 14:18:57 -00:007BNU7K

04-February-2016; 14:18:57 -UTC7K8NDH

04-02-2016; 14:18:57 -UTC8BHWAF

(04-February-2016; 14:18:57-UTC)8DP7RD

16.06.2015 8:41:57(UTC+0)9AEBRE

04-February-2016; 09:18:57 (UTC-5)9CPE9B

04-02-2016; 14:18:57 -UTCA2MFXG

2/04/16 9:18:40 AM (UTC-5)AWRL2F

04-February-2016; 09:18:57AM -UTCAZRXWF

04-February-2016; 09:18:57 - UTC -05:00. (userdata(ExtX)/Root/misc/bluedroid/bt_config.xml)B4BFFC

2/4/2016 5:50:33 PM(UTC+0)BX4PD7

04-feb-2016; 14:18:57 -UTCC3CNWB

04-February-2016; 09:18:57 UTC-5C9GBYC

04-February-2016; 14:18:57-UTCD37Q26

04-February-2016; 14:18:57 UTCD8L2EA

04-02-2016, 14:18:57 - UTCDHJ3QD

There is no record of bluetooth connections.DJFH4A

04-02-2016; 14:18:57 UTCDRKPJA

04-02-2016;09:18:57-UTCE3HPVE

04-February-2016 02:18:57 PM UTCEG36YD

04-February-2016; 14:18:57-UTC+0 (converted from epoch time of 1454595537)EMVHN9
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TABLE 1
 Question 9 ‐ Phone & Network Settings

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

04-02-2016;14:18:57 UTCFWP664

Not found the bluetooth connection history in "btopp.db" file.FXKN86

04/02/2016 18:57:G63GVA

04-02-2016 14:18:57 KIA Motors Userdat(ExtX)/Root/misc/bluedroid/bt_config.xmlGKUDX6

04-February-2016; 14:18:57GNTPT6

04-February-2016; 09:18:57 UTC-5GQNYD8

KIA MOTORS = 04-Feb-16 02:18:57 PMGRQTE7

04-February-2016; 09:18:57 -0500 UTCJZ4RHZ

04-Feb-2016;14:18:57K7GAZZ

04-Feb-2016; 14:18:57 -UTCKGL8Y2

The date was: 04.02.2016 14:18:57.KJ6YQY

04-February-2016; 09:18:57 UTC-5KJNZ38

04-February-2016; 14:18:57-UTCKNHWRY

I navigated to the hda34 volume on the device, where there was a folder containing documentation 
that supports that the cellular device was connected to the LGBluetooth4 device on June 16, 2015 at 
4:41:57AM, which is based on the Last Written and Last Accessed dates. The following is the answer in 
the required format: - 16-JUNE-2015; 08:41:57-UTC

KUA4A8

04-February-2016; 14:18:57 -UTCKZFX43

04 February 2016 14:18:57 -UTCL66WV3

04-February-2016; 14:18:57 -UTCL6LTN3

Thu, 04 February 2016 14:18:59.771 UTCLYLK83

02-04-2016; 09:19:15 AM -5UTCM3ZEMY

04-February-2016; 14:18:57 -UTCM9L8YY

04 February 2016 14:18:57 (UTC +0)MDGY8V

04-02-2016;14:18:57 -UTCMHCT6X

04-February-2016; 14:18:57-UTCNDV89V

04-February-2016; 14:18:57-UTCNGBFWV

04-02-2016 09:18:57 am (utc-5) Feb 2nd, 2016NUDXH3

04-February-2016; 07:39:27 -0700PK8DUZ

04-FEB-2016 02:18:57 PM -UTCQCCWH2

KIA MOTORS : 04-02-2016; 14:18:57 - UTCQQ8CHV

04-February-2016; 14:18:57-UTCQVK6NT

04-FEB-2016; 14:18:57 -UTCRGCV7W

1- 04.02.2016 14:18:57 (UTC 0) 2-RR6VHG

04-February-2016; 14:18:57 UTC-5:00T8QRYW

04-February-2016; 14:18:57 UTCTT8FBU

04 Feb 2016 14:18:57 (UTC -8)UFLZ8U

There was no record of Bluetooth devices connected to this device.UQC6QQ

04-February-2016; 09:19:15 AM (-5 UTC)URBWAT
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TABLE 1
 Question 9 ‐ Phone & Network Settings

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

04-02-2016; 04:02:15 PM -UTCV2AL8P

04-Feb-2016; 09:18:57-UTC-5VHGMPN

04-February-2016; 14:18:57 -UTCVJC6QP

04-Febuary-2016; 14:18:57 UTC+0VN3F2M

04-February-2016; 19:18:57-UTCWWD2MW

04-02-2016 09:18:40 AM UTC-5XN3Y2V

04/02/2016 14:18:57 UTCYHLTAN

01/22/2016; 5:34:27 PM (UTC+0)ZKATLG

04-02-2016;14:18:57 -UTCZVTJVL

04-February-2016 14:18:57 UTCZWTAEN

** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 9. Majority of the responses can be placed into one group with varying 
conversion differences. Variations seen for this question is due to date and time conversions and response format. 
Below is a breakdown of the patterns seen in the responses given:

Uncoverted response for this group can be found at: 
root\misc\blueroid\bt_config.old
04-February-2016; 14:18:57 UTC - 43 participants
04-Feburary-2016; 09:18:57 (UTC-5)  - 9 participants
04-February-2016; 02:18:57 PM UTC - 6 participants

The value highlighted in the string contains a timestamp stored in a Unix Epoch time format which must be converted 
into the requested time and date format.

 Expected Response Illustration:
Bluetooth Connection UTC Timestamp:

UTC Timestamp Conversion:
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TABLE 1
 Question 10 ‐ Applications

Question 10: How many calendar events are associated with this device?

Four (4) Manufacturer ' s Expected Response:

WebCode Response

42EKP2R

42L4XFF

42T3MWK

42ZYCPH

43XNA9L

44EAWZL

 Four (My 16th birthday, Dentist, Hawaii Family Vacation, T-Day) Location: 
[ROOT]/data/com.android.providers.calendar/databases/calendar.db

67DGNM

46B4QXK

46FZH7G

46JJAHK

46KETJL

476HXLK

Four77PFKG

47BNU7K

47K8NDH

48BHWAF

48DP7RD

49AEBRE

49CPE9B

4A2MFXG

FourAWRL2F

4AZRXWF

Four (4). (Cellebrite Extraction Report - Calendar)B4BFFC

Four calendar eventsBX4PD7

4C3CNWB

FOURC9GBYC

4D37Q26

Four (4)D8L2EA

4DHJ3QD

4DJFH4A

4DRKPJA

4E3HPVE

4EG36YD

Four events: Hawaii Family Vacation, T-Day, Dentist, and My 16th Birthday.EMVHN9
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 Question 10 ‐ Applications

WebCode Response

4FWP664

"4 records" or "4 Events"FXKN86

4) My 16th Birthday, Dentist, Hawaii Family Vacation, and T-DayG63GVA

4 userdata (ExtX)/Root/data/com.android.providers.calendar/databases/calendar.dbGKUDX6

4GNTPT6

4GQNYD8

12GRQTE7

4 eventsJZ4RHZ

4K7GAZZ

4KGL8Y2

Four events are associated with this device.KJ6YQY

4KJNZ38

4KNHWRY

I navigated to the calendar directory (data/com.android.calendar), where I viewed all of the content 
within this folder. The calendar database file (calendar.db) was located inside of the cache folder 
(data/com.android.calendar/cache/calendar.db), then exported to the target drive and viewed with 
SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, it is 
determined that there are FOUR (4) calendar events, which are as follows: - T-DAY KEYS HIGH 
SCHOOL - HAWAII FAMILY VACATION - DENTIST - MY 16TH BIRTHDAY

KUA4A8

Four (4)KZFX43

4L66WV3

4L6LTN3

4LYLK83

4M3ZEMY

4M9L8YY

4MDGY8V

4MHCT6X

4NDV89V

4NGBFWV

4NUDXH3

4PK8DUZ

4QCCWH2

4QQ8CHV

4QVK6NT

4RGCV7W

4RR6VHG

4 (Four)T8QRYW

4TT8FBU

4UFLZ8U
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WebCode Response

4UQC6QQ

4URBWAT

4V2AL8P

Hawaii Family Vacation, T-Day, Dentist, My 16th BirthdayVHGMPN

4VJC6QP

4VN3F2M

4WWD2MW

FourXN3Y2V

04YHLTAN

4ZKATLG

4 eventsZVTJVL

4ZWTAEN

Four (4) Consensus Result:

 Expected Response Explanation:
Information on calendar events can be found in the calendar.db database. The events table will show all calendar 
events. The file can be found at:
\data\com.android.providers.calendar\databases\calendar.db

 Expected Response Illustration:
Database: calendar >>> Table: events
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Question 11: What are the memos(names) of the Alarms set on this device?

Wake-up
Revenge

 Manufacturer ' s Expected Response:

WebCode Response

Wake Up Revenge2EKP2R

Acappella_Good_Morning, Afternoon_Walk, Alarm_1, Alarm_2, Beautiful_Day, Cello, Clockwork, 
Country_Road, Dawning_Sky, Lifes_Good_Alarm, Morning_Scent, Running, Shampoo, Timer, Trumpet, 
Voice_of_Nature, Weather_Forecast, West_Winds.

2L4XFF

Wake-up Revenge2T3MWK

My 16th Birthday, Dentist, Hawaii Family Vacation, T-Day2ZYCPH

Wake-ip , Revenge3XNA9L

Wake-up Revenge4EAWZL

Wake-up Revenge67DGNM

“Wake-up” and “Revenge”6B4QXK

Wake-up and Revenge.6FZH7G

Wake-up Revenge Wake-up is enabled, Revenge is not enabled.6JJAHK

wake-up revenge6KETJL

Wake-up and Revenge76HXLK

Revenge, Wake-up77PFKG

Wake-up Revenge7BNU7K

Wake-up Revenge7K8NDH

Wake-up Revenge8BHWAF

Wake-up Revenge8DP7RD

Wake-up, Revenge9AEBRE

Wake-Up Revenge9CPE9B

Wake-up, RevengeA2MFXG

Wake-up RevengeAWRL2F

Wake-up, RevengeAZRXWF

There were two (2) memos(names) of the Alarms. They were named the following: "Wake-up" and 
"Revenge". (alarms.db, Alarms table)

B4BFFC

Wake-up RevengeBX4PD7

Wake-up RevengeC3CNWB

Wake-up and RevengeC9GBYC

REVENGE WAKE-UPD37Q26

Wake-up RevengeD8L2EA

My 16th Birthday Dentist Hawaii Family Vacation T-DayDHJ3QD

Wake-up and RevengeDJFH4A

Wake-up RevengeDRKPJA

Wake-up RevengeE3HPVE

Wake-up; RevengeEG36YD
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WebCode Response

Two alarms named, Wake-up and Revenge.EMVHN9

My 16th Birthday, Dentist, T-Day, Hawaii Family VacationFWP664

"Wake-up" and "Revenge"FXKN86

Wake-up Thursday, February 4 06:45 RevengeG63GVA

Wake-up Revenge userdata (ExtX)/Root/data/com.lge.clock/databases/alarms.dbGKUDX6

Wake-up RevengeGNTPT6

Dentist T-DayGQNYD8

1-My 16th Birthday 2-Dentist 3-Hawaii Family Vacation 4-T-DayGRQTE7

Wake-up and RevengeJZ4RHZ

Wake-Up, RevengeK7GAZZ

Wake-up RevengeKGL8Y2

The memos (names) of the Alarms set on this device are: Wake-up, Revenge.KJ6YQY

Wake-up RevengeKJNZ38

Wake-up and RevengeKNHWRY

I navigated to the memo directory (data/com.lge.qmemoplus), where I viewed all of the content within 
this folder. The qmemoplus database file (qmemoplus.db) was located inside of the shared_prefs folder 
(data/com.lge.qmemoplus/shared_prefs/qmemoplus.db), then exported to the target drive and viewed 
with SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, it is 
determined that there are THREE (3) memos, which are as follows: - MUSIC: The Coasters The 
Delfonics Bobby Womack The George Baker Selection - GROCERY LIST: Chips Soda Fruit Snacks 
Peanut Butter - TARGETS: Lisa Hilary Diane Principal Skinner

KUA4A8

Wake-up, RevengeKZFX43

Wake-up RevengeL66WV3

Wake-up RevengeL6LTN3

Wake-up, RevengeLYLK83

Wake-up RevengeM3ZEMY

Wake-up RevengeM9L8YY

Wake-up and RevengeMDGY8V

Wake-up and RevengeMHCT6X

Wake-up and RevengeNDV89V

Wake-up, RevengeNGBFWV

Wake-Up, RevengeNUDXH3

Hawaii Family Vacation, Dentist, My 16th birtday, T-DayKeys High SchoolPK8DUZ

WAKE-UPQCCWH2

Revenge, Wake-upQQ8CHV

Wake-up RevengeQVK6NT

Wake-up, and RevengeRGCV7W

1-Hawaii Family Vacation (Passive) 2-T-Day (Active) 3-Dentist (Active) 4-My 16th Birthday (Passive)RR6VHG

Wake-up RevengeT8QRYW
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Wake-up,RevengeTT8FBU

"Wake-up" and "Revenge"UFLZ8U

Wake-up and RevengeUQC6QQ

Wake-up RevengeURBWAT

Wake-up RevengeV2AL8P

Wake-up, RevengeVHGMPN

Revenge Wake-upVJC6QP

Wake-up RevengeVN3F2M

Wake-up RevengeWWD2MW

wake up RevengeXN3Y2V

Wake-up RevengeYHLTAN

Hawaii Family Vacation, T-Day, Dentist, My 16th BirthdayZKATLG

Wake-up RevengeZVTJVL

Wake-up, RevengeZWTAEN

Wake-up
Revenge

 Consensus Result:

 Expected Response Explanation:
Information for alarms can be found in the alarms.db database. The alarms table will contain the alarm memo. The file 
can be found at:
\data\com.lge.clock\databases\alarms.db

 Expected Response Illustration:
Database: alarms >>> Table: alarms

 Other Responses: 
Eight participants reported the four calendar events that are associated with this device. The calendar events can be 
found in the calendar database. The file can be found at: 
\data\com.android.providers.calendar\databases\calendar.db
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Question 12: List the first third-party application to be downloaded onto the device. (ANSWERS MUST 
HAVE BOTH THE “package_name” and “title")

Package_name: "Com.tumblr"
Title: "Tumblr"

 Manufacturer ' s Expected Response:

WebCode Response

Tumblr com.tumblr2EKP2R

Tumblr com.tumblr2L4XFF

Package_name: com.tumblr Title: Tumblr2T3MWK

"com.tumblr" "Tumblr"2ZYCPH

com.tumblr Tumblr3XNA9L

com.tumblr Tumblr4EAWZL

package name: com.tumbler Title: Tumblr67DGNM

"com.tumblr” and “Tumblr”6B4QXK

com.tumblr Tumblr6FZH7G

package_name: com.tumblr title: Tumblr6JJAHK

package_name: com.tumblr title: Tumblr6KETJL

Tumblr - com.tumblr76HXLK

com.tumblr / Tumblr77PFKG

com.tumblr Tumblr7BNU7K

(com.tumblr) Tumblr7K8NDH

com.tumblr Tumblr8BHWAF

Tumblr com.tumblr8DP7RD

com.tumblr, Tumblr9AEBRE

com.tumblr tumblr9CPE9B

com.tumblr, TumblrA2MFXG

Tumblr com.tumblrAWRL2F

com.tumblr TumblrAZRXWF

package_name: com.tumblr, title: Tumblr. (localappstate.db, Appstate table, and Cellebrite Extraction 
Report - Installed Applications)

B4BFFC

Com.tumblr is the package name and Tumblr is the title.BX4PD7

package_name : com.tumblr title : TumblrC3CNWB

package_name: com.tumblr title: TumblrC9GBYC

package_name com.tumblr title: tumblrD37Q26

Tumblr Package name: com.tumblrD8L2EA

com.tumblr TumblrDHJ3QD

Tumblr com.tumblrDJFH4A

com.tumblr-1 TumblrDRKPJA

"package_name" = com.tumblr "title" = TumblrE3HPVE

com.tumblr, TumblrEG36YD

Com.tumblr, TumblrEMVHN9

Copyright © 2016 CTS, Inc( 43 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 12 ‐ Applications

WebCode Response

com.tumblr, TumblrFWP664

Package Name: com.microsoft.office.lync15 Title Name: don't haveFXKN86

Package_name=com.tumblr title=Tumblr Package_name=com.microsoft.office.lync15 title=Skype for 
Business for Android Package_name=com.skype.raider title=Skype - free IM & video calls

G63GVA

Com.Tumblr package name Tumblr titleGKUDX6

com.tumblr, TumblrGNTPT6

com.tumblr TumblrGQNYD8

Tumblr / com.tumblrGRQTE7

com.tumblr, TumblrJZ4RHZ

"base.apk", "tumblr"K7GAZZ

"package_name" com.tumblr "title" TumblrKGL8Y2

package_name :”com.tumblr” and title: ” Tumblr”.KJ6YQY

com.tumblr TumblrKJNZ38

com.tumblr TumblrKNHWRY

Based on the analysis of the installed third-party applications, it was determined that Tumblr was the 
first to be downloaded on the device. The following is the answer in the required format: - 
"package_name" = com.tumblr-1 - "title" = Tumblr - 22-January-2016; 12:33:37PM (4:33:37-UTC)

KUA4A8

Title: Tumblr Package Name: com.tumblrKZFX43

com.tumblr TumblrL66WV3

Tumblr com.tumblrL6LTN3

com.tumblr TumblrLYLK83

com.tumblr TumblrM3ZEMY

com.skype.raider Skype - free IM & video callsM9L8YY

The first purchased third-party application was Package: com.tumbler, Title: Tumblr,MDGY8V

com.tumblr TumblrMHCT6X

com.tumblr TumblrNDV89V

package_name: com.tumblr title: TumblrNGBFWV

com.microsoft.office.lync15-1 Skype (for business)NUDXH3

com.tumblr&version Code=105020006 tumblrPK8DUZ

"data@app@com.tumblr-1@base.apk@classes.dex" "Tumblr"QCCWH2

com.tumblr, TumblrQQ8CHV

Com.tumblr TumblrQVK6NT

tumblr.com, tumblrRGCV7W

Base.apk - TumblrRR6VHG

Package_name is “base.apk” Title is “Tumblr”T8QRYW

Tumblr, com.tumblrTT8FBU

“package_name” is com.tumblr. "title" is Tumblr.UFLZ8U

Tumblr com.tumblrUQC6QQ
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Package Name: com.tumblr Title: TumblrURBWAT

package_name = com.tumblr title = TumblrV2AL8P

“com.tumblr” – “Tumblr”VHGMPN

com.tumblr TumblrVJC6QP

com.tumblr TumblrVN3F2M

Tumblr com.tumblrWWD2MW

com.Tumblr TumblrXN3Y2V

"com.android.chrome" chrome "com.facebook.orca" MESSANGER "com.facebook.katana" facebook 
"com.instagram.android" instagram. "com.skype.raider"skype "com.microsoft.office.lync15" 
microsoft.office. "com.tumblr" tumblr

YHLTAN

Com.tumblr-1, TumblrZKATLG

package_name:com.tumblr tittle :TumblrZVTJVL

Tumblr com.tumblrZWTAEN

Com.tumblr (Tumblr) Consensus Result:

 Expected Response Explanation:
To determine the first third-party application downloaded onto this device participants needed to convert the Unix 
Epoch timestamp values listed in the "first_download_ms" column found within the appstate table of the 
localappstore.db database. The value for Tumblr is 1453483418907. The localappstate.db database can be found at:
data\com.android.vending\databases\localappstate.db

 Expected Response Illustration:
Database: localappstate >>> Table: appstate
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Question 13: What term(s) were searched for in the Google Play Store?

tumblr Manufacturer ' s Expected Response:

WebCode Response

Tumblr2EKP2R

tumblr2L4XFF

tumblr2T3MWK

tumblr2ZYCPH

tumblr3XNA9L

tumblr4EAWZL

tumblr67DGNM

tumblr6B4QXK

tumblr6FZH7G

tumblr6JJAHK

tumblr6KETJL

Tumblr76HXLK

tumblr77PFKG

tumblr7BNU7K

tumblr7K8NDH

tumblr8BHWAF

tumblr8DP7RD

tumblr9AEBRE

tumblr9CPE9B

tumblrA2MFXG

tumblrAWRL2F

TumblrAZRXWF

tumblr. (Cellebrite Extraction Report - Searched Items)B4BFFC

TumblrBX4PD7

TumblrC3CNWB

tumblrC9GBYC

tumblrD37Q26

tumblrD8L2EA

tumblrDHJ3QD

tumblrDJFH4A

Yahoo mailDRKPJA

tumblrE3HPVE

tumblrEG36YD

tumblrEMVHN9

tumblrFWP664
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"facebook", "microsoft office" and "games"FXKN86

tumblrG63GVA

Tumblr userdata (ExtX)/Root/data/com.android.vending/databases/suggestions.dbGKUDX6

tumblrGNTPT6

TumblrGQNYD8

knownGRQTE7

tumblrJZ4RHZ

tumblrK7GAZZ

tumblrKGL8Y2

”tumblr”KJ6YQY

TumblrKJNZ38

tumblrKNHWRY

Based on the analysis of the installed third-party applications (data/app), it was determined that the 
following were downloaded to the device: - Tumblr - Microsoft Office - Skype (Raider) - Instagram - 
Facebook (Katana) - Facebook Messenger (Orca)

KUA4A8

tumblrKZFX43

tumblrL66WV3

tumblrL6LTN3

TumblrLYLK83

tumblrM3ZEMY

tumblrM9L8YY

tumblrMDGY8V

tumblrMHCT6X

tumblrNDV89V

tumblrNGBFWV

tumblrNUDXH3

tumblrPK8DUZ

tumblrQCCWH2

tumblrQQ8CHV

TumblrQVK6NT

tumblrRGCV7W

TumblrRR6VHG

tumblrT8QRYW

tumblrTT8FBU

tumblrUFLZ8U

tumblrUQC6QQ

tumblrURBWAT

tumblrV2AL8P
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tumblrVHGMPN

tumblrVJC6QP

TumblrVN3F2M

tumblrWWD2MW

TumblrXN3Y2V

YHLTAN

tumblrZKATLG

tumblrZVTJVL

TumblrZWTAEN

tumblr Consensus Result:

 Expected Response Explanation:
Information about what was searched in the Google Play store can be found in the suggestions.db database. The 
suggestions table contains all the queries that were searched for. This file can be found at:
data\com.android.vending\databases\suggestions.db.

 Expected Response Illustration:
Database: suggestions >>> Table: suggestions
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Question 14: What is the blog name for the Tumblr account associated with this device?

torturedteenagesoul88 Manufacturer ' s Expected Response:

WebCode Response

torturedteenagesoul882EKP2R

torturedteenagesoul88torturedteenagesoul88.tumblr.com2L4XFF

torturedteenagesoul882T3MWK

torturedteenagesoul882ZYCPH

torturedteenagesoul883XNA9L

torturedteenagesoul884EAWZL

tourturedteenagesoul8867DGNM

torturedteenagesoul886B4QXK

torturedteenagesoul886FZH7G

torturedteenagesoul886JJAHK

torturedteenagesoul886KETJL

torturedteenagesoul8876HXLK

torturedteenagesoul8877PFKG

torturedteenagesoul887BNU7K

torturedteenagesoul887K8NDH

torturedteenagesoul888BHWAF

torturedteenagesoul888DP7RD

torturedteenagesoul88.tumblr.com9AEBRE

torturedteenagesoul889CPE9B

torturedteenagesoul88A2MFXG

http://torturedteenagesoul88.tumblr.com/AWRL2F

torturedteenagesoul88AZRXWF

torturedteenagesoul88. (Cellebrite Extraction Report - User Accounts)B4BFFC

Torturedteenagesoul88.tumblr.comBX4PD7

torturedteenagesoul88C3CNWB

torturedteenagesoul88C9GBYC

torturedteenagesoul88D37Q26

UntitledD8L2EA

torturedteenagesoul88DHJ3QD

torturedteenagesoul88DJFH4A

torturedteenagesoul88DRKPJA

torturedteenagesoul88E3HPVE

tourturedteenagesoul88EG36YD

torturedteenagesoul88EMVHN9

torturedteenagesoul88FWP664
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torturedteenagesoul88FXKN86

torturedteenagesoul88G63GVA

Torturedteenagesoul88 userdata (ExtX)/Root/data/com.tumblr/databases/Tumblr.sqliteGKUDX6

torturedteenagesoul88GNTPT6

torturedteenagesoul88GQNYD8

torturedteenagesoul88.tumblr.comGRQTE7

torturedteenagesoul88.tumblr.comJZ4RHZ

torturedteenagesoul88K7GAZZ

untitledKGL8Y2

The blog name is „torturedteenagesoul88”.KJ6YQY

torturedteenagesoul88KJNZ38

torturedteenagesoul88KNHWRY

I navigated to the Tumblr directory (data/com.tumblr), where I viewed all of the content within this 
folder. A Tumblr database file (tumblr.sqlite) was located inside of the shared_prefs folder 
(com.tumblr/shared_prefs/tumblr.sqlite), then exported to the target drive and viewed with 
SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, it is 
determined that the blog name for the Tumblr account is as follows: - 
torturedteenagesoul88.tumblr.com

KUA4A8

torturedteenagesoul88KZFX43

torturedteenagesoul88L66WV3

torturedteenagesoul88L6LTN3

torturedteenagesoul88LYLK83

torturedteenagesoul88M3ZEMY

torturedteenagesoul88M9L8YY

torturedteenagesoul88MDGY8V

torturedteenagesoul88MHCT6X

torturedteenagesoul88NDV89V

torturedteenagesoul88NGBFWV

Torturedteenagesoul88NUDXH3

torturedteenagersoul88PK8DUZ

torturedteenagesoul88.tumblr.comQCCWH2

torturedteenagesoul88QQ8CHV

torturedteenagesoul88QVK6NT

tourturedteenagesoul88RGCV7W

torturedteenagesoul88RR6VHG

torturedteenagesoul88T8QRYW

torturedteenagesoul88TT8FBU

torturedteenagesoul88UFLZ8U

torturedteenagesoul88UQC6QQ
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torturedteenagesoul88URBWAT

torturedteenagesoul88V2AL8P

torturedteenagesoul88VHGMPN

torturedteenagesoul88VJC6QP

Torturedteenagesoul88VN3F2M

tourturedteenagesoul88WWD2MW

torturedteenagesoul88XN3Y2V

torturedteenagesoul88.tumblr.comYHLTAN

Torturedteenagesoul88ZKATLG

torturedteenagesoul88ZVTJVL

torturedteenagesoul88ZWTAEN

torturedteenagesoul88 Consensus Result:

 Expected Response Explanation:
Information about the Tumblr blog name can be found in the tumblr.sqlite database. The outbound_posts table has a 
blog_name section showing the primary blog name for this device. The file can be found at:
\data\com.tumblr\databases\tumblr.sqlite

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: outbound_posts
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Question 15: What is the title and content of the body for the first Tumblr post created by a user with this 
device?

Title: "Thoughts"
Contents of Body: "Why are girls so mean? I can't stand going 
to school and now I have been suspended because of those 
girls. There are times I just want to punch them all in the face, 
but I know that I can't. I just wish someone understood me…"

 Manufacturer ' s Expected Response:

WebCode Response

Mon Feb 01 10:02 EST: Title is "Thoughts", body: "Why are girls so mean? I can't stand going to 
school and now I have been suspended because of those girls. There are times I just want to punch 
them all in the face, but I know that I can't. I just wish someone understood me..."

2EKP2R

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

2L4XFF

Title: Thoughts Content: Why are girls so mean? U can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

2T3MWK

Thought- "Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me.."

2ZYCPH

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

3XNA9L

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

4EAWZL

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me… Location: 
[ROOT]/data/com.tumblr/databases/Tumblr.sqlite

67DGNM

Title: “Thoughts”; Content: “Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...”

6B4QXK

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

6FZH7G

title: Thoughts body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

6JJAHK

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

6KETJL

Title :Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

76HXLK

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

77PFKG
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Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

7BNU7K

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

7K8NDH

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

8BHWAF

Thoughts Text: Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

8DP7RD

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

9AEBRE

thoughts Why are girls so mean? There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me ...

9CPE9B

Thoughts "Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me..."

A2MFXG

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

AWRL2F

"Thoughts" Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

AZRXWF

Title: Thoughts Content of the Body of the Post: Why are girls so mean? I can't stand going to school 
and now I have been suspended because of those girls. There are times I just want to punch them all in 
the face, but I know that I can't. I just wish someone understood me... (MSAB XRY Extraction Report - 
Message/Status Updates and Cellebrite Extraction Report - Tumblr Instant Messages)

B4BFFC

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

BX4PD7

Title : Thoughts Content : Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

C3CNWB

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

C9GBYC

title Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me........

D37Q26

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

D8L2EA

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

DHJ3QD
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Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

DJFH4A

Recommended for youDRKPJA

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them in the face, but I know I 
can't. I just wish someone understood me...

E3HPVE

Thoughts. Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

EG36YD

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

EMVHN9

Title:Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

FWP664

Title: "Feelings" Body: "I was suspended because girls were making fun of me! They were not punished 
and I was because I tried to stand up for myself! Now they will not leave me alone. I need help, they 
can't continue to get away with this!"

FXKN86

ThoughtsG63GVA

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me… userdata 
(ExtX)/Root/data/com.tumblr/databases/Tumblr.sqlite-journal

GKUDX6

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them in the face, but I know that I can't. I 
just wish someone understood me...

GNTPT6

Thoughts "Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the faces, but I know that I can't. 
I just wish someone understood me..."

GQNYD8

Feelings: I was suspended because girls were making fun of me! They were not punished and I was 
because I tried to stand up for myself! Now they will not leave me alone. I need help, they can't 
continue to get away with this!

GRQTE7

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

JZ4RHZ

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

K7GAZZ

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

KGL8Y2

Title was: „Thoughts”. Content of the body was: „Why are girls so mean? I can't stand going to school 
and now I have been suspended because of those girls. There are times I just want to punch them all in 
the face, but I know that I can't. I just wish someone understood me...”

KJ6YQY
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Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them in the face, but I know that I can't. I 
just wish someone understood me...

KJNZ38

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

KNHWRY

I navigated to the Tumblr directory (data/com.tumblr), where I viewed all of the content within this 
folder. A Tumblr database file (tumblr.sqlite) was located inside of the cache folder 
(com.tumblr/cache/tumblr.sqlite), then exported to the target drive and viewed with SQLiteBrowser 
software. Based on the analysis of this data in the SQLiteBrowser application, the title and content of 
the first Tumblr post created by the user was as follows: - Feelings (Title) - I was suspended because 
girls were making fun of me! They were not punished and I was because I tried to stand up for myself! 
Now they will not leave me alone. I need help, they can't continue to get away with this! (Body)

KUA4A8

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

KZFX43

Thoughts/ Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

L66WV3

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

L6LTN3

Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

LYLK83

Title: thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

M3ZEMY

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

M9L8YY

Title: Thoughts Body: “Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…”

MDGY8V

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

MHCT6X

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me…

NDV89V

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

NGBFWV

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me....

NUDXH3
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Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me... published yes 0 0 0 0 0 1 -1 0 0 0 0 -1 rich 0 0 0 0 1 0 0 0 0 0 
0 1 -1 -1 -1 Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me... 0

PK8DUZ

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

QCCWH2

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

QQ8CHV

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

QVK6NT

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

RGCV7W

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

RR6VHG

Title = Thoughts Content of the body Why are girls so mean? I can't stand going to school and now I 
have been suspended because of those girls. There are times I just want to punch them all in the face, 
but I know that I can't. I just wish someone understood me…

T8QRYW

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know I can't. I just 
wish someone understood me...

TT8FBU

"Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…"

UFLZ8U

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

UQC6QQ

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

URBWAT

Title = Thoughts Content of the body = Why are girls so mean? I can't stand going to school and now 
I have been suspended because of those girls. There are times I just want to punch them all in the face, 
but I know that I can't. I just wish someone understood me...

V2AL8P

Thoughts - Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

VHGMPN

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

VJC6QP

Title: Thoughts Body: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I wish someone understood me ...

VN3F2M
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Title: Thoughts Content: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't. I just wish someone understood me...

WWD2MW

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

XN3Y2V

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me...

YHLTAN

Thoughts Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I can't. I 
just wish someone understood me…

ZKATLG

Title: Thoughts Text: Why are girls so mean? I can't stand going to school and now I have been 
suspended because of those girls. There are times I just want to punch them all in the face, but I know 
that I can't.

ZVTJVL

Thoughts: Why are girls so mean I can't stand going to school and not have been suspended because 
of these girls. There are times I just want to punch them all in the face but I know that I can't. I just wish 
someone understood me...

ZWTAEN

Title: "Thoughts"
Body: "Why are girls so mean? I can't stand going to school and now I have been suspended 
because of those girls. There are times I just want to punch them all in the face, but I know that I 
can't. I just wish someone understood me…"

 Consensus Result:

 Expected Response Explanation:
Information about Tumblr posts can be found in the tumblr.sqlite database. The outbound_posts table show the content 
of the posts. The file can be found at:
\data\com.tumblr\databases\tumblr.sqlite

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table:outbound_posts
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Question 16: What is the identifier name of the external user that communicates with the active Tumblr 
account on this device?

lazystranger63 Manufacturer ' s Expected Response:

WebCode Response

lazystranger632EKP2R

Lazystranger63.tumblr.com2L4XFF

lazystranger632T3MWK

lazystranger632ZYCPH

Lazystranger633XNA9L

lazystranger63.tumblr.com4EAWZL

lazystranger63.tumblr.com67DGNM

lazystranger63.tumblr.com6B4QXK

lazystranger636FZH7G

Lazystranger63.tumbler.com6JJAHK

lazystranger63.tumblr.com6KETJL

lazystranger63.tumblr.com76HXLK

lazystranger63.tumblr.com77PFKG

Lex Luther7BNU7K

lazystranger63.tumblr.com7K8NDH

lazystranger63.tumblr.com8BHWAF

Lex Luther8DP7RD

lazystranger63.tumblr.com9AEBRE

lazystranger639CPE9B

lazystranger63.tumblr.comA2MFXG

blackserpent34@gmail.com Lex LutherAWRL2F

lazystranger63AZRXWF

lazystranger63; the identifier name associated with this Tumblr account name was: Lex Luther. 
(Tumblr.sqlite, Messaging_message Table)

B4BFFC

Lazystranger63.tumblr.comBX4PD7

Lazystranger63C3CNWB

LazyStranger63C9GBYC

lazystranger63.tumblr.comD37Q26

lazystranger63.tumblr.comD8L2EA

lazystranger63.tumblr.comDHJ3QD

Lex LutherDJFH4A

lazystranger63DRKPJA

Stella FrostE3HPVE

Lazystranger63.tumblr.comEG36YD
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lazystranger63EMVHN9

lazystranger63.tumblr.comFWP664

lazystranger63.tumblr.comFXKN86

lazystranger63.tumblr.comG63GVA

Lazystranger63.tumblr.com userdata (ExtX)/Root/data/com.tumblr/databases/Tumblr.sqliteGKUDX6

lazystranger63GNTPT6

lazystranger63.tumblr.comGQNYD8

lazystranger63.tumblr.comGRQTE7

lazystranger63.tumblr.comJZ4RHZ

lazystranger63.tumblr.comK7GAZZ

lazystranger63KGL8Y2

Identifier name of the external user is: „Lex Luther”.KJ6YQY

Lex LutherKJNZ38

Lazystranger63.tumblr.comKNHWRY

I navigated to the Tumblr directory (data/com.tumblr), where I viewed all of the content within this 
folder. A Tumblr database file (tumblr.sqlite) was located inside of the shared_prefs folder 
(com.tumblr/shared_prefs/tumblr.sqlite), then exported to the target drive and viewed with 
SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, it is 
determined that the identifier name of the external user that communicates with the active Tumblr 
account is as follows: - torturedteenagesoul88 - (Stella Frost)

KUA4A8

lazystranger63.tumblr.comKZFX43

lazystranger63L66WV3

lazystranger63.tumblr.comL6LTN3

lazystranger63.tumblr.comLYLK83

lazystranger63.tumblr.comM3ZEMY

lazystranger63M9L8YY

lazystranger63.tumbler.comMDGY8V

lazystranger63.tumblr.comMHCT6X

Lazystranger63.tumblr.comNDV89V

lazystranger63NGBFWV

Lex Luther Blackserpent34@gmail.comNUDXH3

lazystranger63.tumblr.comPK8DUZ

lazystranger63.tumblr.comQCCWH2

lazystranger63QQ8CHV

Lazystranger63.tumblr.comQVK6NT

Lazystranger63RGCV7W

lazystranger63.tumblr.comRR6VHG

Lazystranger63.tumblr.comT8QRYW

Lex LutherTT8FBU
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Lazystranger63.tumblr.comUFLZ8U

Lex LutherUQC6QQ

lazystranger63.tumblr.comURBWAT

lazystranger63.tumblr.comV2AL8P

lazystranger63.tumblr.comVHGMPN

lazystranger63.tumblr.comVJC6QP

Lazystranger63.tumblr.comVN3F2M

lazystranger63WWD2MW

Lex LutherXN3Y2V

lazystranger63.tumblr.comYHLTAN

Lex Luther, blackserpent34@gmail.comZKATLG

lazystranger63ZVTJVL

Lex Luthor, blackserpent34@gmail.comZWTAEN

lazystranger63 Consensus Result:

 Expected Response Explanation:
Information about Tumblr posts can be found in the tumblr.sqlite database. The messaging_messages table identifies 
users who are communicating with torturedteenagesoul88. The file can be found at: 
data\com.tumblr\databases\tumblr.sqlite

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: messaging_messages

 Other Responses: 
Twelve participants reported Lex Luther. These participants went outside of tumblr to determine the person associated 
with the username provided in a tumblr message from lazystranger63. To determine Lex Luther these participants 
navigated to the the Babel1 database file within the com.google.android.talk folder and viewed the participant table. 
Lex Luther is identified along with his Google e-mail address blackserpent34@gmail.com. The file can be found at:
\data\com.google.android.talk\databases\babel1.db.
Tumblr Message Containing Google E-mail Address:

Database: babel1 >>> Table: participant
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Question 17: What is lazystranger63’s google hangout account username? (Provide full username as it is 
presented in the comment)

blackserpent34@gmail.com Manufacturer ' s Expected Response:

WebCode Response

blackserpent34@gmail.com2EKP2R

Lex Luther2L4XFF

blackserpent34@gmail.com2T3MWK

blackserpent34@gmail.com2ZYCPH

blackserpent34@gmail.com3XNA9L

blackserpent34@gmail.com4EAWZL

Lex Luther – blackserpent34@gmail.com67DGNM

blackserpent34@gmail.com6B4QXK

blackserpent34@gmail.com6FZH7G

blackserpent34@gmail.com6JJAHK

blackserpent34@gmail.com6KETJL

blackserpent3476HXLK

blackserpent34@gmail.com77PFKG

blackserpent34@gmail.com7BNU7K

blackserpent34@gmail.com7K8NDH

blackserpent34@gmail.com8BHWAF

No lazystranger63 found. Only a lazystranger45.8DP7RD

blackserpent34@gmail.com9AEBRE

blackserpent34@gmail.com9CPE9B

blackserpent34@gmail.comA2MFXG

Not found.AWRL2F

blackserpent34@gmail.comAZRXWF

blackserpent34@gmail.com/"Lex Luther". (Cellebrite Extraction Report - Hangouts)B4BFFC

 In the comment he says his hangout account username is blackserpent34@gmail.com and this 
account name is also associated with the name Lex Luther.

BX4PD7

blackserpent34@gmail.comC3CNWB

blackserpent34@gmail.comC9GBYC

blackserpent34@gmail.comD37Q26

blackserpent34@gmail.comD8L2EA

blackserpent34DHJ3QD

blackserpent34@gmail.comDJFH4A

blackserpent34@gmail.comDRKPJA

Lex LutherE3HPVE

blackserpent34@gmail.comEG36YD

Lex Luther, blackserpent34@gmail.comEMVHN9
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blackserpent34@gmail.comFWP664

Lex lutherFXKN86

blackserpent34@gmail.comG63GVA

Hello, I bet you feel terrible! I have a sure way to get back at them. Add me on google 
hangout-blackserpent34@gmail.com. userdata (ExtX)/Root/data/com.tumblr/databases/Tumblr.sqlite

GKUDX6

blackserpent34@gmail.comGNTPT6

blackserpent34@gmail.com Lex LutherGQNYD8

blackserpent34@gmail.comGRQTE7

blackserpent34@gmail.comJZ4RHZ

Lex Luther, blackserpent34@gmail.comK7GAZZ

blackserpent34@gmail.com Lex LuthorKGL8Y2

The lazystranger63’s google hangout account username is: blackserpent34@gmail.comKJ6YQY

blackserpent34@gmail.comKJNZ38

Blackserpent34@gmail.comKNHWRY

I navigated to the Tumblr directory (data/com.tumblr), where I viewed all of the content within this 
folder. A Tumblr database file (tumblr.sqlite) was located inside of the shared_prefs folder 
(com.tumblr/shared_prefs/tumblr.sqlite), then exported to the target drive and viewed with 
SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, there was 
a message present that indicates that lazystranger63's Google Hangout account username is as 
follows: - blackserpant34@gmail.com

KUA4A8

blackserpent34KZFX43

Lex LutherL66WV3

blackserpent34@gmail.comL6LTN3

blackserpent34@gmail.comLYLK83

blackserpent34@gmail.comM3ZEMY

Lex LutherM9L8YY

blackserpent34@gmail.comMDGY8V

blackserpent34@gmail.comMHCT6X

Blackserpent34@gmail.comNDV89V

blackserpent34@gmail.comNGBFWV

Blackserpent34@gmail.comNUDXH3

Lex LutherPK8DUZ

blackserpent34@gmail.comQCCWH2

Lex LutherQQ8CHV

blackserpent34@gmail.comQVK6NT

blackserpent34@gmail.comRGCV7W

blackserpent34@gmail.comRR6VHG

blackserpent34@gmail.comT8QRYW

Did not recover "lazystranger63" account.TT8FBU
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Lex Luther. It is associated with the email address 'blackserpent34@gmail.com'.UFLZ8U

blackserpent34@gmail.comUQC6QQ

blackserpent34@gmail.comURBWAT

Lex LutherV2AL8P

blackserpent34@gmail.comVHGMPN

blackserpent34@gmail.comVJC6QP

blackserpent34@gmail.comVN3F2M

blackserpent34@gmail.comWWD2MW

Not foundXN3Y2V

blackserpent34@gmail.comYHLTAN

Could not determineZKATLG

blackserpent34@gmail.comZVTJVL

No lazystranger63 found anywhere on this device. However there is a lazystranger45ZWTAEN

blackserpent34@gmail.com Consensus Result:

 Expected Response Explanation:
Information about Tumblr messages can be found in the tumblr.sqlite database. The messaging_messages table will 
show the message containing the Google Hangout's username. The file can be found at: 
data\com.tumblr\databases\tumblr.sqlite

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: messaging_messages

 Other Responses: 
Eight participants reported Lex Luther. These participants referred to the account owner of blackserpent34@gmail.com, 
Lex Luther. To determine Lex Luther these participants navigated outside of Tumblr to the the Babel1 database file within 
the com.google.android.talk folder and viewed the participant table. Lex Luther is identified along with his Google 
e-mail address blackserpent34@gmail.com. The file can be found at:
\data\com.google.android.talk\databases\babel1.db.
Database: babel1 >>> Table: participant
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Question 18: In Google maps a user requested driving directions to a park. Provide the full name of the 
park.

Algonkian Regional Park Manufacturer ' s Expected Response:

WebCode Response

Algonkian Regional Park2EKP2R

Algonkian Regional Park2L4XFF

Algonkian Regional Park2T3MWK

Algonkian Regional Park2ZYCPH

Algonkian Regional Park3XNA9L

Algonkian Regional Park4EAWZL

Algonkian Regional Park – 47001 Fairway Dr. Sterling, VA 2016567DGNM

“Algonkian Regional Park”6B4QXK

Algonkian Regional Park6FZH7G

Algonkian Regional Park6JJAHK

Algonkian Regional Park6KETJL

Algonkian Regional Park76HXLK

Algonkian Regional Park77PFKG

Algonkian Regional Park7BNU7K

Algonkian Regional Park7K8NDH

Algonkian Regional Park8BHWAF

Algonkian Regional Park8DP7RD

Algonkian Park9AEBRE

Algonkian Regional Park9CPE9B

Algonkian Regional ParkA2MFXG

Algonkian Regional ParkAWRL2F

Algonkian ParkAZRXWF

Algonkian Regional Park. (MSAB Extraction Report - Locations/Bookmarks)B4BFFC

Algonkian Regional Park Address provided: 47001 Fairway Dr, Sterling, VA 20165BX4PD7

Algonkian Regional ParkC3CNWB

Algonkian Regional ParkC9GBYC

Algonkian Regional ParkD37Q26

Algonkian Regional ParkD8L2EA

Algonkian Regional ParkDHJ3QD

Algonkian ParkDJFH4A

Algonkian Regional ParkDRKPJA

Algonkian Regional ParkE3HPVE

Algonkian Regional ParkEG36YD

Algonkian Regional ParkEMVHN9
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Algonkian Regional ParkFWP664

Algonkian Regional ParkFXKN86

Algonkian Regional ParkG63GVA

Algonkian regional Park userdata 
(ExtX)/Root/data/com.google.android.apps.maps/databases/gmm_storage.db-journal

GKUDX6

Algonkian Regional ParkGNTPT6

Algonkian Regional ParkGQNYD8

Algonkian Regional Park loch Sugarland Run, VirginiaGRQTE7

Algonkian Regional ParkJZ4RHZ

Algonkian Regional ParkK7GAZZ

Algonkian Park (An internet search of this park indicates it is called Algonkian Regional Park)KGL8Y2

The full name of the park is: „Algonkian Regional Park”.KJ6YQY

Algonkian Regional ParkKJNZ38

Algonkian Regional ParkKNHWRY

I navigated to the Google Maps directory (data/com.google.android.apps.maps), where I viewed all of 
the content within this folder. A Google Maps database file (gmm_storage.db-journal) was located 
inside of the database folder (com.google.android.apps.maps/database/gmm_storage.db-journal), 
then viewed within EnCase 7 and it was determined that the name and address requested of the park is 
as follows: Algonkian Regional Park 47001 Fairwary Drive Sterling, VA 20165

KUA4A8

Algonkian Regional ParkKZFX43

Algonkian Regional ParkL66WV3

Algonkian Regional ParkL6LTN3

Algonkian Regional ParkLYLK83

Algonkian Regional ParkM3ZEMY

Algonkian ParkM9L8YY

Algonkian Regional ParkMDGY8V

Algonkian Regional ParkMHCT6X

Algonkian Regional ParkNDV89V

Algonkian Regional ParkNGBFWV

Algonkian Regional ParkNUDXH3

Algonkian ParkPK8DUZ

Northern Virginia Regional Park Authority Algonkian Regional ParkQCCWH2

Riverfront Cottages at Algonkian Regional ParkQQ8CHV

Algonkian Regional ParkQVK6NT

Algonkian Regional ParkRGCV7W

Nortnen Virginia Regional Park Algonkian Regional ParkRR6VHG

Algonkian Regional ParkT8QRYW

Algonkian Regional ParkTT8FBU

Algonkian Regional ParkUFLZ8U
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WebCode Response

Algonkian ParkUQC6QQ

Algonkian Regional ParkURBWAT

Algonkian Regional ParkV2AL8P

Algonkian Regional ParkVHGMPN

Algonkian Regional ParkVJC6QP

Algonkian Regional ParkVN3F2M

Algonkian Regional ParkWWD2MW

Algonkian Regional ParkXN3Y2V

Algonkian Regional Park 47001 Fairway Dr, Sterling, VA 20165YHLTAN

Algonkian Park. From SMS messages.ZKATLG

Algonkian Regional ParkZVTJVL

Algonkian Regional ParkZWTAEN

Algonkian Regional Park Consensus Result:

 Expected Response Explanation:
Information about google map activity can be found in the gmm_storage.db data base.  The sm_storage_table 
contains all the information about all of the activity on Google Maps. This file can be found at: 
\data\com.google.android.apps.maps\databases\gmm_storage.db

 Expected Response Illustration:
Database: gmm_storage >>> Table: sm_storage_table
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Question 19: What terms did the suspect search for via Google search engine? (items only need to be 
listed once)

TP-ing
Best Toilet Paper
Charmin Ultra Soft

 Manufacturer ' s Expected Response:

WebCode Response

TP-ing Best toilet paper Charmin Ultra Soft2EKP2R

Best Toilet Paper Charmin Ultra Soft TP-ing2L4XFF

TP-ing Best Toilet Paper Charmin Ultra Soft2T3MWK

TP-ing, Best Toilet Paper, Charmin Ultra Soft2ZYCPH

TP-ing, Best Toilet Paper, Charmin Ultra Soft3XNA9L

Charmin Ultra Soft Best Toilet Paper TP-ing yahoo mail4EAWZL

yahoo mail, TP-ing, Best Toilet Paper, Charmin Ultra Soft67DGNM

“TP-ing”, “Best Toilet Paper”, “Charmin Ultra Soft”6B4QXK

yahoo mail, Charmin Ultra Soft, Best Toilet Paper and TP-ing.6FZH7G

Charmin Ultra Soft Best Toilet Paper TP-ing6JJAHK

TP-ing Best Toilet Paper Charmin Ultra Soft6KETJL

Best Toilet Paper Charmin Ultra Soft TP-ing76HXLK

yahoo mail, TP-ing, Best Toilet Paper, Charming Ultra Soft77PFKG

yahoo mail Charmin Ultra Soft Best Toilet Paper TP-ing7BNU7K

best toilet paper charmin ultra soft yahoo mail TP-ing7K8NDH

yahoo mail TP-ing Best Toilet Paper Charmin Ultra Soft8BHWAF

Charmin Ultra Soft,Best Toilet Paper,TP-ing8DP7RD

Charmin Ultra Soft, Best Toilet Paper, TP-ing9AEBRE

TP-ing Best Toilet Paper Charmin Ultra Soft9CPE9B

TP-ing, Best Toilet Paper, Charmin Ultra Soft, yahoo mailA2MFXG

yahoo mail Charmin Ultra Soft Best Toilet Paper TP-ingAWRL2F

Yahoo Mail, Charmin Ultra Soft, Best Toilet Paper, TP-ingAZRXWF

Charmin Ultra Soft; Best Toilet Paper; TP-ing. (Cellebrite Extraction Report - Searched Items (Chrome))B4BFFC

Charmin Ultra Soft Best Toilet Paper TP-ing Yahoo mailBX4PD7

TP-ing Best Toilet Paper Charmin Ultra SoftC3CNWB

Charmin Ultra Soft Best Toilet Paper and TP-ingC9GBYC

TP-ing Best Toilet Paper Charmin Ultra SoftD37Q26

Best Toilet Paper TP-ing Charmin Ultra Soft Yahoo mailD8L2EA

yahoo mail TP-ing Best Toilet Paper Charmin Ultra SoftDHJ3QD

Charmin Ultra Soft, Best Toilet Paper, TP-ingDJFH4A

TP-ing Best toilet paper Charmin Ultra Soft yahoo mailDRKPJA

Best toilet paperE3HPVE

Yahoo mail, tumblr, Charmin Ultra Soft, Best Toilet Paper, TP-ingEG36YD
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WebCode Response

Charmin Ultra Soft, Best Toilet Paper, and TP-ing.EMVHN9

Charmin Ultra Soft, Best Toilet Paper, TP-ing, yahoo mailFWP664

"TP-ing", "Best Toilet Paper" and "Charmin Ultra soft"FXKN86

yahoo mail, TPing, Best toilet paper, Charmin Ultra Soft,G63GVA

Tp-ing Best toilet paper Charmin ultra soft userdata 
(ExtX)/Root/data/com.android.chrome/app_chrome/Default/History

GKUDX6

TP-ing Best Toilet Paper Charmin Ultra Soft yahoo mailGNTPT6

Charmin Ultra Soft Best Toilet Paper TP-ingGQNYD8

1-TP-ing 2-Best Toilet Paper 3-Charmin Ultra SoftGRQTE7

yahoo mail, TP-ing, Best Toilet Paper, and Charmin Ultra SoftJZ4RHZ

Charmin Ultra Soft, Best Toilet Paper, TP-ing, yahoo mailK7GAZZ

tumblr Charmin Ultra Soft Best Toilet Paper TP-ingKGL8Y2

tp-ing; best toilet paper; charmin ultra softKJ6YQY

yahoo mail Best toilet paper Charmin ultra soft TP-ingKJNZ38

Charmin Ultra Soft, Best Toilet Paper, TP-ingKNHWRY

I navigated to the Android Browser directory (data/com.android.browser), where I viewed all of the 
content within this folder. A Browser database file (browser2.db) was located inside of the database 
folder (com.android.browser/database/browser2.db), then exported to the target drive and viewed with 
SQLiteBrowser software. Based on the analysis of this data in the SQLiteBrowser application, there was 
evidence that the following terms were search using Google: - Yahoo Mail I navigated to the Android 
Chrome directory (data/com.android.chrome), where I viewed all of the content within this folder. A 
History file (History) was located inside of the default folder (com.android.chrome/default/History), then 
viewed within EnCase 7 and it was determined that the additional Google searches were conducted: - 
Best Toilet Paper - Charmin Ultra Soft

KUA4A8

Charmin Ultra Soft, Best Toilet Paper, Tp-ing, yahoo.comKZFX43

Charmin Ultra Soft Best Toilet Paper TP-ingL66WV3

TP-ing Best Toilet Paper Charmin Ultra SoftL6LTN3

yahoo mail, Charmin Ultra Soft, Best Toilet Paper, TP-ingLYLK83

Best toilet paper TP-ing Charmin Ultra SoftM3ZEMY

Charmin Ultra Soft Best Toilet Paper TP-ingM9L8YY

yahoo mail, Charmin Ultra Soft, Best Toilet Paper, TP-ingMDGY8V

Charmin Ultra Soft, Best Toilet Paper, TP-ing , yahoo mailMHCT6X

Best Toilet Paper Charmin Ultra Soft TP-ing yahoo mailNDV89V

Charmin Ultra Soft, Best Toilet Paper, TP-ingNGBFWV

Charmin Ultra Soft Best Toilet Paper TP-ingNUDXH3

TP-ing, Best Toilet Paper, Charmin Ultra SoftPK8DUZ

yahoo mail, Charmin Ultra Soft, Best Toilet Paper, TP-ingQCCWH2

yahoo mail, TP-ing, Best Toilet Paper, Charmin Ultra SoftQQ8CHV

yahoo mail, Charmin Ultra Soft, Best Toilet Paper, TP-ingQVK6NT

Charmin Ultra Soft Best Toilet Paper TP-ing yahoo mail - search within Chrome ApplicationRGCV7W
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WebCode Response

1-Charmen Ultra Soft 2- Best Toilet Paper 3- TP-ingRR6VHG

Charmin Ultra Soft Best Toilet Paper TP-ingT8QRYW

Best Toilet Paper,Charmin Ultra Soft, TP-ingTT8FBU

Charmin Ultra Soft, Best Toilet Paper, TP-ingUFLZ8U

Charmin Ultra Soft, Best Toilet Paper, TP-ingUQC6QQ

best toilet paper TP-ing Charmin Ultra SoftURBWAT

TP-ing Best Toilet Paper Charmin Ultra SoftV2AL8P

Charmin Ultra Soft, Best Toilet Paper, TP-ingVHGMPN

TP-ing Best Toilet Paper Charmin Ultra SoftVJC6QP

Charmin Ultra Soft Best Toilet Paper TP-ingVN3F2M

TP-ing Best Toilet Paper Charmin Ultra SoftWWD2MW

yahoo mail, TPing, Best toilet paper, Charmin ultra softXN3Y2V

yahoo mail TP-ing Charmin Ultra Soft Best Toilet PaperYHLTAN

Best Toilet Paper, TP-ing, Charmin Ultra SoftZKATLG

Charmin Ultra Soft Best Toilet Paper TP-ingZVTJVL

best toilet paper Charmin Ultra Soft TP-ingZWTAEN

TP-ing
Best Toilet Paper
Charmin Ultra Soft

 Consensus Result:

 Expected Response Explanation:
Consensus was achieved for question 19. Information about the Google search engine can be found in the history 
database. The keyword_search_terms table will show the terms searched. The file can be found at: 
\data\com.android.chrome\app_chrome\default\history

Additionally, 32 particiants discovered Yahoo Mail as a search term. These participants that reported Yahoo Mail within 
their response found the search term within the browser2 database of com.android.browser. The searches table displays
the value searched. Information about the Yahoo Mail search term can be found at:
\data\com.android.browser\databases\browser2.db.

 Expected Response Illustration:
Database: history >>> Table: keyword_search_terms

Database: browser2 >>> Table: searches
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Question 20: What are the names of the downloaded items via Google Chrome?

download.jpg 
download(1).jpg

 Manufacturer ' s Expected Response:

WebCode Response

download.jpg download(1).jpg2EKP2R

download.jpg download(1).jpg2L4XFF

download.jpg download(1).jpg2T3MWK

download.jpg, download(1).jpg2ZYCPH

/storage/emulated/0/Download/download.jpg , /storage/emulated/0/Download/download(1).jpg3XNA9L

download.jpg download(1).jpg4EAWZL

download.jpg, download(1).jpg67DGNM

“download.jpg” and “download(1).jpg”6B4QXK

download.jpg and download(1).jpg6FZH7G

download.jpg download(1).jpg6JJAHK

download(1).jpg download.jpg6KETJL

download.jpg download(1).jpg76HXLK

download.jpg, download(1).jpg77PFKG

download.jpg download(1).jpg7BNU7K

download.jpg download(1).jpg7K8NDH

download.jpg download(1).jpg8BHWAF

download.jpg,download(1).jpg8DP7RD

download(1).jpg, download.jpg, download_20160203_101053.png9AEBRE

download.jpg download(1).jpg9CPE9B

download.jpg, download(1).jpgA2MFXG

download.jpg download(1).jpgAWRL2F

download.jpg download(1).jpgAZRXWF

Two (2) items were downloaded via Google Chrome. The names of the two downloaded items were: 
"download.jpg" and "download(1).jpg". (downloads.db, Downloads table)

B4BFFC

download(1).jpg Download.jpg Download_20160203_101053.pngBX4PD7

download.jpg download(1).jpgC3CNWB

download.jpg and download(1).jpgC9GBYC

download.jpg download(1).jpgD37Q26

download.jpg download(1).jpgD8L2EA

download.jpg download(1).jpgDHJ3QD

download.jpg and download(1).jpgDJFH4A

download download(1) download_20160203_101053DRKPJA

download.jpeg download(1).jpegE3HPVE

download.jpg, download(1).jpgEG36YD

Two downloaded items named download and download(1).EMVHN9
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WebCode Response

download.jpg, download(1).jpgFWP664

"download.jpg" and "download(1).jpg"FXKN86

download.jpg, download(1).jpgG63GVA

Download.jpg and download(1).jpg userdata 
(ExtX)/Root/data/com.android.chrome/app_chrome/Default/History

GKUDX6

download.jpg download(1).jpgGNTPT6

download.jpg download(1).jpgGQNYD8

1-download.jpg 2-download(1).jpgGRQTE7

download.jpg and download(1).jpgJZ4RHZ

download.jpg, download(1).jpgK7GAZZ

download.jpg download(1).jpgKGL8Y2

download.jpg, download(1).jpgKJ6YQY

download.jpg download(1).jpgKJNZ38

download.jpg, download(1).jpgKNHWRY

I navigated to the download directory (data/media/0/download), where I viewed all of the content 
within this folder. A download database file (download.db) was located inside of the download folder 
(media/0/download/download.db), then exported to the target drive and viewed with SQLiteBrowser 
software. Based on the analysis of this data in the SQLiteBrowser application, there was evidence that 
the following files were downloaded: download.jpg download(1).jpg

KUA4A8

download.jpg, download(1).jpgKZFX43

download.jpg and download(1).jpgL66WV3

download.jpg download(1).jpgL6LTN3

download.jpg, download(1).jpgLYLK83

download.jpg download(1).jpgM3ZEMY

download.jpg download(1).jpgM9L8YY

download.jpg and download(1).jpgMDGY8V

download.jpg, download(1).jpgMHCT6X

Download.jpg Download(1).jpgNDV89V

download.jpg, download(1).jpgNGBFWV

Storage/emulated/0/Download/download.jpg storage/emulated/0/Download/download(1).jpg One is 
a picture of a house with paper on trees, the other is Charmin Ultra Soft.

NUDXH3

downloadl.jpg, download(1).jpgPK8DUZ

download.jpg, download(1).jpgQCCWH2

download.jpgQQ8CHV

download.jpg download(1).jpgQVK6NT

download.jpg download(1).jpgRGCV7W

1-download.jpg 2-download(1).jpgRR6VHG

download.jpg download(1).jpgT8QRYW

download.jpg, download(1).jpgTT8FBU

'download.jpg' and 'download(1).jpg'UFLZ8U
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WebCode Response

download.jpg and download(1).jpgUQC6QQ

download.jpg download(1).jpgURBWAT

download.jpg download(1).jpgV2AL8P

download.jpg, download(1).jpgVHGMPN

download.jpg download(1).jpgVJC6QP

download.jpg download(1).jpgVN3F2M

download.jpg download.jpg (1)WWD2MW

download.jpg download(1).jpgXN3Y2V

download(1).jpg download.jpgYHLTAN

download(1).jpg Download.jpg Download_20160203_101053.png 140 pictures of toilet paper in 
android.chrome.cache

ZKATLG

download.jpg download(1).jpgZVTJVL

download.jpg download(1).jpgZWTAEN

download.jpg and download(1).jpg Consensus Result:

 Expected Response Explanation:
Information about the Google Chrome downloaded files can be found in the history database. The downloads table 
will show downloaded files from Chrome. The file can be found at: 
data\com.android.chrome\app_chrome\default\history

 Expected Response Illustration:
Database: history >>> Table: downloads
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Question 21: Via Instagram a picture of a suspension slip was posted. What is the student ID # on the slip?

190199 Manufacturer ' s Expected Response:

WebCode Response

1901992EKP2R

Student ID: 1901992L4XFF

1901992T3MWK

1901992ZYCPH

1901993XNA9L

1901994EAWZL

Student id: 19019967DGNM

1901996B4QXK

1901996FZH7G

1901996JJAHK

1901996KETJL

19019976HXLK

19019977PFKG

1901997BNU7K

1901997K8NDH

1901998BHWAF

1901998DP7RD

1901999AEBRE

1901999CPE9B

190199A2MFXG

190199AWRL2F

190199AZRXWF

190199. (Cellebrite Extraction Report - Images)B4BFFC

Student ID: 190199BX4PD7

190199C3CNWB

190199C9GBYC

190199D37Q26

190199D8L2EA

190199DHJ3QD

190199DJFH4A

190199DRKPJA

190199E3HPVE

190199EG36YD

190199EMVHN9

Student ID:190199FWP664
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WebCode Response

190199FXKN86

190199G63GVA

St3llar8 ID 2307817547 userdata (ExtX)/Root/data/com.instagram.android/app_webview/CookiesGKUDX6

190199GNTPT6

190199GQNYD8

190199GRQTE7

190199JZ4RHZ

ID:190199K7GAZZ

190199KGL8Y2

Student Id# is: 190199KJ6YQY

190199KJNZ38

190199KNHWRY

There are a number of ways to obtain this information, but I located a picture of the suspension slip 
extracted from the cellular device forensic image using Internet Evidence Finder (IEF). The IEF picture 
indicates that the student ID number is as follows: - 190199

KUA4A8

190199KZFX43

190199L66WV3

190199L6LTN3

190199LYLK83

190199M3ZEMY

190199M9L8YY

190199MDGY8V

190199MHCT6X

190199NDV89V

190199NGBFWV

Stella Frost ID 190199NUDXH3

190199PK8DUZ

190199QCCWH2

190199QQ8CHV

190199QVK6NT

190199RGCV7W

190199RR6VHG

190199T8QRYW

190199TT8FBU

190199UFLZ8U

190199UQC6QQ

190199URBWAT

190199V2AL8P
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WebCode Response

190199VHGMPN

190199VJC6QP

190199VN3F2M

190199WWD2MW

190199XN3Y2V

190199YHLTAN

190199ZKATLG

190199ZVTJVL

190199ZWTAEN

190199 Consensus Result:

 Expected Response Explanation:
The Instagram images can be viewed in the following location: 
\media\0\Pictures\Instagram.

 Expected Response Illustration:
Suspension Slip:

Instagram File Location:
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Question 22: What is the name of the attachment that is sent via google hangouts?

DIY_Toilet%2BPaper.PNG Manufacturer ' s Expected Response:

WebCode Response

DIY_Toilet Paper.png2EKP2R

DIY_Toilet Paper.PNG2L4XFF

DIY_Toilet%2BPaper.PNG2T3MWK

DIY_ToiletPaper.png2ZYCPH

DIY_Toilet%2BPaper.PNG3XNA9L

DIY_Toilet Paper.PNG4EAWZL

DIY_Toilet%2BPaper.PNG67DGNM

“DIY_Toilet Paper.PNG”6B4QXK

DIY_Toilet Paper.PNG6FZH7G

DIY_Toilet Paper.PNG6JJAHK

DIY_Toilet%2BPaper.PNG6KETJL

DIY_Toilet%2BPaper.PNG76HXLK

DIY_Toilet Paper.png77PFKG

DIY_Toilet Paper.PNG7BNU7K

DIY_Toilet Paper.PNG7K8NDH

DIY_Toilet%2BPaper.PNG8BHWAF

DIY_Toilet Paper.PNG8DP7RD

DIY_Toilet Paper.PNG9AEBRE

DIY_Toilet Paper.PNG9CPE9B

DIY_Toilet%2BPaper.PNGA2MFXG

DIY Toilet Paper.PNGAWRL2F

DIY_Toilet Paper.PNGAZRXWF

DIY_Toilet Paper.PNG. (Cellebrite Extraction Report - Chats)B4BFFC

DIY_Toilet PaperBX4PD7

https://lh3.googleusercontent.com/-19C3b8kCbUY/VrIYYfcPdaI/AAAAAAAAABU/Li7sQm6biO8/s0/D
IY_Toilet%2BPaper.PNG

C3CNWB

DIY_Toilet Paper.PNGC9GBYC

DIY_Toilet Paper.PNGD37Q26

DIY_Toilet Paper.PNGD8L2EA

DIY Toilet Paper.PNGDHJ3QD

DIY_Toilet Paper.PNGDJFH4A

DIY_toilet%2bpaperDRKPJA

DIY_Toilet Paper.PNGE3HPVE

DIY_Toilet%2BPaper.PNGEG36YD

DIY_ToiletPaper.PNGEMVHN9

Copyright © 2016 CTS, Inc( 76 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 22 ‐ Applications

WebCode Response

https://lh3.googleusercontent.com/-19C3b8kCbUY/VrIYYfcPdaI/AAAAAAAAABU/Li7sQm6biO8/s0/D
IY_Toilet%2BPaper.PNG

FWP664

DIY_Toilet%2BPaper.PNGFXKN86

DIY_ToiletPaper.pngG63GVA

DIY_Toilet Paper.png userdata 
(ExtX)/Root/data/com.google.android.talk/cache/volleyCache/1434410069.0/DIY_Toilet Paper.PNG" 
userdata (ExtX)/Root/data/com.google.android.talk/databases/babel1.db

GKUDX6

DIY_Toilet%2BPaper.PNGGNTPT6

DIY_Toilet Paper.PNGGQNYD8

DIY_Toilet%2BPaper.PNGGRQTE7

DIY_Toilet Paper.PNGJZ4RHZ

DIY_Toilet+Paper.PNGK7GAZZ

DIY_Toilet Paper.PNGKGL8Y2

Name of attachment is „DIY_Toilet%2BPaper.PNG”. full pach is 
https://lh3.googleusercontent.com/-19C3b8kCbUY/VrIYYfcPdaI/AAAAAAAAABU/Li7sQm6biO8/s0/D
IY_Toilet%2BPaper.PNG

KJ6YQY

DIY_Toilet Paper.pngKJNZ38

DIY_Toilet Paper.PNGKNHWRY

There are a number of ways to obtain this information, but I located and analyzed the pictures 
extracted from the cellular device forensic image using Internet Evidence Finder (IEF). The IEF picture 
indicates that the attachments sent via Google Hangouts are as follows: Falling_Stella.jpg 
Falling_Stella-1.jpg

KUA4A8

DIY_Toilet Paper.pngKZFX43

DIY Toilet Paper.PNGL66WV3

DIY_Toilet Paper.PNGL6LTN3

DIY_Toilet%2BPaper.PNGLYLK83

DIY_Toilet Paper.PNG "Making Your Own Toilet Paper"M3ZEMY

DIY_Toilet Paper.PNGM9L8YY

DIY_Toilet Paper.pngMDGY8V

DIY_Toilet Paper.PNGMHCT6X

DIY_Toilet Paper.pngNDV89V

DIY_Toilet%2BPaper.PNGNGBFWV

DIY_Toilet Paper.PNGNUDXH3

DIY_Toilet Paper.PNGPK8DUZ

DIY_Toilet%2BPaper.PNGQCCWH2

DIY_Toilet Paper.PNGQQ8CHV

DIY_Toilet Paper.PNGQVK6NT

DIY_Toiletpaper.pngRGCV7W

DIY_Toilet Paper.PNGRR6VHG

DIY_Toilet Paper.pngT8QRYW
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WebCode Response

DIY_Toilet Paper.PNGTT8FBU

DIY_Toilet Paper.PNGUFLZ8U

DIY_Toilet Paper.PNGUQC6QQ

DIY_Toilet Paper.pngURBWAT

DIY_Toilet Paper.PNGV2AL8P

DIY_Toilet Paper.PNGVHGMPN

DIY_Toilet Paper.PNGVJC6QP

DIY_Toilet Paper.PNGVN3F2M

DIY Toilet Paper.PNGWWD2MW

DIY Toilet Paper.pngXN3Y2V

DIY_Toilet Paper.PNGYHLTAN

DIY_Toilet Paper.pngZKATLG

https://lh3.googleusercontent.com/-19C3b8kCbUY/VrIYYfcPdaI/AAAAAAAAABU/Li7sQm6biO8/s0/D
IY_Toilet%2BPaper.PNG

ZVTJVL

DIY-Toilet Paper.pngZWTAEN

DIY_Toilet Paper.PNG Consensus Result:

 Expected Response Explanation:
Information about attachments sent via Google Hangouts can be seen in the babel1.db database. The messages table 
shows information on attachments exchanged.  The file can be found at:
\data\com.google.android.talk\databases\babel1.db

Differences in responses regarding the reporting of a space or "%2B" is believed to be due to the tool utilized for 
examination.

 Expected Response Illustration:
Database: babel1 >>> Table: messages
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Question 23: Which third-party application was the last to be downloaded on Friday, January 22, 2016? 
(ANSWERS MUST HAVE BOTH THE “package_name” and “title”)

Package_name: "com.facebook.orca"
Title: "Messenger"

 Manufacturer ' s Expected Response:

WebCode Response

Facebook Messenger com.facebook.orca2EKP2R

Messenger com.facebook.orca2L4XFF

Package_name: com.facebook.orca Title: Facebook Messenger2T3MWK

"com.facebook.katana" "Facebook"2ZYCPH

com.lge.qmemoplus, Quick Memo3XNA9L

com.facebook.orca Messenger4EAWZL

package_name:com.facebook.orca Title: Messenger67DGNM

“com.facebook.orca” and “Messenger”6B4QXK

com.facebook.orca Messenger6FZH7G

package_name: com.facebook.orca title: Messenger6JJAHK

Package Name= com.facebook.orca Title: Messenger6KETJL

com.facebook.orca = Messenger76HXLK

com.facebook.orca / Messenger77PFKG

com.facebook.orca Messenger7BNU7K

(com.facebook.orca) Facebook Messenger7K8NDH

com.facebook.orca Messenger8BHWAF

Facebook Messenger com.facebook.orca8DP7RD

com.facebook.orca, Messenger9AEBRE

com.facebook.orca Facebook Messenger9CPE9B

com.facebook.orca, MessengerA2MFXG

com.facebook.orca MessengerAWRL2F

com.facebook.orca Facebook MessengerAZRXWF

package_name: com.facebook.orca, title: Messenger. (localappstate.db, Appstate table, and Cellebrite 
Extraction Report - Installed Applications)

B4BFFC

Com.facebook.orca and Messenger was the last app to be installed on January 22, 2016 at 12:45:27 
PM (UTC-5) according to the timeline.

BX4PD7

package_name : com.facebook.orca title : MessengerC3CNWB

package_name: com.facebook.orca title: MessengerC9GBYC

package_name com.facebook.orca title MessengerD37Q26

Facebook Messenger Package Name: com.facebook.orcaD8L2EA

com.facebook.orca MessengerDHJ3QD

com.facebook.orca MessengerDJFH4A

com.facebook.orce MessengerDRKPJA

"package_name" = com.skype.raider "title" = Skype-free IM & video callsE3HPVE

com.facebook.orca, MessengerEG36YD
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Com.facebook.orca, MessengerEMVHN9

com.facebook.orca, MessengerFWP664

Package name: "com.facebook.orca" and Title "Facebook Messenger"FXKN86

Package_name=com.facebook.orca title=MessengerG63GVA

Com.facebook.orca package name Messenger title userdata 
(ExtX)/Root/data/com.android.vending/databases/localappstate.db

GKUDX6

com.facebook.orca Facebook MessengerGNTPT6

com.facebook.orca Messenger package_name: com.facebook.orca title: MessengerGQNYD8

1- Tumblr / com.tumblr 2- Skype for Business / com.microsoft.office.lync15 3- Skype / 
com.skype.raider 4- Instagram / com.instagram.android 5- Facebook / com.facebook.katana 6- 
Messenger / com.facebook.orca

GRQTE7

com.facebook.orca, MessengerJZ4RHZ

"com.facebook.orca-1\base.apk" "Messenger"K7GAZZ

"package_name" com.facebook.orca "title" MessengerKGL8Y2

package_name:”com.facebook.orca” and title: ”Messenger”.KJ6YQY

com.facebook.orca MessengerKJNZ38

com.facebook.orca MessengerKNHWRY

Based on the analysis of the installed third-party applications, it was determined that Facebook was the 
last to be downloaded on the device. The following is the answer in the required format: 
"package_name" = com.facebook.orca Facebook Messenger (Orca)

KUA4A8

package name: com.facebook.orca Facebook MessengerKZFX43

com.facebook.orca MessengerL66WV3

Messenger com.facebook.orcaL6LTN3

com.facebook.orca / MessengerLYLK83

com.facebook.orca MessengerM3ZEMY

com.facebook.orca MessengerM9L8YY

package name: com.facebook.orca Title Facebook.MDGY8V

DIY_Toilet Paper.PNGMHCT6X

com.facebook.orca MessengerNDV89V

package_name: com.facebook.orca title: MessengerNGBFWV

com.facebook.orca (messenger)NUDXH3

android-1/base.apk/Android Manifest.xml instagramPK8DUZ

"data@app@com.facebook.orca-1@base.apk@classes.dec" "Messenger"QCCWH2

com.facebook.orca, MessengerQQ8CHV

Com.facebook.orca MessengerQVK6NT

Messenger, com.Facebook.orcaRGCV7W

1-com.facebook.orca 2-MessengerRR6VHG

Package_name = “base.apk” Title is “Messenger”T8QRYW

Facebook Messenger com.facebook.orcaTT8FBU
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“package_name” is com.facebook.orca. "title" is Messenger.UFLZ8U

com.facebook.orca MessengerUQC6QQ

Package Name: com.facebook.orca Title: MessengerURBWAT

package_name = com.facebook.orca title = MessengerV2AL8P

“com.facebook.orca” & “Messenger”VHGMPN

com.facebook.orca MessengerVJC6QP

Com.facebook.orca MessengerVN3F2M

Facebook Messenger com.facebook.orcaWWD2MW

com.facebook.orca messengerXN3Y2V

com.facebook.orca "Messenger"YHLTAN

Com.facebook.orca-1, MessengerZKATLG

package_name: com.facebook.orca title: MessengerZVTJVL

Messenger com.facebook.orcaZWTAEN

com.facebook.orca (Messenger) Consensus Result:

 Expected Response Explanation:
Information about the downloaded applications can be seen in the localappstate.db database. The localappstate.db 
database can be found at:
\data\com.android.vending\databases\localappstate.db

 Expected Response Illustration:
Database: localappstate >>> Table: appstate
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Question 24: What is the body of the first message received via Skype from user Diane Chambers?

Heard you failed the test! Serves you right dumb girl. Manufacturer ' s Expected Response:

WebCode Response

"Heard you failed the test! Serves you right dumb girl."2EKP2R

Heard you failed the test! Serves you right dumb girl.2L4XFF

Heard you failed the test! Serves you right dumb girl.2T3MWK

Heard you failed the test! Serves you right dumb girl.2ZYCPH

cheerydear673XNA9L

Heard you failed the test! Serves you right dumb girl.4EAWZL

Heard you failed the test! Serves you right dumb girl.67DGNM

“Heard you failed the test! Serves you right dumb girl.”6B4QXK

Heard you failed the test! Serves you right dumb girl.6FZH7G

Heard you failed the test! Serves you right dumb girl.6JJAHK

Heard you failed the test! Serves you right dumb girl.6KETJL

Heard you failed the test! Serves you right dumb girl.76HXLK

Heard you failed the test! Serves you right dumb girl.77PFKG

Heard you failed the test! Serves you right dumb girl.7BNU7K

Heard you failed the test! Serves you right dumb girl.7K8NDH

Heard you failed the test! Serves you right dumb girl.8BHWAF

Heard you failed the test! Serves you right dumb girl.8DP7RD

Heard you failed the test! Serves you right dumb girl.9AEBRE

Heard yoy failed the test! Serves you right dumb girl.9CPE9B

Heard you failed the test! Serves you right dumb girl.A2MFXG

Heard you failed the test! Serves you right dumb girl.AWRL2F

Heard you failed the test! Serves you right dumb girl.AZRXWF

Heard you failed the test! Serves you right dumb girl. (Cellebrite Extraction Report - Chats)B4BFFC

Heard you failed the test! Serves you right dumb girl.BX4PD7

Heard you failed the test! Serves you right dumb girlC3CNWB

Heard you failed the test! Serves you right dumb girl.C9GBYC

Heard you failed the test! Serves you right dumb girl.D37Q26

Heard you failed the test! Serves you right dumb girl.D8L2EA

Heard you failed the test! Serves you right dumb girl.DHJ3QD

Heard you failed the test! Serves you right dumb girl.DJFH4A

Stella, you are dumb! Please stop coming to school!!!DRKPJA

Heard you failed the test! Serves you right dumb girl.E3HPVE

Heard you failed the test! Serves you right dumb girl.EG36YD

“Heard you failed the test! Serves you right dumb girl.”EMVHN9

Heard you failed the test! Serves you right dumb girl.FWP664
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Heard you failed the test! Serves you right dumb girl.FXKN86

cheerydear67 02/01/2016 04:07:01PMG63GVA

 Heard you failed the test! Serves you right dumb girl. userdata 
(ExtX)/Root/data/com.skype.raider/files/frosty.queen12/main.db

GKUDX6

Heard you failed the test! Serves you right dumb girl.GNTPT6

"Heard you failed the test! Serves you right dumb girl."GQNYD8

Heard you failed the test! Serves you right dumb girlGRQTE7

Heard you failed the test! Serves you right dumb girl.JZ4RHZ

Heard you failed the test! Serves you right dumb girl.K7GAZZ

Heard you failed the test! Serves you right dumb girl.KGL8Y2

The body of the first message received via Skype from user Diane Chambers was: ”Heard you failed 
the test! Serves you right dumb girl.”

KJ6YQY

Heard you failed the test! Serves you right dumb girlKJNZ38

Heard you failed the test! Serves you right dumb girl.KNHWRY

I navigated to the Skype directory (com.skype.raider) and exported the profile folder (frosty.queen12). 
The profile folder was opened with the SkypeLogView application, which generated the skype 
conversations. The body of the first message received via skype from Diane Chambers was as follows: - 
Heard you failed the test! Serves you right dumb girl. - cheerydear67 (Skype Username) - 02/02/2016 
9:00:05AM - cheerydear67

KUA4A8

Heard you failed the test! Serves you right dumb girl.KZFX43

Heard you failed the test! Serves you right dumb girl.L66WV3

Heard you failed the test! Serves you right dumb girl.L6LTN3

Heard you failed the test! Serves you right dumb girl.LYLK83

Heard you Failed the test! Serves you right dumb girl.M3ZEMY

Heard you failed the test! Serves you right dumb girl.M9L8YY

Heard you failed the test! Serves you right dumb girl.MDGY8V

Heard you failed the test! Serves you right dumb girl.MHCT6X

Heard you failed the test! Serves you right dumb girl.NDV89V

Heard you failed the test! Serves you right dumb girl.NGBFWV

CheeryDear67- Heard you failed the test! Serves you right dumb girl!NUDXH3

Have yo failed the test! Serves you right dumb girl.PK8DUZ

Heard you failed the test! Serves you right dumb girl.QCCWH2

Heard you failed the test! Serves you right dumb girl.QQ8CHV

Heard you failed the test! Serves you right dumb girl.QVK6NT

Heard you failed the test! Serves you right dumb girl!RGCV7W

Heard you failed the test! Serves you right dumb girl.RR6VHG

Heard you failed the test! Serves you right dumb girl.T8QRYW

Heard you failed the test! Serves you right dumb girl.TT8FBU

Heard you failed the test! Serves you right dumb girl.UFLZ8U

Heard you failed the test! Serves you right dumb girl.UQC6QQ
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Heard you failed that test! Serves you right dumb girl.URBWAT

Heard you failed the test! Serves you right dumb girl.V2AL8P

Heard you failed the test! Serves you right dumb girl.VHGMPN

Heard you failed the test! Serves you right dumb girl.VJC6QP

Heard you failed the test! Serves you right dumb girl.VN3F2M

Heard you failed the test! Serves you right dumb girl.WWD2MW

"heard you failed the test! Serves you right dumb girl."XN3Y2V

cheerydear67YHLTAN

Heard you failed the test! Serves you right dumb girl.ZKATLG

Heard you failed the test! Serves you right dumb girl. lisa frankZVTJVL

Heard you failed the test! Serves you right dumb girl.ZWTAEN

Heard you failed the test! Serves you right dumb girl. Consensus Result:

 Expected Response Explanation:
Information about messages in Skype can be found in the main.db database. The messages table shows messages 
exchanged via Skype. To determine when the first message from Diane Chambers was sent the value in the timestamp 
column needs to be converted from Unix Epoch. The file can be found at: 
\data\com.skype.raider\files\frosty.queen12\main.db.

 Expected Response Illustration:
Database: main >>> Table: messages
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Question 25: Please list the display name associated for the following contact number- 7039402942

Lisa Frank Manufacturer ' s Expected Response:

WebCode Response

Lisa Frank2EKP2R

Lisa Frank2L4XFF

Lisa Frank2T3MWK

Lisa Frank2ZYCPH

Lisa Frank3XNA9L

Lisa Frank4EAWZL

Lisa Frank67DGNM

Lisa Frank6B4QXK

Lisa Frank6FZH7G

Lisa Frank6JJAHK

Lisa Frank6KETJL

Lisa Frank76HXLK

Lisa Frank77PFKG

Lisa Frank7BNU7K

Lisa Frank7K8NDH

Lisa Frank8BHWAF

Lisa Frank8DP7RD

Lisa Frank9AEBRE

Lisa Frank9CPE9B

Lisa FrankA2MFXG

LISA FRANKAWRL2F

Lisa FrankAZRXWF

Lisa Frank. (Cellebrite Extraction Report - Contacts)B4BFFC

Lisa FrankBX4PD7

Lisa FrankC3CNWB

Lisa FrankC9GBYC

Lisa FrankD37Q26

Lisa FrankD8L2EA

Lisa FrankDHJ3QD

Lisa FrankDJFH4A

Lisa FrankDRKPJA

Lisa FrankE3HPVE

Lisa FrankEG36YD

Lisa FrankEMVHN9

Lisa FrankFWP664

Copyright © 2016 CTS, Inc( 85 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 25 ‐ Communications

WebCode Response

Lisa FrankFXKN86

Lisa FrankG63GVA

Lisa Frank userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.dbGKUDX6

Lisa FrankGNTPT6

Lisa FrankGQNYD8

Lisa FrankGRQTE7

Lisa FrankJZ4RHZ

Lisa FrankK7GAZZ

Lisa FrankKGL8Y2

Frank LisaKJ6YQY

Lisa FrankKJNZ38

Lisa FrankKNHWRY

The contacts2.db file was located, then exported to the target drive and viewed with SQLiteBrowser 
software. Based on the analysis of this data in the SQLiteBrowser application, it is determined that the 
display name associated with the 7039402942 contact number is as follows: - frankie.lis88 (Skype 
Username)

KUA4A8

Lisa FrankKZFX43

Lisa FrankL66WV3

Lisa FrankL6LTN3

Lisa FrankLYLK83

Lisa FrankM3ZEMY

Lisa FrankM9L8YY

Lisa FrankMDGY8V

Lisa FrankMHCT6X

Lisa FrankNDV89V

Lisa FrankNGBFWV

Lisa FrankNUDXH3

Lisa FrankPK8DUZ

Lisa FrankQCCWH2

Lisa FrankQQ8CHV

Lisa FrankQVK6NT

Lisa FrankRGCV7W

Lisa FrankRR6VHG

Lisa FrankT8QRYW

Lisa FrankTT8FBU

Lisa FrankUFLZ8U

Lisa FrankUQC6QQ

Lisa FrankURBWAT
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Lisa FrankV2AL8P

Lisa FrankVHGMPN

Lisa FrankVJC6QP

Lisa FrankVN3F2M

Lisa FrankWWD2MW

Lisa FrankXN3Y2V

Lisa FrankYHLTAN

Lisa FrankZKATLG

lisa frankZVTJVL

Lisa FrankZWTAEN

Lisa Frank Consensus Result:

 Expected Response Explanation:
Information on the phone contact list can be found in the icingcorpora.db database. The contacts table shows contact 
information stored on this device. The icingcorpora.db database can be found at: 
\data\com.google.android.googlequicksearchbox\databases\icingcorpora.db

 Expected Response Illustration:
Database: icingcorpora >>> Table: contacts
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Question 26: What phone number is associated with the following user names: LazyStranger63, 
blackserpent34, and LazyStranger45?

571-645-9269 Manufacturer ' s Expected Response:

WebCode Response

571-645-92692EKP2R

571-645-92692L4XFF

The user names points to the same person (Mr. Black) with phone number 571-645-92692T3MWK

571-645-92692ZYCPH

571-645-92693XNA9L

(571) 645-92694EAWZL

571-645-926967DGNM

+157164592696B4QXK

571-645-92696FZH7G

(571) 645-92696JJAHK

(571) 645-92696KETJL

LazyStranger63, blackserpent34, and LazyStranger45 appear to be the same person Mr. Black who's 
phone number is 571-645-9269

76HXLK

571-645-926977PFKG

571-645-92697BNU7K

(571) 645-92697K8NDH

571-645-92698BHWAF

blackserpent34-5716459269 lazystranger45-5716459269 lazystranger63-not recovered.8DP7RD

571-645-92699AEBRE

(571)64592699CPE9B

(571) 645-9269A2MFXG

(571) 645-9269AWRL2F

571-645-9269 For All users.AZRXWF

571-645-9269. (MSAB XRY Extraction Report - Contacts and Messages/Chats)B4BFFC

571-645-9269BX4PD7

571-645-9269C3CNWB

571-645-9269C9GBYC

5716459269D37Q26

(571) 645-9269D8L2EA

571-645-9269DHJ3QD

(571) 645-9269DJFH4A

571-645-9269DRKPJA

(571)-645-9269E3HPVE

(571) 645-9269EG36YD

(571) 645-9269EMVHN9
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WebCode Response

(571)645-9269FWP664

Mobile: (571) 645-9269FXKN86

LazyStranger63 is a tumblr account blackserpent34 is Lex Luther LazyStrange45 the Skype account of 
Blackserpent34, in contacts Mr. Black is listed as LazyStranger45, Mr. Black also has a contact with the 
phone number (571)645-9269. This number was provided in a chat by Mr. Black.

G63GVA

Blackserpent34, LazyStranger63 and LazyStranger45 are Mr.Black 5716459269 userdata 
(ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.db userdata 
(ExtX)/Root/data/com.skype.raider/files/frosty.queen12/main.db

GKUDX6

(571) 645-9269GNTPT6

(571) 645-9269GQNYD8

LazyStranger63 / LazyStranger45 / blackserpent34 = 571645-9269GRQTE7

(571) 645-9269JZ4RHZ

5716459269K7GAZZ

571-645-9269KGL8Y2

Phone number: (571) 645-9269KJ6YQY

571-645-9269KJNZ38

(571)645-9269KNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. Based on the analysis of this data, it is determined 
that the phone numbers associated with previously mentioned usernames are as follows: - 
LazyStranger45 - 571-645-9269 (Mr. Black) - LazyStranger63 - 145-450-6330 (Lex Luther) - 
blackserpent34 - 145-450-6330 (Lex Luther)

KUA4A8

(571)645-9269KZFX43

(571) 645-9269L66WV3

(571)645-9269L6LTN3

(571)645-9269LYLK83

571-645-9269M3ZEMY

(571)645-9269M9L8YY

(571) 645-9269MDGY8V

(571) 645-9269MHCT6X

571-645-9269NDV89V

5716459269NGBFWV

LazyStranger63 - In the image, lazystranger63 is tied to blackserpent34@gmail.com in tumblr, 
blackserpent34 is tied to Mr. Black in contacts (instagram) and Mr. Blacks number is 571-645-9269 
Blackserpent34-571-645-9269 (messages has mr. black asking her to add him under blackserpent34 
in hangouts) Lazystranger45- 571-645-9269 (mr. black is in contacts and has this number associated 
to him and this user name)

NUDXH3

571-645-9269PK8DUZ

571-645-9269QCCWH2

(571)6459269QQ8CHV

5716459269QVK6NT

571-645-9269RGCV7W
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5716459269RR6VHG

(571) 645-9269T8QRYW

blackserpent34: (571) 645-9269 LazyStranger63: none recovered LazyStranger45: none recoveredTT8FBU

571-645-9269UFLZ8U

(571) 645-9269UQC6QQ

571-645-9269URBWAT

(571) 645-9269V2AL8P

(571) 645-9269VHGMPN

(571)645-9269VJC6QP

(571)645-9269VN3F2M

571-645-9269WWD2MW

(571)645-9269XN3Y2V

LazyStranger63/blackserpent34 LazyStranger45 : (571) 645-9269YHLTAN

LazyStranger63= not found Blackserpent34 = (Lex Luther) 571 645-9269 Lazystranger45 = 571 
645-9269

ZKATLG

blackserpent34 : 5716459269 LazyStranger45 :5716459269 LazyStranger63: 5716459269ZVTJVL

571-645-9269ZWTAEN
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571-645-9269 Consensus Result:

 Expected Response Explanation:
In order to make this connection, messages exchanged over several messaging applications must be tracked. Messages 
were exchanged via Tumblr, Google Hangouts, and Skype. The messages table within these databases shows 
messages with respect to the application. These messages can be located at:

Tumblr messages:
\data\com.tumblr\databases\tumblr.sqlite 

Google Hangout messages: 
\data\com.google.android.talk\data\babel1.db 

Skype messages:
\data\com.skype.raider\files\frosty.queen12\main.db

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: messaging_message

Database: babel1 >>> Table: messages

Database: main >>> Table: messages
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Question 27: When does the first call with Lisa Frank start via Skype? (ANSWER MUST BE PRESENTED AS: 
DD-Month-YYYY; HH:MM:SS- UTC)

01 February 2016 13:49:15 UTC Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

01/02/2016 01:49:11 PM UTC2EKP2R

01-02-2016; 13:49:11 - UTC2L4XFF

01-Feb-2016;13:49:11 (-05:00 UTC)2T3MWK

01-02-2016; 08:49:11 UTC-52ZYCPH

01/02/2016 13:49:113XNA9L

01-Februari-2016; 13:49:11 UTC4EAWZL

01-February-2016; 08:49:11 (UTC -5:00)67DGNM

01-Feb-2016; 13:49:11 UTC6B4QXK

01-February-2016 01:49:11 PM -0 UTC6FZH7G

01-02-2016; 13:49:11-UTC6JJAHK

01-February-2016; 13:49:11 UTC6KETJL

01- Feburary-2016 13:49:11 -076HXLK

01-February-2016; 01:49:11PM77PFKG

01-02-2016; 13:49:11 UTC7BNU7K

01-February-2016; 13:49:15- UTC7K8NDH

01-02-2016; 13:49:11- UTC8BHWAF

(01-February-2016;13:49:11 UTC)8DP7RD

1.02.2016 8:49:11(UTC-5)9AEBRE

01-February-2016; 08:49:11 (UTC-5)9CPE9B

01-01-2016; 13:49:11 - UTCA2MFXG

2/1/2016; 8:49:11 (UTC -5)AWRL2F

01-February-2016; 13:49:11- UTCAZRXWF

01-February-2016; 13:49:11 - UTC+0. (Cellebrite Extraction Report - Call Log)B4BFFC

01/02/2016 8:49:11 AM(UTC-5) February 1stBX4PD7

01-feb-2016; 13:49:11 -UTCC3CNWB

01-February-2016; 08:49:11 UTC-5C9GBYC

01-Janurary-2016 13:49:11-UTCD37Q26

01-February-2016; 13:49:11 UTCD8L2EA

01-February-2016; 13:49:11 - UTCDHJ3QD

01-02-2016 13:54:35 UTC+0DJFH4A

01-02-2016 13:49:11 UTCDRKPJA

01:02:2016;08:49:11E3HPVE

01-February-2016 08:49:11 AM UTC-5EG36YD

01-February-2016; 08:49:11-(UTC-5)EMVHN9

Copyright © 2016 CTS, Inc( 92 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 27 ‐ Communications

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

01-02-2016; 13:49:11 UTCFWP664

1/2/2016 13:49FXKN86

02/01/2016;01:49:11:pm(UTC+0)G63GVA

01/02/2016 08:49:11 UTC-5 userdata 
(ExtX)/Root/data/com.skype.raider/files/frosty.queen12/main.db

GKUDX6

01-February-2016; 13:49:11GNTPT6

01-February-2016; 08:49:11 UTC-5GQNYD8

01-Feb-16 1:49:11 PMGRQTE7

01-February-2016 8:49:11 -0500 UTCJZ4RHZ

01-Feb-2016; 13:49:11K7GAZZ

01-February-2016 13:49:11-(UTC+0)KGL8Y2

01.02.2016 13:49:11KJ6YQY

01-February-2016 09:04:09 UTC-5KJNZ38

01-February-2016; 13:49:11 PM-UTC+0KNHWRY

I navigated to the Skype directory (com.skype.raider) and exported the profile folder (frosty.queen12). 
The profile folder was opened with the SkypeLogView application, which generated a report of the 
skype calls and conversations. The first call with Lisa Franks via Skype started on February 1, 2016 at 
8:49:11AM. The following is the answer in the required format: - 01-February-2016; 12:49:11-UTC

KUA4A8

01-february-2016; 1:49:11 AM -UTCKZFX43

1/2/2016 DD-Month-YYYY 6:49:11 PM UTCL66WV3

01-February-2016 13:49:15 UTCL6LTN3

01/02/2016; 01:49:11 PM UTCLYLK83

01-Feburary-2016; 08:49:11 AM -5UTCM3ZEMY

01-February-2016; 13:49:11 -UTCM9L8YY

The first call was 01 February 2016 01:49:11 PM (UTC+0)MDGY8V

2/1/2016 1:49:11 PM(UTC+0)MHCT6X

01-February-2016; 13:49:11- UTCNDV89V

01-February-2016; 01:49:11-UTCNGBFWV

Incoming call 01-02-2016 (Feb 1, 2016) at 08:49:11 (UTC-5)NUDXH3

02-01-2016; 06:49:11 -0700PK8DUZ

01-FEB-2016 01:49:11 PM -UTCQCCWH2

01-02-2016; 13:49:11-UTCQQ8CHV

01-February-2016;13:49:11-UTCQVK6NT

01-0202016; 13:49:11 -UTCRGCV7W

01.02.2016 08:49:11 UTC-5RR6VHG

01-February-2016; 13:49:11 UTC-5:00T8QRYW

01-February-2016; 01:49:11- UTCTT8FBU

01-February-2016; 05:49:11 AM (UTC -8)UFLZ8U

01-02-2016 13:54:35 UTC+0UQC6QQ

Copyright © 2016 CTS, Inc( 93 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 27 ‐ Communications

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

01-February-2016; 08:49:11 AM (-5 UTC)URBWAT

01-02-2016; 01:49:11 PM -UTCV2AL8P

01-Feb-2016:08:49:11-UTC-5VHGMPN

01-Feburary-2016 13:49:11 -UTCVJC6QP

01-Febuary-2016; 13:49:11- UTC+0VN3F2M

01-February-2016 13:49:11-UTCWWD2MW

01-02-2016 08:49:11 UTC-5XN3Y2V

Monday, 01-Feb-2016 13:49:11 UTCYHLTAN

02-01-2016; 1:49:11 PM UTC+0ZKATLG

01-02-2016 13:49:11 -UTCZVTJVL

01-February-2016 13:49:11 UTCZWTAEN
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** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 27. Majority of the responses can be placed into one group with varying 
conversion differences. Variations seen for this question is due to date and time conversions and response format. 
Below is a breakdown of the patterns seen in the responses given:

Uncoverted response for this group can be found at:
\data\com.skype.raider\files\frosty.queen12\main.db 
01-February-2016; 13:49:11 UTC - 35 participants
01-Feburary-2016; 08:49:11 (UTC -5) - 18 participants
01-February-2016; 01:49:11 PM UTC - 11 participants

The question asked for the "start" time of the first call made by Lisa Frank via Skype which occurred on 01 February 
2016 13:49:15 UTC. The majority of participants reported the "creation" time of the call which was 01-February-2016; 
13:49:11 UTC. These participants converted the value found in the creation_timestamp field (1454334551) of the 
callmembers table within the main database. This field contains a timestamp stored in a Unix Epoch time format which 
must be converted into the requested time and date format.

 Expected Response Illustration:
Database: main >>> Table: callmembers

UTC Creation Conversion:

UTC Start Conversion:
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Question 28: What is the phone number for Keys High School?

571-434-1925 Manufacturer ' s Expected Response:

WebCode Response

571-434-19252EKP2R

571-434-19252L4XFF

(571) 434-19252T3MWK

571-434-19252ZYCPH

(571) 434-19253XNA9L

(571) 434-19254EAWZL

(571)434-192567DGNM

+157143419256B4QXK

571-434-19256FZH7G

(571) 434-19256JJAHK

(571) 434-19256KETJL

571-434-192576HXLK

571-434-192577PFKG

(571) 434-19257BNU7K

(571) 434-19257K8NDH

571-434-19258BHWAF

57143419258DP7RD

(571) 434-19259AEBRE

(571)43419259CPE9B

(571) 434-1925A2MFXG

(571) 434-1925AWRL2F

571-434-1925AZRXWF

(571) 434-1925. (Cellebrite Extraction Report - Contacts)B4BFFC

571-434-1925BX4PD7

(571) 434-1925C3CNWB

(571) 434-1925C9GBYC

5714341925D37Q26

The phone number for the contact listed as Keys High School is (571) 434-1925D8L2EA

571-434-1925DHJ3QD

(571) 434-1925DJFH4A

571-434-1925DRKPJA

(571)-434-1925E3HPVE

(571) 434-1925EG36YD

(571) 434-1925EMVHN9

(571)434-1925FWP664
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WebCode Response

Mobile: (571) 434-1925FXKN86

(571)434-1925G63GVA

5714341925 userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.dbGKUDX6

(571) 434-1925GNTPT6

(571) 434-1925GQNYD8

5714341925GRQTE7

(571) 434-1925JZ4RHZ

5714341925K7GAZZ

5714341925KGL8Y2

Phone number: (571) 434-1925KJ6YQY

571-4341925KJNZ38

(571)434-1925KNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. Based on the analysis of this data, it is determined 
that the phone number associated of Keys High School is as follows: - 571-434-1925

KUA4A8

(571)434-1925KZFX43

(571) 434-1925L66WV3

(571)434-1925L6LTN3

(571) 434-1925LYLK83

571-434-1925M3ZEMY

(571)434-1925M9L8YY

(571) 434-1925MDGY8V

(571) 434-1925MHCT6X

571-434-1925NDV89V

5714341925NGBFWV

5714341925NUDXH3

571-434-1925PK8DUZ

571-434-1925QCCWH2

(571)4341925QQ8CHV

5714341925QVK6NT

571-434-1925RGCV7W

571 434 1925RR6VHG

(571) 434-1925T8QRYW

(571) 434-1925TT8FBU

571-434-1925UFLZ8U

(571) 434-1925UQC6QQ

571-434-1925URBWAT

(571) 434-1925V2AL8P
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 Question 28 ‐ Communications

WebCode Response

(571) 434-1925VHGMPN

(571)434-1925VJC6QP

(571)434-1925VN3F2M

571-434-1925WWD2MW

(571)434-1925XN3Y2V

(571) 434-1925YHLTAN

5714341925ZKATLG

5714341925ZVTJVL

571-434-1925ZWTAEN

571-434-1925 Consensus Result:

 Expected Response Explanation:
Information about calls made with this device can be found in the contacts2.db database. The calls table will have all of
the call and contact information. The file can be found at:
\data\com.android.providers.contacts\databases\contacts2.db

 Expected Response Illustration:
Database: contacts2 >>> Table: calls
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Question 29: How many times was Keys High School called?

Four (4) Manufacturer ' s Expected Response:

WebCode Response

42EKP2R

42L4XFF

42T3MWK

42ZYCPH

43XNA9L

44EAWZL

4 times 2/4/2016 8:33:47 AM(UTC-5) 2/4/2016 8:27:51 AM(UTC-5) 2/3/2016 12:39:28 
PM(UTC-5) 2/3/2016 12:33:27 PM(UTC-5)

67DGNM

46B4QXK

46FZH7G

46JJAHK

46KETJL

476HXLK

Four77PFKG

47BNU7K

47K8NDH

48BHWAF

4, but it appears that only 3 have any duration.8DP7RD

49AEBRE

49CPE9B

4A2MFXG

FourAWRL2F

4AZRXWF

Four (4). (Cellebrite Extraction Report - Contacts and Call Log)B4BFFC

 FourBX4PD7

4C3CNWB

FourC9GBYC

4D37Q26

Four (4) calls were placed to the contact listed as Keys High SchoolD8L2EA

4DHJ3QD

4DJFH4A

4DRKPJA

4E3HPVE

4EG36YD

Four timesEMVHN9
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WebCode Response

4FWP664

4 timesFXKN86

4G63GVA

4 userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.dbGKUDX6

4GNTPT6

4GQNYD8

4GRQTE7

4JZ4RHZ

4K7GAZZ

4KGL8Y2

Keys High School was called 4 times.KJ6YQY

4KJNZ38

4KNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. Based on the analysis of this data, it is determined 
that Keys High School was called FOUR (4) times.

KUA4A8

Four (4)KZFX43

4L66WV3

4L6LTN3

4LYLK83

4M3ZEMY

4M9L8YY

4MDGY8V

4MHCT6X

4NDV89V

4NGBFWV

4NUDXH3

4PK8DUZ

4QCCWH2

4QQ8CHV

4QVK6NT

4RGCV7W

4RR6VHG

4 (Four)T8QRYW

4TT8FBU

4UFLZ8U

4UQC6QQ

4URBWAT
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WebCode Response

4V2AL8P

8VHGMPN

4VJC6QP

4VN3F2M

4WWD2MW

4 timesXN3Y2V

4YHLTAN

8ZKATLG

4 timesZVTJVL

four, however only three have an actual duration time.ZWTAEN

Four (4) Consensus Result:

 Expected Response Explanation:
Information about calls made with this device can be found in the contacts2.db database. The calls table will have all of
the call information. The file can be found at:
\data\com.android.providers.contacts\databases\contacts2.db

 Expected Response Illustration:
Database: contacts2 >>> Table: calls
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Question 30: Did Mr. Black call this device on the day it was found by police, February 4, 2016?

Yes Manufacturer ' s Expected Response:

WebCode Response

yes2EKP2R

Yes2L4XFF

Yes2T3MWK

Yes2ZYCPH

Yes3XNA9L

Yes4EAWZL

Yes. 02/04/2016 8:40:15 AM67DGNM

Yes6B4QXK

Yes.6FZH7G

Yes6JJAHK

Yes6KETJL

Yes76HXLK

Yes77PFKG

Yes7BNU7K

Yes7K8NDH

Yes8BHWAF

yes8DP7RD

yes9AEBRE

Yes9CPE9B

YesA2MFXG

YesAWRL2F

YesAZRXWF

Yes, it was a "Missed Call" at 13:40:15 - UTC+0. (Cellebrite Extraction Report - Call Log)B4BFFC

YesBX4PD7

YesC3CNWB

YesC9GBYC

YesD37Q26

YesD8L2EA

yesDHJ3QD

YesDJFH4A

YesDRKPJA

YesE3HPVE

YesEG36YD

YesEMVHN9

YesFWP664
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WebCode Response

Yes, There is one missed calls from Mr. Black on 4/2/2016.FXKN86

yes at 1:40:15PM (UTC+0)G63GVA

Yes he call 04/02/2016 08:40:15( UTC-5)GKUDX6

YesGNTPT6

YesGQNYD8

yesGRQTE7

YesJZ4RHZ

YesK7GAZZ

YesKGL8Y2

Yes, Mr. Black call on „04.02.2016 13:40:15”KJ6YQY

YesKJNZ38

YesKNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. The date and time value from the contacts2.db file 
were displayed in unix, therefore a unix time stamp converter was utilized to determine that Mr. Black 
called the device on February 4, 2016 at 8:40AM, which is the day the device was found by police. - 
YES - 02/04/2016 @ 1:40pm (UTC)

KUA4A8

YesKZFX43

Yes - MissedL66WV3

YesL6LTN3

YesLYLK83

YesM3ZEMY

YesM9L8YY

YesMDGY8V

YesMHCT6X

YesNDV89V

YesNGBFWV

Yes, Missed call 2/4/2016 at 8:40:15 am (UTC-5)NUDXH3

Yes.PK8DUZ

YesQCCWH2

Yes(Missed)QQ8CHV

Yes, missed callQVK6NT

YesRGCV7W

YesRR6VHG

Yes (called but it was a missed call).T8QRYW

yesTT8FBU

YesUFLZ8U

YesUQC6QQ

YesURBWAT
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WebCode Response

YesV2AL8P

YesVHGMPN

YesVJC6QP

YesVN3F2M

YesWWD2MW

YesXN3Y2V

 yes a Missed Call at 13:40:15YHLTAN

YesZKATLG

yesZVTJVL

yesZWTAEN

Yes Consensus Result:

 Expected Response Explanation:
Information about calls can be found in the contacts2.db database or the Call Log table depending on which tool was 
utilized. The calls table shows information about calls related to this device. The file can be found at: 
\data\com.android.providers.contacts\databases\contacts2.db

 Expected Response Illustration:
Database: contacts2 >>> Table: calls

Missed Call From Mr. Black Found in Call Log:
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Question 31: How many voicemails were left on this device by contact Lisa Frank?

Two (2) Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

22EKP2R

02L4XFF

22T3MWK

22ZYCPH

None, although 2 missed calls3XNA9L

24EAWZL

Two voicemails67DGNM

26B4QXK

26FZH7G

26JJAHK

26KETJL

276HXLK

Two77PFKG

27BNU7K

27K8NDH

28BHWAF

28DP7RD

zero9AEBRE

09CPE9B

1A2MFXG

NoneAWRL2F

2AZRXWF

Two (2). (data/com.metropcs.service.vvm/databases/5714658141@vms.eng.t-mobile.com.db; 
Messages Table)

B4BFFC

NoneBX4PD7

2C3CNWB

TwoC9GBYC

2D37Q26

Two (2)D8L2EA

0DHJ3QD

0DJFH4A

2DRKPJA

1E3HPVE

2EG36YD

TwoEMVHN9
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

2FWP664

Not found any voicemails in "main.db" file.FXKN86

1G63GVA

0 userdata (ExtX)/Root/data/com.skype.raider/files/frosty.queen12/main.dbGKUDX6

2GNTPT6

2GQNYD8

2GRQTE7

2JZ4RHZ

2K7GAZZ

2KGL8Y2

Two voicemailsKJ6YQY

2KJNZ38

2KNHWRY

The 5714658141@vms.eng.t-mobile.com.db file and additional contact data was located, then 
exported to the target drive and viewed with SQLiteBrowser and EnCase software. The date and time 
value from the 5714658141@vms.eng.t-mobile.com.db file were displayed in unix, therefore a unix 
time stamp converter was utilized to determine that Lisa Frank left TWO (2) voicemails on this device. - 
Two (2) - 02/01/2016 @ 4:22pm (UTC) - 02/01/2016 @ 4:46pm (UTC)

KUA4A8

TwoKZFX43

1L66WV3

2L6LTN3

0LYLK83

2M3ZEMY

2M9L8YY

TwoMDGY8V

2MHCT6X

2NDV89V

2NGBFWV

2 voicemails Found under com.metropcs.service.vvm Data Base 5714658141@NUDXH3

4PK8DUZ

2QCCWH2

2QQ8CHV

2QVK6NT

2RGCV7W

2RR6VHG

2 (Two)T8QRYW

2TT8FBU

2UFLZ8U

0UQC6QQ
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

2URBWAT

2V2AL8P

2VHGMPN

2VJC6QP

2VN3F2M

0WWD2MW

None foundXN3Y2V

3YHLTAN

None foundZKATLG

noneZVTJVL

twoZWTAEN

** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 31. Majority of the responses can be placed in two response groups:

Voicemails found within the 5714658141@vms.eng.t-mobile.com.db database can be found at: 
\data\com.metropcs.service.vvm\databases\5714658141@vms.eng.t-mobile.com.db
2 voicemails - 58 participants

Participants who were unable to find voicemails which could be as a result of tool dependency:
0 voicemails - 16 participants

Information about the number of voicemails can be found in the 5714658141@vms.eng.t-mobile.com.db database. 
The messages table will show the number of voicemails on the device. The file can be found at:
\data\com.metropcs.service.vvm\databases\5714658141@vms.eng.t-mobile.com.db

 Expected Response Illustration:
Database: 5714658141@vms.eng.t-mobile.com.db Table: messages

Lisa Frank's Contact Information:
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Question 32: What does Blackserpent34 suggest that TourturedTeenageSoul88 do to their school?

T-P the school Manufacturer ' s Expected Response:

WebCode Response

TP the school2EKP2R

T-P the school2L4XFF

Blackserpent34 suggests that TourturedTeenageSoul88 should T-P the school.2T3MWK

T-P the school!!!2ZYCPH

Toilet Paper the school3XNA9L

T-P the school4EAWZL

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

67DGNM

“T-P the school”6B4QXK

T-P the school.6FZH7G

T-P the school!!!6JJAHK

T-P the school6KETJL

Blackserpent34 suggest that they "T-P the school".76HXLK

T-P the school77PFKG

"T-P the school" with "Charmin Ultra Soft" on the day the student returns to school after their 
suspension.

7BNU7K

Blackserpent34 suggests that TourturedTeenageSoul88 T-P the school.7K8NDH

T-P the school8BHWAF

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

8DP7RD

TP-ing9AEBRE

He suggests to T-P the school. That's to do an act of bombing threat against the school.9CPE9B

I suggest you T-P the school!!!A2MFXG

"I suggest you T-P the school!!!"AWRL2F

T-P the School.AZRXWF

To T-P the school. (Keys High School). (Cellebrite Extraction Report - Chats)B4BFFC

He suggests she T-P the schoolBX4PD7

T-P the schoolC3CNWB

T-P the schoolC9GBYC

T-P the schoolD37Q26

The username “TourturedTeenageSoul88” does not exist on the source media A conversation was 
located between “Blackserpent34” and “TorturedTeenageSoul88” In the conversation the suggestion 
made is to “T-P the school”

D8L2EA

T-P the schoolDHJ3QD
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WebCode Response

T-P the schoolDJFH4A

T-P the schoolDRKPJA

Blackserpent34 suggest that TourturedTeenageSoul88 to T-P (Toilet Paper) the school.E3HPVE

T-P the school!!EG36YD

Blackserpent34 suggested the following: “Yes, I can help! I suggest you T-P the school!!! It will show 
everyone that has never listened to you and caused you pain that you are not a loser. I know you might 
think it is a bit drastic but it is the only way !! I promise you will be famous for it, and of course the 
bullying will stop! Everyone will take you seriously!!”

EMVHN9

T-P the schoolFWP664

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

FXKN86

"I suggest you T-P the school!!! It will show everyone that has never listened to you and caused you 
pain that you are not a loser. I know you might think it is a bit drastic but it is the only way !! I promise 
you will be famous for it, and of course the bullying will stop! Everyone will take you seriously!!"

G63GVA

I suggest you T-P the school!!! userdata 
(ExtX)/Root/data/com.google.android.talk/databases/babel1.db

GKUDX6

To T-P the school.GNTPT6

TP schoolGQNYD8

suggest T-P the schoolGRQTE7

T-P the schoolJZ4RHZ

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

K7GAZZ

T-P the school!!!KGL8Y2

”T-P the school”KJ6YQY

T-P the schoolKJNZ38

He suggests that she should T-P the school.KNHWRY

The babel1.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser. Based on the analysis of this data, it is determined that Blackserpent34 
suggested the following to TorturedTeenageSoul88: - "Yes, I can help! I suggest you T-P the school!!! It 
will show everyone that has never listened to you and caused you pain that you are not a loser. I know 
you might think it is a bit drastic but it is the only way!! I promise you will be famous for it, and of 
course the bullying will stop! Everyone will take you seriously!!"

KUA4A8

Blackserpent34 suggests to T-P the schoolKZFX43

suggest T-P the schoolL66WV3

T-P the school on the day she returns to school after suspensionL6LTN3

T-PLYLK83

T-P the schoolM3ZEMY

T-P the schoolM9L8YY
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WebCode Response

“Yes I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

MDGY8V

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

MHCT6X

T-P the schoolNDV89V

T-P the schoolNGBFWV

T-Ping the schoolNUDXH3

T-P the school.PK8DUZ

T-P the school!!!QCCWH2

Toliet-Papering the schoolQQ8CHV

T-P the schoolQVK6NT

T-P the schoolRGCV7W

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

RR6VHG

“I suggest you T-P the school!!!”T8QRYW

"I suggest you T-P the school"TT8FBU

T-P the school.UFLZ8U

T-P the schoolUQC6QQ

Blackserpent34 suggests that TorturedTeenageSoul88 T-P's the school.URBWAT

Bombing the schoolV2AL8P

T-P the schoolVHGMPN

T-P the schoolVJC6QP

T-P the schoolVN3F2M

"I suggest you T-P the school!!!"WWD2MW

T-P the schoolXN3Y2V

Blackserpent34 suggest that TourturedTeenageSoul88 "toilet-papering the school".YHLTAN

I suggest you T-P the school. (or bomb the school with the case scenario)ZKATLG

Yes, I can help! I suggest you T-P the school!!! It will show everyone that has never listened to you and 
caused you pain that you are not a loser. I know you might think it is a bit drastic but it is the only way 
!! I promise you will be famous for it, and of course the bullying will stop! Everyone will take you 
seriously!!

ZVTJVL

TP itZWTAEN
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T-P the school Consensus Result:

 Expected Response Explanation:
Information about messages sent via google hangouts can be seen in the babel1.db database. The messages table will 
show message content. This information can be found at: 
\data\com.google.android.talk\data\babel1.db

 Expected Response Illustration:
Database: babel1 >>> Table: messages
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Question 33: What is the name of the attachment Diane Chambers sends in a group e-mail?

Falling_Stella.jpg Manufacturer ' s Expected Response:

WebCode Response

Falling_Stella.jpg2EKP2R

Falling_Stella.jpg2L4XFF

Falling_Stella.jpg2T3MWK

Falling_Stella.jpg2ZYCPH

Falling_Stella.jpg3XNA9L

Falling_Stella.jpg4EAWZL

Falling_Stella.jpg67DGNM

Falling_Stella.jpg6B4QXK

Falling_Stella.jpg6FZH7G

Falling_Stella.jpg6JJAHK

Falling_Stella.jpg6KETJL

Falling_Stella.jpg76HXLK

Falling_Stella.jpg77PFKG

Falling_Stella.jpg7BNU7K

Falling_Stella.jpg7K8NDH

Falling_Stella.jpg8BHWAF

Falling_Stella.jpg8DP7RD

Falling_Stella.jpg9AEBRE

Falling_Stella-jpg9CPE9B

Falling_Stella.jpgA2MFXG

Falling_Stella.jpgAWRL2F

Falling_Stella.jpgAZRXWF

Falling_Stella.jpg. (Cellebrite Extraction Report - Emails)B4BFFC

Falling_Stella.jpgBX4PD7

Falling_Stella.jpgC3CNWB

Falling_Stella.jpgC9GBYC

Falling_Stella.jpgD37Q26

Falling_Stella.jpgD8L2EA

Falling_Stella.jpgDHJ3QD

Falling_Stella.jpgDJFH4A

Falling_StellaDRKPJA

Falling_Stella.jpgE3HPVE

Falling_Stella.jpgEG36YD

Falling_Stella.jpgEMVHN9

falling_stella.jpgFWP664
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WebCode Response

Falling_Stella.jpgFXKN86

Falling_Stella.jpgG63GVA

Falling_stella.jpgGKUDX6

Falling_Stella.jpgGNTPT6

Falling_Stella.jpgGQNYD8

Falling_Stella.jpgGRQTE7

Falling_Stella.jpgJZ4RHZ

Falling_Stella.jpgK7GAZZ

Falling_Stella.jpgKGL8Y2

Falling_Stella.jpg, Falling_Stella-1.jpgKJ6YQY

Falling_Stella.jpgKJNZ38

Falling_Stella.jpgKNHWRY

The mailstore.st3llar8@gmail.com.db file was located, then exported to the target drive and viewed 
with SQLiteBrowser and EnCase 7. Based on the analysis of this data, it is determined that the following 
attachment was sent from Diane Chambers in a group email: - Falling_Stella.jpg

KUA4A8

Falling_Stella.jpgKZFX43

falling_stella.jpgL66WV3

Falling_Stella.jpgL6LTN3

Falling_Stella.jpgLYLK83

Falling_Stella.jpgM3ZEMY

Falling_Stella.jpgM9L8YY

Falling_Stella.jpgMDGY8V

Falling_Stella.jpgMHCT6X

Falling_Stella.jpgNDV89V

Falling_Stella.jpgNGBFWV

Falling_Stell.jpgNUDXH3

Falling_Stella.jpgPK8DUZ

Falling_Stella.jpgQCCWH2

Falling_Stella.jpgQQ8CHV

Falling_Stella.jpgQVK6NT

Falling_Stella.jpgRGCV7W

Falling_Stella.jpgRR6VHG

Falling_Stella.jpgT8QRYW

Falling_Stella.jpgTT8FBU

Falling_Stella.jpgUFLZ8U

Falling_Stella.jpgUQC6QQ

Falling_Stella.jpgURBWAT

Falling_Stella.jpgV2AL8P

Copyright © 2016 CTS, Inc( 113 )Printed:  October 24, 2016



Mobile Digital Evidence Test 16-5550

TABLE 1
 Question 33 ‐ Communications

WebCode Response

Falling_Stella.jpgVHGMPN

Falling_Stella.jpgVJC6QP

Falling_Stella.jpgVN3F2M

Falling_Stella.jpgWWD2MW

Falling_Stella.jpgXN3Y2V

Falling_Stella.jpgYHLTAN

Falling_Stella.jpgZKATLG

/data/data/com.google.android.gm/cache/st3llar8@gmail.com/falling_stella.jpgZVTJVL

Falling-Stella.jpgZWTAEN

Falling_Stella.jpg Consensus Result:

 Expected Response Explanation:
Information about e-mail attachments for g-mail can be found in the mailstore.st3llar8@gmail.com.db database. The 
messages table will show file attachment data. The file can be found at:
\data\com.google.android.gm\databases\mailstore.st3llar8@gmail.com

 Expected Response Illustration:
Database: mailstore.st3llar8@gmail.com >>> Table: messages
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Question 34: What is the google e-mail address associated with this device? (ANSWER MUST BE 
PROVIDED AS FULL ADDRESS)

st3llar8@gmail.com Manufacturer ' s Expected Response:

WebCode Response

st3llar8@gmail.com2EKP2R

st3llar8@gmail.com2L4XFF

st3llar8@gmail.com2T3MWK

st3llar8@gmail.com2ZYCPH

st3llar8@gmail.com3XNA9L

st3llar8@gmail.com4EAWZL

 st3lar8@gmail.com67DGNM

st3llar8@gmail.com6B4QXK

st3llar8@gmail.com6FZH7G

st3llar8@gmail.com6JJAHK

st3llar8@gmail.com6KETJL

st3llar8@gmail.com76HXLK

st3llar8@gmail.com77PFKG

st3llar8@gmail.com7BNU7K

st3llar8@gmail.com7K8NDH

st3llar8@gmail.com8BHWAF

st3llar8@gmail.com8DP7RD

st3llar8@gmail.com9AEBRE

st3llar8@gmail.com9CPE9B

st3llar8@gmail.comA2MFXG

st3llar8@gmail.comAWRL2F

st3llar8@gmail.comAZRXWF

st3llar8@gmail.com. (Cellebrite Extraction Report - User Accounts)B4BFFC

St3llar8@gmail.comBX4PD7

st3llar8@gmail.comC3CNWB

st3llar8@gmail.comC9GBYC

st3llar8@gmail.comD37Q26

st3llar8@gmail.comD8L2EA

st3llar8@gmail.comDHJ3QD

st3llar8@gmail.comDJFH4A

st3llar8@gmail.comDRKPJA

st3llar8@gmail.comE3HPVE

st3llar8@gmail.comEG36YD

St3llar8@gmail.comEMVHN9
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WebCode Response

st3llar8@gmail.comFWP664

st3llar8@gmail.comFXKN86

st3llar8@gmail.comG63GVA

St3llar8@gmail.comGKUDX6

st3llar8@gmail.comGNTPT6

st3llar8@gmail.comGQNYD8

st3llar8@gmail.comGRQTE7

st3llar8@gmail.comJZ4RHZ

st3llar8@gmail.comK7GAZZ

st3llar8@gmail.comKGL8Y2

Account Name: st3llar8@gmail.comKJ6YQY

st3llar8@gmail.comKJNZ38

st3llar8@gmail.comKNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. Based on the analysis of this data, it is determined 
that the Google email address associated with this device is as follows: - st3llar8@gmail.com

KUA4A8

st3llar8@gmail.comKZFX43

st3llar8@gmail.comL66WV3

st3llar8@gmail.comL6LTN3

st3llar8@gmail.comLYLK83

st3llar8@gmail.comM3ZEMY

st3llar8@gmail.comM9L8YY

“Stella Frost" st3llar8@gmail.com”MDGY8V

st3llar8@gmail.comMHCT6X

St3llar8@gmail.comNDV89V

st3llar8@gmail.comNGBFWV

St3llar8@gmail.comNUDXH3

st3llar8@gmail.comPK8DUZ

st3llar8@gmail.comQCCWH2

st3llar8@gmail.comQQ8CHV

st3llar8@gmail.comQVK6NT

st3llar8@gmail.comRGCV7W

st3llar8@gmail.comRR6VHG

St3llar8@gmail.comT8QRYW

st311ar8@gmail.comTT8FBU

st3llar8@gmail.comUFLZ8U

st3llar8@gmail.comUQC6QQ

st3llar8@gmail.comURBWAT
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WebCode Response

st3llar8@gmail.comV2AL8P

st3llar8@gmail.comVHGMPN

st3llar8@gmail.comVJC6QP

St3llar8@gmail.comVN3F2M

st3llar8@gmail.comWWD2MW

st3llar8@gmail.comXN3Y2V

st3llar8@gmail.comYHLTAN

St3llar8@gmail.comZKATLG

st3llar8@gmail.comZVTJVL

st3llar8@gmail.comZWTAEN

st3llar8@gmail.com Consensus Result:

 Expected Response Explanation:
Information about the active G-Mail account can be found in the Gmail.xml file. In this file there is a string name 
“Active-account” with the value st3llar8@gmail.com. This file can be found at: 
\data \com.google.android.gm\shared_prefs\Gmail.xml.

 Expected Response Illustration:
Active Gmail Account:
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Question 35: What is the Yahoo e-mail address associated with this device?

notyouraveragejoe78@yahoo.com Manufacturer ' s Expected Response:

WebCode Response

notyouraveragejoe78@yahoo.com2EKP2R

Notyouraveragejoe78@yahoo.com2L4XFF

notyouravaragejoe78@yahoo.com2T3MWK

notyouraveragejoe78@yahoo.com2ZYCPH

notyouraveragejoe78@yahoo.com3XNA9L

notyouraveragejoe78@yahoo.com4EAWZL

notyouraveragejoe78@yahoo.com67DGNM

notyouraveragejoe78@yahoo.com6B4QXK

notyouraveragejoe78@yahoo.com6FZH7G

notyouraveragejoe78@yahoo.com6JJAHK

notyouaveragejoe78@yahoo.com6KETJL

notyouraveragejoe78@yahoo.com76HXLK

notyouraveragejoe78@yahoo.com77PFKG

notyouraveragejoe78@yahoo.com7BNU7K

notyouraveragejoe78@yahoo.com7K8NDH

notyouraveragejoe78@yahoo.com8BHWAF

notyouraveragejoe78@yahoo.com8DP7RD

notyouraveragejoe78@yahoo.com9AEBRE

notyouraveragejoe@yahoo.com9CPE9B

notyouraveragejoe78@yahoo.comA2MFXG

notyouraveragejoe78@yahoo.comAWRL2F

notyouraveragejoe78@yahoo.comAZRXWF

The Yahoo e-mail address associated with this device is "notyouraveragejoe78@yahoo.com". (1.db, 
Message table)

B4BFFC

Notyouraveragejoe78@yahoo.comBX4PD7

notyouraveragejoe78@yahoo.comC3CNWB

notyouraveragejoe78@yahoo.comC9GBYC

notyouraveragejoe78@yahoo.comD37Q26

notyouraveragejoe78@yahoo.comD8L2EA

notyouraveragejoe78@yahoo.comDHJ3QD

MAILER-DAEMON@yahoo.comDJFH4A

notyouraveragejoe78@yahoo.comDRKPJA

notyouraveragejoe78@yahoo.comE3HPVE

notyouraveragejoe78@yahoo.comEG36YD

notyouraveragejoe78@yahoo.comEMVHN9
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WebCode Response

notyouraveragejoe78@yahoo.comFWP664

notyouraveragejoe78@yahoo.comFXKN86

notyouraveragejoe78@yahoo.com This email was found to have the source account of 
st3llar8@gmial.com (Stella Frost)

G63GVA

Notyouraveragejoe78@yahoo.com userdata 
(ExtX)/Root/data/com.android.browser/app_ace/databases/Databases.db

GKUDX6

notyouraveragejoe78@yahoo.comGNTPT6

notyouraveragejoe78@yahoo.comGQNYD8

notyouraveragejoe78@yahoo.comGRQTE7

notyouraveragejoe78@yahoo.comJZ4RHZ

notyouraveragejoe78@yahoo.comK7GAZZ

notyouraveragejoe78@yahoo.comKGL8Y2

notyouraveragejoe78@yahoo.comKJ6YQY

notyouraveragejoe78@yahoo.comKJNZ38

notyouraveragejoe78@yahoo.comKNHWRY

The contacts2.db file and additional contact data was located, then exported to the target drive and 
viewed with SQLiteBrowser and EnCase software. Based on the analysis of this data, it is determined 
that the Yahoo email address associated with this device is as follows: - 
notyouraveragejoe78@yahoo.com

KUA4A8

notyouraveragejoe78@yahoo.comKZFX43

notyouraveragejoe78@yahoo.comL66WV3

notyouraveragejoe78@yahoo.comL6LTN3

notyouraveragejoe78@yahoo.comLYLK83

notyouraveragejoe78@yahoo.comM3ZEMY

notyouraveragejoe78@yahoo.comM9L8YY

notyouraveragejoe78@yahoo.comMDGY8V

notyouraveragejoe78@yahoo.comMHCT6X

Notyouraveragejoe78@yahoo.comNDV89V

notyouraveragejoe78@yahoo.comNGBFWV

notyouraveragejoe78@yahoo.comNUDXH3

notyouraveragejoe78@yahoo.comPK8DUZ

notyouraveragejoe78@yahoo.comQCCWH2

QQ8CHV

Notyouraveragejoe78@yahoo.comQVK6NT

notyouraveragejoe78@yahoo.comRGCV7W

notyouraveragejoe78@yahoo.com MAILER-DAEMON@yahoo.comRR6VHG

Notyouraveragejoe78@yahoo.comT8QRYW

notyouraveragejoe78@yahoo.comTT8FBU

notyouraveragejoe78@yahoo.comUFLZ8U
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WebCode Response

MAILER-DAEMON@yahoo.comUQC6QQ

notyouraveragejoe78@yahoo.comURBWAT

notyouraveragejoe78@yahoo.comV2AL8P

notyouraveragejoe78@yahoo.comVHGMPN

notyouraveragejoe78@yahoo.comVJC6QP

notyouraveragejoe78@yahoo.comVN3F2M

notyouraveragejoe78@yahoo.comWWD2MW

notyouraveragejoe78@yahoo.comXN3Y2V

noneYHLTAN

Notyouraveragejoe78@yahoo.comZKATLG

E-mail: notyouraveragejoe78@yahoo.comZVTJVL

notyouraveragejoe78@yahoo.comZWTAEN

notyouraveragejoe78@yahoo.com Consensus Result:

 Expected Response Explanation:
Information about the yahoo e-mail account that was accessed via the internet can be found at the databases.db 
database. The databases table contains a name column with the value “notyouraveragejoe78.” This file can be found 
at:
\data\com.android.browser\app_ace\databases\databases.db

 Expected Response Illustration:
Database: databases >>> Table: databases
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Question 36: How many e-mails were sent using the Yahoo account?

Three (3) Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

3 emails were sent2EKP2R

62L4XFF

32T3MWK

32ZYCPH

33XNA9L

34EAWZL

Three67DGNM

3, including 1 failed6B4QXK

36FZH7G

66JJAHK

36KETJL

376HXLK

Three77PFKG

67BNU7K

37K8NDH

38BHWAF

38DP7RD

39AEBRE

19CPE9B

6A2MFXG

NoneAWRL2F

1AZRXWF

There are three (3) e-mails sent from "notyouraveragejoe78@yahoo.com" to "KeysHighSchool". 
However, the "Folder" database lists that six (6) e-mails were sent. It is unclear if all six (6) e-mails were 
sent from the Yahoo account. (1.db, Folder and Message tables)

B4BFFC

One email was sent to the yahoo address from the st3llar8@gmail.com account. However no emails 
sent from the yahoo account were observed.

BX4PD7

3C3CNWB

ThreeC9GBYC

3D37Q26

Three (3)D8L2EA

0DHJ3QD

6DJFH4A

6DRKPJA

4E3HPVE

1EG36YD
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Six emails were sent from the email account, notyouraveragejoe78@yahoo.com.EMVHN9

3FWP664

Not found. E-mail were sent using the yahoo account except two e-mails were sent from 
"st3llar8@gmail.com" to "notyouraveragejoe78@yahoo.com". However we found login yahoo account 
via Android system browser.

FXKN86

3G63GVA

3 userdata 
(ExtX)/Root/data/com.android.browser/app_ace/databases/https_m.mg.mail.yahoo.com_0/1

GKUDX6

3GNTPT6

3GQNYD8

0GRQTE7

3 emailsJZ4RHZ

3K7GAZZ

3KGL8Y2

Three e-mailsKJ6YQY

3KJNZ38

3KNHWRY

The mailstore.st3llar8@gmail.com.db file was located, then exported to the target drive and viewed 
with SQLiteBrowser and EnCase 7. Based on the analysis of this data, it is determined that ONE (1) 
email was sent using the Yahoo account, which is as follows: - ONE (1) - "Subject = Keys" - "To whom 
it may concern, on 2/4/2016 there will be a T-Ping of the school! You have been warned!"

KUA4A8

Three (3)KZFX43

1L66WV3

3L6LTN3

3LYLK83

3M3ZEMY

1M9L8YY

3MDGY8V

3MHCT6X

3NDV89V

3NGBFWV

one: "on 2/4/2016 there will be a T-Ping of the school! you have been warned!"NUDXH3

1PK8DUZ

4QCCWH2

QQ8CHV

3QVK6NT

1RGCV7W

4 (included mailer daemon)RR6VHG

3 (Three)T8QRYW

3TT8FBU
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

3 emails were sentUFLZ8U

6UQC6QQ

3URBWAT

1V2AL8P

6VHGMPN

3VJC6QP

3VN3F2M

1WWD2MW

oneXN3Y2V

01YHLTAN

0ZKATLG

1ZVTJVL

threeZWTAEN
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** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 36. Majority of the responses can be placed in three response groups:

E-mails found in the messages table within the 1.db database can be found at: 
\data\com.android.browser\app_ace\databases\https_m.mg.mail.yahoo.com_0\1.db
3 e-mails - 47 participants

Total number of e-mails sent via folder table within the 1.db database can be found at:
\data\com.android.browser\app_ace\databases\https_m.mg.mail.yahoo.com_0\1.db
6 e-mails - 9 participants

Additional responses included:
1 e-mail - 14 participants
0 e-mails - 6 participants

Information on yahoo e-mails can be found in the 1.db database. The messages table will contain information about 
e-mails sent. The folder table contains information about total number of e-mails sent. This file can be found at:
\data\com.android.browser\app_ace\databases\https_m.mg.mail.yahoo.com_0\1.db

 Expected Response Illustration:
Database: 1 >>> Table: messages

Database: 1 >>> Table: folder
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Question 37: From your analysis what is the name associated with the primary accounts on this device?

Stella Frost Manufacturer ' s Expected Response:

WebCode Response

Stella Frost2EKP2R

Stella Frost2L4XFF

Stella Frost2T3MWK

Stella Frost2ZYCPH

Stella Frost3XNA9L

Stella Frost4EAWZL

Stella Frost67DGNM

Stella Frost6B4QXK

Stella Frost6FZH7G

Stella Frost6JJAHK

Stella Frost6KETJL

Stella Frost76HXLK

Stella Frost77PFKG

Stella Frost7BNU7K

Stella Frost7K8NDH

Stella Frost8BHWAF

Stella Frost8DP7RD

Stella Frost9AEBRE

Stella Frost9CPE9B

Stella FrostA2MFXG

STELLA FROSTAWRL2F

Stella FrostAZRXWF

Stella Frost; Gmail: st3llar8@gmail.com; Skype: frosty.queen12; Google Hangouts: Alpha Beta; 
Yahoo Account: notyouraveragejoe78@yahoo.com (Cellebrite Extraction Report)

B4BFFC

Stella FrostBX4PD7

Stella FrostC3CNWB

Stella Frost. This name is directly associated with social media accounts--Google+, Hangouts, Skype 
and Instagram--on this device and is consistent with the name on the suspension slip. This name is also 
indirectly associated with other accounts on this device--Tumblr, Gmail, Google Maps and Yahoo mail 
("Stel Fro").

C9GBYC

Stella FrostD37Q26

Stella FrostD8L2EA

Stella FrostDHJ3QD

Stella FrostDJFH4A

Stella FrostDRKPJA

Stella FrostE3HPVE
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WebCode Response

Stella FrostEG36YD

The name associated is Stella Frost.EMVHN9

Stella FrostFWP664

FullName is "Stella Frost" or E-mail : "st3llar8@gmail.com"FXKN86

Stella FrostG63GVA

st3llar8@gmail.com gmail frosty.queen12 skype torturedteenagesoul88 Tumblr 
Notyouraveragejoe78@yahoo.com yahoo

GKUDX6

Stella FrostGNTPT6

Stella FrostGQNYD8

Stella FrostGRQTE7

Stella FrostJZ4RHZ

Stella FrostK7GAZZ

Stella FrostKGL8Y2

Stella FrostKJ6YQY

Stella FrostKJNZ38

Stella FrostKNHWRY

Based on the analysis of this data, it is determined that STELLA FROST is the name associated with the 
primary accounts on this device. Such accounts are as follows: 1. Tumblr - 
torturedteenagesoul88.tumblr.com 2. Gmail - st3llar8@gmail.com 3. Skype - frosty.queen12

KUA4A8

Stella FrostKZFX43

Stella FrostL66WV3

Stella FrostL6LTN3

Stella FrostLYLK83

Stella FrostM3ZEMY

Stella FrostM9L8YY

Stella FrostMDGY8V

Stella FrostMHCT6X

Stella FrostNDV89V

Stella FrostNGBFWV

Stella FrostNUDXH3

Stella FrostPK8DUZ

Stella FrostQCCWH2

Stella Frost, st3llar8@gmail.comQQ8CHV

Stella FrostQVK6NT

Stella FrostRGCV7W

Tumblr = Torturedteenagesoul88 Google = St3llar8@gmail.com Hangout = Alpha Beta; 
St3llar8@gmail.com Skype = Frosty.queen12 phone = Ige

RR6VHG

Stella FrostT8QRYW

Stella FrostTT8FBU
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WebCode Response

Stella FrostUFLZ8U

Stella FrostUQC6QQ

Stella FrostURBWAT

Stella FrostV2AL8P

Stella FrostVHGMPN

Stella FrostVJC6QP

Stella FrostVN3F2M

Stella FrostWWD2MW

Stella FrostXN3Y2V

Stella FrostYHLTAN

Stella FrostZKATLG

st3llar8@gmail.com Stella FrostZVTJVL

Stella FrostZWTAEN
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Stella Frost Consensus Result:

 Expected Response Explanation:
The account that downloaded the applications onto this device can be found in the localappstate.db database. The 
appstate table shows primary account information, st3llar8@gmail.com. This file can be found at:
data\com.android.vending\databases\localappstate.db 

The name associated to that account is Stella Frost. This information can be found at: 
\data\com.google.android.talk\data\babel1.db 

In Tumblr, torturedteenagesoul88 gives out the google account of st3llar8@gmail.com, which is linked to the name 
Stella Frost. This information can be found at:
\data\com.tumblr\databases\tumblr.sqlite

 Expected Response Illustration:
Database: localappstate >>> Table: appstate

Database: babel1 >>> Table: participants

Database: tumblr.sqlite >>> Table: messages
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Question 38: From your analysis was this device used to plan for the toilet papering of Keys High School?

Yes Manufacturer ' s Expected Response:

WebCode Response

yes2EKP2R

Yes2L4XFF

Yes. Several artifacts were found including searches of TP-ing, threats and conversations of TP-ing.2T3MWK

Yes2ZYCPH

Yes from messages on 03/02/2016 via skype also outgoing email ‘To whom it may concern’, sms to 
arrange collection of toilet paper

3XNA9L

Yes4EAWZL

Yes. The analysis revealed that not only was the device used to make the threat to Keys High School 
but it was used to gather information through contacts on social media, internet searches, and 
download of applications for use in concealing the identity of the attacker.

67DGNM

Yes6B4QXK

Yes6FZH7G

Yes6JJAHK

Yes6KETJL

Yes76HXLK

Yes77PFKG

Yes7BNU7K

Yes. There are conversations within Tumblr, Hangouts, Skype and the native Messages application 
which contain both incoming and outgoing messages about the device user being bullied, wanting 
revenge and talking about T-Ping the school with a third party. There is one image within the 
'Downloads' folder which gives instructions about making your own toilet paper. Multiple images of 
toilet paper have been extracted from cache and carved from memory. One of these images appears 
to show a drawing of Keys High School with toilet paper next to it.

7K8NDH

Yes8BHWAF

yes8DP7RD

yes9AEBRE

Yes9CPE9B

YesA2MFXG

YesAWRL2F

YesAZRXWF

Yes, from my analysis this device was used to plan for the toilet papering of Keys High School. Data 
recovered from the device showed that the phone was used to research information for the toilet 
papering event, as well as, used to contact Keys High School to make threats and obtain information 
from others as to how to go about the toilet papering event.

B4BFFC

YesBX4PD7

YesC3CNWB

Yes. The data--such as calendar events, call log, alarm memos, web searches, third-party application 
chat threads and pictures--found on the submitted image file suggest this device may have been used 
to plan for the toilet papering of Keys High School.

C9GBYC
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WebCode Response

YesD37Q26

YesD8L2EA

yes there is planning taking place for a TP-ing event.DHJ3QD

YesDJFH4A

YesDRKPJA

YesE3HPVE

YesEG36YD

Yes, communication and multimedia messages were exchanged with this device regarding the toilet 
papering of Keys High School.

EMVHN9

YesFWP664

Yes, Because some messages, pictures and data searching concern with the word "Toilet papering" 
were found via AppChat and web brownser.

FXKN86

yes, There are e-mails threatening the T-Ping of the school. There are also chats with information about 
t-ping, and a chat that says "Yes, I am going to T-P Keys High School" Also located were web histories 
for T-P. There were also several browser activities for T-P related sites. Analysis also revealed several 
T-Ping and T-P related search terms. Also located several images related to T-P.

G63GVA

yesGKUDX6

YesGNTPT6

YesGQNYD8

yesGRQTE7

Yes, this device contains chats, emails, and Internet history referencing Keys Highs School and targets 
to toilet paper the school.

JZ4RHZ

YesK7GAZZ

YesKGL8Y2

YesKJ6YQY

YesKJNZ38

YesKNHWRY

YES, based on my analysis of this evidence, I have determined that this device was used to plan for the 
toilet papering of Keys High School. To support my determination, I will specifically point to the 
following: - Skype communication between frosty.queen12 (STELLA FROST) and lazystranger45 (Mr. 
Black) pertaining to the toilet papering of the school. Specifically, when the individual using the profile 
of STELLA FROST told Mr. Black that she was going to T-P Keys High School. - A yahoo email account 
(notyouraveragejoe78@yahoo.com) associated with this device sent an email warning the recipients 
that the school was going to be toilet papered. - There were also a number of Google searches 
conducted on the device related to charmin extra soft and the best toilet paper. - Finally, there was also 
a memo generated containing a target list that included the following names: 1. Lisa 2. Hilary 3. Diane 
4.Principal Skinner

KUA4A8

YesKZFX43

yesL66WV3

YesL6LTN3

YesLYLK83

YesM3ZEMY
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WebCode Response

YesM9L8YY

YesMDGY8V

yes (This is beyond my scope of expertise)MHCT6X

NDV89V

YesNGBFWV

Yes, I believe the evidence shows that this device was used to plan the toilet papering of Keys High 
School. SMS Internet search terms etc. Social Media Email.

NUDXH3

YesPK8DUZ

YesQCCWH2

Yes.QQ8CHV

Not generally in the scope of our analysis, but yesQVK6NT

YesRGCV7W

YesRR6VHG

YesT8QRYW

yesTT8FBU

YesUFLZ8U

YesUQC6QQ

YesURBWAT

YesV2AL8P

YesVHGMPN

YesVJC6QP

YesVN3F2M

YesWWD2MW

YesXN3Y2V

YESYHLTAN

YesZKATLG

yesZVTJVL

yesZWTAEN
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Yes Consensus Result:

 Expected Response Explanation:
This device was used to plan the toilet papering at Keys High School. The following list is a compilation of messages 
between Stella Frost and Mr. Black from various applications planning the toilet papering and the keywords search 
found in the internet history:

Tumblr messages:
\data\com.tumblr\databases\tumblr.sqlite

Google Hangouts:
\data\com.google.android.talk\data\babel1.db

Search terms found on the device via Google Chrome:
\data\com.android.chrome\default\history.db

Skype messages:
\data\com.skype.raider\files\frosty.queen12\main.db

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: messages

Database: babel1 >>> Table: messages

Database: history >>> Table: keyword_search_terms
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Database: main  >>> Table: messages
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Question 39: From your analysis was this device used to make the threat to Keys High School?

Yes Manufacturer ' s Expected Response:

WebCode Response

yes2EKP2R

Yes2L4XFF

Yes. E-mails were found including threats to the School.2T3MWK

Yes2ZYCPH

SMS ‘already called Keys to make the threat’. Outgoing calls to Keys school3XNA9L

Yes4EAWZL

Yes. The device was used to call Keys High School and send threatening emails to school officials.67DGNM

Possibly. There is a SMS message to Mr. Black saying that a threat call has been done and also Keys 
High School was called (by phone) about 15 minutes before that SMS message.

6B4QXK

Yes6FZH7G

Yes6JJAHK

Yes6KETJL

Yes76HXLK

Yes77PFKG

Yes7BNU7K

Yes. There is an SMS message sent from this device to '5716459269' on 04/02/2016 which says the 
threat has been made to Keys. There are two phone calls made from this device to Keys High School 
on 04/02/2016, the first which was answered was made 18 minutes before the message was sent.

7K8NDH

Yes8BHWAF

yes8DP7RD

yes9AEBRE

Yes9CPE9B

YesA2MFXG

YesAWRL2F

YesAZRXWF

Yes, from my analysis this device was used to make threats to Keys High School via phone calls and 
e-mails.

B4BFFC

YesBX4PD7

YesC3CNWB

Yes. The data--such as call log, e-mails and SMS text messages--found on the submitted image file 
suggest this device may have been used to make threats to Keys High School.

C9GBYC

YesD37Q26

Based on analysis there does appear to have been a threat made to Keys High School from this device. 
The date associated with the data on the device shows a threat on 04-February-2016.

D8L2EA

Yes on 2/4/2016 there are 4 phone calls made to Keys High school and the user states in a text 
message that the threat was made.

DHJ3QD

YesDJFH4A
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WebCode Response

YesDRKPJA

YesE3HPVE

YesEG36YD

Yes, an email contained a threat message to the school was recovered.EMVHN9

NoFWP664

Yes, Because some messages were found via e-mail. "To Whom It May Concern, On 2/4/2016 there 
will be a T-Ping of the school! You have been warned!" and found some message via Skype Chat "Yes, 
I am going to T-P Keys High School!" and event record in calendar about "T-Day"

FXKN86

Yes, There was an e-mail sent stating on 2/4/2016 there will be a T-Ping of the school! you have been 
warned!

G63GVA

yesGKUDX6

YesGNTPT6

YesGQNYD8

yesGRQTE7

Yes, this device sent emails using the Yahoo account and made phone calls to the school about the 
threat.

JZ4RHZ

YesK7GAZZ

YesKGL8Y2

YesKJ6YQY

YesKJNZ38

YesKNHWRY

YES, based on my analysis of this evidence, I have determined that this device was used to make the 
threat to Key High School based on the following: - FOUR (4) phone calls were placed to the school - 
A yahoo email account (notyouraveragejoe78@yahoo.com) associated with this device sent an email 
warning the recipients that the school was going to be toilet papered. - Finally, there was also a memo 
generated containing a target list that included the following names: 1. Lisa 2. Hilary 3. Diane 
4.Principal Skinner

KUA4A8

YesKZFX43

yesL66WV3

YesL6LTN3

YesLYLK83

YesM3ZEMY

NoM9L8YY

Yes there were multiple messages sent from this device outlining the plans to Toilet Paper the school.MDGY8V

yes (This is beyond my scope of expertise)MHCT6X

NDV89V

YesNGBFWV

Email evidence suggest that this phone was used to make a threat to Keys High School. The email from 
account St3llar8@gmail.com "to whom it may concern, on 2/4/2016 there will be a T-Ping of the 
school, You have been warned" Subject "Keys" Also SMS "already called Keys to make threat"

NUDXH3

Yes, Stella (victim) planned to TP the school to stop the bullying.PK8DUZ
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WebCode Response

YesQCCWH2

YesQQ8CHV

Not generally in the scope of our analysis, but yesQVK6NT

YesRGCV7W

YesRR6VHG

YesT8QRYW

yesTT8FBU

YesUFLZ8U

YesUQC6QQ

YesURBWAT

YesV2AL8P

YesVHGMPN

YesVJC6QP

YesVN3F2M

YesWWD2MW

YesXN3Y2V

YESYHLTAN

YesZKATLG

yesZVTJVL

yesZWTAEN

Yes Consensus Result:

 Expected Response Explanation:
The information for the direct threats can be found in the e-mails sent to Keys High School via Yahoo E-mail. The 
messages table shows three e-mails sent to Keys High School. The e-mails can can be found at: 
\data\com.android.browser\app_ace\databases\https_m.mg.mail.yahoo.com_0\1.db

 Expected Response Illustration:
Database: 1 >>> Table: messages
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Question 40: Was a list of targets found? If so, what names were on the list? (Provide real names)

Yes
Lisa
Hilary
Diane
Principal Skinner
Ms. Krabappel

 Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

in yahoo email a sent message was found: "Principal Skinner, Ms. Krabappel, and the girls will pay, as 
well as everyone else at Keys!" I believe this is the list of targets

2EKP2R

Principal Skinner, Ms. Krabappel, Diane Chambers, Hilary Banks, Lisa Frank2L4XFF

Lisa, Hilary, Diane, Principal Skinner, Ms. Krabappel2T3MWK

Principal Skinner, Ms Krabappel, "the girls" Lisa Frank, Diane Chambers and Hilary Banks and 
"everyone else"

2ZYCPH

Yes in memo. Lisa Hilary Diane Principal Skinner Ms. Krabappel3XNA9L

Assuming names in contact book are real, then Lisa Frank, Hilary Banks, Dianne Chambers, Principal 
Skinner, Ms. Krabappel

4EAWZL

The device was used to send threatening emails (notyouraveragejoe28@yahoo.com) specifically 
naming the following targets: Principal Skinner, Ms. Krabappel, Lisa Frank, Diane Chambers, Hilary 
Banks and less specifically the rest of Keys High School

67DGNM

Yes. Targets: Lisa, Hilary, Diane, Principal Skinner, Ms. Krabappel6B4QXK

Yes. Lisa, Hilary, Diane, Principal Skinner and Ms. Krabappel.6FZH7G

Yes. Principal Skinner, Ms. Krabappel, Frank (Lisa), Chambers (Diane) and Banks (Hilary)6JJAHK

Principal Skinner Ms. Krabappel The girls: Lisa Frank, Diane Chambers and Hilary Banks6KETJL

Lisa Frank Hilary Banks Diane Chambers Principal Skinner Ms. Krabappel76HXLK

Lisa, Hilary, Diane, Principal Skinner and Ms. Krabappel77PFKG

Lisa Frank Hilary Banks Diane Chambers Principal Skinner Ms. Krabappel7BNU7K

Principal Skinner Ms. Krabappel Lisa Hilary Diane7K8NDH

Principal Skinner Ms. Krabappel Lisa Frank Diana Chambers Hilary Banks8BHWAF

No list recovered.8DP7RD

yes. Lisa, Hilary, Diane, Principal Skinner, Ms Krabappel9AEBRE

Yes. Diane Chambers; Lisa Frank; Hilary Banks.9CPE9B

NoA2MFXG

NoAWRL2F

Yes in Yahoo email which states Principal Skinner, Ms. Krabapple, and the girls will pay, as well as 
everyone else at Keys. An additional email to Principal Skinner stating that "Frank, Chambers, and 
Banks can't save you now!"

AZRXWF

A specific list was not found, but a sent message with the subject "Revenge" stated the following: "Today 
is the day! Principal Skinner, Ms. Krabappel, and the girls will pay, as well as everyone else at Keys!" 
From this, it was inferred that Keys High School was a target, in addition to the following: Principal 
Skinner, Ms. Krabappel, and "the girls". "The girls" that the person of interest was referring to were most 
likely: Lisa Frank, Diane Chambers, and Hilary Banks. These three (3) names were inferred from the 
various emails and chats found in the acquired data from the phone.

B4BFFC
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

A list was not located however based on my analysis, the suspension not contained three names: Hilary 
Banks, Diane Chambers, and Lisa Frank who are potentially the "targets".

BX4PD7

Yes Principal Skinner, Ms. Krabappel, and the girls (Hilary Banks, Diane Chambers Lisa Frank)C3CNWB

Yes. "Principal Skinner, Ms. Krabappel, and the girls" were listed as targets in an e-mail. The names of 
the girls targeted were not specifically given but may be deduced from call log, e-mail, SMS text 
messages and third-party application chat threads to be Diane Chambers, Hilary Banks and Lisa Frank.

C9GBYC

Yes Lisa, Hilary, Diane, Principal Skinner, Ms. KrabappelD37Q26

Yes Principal Skinner, Ms. Krabappel, Lisa Frank, Hilary Banks and Diane Chambers Principal Skinner 
and Ms. Karabappel were specifically mentioned in an email message from 
“notyouraveragejoe78@yahoo.com” to “keyshighschool@gmail.com”. In the email message “the 
girls” are mentioned as being among those who will pay. The examiner used previously obtained 
information from a suspension slip identifying Lisa Frank, Hilary Banks and Diane Chambers as those 
accused of bullying Stella Frost. Additionally there are messages from contacts matching those names 
that appear to contain bullying content.

D8L2EA

noDHJ3QD

Principal Skinner and Mrs. KrabappelDJFH4A

Lisa Frank Principle Skinner Ms. Krabappel Hilary Banks Diane ChambersDRKPJA

There was no list found. But the target was Keys High School. There were three individuals that were 
harassing Stella Frost. There names are: Lisa Frank, Hilary Banks, and Diane Chambers.

E3HPVE

Principal Skinner, Mrs. Crabapple, Daine Chambers, Lisa Frank, Hillary BanksEG36YD

There wasn’t a direct list of names found, but there were emails found in the Yahoo email account 
database that targets multiple people. The people targeted were Principal Skinner, Ms. Krabappel, “the 
girls”, and “everyone else at Keys!” listed in the emails.

EMVHN9

Lisa Frank, Banks Hilary, Chambers DianeFWP664

"Hilary Banks", "Diane Chambers" and "Lisa Frank"FXKN86

A failed message to keyshighschool@gmail.com listed Principal Skinner, Ms. Krabappel and the girls 
will pay. Also in a message to frokeyshighschool@gmial.com listed Frank, Chambers, and Banks.

G63GVA

yes Hilary Banks, Lisa Frank and Diane ChambersGKUDX6

Diane Chambers Hilary Banks Lisa FrankGNTPT6

Yes Lisa (Lisa Franks), Hilary (Hilary Banks), Diane (Diane Chambers), Principal Skinner, Ms. KrabappelGQNYD8

NoGRQTE7

Yes, Principal Skinner, Ms. Krabappel, Lisa Frank, Diane Chambers, and Hilary BanksJZ4RHZ

NoK7GAZZ

No list was found but a target was mentioned in the data recovered from the device. Algonkian Park 
appears to be a meetup location prior to the T-Ping. This does not appear to be a 'target', but there 
may be security video at the park that may be of evidentiary value.

KGL8Y2

YES. Ms. Krabappel, Lisa Frank, Hilary Banks, Diane Chambers.KJ6YQY

Yes. Lisa, Hillary, Diane, Principal Skinner, KrabappelKJNZ38

Yes, Principal Skinner, Ms. Krabappel, Hilary, Lisa, DianeKNHWRY

YES, there was a memo that contained targets, which were as follows: - TARGETS: Lisa Hilary Diane 
Principal Skinner

KUA4A8

Lisa, Hilary, Diane, Principal Skinner, Ms KrabappelKZFX43

Lisa, Hilary, Diane, Principal Skinner, Ms. KrabappelL66WV3
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Yes: Lisa Hilary Diane Principal Skinner Ms. KrabappelL6LTN3

Yes. Ms. Krabappel, Principle Skinner, Lisa Frank, Hilary Banks, and Diane ChambersLYLK83

There was a message sent with the subject "Revenge" that stated "Today is the day!Principal Skinner, 
Ms. Krabappel, and the girls will pay, as well as everyone else at Keys!" The following names were 
listed in the above mentioned message: Principal Skinner Ms. Krabappel "the girls" The specific names 
of "the girls" were not mentioned in this particular message. However, another message with the subject 
"Principal Skinner" was located that stated "Too bad you were mean to me! Frank, Chambers, and 
Banks can't save you now!". The above mentioned names of Frank, Chambers, and Banks were located 
in the Contacts as: Lisa Frank Hilary Banks Diane Chambers The above mentioned names appear to 
be targets of the incident.

M3ZEMY

Yes Lisa Frank Hilary Banks Diane ChambersM9L8YY

Lisa, Hilary, Diane, Principal Skinner, and Ms KrabappelMDGY8V

Yes Diane Chambers Hilary Banks Lisa Frank Principal Skinner Ms. Krabappel (This is beyond my scope 
of expertise)

MHCT6X

NDV89V

Lisa Frank, Hilary Banks, Diane Chambers, Principal Skinner, Ms. KrabappelNGBFWV

Chat- "Yes, I am going to T-P Keys High School" 2/3/2016 11:57:23 am" also several images depict 
the toilet papering of the school. and a calendar event "T-day Keys High School"

NUDXH3

Keys High School Stella FrostPK8DUZ

Yes, "Principal Skinner, Ms Krabappel and the girls"QCCWH2

Yes, Lisa Frank, Hilary Banks, Diane Chambers, Principal Skinner, Ms. KrabappelQQ8CHV

From Yahoo Email: Principal Skinner, Ms. Krabappel, and the girls will pay, as well as everyone at 
Keys!

QVK6NT

Yes, "Today is the day! Principal Skinner, Ms. Krabappel, and the girls will pay, as well as everyone else 
at Keys! "

RGCV7W

Yes, in mail messages: 1-Lisa Frank, 2-Diana Chambers 3-Hilary Banks 4-Principal Skinner 
5-Ms.Krabappel

RR6VHG

Yes. Principle Skinner, Ms. Krabappel , Lisa Frank, Diane Chambers and Hilary Banks.T8QRYW

Lisa Frank,Hillary Banks, Diane ChambersTT8FBU

Hilary Banks, Diane Chambers, Lisa Frank, Principal Skinner, and Ms. KrabappelUFLZ8U

Principal Skinner and Mrs. KrabappelUQC6QQ

In an email with the subject of "Revenge" that was sent to Keys High School, the names of Principle 
Skinner, Ms. Krabappel, and "the girls" are listed as individuals who "will pay", along with others at 
Keys, the high school. The girls being referenced are possibly Lisa Frank, Hilary Banks, and Diane 
Chambers, based off of other emails and messages, where those girls are involved with the device 
user.

URBWAT

NoV2AL8P

Yes – Lisa Frank, Hilary Banks, Diane Chambers, Principal Skinner, Ms. KrabappelVHGMPN

Yes Lisa Hilary Diane Principal Skinner Ms. KrabappelVJC6QP

Yes Lisa Hilary Diane Principal Skinner Ms. KrabappelVN3F2M

Yes Lisa Frank Diane Chambers Hillary BanksWWD2MW

None foundXN3Y2V

yes ,Keys High SchoolYHLTAN
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

No list found. Possible targets: Keys High School, Diane Chambers, Hilary BanksZKATLG

Nickname: Hilary Banks Nickname: Diane ChambersZVTJVL

No specific list was found, however based upon examination, victims could include Diane Chambers, 
Lisa Frank, Hillary Banks, and Keys High School.

ZWTAEN

** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 40. A majority of the responses were different variations of the intended list 
found in the Memo app within the qumemoplus database (Lisa, Hilary, Diane, Principal Skinner, Ms. Krabappel) and 
the revenge e-mail sent to Keys high School from notyouraveragejoe78@yahoo.com which listed Principal Skinner, Ms. 
Krabappel, and the girls (Lisa, Hilary, Diane).

This question is asking if a list of targets, such as a hit list, was found on this device and report the names within the list.  
The Memo application contained three memos: grocery list, music, and targets. The names listed in the targets memo 
are: Lisa, Hilary, Diane, Principal Skinner, and Ms. Krabappel. Information about memos can be found in the 
qmemoplus.db database. The memoObject table shows memos created on this device. The file can be found at:
\data\com.lge.qmemoplus\databases\qumemoplus.db

Additionally, participants reported one of the threatening e-mails as the list of targets sent to Keys High School from 
notyouraveragejoe78@yahoo.com. This message titled "Revenge" states "Today is the day! Principal Skinner, Ms. 
Krabappel, and the girls will pay, as well as everyone else at Keys!" Information about the revenge e-mail can be found 
in the 1 database. The messages table will contain information of e-mails sent. The file can be found at: 
data\com.android.browser\app_ace\databases\https_m.mg.mail.yahoo.com_0\1.db

 Expected Response Illustration:
Database: qmemoplus >>> Table: memoObject

Database: 1 >>> Table: messages
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Question 41: At the conclusion of your analysis of the device are there any persons of interest? (Provide 
real names)

Yes
Stella Frost
Lex Luther

 Manufacturer ' s Expected Response:

WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Stella Frost- person of interest and apparent owner of the phone Mr. Black- co-conspirator **Note: I 
would also consider Hillary Banks and Diane Chambers persons of interest because they share an IP 
address with Mr. Black (info obtained through analysis of Skype data)

2EKP2R

Stella Frost, Mr. Black2L4XFF

Suspect: Stella Frost. Accessory: Lex Luthor Targets: Lisa Frank, Hilary Banks, Diane Chambers, 
Principal Skinner, Ms. Krabappel

2T3MWK

Stella Frost, Mr. Black (Lex Luther)2ZYCPH

Stella Frost, Lex Luther, Mr Black3XNA9L

Stella Frost Mr. Black4EAWZL

Stella Frost is the primary suspect. Stella Frost is the name used by the owner of the phone used to plan 
for the toilet papering of Keys High School and communicate the threat to the school. 
(tourturedteenagesoul88, st3llar8@gmail.com, notyouraveragejoe78@yahoo.com). Additional details 
for Stella Frost: Student at Keys High School, Suspended 2/1/2016, DOB: 1/7/2000, Image used by 
Skype account (purple shoe and kitten), Skype location entered as Sterling, us, Metadata on pictures 
39.051111, -77.382778 Cascades Pkwy near Algonkian Pkwy Sterling/Potomac Falls Virginia area. 
MetroPCS/T-Mobile 5714658141. The analysis of the phone revealed that Frost was engaged in a 
dispute with at least three other girls at Keys High School. Lisa Frank, Hilary Banks, and Diane 
Chambers. Frost was disciplined after an incident with the girls and felt her treatment by the school was 
unfair, and the girls continued to bully her. Frost expresses her frustration on social media. Through 
social media, she begins communicating with a subject using the names Lex Luther and Mr. Black. 
(blackserpent34@gmail.com, LazyStranger45, and LazyStranger63) This person of interest gives Frost 
his phone number 571-645-9269 and assists Frost in acquiring the Charmin Ultra Soft for use in the 
attack on Keys High School.

67DGNM

Stella Frost and Mr Black alias Lex Luthor (both suspects to a T-P threat)6B4QXK

Yes. Stella Frost and Lex Luther.6FZH7G

SUPECTS: Stella Frost Lex Luther – AKA Mr. Black ADDITIONAL PERSONS: Hilary Banks Diane 
Chambers Lisa Frank Principal Skinner Ms. Krabappel

6JJAHK

Stella Frost Lex Luther, aka Mr. Black6KETJL

Stella Frost and Mr. Black aka Lex Luther76HXLK

Yes. Lex Luther and Stella Frost77PFKG

Stella Frost Mr. Black7BNU7K

Suspects in Crime: Stella Frost (device user) Lex Luther (third party who helped organise) Mr. Black 
(third party who helped organise) Others: Lisa Frank (bully/target) Diane Chambers (bully/target) Hilary 
Banks (bully/target) Principal Skinner (target) Ms. Krabappel (target)

7K8NDH

Lex Luther8BHWAF

Lex Luther.8DP7RD

For bullying: Diane Chambers, Hilary Banks, Lisa Frank For Toilet-Papering: Stella Frost, Lex Luther, Mr 
Black

9AEBRE

Stella frost Lex Luther9CPE9B

Stella Frost, Diane Chambers, Hilary Banks, Lisa Frank, Mr. Black, Lex LutherA2MFXG
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Stella Frost, Lex Luther, Diane Chambers, Hilary Banks, Lisa FrankAWRL2F

Stella Frost, Mr. Black, Lex LutherAZRXWF

Stella Frost and Mr. Black (Lex Luther). Although Mr. Black (Lex Luther) did not make direct threats like 
Stella Frost, he did act as an accomplice in helping Stella Frost plan the T-Ping event at Keys High 
School.

B4BFFC

Yes. Mr. Black and Stella Frost.BX4PD7

Mr Black Stella FrostC3CNWB

Yes. The data--such as device accounts, contacts, call logs, e-mails, SMS text messages and third party 
application chat threads--found on the submitted image file suggest some persons of interest may be 
Mr. Black (also known as Lex Luther) and Stella Frost.

C9GBYC

Stella Frost, Lex LutherD37Q26

Yes Stella Frost, Mr. BlackD8L2EA

Mr Black should be questionedDHJ3QD

Stella FrostDJFH4A

Stella Frost Lisa Franks Mr. Black Diane ChambersDRKPJA

Lex Luther and Stella FrostE3HPVE

Lex LutherEG36YD

Yes, Stella Frost and Mr. Black.EMVHN9

Stella Frost, Lex LutherFWP664

"Stella Frost" and "Lex luther or Mr.Black"FXKN86

Stella Frost, Lex Luther, Mr. BlackG63GVA

Principal Skiner Ms KrabappelGKUDX6

Stella Frost Lex LutherGNTPT6

Yes Stella Frost Lex LutherGQNYD8

Diane Chambers Hilary Banks Alexis Ramirez Lisa FrankGRQTE7

Stella Frost – Primary suspect in TP threat to school and individuals Mr. Black (Lex Luther) 
co-conspirator in TP threat. Possible charges on Lisa Frank, Diane Chambers, and Hilary Banks for 
cyber bullying depending on current laws.

JZ4RHZ

Stella Frost, Lex LutherK7GAZZ

Yes. Stella Frost, Mr. Black, Lex LuthorKGL8Y2

Stella Frost, Lex Luther, Ms. Krabappel, Lisa Frank, Hilary Banks, Diane Chambers.KJ6YQY

Stella Frost and Lex LutherKJNZ38

Lex Luther, Stella FrostKNHWRY
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

YES, based on my analysis of this evidence, STELLA FROST and MR. BLACK should be considered 
persons of interest. To support my determination, I will specifically point to the following: - Skype 
communication between frosty.queen12 (STELLA FROST) and lazystranger45 (Mr. Black) pertaining to 
the toilet papering of the school. Specifically, when the individual using the profile of STELLA FROST 
told Mr. Black that she was going to T-P Keys High School. - A yahoo email account 
(notyouraveragejoe78@yahoo.com) associated with this device sent an email warning the recipients 
that the school was going to be toilet papered. - There were also a number of Google searches 
conducted on the device related to charmin extra soft and the best toilet paper. - Finally, there was also 
a memo generated containing a target list that included the following names: 1. Lisa 2. Hilary 3. Diane 
4.Principal Skinner

KUA4A8

Stella Frost, Lex LutherKZFX43

stella Frost , lex luther would like to interview stella Frost , Lisa Frank, hillary banks, diane chambers, lex 
luther

L66WV3

Stella Frost Lex Luther (Mr. Black)L6LTN3

Stella Frost (suspect),Lex Luther (co-conspirator/accessory)LYLK83

Stella Frost Mr. Black (Lex Luther)M3ZEMY

Lex LutherM9L8YY

Stella Frost, Mr Black as someone who provided the idea and helped to encourage.MDGY8V

Stella Frost Lex Luther (This is beyond my scope of expertise)MHCT6X

NDV89V

Stella FrostNGBFWV

I would advised the case agent to conduct interviews and serve possible search warrants on Hilary 
Banks, Lisa Frank, Diane Chambers. I would advise them to conduct additional field work on acquiring 
social media accounts etc.

NUDXH3

Diane Chambers Lisa Frank Hillary Banks Stella Frost Mr. BlackPK8DUZ

Stella Frost Lex LutherQCCWH2

Lex LutherQQ8CHV

QVK6NT

Stella Frost, Mr. Black, and Lex LutherRGCV7W

Lex LutherRR6VHG

Stella Frost Lex LutherT8QRYW

Lex Luther, Stella FrostTT8FBU

Stella Frost, Lex LutherUFLZ8U

Stella FrostUQC6QQ

Mr. Black (AKA Lex Luther) Stella FrostURBWAT

Stella Frost Lex LutherV2AL8P

Stella Frost, Lex LutherVHGMPN

Stella Frost Lex LutherVJC6QP

Stella Frost Lex LutherVN3F2M

Stella Frost Mr. BanksWWD2MW

Stella Frost, Lex LutherXN3Y2V

Lex Luther , Stella Frost ,Diane ChambersYHLTAN
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WebCode Response ** No consensus achieved; Inconsistencies not highlighted **

Stella Frost Mr. BlackZKATLG

Mr. blackZVTJVL

Stella Frost Lex LuthorZWTAEN

** No consensus achieved; Inconsistencies not highlighted ** Consensus Result:

 Expected Response Explanation:
Consensus was not achieved for question 41. A majority of the responses were different variations that included Stella 
Frost and Mr. Black (aka Lex Luther). A minority of the responses included persons of interest for cyber bullying (Lisa 
Frank, Hilary Banks, Diane Chambers).

Aside from individuals (Lisa Frank, Diane Chambers, and Hiliary Banks) sending harassing messages to this device the 
only other communication was between Stella Frost and Mr. Black across different applications. These applications 
include: Tumblr, Google Hangouts, & Skype. Examples of Stella's communications with Mr. Black can be found at the 
following paths:

Tumblr messages:
\data\com.tumblr\databases\tumblr.sqlite.db

Google Hangout messages:
\data\com.google.android.talk\data\babel1.db

Skype messages:
\data\com.skype.raider\files\frosty.queen12\main.db

 Expected Response Illustration:
Database: tumblr.sqlite >>> Table: messages

Database: babel1 >>> Table: messages
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Database: main  >>> Table: messages
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TABLE 2

I think this test is pretty in-depth. I enjoyed the challenge however I thought some of the way 
the questions were worded were a bit vague, leaving me to wonder if I had the answer you 
were looking for. For instance- the question regarding wireless networks: it appeared that 
the only network with 'actual data' was Google Starbucks, however there were multiple other 
instances of other networks with example and test data. I was left wondering if those were to 
be treated as involved in the scenario, or if they didn't count. Also the Skype data had some 
sharing of IP data- so I wasn't sure if that was simply a part of creating the test scenario, or if 
that was an actual investigative conclusion I was supposed to make.

2EKP2R

Tools used; UFED physical analyzer, IEF.3XNA9L

Question 19 is too ambiguous, many interfaces/apps use as back end the google search 
engine. Hence, the search results from the chrome app and the android browser are 
included in the answer. Since they also use the google search engine.

4EAWZL

A report was created with supporting data relating to the case for further review by the case 
agent. Tools: Cyohash Internet Evidence Finder 6.7.8.1853 Forensic Explorer 3.5.7 Physical 
Analyzer 5.0.2.10 DB Browser for SQLite: 3.8.8.2

67DGNM

Scenario: “January 21, 2016” is apparently wrong? Scenario: “… Keys High School 
received toilet papering threats against Keys High School”. In reference to question 39, it 
would have been nice to know what channel (phone call, instant message, anonymous 
letter) was used, its details and time of the threat. Question 40: What does “real names” 
mean? If a name is found on a target list, why should I, as a technical investigator, guess 
what her/his “real name” is? Question 41: What does “persons of interest” mean? Suspects, 
victims, threatened persons, anybody?

6B4QXK

Question 40: The email reads: "Today is the day! Principal Skinner, Ms. Krabappel, and the 
girls will pay, as well as everyone else at Keys!" Unable to provide a real name for "everyone 
else at Keys"

6KETJL

other evidence was located on this phone including: images of a building with TP in front of 
it. images of Charmin TP.

8DP7RD

Evidence of bullying in the chats area on Physical Analyzer, Evidence in the chats also 
indicates that at 02/03/16 at 4:57PM UTC Stella Frost stated "Yes, I am going to T-P Keys 
High School. Several images of T-P and T-Ping events were located in the image. A picture 
was taken with the device of a drawing of a building with "Keys H. S." displayed on the 
building and a roll of toilet paper under the building.

AZRXWF

Information in parentheses following response/answer, (i.e. 
(userdata(ExtX)/Root/misc/bluedroid/bt_config.xml)) contains the location/file where 
response/answer was found.

B4BFFC

Based on the analysis of the device, Stella Frost is the owner of the device. She was being 
bullied by Diane Chambers, Lisa Frank, and Hilary Banks. Their names were found listed on 
a suspension notice from the school principal. The comment states that Stella reported the 
names mentioned above as bullying her. Further analysis of the phone shows chats and 
emails from the three individuals where they are threatening physical harm and insulting 
Stella. Stella appeared to post her issue on Tumblr and Mr. Black made contact after seeing 
the post. Mr. Black appears to have several aliases/user accounts. The account names 

BX4PD7
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LazyStranger63, blackserpent34, and LazyStranger45 are all tied together with the contact 
Mr. Black. Mr. Black discusses the idea of TP-ing the school to teach everyone a lesson. Ms. 
Frost appears reluctant at first, stating she didn't want to harm anyone but then appears to 
make up her mind to TP the school. Text messages to and from contact, Mr. Black, discuss a 
pick up point for the Charmin toilet paper. Based on the information on this device, further 
investigation into Mr. Frank and Stella Frost is necessary.

Question 5: The location provided by these database fields is Dulles Town Center, Virginia. 
However, this isn't an actual city in Virginia. After performing a Google search, Dulles Town 
Center is found to be a mall with several different addresses associated with it Dulles Town 
Center, Potomac, Virginia Dulles Town Center, 2110 Dulles Town Circle, Dulles, Virginia 
Dulles Town Center, Dulles Town Circle, Sterling, Virginia All of these city/town locations 
overlap based on the way Virginia establishes its borders. One is a census-based area, one 
is an unincorporated area, etc. Question 26: This question is subjective in its identification 
and linking of usernames based on such limited information and borders on investigation 
rather than examination. Question 28: The wording of this question does not ask for the 
number of the contact listed as Keys High School. This creates an issue if the examiner 
follows up through additional searching and finds that the number for Keys High School is 
actually the number for CTS Testing. Question 32: The username in the question is listed as 
"tourturedteenagesoul88". The actual username in the tumblr database and on the tumblr 
website is "torturedteenagesoul88". So in essence there is no answer to this question if the 
examiner interprets the username literally. Questions 37-40: These questions are subjective 
answers of an investigative nature. Of most concern is question 40 because there is no 
actual list of targets and this information is compiled from various sources including emails 
and the suspension slip. But this information is deductive reasoning based and not based on 
an actual list of targets as is asked in the question.

D8L2EA

additional web searches and images of TP were found as well.DHJ3QD

There is no record of bluetooth connections. There also were no voicemails left on the 
device.

DJFH4A

Confused with your scenario timeline. T-Ping occurred on January 21, 2016 and you did 
not let me know that when did police found the phone (in the beginning understand that 
evidence was seized on January 21, 2016 but from physical data found some information 
after that day. When did police seized the phone January 21, 2016 or February 4, 
2016.????????

FXKN86

We didn't know how flexible we could be with our answers, especially for analysis questions 
that require more detailed reasoning. We didn't know if we could put in where we got our 
answers. We decided to answer very succinctly. For date/time format with UTC offset, I was 
unsure how strictly the format was going to be graded. (e.g. is "02-January-2016; 
12:34:56-5" and "02-January-2016; 12:34:56 UTC-5" both okay?) Perhaps in the future, 
providing a concrete example will help clarify this. We wanted to print our answers. On 
Chrome, printing skipped questions #21 and #36 by default. #36: How many e-mails 
were sent using Yahoo account? Answer can be 3 or 6. In the database 
/data/com.android.browser/app_ace/databases/https_m.mg.mail.yahoo.com_0/1, the 
'messages' table showed 3 messages with 'fid' column as "Sent". But the 'folder' table for 'Sent' 
row with 'total' column shows 6. The test was fair but quite difficult if one has never gone 
deep into the required databases before. More difficult than other computer exams. A bit too 
difficult. It was very time-consuming to double-check the answers.

GQNYD8
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Test has improved on focus of format and expected answer. Although, there are still a few 
questions that leave interpretation of a question with multiple possible answers.

JZ4RHZ

I am sure it is hard to word questions in such a way that alleviates all questions a test subject 
might have. As this is my first test, i'm sure I'll get used to the way questions are asked here. i 
hope there is some feedback on the questions to see which ones, if any, were missed.

KGL8Y2

The raw image could not be processed or viewed with any of the mobile forensic tools that 
are utilized within our laboratory, therefore the majority of the analysis required the use of 
free, open-source database viewers/readers, as well as EnCase.

KUA4A8

Question 3: What is the device name as reported in the android provider’s settings? There 
were multiple possible answers on this one. Again multiple databases on this answer 5: As 
per the LGE weather settings, which city/state is set as the location? (ANSWER MUST BE 
PRESENTED AS “City, State”) Answer: Dulles Town Center, Virgina Question 40: Was a list 
of targets found? If so, what names were on the list? (Provide real names) Answer: Lisa, 
Hilary, Diane, Principal Skinner, and Ms Krabappel Please be more specific if you want first 
name last name it just says real name that could be just first name or could be full name.

MDGY8V

[Participant reported "This service is not provided" for questions 38, 39, 40, 41.]NDV89V

I would encourage encourage the case agent to follow up on leads provided by the analysis 
of the suspect device.

NUDXH3

No. It was a nice testQQ8CHV

[ Participant reported "Not in the scope of our analysis" for question 41.]QVK6NT

A student named Stella Frost (cell phone owner) in the school is under pressure(bullying) like 
she is fat, noone loves her from his school mates,Lisa Frank,Diana Chambers,Hilary Banks. 
But she gets suspension punishment. For this case she wants to revenge and get in touch 
with Lex Luther(Mr Black) by Tumblr (Lex Luther comments about her post) and they share 
their hangout accounts. Lex Luther sends hangout messages and suggets her some ways to 
make TPing planning. By Skype message Lex Luther asks her what she did and she says she 
would do. She sends TP warning email to herself(notyouravaragejoe78@yahoo.com) and 
then sends threat messages to the school's mail adresses.

RR6VHG

There was no record of Bluetooth devices connected to this device. There were no record of 
voicemails on this device.

UQC6QQ

Regarding Time formats: It is unclear if the hours are being asked for in 24 or 12 hour 
format. The "HH" suggests military time and thus why I entered them as such. This is far too 
time intensive. If the object is to see if we can parse out information in databases or within 
hexadecimal, there could be fewer questions and more focus.

VN3F2M
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