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Computer Hard Drive - Windows Analysis
Test No. 22-5561/2 Summary Report

Participants were provided with data yielded from an extraction of a Windows 10 Computer Hard Drive. Additionally,
participants in the 5562 test received a physical USB drive. Examiners were asked to analyze the sample material and
answer questions utilizing their own tools and methods. Data were returned from 95 participants, 43 of which also
returned results associated with the physical USB. These results are compiled in the following tables:

Report Contents: Page

Manufacturer's Information

Summary Comments 7
Table 1: Computer Hard Drive - Windows Analysis Results 8
Table 2: Removable Media Device Results 199
Table 3: Additional Comments 238

This report contains the data received from the participants in this test. Since these participants are located in many countries around the world, and it is
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques,
etc.), the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be
interpreted as such. The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.
These comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode". This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.



Computer Hard Drive - Windows Analysis Test 22-5561/2

Manufacturer's Information

The Computer Hard Drive — Windows Analysis test consisted of evidence data acquired from a Windows 10
computer. The extracted data was provided in a EOQ1 file format. Participants were asked to examine the extracted
data as it relates to a simulated scenario utilizing their own software and methods.

All participants enrolled in the 22-5562: Computer Hard Drive — Windows & Removable Media Storage Analysis test
received an additional component, a physical USB drive shipped in a sealed manila envelope. These participants
were also asked to perform evidence acquisition, extraction, and analysis.

SAMPLE PREPARATION/VALIDATION:

A scripted scenario discussing a homicide case was created to generate user data on a Windows Hard Drive. The
execution of the test production took place within the following date range, 1 February 2022 — 6 March 2022.
Multiple system and third-party applications were used to perform activities and generate the intfended artifacts. A
USB device was used to add user activity on the computer and onto the removable media storage device provided to
participants enrolled in 22-5562.

Data from the subject computer's hard drive was acquired and analyzed using commercial and open-source industry
standard forensic tools. Following sample validation, the image was uploaded to the CTS portal for participants to
download. MD5 digest (cryptographic checksums, or 'hashes') was calculated for the compressed data and provided
to participants to enable validation of a successful download of the files.

The subject USB flash drive was duplicated (cloned) using validated forensic duplication hardware and the SHA1
digest for each duplicated flash device was validated prior to shipment to participants.

VERIFICATION: The combination of internal test validation and the responses received from predistribution testing
structured the final questions utilized in this test. The following list of tools were utilized in the validation of this test:
libewf 20170703, EnCase 8.11, Autopsy 4.19.3, Exiftool 12.05, Registry Explorer 1.6.0.0, Windows 10.0.19044
and included utilities (CMD, Powershell 5.1.19041, EventViewer), EvixExplorer 0.6.5.0, RegRipper 3.9, FTKimager
4.5.0.3, PECmd 1.5.0.0, HxD 2.4.0.0. CTS does not endorse any particular tools.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the
participants responses. Further information and discussion will be available in the final report.

SCENARIO PROVIDED TO PARTICIPANTS

You have been assigned to conduct computer forensic analysis in support of a homicide investigation. The victim was
discovered deceased in their home by apparent strangulation. The Medical Examiner’s report estimates the victim
died sometime between 10 P.M. and midnight (EST), March 5th, 2022. Subsequent investigation by the local police
department identified Alex Andersen as a person of interest in the investigation.

You are being provided with:

-a copy of the forensic image acquired from a computer found in the victim's apartment and

-a USB flash storage device surrendered by Andersen during an interview by police (5562 only)

You have appropriate legal authority to examine the device for evidence related to the suspected homicide and
perform analysis to answer the following questions (5561).

You have appropriate legal authority to examine both devices for evidence related to the suspected homicide (5562
only).

Perform analysis of the data on these devices to answer the following questions. The USB device should be handled
as an item of original seized evidence provided to your lab for acquisition and analysis (5562 only).
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Manufacturer's Information, continued

Question Manufacturer's Expected Response

1 Provide the Stored Acquisition SHA-1 Hash for the provided image, 22.5561.E01.
a’b250cb09fcd6e5e362fcbc268ec6df12dbd418

2 How many partitions are on the hard drive (device imaged as 22-5561.E01)? Provide a
NUMERIC response.
2

3 What is the hostname for this computer?
DESKTOP-RNO1054

4 What operating system (include version and edition) was installed on this computer?
Windows 10 Home

5 Who is the registered owner of this operating system installation?

Jessie Jenkins

6 When was the operating system installed? Provide your response in UTC+0, using the
date/time picker to select the date and time (24-hour).
2022-02-02 05:31

7 When was the computer LAST shutdown gracefully? Provide your response in UTC+0,
using the date/time picker to select the date and time (24-hour).
2022-03-06 05:12

8 Provide the username of the LAST user account created on the system.

chris

9 What is the Security ID (SID) of the registered owner’s user account?
S-1-5-21-3501254099-4204809888-2000606956-1002

10 What is the configured time zone?
Eastern Standard Time, or UTC-5

11 Provide the SHA 1 hash value for the jpeg (.jpg) file captured with a DJI XT2 camera.
03be76ca62406c58e4778f1afac61ce02fe63cbe

12 What search terms did the Jessie Jenkins user search for (FIRST) on google.com on
02/10/2022 at 21:31:07 (UTC-05:00)?
local meetups in reston

13 Provide the path and filename of the file containing the term “Micrathene”.
C:\Users\Jessie Jenkins\Documents\Book1.xlsx

14 What event was scheduled to occur at the location user Jessie Jenkins searched for
directions to on 02/24/2022 21:11:51 (UTC-05:00)?
Mardis Gras Masquerade Party (Meetup) at Rebel Taco in Washington, DC

15 What was the name of the wireless network to which the computer was connected?

JenkinsHome

16 What IP address was assigned by this network?
192.168.3.121

Printed: 15-August-2022 (3) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2

Manufacturer's Information, continued

Question Manufacturer's Expected Response

17

18

19

20

21

22

23

24

25**

26

27

28

29

30

From whom (provide name and email address) did Jessie Jenkins receive an email on
02/26/2022 17:39 (UTC-05:00)?

Name: Alex Andersen

Email: alwaysalexandersen@gmail.com

Where and when did Jessie ultimately agree to meet the person from the response for
question 17?

Where: Founding Farmers Reston

When: 2022-03-05 20:00

According to the Windows Event Logs, what comment was given for the computer
shutdown on 2/25/22 3:29 AM (UTC+0)?
time for bed

On what date and time, and to what user account was the LAST successful login to this
computer? Provide your response in UTC+0, using the date/time picker to select the date
and time (24-hour).

Date & Time: 2022-03-06 05:07

User Account: Jessie Jenkins

How many failed logins immediately preceded the successful one in question 20? Provide
a NUMERIC response.
6

How many times was the Electrum program executed (not the installer)? Provide a
NUMERIC response.
6

What is the original (pre-deletion) path and name of $IBBOQWJ.doc (found in the user
Jessie Jenkins’ Recycle Bin)?
C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc

What is the file TYPE for the file with SHA-1 hash
61cf7b3e81a6276e1ae5953fcf09f1e99f5bea78?
File Type: Portable Network Graphic or PNG

What is the $FILE NAME Attribute created date and time for PoorFairJaguar.htmi?
Provide your response in UTC+0, using the date/time picker to select the date and time

(24-hour).
2022-02-20 18:55 (UTC+0)

What does the HostUrl for PXL 20211121 130028206.jpg indicate about its source?
Downloaded from the Internet as a mail-attachment

What email client and version did the administrator install?
Mozilla Thunderbird (x64 en-US) v.91.6

What is the file status of C:\Users\Jessie Jenkins\Pictures\132p61j53ai81.jpg?
Deleted, not overwritten

Who is listed as the author of AliveTroubledSalmon.doc?
vhamocbrewsp

What is the name of the file that contains a string consisting of two letters, five numbers,_
“"CW"”, and four nhumbers (e.q., AA12345CW1234)?
CheerfulSuperDonkey.text
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Manufacturer's Information, continued

Question Manufacturer's Expected Response

31 Who has the U.S. phone humber beginning in "57" and ending in "57"? What is the full
phone number?
Who: Jessie Jenkins
Phone Number: (571) 302-4357

32 For the photo that was sent to Jesse [Jessie] Jenkins from John Jenkins, provide the
name of the file and the GPS coordinates where the photo was taken. Provide your
response in the format: ##.#### N/S, ##.#### E/W
18.3626 N, 64.7298 W and other versions representing the same information

Printed: 15-August-2022 (5) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2

Manufacturer's Information, continued

Removable Media Analysis: USB Drive
Test No. 22-5562

Question Manufacturer's Expected Response

33**

34**

35

36

37

38

39**

40

41

42

43

A4**

Provide the SHA256 hash for the USB device.
D7C4034A6A0EB86785B61EAFF1869CBDA440B01FAD959EBFS8A1FES89384327D12

How many ACTIVE partitions are on the device? Provide a NUMERIC response.
1

What is the volume serial number of the NTFS partition (The first 4 bytes (little endian))
as it would be reported/displayed by Windows?
2469-CFE18

What is the nhame (Volume Label) of the NTFS Partition?
New Volume

What text is visible in the photo file containing six cats/kittens?
LMAO

What is the file TYPE of the file with SHA-1 hash
613cd9e96da949694014ccf77e63005cb99d7d49?
JPEG, JPG or JFIF

Provide the SHA256 hash of the file named default wallet (not default wallet.backup).
20649e413c8dbe9f2248dbf6cc74eb39f9489ec17d7e4004f4df69c7e8e10848

On what date and time was the file default wallet created on the USB media? Provide
your response in GMT, using the date/time picker to select the date and time (24-hour).
2022-03-06 05:11 GMT

In unallocated space on the NTFS partition on this device is a deleted photo of a mallard
duck. What text is visible in the image?
platyrhynchos

What is the file TYPE for the file with Created Time = 2017-12-20 14:23:53 GMT?
JPEG, JPG or JFIF

Who is the owner of default wallet.backup?
Jessie Jenkins

Place the following events in the order in which they occurred (report each letter in order
separated by a comma, e.q. A,B,C,D,E):

A. the creation of the file referenced in USB question 40

B. scheduled meeting referenced in question 18

C. failed logins referenced in question 21

D. the last execution of the program referenced in question 22

E. approximate time of victim’s death as provided by the medical examiner

B,E,C,D,A
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Summary Comments

The purpose of this Computer Hard Drive — Windows Analysis Test is to allow participants to evaluate their proficiency
in analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted
scenario, the data extracted from a Windows 10 computer, and a series of questions related to the extracted data.
Additionally, participants enrolled in the 22-5562: Computer Hard Drive — Windows & Removable Media Storage
Analysis test received a physical USB drive. These participants were asked to perform evidence acquisition, extraction,
and analysis. (See Manufacturer’s Information for preparation details, test scenario, and test questions.)

The participants were requested to analyze various digital artifacts including: image details, settings, external media,

native and third-party applications, communications, and web browser history.

A total of 95 participants returned results for the 5561 Computer Hard Drive - Windows Analysis test. Of the 32 total
questions, two questions did not reach a consensus response. These questions dealt with the following topics:
providing the comment given for the computer shutdown on a specified date and time and providing the creation date
and time for the $FILE_NAME attribute for PoorFairJaquar.himl.

Of the participants enrolled in the 5562 Removable Media Storage Analysis test, 43 returned results. Four of the
twelve questions did not achieve a consensus response. Topics for these four questions include: providing SHA256
hash of USB device, providing the quantity of active partitions on the device, providing SHA256 hash of a specific file
and placing events in chronological order.

The Digital Forensics field is increasing in complexity with a variety of tools to choose from; this directly affects the

ability to determine clear consensus responses. Therefore, for this test, participants are encouraged to follow their

laboratory's policies and procedures when evaluating their responses to these proficiency test questions.
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

Question 1: Provide the Stored Acquisition SHA-1 Hash for the provided image, 22.5561.E01.
Manufacturer's a7b250cb0%fcdb6e5e362fcbc268ecé6df12dbd418

Expected Response:

WebCode Response

Test

2GYK6H-  A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5562

37HZM7- a7b250cb09fcdb6e5e362fcbc268ecbé6df12dbd418

5561

3ERMDL- A7B250CB09FCD6ESE362FCBC268EC6DF12DBD418
5562

3J2MUJ- a7b250cb09fcdb6e5e362fcbc268ecé6df12dbd418

5561

3W8X27- a7b250cb09fcdbe5e362fcbc268ecé6df12dbd418

5561

4ELR7K- 1AC729C981DFAE5668F12DE3OBEFC9937FDD12EF
5562

6GRCUL- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5562

6XRIND- A7B250CB0O9FCD6ESE362FCBC268EC6DF12DBD418
5562

7CPVTB- 1ac729c981dfae5668f12de30befc9937fdd12ef See Additional Comments on Page 3
5561

8PW7XC-  A7B250CBO?FCD6ESE362FCBC268EC6DF12DBD418
5562

8YYIXD- The SHA-1 Hash for the provided image file is (a7b250cb09fcdb6e5e362fcbc268ecé6df12dbd4 18). Below the
5562 FTK images showing the images verifies results.

8ZU2ZE- a7b250cb09fcdb6e5e362fcbc268ecédf12dbd418

5562

98A6KL- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5561

9WRPDD-  a7b250cb0%fcdée5e362fcbc268ecédf12dbd418

5562

97BF4H- 1AC729C981DFAE5668F12DE30OBEFC9937FDD12EF
5561

A7BERC- a7b250cb09fcdb6e5e362fcbc268ecé6df12dbd418

5562

ARP7Qé6- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5561

B6WATE- A7B250CB09FCD6ESE362FCBC268EC6DF12DBD418
5561

BOWHYA- SHA-1 Base 16 - 1AC729C981DFAE5668F12DE30BEFC9937FDD12EF
5561
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Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode Response

Test

BNOWGS8-  a7b250cb09fcdbe5e362fcbc268ecédf12dbd418

5562

BVR2DE- A7B250CB09FCD6ESE362FCBC268EC6DF12DBD418
5562

BYPLFC- 1ac729c981dfae5668f12de30befc?937tdd 12ef

5562

CMTYNS- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5561

CN44Vé6- a7b250cb09fcdb6e5e362fcbc268ecbédf12dbd418

5561

DHRBK?7- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5562

E7WKY6- A7B250CB0O9FCD6ESE362FCBC268EC6DF12DBD418
5561

E7XH9Z- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5561

EAWU6GZ-  a7b250cb09fcdbe5e362fcbc268ecédf12dbd418

5561

EREXP8- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5561

EX67D8- A7B250CB09FCD6ESE362FCBC268EC6DF12DBD418
5562

EZEWXB- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5561

F2G9Z3- a7b250cb09fcdb6e5e362fcbc268ecédf12dbd418

5562

F8L898- a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

5562

FGDPP2- a7b250cb09fcdbe5e362fcbc268ecédf12dbd4 18

5562

FL36D9- |028408BDBO7] 7C1DC17E287D213B449B4EE9CD1F9489E78DD6A2829728BCE730
5562

FVTQJ7- A7B250CB09FCD6ESE362FCBC268EC6DF12DBD418
5562

FXXHAY - |9885cb57c4db34926b1bbe95015bdbebc3705563
5561

G8GC37- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5561

GCTZYW- 1AC729C981DFAE5668F12DE30OBEFC9937FDD12EF
5561

GFWVHY-  a7b250cb0%fcdée5e362fcbc268ecéddf12dbd418
5561
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Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNIW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PRHXH6-
5562

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

1ac729c981dfae5668f12de30befc?937tdd 12ef

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

a7b250cb09fcdb6e5e362fcbc268ecbé6df12dbd418

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

Sha-1 Basel16 is TAC729C981DFAE5668F12DE30BEFC9937FDD12EF;
base 32 is DLDSTSMB36XFM2HRFXRQX36JSN752EXP

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

1AC729C981DFAE5668F12DE30BEFC9937FDD12EF

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

|1AC729C981 DFAE5668F12DE30BEFC9937FDD12EF

|1AC729C981 DFAE5668F12DE30BEFC9937FDD12EF

a7b250cb09fcdb6e5e362fcbc268ecé6df12dbd418

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

a7b250cb09fcdb6e5e362fcbc268ecédf12dbd418

Hash (SHAT) A7B250CBOYFCD6ESE362FCBC268ECSDF12DBD418

|9885cb57c4db34926b1 bbe?5015bdbebc3705563

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

a7b250cb09fcdb6e5e362fcbc268ecé6df12dbd418

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

1ac729c981dfae5668f12de30befc9937tdd 12ef

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
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Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode Response

Test

PTTY3H- a7b250cb09fcdb6e5e362fcbc268ecb6df12dbd418

5562

PV4KAY- stored SHA-1: a7b250cb09fcdb6e5e362fcbc268ec6df12dbd418
5561

PZAFUR- a7b250cb09fcdbe5e362fcbc268ecédf12dbd418

5562

Q8PGRF-  A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5561

QKG3YW- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5562

QMMIQ-  a7b250cb0%fcdbe5e362fcbc268ecédf12dbd418

5561

QQA3XWU- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5561

QVYKR4- a7b250cb09fcdbe5e362fcbc268ecédf12dbd418

5562

R8KDG3- a7b250cb09fcdbe5e362fcbc268ecédf12dbd418

5562

RFWD9R- a7b250cb09fcdbe5e362fcbc268ecé6df12dbd418

5562

RNVWQP- Hash (SHA-1): A7B250CB09FCD6E5SE362FCBC268EC6DF12DBD4 18
5561

T4JR6P- A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418
5562

TA98UW-  a7b250cb09fcdbe5e362fcbc268ecbdf12dbd418

5561

TE2AXW- 1ac729c981dfae5668f12de30befc9937fdd12ef

5561

TWHDG3- a7b250cb0%9fcdb6e5e362fcbc268ecéddi12dbd418

5561

URL94P- |]AC729C98] DFAE5668F12DE30BEFC9937FDD12EF
5562

VKGWHC-  a7b250cb09fcdb6e5e362fcbc268ecbédf12dbd418

5561

VRFDXN- | 1ac729c981dfae5668f12de30befc99371dd12ef

5561

VU4RLY- |o7b250cb09fd6e5e362fcbc2c’>8ec6dﬂ 2dbd418

5562

WBGWLF- |9885cb57c4db34926b1bbe95015bdbebc3705563
5561

WRDQDP-  a7b250cb0%9fcdb6e5e362fcbc268ecéddi12dbd418

5562
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

a7b250cb09fcdbe5e362fcbc268ecé6df12dbd418

1ac729c981dfae5668f12de30befc?937tdd 12ef

a7b250cb09fcdbe5e362fcbc268ec6df12dbd418

[Participant did not return results for this question.]

a7b250cb09fcdbe5e362fcbc268ecé6df12dbd418

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

TAC729C981DFAES5668F12DE30BEFC?937FDD12EF

The SHA-1 Hash for the provided image file is (a7b250cb09fcdé6e5e362fcbc268ecédf12dbd4 18). Below the

FTK images showing the images verifies results.

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

1ac729c981dfae5668f12de30befc?937tdd 12ef

A7B250CBO9FCD6ESE362FCBC268EC6DF12DBD418

Question 1: Provide the Stored Acquisition SHA-1 Hash for the provided image, 22.5561.E01.

Consensus Result:

a7b250cb0%9fcdbe5e362fcbc268ecédf12dbd418

Expected Response Explanation:

The verification hash is embedded in the .EO1 (EWF) forensic container file by the acquisition tool. Forensic tools
that support the Expert Witness Format (EWF) will parse and display this information.
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Computer Hard Drive - Windows Analysis Test 22-5561/2

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 1 - Examination Questions

Expected Response |llustration:
ewfinfo (LIbewf) parse of 22-5561.E01 metadata

(322122547286 bytes)

Fedlla Jal

Other Responses:

Another 19% of participants reported the SHAT hash (1ac729c¢981dfae5668f12de30befc9937fdd12ef) of the
22-5561.E01 file, not the stored verification hash of the evidence data it contains.
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Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

Question 2: How many partitions are on the hard drive (device imaged as 22-5561.E01)2 Provide a
NUMERIC response.

Manufacturer's 2
Expected Response:

WebCode Response

Test
2GYK6H- 2
5562
37HZM7 - 2
5561
3ERMDL- 2
5562
3J2MUJ- 2
5561
3W8X27- 2
5561
4ELR7K- 2
5562
6GRCUL- 2
5562
6XRIND- 2
5562
7CPVTB- 2
5561
8PW7XC- 2
5562
8YYJIXD- 2
5562
87ZU27ZE- 2
5562
98A6KL- 2
5561
9WRPDD- 2
5562
97BF4H- 2
5561
A7BERC- 2
5562
ARP7Q6- 2
5561
BOWATE- 2
5561
BOWHYA- 2
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode Response

Test
BNOWGS- 2
5562

BVR2DE- 2
5562

BYPLFC- 2
5562
CMTYN8- 2
5561

CN44Vvé- 2
5561

DHRBK7- [Participant did not return results for this question.]
5562
E7WKY6- 2
5561

E7XH9Z- 2
5561
EAWU6Z- 2
5561

EREXP8- 2
5561

EX67D8- 2
5562

EZEWXB- 2
5561

F2G973- 2
5562

F8L898- 2
5562

FGDPP2- 02
5562

FL36D9- 2
5562

FVTQJ7- 2
5562

FXXHAY- 2
5561
G8GC37- 2
5561
GCTZYW- 2
5561
GFWVHY- 2
5561

Printed: 15-August-2022 (15) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode Response

Test
GLX6QD- 2
5562
GR9ZT2- 2
5561
HDM36C- 2
5561
HDM9G8- 2
5561
HEVFPY- 2
5561
HPTDCY- 2
5561
HWZPPY- 2
5562
HXQYL3- 2
5562
JEDQ2D- 2
5562
JQB4YN- 2
5561
K4BTM4- 2
5561
KOGNoW- 2
5561
KA2332- 2
5562
KDZDY2- 2
5561
LTKL96- 2
5562
LYVGBT- 2
5561
MW334U- 2
5561
PPRVBV- 2
5561
PPUJUU- 2
5561
PQ9IR3V- 2
5561
PRHXH6- 2
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode Response

Test
PTTY3H- 2
5562
PV4KAY- 2
5561
PZAFUR- 2
5562
QB8PGRF- 2
5561
QKG3YW- 2
5562
QIMMIQ- 2
5561
QQ3XWU- 2
5561
QVYKR4- 2
5562
RBKDGS3- 2
5562
RFWD9R- 2
5562
RNWQP- 2
5561
T4JR6P- 2
5562
TA98UW- 2
5561
TE2AXW- 2
5561
TWHDG3- 2
5561
URL94P- 2
5562
VKGWHC- 2
5561
VRFDXN- 2
5561
VU4RLY- 2
5562
WB6WLF- 2
5561
WRDQDP- 2
5562
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7Z]-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

[Participant did not return results for this question.]

Question 2: How many partitions are on the hard drive (device imaged as 22-5561.E01)2 Provide a

NUMERIC response.

Consensus Result:

2

Expected Response Explanation:

The number of device partitions can be determined by reviewing the partition table with most forensic suites or
imaging tools. This device has two partitions.
Expected Response lllustration:

EnCase Report of Drive Geometry

Partitions
Mame Id | Type Start | Total Sectors Sire
Sector
07 |NTF= 2,048 102,400 50 MBE
W IMNTFS 104,448 b, B08, 064 9.9 GB
Printed: 15-August-2022 (18)
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 2 - Examination Questions

fdisk parse of image partition table
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

Question 3: What is the hostname for this computer?
Manufacturer's DESKTOP-RNO1054

Expected Response:

WebCode Response

Test

2GYK6H- DESKTOP-RNO1054
5562

37HZM7- DESKTOP-RNO 1054
5561

3ERMDL- DESKTOP-RNO1054
5562

3J2MUJ- DESKTOP-RNO 1054
5561

3W8X27- DESKTOP-RNO1054
5561

4ELR7K- DESKTOP-RNO 1054
5562

6GRCUL- DESKTOP-RNO1054
5562

6XRIND- DESKTOP-RNO 1054
5562

7CPVTB- DESKTOP-RNO1054
5561

8PW7XC- DESKTOP-RNO 1054
5562

8YYJXD- Jessie Jenkins

5562

8ZU2ZE- DESKTOP-RO1054
5562

98A6KL- DESKTOP-RNO1054
5561

9WRPDD-  DESKTOP-RNO1054
5562

97BF4H- Jessie Jenkins

5561

A7BERC- DESKTOP-RNO 1054
5562

ARP7Qé6- DESKTOP-RNO1054
5561

BOWATE- DESKTOP-RNO 1054
5561

BOWHYA-  DESKTOP-RNO1054
5561
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode Response

Test

BNOWGS8-  DESKTOP-RNO1054
5562

BVR2DE- DESKTOP-RNO1054
5562

BYPLFC- DESKTOP-RNO 1054
5562

CMTYNS- DESKTOP-RNO1054
5561

CN44Vé6- DESKTOP-RNO 1054
5561

DHRBK7- DESKTOP-RNO1054
5562

E7WKY6- DESKTOP-RNO 1054
5561

E7XH9Z- DESKTOP-RNO1054
5561

EAWU6Z- DESKTOP-RNO 1054
5561

EREXP8- DESKTOP-RNO1054
5561

EX67D8- DESKTOP-RNO 1054
5562

EZEWXB- DESKTOP-RNO1054
5561

F2G973- DESKTOP-RNO 1054
5562

F8L898- DESKTOP-RNO1054
5562

FGDPP2- DESKTOP-RNO 1054
5562

FL36D9- DESKTOP-PNO154
5562

FVTQJ7- DESKTOP-RNO 1054
5562

FXXHAY - DESKTOP-RNO1054
5561

G8GC37- DESKTOP-RNO1054
5561

GCTZYW- DESKTOP-RNO1054
5561

GFWVHY- DESKTOP-RNO1054
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode Response

Test

GLX6QD- DESKTOP-RNO1054
5562

GR9ZT2- DESKTOP-RNO 1054
5561

HDM36C-  DESKTOP-RNO1054
5561

HDM9G8-  DESKTOP-RNO1054
5561

HEVFPY- DESKTOP-RNO1054
5561

HPTDCY- DESKTOP-RNO 1054
5561

HWZPPY- DESKTOP-RNO1054
5562

HX9YL3- DESKTOP-RNO 1054
5562

JEDQ2D- DESKTOP-RNO1054
5562

JQ84YN- DESKTOP-RNO 1054
5561

K4BTM4- DESKTOP-RNO1054
5561

KOGN9W-  DESKTOP-RNO1054
5561

KA2332- DESKTOP-RNO 1054
5562

KDZDY2- JenkinsHome

5561

LTKL96- DESKTOP-RNO1054
5562

LYVGBT- Desktop-RNO 1054
5561

MW334U-  DESKTOP-RNO1054
5561

PPRVBV- DESKTOP-RNO 1054
5561

PPUJUU- DESKTOP-RNO 1054
5561

PQYR3V- DESKTOP-RNO 1054
5561

PRHXH6- DESKTOP-RNO1054
5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode Response

Test

PTTY3H- DESKTOP-RNO1054
5562

PV4KAY- DESKTOP-RNO1054
5561

PZAFUR- DESKTOP-RNO1054
5562

Q8PGRF- DESKTOP-RNO 1054
5561

QKG3YW-  DESKTOP-RNO1054
5562

QLMMIJQ-  DESKTOP-RNO1054
5561

QQ3XWU- DESKTOP-RNO1054
5561

QVYKR4- DESKTOP-RNO1054
5562

R8KDG3- DESKTOP-RNO1054
5562

RFWD9R- DESKTOP-RNO1054
5562

RNVWQP- DESKTOP-RNO1054
5561

T4JR6P- DESKTOP-RNO1054
5562

TA98UW-  DESKTOP-RNO1054
5561

TE2AXW- DESKTOP-RNO1054
5561

TWHDG3-  DESKTOP-RNO1054
5561

URL94P- DESKTOP-RNO1054
5562

VKGWHC-  DESKTOP-RNO1054
5561

VRFDXN- VictimComputer
5561

VU4RLY- DESKTOP-RNO1054
5562

WB6GWLF-  DESKTOP-RNO1054
5561

WRDQDP-  DESKTOP-RNO1054
5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

WebCode Response

Test

WXJKCR- DESKTOP-RNO1054
5562

X7U2JR- DESKTOP-RNO1054
5561

XB3L8N- DESKTOP-RNO1054
5562

XGEEHM-  DESKTOP-RNO1054
5561

Y4AWCCF-  DESKTOP-RNO1054
5561

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- DESKTOP-RNO1054
5561

YL2H7J- DESKTOP-RNO1054
5562

YLG7Z- DESKTOP-RNO1054
5562

ZD74EJ- Jessie Jenkins

5561

ZDHVAK- DESKTOP-RNO1054
5562

ZG7AXV- DESKTOP-RNO1054
5561

ZLZ4XH- DESKTOP-RNO1054
5561

Question 3: What is the hostname for this computer?
Consensus Result:
DESKTOP-RNO 1054

Expected Response Explanation:

This value is stored in the Windows System registry at ControlSet00 1\Contro\NComputerName\ComputerName.
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 3 - Examination Questions

Expected Response lllustration:

Registry Explorer view of computer name registry key

vdlucs

Value Name T Value Type |Data

% |afc Aflc Aflc

(default) RegSz MNMSsrvc

» | ComputerNa... RegSz EDESI(TOP-RN01054
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

Question 4: What operating system (include version and edition) was installed on this computer?

Manufacturer's Windows 10 Home
Expected Response:

WebCode Response

Test

2GYK6H-  Windows 10 Home

5562

37HZM7-  Windows 10 Home. Build Number=19044. Version=2009.
5561

3ERMDL- Windows 10 Home Edition Version 6.3

5562

3J2MUJ- Windows 10 Home (2009), Version 6.3

5561

3W8X27- Windows 10 Home Version 6.3

5561

4ELR7K- Windows 10 Home (2009) 6.3 Core

5562

6GRCUL-  Windows 10 Home 21H2

5562

6XRIND- Windows 10 Home

5562

7CPVTB- Windows 10 Home version 6.3 (1904 1.vb_release.191206-1406)
5561

8PW7XC- Windows 10 Home version 21H2

5562

8YYJIXD- Windows 10 Home (2009), version number (603) core
5562

8ZU2ZE- Windows 10 Home (2009) v 6.3

5562

98A6KL- Windows 10 Home 6.3 (19044)

5561

9WRPDD-  Windows 10 Home (2009), nimero de versién 6.3

5562

9ZBF4H- Windows 10 Home (2009) Version Number: 6.3 Operating system version: Core Build Number: 19044
5561

A7BERC- Windows 10 Home (2009) version 6.3 build number 19044
5562

ARP7Qé6- Windows 10 Home (version: 6.3 edition: Core)

5561

B6WATE- Windows 10 Home Edition Version 6.3

5561

B9WHYA-  Windows 10 Home, Version 6.3

5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode Response

Test
BNOWGS8-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS-
5561

CN44V6-
5561

DHRBK7-
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXP8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G973-
5562

F8L898-
5562

FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

FXXHAY -
5561

G8GC37-
5561

GCTZYW-
5561

GFWVHY-
5561

Windows 10 Home, Version :- 6.3, Build Number :- 19044

Windows 10 Home, Version 6.3

Microsoft Windows 10 Home (2009) version 6.3

Windows 10 Home, version 6.3, build 19044

6.3 Windows 10 Home

Windows 10 Home (2019) v6.3

Windows 10 Home

Windows 10 Home 6.3 Core

Windows 10 Home (2009) version 6.3 and Core edition

Windows 10 Home

Windows 10 Home (2009) 6.3

Windows 10 Home (2009) Version: 6.3

Windows 10 Home (2009) Version 6.3 19044

Windows 10 Home (2009) / Version 6.3 / Build 19044

Windows 10 Home

Windows 10 Home (2009) Version 6.3

Windows 10 Home, Version: 6.3, Edition: Core, Build: 19044

Windows 10 Home 2009

Windows 10 Home 19044

Windows 10 Home (2009) v.6.3

Windows 10 Home (2009) Version 6.3 Build Number 19044

Test 22-5561/2
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNOW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PRHXH6-
5562

Windows 10 Home Edition

Windows 10 Home

Windows 10 Home Edition

Windows 10 Home (2009) version 6.3

Windows 10 Home version 6.3 (2009)

Windows 10 Home version-6.3 build-19044

Windows 10 Home Version 6.3 Core 21H2

Windows 10 Home (2009) Version Number 6.3

Windows 10 Home

Windows 10 Home (2009) Version 6.3

Windows 10 Home (2009)

Windows 10 Home 2009 version 6.3

Windows 10 Home

Windows 10 Home

Windows 10 Home (2009), version 6.3

Windows 10 Home (2009)

Windows 10 Home 2009 6.3

Windows 10 Home (2009) Version 6.3

Windows 10 Home (2009) 6.3

Windows 10 Home (2009) v 6.3

Windows 10 Home

Test 22-5561/2
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode Response

Test

PTTY3H- Windows 10 Home

5562

PV4KAY- Windows 10 Home (2009), version 6.3
5561

PZAFUR- Windows 10 Home (2009), version 6.3
5562

Q8PGRF-  Windows 10 Home edition, version 21H2
5561

QKG3YW-  Windows 10 Home (2009) Version 6.3 and Build 19044
5562

QIMMIQ-  Windows 10 Home Version: 6.3

5561

QQ3XWU-  Windows 10 Home

5561

QVYKR4- Windows 10 Home

5562

R8KDG3- Windows 10 Home v21H1

5562

RFWD9R- Windows 10 Home, version 6.3

5562

RNWQP-  Windows 10 Home (version 20H2)
5561

T4JR6P- Windows 10 Home (2009) Version 6.3
5562

TA98UW-  Windows 10 Home

5561

TE2AXW- Windows 10 Home

5561

TWHDG3-  Windows 10 Home

5561

URL94P- Windows 10 Home version 6.3 Build number 19044
5562

VKGWHC-  Windows 10 Home Edition (Version 6.3)
5561

VRFDXN- Windows 10 Home 6.3

5561

VUA4RLY- Windows 10 Home(2009) Version 6.3
5562

WB6WLF-  Windows 10 Home (2009) ver. 6.3
5561

WRDQDP-  Microsoft Windows 10 Home

5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7Z]-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

Windows 10 Home (2009) Core, version 6.3

Windows 10 Home version 6.3

Windows 10 Home

Windows 10 Home (2009) v6.3

Windows 10 Home 21H2

[Participant did not return results for this question.]

Windows 10 Home (2009), version 6.3

Windows 10 (Edition Home) (Version 19044)

Windows 10 Home (2009) 6.3

Windows 10 Home (2009), version number (603) core

Windows 10 Home, version 6.3, build 19044

Windows 10 Home v6.3 Core Edition

Windows 10 Home

Question 4: What operating system (include version and edition) was installed on this computer?

Consensus Result:

Windows 10 Home

Expected Response Explanation:

This information is found in the Windows Software registry at C:\Windows\System32\Config\Software:
Microsof\Windows NT\CurrentVersion: ProductName.
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Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 4 - Examination Questions

Expected Response lllustration:

Registry Explorer view showing Windows version and edition in the Software registry hive

Values
Value Name Value Type | Data

¢ |Af)c Afdc Ac
InstallationType  RegSz Client
InstallDate RegDword 1643779866

» | ProductName RegSz Windows 10 Home
Releaseld RegSz 2009
SoftwareType RegSz System
UBR ReaDword 1526
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

Question 5: Who is the registered owner of this operating system installation?

Manufacturer's Jessie Jenkins
Expected Response:

WebCode Response

Test
2GYK6H- Jessie Jenkins
5562
37HZM7 - Jessie Jenkins
5561
3ERMDL- Jessie Jenkins
5562
3J2MUJ- Jessie Jenkins
5561
3W8X27- Jessie Jenkins
5561
4ELR7K- Jessie Jenkins
5562
6GRCUL- Jessie Jenkins
5562
6XRIND- Jessie Jenkins
5562
7CPVTB- Jessie Jenkins
5561
8PW7XC- Jessie Jenkins
5562
8YYJXD- Jessie Jenkins
5562
87ZU27ZE- Jessie Jenkins
5562
98A6KL- Jessie Jenkins
5561
9WRPDD-  Jessie Jenkins
5562
97BF4H- Jessie Jenkins
5561
A7BERC- Jessie Jenkins
5562
ARP7Q6- Jessie Jenkins
5561
BOWATE- Jessie Jenkins
5561
BOWHYA-  Jessie Jenkins
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode Response

Test

BN9WGS8-  Jessie Jenkins
5562

BVR2DE- Jessie Jenkins
5562

BYPLFC- Jessie Jenkins
5562

CMTYNS8-  Jessie Jenkins
5561

CN44Vé6- Jessie Jenkins
5561

DHRBK?- Jessie Jenkins
5562

E7WKY6- Jessie Jenkins
5561

E7XH9Z- Jessie Jenkins
5561

EAWU6Z- Jessie Jenkins
5561

EREXP8- Jessie Jenkins
5561

EX67D8- Jessie Jenkins
5562

EZEWXB- Jessie Jenkins
5561

F2G9Z3- Jessie Jenkins
5562

F8L898- Jessie Jenkins
5562

FGDPP2- Jessie Jenkins
5562

FL36D9- Jessi Jenkins
5562

FVTQJ7- Jessie Jenkins
5562

FXXHAY- Jessie Jenkins
5561

G8GC37-  lessie Jenkins
5561

GCTZYW-  lessie Jenkins
5561

GFWVHY-  Jesse Jenkins
5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode Response

Test
GLX6QD- Jessie Jenkins
5562
GR9ZT2- Jessie Jenkins
5561
HDM36C-  Jessie Jenkins
5561
HDM9G8-  Jessie Jenkins
5561
HEVFPY- Jessie Jenkins
5561
HPTDCY- Jessie Jenkins
5561
HWZPPY- Jessie Jenkins
5562
HXQYL3- Jessie Jenkins
5562
JEDQ2D- Jessie Jenkins
5562
JQB84YN- Jessie Jenkins
5561
K4BTM4- Jessie Jenkins
5561
KOGN9W-  Jessie Jenkins
5561
KA2332- Jessie Jenkins
5562
KDZDY2- Jessie Jenkins
5561
LTKL96- Jessie Jenkins
5562
LYVGBT- Jessie Jenkins
5561
MW334U-  Jessie Jenkins
5561
PPRVBV- Jessie Jenkins
5561
PPUJUU- Jessie Jenkins
5561
PQYR3V- Jessie Jenkins
5561
PRHXH6- Jessie Jenkins
5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

WebCode Response

Test

PTTY3H- Jessie Jenkins
5562

PV4KAY- Jessie Jenkins
5561

PZAFUR- Jessie Jenkins
5562

Q8PGRF- Jessie Jenkins
5561

QKG3YW-  Jessie Jenkins
5562

QLMMIQ-  Jessie Jenkins
5561

QQ3XWU- Jessie Jenkins
5561

QVYKR4- Jessie JENKINS
5562

R8KDG3- Jessie Jenkins
5562

RFWD9R- Jessie Jenkins
5562

RNVVQP- Jessie Jenkins
5561

T4JR6P- Jessie Jenkins
5562

TA98UW-  Jessie Jenkins
5561

TE2AXW- Jessie Jenkins
5561

TWHDG3-  Jessie Jenkins
5561

URL94P- Jessie Jenkins
5562

VKGWHC-  Jessie Jenkins
5561

VRFDXN- Jessie Jenkins
5561

VU4RLY- Jessie Jenkins
5562

WB6WLF- Jessie Jenkins
5561

WRDQDP-  Jessie Jenkins
5562
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Question 5 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

[Participant did not return results for this question.]

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

Question 5: Who is the registered owner of this operating system installation?

Consensus Result:

Jessie Jenkins

Expected Response Explanation:

This information is found in the Windows Software registry at C:\Windows\System32\Config\Software:
Microsof\Windows NT\CurrentVersion: RegisteredOwner.
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 5 - Examination Questions

Expected Response lllustration:

Registry Explorer view showing the registered owner in the Software registry hive

8 Reqistry Explorer v1.6.0.0
File Tools Options Bookmarks (22/0) View Help

Registry hives {11 Available book ’ Values

0 search... Find
Value Name Walue Type Data
Key name # aflc ALl "0-

¥ |1l - DigitalProductld RegBinary A4-00-00-00-03-00-00-00-30-30-33-32-36-20-3..,
' SN A DigitalPreductidd RegBinary  FB-04-00-00-04-00-00-00-30-00-33-00-36-00-31...
C Currentiersion DisplayWersion Regsz 21H2

b P CurrentVersion »  RegisteredCwner RegSz [3essie Jenkins |
' Davices ReglsteredCrganization Regsz
b EMDMgmt InstallTime RegQword  132882534663482544

3 Image File Execution Oplia
[ Intermet Explorer
, i T Type viewer Slack viewer Binary viewer

b MetwarkCards Value name Registerad{wner
b MetworkList

Value byps Regsz
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Question 6 - Examination Questions

Question 6: When was the operating system installed? Provide your response in UTC+0, using the
date/time picker to select the date and time (24-hour).
Manufacturer's 2022-02-02 05:31

Expected Response:

WebCode Response

Test
2GYK6H-  2022-02-02 05:31
5562
37HZM7-  2022-02-02 05:31
5561
3ERMDL- 2022-02-02 05:31
5562
3J2MU- 2022-02-02 05:31
5561
3W8X27- 2022-02-02 05:31
5561
4ELR7K- 2022-02-02 05:31
5562
6GRCUL-  2022-02-02 05:31
5562
6XRIND- 2022-02-02 05:31
5562
7CPVTB- 2022-02-02 05:31
5561
8PW7XC- 2022-02-02 05:31
5562
8YYJIXD- 2022-02-02 05:31
5562
87ZU27ZE- 2022-02-02 05:31
5562
98A6KL- 2022-02-02 05:31
5561
9WRPDD- 2022-02-02 05:31
5562
97BF4H- 2022-02-02 05:31
5561
A7BERC- 2022-02-02 05:31
5562
ARP7Q6- 2022-02-02 05:31
5561
BOWATE- 2022-02-02 05:31
5561
BOWHYA- 2022-02-02 05:31
5561
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Question 6 - Examination Questions

WebCode Response

Test
BNOWGS8-  2022-02-02 05:31
5562
BVR2DE- 2022-02-02 05:31
5562
BYPLFC- 2022-02-02 05:31
5562
CMTYN8-  2022-02-02 05:31
5561
CN44Vé6- 2022-02-02 05:31
5561
DHRBK7? - 2022-02-02 05:31
5562
E7WKY6- 2022-02-02 05:31
5561
E7XH9Z- 2022-02-02 05:31
5561
EAWU6GZ- 2022-02-22 05:31
5561
EREXP8- 2022-02-02 05:31
5561
EX67D8- 2022-02-02 05:31
5562
EZEWXB- 2022-02-02 05:31
5561
F2G973- 2022-02-02 05:31
5562
F8L898- 2022-02-02 05:31
5562
FGDPP2- 2022-02-02 05:31
5562
FL36D9- 2022-02-02 05:31
5562
FVTQJ7- 2022-02-02 05:31
5562
FXXHAY - 2022-02-02 05:31
5561
G8GC37- 2022-02-02 05:31
5561
GCTZYW-  2022-02-02 05:31
5561
GFWVHY-  2022-02-02 05:31
5561
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Question 6 - Examination Questions

WebCode Response

Test
GLX6QD- 2022-02-02 05:31
5562
GR9ZT2- 2022-02-02 05:31
5561
HDM36C-  2022-02-02 05:31
5561
HDM9G8- 2022-02-02 05:31
5561
HEVFPY- 2022-02-02 05:31
5561
HPTDCY- 2022-02-02 05:31
5561
HWZPPY- 2022-02-02 05:31
5562
HX9YL3- 2022-02-02 05:31
5562
JEDQ2D- 2022-02-02 05:31
5562
JQB4YN- 2022-02-02 05:31
5561
K4BTM4- 2022-02-02 05:31
5561
KOGNOW-  2022-02-02 05:31
5561
KA2332- 2022-02-02 05:31
5562
KDZDY2- 2022-02-02 05:31
5561
LTKL96- 2022-02-02 05:31
5562
LYVGBT- 2022-02-02 05:31
5561
MW334U- 2022-02-02 05:31
5561
PPRVBV- 2022-02-02 05:31
5561
PPUJUU- 2022-02-02 05:31
5561
PQ9IR3V- 2022-02-02 05:31
5561
PRHXH6- 2022-02-02 05:31
5562
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Question 6 - Examination Questions

WebCode Response

Test
PTTY3H- 2022-02-02 05:31
5562
PV4KAY- 2022-02-02 05:31
5561
PZAFUR- 2022-02-02 05:31
5562
Q8PGRF-  2022-02-02 05:31
5561
QKG3YW- 2022-02-02 05:31
5562
QMMIQ- 2022-02-02 05:31
5561
QQ3XWU-  2022-02-02 05:31
5561
QVYKR4- 2022-02-02 05:31
5562
R8KDG3-  2022-02-02 05:31
5562
RFWD9R- 2022-02-02 05:31
5562
RNWQP- 2022-02-02 05:31
5561
T4JR6P- 2022-02-02 05:31
5562
TA98UW- 2022-02-02 05:31
5561
TE2AXW- 2022-02-02 05:31
5561
TWHDG3- 2022-02-02 05:31
5561
URL94P- 2022-02-02 05:31
5562
VKGWHC- 2022-02-02 05:31
5561
VRFDXN- 2022-02-02 05:31
5561
VU4RLY- 2022-02-02 05:31
5562
WB6WLF- 2022-02-02 05:31
5561
WRDQDP-  2022-02-02 05:31
5562
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Question 6 - Examination Questions

WebCode Response

Test

WXIKCR- 2022-02-02 05:31
5562

X7U2JR- 2022-02-02 05:31
5561

XB3L8N- 2022-02-02 05:31
5562

XGEEHM-  2022-02-02 05:31
5561

Y4WCCF-  2022-02-02 05:31
5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- 2022-02-02 05:31
5561

YL2H7J- 2022-02-02 05:31
5562

YLG7ZJ- 2022-02-02 05:31
5562

ZD74EJ- 2022-02-02 05:31
5561

ZDHVAK-  2022-02-02 05:31
5562

ZG7AXV- 2019-07-12 09:03
5561

ZLZ4XH- 2022-02-02 05:31
5561

Question 6: When was the operating system installed?¢ Provide your response in UTC+0, using the date/time
picker to select the date and time (24-hour).

Consensus Result:
2022-02-02 05:31
Expected Response Explanation:

This information is found in the Windows Software registry at C:\Windows\System32\Config\Software:
Microsof\Windows NT\CurrentVersion: InstallDate (or InstallTime)
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Question 6 - Examination Questions

Expected Response lllustration:

Registry Viewer display of InstallDate key value and Unix time parsing as UTC date/time

W Registry Explorer

W l

¥ MebworkCards

o

File Tools Options
Registry hivess (1) fuailable boal
Find
Key name
¥ afc
¥ Control Panel
¥ Curmentversion
[ ¥ CurrentVersion
¥ Deices
[ EMDMgmt
¥ Image File Execution Optio
¥ Internat Explarer
¥ Logandl]

View Help

Valias

Walue Name

.1 unn,

EditinnSubersion
[rstallationTypse

¢ | InsmallDate

Productibamea

Rideasaid

EoftwareType

Typa viewar

Yalle name

Bmnary viewer

Value Type

Reg5e
Regsz
Reglword
Regsz
Regse
Regsz

Diata

0

Oient
1643779666
‘Windows 10 Homa
2008

Syskem

| = Data Interpreter

{InstallDate

Numbers

Dates and times

DOS FAT Ti...

D05 FAT Da.. 1993-08-26 121552

Uniposs (. (2022120205516 |

WWindows FIL.,
OLE 2.0 Dat...
Windows 5.,
Other
4.GLID
Maps to
1P Address
Prodist Key _,

:lll'g

na
nfa

nfa

n'a
n/a
26.23.250.07
na
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Question 7 - Examination Questions

Question 7: When was the computer LAST shutdown gracefully? Provide your response in UTC+0,
using the date/time picker to select the date and time (24-hour).
Manufacturer's 2022-03-06 05:12

Expected Response:

WebCode Response

Test
2GYK6H-  2022-03-06 05:12
5562
37HZM7-  2022-03-06 05:12
5561
3ERMDL- 2022-03-06 05:12
5562
3J2MUJ- 2022-03-06 05:12
5561
3W8X27- 2022-03-06 05:12
5561
4ELR7K- 2022-03-06 05:12
5562
6GRCUL-  2022-03-06 05:12
5562
6XRIND- 2022-03-06 05:12
5562
7CPVTB- 2022-03-06 05:12
5561
8PW7XC-  2022-03-06 05:12
5562
8YYJXD- 2022-03-06 05:12
5562
8ZU2ZE- 2022-03-06 05:12
5562
98A6KL- 2022-03-06 05:12
5561
9WRPDD- 2022-03-06 05:12
5562
97BF4H- 2022-03-06 05:12
5561
A7BERC- 2022-03-06 05:12
5562
ARP7Q6- 2022-03-06 05:12
5561
B6WATE- 2022-03-06 05:12
5561
BOWHYA- 2022-03-06 05:12
5561
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Question 7 - Examination Questions

WebCode Response

Test
BNOWGS8- 2022-03-06 05:12
5562
BVR2DE- 2022-03-06 05:12
5562
BYPLFC- 2022-03-06 05:12
5562
CMTYNS-  2022-03-06 05:12
5561
CN44V6-  2022-03-06 05:12
5561
DHRBK?7- 2022-03-06 05:12
5562
E7WKY6-  2022-03-06 05:12
5561
E7XH9Z- 2022-03-06 05:12
5561
EAWU6Z-  2022-03-06 05:12
5561
EREXPS8- 2022-03-06 05:12
5561
EX67D8- 2022-03-06 05:12
5562
EZEWXB- 2022-03-06 05:12
5561
F2G973- 2022-03-06 05:12
5562
F8L898- 2022-03-06 05:12
5562
FGDPP2- 2022-03-06 05:12
5562
FL36D9- 2022-03-06 05:12
5562
FVTQJ7- 2022-03-06 05:12
5562
FXXHAY - 2022-03-06 05:29
5561
G8GC37- 2022-03-06 05:12
5561
GCTZYW-  2022-03-06 05:12
5561
GFWVHY-  2022-03-06 05:12
5561
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Question 7 - Examination Questions

WebCode Response

Test
GLX6QD-  2022-03-06 05:12
5562
GR9ZT2- 2022-03-06 05:12
5561
HDM36C- ]2022-03-05 05:12
5561
HDM9G8- 2022-03-06 05:12
5561
HEVFPY- 2022-03-06 05:12
5561
HPTDCY- 2022-03-06 05:12
5561
HWZPPY- 2022-03-06 05:12
5562
HX9YL3- 2022-03-06 05:12
5562
JEDQ2D-  2022-03-06 05:12
5562
JQB4YN- 2022-03-06 05:12
5561
K4BTM4- 2022-03-06 05:12
5561
KOGNOW-  2022-03-06 05:12
5561
KA2332- 2022-03-06 05:12
5562
KDZDY2- 2022-03-06 05:12
5561
LTKL96- 2022-03-06 05:12
5562
LYVGBT- 2022-03-06 05:12
5561
MW334U- 2022-03-06 05:12
5561
PPRVBV- 2022-03-06 05:12
5561
PPUJUU- 2022-03-06 05:12
5561
PQYR3V- 2022-03-06 05:12
5561
PRHXH6- 2022-03-06 05:12
5562
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Question 7 - Examination Questions

WebCode Response

Test
PTTY3H- 2022-03-06 05:12
5562
PV4KAY- 2022-03-06 05:12
5561
PZAFUR- 2022-03-06 05:12
5562
Q8PGRF-  2022-03-06 05:12
5561
QKG3YW- 2022-03-06 05:12
5562
QLMMIQ-  2022-03-06 05:12
5561
QQ3XWU- 2022-03-06 05:12
5561
QVYKR4- 2022-03-06 05:12
5562
R8KDG3-  2022-03-06 05:12
5562
RFWD9R-  2022-03-06 05:12
5562
RNWQP-  2022-03-06 05:12
5561
T4JR6P- 2022-03-06 05:12
5562
TA98UW-  2022-03-06 05:12
5561
TE2AXW- 2022-03-06 05:12
5561
TWHDG3- 2022-03-06 05:12
5561
URL94P- 2022-03-06 05:12
5562
VKGWHC- 2022-03-06 05:12
5561
VRFDXN- 2022-03-06 05:12
5561
VU4RLY- 2022-03-06 05:12
5562
WB6WLF- 2022-03-06 05:12
5561
WRDQDP-  2022-03-06 05:12
5562

Printed: 15-August-2022 (47) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis

Test 22-5561/2

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 7 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

[Participant did not return results for this question.]

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

2022-03-06 05:12

Question 7: When was the computer LAST shutdown gracefully? Provide your response in UTC+0, using the
date/time picker to select the date and time (24-hour).

Consensus Result:

2022-03-06 05:12

Expected Response Explanation:

Information regarding the last shutdown time is found in the Windows SYSTEM registry at
C:A\Windows\System32\Config\SYSTEM: ControlSet001\Contro\Windows\ShutdownTime
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Question 7 - Examination Questions

Expected Response lllustration:

Registry Viewer display of ShutdownTime key value and Unix time parsing as UTC date/time

Values
; ; J = Data Interpreter
Value Name Value Type | Data Va =
| | | Numbers
¥ |alyc ALIC o E
Errorode ReegDword H] :

DiO5 FAT Ti.... nfa
DOS FAT Da,.. nfa
Unis/Posix {...  193%-12-27 00:15:19

FullProcessInformationSID | RegBinary 01 -06G-00-00-00-00-00-05-50-00-00-00-5E-F... 00
NolnberactiveSenvices Reglword 1

Sl Regbyore: [ Windaws FIL.| 2022-03-06 05:12:30 |
SystemoRecion Regtatiosy | Ay eioa v oy Ae i OLE 2.0 Dat... 1895-12-30 00:00:00
b | ShutdownTime RegBinry  17-D7-8A-C7-18-31-08-01 s
p— - | Other
Typeviewsr  Slack viewer Strings
00 01 02 03 04 05 O ' 08 69 OA OB B OF Of NOTE: Data is interpreted from the current
ag a1 2 03 U4 03 06 O0F 08 09 O0A OB OC OD O i

offset and s not based on the selected bytes
00000000 17 O BA CT 18 31 DB 01
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Question 8 - Examination Questions

Question 8: Provide the username of the LAST user account created on the system.

Manufacturer's chris
Expected Response:

WebCode Response

Test

2GYK6H- chris

5562

37HZM7-  chris

5561

3ERMDL- Jessie Jenkins

5562

3J2MUJ- chris

5561

3W8X27- Chris

5561

4ELR7K- [sam

5562

6GRCUL- chris

5562

ORIND- [Sam

5562

7CPVTB- |Jessie Jenkins 2/17/2022 1:14:03 UTC (SAM)
5561

8PW7XC- chris

5562

8YYIXD- The answer is “Sam”. | have processed the image file using Axiom forensics tool and with user accounts artifact |
5562 am able to find the last user account created on the system.

8ZU2ZE- Sam

5562

98A6KL- chris
5561

9WRPDD- Chris
5562

97BF4H- chris
5561

A7BERC-  [Sam
5562

ARP7Qé6- chris
5561

BOWATE- |Jessie Jenkins
5561

BOWHYA- chris
5561
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Question 8 - Examination Questions

WebCode Response

Test

BNOWGS8-  Chris
5562

BVR2DE- Jessie Jenkins
5562

BYPLFC- chris
5562

CMTYNS8-  chris
5561

CN44Vé6- chris
5561

DHRBK?7- chris
5562

E7WKY6- chris
5561

E7XH9Z- chris
5561

EAWU6Z- chris
5561

EREXP8- Chris
5561

EX67D8- chris
5562

EZEWXB- Chris
5561

F2G9Z3- chris
5562

F8L898- Chris
5562

FGDPP2- chris
5562

FL36D9- chris
5562

FVTQJ7- chris
5562

FXXHAY- Chris
5561

G8GC37-  chris
5561

GCTZYW-  chris
5561

GFWVHY-  Chris
5561
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Question 8 - Examination Questions

WebCode Response

Test
GLX6QD- chris
5562

GR9ZT2- Jessie Jenkins
5561
HDM36C-  chris
5561
HDM9G8-  chris
5561

HEVFPY- chris
5561

HPTDCY- chris
5561

HWZPPY- chris
5562

HX9YL3- chris
5562

JEDQ2D- chris
5562

JQ84YN- chris
5561

K4BTM4- Sam
5561
KOGNOW-  chris
5561

KA2332- chris
5562

KDZDY2- Sam
5561

LTKL96- chris
5562

LYVGBT- Chris
5561
MW334U-  Chris
5561

PPRVBV- chris
5561

PPUJUU- chris
5561

PQ9R3V- chris
5561

PRHXH6- Sam
5562
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Question 8 - Examination Questions

WebCode Response

Test

PTTY3H- chris
5562

PVAKAY-  [Sam
5561

PZAFUR- Chris
5562

Q8PGRF-  [Sam
5561

QKG3YW-  [Sam
5562

QLMMIQ-  chris
5561

QQ3XWU-  chris
5561

QVYKR4- Sam
5562

RB8KDG3- chris
5562

RFWD9R- chris
5562

RNVWQP- chris
5561

T4JR6P- Chris
5562

TA98UW- chris
5561

TE2AXW- chris
5561

TWHDGS3-  |Jessie Jenkins
5561

URL94P- Chris
5562

VKGWHC-  chris
5561

VRFDXN- Jessie Jenkins
5561

VU4RLY- chris
5562

WB6WLF- Chris
5561

WRDQDP-  chris
5562
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Question 8 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

chris

Jessie Jenkins

chris

chris

chris

[Participant did not return results for this question.]

chris

Chris

Jessie Jenkins

The answer is “Sam”. | have processed the image file using Axiom forensics tool and with user accounts artifact |
am able to find the last user account created on the system.

chris

Sam

Chris

Question 8: Provide the username of the LAST user account created on the system.

Consensus Result:

chris

Expected Response Explanation:

There are five user-created accounts on this system. Information about user (and system) accounts is found in the
System Accounts Manager registry hive at C:\Windows\System32\Config\SAM, and can be parsed with most
forensic suites or a standalone tool like RegRipper or RegistryExplorer. Accounts are assigned with a sequential
numerical security ID (SID) when created.
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Question 8 - Examination Questions

Expected Response lllustration:

EnCase Processor View of User Accounts

5-1-5-21-3501254059-4204809888-2000606956-1000 defaultuserd 5-1-5-21-3501254099-4204809888-2000606956-1000
Jessie Jenkins |essie Jenkins 51-5-21-3501254099-4 204809888-2000606956-1002
mom mom 5-1-5-21-3501 254099-4 204809888-2000606956-1003
dad dad 5-1-5-21-3501254099-4 2048098 88-2000606956-1004
Sam Sam 5-1-5-21-3501254099-4 204809888-2000606956-1005
chris chris 5-1-5-21-3501254099-4 2048098 88-2000606956- 1006
Administrator Administrator 501:5-21-3501254099-4 204809888-2000606956-500

DefaultAccount Defaultdccount 5-1-5-21-3501254099-4204809888- 2000606956-503

Other Responses:

Another 17.9% of participants reported "Sam" as the username of the last user account created on the system. Based
on the SID value, this was the second to last account created. This may be due to participants using the creation
time of the user's profile folder. This represents the order the accounts were first logged in to and not the best
indicator of the creation order of accounts.
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Question 9 - Examination Questions

Question 9: What is the Security ID (SID) of the registered owner’s user account?
Manufacturer's S-1-5-21-3501254099-4204809888-2000606956-1002

Expected Response:

WebCode Response

Test
2GYK6H-  S5-1-5-21-3501254099-4204809888-2000606956-1002
5562
37HZM7-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561
3ERMDL- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
3J2MUJ- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
3W8X27-  S5-1-5-21-3501254099-4204809888-2000606956-1002
5561
4ELR7K- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
6GRCUL-  5-1-5-21-3501254099-4204809888-2000606956-1002
5562
6XRIND- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
7CPVTB- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
8PW7XC-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562
8YYJXD- S-1-5-21-3501254099-4204809888-2000606956-1002.
5562
8ZU2ZE- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
98A6KL- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
9WRPDD-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562
97BF4H- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
A7BERC- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
ARP7Q6- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
B6WATE- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
BOWHYA- S-1-5-21-3501254099-4204809888-2000606956-1002
5561
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Question 9 - Examination Questions

WebCode Response

Test
BNOWGS-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS-
5561

CN44V6-
5561

DHRBK7-
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXP8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G9Z3-
5562

F8L898-
5562

FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

FXXHAY -
5561

G8GC37-
5561

GCTZYW-
5561

GFWVHY-
5561

S-1-5-21-3501254099-4204809888-2000606956-1002

S5-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S5-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

Test 22-5561/2

|S—1 -5-21-3501254099-4204809888-20000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

|S-1 -5-21-350125

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002
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WebCode Response

Test

GLX6QD-  S5-1-5-21-3501254099-4204809888-2000606956-1002
5562

GR9ZT2- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

HDM36C-  5-1-5-21-3501254099-4204809888-2000606956-1002
5561

HDM9G8-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

HEVFPY- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

HPTDCY- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

HWZPPY-  5-1-5-21-3501254099-4204809888-2000606956-1002
5562

HX9YL3- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

JEDQ2D-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562

JQ84YN-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

K4BTM4- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

KOGNOW-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

KA2332- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

KDZDY2- S-1-5-21-3501254099-4204809888-2000606956-1005
5561

LTKL96- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

LYVGBT- S-1-5-21-3501254099-4204809888-200606956-1002
5561

MW334U-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

PPRVBV- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

PPUJUU- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

PQ9R3V- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

PRHXH6- S-1-5-21-3501254099-4204809888-2000606956-1002
5562
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WebCode Response

Test

PTTY3H- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

PV4KAY- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

PZAFUR- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

QB8PGRF- 1002

5561

QKG3YW-  5-1-5-21-3501254099-4204809888-2000606956-1002
5562

QMMIQ-  [S-1-5-21-3501254099-4204809888-20000606956-1002
5561

QQ3XWU-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

QVYKR4- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

R8KDG3-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562

RFWD9R-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562

RNWQP-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

T4JR6P- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

TA98UW-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

TE2AXW- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

TWHDG3-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

URL94P- 1002

5562

VKGWHC-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

VRFDXN- S-1-5-21-3501254099-4204809888-2000606956-1002
5561

VU4RLY- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

WB6GWLF-  S-1-5-21-3501254099-4204809888-2000606956-1002
5561

WRDQDP-  S-1-5-21-3501254099-4204809888-2000606956-1002
5562
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WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

S5-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S5-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

[Participant did not return results for this question.]

|S-1 -5-21-3501254099-4204809888-2000606956-1006

|S-1 -5-21-3501254099-4204809888-2000606956-1006

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002.

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

S-1-5-21-3501254099-4204809888-2000606956-1002

Question 9: What is the Security ID (SID) of the registered owner’s user account?

Consensus Result:

S-1-5-21-3501254099-4204809888-2000606956-1002

Expected Response Explanation:

Information about user (and system) accounts is found in the System Accounts Manager registry hive at
C:\Windows\System32\Config\SAM and can be parsed with most forensic suites or a standalone tool like
RegRipper or RegistryExplorer.
Expected Response lllustration:

EnCase Processor View of User Accounts

5-1-5-21-3501 254099-4204809888-2000606956-1000
5-1-5-21-3501254099-4204809888-2000606956-1002
5-1-5-21-3501 254099-4 204 B0988E-2000606956-1003
5-1-5-21-3501 254099-4204809888-2000606956-1004
5-1-5-21-3501 254099-4204809888-2000606956-1005
5-1-5-21-3501 254099-4204809888-2000606956-1006

5-1-5-21-3501254099-4204809888-2000606956-1000 defaultuserD
Jessie Jenkins Jessie Jenkins
mam mom
dad dad
Lam Sam
chris chris
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Question 10 - Examination Questions

Question 10: What is the configured time zone?

Manufacturer's Eastern Standard Time, or UTC-5
Expected Response:

WebCode Response

Test

2GYK6H- Eastern Standard Time

5562

37HZM7-  Eastern Standard Time (UTC-05:00)
5561

3ERMDL- Eastern Standard time

5562

3J2MUJ- Eastern Standard Time (UTC-05:00)
5561

3W8X27- Eastern Standard Time

5561

4ELR7K- Eastern Time

5562

6GRCUL- Eastern Standard Time

5562

6XRIND- Eastern Standard Time

5562

7CPVTB- Eastern Standard Time, Daylight time active
5561

8PW7XC- (UTC-05:00) Eastern Time (US & Canada)
5562

8YYIXD- The configured time zone for the device is Eastern Standard Time ((UTC-05:00) Eastern Time (US & Canada)
5562

8ZU2ZE- Eastern Standard Time

5562

98A6KL- Eastern Standard Time(UTC -05:00)
5561

9WRPDD-  Eastern Standard Time. (UTC-05:00) Eastern Time (US & Canada)
5562

97BF4H- Eastern Standard Time

5561

A7BERC- Eastern Standard Time

5562

ARP7Q6- Eastern Standard Time

5561

BOWATE- Eastern Standard time

5561

BOWHYA- Eastern Time
5561
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WebCode Response

Test

BN9WGS8-  Eastern Standard Time

5562

BVR2DE- Eastern Standard time

5562

BYPLFC- (UTC-05:00) Eastern Time (US & Canada)
5562

CMTYNS8-  Eastern Standard Time

5561

CN44Vé6- Eastern Standard Time

5561

DHRBK7 - Eastern Standard Time (UTC-5)
5562

E7WKY6- Eastern Standard Time

5561

E7XH9Z- Eastern Standard Time

5561

EAWU6Z-  Eastern Standard Time (Active Time Bias: 300 with DaylightBias of -60 and DaylightName: @tzres.dll -111)
5561

EREXP8- Eastern Standard Time

5561

EX67D8- Eastern Standard Time

5562

EZEWXB- Eastern Standard Time

5561

F2G9Z3- Eastern Standard Time (Current timezone offset -300 minutes)
5562

F8L898- Eastern Standard Time UTC-05:00 (US & Canada)
5562

FGDPP2- Eastern Standard Time

5562

FL36D9- Eastern Standard Time

5562

FVTQJ7- Eastern Standard Time (UTC -5)
5562

FXXHAY- Eastern Standard Time

5561

G8GC37-  Eastern Standard Time

5561

GCTZYW-  Eastern Standard Time

5561

GFWVHY-  Eastern Standard Time

5561
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Question 10 - Examination Questions

WebCode Response

Test

GLX6QD-  Eastern Daylight Time
5562

GR9ZT2- Eastern Standard Time
5561

HDM36C-  Eastern Daylight Time
5561

HDM9G8-  Eastern Standard Time
5561

HEVFPY- Eastern Standard Time
5561

HPTDCY- Eastern

5561

HWZPPY- Eastern Standard Time
5562

HXQYL3- Eastern Time Zone
5562

JEDQ2D- Eastern

5562

JQ84YN- Eastern Standard Time
5561

K4BTM4- Eastern Standard Time
5561

K9GN9W-  Eastern Standard Time (UTC-05:00) with daylight saving or Eastern Daylight Time
5561

KA2332- Eastern Standard Time
5562

KDZDY2- UTC-05:00

5561

LTKL96- Eastern Standard Time
5562

LYVGBT- Eastern Standard Time
5561

MW334U-  Eastern Standard Time
5561

PPRVBV- Eastern Standard Time (UTC -5:00)
5561

PPUJUU- (UTC-05:00) Eastern Standard Time (US & Canada)
5561

PQPR3V- UTC-05:00 Eastern Standard Time (US & Canada)
5561

PRHXH6- Eastern Standard Time
5562
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Question 10 - Examination Questions

WebCode Response

Test

PTTY3H-
5562

PV4KAY-
5561

PZAFUR-
5562

Q8PGRF-
5561

QKG3YW-
5562

QLMMIQ-
5561

QQ3XWU-
5561

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

RNWQP-
5561

T4JR6P-
5562

TA98UW-
5561

TE2AXW-
5561

TWHDGS3-
5561

URL94P-
5562

VKGWHC-
5561

VRFDXN-
5561

VU4RLY-
5562

WB6WLF-
5561

WRDQDP-
5562

Eastern Standard Time

(UTC-05:00) Eastern Time (US & Canada)

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

(UTC -05:00) Eastern Time (US & Canada)

Eastern Standard Time

Eastern Standard Time

Time zone: Eastern Standard Time

Eastern Standard Time (UTC-5)

Eastern Standard Time

Eastern Standard Time (EST)

(UTC-05:00) Eastern Time (US & Canada)

Eastern Standard Time

Eastern Standard Time (EST)

Easter Standar Time (US&Canada) (UTC-5:00)

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

Test 22-5561/2
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WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7Z]-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

Eastern Standard Time

Eastern Standard time

Eastern Standard Time

Eastern Standard Time

UTC-05:00

[Participant did not return results for this question.]

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

The configured time zone for the device is Eastern Standard Time ((UTC-05:00) Eastern Time (US & Canada)

Eastern Standard Time

Eastern Standard Time

Eastern Standard Time

Question 10: What is the configured time zone?

Consensus Result:

Eastern Standard Time, or UTC-5 and other variations representing the Eastern time zone.

Expected Response Explanation:

Time zone setting information is found in the Windows SYSTEM registry hive at
C:A\Windows\System32\Config\SYSTEM: ControlSet00 1\Contro\TimeZonelnformation and can be parsed with most
forensic suites or a standalone tool like RegRipper or RegistryExplorer.
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Question 10 - Examination Questions

Expected Response lllustration:

RegistryExplorer View of TimeZonelnformation key

WP Registry Explorer v1.6.0.0
File Tools Options Bookmarks (27/0) View Help

Reqistry hives (1) = Available bookmarks r Values  TimeZonelnformation
[Enter text to search... | . Find
Value Name Value Data
Key name v | e ale
v [af)c - Bias 300
» = TabletPC DaylightBias -60
v = Terminal Server DaylightName @tzres.dll,-111
b TimeZoneInformation DaylightStart Month 3, week of month 3
Ubpm StandardBias 0
» = UnitedVideo StandardName @tzres.dll,-112
» = USB StandardStart Month 11, week of month
» = usbflags v | TimeZonekeyName E Eastern Standard Time
+ = usbstor ActiveTimeBias 300
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Question 11: Provide the SHA 1 hash value for the jpeg (.jpg) file captured with a DJI XT2 camera.
Manufacturer's 03be76ca62406c58e4778H afacbd1ce02feb3cbe

Expected Response:

WebCode Response

Test

2GYK6H-  03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

37HZM7- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe

5561

3ERMDL- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

3J2MUJ- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5561

3W8X27- 03be76cab62406c58e4778f1 atacé1ce02feb63cbe

5561

4ELR7K- 03be76cab62406c58e4778f1 atacé1ce02feb3cbe
5562

6GRCUL- 03BE76CA62406C58E4778F1AFAC61CEO2FE43CBE
5562

6XRIND- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

7CPVTB- 03be76cab62406c58e4778f1 atac61ce02feb63cbe
5561

8PW7XC- 03be76ca62406c58e4778f1 atacé1ce02feb63cbe
5562

8YYJXD- 03be76cab62406c58e4778f1 afac61ce02feb63cbe
5562

8ZU2ZE- 03be76ca62406c58e4778f1 atacé1ce02feb63cbe
5562

98A6KL- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

9WRPDD-  03be76cab62406c58e4778f1 atacé1ce02feb63cbe
5562

97ZBF4H- 03be76cab2406c58e4778f1 afacé1ce02feb63che

5561

A7BERC- 03be76cab62406c58e4778f1 afacé 1ce02feb63cbe
5562

ARP7Q6- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

B&OWATE- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

BOWHYA-  03be76cab62406c58e4778t1 afacd1ce02feb63che
5561
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WebCode Response

Test

BNOWGS8- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

BVR2DE- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

BYPLFC- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5562

CMTYNS8-  03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

CN44Veé6- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

DHRBK7- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5562

E7WKY6- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

E7XH9Z- 03be76cab62406c58e4778f1 afacé1ce02feb3cbe

5561

EAWU6Z- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

EREXP8- 03be76cab62406c58e4778f1 atacé1ce02feb3cbe

5561

EX67D8- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5562

EZEWXB- 03Be76cab62406c58e4778f1 afac61ce02feb3cbe
5561

F2G9Z3- 03be76ca62406c58e4778f1 atacé1ce02feb63cbe
5562

F8L898- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5562

FGDPP2- 03be76ca62406c58e4778f1 atacé1ce02feb63cbe
5562

FL36D9- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5562

FVTQJ7- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

FXXHAY - 03BE76CA62406C58E4778F1AFAC61CEO2FE43CBE
5561

G8GC37- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

GCTZYW-  03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

GFWVHY-  03be76ca62406c58e4778f1 afacé 1ce02feb63cbe
5561
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Question 11 - Examination Questions

WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNIW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PRHXH6-
5562

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 atacé1ce02feb63cbe

03be76cab2406c58e4778f1 atacé1ce02feb63cbe

03be76cab62406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 atacé1ce02feb63cbe

03be76cab2406c58e4778f1 afacé1ce02feb63che

03be76cab2406c58e4778f1 afacé1ce02feb63che

03be76cab2406c58e4778f1 afacé1ce02feb63che

03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE

03be76ca62406c58e4778f1 atacé1ce02feb63cbe

03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE

03be76ca62406c58e4778f1 atacé1ce02feb63cbe

Test 22-5561/2

Photo1.jpg

03BE76CA62406C58E4778F1AFAC6T1CEO2FE63CBE

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03be76cab62406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03be76cab62406c58e4778f1 afacé1ce02feb63cbe

03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
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Question 11 - Examination Questions

WebCode Response

Test

PTTY3H- 03be76cab62406c58e4778f1 atacé1ce02feb63cbe
5562

PV4KAY- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

PZAFUR- 03BE76CA62406C58E4778F1AFAC61CE02FE63CBE
5562

Q8PGRF-  03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

QKG3YW- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

QLMMIQ-  03be76ca62406c58e4778f1 afacé1ce02feb3cbe
5561

QQ3XWU- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

QVYKR4- 03BE76CA62406C58E4778F1AFAC61CEO2FE43CBE
5562

R8KDG3- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

RFWD9R- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5562

RNVVQP- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

T4JR6P- 03be76cab62406c58e4778f1 atac61ce02feb3cbe
5562

TA98UW-  03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

TE2AXW- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5561

TWHDG3-  FILE NAME : Photol .jpg

5561 SHAT1 : 03be76ca62406c58e4778f1 atacé1ce02fe63cbe
URL94P- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5562

VKGWHC- 03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE
5561

VRFDXN- Photol.jpg 03be76ca62406c58e4778f1 afacé1ce02feb63cbe
5561

VU4RLY- 03be76cab62406c58e4778f1 afacé1ce02feb63cbe
5562

WB6WLF- 03be76cab2406c58e4778f1 afacé1ce02feb63cbe
5561

WRDQDP- 03be76cab62406c58e4778f1afacé1ce02feb63cbe
5562
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Question 11 - Examination Questions

WebCode Response

Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

03BE76CA62406C58E4778F1AFAC6T1CEO2FE63CBE

03BE76CA62406C58E4778F1AFAC6T1CEO2FE63CBE

03be76cab62406c58e4778f1 afacé1ce02feb63cbe

03be76cab2406c58e4778f1 afacé1ce02feb63cbe

[Participant did not return results for this question.]

03be76cab2406c58e4778f1 atacé1ce02feb63cbe

03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE

03be76cab2406c58e4778f1 afacé1ce02feb63che

03be76cab2406c58e4778f1 afacé1ce02feb63che

03BE76CA62406C58E4778F1AFAC61CEO2FE63CBE

03be76ca62406c58e4778f1 atacé1ce02feb63cbe

03be76cab62406c58e4778f1 afacé1ce02feb63cbe

Question 11: Provide the SHA 1 hash value for the jpeg (.jpg) file captured with a DJI XT2 camera.

Consensus Result:

03be76cab62406c58e4778f1atacé1ce02feb3che

Expected Response Explanation:

Camera capture information is often embedded as EXIF text in jpeg files. Some forensic tools index this kind of
metadata. In this case, the subject photo can be found with a simple keyword search of jpeg files for the camera
and model number.
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Question 11 - Examination Questions

Expected Response lllustration:

EnCase Indexed ltems Search pane

5l EnCase Forensic

View = Tools = EnScript = Add Evidence =

# =~ EBvidence x| Q4 Indexed ltems x| R Case Analyzer x

View: Indexed Iter H - Raw Search Results i T e Boe
> W - - @~ ©@ = B Table @ Timeline B Gallery
dji AND xt2 AND file_ext:jpg L e e
Mame SHA1 H
Word Hits Items © ] 1 @ Photol.jpg 03be76cab2406c58e4778Mafact1ced2fes3cbe
v |Ipe 13,9... 2,807
2 |}?,i:l':'!€fr'||'3f|f":,'|? 1 1
3 |pet 1 3
4 |pgye 1 :
5 jpgyipdfyednts 1 3
6 ipg.crdownload 5 S

Fields M Report & Text B Hex B Doc [E Transcript & Picture [ Review El Consale

i Find dh w 1 Compressed View E- FitTo Page
TImageDescription

£DCIM/100MEDIASD]I_DODT_R.JPG

“Make

] ||

11 Model

12XT2

1=TIFF_274

Autopsy EXIF Metadata pane
Path Device Model & Device Make

fimg_VickimZompoter, EQL fval_wal3fUsers/dad/Deskiop/Photal  jpg T2 [BN)1
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Question 12: What search terms did the Jessie Jenkins user search for (FIRST) on google.com on
02/10/2022 ot 21:31:07 (UTC-05:00)2

Manufacturer's local meetups in reston
Expected Response:

WebCode Response

Test

2GYK6H-  local meetups in reston
5562

37HZM7-  local meetups in reston
5561

3ERMDL- local meetups in reston
5562

3J2MUJ- local meetups in reston
5561

3W8X27- Local meetups in Reston
5561

4ELR7K- local meetups in reston
5562

6GRCUL- local meetups in reston
5562

6XRIND- local meet-ups in Reston
5562

7CPVTB- local meetups in reston
5561 https://www.google.com/search?2q=local+meetups+in+reston&rlz=1C1CHBF_enUS9928&0q=local+meetups

+in+reston&ags=chrome..69i5733i22i29i30.501 6j0j7&sourceid=chrome&ie= UTF-8
8PW7XC- local meetups in reston

5562

8YYJIXD- “local meetups in reston”
5562

8ZU2ZE- adfont

5562

98A6KL- local meetups in reston
5561

9WRPDD-  local meetups in reston
5562

9ZBF4H- local meetups in reston
5561

A7BERC- local meetups in reston
5562

ARP7Qé6- local meetups in reston
5561

B6WATE- local meetups in reston
5561
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WebCode Response

Test

BOWHYA-  local meetups in reston
5561

BNOWGS8-  local meetups in reston
5562

BVR2DE- local meetups in reston
5562

BYPLFC- local meetups in reston
5562

CMTYNS8-  local meetups in reston
5561

CN44Vé6- local meetups in reston
5561

DHRBK?7- local meetups in reston
5562

E7WKY6- local meetups in reston
5561

E7XH9Z- local meetups in reston
5561

EAWU6Z-  local meetups in reston
5561

EREXP8- local meetups in reston
5561

EX67D8- local meetups in reston
5562

EZEWXB- local meetups in reston
5561

F2G9Z3- local meetups in reston
5562

F8L898- local meetups in Reston
5562

FGDPP2- local meetups in reston
5562

FL36D9- Local meetups in reston
5562

FVTQJ7- local meetups in reston
5562

FXXHAY- Local meetups in Reston
5561

G8GC37-  local meetups in reston
5561

GCTZYW-  |adfontes

5561
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Question 12 - Examination Questions

WebCode Response

Test

GFWVHY-  local meetups in reston

5561

GLX6QD-  local meetups in reston

5562

GR9ZT2- Local meetups in reston
5561

HDM36C- |local meetups in person
5561

HDM9G8-  local meetups in reston

5561

HEVFPY- Local meetups in reston
5561

HPTDCY- local meetups in reston

5561

HWZPPY- local meetups in reston

5562

HX9YL3- local meetups in reston

5562

JEDQ2D- local meetups in reston

5562

JQ84YN- local meetups in reston

5561

K4BTM4- local meetups in reston

5561

K9GNOW-  local meetups in reston

5561

KA2332- local meetups in reston

5562

KDZDY2- local meetups in reston

5561

LTKL96- local meetups in reston

5562

LYVGBT- Local Meetups in Reston
5561

MW334U-  Local meetups in reston
5561

PPRVBV- local meetups in reston

5561

PPUJUU- local meetups in reston

5561

PQPR3V- Local meetups in Reston
5561
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Question 12 - Examination Questions

WebCode Response

Test

PRHXH6- local meetups in reston
5562

PTTY3H- local meetups in reston
5562

PV4KAY- local meetups in reston
5561

PZAFUR- Local meetups in Reston
5562

QB8PGRF-  local meetups in reston
5561

QKG3YW-  “local meetups in reston”
5562

QIMMIQ-  local meetups in reston
5561

QQ3XWU-  local meetups in reston
5561

QVYKR4- local meetups in reston (11/02/2022 02:31:07hrs UTC+0)
5562

R8KDG3- local meetups in reston
5562

RFWD9R- local meetups in reston
5562

RNVWQP- local meetups in reston
5561

T4JR6P- local meetups in reston
5562

TA98UW-  local meetups in reston
5561

TE2AXW- local meetups in reston
5561

TWHDGS3-  local meetups in reston
5561

URL94P- local meetups in reston
5562

VKGWHC-  local meetups in reston
5561

VRFDXN- local meetups in reston
5561

VUA4RLY- local meetups in reston
5562

WB6WLF-  local meetups in reston
5561
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Question 12 - Examination Questions

WebCode Response

Test

WRDQDP-  local meetups in reston
5562

WXIKCR- local meetups in reston
5562

X7U2JR- local meetups in reston
5561

XB3L8N- local meetups in reston
5562

XGEEHM-  local meetups in reston
5561

Y4WCCF-  local meetups in reston
5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- local meetups in reston
5561

YL2H7J- local meetups in reston
5562

YLG7Z]- local meetups in reston
5562

ZD74EJ- “local meetups in reston”
5561

ZDHVAK- local meetups in reston
5562

ZG7AXV- Local meetups in reston
5561

ZLZ4XH- Local meetups in reston
5561

Question 12: What search terms did the Jessie Jenkins user search for (FIRST) on google.com on 02/10/2022
at 21:31:07 (UTC-05:00)2

Consensus Result:

local meetups in reston

Expected Response Explanation:

This search was executed using the Chrome browser. Chrome history events for this user are stored in
C:\Users\Jessie Jenkins\AppData\Local\Google\Chrome\User Data\Defaulf\History.
Expected Response lllustration:

EnCase table view of internet browser h
L oL UL £ ]

istory record

02/10/2022 21:31:07 (-5:00 Eastern Standard Time)  https://www.google.com/search?g=local+meetups+in+restonr|

OIS 5909 T F S B Cbmengd mpn] Thommm) bbb ff apamae rem eyl o g o o g g Vg oy | g e by i e e e b B el
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Question 13: Provide the path and filename of the file containing the term “Micrathene”.

Manufacturer's C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
Expected Response:

WebCode Response

Test

2GYK6H- \Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

37HZM7 - C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

3ERMDL- Path : /Users/Jessie Jenkins/Documents/Book1 .xIsx
5562 Filename : Book1 .xlsx

3J2MUJ- Path: Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561 Filename: Book1 .xlsx

3W8X27- Users/Jessie Jenkins/Documents/Book1 .xlsx
5561

4ELR7K- Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

6GRCUL- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

6XRIND- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

7CPVTB- Path: Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561 Filename: Book1 .xlsx

8PW7XC- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

8YYJXD- D\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

8ZU2ZE- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

98A6KL- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

9WRPDD- Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

97ZBF4H- Path: Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561 FileName: Book1 .xlsx

A7BERC- \Users\Jessie Jenkins\Documents\Book1 .xlsx

5562 Book1 .xlsx

ARP7Qé6- VictimComputer\D\Users\Jessie Jenkins\Documents\Book1 .xIsx
5561 Filename - Book1 .xlsx

B6WATE- Path : /Users/Jessie Jenkins/Documents/Book1 .xlsx

5561 Filename : Book1 .xlsx

BOWHYA- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561
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WebCode Response

Test

BN9WGS8-  Path:- User\Jessie Jenkins\Documents\Book1 .xlsx
5562 File Name:-Book1 .xlsx

BVR2DE- Path /Users/Jessie Jenkins/Documents/Book1 .xlsx
5562 Filename: Book1 .xlsx

BYPLFC- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

CMTYNS8-  \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

CN44Vé6- Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

DHRBK?7- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

E7WKY6- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

E7XH9Z- \Users\Jessie Jenkins\Documents\Book1 .xIsx,
5561 Book1 .xlsx

EAWUGZ-  The file path is: <root>\Users\Jessie Jenkins\Documents\ and the filename is “Book1 .xlsx”.
5561

EREXP8- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

EX67D8- Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

EZEWXB- 22-5561.E01-Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xlxs
5561

F2G973- \Users\Jessue Jenkins\Documents\Book1 .xlsx
5562

F8L898- Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

FGDPP2- Path: Partition 2/NONAME [NTFS]/[root]/Users/Jessie Jenkins/Documents/Book1 .xlsx,
5562 File Name: Book1 .xlsx

FL36D9- Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

FVTQJ7- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

FXXHAY- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

G8GC37- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

GCTZYW-  \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

GFWVHY-  \root\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561
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WebCode Response
Test

GLX6QD- 22-5561.E01\Partition @ 104448\Root\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

GR9ZT2- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

HDM36C-  22-5561.EO01\Partition @ 104448\Root\Users\Jessie Jenkins\Documents\Book1 .xlsx\
5561

HDM9G8-  Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

HEVFPY- \Users\Jessie Jenkins\Documents\Book1 .xIsx\xI\sharedStrings.xm|
5561

HPTDCY- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

HWZPPY- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

HXQYL3- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

JEDQ2D- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

JQB84YN- 22-5561.E01 - Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561 Book1 .xlsx

K4BTM4- \Users\Jessie Jenkins\Documents\Book1 .xlsx

5561
K9GN9W-  Path — 22-5561.EQ1 - Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1.xlsx OR
5561 Users\Jessie Jenkins\Documents\Book1.xlsx OR 22-5561.E01/Partition 2/NONAME [NTFS]/[root]/Users/Jessie

Jenkins/Documents/Book1 .xIsx
Filename — Book1 .xlsx

KA2332- \Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

KDZDY2- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

LTKL96- Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1.xlsx
5562

LYVGBT- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

MW334U-  \Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

PPRVBV- Path: roof\Users\Jessie Jenkins\Documents\Book 1 .xlsx
5561 Filename: Book1 .xlsx

PPUJUU- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

PQ9R3V- Users\Jessie Jenkins\Documents\Book1 .xlsx

5561
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WebCode Response

Test

PRHXH6- \Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

PTTY3H- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

PV4KAY- Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

PZAFUR- Partition 2\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

Q8PGRF- path = \Users\Jessie Jenkins\Documents;

5561 filename = Book1 .xlsx

QKG3YW-  Partition 2\Users\Jessie Jenkins\Documents\Book1 .xIsx
5562

QLMMIQ-  Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

QQ3XWU-  C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

5561

QVYKR4- Users\Jessie Jenkins\Documents\Book1 .xlsx

5562

R8KDG3- Partition2: \\Users\Jessie Jenkins\Documents\Book1 .xIsx
5562

RFWD9R- 22-5561.E01\Partition 2\NONAME [NTFS]\[root]\Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

RNWQP-  \Users\Jessie Jenkins\Documents\Book1 .xlsx (Operating System Partition)

5561

T4JR6P- \Users\Jessie Jenkins\Documents\Book1 .xlsx
5562

TA98UW-  C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

TE2AXW- 22-5561.E01/Partition 2/NONAME [NTFS]/[roof]/Users/Jessie Jenkins/Documents/Book1 .xIsx
5561

TWHDGS3-  Path : C:\Users\Jessie Jenkins\Documents\

5561 File Name : Book1 .xlsx

URL94P- C:\Users\Jessie\Jenkins\Documents\Book1 .xlsx
5562

VKGWHC-  C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561

VRFDXN- VictimComputer\D\Users\Jessie Jenkins\Documents\Book1 .xIsx
5561

VUA4RLY- Book1.xlIsx \users\jessie jenkins\Documents
5562

WB6WLF- C:\Users\Jessie Jenkins\Documents\Book1 .xlsx
5561 Book1 .xlsx
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Question 13 - Examination Questions

WebCode Response

Test
WRDQDP-
5562

WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

C:/Users/Jessie Jenkins/Documents/Book1 .xlsx
Users\Jessie Jenkins\Documents\Book1 .xIsx,

Book1 .xlsx

Path : /Users/Jessie Jenkins/Documents/Book1 .xlsx

Filename : Book1 .xlsx

Users\Jessie Jenkins\Documents\Book1 .xlsx

Users\Jessie Jenkins\Documents\Book1 .xlsx

C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

[Participant did not return results for this question.]

22-5561.E01 - Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xIsx
22-5561\Partition 2\Users\Jessie Jenkins\Documents\Book1 .xlsx

Path:22-5561.E01 - Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\Book1 .xIsx
Filename: Book1 .xlsx

D\Users\Jessie Jenkins\Documents\Book1 .xlsx

\Users\Jessie Jenkins\Documents\Book1 .xlsx

Users/Jessie Jenkins/Documents/Book1 .xlsx

\Users\Jessie Jenkins\Documents\Book 1 .xlsx

Question 13: Provide the path and filename of the file containing the term “Micrathene”.

Consensus Result:

C:\Users\Jessie Jenkins\Documents\Book1 .xlsx

Expected Response Explanation:

A simple keyword search with any tool capable of searching within compound files will discover this term.
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Computer Hard Drive - Windows Analysis Results

TABLE 1: Computer Hard Drive - Windows Analysis Results

Expected Response |llustration:
EnCase view of keyword search results
# -~ Evidence x| O Indexed ltems %

lexed tems - B = RawSearchResults -~ Q Searches~ [ Bookmark~ [ Gotefi
> Run ™~ F - & - ©@ = @ Table @ Timeline W@ Gallery
(ARERY H - - O selected 0/
El |VlctimCcmputer\{\Usem&jessiejenkins‘uDGCumEnts‘»ﬂoak‘l.xlsxl
Word Hits  Items

1 1

1 | micrathene
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

Question 14: What event was scheduled to occur at the location user Jessie Jenkins searched for
directions to on 02/24/2022 21:11:51 (UTC-05:00)2

Manufacturer's Mardis Gras Masquerade Party (Meetup) at Rebel Taco in Washington, DC
Expected Response:

WebCode Response

Test

2GYK6H-  Mardis Gras Masquerade Party
5562

37HZM7-  Mardi Gras Masquerade Party. Scheduled to occur Friday, February 25, 2022 10:00 PM, ET Rebel Taco 1214
5561 U St NW Washington, DC 20009.

3ERMDL- Mardis Gras Masquerade Party

5562

3J2MUJ- Mardis Gras Masquerade Party
5561

3W8X27- Mardi Gras Masquerade Party at Rebel Taco
5561

4ELR7K- Mardis Gras Masquerade Party
5562

6GRCUL- Mardis Gras Masquerade Party
5562

6XRIND- EDM pop-up Party

5562

7CPVTB- Event: Mardis Gras Masquerade Party Location: Rebel Taco 1214 U St NW - Washington, DC
5561

8PW7XC- Mardis Gras Masquarade Party
5562

8YYJIXD- Rebel Taco 1214 U St NW - Washington, DC - Google Search - 2/25/2022 2:11:51 AM
5562

8ZU2ZE- Mardis Gras Masquerade Party

5562

98A6KL- Mardis Gras Masquerade Party

5561

9WRPDD-  Mardis Gras Masquerade Party. Rebel Taco 1214 U St NW - Washington, DC
5562

9ZBF4H- Mardis Gras Masquerade Party

5561

A7BERC- Rebel Taco 1214 U St NW - Washington, DC
5562

ARP7Qé6- Mardis Gras Masquerade Party

5561

B6WATE- Mardis Gras Masquerade Party

5561

BO9WHYA-  Mardis Gras Masquerade Party

5561
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

WebCode Response

Test

BNOWGS8-  Mardis Gras Masquerade Party at rebel taco
5562

BVR2DE- Mardis Gras Masquerade Party
5562

BYPLFC- Mardis Gras Masquerade Party
5562

CMTYN8-  Mardi Gras Masquerade Party
5561

CN44Vé6- Mardis Gras Masquerade Party
5561

DHRBK7- Mardis Gras Masquerade Party
5562

E7WKY6- Mardis Gras Masquerade Party
5561

E7XH9Z- Mardi Gras Masquerade Party
5561

EAWUGZ-  The event was the “Mardis Gras Masquerade Party” to take place at “Rebel Taco” at 1214 U St. NW in
5561 Washington DC.

EREXP8- Mardis Gras Masquerade Party Meetup

5561

EX67D8- Mardis Gras Masquerade Party
5562

EZEWXB- Mardis Gras Masquerade Party
5561

F2G9Z3- Mardis Gras Masquerade Party
5562

F8L898- Mardis Gras Masquerade Party
5562

FGDPP2- Mardis Gras Masquerade Party
5562

FL36D9- Mardis Gras masquerade Party
5562

FVTQJ7- Mardis Gras Masquerade Party
5562

FXXHAY - Mardi Gras Masquerade Party Meetup
5561

G8GC37-  Mardis Gras Masquerade Party at Rebel Taco 1214 U St NW - Washington, DC 20009
5561

GCTZYW-  Mardi Gras Masquerade Party
5561

GFWVHY-  Martis Gras Masquerade Party
5561

Printed: 15-August-2022 (85) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

K9GNoW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PRHXH6-
5562

Mardis Gras Masquerade Party

Mardi Gras Masquerade Party

Mardis Gras Masquerade Party

NoVa Singles Mardis Gras Masquerade Party

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party - Meetup

Mardis Gras Masquerade Party

Mardi Gras Masquerade Party

Test 22-5561/2

Rebel Taco 1214 U St NW - Washington, DC

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party

Mardi Gras Masquerade Party

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party

Rebel Taco 1214 U St NW - Washington, DC

Mardi Gras Masquerade Party Meet Up

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party Meetup

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party

Mardis Gras Masquerade Party
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

WebCode Response
Test

PTTY3H- Mardis Gras Masquerade Party
5562

PV4KAY- NoVa Singles Mardis Gras Masquerade Party | Meetup | Friday, February 25, 2022 10PM ET | Rebel Taco
5561

PZAFUR- Mardis Gras Masquerade Party, Search: Location: Rebel Taco, 1214 U St NW, Washington DC
5562

QB8PGRF-  Mardi Gras Masquerade Party (location = Rebel Taco 1214 U St NW, Washington, DC)
5561

QKG3YW-  Mardis Gras Masquerade Party

5562

QLMMJQ-  Mardis Gras Masquerade Party

5561

QQ3XWU-  Mardis Gras Masquerade Party

5561

QVYKR4- '"Mardis Gras Masquerade Party' at Rebel Taco arranged through website Meetup.com Map search on
5562 25/02/2022 02:11:51hrs (UTC+0) was for Rebel Taco, Washington DC
R8KDG3-  Mardis Gras Masquerade Party

5562

RFWD9R- Rebel Taco 1214 U St NW - Washington, DC

5562

RNWQP-  "Mardis Gras Masquerade Party"

5561

T4JR6P- Mardis Gras Masquerade Party

5562

TA98UW-  Mardis Gras Masquerade Party

5561

TE2AXW- Mardis Gras Masquerade Party

5561

TWHDG3- |Jessie Jenkins is supposed to meet at rebel taco's house.

5561

URL94P- Rebel Taco 1214 U St NW washington DC. Event Mardi Gras Masquerade Party Friday 25th February
5562

VKGWHC-  Mardis Gras Masquerade Party
5561

VRFDXN- Rebel Taco 1214 U SINW- Washington DC. Mexican restaurant.
5561

VU4RLY- Mardi Gras Masquerade Party
5562

WB6WLF-  Mardis Gras Masquerade Party | Meetup
5561

WRDQDP- [Rebel Taco 1214 U St NW - Washington, DC
5562
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 14 - Examination Questions

WebCode Response
Test

WXIKCR- Mardis Gras Masquerade Party on the 25th Feb 2022 or Friday Rooftop Social 4th March 2022 or Friday
5562 Meetup 18th March 2022

X7U2JR- Mardis Gras Masquerade Party

5561

XB3L8N- Mardis Gras Masquerade Party
5562

XGEEHM-  Mardis Gras Masquerade Party
5561

Y4WCCF-  Mardis Gras Masquerade Party
5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- Mardis Gras Masquerade Party
5561

YL2H7J- Mardis Gras Masquerade Party
5562

YLG7ZI- Mardis Gras Masquerade Party
5562

ZD74EJ- Rebel Taco 1214 U St NW - Washington, DC - Google Search - 2/25/2022 2:11:51 AM
5561

ZDHVAK- Mardi Gras Masquerade Party

5562

ZG7AXV- Mardi Gras Masquerade Party at Rebel Taco
5561

ZLZ4XH- Mardis Gras Masquerade Party

5561

Question 14: What event was scheduled to occur at the location user Jessie Jenkins searched for directions to

on 02/24/2022 21:11:51 (UTC-05:00)2
Consensus Result:
Mardis Gras Masquerade Party (Meetup) at Rebel Taco

Expected Response Explanation:
At 02/24/2022 21:11:51 (-5:00 Eastern Standard Time) user Jessie Jenkins searched Google maps for directions
to Rebel Taco in Washington DC. Keyword searching for Rebel Taco across the device finds artifacts in internet

history records and emails referencing the meetup for Mardis Gras Masquerade Party (Meetup) at Rebel Taco in
Washington, DC.
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Question 14 - Examination Questions

Expected Response lllustration:

EnCase Table View of Internet History Records

Internet Record Url
Artifact Typs Last Accessed MName
History 02724/2022 21:10:49 ... hitps:fmail google.comimail/u/dr#Hnbox/FMfegzGmyvBrofhmdbembWLZnVFKRHBSH
History Q2724/2022 21:11:05 ... http//meet.meetup.com/Is/click?upn=yBfalwSPeay7leriFwBBkipzLs| TuxZdeaSZS0LINL]-2FIOBe...
History 02/2472022 21:11:05 ... hitps:/Awww.meetup.com/_ms355463778/novasingles/eventshwsvkjlydodble/frefund_policy=tr...
History 027242022 21:11:05 .., httpsi/fenww. google.comiurFg=http//meet. meetup.com/Is/click?upn%3DyBf4lwSPea¥ TleriFwe..,
History 027242022 21:11:06 ... https:/fwanw.meetu p.com/novasinglesfeventsfwsvkjiydedblefrefund_policy=truefrs=md2&_xtd...
History 027242022 21:11:06 ... httpsy/fasvw. meelup.com/novasinglesfevents/wsvk|lydodble/frefund_policy=true&ry=md2&_xtd...
History Q272452022 21:11:51 ... httpsyfsww.google.comisearch?g=RebelsTaco+1214+U+StENW+RC2%ET+Washington%2C+DC...
History 02242022 21:11:51 ...

https:/fwww.goople.comisearch?g=Rebel+Taco+121 4+ U+5t+NW+RC2%ET+Washington®2C+DC..,

EnCase View of email message re Mardi Gras Party

Viewsng i1/ [ Bookmark Page as image
1A fuick reminder thal this event i COMmng U in one wesk. A pou going 7

Mer addad (his aver for Nola Singles

I'.l'u'-‘m'. Mtardm Gras Masquerade Paly I

Vihen: Friday, February 25, 2022, 10:00 PM ET

o = Q Searches= [0 Bookmark= W Sotofile W '-:l:-_';:- = B AndRelated= @ Redew Pa
F Rin & - B E M| Taole @ Tmeline B Gallery
[ ahAl xaco- i I L Selectad 0/63
¥ |
Mame sl
Word Hits Items © Path
1 |reta 470 142 [0 ratternate Body) INBOENFrIday: [ain 3 Singkes at “Mardis Gras Masquerade Party™[Alternate Body)
3 16 4 2 3 (alternate Body) All MailDirections from 219240 Muirfield Cir to Rebel Taco\{Alternate Body]
B 8 3 [ (alternate Body) INBOMTarmorrow: Join 11 Singles at "Mardis Gras Masquerade Party™\[alternate Body)
1 g 8 T & ™ {alissnats Rad A KAl Fe s bniry O Shnolee at "hlardic Gras Macniierardes Pasio™ Aliarnate Ao
w i
Fieids B Reporr [B Test @ wex B Doc [B Transcript 68 Pictwe [@ Revew B Console

Witwre;

Retel Taco
1214 L SN
Washington, DG
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Question 15 - Examination Questions

Question 15: What was the name of the wireless network to which the computer was connected?

Manufacturer's JenkinsHome
Expected Response:

WebCode Response

Test

2GYK6H- JenkinsHome
5562

37HZM7-  JenkinsHome
5561

3ERMDL- JenkinsHome
5562

3J2MUJ- JenkinsHome
5561

3W8X27- JenkinsHome
5561

4ELR7K- JenkinsHome
5562

6GRCUL- JenkinsHome
5562

6XRIND- JenkinsHome
5562

7CPVTB- JenkinsHome
5561 Software/Microsoft/WindowsNT/CurrentVersion/NetworkList/Profiles
8PW7XC- JenkinsHome
5562

8YYJXD- JenkinsHome
5562

87ZU27ZE- JenkninsHome
5562

98A6KL- JenkinsHome
5561

9WRPDD-  JenkinsHome
5562

97BF4H- JenkinsHome
5561

A7BERC- JenkinsHome
5562

ARP7Qé6- JenkinsHome
5561

BOWATE- JenkinsHome
5561

BOWHYA-  JenkinsHome
5561
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Question 15 - Examination Questions

WebCode Response

Test
BN9WGS8-  JenkinsHome
5562
BVR2DE- JenkinsHome
5562
BYPLFC- JenkinsHome
5562
CMTYN8-  JenkinsHome
5561
CN44Veé6- JenkinsHome
5561
DHRBK7- JenkinsHome
5562
E7WKY6- JenkinsHome
5561
E7XH9Z- JenkinsHome
5561
EAWU6Z-  JenkinsHome
5561
EREXP8- Jenkins Home
5561
EX67D8- JenkinsHome
5562
EZEWXB- JenkinsHome
5561
F2G973- JenkinsHome
5562
F8L898- JenkinsHome
5562
FGDPP2- JenkinsHome
5562
FL36D9- JenkinsHome
5562
FVTQJ7- JenkinsHome
5562
FXXHAY- JenkinsHome
5561
G8GC37-  JenkinsHome
5561
GCTZYW-  JenkinsHome
5561
GFWVHY-  JenkinsHome
5561
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Question 15 - Examination Questions

WebCode Response

Test
GLX6QD-  JenkinsHome
5562
GR9ZT12- Jenkins Home
5561
HDM36C-  JenkinsHome
5561
HDM9G8-  JenkinsHome
5561
HEVFPY- JenkinsHome
5561
HPTDCY- JenkinsHome
5561
HWZPPY- JenkinsHome
5562
HXQYL3- JenkinsHome
5562
JEDQ2D- JenkinsHome
5562
JQB84YN- JenkinsHome
5561
K4BTM4- JenkinsHome
5561
KOGN9W-  JenkinsHome
5561
KA2332- JenkinsHome
5562
KDZDY2- JenkinsHome
5561
LTKL96- JenkinsHome
5562
LYVGBT- Jenkins Home
5561
MW334U-  JenkinsHome
5561
PPRVBV- JenkinsHome
5561
PPUJUU- JenkinsHome
5561
PQYR3V- JenkinsHome
5561
PRHXH6- JenkinsHome
5562
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Question 15 - Examination Questions

WebCode Response

Test
PTTY3H- JenkinsHome
5562
PV4KAY- JenkinsHome
5561
PZAFUR- JenkinsHome
5562
Q8PGRF- JenkinsHome
5561
QKG3YW-  JenkinsHome
5562
QIMMIQ-  JenkinsHome
5561
QQ3XWU-  JenkinsHome
5561
QVYKR4- JenkinsHome
5562
R8KDG3- JenkinsHome
5562
RFWD9R- JenkinsHome
5562
RNVVQP- JenkinsHome
5561
T4JR6P- JenkinsHome
5562
TA98UW- JenkinsHome
5561
TE2AXW- JenkinsHome
5561
TWHDG3-  JenkinsHome
5561
URL94P- JenkinsHome
5562
VKGWHC-  JenkinsHome
5561
VRFDXN- JenkinsHome
5561
VU4RLY- JENKINSHOME
5562
WB6WLF- JenkinsHome
5561
WRDQDP-  JenkinsHome
5562
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Question 15 - Examination Questions

WebCode Response

Test

WXJKCR- JenkinsHome
5562

X7U2JR- JenkinsHome
5561

XB3L8N- JenkinsHome
5562

XGEEHM-  JenkinsHome
5561

Y4WCCF-  JenkinsHome
5561

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- JenkinsHome
5561

YL2H7J- JenkinsHome
5562

YLG7Z]- JenkinsHome
5562

ZD74EJ- JenkinsHome
5561

ZDHVAK- JenkinsHome
5562

ZG7AXV- JenkinsHome
5561

ZLZ4AXH- JenkinsHome
5561

Question 15: What was the name of the wireless network to which the computer was connected?

Consensus Result:

JenkinsHome

Expected Response Explanation:

Information about wireless network connections can be found in the Windows Software registry hive at
C:\Windows\System32\Config\Software:Microsof\Windows NT\CurrentVersion\NetworkList\Profiles. There is only
one wireless network listed.
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Question 15 - Examination Questions

Expected Response lllustration:
Registry Explorer View of Software:Microsof\Windows NT\CurrentVersion\NetworkList\Profiles

&P Registry Explorer v1.6.0.0
File Tools Options Bookmarks (22/0) View Help
Registry hives (2) Available boc ’ Values Known networks
networklist S - Find
Key name Network Name Name Type
(¢ Aflc v |Af)c =
4 @ C:\Users\user\Documents\( | , JenkinsHome Wireless
: CurrentVersion -
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Question 16 - Examination Questions

Question 16: What IP address was assigned by this network?
Manufacturer's 192.168.3.121

Expected Response:

WebCode Response

Test
2GYK6H- 192.168.3.121
5562
37HZM7 - 192.168.3.121
5561
3ERMDL- 192.168.3.121
5562
3J2MUJ- 192.168.3.121
5561
3W8X27- 192.168.3.121
5561
4ELR7K- 192.168.3.121
5562
6GRCUL- 192.168.3.121
5562
6XRIND- 192.168.3.121
5562
7CPVTB- 192.168.3.121
5561
8PW7XC- 192.168.3.121
5562
8YYJXD- 192.168.3.121
5562
87ZU27ZE- 192.168.3.121
5562
98A6KL- 192.168.3.121
5561
9WRPDD- 192.168.3.121
5562
97BF4H- 192.168.3.121
5561
A7BERC- 192.168.3.121
5562
ARP7Q6- 192.168.3.121
5561
BOWATE- 192.168.3.121
5561
BOWHYA- 192.168.3.121
5561
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Question 16 - Examination Questions

WebCode Response

Test

BNOWG8- 192.168.3.121
5562

BVR2DE- 192.168.3.121
5562

BYPLFC- 192.168.3.121
5562

CMTYNS- 192.168.3.121
5561

CN44Vé6- 192.168.3.121
5561

DHRBK7? - 192.168.3.121
5562

E7WKY6- 192.168.3.121
5561

E7XH9Z- 192.168.3.121
5561

EAWU6GZ- 192.168.3.121
5561

EREXP8- 192.168.3.121
5561

EX67D8- 192.168.3.121
5562

EZEWXB- 192.168.3.121
5561

F2G973- 192.168.3.121
5562

F8L898- 192.168.3.121
5562

FGDPP2- 192.168.3.121
5562

FL36D9- 30:5A:3A:C3:2E:E0
5562

FVTQJ7- 192.168.3.121
5562

FXXHAY - 192.168.3.121
5561

G8GC37- 192.168.3.121
5561

GCTZYW- 192.168.3.121
5561

GFWVHY- 192.168.3.121
5561
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WebCode Response

Test
GLX6QD- 192.168.3.121
5562
GR9ZT2- 192.168.3.121
5561
HDM36C- 192.168.3.121
5561
HDM9G8- 192.168.3.121
5561
HEVFPY- 192.168.3.121
5561
HPTDCY- 192.168.3.121
5561
HWZPPY- 192.168.3.121
5562
HXQYL3- 192.168.3.121
5562
JEDQ2D- 192.168.3.121
5562
JQ84YN- 192.168.3.121
5561
K4BTM4- 192.168.3.121
5561
KOGNOW-  192.168.3.121
5561
KA2332- 192.168.3.121
5562
KDZDY2- 192.168.3.121
5561
LTKL96- 192.168.3.121
5562
LYVGBT- 192.168.3.121
5561
MW334U- 192.168.3.121
5561
PPRVBV- 192.168.3.121
5561
PPUJUU- 192.168.3.121
5561
PQ9IR3V- 192.168.3.121
5561
PRHXH6- 192.168.3.121
5562
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WebCode Response

Test

PTTY3H- 192.168.3.121
5562

PV4KAY- 192.168.3.121
5561

PZAFUR- 192.168.3.121
5562

QB8PGRF- 192.168.3.121
5561

QKG3YW- [192.168.3.1

5562

QMMIQ- 192.168.3.121
5561

QQ3XWU-  192.168.3.121
5561

QVYKR4- 192.168.3.121
5562

RBKDGS3- 192.168.3.121
5562

RFWD9R- 192.228.79.201
5562

RNVWQP- 192.168.3.121
5561

T4JR6P- 192.168.3.121
5562

TA98UW- 192.168.3.121
5561

TE2AXW- 192.168.3.121
5561

TWHDG3- 192.168.3.121
5561

URL94P- 192.168.3.121
5562

VKGWHC- 192.168.3.121
5561

VRFDXN- 192.168.3.121
5561

VU4RLY- 192.168.3.1

5562

WB6WLF- 192.168.3.121
5561

WRDQDP- 192.168.3.121
5562
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Test
WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7Z]-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

[Participant did not return results for this question.]

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

192.168.3.121

Question 16: What IP address was assigned by this network?

Consensus Result:

192.168.3.121

Expected Response Explanation:

Information about network addresses can be found in the Windows SYSTEM registry hive at
C:A\Windows\System32\Config\SYSTEM:ControlSet001\Services\Tcpip\Parameters\Interfaces. Only keys for wireless
interfaces will have a value for DhcpNetworkHint. There is only one IR address.
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Question 16 - Examination Questions

Expected Response lllustration:

Registry Explorer view of SYSTEM:ControlSet001\Services\Tcpip\Parameters\Interfaces

W Registry Explorer v1.6.0.0
File Teols Options Bookmarks (27/0) View Help
Registry hives (2) Available bookmarks (49/0) Walues
- Finel
Value Namea Value Type  Data
Key name a | #values | & subkeys v |nc . \c
v oDe | - = *|[> [owpwaddress Regsz  [192.168.3.121 |
DiiSRegisteredAdapters 0 DhepSubnatMask Reqsz 255,255,255,
s = Interfaces o DhopSarver Regsz 192.168.3.1
{460b078- 121F.4baB-00ec-da... 3 e Regword | 86400
{56c08151-5516-4560-B62-3., 3 LeaseObtalnadTime ReqDword 1646442485
(g1 4848-B3e7-19ec-301 2-8.. 0 = RegDword 1646485685
{B820230-Boc? 4883-ad8a-0. 3 = RegDword | 1646518085
4 {9840d16e-08ce-4b2c-by... 21 LeaseTerminatesThime ReqDwiord 1646526885
{899034al- Seec-4500-ab35-4. . 3 AddressType RegDword 0
{he37hedf-f82 5-4202-b72a-82 . 19 LsServerNapAwane ReqDword o
NsiQhjectSecurity o DhepConnForceBroadeastFlag ReqDwioed O
PursistentRoutes 0 DhephatworkHint Regsz A4SEEGRSOGERITR4FEDESE
Aiflncwrle T
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Question 17 - Examination Questions

Question 17: From whom (provide name and email address) did Jessie Jenkins receive an email on
02/26/2022 17:39 (UTC-05:00)2

Manufacturer's Name: Alex Andersen
Expected Response: Email: alwaysalexandersen@gmail.com

WebCode Response

Test

2GYK6H- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
37HZM7 - Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
3ERMDL- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
3J2MUJ- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
3W8X27- Name: Alex Anderson,

5561 Email: alwaysalexanderson@gmail.com

4ELR7K- Name: Alex Anderson,
5562 Email: alwaysalexanderson@gmail.com

6GRCUL- Name: Alex Anderson,
5562 Email: alwaysalexandersen@gmail.com

6XRIND- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
7CPVTB- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
8PW7XC- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

8YYJXD- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
8ZU2ZE- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

98A6KL- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
9WRPDD- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

97ZBF4H- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
A7BERC- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
ARP7Q6- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

B6WATE- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
BOWHYA- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
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WebCode Response

Test
BN9WGS8-  Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

BVR2DE- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
BYPLFC- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
CMTYNS8-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

CN44Vé6- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

DHRBK7- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
E7WKY6- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

E7XH9Z- Name: Alex Anderson,
5561 Email: alwaysalexanderson@gmail.com

EAWU6Z- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
EREXP8- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
EX67D8- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

EZEWXB- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

F2G9Z3- Name: Alex Anderson,
5562 Email: alwaysalexanderson@gmail.com

F8L898- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
FGDPP2- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
FL36D9- Name: Alex Andresen,
5562 Email: alwaysalexandersen@gmail.com

FVTQJ7- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
FXXHAY- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
G8GC37- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

GCTZYW-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
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Question 17 - Examination Questions

WebCode Response

Test
GFWVHY-  [Name: Alex Anderson,
5561 Email: Alwaysalexandersen@gmail.com

GLX6QD- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
GR9ZT2- Name: Alex Anderson,
5561 Email: alwaysalexanderson@gmail.com

HDM36C-  Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
HDM9G8-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

HEVFPY- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
HPTDCY- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

HWZPPY- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
HX9YL3- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
JEDQ2D- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
JQ84YN- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
K4BTM4- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
KOGN9W-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
KA2332- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com

KDZDY2- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
LTKL96- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
LYVGBT- Name: Alex Anderson,
5561 Email: alwaysalexanderson@gmail.com

MW334U-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

PPRVBV- Name: Alex Andersen,
5561 Email: Alwaysalexandersen@gmail.com

PPUJUU- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
PQYR3V- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
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WebCode Response

Test

PRHXH6- Name: Alex Anderson,

5562 Email: alwaysalexanderson@gmail.com
PTTY3H- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
PV4KAY- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
PZAFUR- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
Q8PGRF- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
QKG3YW- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
QLMMJQ-  Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
QQ3XWU- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
QVYKR4- Name: Alex Andersen 26/02/22 22:3%hrs (UTC+0),
5562 Email: alwaysalexandersen@gmail.com
R8KDGS3- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
RFWD9R- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
RNVVQP- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
T4JR6P- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
TA98UW- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
TE2AXW- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
TWHDG3- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
URL94P- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
VKGWHC-  Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
VRFDXN- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
VU4RLY- Name: ALEX ANDERSON,

5562 Email: alwaysalexanderson@gmail.com
WB6WLF- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
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WebCode Response

Test

WRDQDP-  Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
WXIJKCR- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com

X7U2JR- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
XB3L8N- Name: Alex Andersen,
5562 Email: alwaysalexandersen@gmail.com
XGEEHM- Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com
Y4WCCF-  Name: Alex Andersen,
5561 Email: alwaysalexandersen@gmail.com

YDMVRA-  [Participant did not return results for this question.]

5562

YE4XXP- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
YL2H7J- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
YLG7ZJ- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
ZD74EJ- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
ZDHVAK- Name: Alex Andersen,

5562 Email: alwaysalexandersen@gmail.com
ZG7AXV- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com
ZLZ4XH- Name: Alex Andersen,

5561 Email: alwaysalexandersen@gmail.com

Question 17: From whom (provide name and email address) did Jessie Jenkins receive an email on

02/26/2022 17:39 (UTC-05:00)?

Consensus Result:

Name: Alex Andersen
Email: alwaysalexandersen@gmail.com
Expected Response Explanation:

Email files on this computer are stored in C:\Users\Jessie
Jenkins\AppData\Roaming\Thunderbird\Profiles\1ugl4331.default-release\lmapMail\imap.gmail.com\INBOX. A
review of the contents of the Inbox by date and time finds the relevant message.
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Expected Response lllustration:

EnCase view of email message

| hope | got the email right... much of what i remember from last night is a blur...What's not a blur is
meeting you! I've never stayed up till dawn talking with someane like that!! What a night! | hope we can

do it again soon!

-A,
Attachments
Mame {Alternate Body)

Logical 5lze 237
{Alternate Body)
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Question 18: Where and when did Jessie ultimately agree to meet the person from the response for
question 172

Manufacturer's

Where: Founding Farmers Reston

Expected Response: When: 2022-03-05 20:00

WebCode Response

Test

2GYK6H-
5562

37HZM7 -
5561

3ERMDL-
5562

3J2MUJ-
5561

3W8X27-
5561

4ELR7K-
5562

6GRCUL-
5562

6XRIND-
5562

7CPVTB-
5561

8PW7XC-
5562

8YYJXD-
5562

8ZU2ZE-
5562

98A6KL-
5561

9WRPDD-
5562

97BF4H-
5561

A7BERC-
5562

ARP7Q6-
5561

BOWATE-
5561

Where: founding farmers reston station,

When: 2022-05-03 20:00

Where: Founding Farmers Restaurant, Reston VA,

When: 2022-03-05 20:00

Where: Founding Farmers https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: We are Founding Fathers,
When: 2022-05-03 20:00

Where: founding farmers,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,

When: 2022-03-05 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 20:00

Where: "Founding Farmers Reston Station", 1904 RESTON METRO PLAZA, RESTON, VA 20190,
When: 2022-03-05 20:00

Where: https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 00:00

Where: Founding Farmers Resteraunt,

When: 2022-03-06 20:00

Where: founding farmers Reston Station,

When: 2022-03-05 05:38

Where: Cita para Cenar en Founding Farmers,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,

When: 2022-03-04 08:00

Where: Founding Farmers Reston Station (https://www.wearefoundingfarmers.com/location/reston),

When: 2022-03-05 20:00

Where: Founding Farmers Restaurant,

When: 2022-03-05 20:00

Where: Founding Farmers https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 20:00
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WebCode Response

Test

BOWHYA-  Where: Founding Farmers,

5561 When: 2022-03-05 20:00

BNOWGS8-  Where: www.wearefoundingfarmers.com - restaurant, reston,

5562 When: 2022-03-05 20:00

BVR2DE- Where: Founding Farmers https://www.wearefoundingfarmers.com/location/reston/,
5562 When: 2022-03-03 20:00

BYPLFC- Where: 1904 Reston Metro Plaza, Reston, VA 20190 from web site
5562 https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 20:00
CMTYN8-  Where: Founding Farmers Reston,

5561 When: 2022-03-05 20:00

CN44Vé- Where: Founding Farmers Reston,

5561 When: 2022-03-05 20:00

DHRBK?7- Where: Founding Farmers Reston ( Reston Station Restaurant),
5562 When: 2022-03-05 20:00

E7WKYé6- Where: founding farmers reston station,

5561 When: 2022-05-03 20:00

E7XH9Z- Where: Founding Farmers Restaurant 3/5/2022 20:00 (UTC-05:00),
5561 When: 2022-03-05 20:00

EAWU6Z-  Where: Founding Farmers Restaurant in Reston,

5561 When: 2022-03-05 20:00

EREXP8- Where: Founding Farmers in Reston, VA,

5561 When: 2022-03-05 20:00

EX67D8- Where: Founding Farmers in Reston, VA,

5562 When: 2022-03-05 20:00

EZEWXB- Where: Founding Farmers Reston Station,

5561 When: 2022-03-04 00:00

F2G973- Where: Founding Farmers Reston Station - 1904 Reston Metro Plaza Drive, Reston, VA 20190, United States,
5562 When: 2022-03-05 20:00

F8L898- Where: Founding Farmers Reston Station, 1904 RESTON METRO PLAZA, RESTON, VA 20190,
5562 When: 2022-03-05 20:00

FGDPP2- Where: Founding Farmers Reston Station,

5562 When: 2022-03-05 20:00
FL36D9- Where: We are Founding farmers, Reston,
5562 When: 2022-03-05 08:00

FVTQJ7- Where: Founding Farmers Reston Station 1904 Reston Metro Plaza Drive, Reston, VA 20190, United States,
5562 When: 2022-05-03 20:00

FXXHAY- Where: Founding Farmers reston,
5561 When: 2022-03-05 00:00

G8GC37-  Where: Founding Farmers URL: https://www.wearefoundingfarmers.com/location/reston/,
5561 When: 2022-03-05 20:00
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WebCode Response

Test
GCTZYW-
5561

GFWVHY-
5561

GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNOW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

Where: Founding Farmers (Reston, VA),
When: 2022-03-05 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,

When: 2022-03-05 20:00

Where: Founding Farmers in Reston,

When: 2022-03-04 20:00

Where: Founding Farmers Reston Station,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station, 1904 RESTON METRO PLAZA, RESTON, VA 20190,
When: 2022-03-15 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station (https://www.wearefoundingfarmers.com/location/reston/),

When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,

When: 2022-03-05 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: https://www.wearefoundingfarmers.com/location/reston/,

When: 2022-03-05 20:00

Where: Founding Farmers,

When: 2022-03-05 20:00

Where: A restaraunt in Reston,

When: 2022-03-05 20:00

Where: Founding Farmers,
When: 2022-03-05 20:00

Where: We Are founding farmers,
When: 2022-03-05 20:00

Where: Founding Farmers at Reston,

When: 2022-03-05 20:00

Where: https://www.wearefoundingfarmers.com/location/reston/,
When: 2022-03-05 20:00

Where: Founding Farmers Reston,
When: 2022-03-05 20:00

Where: Founding Farmers Restaurant,
When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,
When: 2022-03-05 20:00

Where: Founding Farmers Reston Station,
When: 2022-03-05 20:00

Printed: 15-August-2022 (110) Copyright ©2022 CTS,

nc



Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 18 - Examination Questions

WebCode Response

Test

PQIR3V- Where: Founding Farmers,

5561 When: 2022-03-05 20:00

PRHXH6- Where: Reston Station Restaurant,

5562 When: 2022-03-05 20:00

PTTY3H- Where: Founding Farmers Reston Station,
5562 When: 2022-03-05 20:00

PV4KAY- Where: Founding Farmers Restaurant/Reston Station/1904 Reston Metro Plaza Drive, Reston, VA 20190,
5561 When: 2022-03-05 20:00

PZAFUR- Where: Founding Farmers Reston Station Restaurant, 1904 Reston Metro Plaza, Reston, VA 20190,
5562 When: 2022-03-05 20:00

Q8PGRF- Where: Founding Farmers Reston Station, 1904 Reston Metro Plaza, Reston, VA 20190 USA,
5561 When: 2022-03-05 20:00

QKG3YW-  Where: we are founding farmers in reston,

5562 When: 2022-03-05 20:00
QLMMIQ-  Where: Founding Farmers Reston Station,
5561 When: 2022-03-05 20:00
QQ3XWU-  Where: Founding Farmers Reston Station,
5561 When: 2022-03-05 20:00
QVYKR4- Where: 'We are Founding Fathers' at Reston,
5562 When: 2022-03-05 20:00
R8KDG3-  Where: Founding Farmers Restaurant,
5562 When: 2022-03-05 20:00
RFWD9R- Where: Founding Farmers, Reston VA,
5562 When: 2022-03-04
RNVWWQP- Where: FOUNDING FARMERS (Restaurant) RESTON STATION, 1904 RESTON METRO PLAZA, RESTON, VA
5561 20190,

When: 2022-03-05 20:00
T4JR6P- Where: The restaurant “Foundig Farmers”,
5562 When: 2022-03-05 20:00

TA98UW- Where: Founding Farmers Reston Station 1904 Reston Metro Plaza Drive, Reston, VA 20190,
5561 When: 2022-03-05 20:00

TE2AXW- Where: Founding Farmers Reston Station,

5561 When: 2022-03-05 20:00

TWHDG3-  [Where: https://www.wearefoundingfarmers.com/location/reston/,
5561 When: 2022-02-28 20:36

URL94P- Where: Founding Farmers Restaurant Reston,

5562 When: 2022-03-04 00:00

VKGWHC-  Where: Founding Farmers Reston (Reston Station Restaurant),
5561 When: 2022-03-05 20:00

VRFDXN- Where: FoundingFarmer Reston Station Restaurant Lunch&Dinner Menu,
5561 When: 2022-03-05 20:00
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WebCode Response

Test
VU4RLY- Where: Wearefoundingfarmers.com/location/reston,
5562 When: 2022-03-05 00:00

WBOWLF-  Where: we are founding farmers,
5561 When: 2022-03-05 20:00

WRDQDP- [Where: Founding Farmers Reston from https://www.wearefoundingfarmers.com/location/reston/,

5562 When: 2022-03-06 01:00

WXIJKCR- Where: We Are Founding Farmers, Reston,

5562 When: 2022-03-05 20:00
X7U2JR- Where: Founding Farmers https://www.wearefoundingfarmers.com/location/reston/,
5561 When: 2022-03-05 20:00

XB3L8N- Where: Founding Farmers Reston Station 1904 Reston Metro Plaza Drive, Reston, VA 20190,
5562 When: 2022-03-05 20:00

XGEEHM-  Where: Founding Farmers,

5561 When: 2022-03-05 08:00

Y4WCCF-  [Where: Founding Farmers Reston Station,

5561 When: 2022-03-06 01:00

YDMVRA- [Participant did not return results for this question.]

5562

YE4XXP- Where: Founding Farmers,

5561 When: 2022-03-05 20:00

YL2H7J- Where: Founding Farmers (1904 RESTON METRO PLAZA, RESTON, VA 20190).,
5562 When: 2022-03-05 20:00

YLG7Z]- Where: We are founding farmers,

5562 When: 2022-03-05 20:00

ZD74EJ- Where: https://www.wearefoundingfarmers.com/location/reston/,
5561 When: 2022-03-05 08:00

ZDHVAK- Where: Founding Farmers Reston,

5562 When: 2022-03-05 20:00

ZG7AXV- Where: Founding Farmers restaurant,

5561 When: 2022-03-05 20:00

ZLZ4XH- Where: https://www.wearefoundingfarmers.com/location/reston/,
5561 When: 2022-03-05 20:00

Question 18: Where and when did Jessie ultimately agree to meet the person from the response for question
172

Consensus Result:

Where: Founding Farmers Reston
When: 2022-03-05 20:00
Expected Response Explanation:

Email files on this computer are stored in C:\Users\Jessie
Jenkins\AppData\Roaming\Thunderbird\Profiles\1ugl4331.default-release\lmapMail\imap.gmail.com\. Following
the message thread between Alex Andersen and Jessie Jenkins finds the relevant last message and the agreement to
meet at Founding Farmers Reston on March 5, 2022 at 20:00 (8:00 pm).
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Expected Response lllustration:

EnCase view of email message

O Alex Andersen <alwaysalexandersen@gmail com=
Ta |essie Jenkins <jessigjenkins90%@gmail.com=
Sent 03/05/2022 17:38:52 (-5:00 Eastern Standard Time)
Subject  Re: Hey
i'm so sorry (I'll explain why i had to cance). yes. we're DI"l.|I'I| meet you there at 8, |

On Sat,|Mar 5, 2022|at 5:36 PM |essie Jenkins <jessigjenkins909@gmail.com
[mailto:jessigjenkins908@gmail.com] = wrote:

are we on for tonight or are you gonna cancel again. 10s don't get left on 'read’

On 2/28/2022 8:38 PM, Alex Andersen wrote:
kil call you 1)

On Mon, Feb 28, 2022 at 8:37 PM Jessie Jenkins <jessiejenkins909@gmail.com
[mailto:jessiejenkins908@gmail.com] = wrote:

(571)302-4357 )
On 2/28/2022 8:37 PM, Alex Andersen wrote:
ok. that sounds fun. i'll make a reservation. what's your mobile number?

On Mon, Feb 28, 2022 at 8:36 PM Jessie Jenkins <jessigjenkins909@gmail.com
[mailto:jessiejenkins808@gmail.com] = wrote:

lol, how about a nice dinner out?
like

https./fwww.wearefoundingfarmers.com/focation/reston/ [hittps:/www. wearefoundingfarmers.
com/flocation/restan/]

on 2/28/2022 2:34 PM, Alex Andersen wrote:
hmmmm your place? friday?

On 5un, Feb 27, 2022 at 6:04 PM |essie Jenkins <jessiejenkins909@gmail.com
[mailto:jessiejenkins309@gmail.com] = wrote:

It was great meeting you too!

I'd love to get together again.

Pick a place?

On 5at, Feb 26, 2022 5t 5:39 PM Alex Andersen <alwaysalexandersen@gmail.com
[mailto:alwaysalexandersen@gmail.com] = wrote;

| hope | got the email right... much of what i remember from last night is a blur... What's not a blur is
meeting you! I've never stayed up till dawn talking with someone like that!! What a night! | hope we can
do it again soon!

-A
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Question 19: According to the Windows Event Logs, what comment was given for the computer
shutdown on 2/25/22 3:29 AM (UTC+0)2

Manufacturer's time for bed
Expected Response:

.\I'_Ve?COde Response ** Inconsistencies not highlighted; No consensus achieved **
[

2GYK6H-  time for bed

5562

37HZM7-  time for bed

5561

3ERMDL- time for bed

5562

3J2MUJ- time for bed

5561

3W8X27- time for bed

5561

4ELR7K- time for bed

5562

6GRCUL- The kernel power manager has initiated a shutdown transition
5562

6XRIND- remotely

5562

7CPVTB- The event logging service has shut down. Event ID 1100 “Service shutdown”
5561

8PW7XC-  time for bed

5562

8YYIXD- The operating system is shutting down.

5562

8ZU27ZE- time for bed

5562

98A6KL- time for bed

5561

9WRPDD-  Cierre de sesién de escritorio remoto exitoso

5562

97ZBF4H- The operating system is shutting down.

5561

A7BERC- The operating system is shutting down.  Event ID 13
5562

ARP7Qé6- time for bed

5561

BOWATE- time for bed

5561

BOWHYA-  time for bed

5561
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.\I'_Ve?COde Response ** Inconsistencies not highlighted; No consensus achieved **
[

BNOWGS8- 109 - The kernel power manager has initiated a shut down 13 - The operating system is shutting down
5562

BVR2DE- time for bed

5562

BYPLFC- The kernel power manager has initiated a shutdown fransition.
5562

CMTYNS8-  time for bed

5561

CN44V6-  time for bed

5561

DHRBK?7- The operating system is shutting down.

5562

E7WKY6-  time for bed

5561

E7XH9Z- time for bed

5561

EAWU6Z-  time for bed

5561

EREXP8- time for bed

5561

EX67D8- time for bed

5562

EZEWXB- time for bed

5561

F2G9Z3- Group Policy received Preshutdown notification from Service Control Manager
5562

F8L898- Time for bed

5562

FGDPP2- time for bed

5562

FL36D9- User initiated logoff

5562

FVTQJ7- time for bed

5562

FXXHAY- User Initiated Log Off

5561

G8GC37-  Time for bed

5561

GCTZYW-  Successfully scheduled Software Protection service for re-start at 2122-02-01703:29:16Z. Reason: RulesEngine.
5561

GFWVHY-  Time for bed.

5561
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WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNIW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

time for bed

The operating system is shutting down.

time for bed

time for bed

time for bed

time for bed

time for bed

time for bed

The operating system is shutting down

According to Microsoft Event Viewer- the event properties read: The operating system is shutting down at system
time 2022-02-25T03:29:57.197741900Z. i consider this a 'comment' by the definition of the word: a piece of
specially tagged explanatory text within (a program) to assist other users.

The operating system is shutting down.

time for bed

time for bed

time for bed

time for bed

User Initiated Log Off

time for bed

time for bed

time for bed

time for bed
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Question 19 - Examination Questions

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **
Test

PRHXH6- time for bed

5562

PTTY3H- time for bed

5562

PV4KAY- User-initiated logoff. Name="TargetUserSid">S5-1-5-21-3501254099-4204809888-2000606956-1002

5561 Name=User Name > Jessie Jenkins

PZAFUR- User Initiated Logoff

5562

Q8PGRF-  time for bed

5561

QKG3YW-  The kernel power manager has initiated a shutdown fransition
5562

QLMMIJQ-  Time for Bed

5561

QQ3XWU-  time for bed

5561

QVYKRA4- The operating system is shutting down.
5562

R8KDG3-  time for bed

5562

RFWD9R- time for bed

5562

RNWQP-  time for bed

5561

T4JR6P- time for bed (event 2607)

5562

TA98UW-  "No title for this reason could be found ( <Data Name="param1">C:\Windows\system32\shutdown.exe

5561 (DESKTOP-RNO1054)</Data>  <Data Name="param2" >DESKTOP-RNO1054 </Data> <Data
Name="param3">No ftitle for this reason could be found</Data> <Data
Name="param4">0x800000ff</Data> <Data Name="param5"'>shutdown</Data> <Data
Name="paramé">time for bed</Data> <Data Name="param7"'>DESKTOP-RNO1054\Jessie
Jenkins</Data>)"

TE2AXW- time for bed

5561

TWHDGS3-  This event is written when an application causes the system to restart, or when the user initiates a restart or
5561 shutdown by clicking Start or pressing CTRL+ALT+DELETE, and then clicking Shut Down.

URL94P- The kernel power manager has initiated a shutdown transition

5562

VKGWHC-  time for bed

5561

VRFDXN- time for bed

5561
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WebCode poshonse ** Inconsistencies not highlighted; No consensus achieved **

Test

VUA4RLY- 20:00:00 Saturday 5th March 2022

5562

WB6WLF-  User initiated logoff

5561

WRDQDP-  time for bed

5562

WXJKCR- The operating system is shutting down.

5562

X7U2JR- time for bed

5561

XB3L8N- "No title for this reason could be found ( <Data Name="param1">C:\Windows\system32\shutdown.exe

5562 (DESKTOP-RNO1054)</Data>  <Data Name="param2"'>DESKTOP-RNO1054 </Data> <Data
Name="param3">No title for this reason could be found</Data> <Data
Name="param4">0x800000ff</Data> <Data Name="param5">shutdown</Data> <Data
Name="paramé">time for bed</Data> <Data Name="param7"'>DESKTOP-RNO1054\Jessie
Jenkins</Data>)"

XGEEHM-  The operating system is shutting down.

5561

Y4WCCF-  time for bed

5561

YDMVRA-  [Participant did not return results for this question.]

5562

YE4XXP- The operating system is shutting down.

5561

YL2H7J- User initiated logoff

5562

YLG7Z)- The Event log service was stopped

5562

ZD74EJ- The operating system is shutting down.

5561

ZDHVAK- time for bed

5562

ZG7AXV- time for bed

5561

ZLZ4XH- time for bed

5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 19: According to the Windows Event Logs, what comment was given for the computer shutdown on
2/25/22 3:29 AM (UTC+0)2

Consensus Result:

While a majority of participants reported the expected response of "time for bed," a consensus was not achieved.
Another 20% of participants reported "The operating system is shutting down."
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Expected Response Explanation:

Question 19 -

Examination Questions

Records of shutdown events are stored in the Windows System Event Log at
C:\Windows\System32\winevi\Logs\System.evtx. Parsing this file with Windows event viewer or an appropriate
forensic tool, filtering by event ID 1074 and searching for the event on 2/25/22 3:29 AM (UTC) finds the record
containing the comment “time for bed.”
Expected Response lllustration:

Windows Event Viewer view of shutdown event with comment

=7  Filtered: Log: file/CAUsersiuser\ Documentsi CT5022 Windows\EnCaseld2- 3561 Export\System.evix; Source: ; Bvent ID: 1074,

Level Date and TIF‘;I\E Source  Event|Dr Task Category )
{Dlnf-:rrm ation 22472022 10:2%:51 PM ser3d 1074 Mone

@Infurmatinn 27262022 B:54:21 AM User32 1074 Mone

@Infnrmatiun 2/26/2022 60746 PM User3d 1074 Mone

G}Infurmaﬁnn 22712022 6:0d:35 PM User32 1074 Mone W
Event 1074, User32 x

| Details

found

Comment: time

Reason Code: (800000
Shutdown Type: shutdown

for bed

Log Mame:
Source:
Event ID:
Level:

User:
OpCode:

Waore Infermation:

System
User3?

1074
Information

Info

Event Log Online Help

The process CAWindowshsystern3Z\shutdown.exe (DESKTOP-RNO1054) has initiated the shutdown of computer DESKTOP-
RMO1054 on behalf of user DESKTOP-RNO1058 Jessie Jenkins for the following reasen: Mo title for this reason could be

Logged:

Keywords:
5-1-5-21-3501254099-420480 Computer:

2/24/2022 10:29:51 PM
Task Categony: Mone

Classic
DESKTOP-RMCT1054
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Question 20 - Examination Questions

Question 20: On what date and time, and to what user account was the LAST successful login to this
computer? Provide your response in UTC+0, using the date/time picker to select the date and time
(24-hour).

Manufacturer's Date & Time: 2022-03-06 05:07

Expected Response: User Account: Jessie Jenkins

WebCode Response

Test

2GYK6H- Date and Time: 2022-03-06 05:07,
5562 User Account: 1002 Jessie Jenkins
37HZM7- Date and Time: 2022-03-06 05:07,
5561 User Account: Jesse Jenkins
3ERMDL- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
3J2MUJ- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
3W8X27- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
4ELR7K- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
6GRCUL- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
6XRIND- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
7CPVTB- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
8PW7XC- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
8YYJXD- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
8ZU2ZE- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
98A6KL- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
9WRPDD-  Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
9ZBF4H- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
A7BERC- Date and Time: 2022-03-07 05:07,
5562 User Account: Jessie Jenkins
ARP7Q6- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
B6WATE- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
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WebCode Response

Test

BOWHYA- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
BN9WGS8-  Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
BVR2DE- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
BYPLFC- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins, S-1-5-21-3501254099-4204809888-2000606956-1002
CMTYNS8-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins (user ID 1002)
CN44Vé6- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
DHRBK7- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
E7WKY6- Date and Time: 2022-03-06 05:07,
5561 User Account: 1002 Jessie Jenkins
E7XH9Z- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
EAWU6Z- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
EREXP8- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
EX67D8- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
EZEWXB- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
F2G9Z3- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
F8L898- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
FGDPP2- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
FL36D9- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessi Jenkins

FVTQJ7- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins (S-1-5-21-3501254099-4204809888-2000606956-1002)
FXXHAY - Date and Time: 2022-03-06 05:12,
5561 User Account: Jessie Jenkins
G8GC37- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
GCTZYW-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
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WebCode Response

Test

GFWVHY-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
GLX6QD- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
GR9ZT2- Date and Time: 2022-06-06 05:07,
5561 User Account: Jesse Jenkins

HDM36C-  Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins
HDM9G8-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
HEVFPY- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
HPTDCY- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
HWZPPY- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
HX9YL3- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
JEDQ2D- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
JQ84YN- Date and Time: 2022-03-05 23:12,
5561 User Account: Jessie Jenkins

K4BTM4- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins
KOGN9W-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
KA2332- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
KDZDY2- Date and Time: 2022-02-06 05:07,
5561 User Account: Jessie Jenkins

LTKL96- Date and Time: 2022-03-06 05:07,

5562 User Account: Jessie Jenkins
LYVGBT- Date and Time: 2022-03-06 05:12,
5561 User Account: Jessie Jenkins

MW334U-  Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins
PPRVBV- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
PPUJUU- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
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WebCode Response

Test

PQ9R3V- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
PRHXH6- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
PTTY3H- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
PV4KAY- Date and Time: 2022-03-06 05:12,
5561 User Account: S-1-5-18 SYSTEM
PZAFUR- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
Q8PGRF- Date and Time: 2022-03-06 05:07,
5561 User Account: 1002 (Jessie Jenkins)
QKG3YW-  Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
QLMMJQ-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
QQ3XWU-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
QVYKR4- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie JENKINS
R8KDGS3- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
RFWD9R- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
RNWQP- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
T4JR6P- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
TA98UW- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
TE2AXW- Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
TWHDGS3-  Date and Time: 2022-03-06 19:07,
5561 User Account: Jessie Jenkins
URL94P- Date and Time: 2022-03-06 05:07,
5562 User Account: Jessie Jenkins
VKGWHC-  Date and Time: 2022-03-06 05:07,
5561 User Account: Jessie Jenkins
VRFDXN- Date and Time: 2022-03-06 05:12,
5561 User Account: S-1-5-18 Systemprofile
VU4RLY- Date and Time: 2022-03-06 05:07,
5562 User Account: jessie jenkins
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WebCode Response

Test

WB6WLF- Date and Time: 2022-03-06 05:12,

5561 User Account: S-1-5-21-3501254099-4204809888-2000606956-1002 Jessie Jenkins
WRDQDP- |Date and Time: 2022-03-06 05:05:26.9 UTC,
5562 User Account: Jessie Jenkins

WXIJKCR- Date and Time: 2022-03-06 05:07,

5562 User Account: Jessie Jenkins

X7U2JR- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

XB3L8N- Date and Time: 2022-03-06 05:07,

5562 User Account: Jessie Jenkins

XGEEHM- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

Y4WCCF-  Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

YL2H7J- Date and Time: 2022-03-06 05:12,

5562 User Account: Jessie Jenkins

YLG7Z]- Date and Time: 2022-03-06 05:07,

5562 User Account: \Jessie Jenkins

ZD74E]J- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

ZDHVAK- Date and Time: 2022-03-06 05:07,

5562 User Account: Jessie Jenkins (user ID 1002)
ZG7AXV- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

ZLZ4XH- Date and Time: 2022-03-06 05:07,

5561 User Account: Jessie Jenkins

Question 20: On what date and time, and to what user account was the LAST successful login to this
computer? Provide your response in UTC+0, using the date/time picker to select the date and time (24-hour).

Consensus Result:
Date & Time: 2022-03-06 05:07

User Account: Jessie Jenkins
Expected Response Explanation:

Records of logon events are stored in the Windows Security Event Log at
C:\Windows\System32\winevi\Logs\Security.evix. Parsing this file with Windows event viewer or an appropriate
forensic tool, sorting by time and filtering by event ID 4624 and logon type 2 will show the last successful logon and
the target user account. The last login date for a user is also recorded in the System Accounts Manager registry hive.
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Expected Response lllustration:

Evix Explorer Parse of Security.evix

[timecroated  ElevenudBdmapnescriptionBlpayloadnata  EllpayloadnatazBilpayieadiats
0Z2-03-06T05:06:16 4525 Fallad logan Target: DESKTOP-RNO1054\Jessie Jenking LogonTypa 2 FallureReason: user name is cormect but the passward ks wrong
AZ2-03-06TO5 0620 4625 Fallad logan Target: DESKTOP-RMO1054 Jessie lenking  LoganTypa 2 FallureReason: user name s correct but the passward i wrong
HZ2-03-06T05:06:25 4525 Falled logan Target: DESKTOP-RNOLOS4 Jessie Jenkins  LogonType 2 FallureReason: uses name is cormect but thie password i wrong
H022-03-06TO5:06:26 4625 Failed logan Target: DESKTOP-RNOLO54 Jessie Jenkins  LogonType 2 FailureReasan: user name is correct but the passwiord is wrong

B0E2-0E-06TOG 0GAR 4625 Failed logon Target: DESKTOP-RNCLOS Jessie Jenkins LogonType 2 FallureResson: user name i cormect but the password is wrong
H0E2-05-06T05: 0654 4525 Failad logan Target: DESKTOP-RNOLOS Jesgie Jenking  LoganType 2 FailureReacon: uses name is porrect but the password S wrong
| HOE2-03-06TO5:07:35 4624 Successful logon  Target: DESKTOR-RMOL054\ Jessie Jenking  LogonType 2 Logonld: Ox116434

RegRipper view of SAM hive login data for Jessie Jenkins

Username :| Jessie Jenkins [1002]
Full Name :
User Comment :

Account Type
Account Created
Name

Password Hint same

Last Login Date :]|2022-03-06 05:07:34%Z
Pwd Reset Date 2022-02-17 01:14:03Z
Pwd Fail Date 2022-03-06 05:06:532
Login Count 59

Embedded RID 1002

2022-02-02 05:39:492
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Question 21: How many failed logins immediately preceded the successful one in question 202
Provide a NUMERIC response.

Manufacturer's 6
Expected Response:

WebCode Response

Test
2GYK6H- 6
5562
37HZM7 - 1
5561
3ERMDL- 6
5562
3J2MUJ- 6
5561
3W8X27- 6
5561
4ELR7K- 6
5562
6GRCUL- 1
5562
6XRIND- 6
5562
7CPVTB- 6
5561
8PW7XC- 6
5562
8YYJXD- 6
5562
8ZU27ZE- 1
5562
98A6KL- 6
5561
9WRPDD- 6
5562
97BF4H- 59
5561
A7BERC- 6
5562
ARP7Q6- 6
5561
BOWATE- 6
5561
BOWHYA.- 6
5561
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WebCode Response

Test
BNOWGS8- 6
5562

BVR2DE- 6
5562

BYPLFC- 6
5562
CMTYN8- 6
5561

CN44Vé- 6
5561

DHRBK?7- [Participant did not return results for this question.]
5562
E7WKY6- 6
5561

E7XH9Z- 6
5561
EAWU6Z- 6
5561

EREXPS8- 6
5561

EX67D8- 6
5562

EZEWXB- |1
5561

F2G9z3- |1
5562

F8L898- 6
5562

FGDPP2- 06
5562

FL36D9- [Participant did not return results for this question.]
5562

FVTQJ7- 6
5562

FXXHAY- 1
5561
G8GC37- 6
5561
GCTZYW- 6
5561
GFWVHY- 6
5561
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WebCode Response

Test
GLX6QD- 6
5562
GR9ZT2- 0
5561
HDM36C- 6
5561
HDM9G8- 6
5561
HEVFPY- 6
5561
HPTDCY- 6
5561
HWZPPY- 6
5562
HXQYL3- 6
5562
JEDQ2D- 6
5562
JQ84YN- 6
5561
K4BTM4- 1
5561
KOGNOW- 6
5561
KA2332- 6
5562
KDZDY2- 1
5561
LTKL96- 6
5562
LYVGBT- 1
5561
MW334U- 6
5561
PPRVBV- 6
5561
PPUJUU- 6
5561
PQYR3V- 1
5561
PRHXH6- 6
5562
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WebCode Response
Test

PTTY3H- 6

5562

PV4KAY- 0
5561

PZAFUR- 6
5562

Q8PGRF- 6
5561

QKG3YW- |2
5562

QMMIQ- 6
5561

QQ3XWU- 6
5561

QVYKR4- 16
5562

R8KDG3- 6
5562

RFWD9R- 6
5562

RNWQP- 6
5561

T4JR6P- 6
5562

TA98UW- |59
5561

TE2AXW- 6
5561

TWHDG3- 6
5561

URL94P- 1
5562

VKGWHC- 6
5561

VRFDXN- 6
5561

VUA4RLY- 6
5562

WBGWLF- |5
5561

WRDQDP- |4
5562
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WebCode Response
Test

WXJKCR- 6
5562

X7U2JR- 6
5561

XB3L8N- |59
5562

XGEEHM- |1
5561

Y4WCCF- 6
5561

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- 6
5561

YL2H7J- 6
5562

YLG7Z]- 6
5562

ZD74EJ- 6
5561

ZDHVAK- 6
5562

ZG7AXV- 6
5561

ZLZ4XH- 6
5561

Question 21: How many failed logins immediately preceded the successful one in question 202 Provide a

NUMERIC response.

Consensus Result:
6

Expected Response Explanation:

Records of logon events are stored in the Windows Security Event Log at
C:\Windows\System32\winevi\Logs\Security.evix. Parsing this file with Windows event viewer or an appropriate
forensic tool, sorting by time and filtering by event IDs 4624 and 4625, and logon type 2 will show the last
successful logon and target user account as well as the preceding failed logins.

Expected Response lllustration:

Evix Explorer Parse of Security.evix

l EventicEl MapDescription] - Bl rayinadnataa i
I02Z-03-D6TN506:16 4575 Falled logan Target: DESKTOP-RNO1O54\Jessie Jenking LoganType 2 FallureReason: user name i cormect but the passward i wrong
I022-03-06T05:06:20 4525 Fallad logan Target: DESKTOP-RNOLOS4 Jessie Jenking LoganType 2 FallureReason: user name i cormect but the passward i wrong
H022-03-06T0506:25 4525 Failed logon Target: DESKTOP-RROLOG Jessie Jenking  LogonType 2 FailureReason: user name i5 cormect but the password i wrong
H022-03-06T05:06:28 4525 Failed logon Target: DESKTOP-RNCLOS Jessie Jenkins LogonType 2 FallureResson: user name i comect but the password is wrong
B022-03-06TO5: 0G4 4625 Failed lxgan Target: DESKTOP-RNOLO54 Jessie Jenkins  LogonType 2 FailureRieasan: uses name is cormect But the password 5 wrong
B022-03-06T05:06:54 4625 Failed logon Target: DESKTOP-RNOL054\ Jessie Jenking  LogorType 2 FailureReasan: user name is correct but the password is wrong
H22-03-06T05:07:35 4624 Sucpessfil logon  Target: DESKTOP-RNOLOS4 ) Jessie Jenking  LoganType 2 Logoenld: xli6a34

nc
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Question 22 - Examination Questions

Question 22: How many times was the Electrum program executed (not the installer)? Provide a
NUMERIC response.

Manufacturer's 6
Expected Response:

WebCode Response

Test
2GYK6H- 6
5562

37HZM7 - 6
5561

3ERMDL- 6
5562

3J2MU- 6
5561

3W8X27- 6
5561

4ELR7K- 6
5562

6GRCUL- 6
5562

6XRIND- 6
5562

7CPVTB- 6
5561

8PW7XC- 6
5562

8YYJIXD- 12
5562

8ZU27ZE- 6
5562

98A6KL- 6
5561
9WRPDD- 6
5562

97BF4H- 6
5561

A7BERC- 6
5562

ARP7Q6- 6
5561

BOWATE- 6
5561
BOWHYA- 6
5561
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WebCode Response

Test
BNOWGS- 6
5562

BVR2DE- 6
5562

BYPLFC- 4
5562
CMTYN8- 6
5561

CN44V6- 6
5561

DHRBK7- [Participant did not return results for this question.]
5562

E7WKY6- 6
5561

E7XH9Z- 6
5561

EAWU6Z- 6
5561

EREXP8- 6
5561

EX67D8- 6
5562

EZEWXB- 6
5561

F2G973- 6
5562

F8L898- 6
5562

FGDPP2- 04
5562

FL36D9- 6
5562

FVTQJ7- 6
5562

FXXHAY- 6
5561
G8GC37- 6
5561
GCTZYW- 6
5561
GFWVHY- 6
5561
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Question 22 - Examination Questions

WebCode Response

Test
GLX6QD- 6
5562
GR9ZT2- 6
5561
HDM36C- 6
5561
HDM9GS- 6
5561
HEVFPY-  [11
5561
HPTDCY- 6
5561
HWZPPY- 6
5562
HXOYL3- 6
5562
JEDQ2D- |4
5562
JQ84YN- 6
5561
K4BTM4- |3
5561
KOGNOW- 6
5561
KA2332- 6
5562
KDZDY2- |1
5561
LTKL96- |11
5562
LYVGBT- 6
5561
MW334U- |n
5561
PPRVBV- 6
5561
PPUJUU- 6
5561
PQOR3V- 6
5561
PRHXH6- 6
5562
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Question 22 - Examination Questions

WebCode Response

Test
PTTY3H- 6
5562
PV4KAY- 6
5561
PZAFUR- 6
5562
Q8PGRF- 6
5561
QKG3YW- 6
5562
QLMMIQ- 6
5561
QQ3XWU- 6
5561
QVYKR4- 6
5562
R8KDG3- 6
5562
RFWD9R- 6
5562
RNWQP- 6
5561
T4JR6P- 6
5562
TA98UW- 6
5561
TE2AXW- 6
5561
TWHDG3- |11
5561
URL94P- 6
5562
VKGWHC- 6
5561
VRFDXN- 6
5561
VU4RLY- 6
5562
WB6WLF- 6
5561
WRDQDP- 6
5562
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WebCode Response

Test

WXIKCR- 6
5562

X7U2JR- 6
5561

XB3L8N- 6
5562

XGEEHM- 6
5561

Y4WCCF- 6
5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- 6
5561

YL2H7J- 6
5562

YLG7ZJ- 6
5562

ZD74EJ- 12
5561

ZDHVAK- 6
5562

ZG7AXV- 6
5561

ZLZ4AXH- 11
5561

Question 22: How many times was the Electrum program executed (not the installer)2 Provide a NUMERIC
response.

Consensus Result:
6

Expected Response Explanation:

Prefetch analysis is used to determine program execution details. There is one prefetch file for ELECTRUM-4.1.5.EXE
in C:\Windows\Prefetch\ELECTRUM-4.1.5.EXE-B6FC7422.pf. Analysis of this file with PECmd (Prefetch Explorer
Cmd) or the PFDump EnScript for EnCase indicates ELECTRUM-4.1.5.EXE was executed 6 times.

Expected Response lllustration:

Other run times: 2822-83-85 23:88:51, 2822-83-81 81:51:46, 2822-83-81 81:19:57, 2022-82-26 22:57:58, 2822-82-26 22:52:85
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EnScript view of ELECT

RUM-4.1.5.EXE-B6FC7422.pf

Prefetch Core Data
Device FAle Patk
EXE
File Mama:
Stored Hash;

Hosting -".|'_::',-:

Tvpe: Wini1o

WOLLIME(D1 81 73997cabf8-120a101 2} PROGRAM FILES (XBENELEL
ELECTRLIM-4.1 5EXE
BEFCT422
Mo

Eermea | [=]

I Run Count

[ |

030

Last Rurn: 03

22 00:09:33
77 18:08:51

RUMMELECTRLUM-4.1.5

02/28/2022 20:51:46
D212k
02/2

022

2022 201957

22 1TR5¥:50

2 17:52:05
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Question 23: What is the original (pre-deletion) path and name of $IBBOQW)J.doc (found in the user
Jessie Jenkins’ Recycle Bin)?2

Manufacturer's C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
Expected Response:

WebCode Response

Test

2GYK6H-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

37HZM7-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

3ERMDL- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562 Name: AmusedWearyQuetzal.doc

3J2MUJ- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561 Filename: AmusedWearyQuetzal

3W8X27- c:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

4ELR7K- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

6GRCUL- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

6XRIND- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

7CPVTB- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

8PW7XC- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

8YYIXD- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc.
5562

8ZU2ZE- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

98A6KL- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

9WRPDD-  [AmusedWearyQuetzal.doc

5562

97ZBF4H- OriginalPath: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc OriginalName:
5561 AmusedWearyQuetzal.doc

A7BERC- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc

5562 AmusedWearyQuetzal.doc

ARP7Qé6- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc

5561

B6WATE- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561 Name: AmusedWearyQuetzal.doc

BOWHYA-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc

5561
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WebCode Response

Test

BNOWGS8-  Path :- C:\Users\Jessie Jenkins\Documents\AmusedWearyuetzal.doc
5562 Name:- AmusedWearyuetzal.doc

BVR2DE- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc /
5562 Name: AmusedWearyQuetzal.doc

BYPLFC- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

CMTYNSB-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

CN44Vé6- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

DHRBK7- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

E7WKY6- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

E7XH9Z- \Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

EAWU6Z-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

EREXP8- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

EX67D8- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

EZEWXB- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

F2G9Z3- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

F8L898- C\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

FGDPP2- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

FL36D9- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

FVTQJ7- \Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

FXXHAY - C:\Users\Jessie Jenkins\Documents\AmusedwearyQuetzal.doc
5561

G8GC37-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

GCTZYW-  |C:\Users\Jesse Jenkins\Documents\AmusedWearyQuetzal.doc
5561

GFWVHY-  \roof\users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561
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WebCode Response

Test

GLX6QD-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

GR9ZT2- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

HDM36C-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

HDM9G8-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

HEVFPY- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

HPTDCY- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

HWZPPY- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

HX9YL3- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

JEDQ2D-  \Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

JQ84YN- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

K4BTM4- AmusedWearyQuetzal.doc

5561

KOGNOW-  Path — C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561 Name — AmusedWearyQuetzal.doc

KA2332- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

KDZDY2- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

LTKL96- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

LYVGBT- C:\Users\Jessie Jenkins\Documents\AmusedwearyQuetzal.doc
5561

MW334U-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

PPRVBV- roof\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

PPUJUU- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

PQ9R3V- C:\\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc;
5561 \AmusedWearyQuetzal.doc

PRHXH6- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562
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WebCode Response

Test

PTTY3H- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

PV4KAY- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

PZAFUR- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

Q8PGRF- path = C:\Users\Jessie Jenkins\Documents;

5561 name = AmusedWearyQuetzal.doc

QKG3YW-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

QLMMIQ-  \Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

QQ3XWU-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

QVYKR4- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

R8KDG3- Partition 2 \\Users\Jessie Jenkins\Documents\AmusedWearQuetzal.doc
5562

RFWD9R- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

RNVVQP- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

T4JR6P- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

TA98UW-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

TE2AXW- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

TWHDG3-  PATH : C:\Users\Jessie Jenkins\Documents\

5561 FILE NAEM : AmusedWearyQuetzal.doc

URL94P- C:\Users\jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

VKGWHC-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

VRFDXN- D:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

VUA4RLY- c:\users\jessie jenkins\desktop\New

5562 Folder(2)\S-1-5-2-3501254099-4204809888-2000606956-1002$I1BBOQWJ.DOC
WB6WLEF- |C:\Users\Jessie Jenkins\Jessie Jenkins\Documents\AmusedWearyQuaetzal.doc
5561

WRDQDP-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562
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WebCode Response

Test

WXJKCR- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc,
5562 AmusedWearyQuetzal.doc

X7U2JR- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561 Name: AmusedWearyQuetzal.doc

XB3L8N- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

XGEEHM-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

Y4WCCF-  C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

YDMVRA- [Participant did not return results for this question.]

5562

YE4XXP- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

YL2H7J- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

YLG7Z]- Path: C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562 Name: AmusedWearyQuetzal.doc

ZD74EJ- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc.
5561

ZDHVAK- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5562

ZG7AXV- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

ZLZ4XH- C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
5561

Question 23: What is the original (pre-deletion) path and name of $IBBOQWJ.doc (found in the user Jessie
Jenkins’ Recycle Bin)2

Consensus Result:

C:\Users\Jessie Jenkins\Documents\AmusedWearyQuetzal.doc
Expected Response Explanation:

Every user on a system has a folder in C:\$Recycle.Bin named with their Security Identifier, or SID. In this case, the
user Jessie Jenkins’ SID is S-1-5-21-3501254099-4204809888-2000606956-1002. Within that folder are
generally a pair of files for each recycled file. One, beginning with $I, which contains the metadata for the recycled
file and another, beginning with $R, containing the file’s content.
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Expected Response lllustration:

EnCase view of Recycle Bin Files
4« BPUB c A B Table @ Timeline @ Gallery
CO& $Extend
« 2O W $Recycle.Bin
DOW 5-1-5-18
] & |5-1-5-21-3501254099-4204809888-2000606956-1000
DO 5-1-5-21-3501254099-4204809888-2000606956-1001 [0 1 [} $14TWEFI6
4 P[] § 5-1-5-21-3501254099-4204809888-2000606956-1002 0 20 $IBEOQW).doc

Bl New folder (2) -
cOw 5-21-3501254099-4204809388-2000606956-1003 O30 $IQ5LEC3.pdE

*E - &~ O selected 0/491984

MName

LA

.15
DO R S-1-5-21-3501254099-4204809888-2000606956-1004 L1 4 [3 $1ZUR370.exe
D.Ii S-1-5-21-3501254099-4204809888-2000606956-1005 ¥ €
Fiolds W Report & Tewt B Hex B Doc [ Transcript & Picture & Conscle == File Extents & Permi
Options A Codepage* A TextSiyle* M Fnd A T Compressed View * =
s o fo A marey Jossia Jenkln=t\Dacument s Ansadlea ryOper>a] 'l':|
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Question 24: What is the file TYPE for the file with SHA-1 hash
61ct7b3e81a6276e1ae59531cf09f1e9915bea782

Manufacturer's File Type: Portable Network Graphic or PNG
Expected Response:

WebCode Response

Test

2GYK6H- File TYPE: PNG,

5562 How did you determine the file TYPE2: 0x89504E47 (PNG signature)
37HZM7-  File TYPE: png,

5561 How did you determine the file TYPE?2: Signature analysis

3ERMDL- File TYPE: Picture (Image),
5562 How did you determine the file TYPE2: 2 From the file extension, which is JPG (find it in the Meta data which is
given by the tool that I'm using)

3J2MUJ- File TYPE: .PNG (Portable Network Graphic),

5561 How did you determine the file TYPE2: Looked at the hex and Signature Analysis

3W8X27- File TYPE: PNG,

5561 How did you determine the file TYPE2: Hex values from the file header

4ELR7K- File TYPE: PNG,

5562 How did you determine the file TYPE?: File Header

6GRCUL- File TYPE: PNG,

5562 How did you determine the file TYPE2: File header signature

6XRIND- File TYPE: PNG,

5562 How did you determine the file TYPE2: hex header / type mismatch

7CPVTB- File TYPE: .JPG,

5561 How did you determine the file TYPE2: Using AXIOM, conducted a keyword search for the SHA value
8PW7XC- File TYPE: PNG image,

5562 How did you determine the file TYPE2: by File Header

8YYIXD-  [File TYPE: jpg,

5562 How did you determine the file TYPE?: File Header: FF D8 FF

8ZU2ZE- File TYPE: PNG,

5562 How did you determine the file TYPE2: File Header 89 50 4E 47 OD OA 1A OA following mismatch
98A6KL- File TYPE: Portable Network Graphic (PNG),

5561 How did you determine the file TYPE2: Confirmed by file signature, Header : 89 50 4E 47 OD OA TAQA /

Footer: 49 45 4E 44 AE 42 60 82
9WRPDD-  File TYPE: .png,

5562 How did you determine the file TYPE2: Por la cabecera del archivo (89 50 4E 47)

9ZBF4H- File TYPE: png,

5561 How did you determine the file TYPE?: File Header

A7BERC- File TYPE: PNG (portable Network Graphic),

5562 How did you determine the file TYPE2: Signature Analysis 89 50 4E 47

ARP7Q6- File TYPE: .PNG,

5561 How did you determine the file TYPE2: Found the file and examined the header information of the file
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WebCode Response

Test

BOWATE-
5561

BOWHYA-
5561

BNOWGSE-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS8-
5561

CN44V6-
5561

DHRBK?7-
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXPS8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G973-
5562

F8L898-
5562

FGDPP2-
5562

FL36D9-
5562

File TYPE: Picture (Image),
How did you determine the file TYPE2
given by the tool that I'm using)

: From the file extension, which is JPG (find it in the Meta data which is

File TYPE: PNG,
How did you determine the file TYPE2

File TYPE: PNG,
How did you determine the file TYPE?

: From the HEX

: Looked at the file header

File TYPE: Picture (Image),
How did you determine the file TYPE2
given by the tool that I'm using)

: From the file extension, which is JPG (find it in the Meta data which is

File TYPE: .png,
How did you determine the file TYPE2

File TYPE: .png,
How did you determine the file TYPE2

: Viewed the Hex for the file header ie 89 50 4E

: 1. Observed file signature in hex viewer. 2. Used X-Ways Forensics and

verified file types in Refine Volume Snapshot

File TYPE: PNG,
How did you determine the file TYPE?

File TYPE: PNG,

How did you determine the file TYPE?:

type.
File TYPE: PNG,

How did you determine the file TYPE2:

File TYPE: PNG picture,

How did you determine the file TYPE?2:

File TYPE: .png,

How did you determine the file TYPE2:

File TYPE: .PNG,

How did you determine the file TYPE2:

File TYPE: .png,

How did you determine the file TYPE2:

File TYPE: PNG,

How did you determine the file TYPE2:

PNG file.
File TYPE: .PNG,

How did you determine the file TYPE2:

File TYPE: .PNG,

How did you determine the file TYPE?2:

file header.

File TYPE: PNG,

How did you determine the file TYPE?:

File TYPE: .PNG,

How did you determine the file TYPE?2:

: File header

We look at the file signature (header information) to determine the file

0x89504E47 (PNG signature)

the file header

Looking at the first 4 bytes of the file header (89 50 4E 47)

hex file header, and software listed file type as .png also

The header of the file: Ox 89 50 4E 47 0D OA 1A OA

Reviewed the HEX. The file signature and ASCII indicated that it was a

File header is 89 50 4e 47 which is the file header for .png files

Ran file signature analysis over the file. Checked the hexadecimal of the

File Header / Signature

Searched on SHA-1 and view hex of file.
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WebCode Response

Test

FVTQJ7- File TYPE: png,

5562 How did you determine the file TYPE2: Identified the file signature (89 50 4E 47 0D OA 1A 0OA) for png using the
hex viewer

FXXHAY - File TYPE: PNG,

5561 How did you determine the file TYPE?: File header

G8GC37-  File TYPE: PNG,

5561 How did you determine the file TYPE?: File signature mismatch, the header was parsed, header mismatch for

JPG. File name is LockScreen 3840 2160 notdimmed.jpg but header for file in hex is ‘%PNG’.
GCTZYW-  File TYPE: PNG image,

5561 How did you determine the file TYPE2: Header shows PNG signature

GFWVHY-  File TYPE: png,

5561 How did you determine the file TYPE?2: checked the file header in HEX

GLX6QD-  |File TYPE: Image,

5562 How did you determine the file TYPE2: Signature Analysis

GR9ZT2- File TYPE: PNG,

5561 How did you determine the file TYPE?2: The file header is 0x89504E47 which in ASCIl is PNG
HDM36C-  |File TYPE: Image,

5561 How did you determine the file TYPE2: signature analysis

HDM9G8-  File TYPE: PNG image file,
5561 How did you determine the file TYPE2: Reviewed file in a hex viewer and noted first 8 bytes were 89 50 4E 47
0D OA TA 0OA, which is the file signature of a PNG file.

HEVFPY- File TYPE: .PNG,

5561 How did you determine the file TYPE?: File Header

HPTDCY- File TYPE: PNG (Portable Network Graphic),

5561 How did you determine the file TYPE2: Hex Code - 0x89504e47

HWZPPY- File TYPE: PNG,

5562 How did you determine the file TYPE?: File header information

HX9YL3- File TYPE: .PNG,

5562 How did you determine the file TYPE2: Reviewing the hex for the file, the header showed .PNG.

JEDQ2D- File TYPE: displayed as .jpg - header indicates a .png file ( .PNG),

5562 How did you determine the file TYPE2: examination of HEX data associated with the file

JQB84YN- File TYPE: JPEG,

5561 How did you determine the file TYPE2: its a .jpg file extension and that is associated with the JPEG file type...
K4BTM4- File TYPE: PNG,

5561 How did you determine the file TYPE2: Looking at the header in the HEX viewer

K9GN9W-  File TYPE: PNG,

5561 How did you determine the file TYPE?2: Looked at the properties of the file and looked at the file in hex view.
KA2332- File TYPE: .PNG,

5562 How did you determine the file TYPE2: The file signature is for PNG

KDZDY2- File TYPE: Picture,

5561 How did you determine the file TYPE2: By file name, content and extension
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WebCode Response

Test

LTKL96- File TYPE: .PNG,

5562 How did you determine the file TYPE2: File signature

LYVGBT- File TYPE: PNG,

5561 How did you determine the file TYPE?: file header

MW334U-  File TYPE: PNG,

5561 How did you determine the file TYPE?: File Header

PPRVBV- File TYPE: PNG,

5561 How did you determine the file TYPE?: File Header

PPUJUU- File TYPE: PNG,

5561 How did you determine the file TYPE2: The file signature of this file is PNG.

PQYR3V- File TYPE: PNG,

5561 How did you determine the file TYPE2: opened in Note Pad and looked at header

PRHXH6- File TYPE: PNG,

5562 How did you determine the file TYPE2: Checked the header of the file which showed 'PNG'

PTTY3H- File TYPE: PNG,

5562 How did you determine the file TYPE2: File's header corresponding to a PNG file: 0x89 50 4e 47 0d Oa 1a Oa

PV4KAY- File TYPE: .PNG (Portable Network Graphic),

5561 How did you determine the file TYPE?2: File has .png extension and 8-byte file signature: 89 50 4E 47 OD 0A 1A
0A

PZAFUR- File TYPE: Portable Network Graphic,

5562 How did you determine the file TYPE2: Signature Analysis

Q8PGRF-  File TYPE: png,

5561 How did you determine the file TYPE2: The file header starts : Ox 89 50 4E 47 (in ASCII, Ox 50 4E 47 displays as
PNG)

QKG3YW-  File TYPE: PNG,

5562 How did you determine the file TYPE2: Viewing the header of the file, the header for a PNG file is %oPNG

QLMMJQ-  File TYPE: PNG,

5561 How did you determine the file TYPE?: file header

QQ3XWU-  File TYPE: PNG,

5561 How did you determine the file TYPE2: File Signature

QVYKRA4- File TYPE: image file [Defined in HEX as .png],

5562 How did you determine the file TYPE2: Defined in HEX as .png (Portable Network Graphic)

R8KDG3- File TYPE: Picture (.png),

5562 How did you determine the file TYPEZ2: file signature analysis (mismatch detected)

RFWD9R-  File TYPE: PNG,

5562 How did you determine the file TYPE?: For the file signature (0x89504E470D)

RNVWQP- File TYPE: Portable network graphics (PNG) file,

5561 How did you determine the file TYPE2: Examination of file signature

T4JR6P- File TYPE: png image,

5562 How did you determine the file TYPE2: Viewing the file header (89 50 4E 47) in hexadecimal
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WebCode Response

Test
TA98UW-  File TYPE: PNG,
5561 How did you determine the file TYPE2: JPG Signature(Header): FF D8 FF EQ(E8) Signature(Foot): FF D9 but this

picture's signature(Header): 89 50 4E 47 OD OA 1A OA Signature(Footer): 49 45 4E 44 AE 42 60 82. This
signature means PNG

TE2AXW- File TYPE: PNG,

5561 How did you determine the file TYPE2: HEX signature is 89 50 4E 47

TWHDGS3-  File TYPE: Portable Network Graphic,

5561 How did you determine the file TYPEZ2: Picture, jpg

URL94P- File TYPE: .png,

5562 How did you determine the file TYPE?: File Header x89 x50 x4E x47

VKGWHC-  File TYPE: PNG (Portable Network Graphics File),

5561 How did you determine the file TYPE2: File type was determined by the file header (89 50 4E 47).

VRFDXN- File TYPE: Picture .jpg,

5561 How did you determine the file TYPE2: When | was checking and | was finding the SHA-1 | found the file and
file type.

VUA4RLY- File TYPE: JPEG Image file,

5562 How did you determine the file TYPE2: Analysis software identified file, or could have used file header within the
file itself

WB6WLF-  File TYPE: .png,

5561 How did you determine the file TYPE2: File header. Hex is 50 4E 47
WRDQDP-  File TYPE: PNG,
5562 How did you determine the file TYPE2: Utilizing a digital forensic program’s category type then verifying it using

a program which determine file type by three sets of tests, performed in this order: filesystem tests, magic tests
(/usr/share/misc/magic.mgc){which includes file signature matches}, and language tests.

WXJKCR- File TYPE: PNG,
5562 How did you determine the file TYPE2: X-Ways type column, checked header in Hex viewer (%.PNG)

X7U2JR- File TYPE: Picture (Image),
5561 How did you determine the file TYPE2: From the file extension, which is JPG (find it in the Meta data which is
given by the tool that I'm using)

XB3L8N- File TYPE: PNG,

5562 How did you determine the file TYPE2: JPG Signature(Header): FF D8 FF EO(E8) Signature(Foot): FF D9 but this
picture's signature(Header): 89 50 4E 47 OD OA 1A OA Signature(Footer): 49 45 4E 44 AE 42 60 82. This
signature means PNG

XGEEHM-  File TYPE: PNG,

5561 How did you determine the file TYPE2: | viewed the file in a hex viewer and determined the file type based on its
file header.

Y4AWCCEF-  File TYPE: Portable Network Graphics,

5561 How did you determine the file TYPE2: Signature Analysis

YDMVRA-  [Participant did not return results for this question.]

5562

YE4XXP- File TYPE: PNG,

5561 How did you determine the file TYPE2: The header is 89 50 4E 47 OD OA 1A OA.
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WebCode Response

Test

YL2H7J- File TYPE: .png,

5562 How did you determine the file TYPE?: File header was 89504E470D0A1AOA0000000D and file footer was
49454E44 (These headers relates to .png file types)

YLG7Z]- File TYPE: image,
5562 How did you determine the file TYPE2: File extension .jpg

7D74E)-  [File TYPE: jpg,
5561 How did you determine the file TYPE?: File Header: FF D8 FF

ZDHVAK- File TYPE: .png,
5562 How did you determine the file TYPE2: 1. Observed file signature in hex viewer. 2. Used X-Ways Forensics and
verified file types in Refine Volume Snapshot

ZG7AXV- File TYPE: PNG,
5561 How did you determine the file TYPE2: Although the file extension is shown as .jpg, the file header in hex is
actually that of a .png file (89 50 4e)

ZLZ4XH- File TYPE: PNG,
5561 How did you determine the file TYPE?: File signature

Question 24: What is the file TYPE for the file with SHA-1 hash
61cf7b3e81a6276e1ae5953fcf09f1e99f5bea782

Consensus Result:

File Type: Portable Network Graphic or PNG

Expected Response Explanation:

The file can be located with a sorted list of SHA-1 hashes for all files on the device. The file is named
LockScreen 3840 2160 notdimmed.jpg as a “Joint Photographic Experts Group” (jpeg) image format file.
However, internally it has the 89 50 4E 47 OD OA (%PNG) header of Portable Network Graphic file.
Expected Response lllustration:

EnCase Table view showing hash and filename

& LockScreen__3840_2160_notdimmed.jpg IPE 61cf7b3e81a6276e1ae5953fcf09f1e99fSbea7s
Eo b oooa o 5 AT A [ Y i nle e EFSAGET A a3 a LSSk rr b S denC o FE JdEo]
EnCase Hex view showing file header

9 5[} 4E 47 0D 02 pE-Nir-uily Dﬂl 00 OD 49 48 44 IHD
52 00 00 OF 00 00 00 08 70 08 Oe 00 00 00 S0 R::-:--- P
DD ~D 79 AN AN AN A1 T2 BN AT A9 An A A s s, L oD e F
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LockScreen 3840 2160 notdimmed.jpg
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Question 25 - Examination Questions

Question 25: What is the $FILE_ NAME Attribute created date and time for PoorFairJaguar.html?
Provide your response in UTC+0, using the date/time picker to select the date and time (24-hour).

Manufacturer's 2022-02-20 18:55 (UTC+0Q)

Expected Response:

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **
Test

2GYK6H- 2018-01-1522:42
5562

37HZM7 - 2022-02-20 18:55
5561

3ERMDL- 2018-01-1522:42
5562

3J2MUJ- 2018-01-15 22:42
5561

3W8X27- 2022-02-20 18:55
5561

4ELR7K- 2018-01-1522:42
5562

6GRCUL- 2022-01-1522:42
5562

6XRIND- 2022-02-20 18:55
5562

7CPVTB- 2022-02-20 18:59
5561

8PW7XC- 2022-02-20 18:55
5562

8YYJXD- 2018-01-16 02:42
5562

8ZU2ZE- 2018-01-1517:42
5562

98A6KL- 2022-02-20 18:55
5561

9WRPDD- 2018-01-15 23:42
5562

97BF4H- 2022-02-20 18:55
5561

A7BERC- 2018-01-15 22:42
5562

ARP7Q6- 2022-02-20 14:55
5561

B6WATE- 2018-01-15 22:42
5561

BOWHYA- 2022-02-20 18:55
5561
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WebCode poshonse ** Inconsistencies not highlighted; No consensus achieved **
Test

BNOWGS8-  2022-02-20 18:55
5562

BVR2DE- 2018-01-15 22:42
5562

BYPLFC- 2022-02-02 05:39
5562

CMTYN8-  2022-02-20 18:55
5561

CN44Vé6- 2022-02-20 18:55
5561

DHRBK?7- 2022-02-20 18:55
5562

E7WKY6- 2018-01-15 22:42
5561

E7XH9Z- 2022-02-20 14:55
5561

EAWU6Z-  2022-02-20 18:55
5561

EREXPS8- 2022-02-20 18:55
5561

EX67D8- 2022-02-20 18:55
5562

EZEWXB- 2022-02-20 18:55
5561

F2G9Z3- 2018-01-15 22:42
5562

F8L898- 2022-02-20 18:55
5562

FGDPP2- 2022-02-20 18:55
5562

FL36D9- [Participant did not return results for this question.]
5562

FVTQJ7- 2022-02-20 18:55
5562

FXXHAY - 2018-01-1510:42
5561

G8GC37- 2018-01-15 22:42
5561

GCTZYW-  2022-02-20 18:55
5561

GFWVHY-  2022-02-20 18:55
5561
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WebCode poshonse ** Inconsistencies not highlighted; No consensus achieved **
Test

GLX6QD-  2022-02-20 18:55
5562

GR9ZT2- 2022-02-20 18:55
5561

HDM36C-  2022-02-20 18:55
5561

HDM9G8-  2022-02-20 08:55
5561

HEVFPY- 2022-02-20 18:55
5561

HPTDCY- 2022-02-20 18:55
5561

HWZPPY- 2022-02-20 18:55
5562

HX9YL3- 2022-02-20 18:55
5562

JEDQ2D-  2022-02-02 05:13
5562

JQB84YN- 2022-02-20 18:55
5561

K4BTM4-  2022-02-20 18:55
5561

KOGNOW-  2018-01-15 22:42
5561

KA2332- 2022-02-20 18:55
5562

KDzZDY2-  2022-02-20 18:55
5561

LTKL96- 2022-02-20 18:55
5562

LYVGBT- 2018-01-15 10:42
5561

MW334U-  2022-02-20 18:55
5561

PPRVBV- 2022-02-20 18:55
5561

PPUJUU- 2022-02-20 18:55
5561

PQYR3V- 2018-01-15 22:42
5561

PRHXH6- 2022-02-20 18:55
5562
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WebCode Response ** Inconsistencies not highlighted; No consensus achieved **
Test

PTTY3H- 2022-02-20 18:55
5562

PV4KAY- 2022-02-20 18:55
5561

PZAFUR- 2018-01-15 16:42
5562

Q8PGRF- 2022-02-20 18:55
5561

QKG3YW-  2022-02-20 18:55
5562

QMMIQ-  2022-02-20 23:35
5561

QQ3XWU- 2022-02-20 18:55
5561

QVYKR4- 2018-01-1522:42
5562

R8KDGS3- 2018-01-15 22:42
5562

RFWD9R- 2018-01-1522:42
5562

RNVVQP- 2022-02-20 18:55
5561

T4JR6P- 2018-01-1523:42
5562

TA98UW- 2018-01-1522:42
5561

TE2AXW- 2022-02-20 18:55
5561

TWHDG3- 2018-01-16 12:42
5561

URL94P- 2022-02-20 18:55
5562

VKGWHC- 2022-02-20 18:55
5561

VRFDXN- 2022-02-20 19:55
5561

VU4RLY- 2022-02-20 18:55
5562

WB6WLF- 2018-01-1522:42
5561

WRDQDP-  2022-02-20 18:55
5562
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.\Il_Ve?COde Response ** Inconsistencies not highlighted; No consensus achieved **
€S

WXIKCR- 2022-02-20 18:55
5562

X7U2JR- 2018-01-15 22:42
5561

XB3L8N- 2018-01-15 22:42
5562

XGEEHM- 2018-01-15 22:42
5561

Y4WCCF-  2022-02-20 18:55
5561

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- 2022-02-20 18:55
5561

YL2H7J- 2018-01-15 22:49
5562

YLG7Z]- 2018-01-15 22:42
5562

ZD74E]- 2018-01-16 02:42
5561

ZDHVAK-  2022-02-20 18:55
5562

ZG7AXV- 2022-02-20 18:55
5561

ZLZ4XH- 2022-02-20 18:55
5561

Question 25: What is the $FILE_ NAME Attribute created date and time for PoorFairJaguar.himl2 Provide your
response in UTC+0, using the date/time picker to select the date and time (24-hour).

Consensus Result:

While a majority of participants (61%) reported the expected date and time from the $FILE_NAME attribute,
2022-02-20 18:55, a consensus was not achieved. Another 32% of participants reported the

$STANDARD INFORMATION attribute value of 2018-01-15 22:42.

Expected Response Explanation:

NTFS tracks file times via both the $STANDARD_INFORMATION attribute and the $FILE_NAME attribute. The
windows operating system only displays the $STANDARD INFORMATION attribute file times which are easily
manipulated. In this case, the file created time was “stomped” to make it look older than it is (2018-01-15
22:42:49). The $FILE_NAME aftribute contains the true time the file was created on this volume.
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Expected Response lllustration:

Autopsy / Sleuth Kit view of NTFS metadata for PoorFairJaguar.html

from The Sleuth Kit istat Toecl:

MFT Entry Header Values:

Entry: 303846 Sequence: 1

SLogFile Sequence Number: 743432112

Allocated File

Links: 2

ESTPLNDARD_INFGRMQTIDN Attribute Values:

Flags: Archive

Owner ID: 0

Security ID: 1772 (5-1-5-21-3501254099-4204809888-2000606956-1002)
Last User Journal Update Sequence Number: 295346176

Created: 2018-01-15 17:42:49.147916800 (Eastern Standard Time)

File Modified: 2018-11-2¢& 02:32:3%.1T70508800 (Eastern Standard Time)
MFT Modified: 2022-02-20 13:59:02.103082200 (Eastern Standard Time)
Accessed: 2022-02-20 14:01:52.852908400 (Eastern Standard Time)

FILE NAME Attribute Values:
Flags: Archive
Name: PoorFairJaguar.html
Parent MFT Entry: 102284 Sequence: 1
ARllocated Size: 20480 Actual Size: 0
Created: 2022=02=20 13:55:3ﬁ.29510ﬂ?00 (Eastern Standard Time)
File Modified: 2022=-02-20 13:55:38.296100700 (Eastern Standard Time)
MET Modified: 2022-02-20 13:55:3B8.296100700 (Eastern Standard Time)
Accessed: 2022-02-20 13:55:38.296100700 (Eastern Standard Time)
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Question 26: What does the HostUrl for PXL 20211121 130028206.jpg indicate about its source?

Manufacturer's Downloaded from the Internet as a mail-attachment
Expected Response:

WebCode Response

Test

2GYK6H-  mail attachment with sender john jenkins johngjenkins1955@gmail.com

5562

37HZM7-  That the file was received as an email attachment downloaded from the Internet.
5561

3ERMDL- l's an email attachment

5562

3J2MUJ- Source is a Google Pixel 5. It was emailed to Jessie Jenkins and downloaded/saved.
5561

3W8X27- Associated with Gmail

5561

4ELR7K- Arrived on email

5562

6GRCUL- Downloaded from an email.

5562

6XRIND- Google mail attachment

5562

7CPVTB- the JPG is from the Internet / Zoneld=3

5561

8PW7XC- Downloaded attachment from e-mail
5562

8YYIXD- HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&
5562 permmsgid=msg-f: 1726420540029

8ZU27ZE- It was downloaded from an empty page i.e. something internal as opposed to from the internet. This image
5562 looks to have been downloaded from email.

98A6KL- Attachments in google mail(HostURL in PXL 20211121 130028206.jpgZone.|dentifier)
5561

9WRPDD-  Que es un fichero adjunto de correo.

5562 https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7{646a&attid=0

9ZBF4H- https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&permmsgi
5561 d=msg-1:17264205400294977708&th=17157a558d657 1 aa&view=att&disp=safe&realattid=f 10d5k36h0
A7BERC- mail attachments

5562

ARP7Qé6- The picture is part of a gmail email as an attachment

5561

B6WATE- lt's an email attachment

5561

BOWHYA- It was downloaded from an email attachment online

5561
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WebCode Response

Test

BNOWGS8-  email attachment

5562

BVR2DE- lt's an email attachment.

5562

BYPLFC- john jenkins <johngjenkins1955@gmail.com>
5562

CMTYNS8- It indicates the source was Google mail

5561

CN44V6-  email attachment

5561

DHRBK7 - HostUrl: https://mail-attachment.googleusercontent.com / It is indicate that sent to Jessie Jenkins from john
5562 ienkins on e-mail.

E7WKY6- mail attachment with sender john jenkins johngjenkins1955@gmail.com
5561

E7XH9Z- email attachment
5561

EAWU6Z-  The host URL indicates that the image was downloaded from the inbox of a Google mail account.
5561

EREXP8- It was received via email attachment from google
5561

EX67D8- That it was downloaded from the internet

5562

EZEWXB- The HostUrl indicates that this image was downloaded from an email containing this item as an attachment.
5561

F2G973- It has been received via email

5562

F8L898- Mail attachment

5562

FGDPP2- Email Attachment

5562

FL36D9- Taken by a Google Pixel 5 and received form email address john jenkins1955@gmail.com
5562

FVTQJ7- Located the zone.identifier. Identified that the file was downloaded from Gmail with the use of the Zone ID.
5562

FXXHAY- Email Attachment

5561

G8GC37-  Thefile is an email attachment which was received via Jessie Jenkins Gmail account from sender

5561 johngjenkins1955@gmail.com on 05/03/2022 01:15:17 (UTC). The subject of the email is ‘pic’ and the body
of the email is ‘check this photo out. such a neat pattern’. The file was saved to the following path
C:\Users\Jessie Jenkins\Downloads \PXL 20211121 130028206.jpg

GCTZYW-  Picture was downloaded using Chrome bowser from gmail account. (jessiejenkins909@gmail.com)
5561
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WebCode Response

Test

GFWVHY-  Email attachment from John Jenkins

5561

GLX6QD- Email Attachment

5562

GR9ZT2- lt's an email attachment

5561

HDM36C-  Email attachment

5561

HDM9G8-  Source of file is an email from Google or Gmail.

5561

HEVFPY- From a gmail account

5561

HPTDCY- Downloaded from the internet from a mail-attachment
5561

HWZPPY-  The file is an apparent email attachment.

5562

HX9YL3- That the file was downloaded from an email attachment.
5562

JEDQ2D- downloaded from an email attachment

5562

JQ84YN- HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/ an attachment that arrives via email
5561

K4BTM4- ZonelD is 3, so it was downloaded from the Internet, and the source is a mail attachment from a gmail account.
5561

K9GN9W-  The source was a Google Pixel 5. It was emailed to Jessie Jenkins, from John Jenkins. Then it was downloaded

5561 and saved.

KA2332- Indicates it was an email attachment

5562

KDZDY2- Google mail

5561

LTKL96- Indicate time of taken picture in UTC Q0 time zone.
5562

LYVGBT- email attachment

5561

MW334U-  Gmail account

5561

PPRVBV- The photo came from an email attachment.
5561
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WebCode Response

Test
PPUJUU- https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&permmsgi
5561 d=msg-1:17264205400294977708&th=17{57a558d657 1 aa&view=att&disp=safe&realattid=f 10d5k36h0&s

addbat=ANG;jdJ_naljkTuVJ7Vid-Q2LrNDc7ftmOYncDpFsgkT4As8 30X50JKmou9Qri5k5RrIZIXIC7skNZ9M7qq
088Se3PIwWdEméspvifoj 7 Q2u2gcUWWKmMO7RIX1vdrvdn2Rv4OduTf4 GfPo4 KYWJrXT RvRXxRLSBXCcM5 GmXygx
-i7PhcUmuPNcTsT5 xZ0vitc4rUO3tg0yDF7IIC5Wnm2khh73vLSPe13t_-1IHw1U1UghgBnSy8J20tPzbxjwe?-q9V
oKA6UdEdPclGsenM2iXGiN8esfgQyyBGF8U-sB--WpmAgbSHM3PVLocvQfs6YDxjOhVAlkvuJKO4HerpxHnKhCA
177 gDdGABFrIHUPUXNdC2XPZNw68nrg6GrpGéLI-IHIzcrApaXboOuw 1vY5XavHSXvdIFQ_ 90e1Z88Y83Z4A0p2
BgROX9yL5DM-iEbbF5vzEPUb ykURETUVTgvkOI4W38JNcpgaulT5IP20VivTjuajskDQA2nnQO-hIKwbEPG KTs

w-Mvk9mEQé6vj-4ocmelagqd GOvwg4i4 7ybFIsWvaCzjCeqy01Ys5MQFbhtFz1ctmalL2knb-tWTuX4wDrVDrufwK06
fSvLiOVewgR-18zQVT07EgoWXNMmACPz6crwdgEwL6dOjQrSwDIjSe30hixlv_np34BB50nk6RzDdOJob QhOvK

ms; The file was downloaded from Gmail attachments.

PQYR3V- from a Google User

5561

PRHXH6- The HostUrl information indicates that the file is an email attachment from a Google account.
5562

PTTY3H- This file was downloaded from the inbox of a Gmail account (Webmail)

5562

PV4KAY- Chrome download file, email attachment from John Jenkins to Jessie Jenkins (Gmail Inbox).
5561

PZAFUR- Taken by Google Pixel 5, Camera on British Virgin Islands

5562

QB8PGRF-  Source = email attachment (HostUrl = https://mail-attachment.googleusercontent.com/attachment...)
5561

QKG3YW- ltis an attachment present within an email from a google mail account

5562

QLMMJQ-  Attachment download from Google (GMAIL)

5561

QQ3XWU- It was downloaded from the Internet via an email attachment.

5561

QVYKR4- The image attachment was accessed via Google Chrome.

5562

R8KDG3-  That the file has been received as an email attachment from a Gmail account.

5562 HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/

RFWD9R-  That is an attachment of an email from John Jenkins the day before her death.

5562

RNVWQP- Gmail Email attachment

5561
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WebCode Response

Test
T4JR6P- https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&permmsgi
5562 d=msgf:

17264205400294977708th=17{57a558d657 1 aa&view=att&disp=safe&realattid=f |0d5k36h0&saddbat=A
NGjdJ nalikTuVJ7Vid-

Q2LINDc7fmOYncDpFsqkT4As8 30X50JKmou9Qri5k5RrIZtXIC7skNZ9M7 qqo88Se3PIwWdEméspvifoj7 Q2u2
gcUWWKmO7RIX1vdr

vdn2Rv4OduT4 GIPo4 KYWJrX1RVRXRLS8XCcM5GmXygx-i7PhcUmuPNcTsT5 xZ0vitc4rUO3tg0yDF7IIC5Wnm?2
khh73vLSPe13tl_- 1IHw1U1UghgBnSy8J20tPzbxjwe?-q9VoKAS6UJEdPcIGsenM2iXGiN8estgQyyBGF8U-sB--
WpmAgbSHM3PVLocvQfs6YDxjOhVAlkvuJKO4HerpxHnKhCAFf7 7gDd GABFrIHUPUXNdC2XPZNw68nrg6GrpGéL
- IHIzcrApaXboOuw 1 vY5XavHSXvdIFQ 90e1Z88Y83Z4A0p2BgROX9yL5DMIEbbF5vzEPUL
ykURETUVTgvkOI4W38INcpgaulT5IP20VivTjuajskDQA2nnQO-hIKwbEPG KTsw-Mvk9mE96yvi-

4ocmelagq4 GOvwg4i47ybFIsWvaCzjCeqy01Ys5MQFbhtFz1 ctmalL2knb-tWTuX4wDrVDrufwKO6ftSvLiOVewgRf8
zQVTO7EgoWXNMmACcPz6crwdgEwL6dOjQrSwDIiSe30hixlv._ np34BB50Onké6RzDdOJob QhOvKms

TA98UW-  |https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&permmsgi
5561 d=msg-f:17264205400294977708th=17{57a558d657 1 aa&view=att&disp=safe&realattid=f 10d5k36h0&s

addbat=ANGjdJ_nalikTuVJ7Vid-Q2LrNDc7fmOYncDpFsgkT4As8 30X50JKmou9Qri5k5RrIZXIC7skNZ9M7qq
088Se3PIwWdEméspvifoj 7 Q2u2gcUWWKmMO7RIX1vdrvdn2Rv4OduTi4 GIPo4 KYWJIrX1 RvRXxRLSBXCcM5GmXygx
-i7PhcUmuPNcTsT5 xZ0vftc4rUO3tg0yDF7IIC5Wnm2khh73vLSPe 13t _-1IHw1U1UghgBnSy8J20tPzbxjwe?-q9V
oKA6UdEdPcIGsenM2iXGiN8esfgQyyBGF8U-sB--WpmAgbSHM3PVLocvQfs6YDxjOhVAlkvuIKO4HerpxHnKhCA
177gDdGABFrIHUPUXNdC2XPZNw68nrg6GrpGéLI-IHIzcrApaXboOuw 1vY5XavHSXvdIFQ_90e1Z288Y83Z4A0p2
BgROX9yL5DM-iEbbF5vzEPUb_ykURETUVTgvkOI4W38INcpgaulT5IP20ViTiuaiskDQA2nnQO-hIKwbEPG KTs

w-Mvk9mEQé6vj-4ocme1agqd GOvwg4i47ybFIsWvaCzjCeqy01Ys5MQFbhtFz1ctmalLl2knb-tWTuX4wDrVDrufwK06
fSvLIOVewgR-18zQVT07EgoWXNMmMACPz6crwdgEwL6dOjQrSwDIjSe30hijxlv_np34BB50nk6RzDdOJob QhOvK

ms

TE2AXW- The file is received as attachment by gmail
5561

TWHDG3-  [HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/

5561 2ui=2&ik=82db7{646a&attid=0.1&permmsgid=msg-
£:17264205400294977708th=17157a558d657 1 aa&view=att&disp=safe&realattid=f [0d5k36
h0&saddbat=ANGjdJ_naljkTuVJ7Vid-

Q2LINDc7fmOYncDpFsqkT4As8 30X50JKmou9Qri5k5RrZIXIC7skNZ9M7 qqo88Se3PIwWdEméspvi
f0j7Q2u2gcUWWKmO7RIX1vdrvdn2Rv4 OduTf4 GiPo4 KYWJrX1RVRXRLS8XCcM5GmXygx-
i7PhcUmuPNcTsT5 xZ0vitc4rUO3t)qOyDF7IIC5Wnm2khh73vLSPe 13t -
11HW1U1UghgBnSy8J20tPzbxjwe9-q9VoKA6UJEdPcIGsenM2iXGiN8esfgQyyBGF8U-sB--
WpmAgbSHM3PVLocvQfs6YDxjOhVAlkvuJKO4HerpxHnKhCAF7 7gDdGABFrIHUPUXNdC2XPZNw68nrgb6G
rpGéLI-IHIzcrApaXboOuw 1vY5XavHSXvdIFQ_90e1Z88Y83Z4A0p2BgROXIyL5DM-

iEbbF5vzEPUb ykURETUVTgvkOI4W38INcpgaulT5IP20VivTjuajskDQA2nnQO-hIKwb6EPG KTsw-
Mvk9mE96vj-4ocme1agqd GOvwg4i47ybFIsWvaCzjCeqy01Ys5MQFbhtFz1 ctmall2knb-
tWTuX4wDrVDrufwKO6fSvLiOVewgR-
18zQVT07EgoWXNMmACcPz6crwdgEwL6dOjQrSwDIjSe30hixlv_np34BB50Onk6RzDdOJob_QhOvKms

URL94P- email attachment

5562

VKGWHC-  The Zone.ldentifier (ZonelD=3) for the file "PXL 20211121 130028206.ipg" indicated that the file been
5561 downloaded from Google Mail (https://mail-attachment.googleusercontent.com/attachmenty).

VRFDXN- It was sended by email from johngjenkins1955@gmail.com to jessiejenkins?09@gmail.com

5561

VUA4RLY- Downloaded using Google Chrome

5562

Printed: 15-August-2022 (160) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 26 - Examination Questions

WebCode Response

Test

WB6WLF-  An attachment to a gmail email.

5561

WRDQDP-  The source HostURL for PXL 20211121 130028206.jpg indicates that it was from a google user’s mail.
5562 (HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f6460&.. )
WXJKCR- It is/was a google mail attachment (HostUrl= https://mail-attachment.googleusercontent.com/attachment/u/0/)
5562

X7U2JR- lt's an email attachment.

5561

XB3L8N- https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&permmsgi
5562 d=msg-f:17264205400294977708&th=17{57a558d657 1 aa&view=att&disp=safe&realattid=f |0d5k36h0&s

addbat=ANG;jdJ_nalikTuVJ7Vid-Q2LrNDc7tmOYncDpFsqkT4As8 30X50JKmou9Qri5k5RrIZIXIC7skNZ9M7qq
088Se3PIwWdEmébspvifoj 7 Q2u2gcUWWKmMO7RIX1vdrvdn2Rv4OduTf4 GIPo4 KYWJrXT RvRXxRLSBXCcM5 GmXygx
-i7PhcUmuPNcTsT5 xZ0vitc4rUO3tg0yDF7IIC5Wnm2khh73vLSPe 13t _-1IHw1U1UghgBnSy8J20tPzbxjwe?-q9V
oKA6UdEdPclGsenM2iXGiN8esfgQyyBGF8U-sB--WpmAgbSHM3PVLocvQfs6YDxjOhVAlkvuJKO4HerpxHnKhCA
177 gDdGABFrIHUPUXNdC2XPZNw68nrg6GrpGéLI-IHIzcrApaXboOuw 1vY5XavHSXvdIFQ_ 90e1Z88Y83Z4A0p2
BgROX9yL5DM-iEbbF5vzEPUb_ykURETUVTgvkOl4W38INcpgaulT5IP20ViTiuaiskDQA2nnQO-hIKwbEPG KTs

w-Mvk9mEQ6vj-4ocmelagqd GOvwg4i4 7ybFIsWvaCzjCeqy01Ys5MQFbhtFz1ctmalL2knb-tWTuX4wDrVDrufwK06
fSvLiOVewgR-18zQVT07EgoWXNMmACPz6crwdgEwL6dOjQrSwDIjSe30hijxlv_np34BB50Onk6RzDdOJob QhOvK

ms

XGEEHM-  |The picture was downloaded
5561

YAWCCF-  The source of the file was an email attachment

5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- |hh‘ps://moi|.goog le.com/mail/u/0/#inbox/FMfcgzGmvLRqPkhMQgkKVGpngsvnsHhL
5561

YL2H7)-  [Google Pixel 5

5562

YLG7Z]- It was downloaded from the internet/email atachment
5562

ZD74EJ- HostUrl=https://mail-attachment.googleusercontent.com/attachment/u/0/2ui=2&ik=82db7f646a&attid=0.1&
5561 permmsgid=msg-f: 1726420540029

ZDHVAK- It indicates the source was Google mail

5562

ZG7AXV- It indicates the file originated as an attachment from a Google Mail account email
5561

ZLZ4XH- email using google

5561

Question 26: What does the HostUrl for PXL 20211121 130028206.jpg indicate about its source?

Consensus Result:

Downloaded from the Internet as a mail-attachment and variations representing the same information.

Printed: 15-August-2022 (161) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2

Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 26 - Examination Questions

Expected Response Explanation:

PXL 20211121 130028206.jpg is in user Jessie Jenkins’ downloads directory. The file has alternate data stream
PXL 20211121 130028206.jpg-Zone.ldentifier which contains information about the source of the file. In this case
Zoneld=3 meaning it was downloaded from the internet (vs. a local network).

PXL 20211121 130028206.jpg-Zone.ldentifier also includes information about the HostUrl, in this case
HostUrl=https://mail-attachment.googleusercontent.com/attachment. ..

Expected Response lllustration:

EnCase text view of PXL 20211121 130028206.jpg:Zone.|dentifier

E“"‘”“m L 1100 [ PxL_20211121_130028206 jpg Zone.Identifier dentifier  365d30ce8d2SbSEETIITACOTON
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Question 27: What email client and version did the administrator install?2
Manufacturer's Mozilla Thunderbird (x64 en-US) v.91.6

Expected Response:

WebCode Response

Test

2GYK6H-  Thunderbird 91.6.0

5562

37HZM7-  Moizilla Thunderbird (x64 en-US) version 91.6.1
5561

3ERMDL- Morzilla Thunderbird Version (91.6.1)

5562

3J2MUJ- Thunderbird, version 91.6.0

5561

3W8X27- Thunderbird 91.6.1

5561

4ELR7K- Microsoft OneDrive 22.022.0130.0001

5562

6GRCUL- Morzilla Thunderbird (x64 en-US) version 91.6.1
5562

6XRIND- Thunderbird 91.6.1

5562

7CPVTB- Mozilla Thunderbird v91.6.0.

5561

8PW7XC- Morzilla Thunderbird, version 91.6.1

5562

8YYJXD- The Email client is Mozilla Thunderbird, Version 91.6.1
5562

8ZU2ZE- Mozilla Thunderbird 91.6.1

5562

98A6KL- Thunderbird 91.6.0

5561

9WRPDD-  Morzilla Thunderbird (x64 en-US). Versién 91.6.1
5562

97BF4H- Mozilla Thunderbird Version 91.6.1

5561

A7BERC- Mozilla Thunderbird (x64 en-US) 91.6.1

5562

ARP7Q6- Mozilla Thunderbird 91.6.1

5561

B6WATE- Morzilla Thunderbird Version (91.6.1)

5561

BOWHYA-  Mozzila Thunderbird 91.6.0

5561
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Question 27 - Examination Questions

WebCode Response

Test
BNOWGS-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS-
5561

CN44V6-
5561

DHRBK7-
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXP8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G9Z3-
5562

F8L898-
5562

FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

FXXHAY -
5561

G8GC37-
5561

GCTZYW-
5561

GFWVHY-
5561

Morzilla Thunderbird version 91.6.1

Morzilla Thunderbird / Version (91.6.1)

Thunderbird Version 91.6.1

Mozilla Thunderbird 91.6.0 (updated to 91.6.1)

Thunderbird 91.6.0

Morzilla Thunderbird (x64 en-US) v91.6.1

Thunderbird 91.6.0

Morzilla Thunderbird 91.6.1

Morzilla Thunderbird Version 91.6.0

Morzilla Thunderbird v.91.6.1

Morzilla Thunderbird v. 91.6.1

Morzilla Thunderbird 91.6.0

Morzilla Thunderbird version 91.6.1

Thunderbird. Version 91.6.1

Mozila Thunderbird(x64 en-US) version 91.6.1

[Participant did not return results for this question.]

Morzilla Thunderbird 91.6.0

Morzilla Thunderbird 91.6.1

Morzilla Thunderbird 91.6.1

Morzilla Thunderbird Version: 91.6.1

Thunderbird 91.6.0

Test 22-5561/2
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Question 27 - Examination Questions

WebCode Response

Test

GLX6QD-  Mozilla Thunderbird v91.6.0

5562

GR9ZT2- Mozilla Thunderbird, 91.6.1

5561

HDM36C-  Mozilla Thunderbird v91.6.0

5561

HDM9G8-  Mozilla Thunderbird version 91.6.1

5561

HEVFPY- Morzilla Thunderbird (x64 en-US) version 91.6.1

5561

HPTDCY- Morzilla Thunderbird 64bit, version 91.6.0 was installed, current version is 91.6.1.
5561

HWZPPY- Mozilla Thunderbird Version 91.6.0

5562

HX9YL3- Mozilla Thunderbird v91.6.0

5562

JEDQ2D- Mozilla Thunderbird - 91.6.1

5562

JQB84YN- Morzilla Thunderbird 91.6.0 is the version that is in the Downloads folder for Jessie Jenkins (part of the
5561 Administrators group) but version 91.6.1 is installed. The Mozilla Maintenance Service is installed which allows

for automated updates (which updated according to the Registry entry -- on 3/5/2022 1:18:55AM
(UTC+0:00). This update could have been installed without the need for the user to begin the process.
According to the AmCache Program Entries the install date for version 91.6.0 is 2/17/2022.

K4BTM4- Morzilla Thunderbird 91.6.0

5561

KOGN9W-  Thunderbird 91.6.0

5561

KA2332- Thunderbird version 91.6.0

5562

KDZDY2- Morzilla Thunderbird 91.6.1

5561

LTKL96- Mozzila Thunderbird, version 91.6.1.
5562

LYVGBT- Morzilla Thunderbird 91.6.1

5561

MW334U-  Morzilla Thunderbird 91.6.1

5561

PPRVBV- Morzilla Thunderbird v.91.6.1

5561

PPUJUU- Morzilla Thunderbird (x64 en-US) 91.6.1
5561

PQYR3V- Thunderbird v 91.6.0

5561
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Question 27 - Examination Questions

WebCode Response

Test

PRHXH6- Morzilla Thunderbird version 91.6.1

5562

PTTY3H- Thunderbird 91.6.0

5562

PV4KAY- Morzilla Thunderbird (x64 en-US), version 91.6.1
5561

PZAFUR- Morzilla Thunderbird (x64 EN-US)

5562

Q8PGRF- Morzilla Thunderbird, version 91.6.0
5561

QKG3YW-  Moirzilla Thunderbird v91.6.1

5562

QLMMIJQ-  Morzilla Thunderbird Ver. 91.6.1

5561

QQ3XWU-  Morzilla Thunderbird, 91.6.0

5561

QVYKR4- Morzilla Thunderbird v 91.6.1

5562

R8KDG3-  Morzilla Thunderbird (x64 en-US) v91.6.1
5562

RFWD9R- Morzilla Thunderbird, version 91.6.1
5562

RNVVQP- Morzilla Thunderbird (x64 en-US) Version 91.6.1
5561

T4JR6P- Morzilla Thunderbird (x64 en-US) version 91.6.1
5562

TA98UW-  Thunderbird 91.6.0

5561

TE2AXW- Morzilla Thunderbird 91.6.1

5561

TWHDG3-  Motzilla Thunderbird (x64 en-US) / 91.6.1
5561

URL94P- thunderbird setup version 91.6.0. Software hive Registry displays Thunderbird upgraded to version 91.6.1
5562

VKGWHC-  Mozilla Thunderbird (version 91.6.0)
5561

VRFDXN- Morzilla Thumderbird(x64eu-us)91.6.0
5561

VUA4RLY- Mozeilla Thunderbird 91.6.1

5562

WB6WLF-  Mozilla Thunderbird (x64 en-US) 91.6.1
5561

Printed: 15-August-2022 (166) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2

Computer Hard Drive - Windows Analysis Results

Question 27 - Examination Questions

WebCode Response

Test
WRDQDP-
5562

WXJKCR-
5562

X7U2JR-
5561

XB3L8N-
5562

XGEEHM-
5561

Y4WCCF-
5561

YDMVRA-
5562

YE4XXP-
5561

YL2H7J-
5562

YLG7ZI-
5562

ZD74EJ-
5561

ZDHVAK-
5562

ZG7AXV-
5561

ZLZ4XH-
5561

TABLE 1: Computer Hard Drive - Windows Analysis Results

Morzilla Thunderbird (x64 en-US) v.91.6.1

Thunderbird 91.6.1

Morzilla Thunderbird Version (91.6.1)

Thunderbird 91.6.0

Mozilla Thunderbird (x64 en-US) v91.6.1

Thunderbird v91.6.0

[Participant did not return results for this question.]

Morzilla Thunderbird (x64 en-US), version 91.6.1

Morzilla Thunderbird

Mozilla Thunderbird version 91.6.1

The Email client is Mozilla Thunderbird, Version 91.6.1

Mozilla Thunderbird 91.6.0 (updated to 91.6.1)

Morzilla Thunderbird v91.6.0

Morzilla Thunderbird 91.6.1

Question 27: What email client and version did the administrator install?2

Consensus Result:

Mozilla Thunderbird v.91.6

Expected Response Explanation:

Installed applications are recorded in the Software registry hive in the MicrosofA\Windows\CurrentVersion\Uninstall

key.
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Question 27 - Examination Questions

Expected Response lllustration:
RegRipper parse of SOFTWARE Microsof\Windows\CurrentVersion\Uninstall key
uninstall +,20200525

(Scftware, HTUSER.DAT) Gets contents of Uninstall

keys from Software, WTUSER.DAT hives
Uninstall

Microsoft\Windows\CurrentVersion\Uninstall

2022=03=-05 01:18:55Z
Mozilla Thunderbird (x64 en-U3) v.91.6.1
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Question 28 - Examination Questions

Question 28: What is the file status of C:\Users\Jessie Jenkins\Pictures\132p61j53ai81.jpg?

Manufacturer's Deleted, not overwritten
Expected Response:

WebCode Response

Test

2GYK6H-  previously existing (deleted)
5562

37HZM7-  "ltem from deleted sources” “... no longer exists from the point of view of the file system”. 132p61i53ai81.jpg
5561 has the status of deleted and can’t be viewed by the user of the device without required software.
3ERMDL- DELETED

5562

3J2MUJ- Deleted

5561

3W8X27- Deleted

5561

4ELR7K- deleted

5562

6GRCUL-  deleted

5562

6XRIND- previously existing, data not necessarily intact
5562

7CPVTB- Deleted

5561

8PW7XC- Deleted

5562

8YYJIXD- ltems from deleted sources
5562

8ZU2ZE- Deleted

5562

98A6KL- Deleted

5561

9WRPDD-  Eliminado

5562

9ZBF4H- Deleted

5561

A7BERC- Deleted

5562

ARP7Qé6- Deleted

5561

BOWATE- DELETED

5561

B9WHYA-  Deleted

5561
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Question 28 - Examination Questions

WebCode Response

Test

BN9WGS8-  File is deleted

5562

BVR2DE- DELETED

5562

BYPLFC- Deleted

5562

CMTYN8-  Deleted

5561

CN44Vé6- Deleted

5561

DHRBK?7- That file has been deleted.
5562

E7WKY6- previously existing (deleted)
5561

E7XH9Z- deleted

5561

EAWU6Z- It is a deleted file.

5561

EREXP8- deleted

5561

EX67D8- Previously existing (deleted)
5562

EZEWXB- Deleted

5561

F2G973- deleted

5562

F8L898- Deleted

5562

FGDPP2- Deleted File

5562

FL36D9- Deleted

5562

FVTQJ7- Deleted/ Previously existing.
5562

FXXHAY- Deleted

5561

G8GC37-  deleted (but recoverable)
5561

GCTZYW-  Deleted

5561

GFWVHY-  Deleted

5561

Printed: 15-August-2022 (170) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis
Computer Hard Drive - Windows Analysis Results
TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 28 - Examination Questions

WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNoW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PRHXH6-
5562

Deleted

Deleted

Deleted

deleted

Unallocated

Deleted File, with archive flag

Deleted

Deleted

Test 22-5561/2

\Users\Jessie Jenkins\Pictures\132p61i53ai81.jpg - downloaded from https://i.redd.it/132p61i53ai81.jpg and

saved in the pictures folder

forensic software reports this as a deleted file

prev. existing, data not necessarily intact

Deleted

Previously existing (deleted file)

Deleted

File is deleted.

deleted

Unallocated

lt's deleted

Deleted

Deleted

Deleted
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Question 28 - Examination Questions

WebCode Response

Test

PTTY3H- Deleted File

5562

PV4KAY- Deleted file recovered from file slack.

5561

PZAFUR- Deleted

5562

QB8PGRF-  previously existing (e.g., deleted), data not necessarily intact
5561

QKG3YW- ltis previously existing, and data may not be intact
5562

QLMMIJQ-  deleted

5561

QQ3XWU-  Previously Existing

5561

QVYKR4- Deleted.

5562

R8KDG3- Previously existing, data not necessarily intact
5562

RFWD9R- Deleted

5562

RNVWQP- Deleted, no indication that the data, or part of the data, has been overwritten
5561

T4JR6P- deleted

5562

TA98UW- Deleted

5561

TE2AXW- Deleted

5561

TWHDG3-  File, Deleted, Archive

5561

URL94P- deleted

5562

VKGWHC-  Deleted

5561

VRFDXN- Deleted. Picture deleted 17/02/2022 01:53:33
5561

VU4RLY- File status is deleted

5562

WB6WLF- Deleted

5561

WRDQDP-  DELETED (Unallocated)

5562
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Question 28 - Examination Questions

WebCode Response

Test

WXIKCR- Previously existing

5562

X7U2JR- DELETED

5561

XB3L8N- Deleted

5562

XGEEHM-  Deleted

5561

Y4WCCF-  Deleted

5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- Deleted

5561

YL2H7J- Deleted/Previously existing
5562

YLG7Z]- Deleted

5562

ZD74EJ- ltems from deleted sources
5561

ZDHVAK- Deleted

5562

ZG7AXV- Deleted

5561

ZLZ4XH- Unallocated

5561

Question 28: What is the file status of C:\Users\Jessie Jenkins\Pictures\132p61{53ai81.jpg?
Consensus Result:
Deleted

Expected Response Explanation:
This file was deleted, and the Master File Table (MFT) entry marked for reuse, but neither the file nor the MFT entry
have been overwritten so the file contents and metadata in the MFT are still available for review.
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Question 28 - Examination Questions

Expected Response |llustration:
132p61i53ai81.jpg

O1 @ $SMFT-1

. M o« as -

<

Word Hits Items (4 , o 132p61j53ai81.jpg

File, Internal, Hidden, Sy...

File, Deleted, Archive

Fields M Report @ Text B Hex Bl Doc @ B [B B

O

Lo
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Question 29 - Examination Questions

Question 29: Who is listed as the author of AliveTroubledSalmon.doc?

Manufacturer's vhamocbrewsp
Expected Response:

WebCode Response

Test

2GYK6H-  vhamocbrewsp
5562

37HZM7-  vhamocbrewsp
5561

3ERMDL- vhamocbrewsp
5562

3J2MUJ- vhamocbrewsp
5561

3W8X27-  vhamocbrewsp
5561

4ELR7K- vhamocbrewsp
5562

6GRCUL-  vhamocbrewsp
5562

6XRIND- vhamocbrewsp
5562

7CPVTB- vhamocbrewsp
5561

8PW7XC-  Vhamocbrewsp
5562

8YYIXD- The answer is “vhamocbrewsp “. | have searched for the file name AliveTroubledSalmon.doc in Axiom forensics
5562 tools which provided the information of the file which has author as vhamocbrewsp.
8ZU2ZE- vhamocbrewsp
5562

98A6KL- vhamocbrewsp
5561

9WRPDD-  vhamocbrewsp
5562

97BF4H- vhamocbrewsp
5561

A7BERC- vhamocbrewsp
5562

ARP7Qé6- vhamocbrewsp
5561

B6WATE- vhamocbrewsp
5561

BOWHYA-  vhamocbrewsp
5561
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WebCode Response

Test

BNOWGS8-  vhamocbrewsp
5562

BVR2DE- vhamocbrewsp
5562

BYPLFC- vhamocbrewsp
5562

CMTYN8-  vhamocbrewsp
5561

CN44V6-  vhamocbrewsp
5561

DHRBK?7- vhamocbrewsp
5562

E7WKY6-  vhamocbrewsp
5561

E7XH9Z- vhamocbrewsp
5561

EAWU6Z- vhamocbrewsp
5561

EREXPS8- VHAMOCBREWSP
5561

EX67D8- vhamocbrewsp
5562

EZEWXB- Vhamocbrewsp
5561

F2G9Z3- vhamocbrewsp
5562

F8L898- Vhamocbrewsp
5562

FGDPP2- vhamocbrewsp
5562

FL36D9- vhamocbrewsp
5562

FVTQJ7- vhamocbrewsp
5562

FXXHAY- Vhamocbrewsp Department of Veteran Affairs
5561

G8GC37-  vhamocbrewsp
5561

GCTZYW-  vhamocbrewsp
5561

GFWVHY-  vhamocbrewsp
5561
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Question 29 - Examination Questions

WebCode Response

Test

GLX6QD-  vhamocbrewsp
5562

GR9ZT2- vhamocbrewsp
5561

HDM36C-  vhamocbrewsp
5561

HDM9G8-  vhamocbrewsp
5561

HEVFPY- vhamocbrewsp
5561

HPTDCY- vhamocbrewsp
5561

HWZPPY-  vhamocbrewsp
5562

HX9YL3- vhamocbrewsp
5562

JEDQ2D-  vhamocbrewsp
5562

JQB4YN-  vhamocbrewsp
5561

K4BTM4- vhamocbrewsp
5561

K9GN9W-  vhamocbrewsp
5561

KA2332- vhamocbrewsp
5562

KDZDY2- vhamocbrewsp
5561

LTKL96- vhamocbrewsp
5562

LYVGBT- VHAMOCBREWSP department of adminstration- veteran affairs
5561

MW334U-  Vhamocbrewsp
5561

PPRVBV- vhamocbrewsp
5561

PPUJUU- vhamocbrewsp
5561

PQYR3V- vhamocbrewsp
5561

PRHXH6- vhamocbrewsp
5562
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Question 29 - Examination Questions

WebCode Response

Test

PTTY3H- vhamocbrewsp
5562

PV4KAY- vhamocbrewsp, Dept. of Veterans Affairs
5561

PZAFUR- vhamocbrewsp
5562

Q8PGRF-  vhamocbrewsp
5561

QKG3YW-  vhamocbrewsp
5562

QLMMIQ-  [vhamcbrewsp
5561

QQ3XWU-  vhamocbrewsp
5561

QVYKR4- 'vhamocbrewsp'
5562

R8KDG3-  vhamocbrewsp
5562

RFWD9R- vhamocbrewsp
5562

RNWQP-  vhamocbrewsp
5561

T4JR6P- vhamocbrewsp
5562

TA98UW-  vhamocbrewsp
5561

TE2AXW- vhamocbrewsp
5561

TWHDG3-  vhamocbrewsp
5561

URL94P- vhamocbrewsp
5562

VKGWHC-  vhamocbrewsp
5561

VRFDXN- whamocbrewsp
5561

VUA4RLY- vhamocbrewsp
5562

WB6GWLF-  vhamocbrewsp Dept of Veterans Affairs
5561

WRDQDP-  vhamocbrewsp
5562
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WebCode Response

Test

WXIKCR- vhamocbrewsp

5562

X7U2JR- vhamocbrewsp

5561

XB3L8N- vhamocbrewsp

5562

XGEEHM-  vhamocbrewsp

5561

Y4WCCF-  vhamocbrewsp

5561

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- vhamocbrewsp

5561

YL2H7J- Jessie Jenkins

5562

YLG7Z]- vhamocbrewsp

5562

ZD74EJ- The answer is “vhamocbrewsp “. | have searched for the file name AliveTroubledSalmon.doc in Axiom forensics
5561 tools which provided the information of the file which has author as vhamocbrewsp.
ZDHVAK- vhamocbrewsp

5562

ZG7AXV- vhamocbrewsp

5561

ZLZ4XH- Vhamocbrewsp

5561

Question 29: Who is listed as the author of AliveTroubledSalmon.doc?

Consensus Result:

vhamocbrewsp

Expected Response Explanation:

Microsoft Office document metadata can be viewed with a tool such as Exiftool, or by opening with the native office
application.
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Question 29 - Examination Questions

Expected Response lllustration:

Exiftool parsing of metadata for AliveTroubledSalmon.doc

fersion Number

CTS5/22 Wind fAutopsy/f22-5561/Export

: appli
: Word

1Table, ExtChar

s Training and Ex

Microsoft Word display of information for AliveTroubledSalmon.doc

Related People

Author
vhamocbhrewsp

Add an author

Last Maodified By
vhamocbrewsp
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Question 30: What is the name of the file that contains a string consisting of two letters, five numbers,
“CW?”, and four numbers (e.g., AA12345CW1234)2

Manufacturer's CheerfulSuperDonkey.text
Expected Response:

WebCode Response

Test

2GYK6H-  CheerfulSuperDonkey.text
5562

37HZM7-  CheerfulSuperDonkey.text
5561

3ERMDL- CheerfulSuperDonkey.text
5562

3J2MUJ- CheerfulSuperDonkey.text
5561

3W8X27- CheerfulSuperDonkey.text
5561

4ELR7K- CheerfulSuperDonkey.text
5562

6GRCUL-  CheerfulSuperDonkey.text
5562

6XRIND- \Users\Jessie Jenkins\Documents\CheerfulSuperDonkey.text
5562

7CPVTB- CheerfulSuperDonkey.text
5561

8PW7XC- CheerfulSuperDonkey.text
5562

8YYJXD- Cheerfulsuperdonkey.text
5562

8ZU2ZE- cheerfulsuperdonkey.text
5562

98A6LKL- CheerfulSuperDonkey.text
5561

9WRPDD-  CheerfulSuperDonkey.text. (EA23456CW4448)
5562

9ZBF4H- CheerfulSuperDonkey.text
5561

A7BERC- CheerfulSuperDonkey.text
5562

ARP7Q6- CheerfulSuperDonkey.text
5561

BOWATE- CheerfulSuperDonkey.text
5561

BOWHYA-  CheerfulSuperDonkey.text
5561
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Question 30 - Examination Questions

WebCode Response

Test

BNOWGS8-  CheerfulSuperDonkey.ixt
5562

BVR2DE- EA23456CW4488 / CheerfulSuperDonkey.text
5562

BYPLFC- CheerfulSuperDonkey.text
5562

CMTYN8-  CheerfulSuperDonkey.text
5561

CN44V6-  CheerfulSuperDonkey.text
5561

DHRBK?7- CheerfulSuperDonkey.text
5562

E7WKY6-  CheerfulSuperDonkey.text
5561

E7XH9Z- CheerfulSuperDonkey.text
5561

EAWU6Z-  CheerfulSuperDonkey.text
5561

EREXP8- cheerfulsuperdonkey.text
5561

EX67D8- Unable to find

5562

EZEWXB- CheerfulSuperDonkey.text
5561

F2G973- CheerfulSuperDonkey.text
5562

F8L898- CheerfulSuperDonkey
5562

FGDPP2- CheerfulSuperDonkey.text
5562

FL36D9- [Participant did not return results for this question.]
5562

FVTQJ7- CheerfulSuperDonkey.text
5562

FXXHAY- CheerfulSuperDonkey.text
5561

G8GC37-  CheerfulSuperDonkey.text
5561

GCTZYW-  CheerfulSuperDonkey.text
5561

GFWVHY-  CheerfulSuperDonkey.text
5561
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Question 30 - Examination Questions

WebCode Response

Test

GLX6QD-  CheerfulSuperDonkey.text
5562

GR9ZT2- CheerfulSuperDonkey.text
5561

HDM36C-  CheerfulSuperDonkey.text
5561

HDM9G8-  CheerfulSuperDonkey.text
5561

HEVFPY- CheerfulSuperDonkey.text
5561

HPTDCY- CheerfulSuperDonkey.text - Text (EA23456CW4448)
5561

HWZPPY- CheerfulSuperDonkey.text
5562

HX9YL3- CheerfulSuperDonkey.text
5562

JEDQ2D- Users\Jessie Jenkins\Documents\CheerfulSuperDonkey.text
5562

JQB84YN- CheerfulSuperDonkey.text
5561

K4BTM4- CheerfulSuperDonkey.text
5561

K9GNOW-  CheerfulSuperDonkey.text
5561

KA2332- CheerfulSuperDonkey.text
5562

KDZDY2- CheerfulSuperDonkey.text
5561

LTKL96- [Participant did not return results for this question.]
5562

LYVGBT- cheerfulsuperdonkey.ixt
5561

MW334U-  CheerfulSuperDonkey.text
5561

PPRVBV- CheerfulSuperDonkey.text
5561

PPUJUU- CheerfulSuperDonkey.text
5561

PQYR3V- CheerfulSuperDonkey.text
5561

PRHXH6- CheerfulSuperDonkey.ixt
5562
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Question 30 - Examination Questions

WebCode Response

Test

PTTY3H-
5562

PV4KAY-
5561

PZAFUR-
5562

Q8PGRF-
5561

QKG3YW-
5562

QLMMIQ-
5561

QQ3XWU-
5561

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

RNVVQP-
5561

T4JR6P-
5562

TA98UW-
5561

TE2AXW-
5561

TWHDG3-
5561

URL94P-
5562

VKGWHC-
5561

VRFDXN-
5561

VU4RLY-
5562

WB6WLF-
5561

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

Cheerfulsuperdonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

Test 22-5561/2

EA23456CW4448

CheerfulSuperDonkey.text

cheerfulsuperdonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text EA23456CW4448

CheerfulSuperDonkey.text

CheerfulSuperDonkey.text
D:\Users\Jessie Jekins\documents\CheerfulSuperDonkey.text
"'EA23456CW4448"

cheerfulsuperdonkey.text

CheerfulSuperDonkey.text
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Question 30 - Examination Questions

WebCode Response

Test

WRDQDP-  C:/Users/Jessie Jenkins/Documents/CheerfulSuperDonkey.text
5562

WXJKCR- CheerfulSuperDonkey.text (EA23456C\W4448)
5562

X7U2JR- CheerfulSuperDonkey.text

5561

XB3L8N- CheerfulSuperDonkey.text

5562

XGEEHM-  CheerfulSuperDonkey.text

5561

Y4WCCF-  CheerfulSuperDonkey.text

5561

YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- CheerfulSuperDonkey.text

5561

YL2H7J- CheerfulSuperDonkey.text

5562

YLG7Z]- [Participant did not return results for this question.]
5562

ZD74EJ- Cheerfulsuperdonkey.text

5561

ZDHVAK-  CheerfulSuperDonkey.text

5562

ZG7AXV- CheerfulSuperDonkey.text

5561

ZLZ4XH- CheerfulSuperDonkey.text

5561

Question 30: What is the name of the file that contains a string consisting of two letters, five numbers, “CW”,

and four numbers (e.g., AA12345CW1234)2

Consensus Result:

CheerfulSuperDonkey.text

Expected Response Explanation:

The answer fo this question is easiest fo find by using a regular expression to search for the structured data, the
expression: [a-z]{2,2}[0-9]{5,5}CW]0-9]{4,4} will find occurrences of the string consisting of two lefters, five
numbers, CW, and four letters, EA23456CW4448.
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Question 30 - Examination Questions

Expected Response lllustration:

EnCase view of grep keyword hit

. Hit Codepage
Name Expression Pag
Text Preview
O 1 [3 CheerfulSuperDonkey.text [a-2){2 20-9H 55 CWT0-5H4.4}  EA234560Wa445 CRCRUNSE 1  EAZ34560Wd445
gids Bl Report B Text| @ Mex B Doc = Transcript B Picure [ Review B Console
pations '.i I:ﬂ:lﬂmgu * & TextSivle= M Fngd 2= Compressed Ve
0 X0l 0502000602001 0502000600E 2001 5 F 10114 12001 BI1UGT A LTNG
(V] TEGCHE MUA00 4Dk 1 1554 020F PHA IT15 JT15S 53
5] [WIFAG OTHER
i
o Wadan o
D RGINE g S10E WF BACK DUIRING FLIGHT. ‘THE € 15 UNENUWH,; THE OWLINGS AHE ENDWN
(RN 3
[&) HTZ aF4d
0 F5EA
2 00 0B0Z00FIAZ00] DANZ 002 4ECE 110204 12001 FI2AGTT] Az i
h2 vE BOTI4SECE CONT OL20 TBIOSZOR 1704 HCAULYDAA3A DIRIGCADE
¥ GL INDUCTION SYETEMFAILED
Autopsy view of grep keyword hit
Listing Eeyword search 12 - [a-z]{23[0-5]{... =
Feyword pearch
Table  Thumbnal
Kayvmord Preview Locaton Modifed Tire Change Tme
CAETHSEIWEE ¢ Jfimg_MickimComputer B0 ol _vol3Users Jesse Jenbdng (D, .. 2020-08-25 15:15:28 GMT  SOEZ-02-E0 13:55:54 GMT)
all Fie Metadata 05 Account Annotations
Swings  [ndexed Tewxt
Page: 1 of 270 Page Matches on page: 1 of 1 Match 100%: Eﬂ-) Reset
[cheerfulmperdoniey. text, 2001050200060200 1050200060CE 2001 5 2 00114 1H01031857110454350271  COMLING BEECH BEECH U300 4004
0 OTHZR CRCALISE 1 EAZ345500 4943 RKSS COWLING ON LEFT
HAVE THIS TYPE OF PRICELEM.
H72 &4 FATALSSW E25EA
H0100200238 00108020024808 H01 8 2 [bla g 1200 TG TTIACAR 0020108 REUIEF VALYVE CESEWA 210 T210N HTIANECE COMT %520 TS
0 OTHER IMINSPMAINT 1 SWRSGS0EG; 210644805 294371R 001099 A TOM REBULT
AT 2700 RPM FOR TAKEOPF FOWER. ALL MDICATING [MSTRUMENTS WERE YERIFIED FOR CALIBRATION. WE [NSTALLED THE OLD ABSOLUTE PRESSURE RELIEF VALYE AND OETAINED 34,5 IMJ
IH71 303 O 3A21 ESCE 5 CPE7GL
0010802002502001080200250C8 2001 & 2 010728 1200 M TIEGTTINC4E20020108  RELIEF VALVE CESSMAZ10 T2ION  J0TI4BSCE CONT Q520 TS
N STUED THTLED BANTHT 4 S0 BN el [ty o = by f ] =] Laa Ryl AETED A
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Question 31 - Examination Questions

Question 31: Who has the U.S. phone number beginning in "57" and ending in "57"¢ What is the full
phone number?

Manufacturer's Who: Jessie Jenkins

Expected Response: Phone Number: (571) 302-4357

WebCode Response

Test

2GYK6H-  Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
37HZM7-  |Who: Jesse Jenkins,

5561 Phone Number: 5713024357
3ERMDL- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
3J2MUJ- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
3W8X27- Who: Jessie Jenkins,

5561 Phone Number: (571) 302 4357
4ELR7K- Who: Jessie Jenkins,

5562 Phone Number: (571)302-4357
6GRCUL- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
6XRIND- Who: Jessie Jenkins,

5562 Phone Number: 571 302 4357
7CPVTB- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
8PW7XC- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
8YYIXD- Who: Jessie Jenkins {jessiejenkins?09@gmail.com},
5562 Phone Number: (571)302-4357
8ZU2ZE- Who: Jessie Jenkins (jessiejenkins?09@gmail.com),
5562 Phone Number: (571) 302-4357
98A6KL- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
9WRPDD-  Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
97BF4H- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
A7BERC- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
ARP7Q6- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
BOWATE- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
BOWHYA- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
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WebCode Response

Test
BNOWGS-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS-
5561

CN44V6-
5561

DHRBK7 -
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXP8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G9Z3-
5562

F8L898-
5562

FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

FXXHAY -
5561

G8GC37-
5561

GCTZYW-
5561

GFWVHY-
5561

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: 5713024357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: 571-302-4357

Who: Jessie Jenkins,
Phone Number: 571-302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

[Participant did not return results for this question.]

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

[Participant did not return results for this question.]

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Test 22-5561/2

Who: Jessie Jenkins,
Phone Number: 571-303-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357
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WebCode Response

Test
GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

KOGNIW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: 571-302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Test 22-5561/2

Who: Alex Anderson,
Phone Number: 5713024357

Who: Jesse Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,

Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

[Participant did not return results for this question.]

[Participant did not return results for this question.]

Who: Jessie Jenkins,
Phone Number: (571) 302-4357

Who: Alex Anderson,
Phone Number: 5713024357

Who: Jessie Jenkins,
Phone Number: 571-302-4357

Who: Jessie Jenkins; Ms. Yvette Alvarez,

Phone Number: (571) 302-4357; 718-573-4857

Who: Jessie Jenkins,
Phone Number: (571)302-4357
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WebCode Response

Test

PRHXH6- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
PTTY3H- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
PV4KAY- Who: Jessie Jenkins,

5561 Phone Number: 571-302-4357
PZAFUR- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
Q8PGRF-  Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
QKG3YW-  Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
QLMMIQ-  Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
QQ3XWU-  Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
QVYKR4- Who: Jessie JENKINS,

5562 Phone Number: (571) 302 4357
R8KDG3- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
RFWD9R- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
RNVVQP- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
T4JR6P- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
TA98UW- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
TE2AXW- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
TWHDG3-  Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
URL94P- Who: Jessie Jenkins,

5562 Phone Number: 571 302-4357
VKGWHC-  Who: Jessie Jenkins,

5561 Phone Number: 571-302-4357
VRFDXN- Who: Jessiejenkins?09@gmail.com,
5561 Phone Number: (571)302-4357
VU4RLY- Who: jessie jenkins,

5562 Phone Number: (571) 302-4357 (located within an email)
WB6WLF-  Who: Jessie Jenkins,

5561 Phone Number: 571-302-4357
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WebCode Response

Test

WRDQDP-  Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
WXJKCR- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
X7U2JR- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
XB3L8N- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
XGEEHM-  Who: Jessie Jenkins,

5561 Phone Number: (571)302-4357
Y4WCCF-  Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
YDMVRA-  [Participant did not return results for this question.]
5562

YE4XXP- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357
YL2H7J- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
YLG7Z)- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
ZD74EJ- Who: Jessie Jenkins {jessiejenkins?09@gmail.com},
5561 Phone Number: (571)302-4357
ZDHVAK- Who: Jessie Jenkins,

5562 Phone Number: (571) 302-4357
ZG7AXV- Who: Jessie Jenkins,

5561 Phone Number: (571) 302-4357

ZLZ4XH- Who: Alex Anderson,
5561 Phone Number: 5713024357

Question 31: Who has the U.S. phone number beginning in "57" and ending in "57"¢ What is the full phone
number?

Consensus Result:

Who: Jessie Jenkins
Phone Number: (571) 302-4357
Expected Response Explanation:

Most forensic analysis suites include generic regular expressions for finding phone numbers (e.g., [0-9]{3,3})]2[\-\
\.J[0-91{3,3}\-\ \.][0-9]{4,4}). Searching with this expression will find hits in thousands of files. Altering the
expression to search specifically for phone numbers beginning and ending in “57” (e.g. 57[0-9]])]2[\-\ \.]
[0-91{3,3}\-\ \.][0-9]{2,2}57) returns only about 10 files, all related to an email message sent from Jessie Jenkins
to Alex Andersen wherein she provides her phone number (571) 302-4357.
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Question 31 - Examination Questions

Expected Response lllustration:

email containing phone number

From: alwaysalexandersen@gmail. com;

To: jessiejenkins909@gmail.com;

CC:

Subject: Re: Hey

Headers Text HTML Accounts

Download Images

k
1'll call you :)

On Mon, Feb 28, 2022 at 8:37 PM|Jessie Jenkins|<jessiejenkins909 @ gmail com™> wrote:
(571) 302-4357 ;)
On 2/28/2022 8:37 PM. Alex Andersen wrote:

ok. that sounds fun. 1'1l make a reservation.
what's your mobile number?

On Mon, Feb 28, 2022 at 8:36 PM Jessie Jenkins <jessiejenkins909@ gmail com™ wrote:
lol. how about a nice dinner out?

like
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Question 32 - Examination Questions

Question 32: For the photo that was sent to Jesse [Jessie] Jenkins from John Jenkins, provide the nam:
of the file and the GPS coordinates where the photo was taken. Provide your response in the format:

## ##H#H# NS, ## #### E/W

Manufacturer's 18.3626 N, 64.7298 W and other versions representing the same information
Expected Response:

WebCode Response

Test

2GYK6H- 18.3626472 N 64.72980555555556W
5562

37HZM7- 18.3626 N, 64.7298 W

5561

3ERMDL- PXL_20211121_130028206.jpg

5562 N 18.3626 W -64.7298

3J2MUJ- File Name: PXL_20211121_130028206.ipg
5561 GPS coordinates: 18.362647 N, 64.729806 W
3W8X27- 18.3626 N, 64.7298 W

5561

AELR7K- 18.362647, -64.729806

5562

6GRCUL- PXL_20211121_130028206.jpg

5562 18.3626 N/S, -64.7298 E/W

6XRIND- PXL_20211121_130028206.jpg

5562 18.3626, -64.7298

7CPVTB- 32 PXL_20211121_130028206.jpg

5561 18.362647 N, -64.729806 W

8PW7XC- PXL_20211121_130028206.ipg,

5562 18.362647 N, 64.729806 W

8YYJXD- The file name is PXL_20211121_130028206.ipg
5562 GPS position: 18°21'45.53" N, 64°43'47.3" W
87U2ZE-  PXL 20211121 130028206.ipg

5562 18.36265 N, 64.72981 W

98A6KL- 18.3626 N 64.7298 W

5561

9WRPDD- 18°21'45.53" N, 64°43'47.3" W

5562

97BF4H- GPSLongitude: -64.729806 West GPSLatitude: 18.362647 North
5561

A7BERC- 18.214553 N 64.43473 W

5562

ARP7Q6- 18.3626 N -64.7298 W

5561

BOWATE- PXL_20211121_130028206.jpg

5561 N 18.3626 W -64.7298
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WebCode Response

Test
BOWHYA-
5561

BNOWGS-
5562

BVR2DE-
5562

BYPLFC-
5562

CMTYNS8-
5561

CN44V6-
5561

DHRBK7-
5562

E7WKY6-
5561

E7XH9Z-
5561

EAWU6Z-
5561

EREXP8-
5561

EX67D8-
5562

EZEWXB-
5561

F2G9Z3-
5562

F8L8%8-
5562

FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

FXXHAY -
5561

G8GC37-
5561

GCTZYW-
5561

PXL 20211121 130028206.ipg,
18.3626 N, 64.7298 W

PXL 20211121 130028206.ipg
-64.729806 N 18.362647 W

PXL_20211121_130028206.ipg
N 18.3626 W -64.7298

PXL 20211121 130028206.ipg
GPS: 18.3626 North 64.7298 West

PXL_20211121_130028206.ipg
18.36264 N, 64.72980 W

PXL 20211121 130028206.ipg
18.3626 N, 64.7298 W

“PXL 20211121 130028206.jpg”
“18°21'45 N, 64°43'47 W"

18.3626472 N 64.72980555555556W

18.3626 N, -64.7298 W

The name of the file is PXL 20211121 130028206.ipg and
GPS coordinates are 18.362647 N, 64.729806 W (18.362647, -64.729806)

-64.7298 N/S, 18.3626 E/W

18.3625 N, 64.7297 W

PXL 20211121 130028206.ipg

18 21 45.529999 N, 64 43 47.299999 W

18.362647 N, -64.729806 W

PXL 202111121 130028206.jpg

18.3626 N/S, -64.7298 E/W  (also displayed as 18" 21" 45N, 64" 43’ 47W)
Latitude: 18.3626 N, Longitude: 64.7298 W

PXL 20211121 130028206.ipg

18.362647 N/S, -64.729806 E/W

Filename: PXL 20211121 130028206.jpg
GPS Coordinates: 18.362647 N, -64.729806 W

PXL_20211121_130028206.ipg
18.362647 N -64.729806 W

PXL_20211121_130028206.ipg
18.362647 N, -64.729806 W

18.36264 N, -64.72980 W
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 32 - Examination Questions

WebCode Response

Test
GFWVHY-
5561

GLX6QD-
5562

GR9ZT2-
5561

HDM36C-
5561

HDM9G8-
5561

HEVFPY-
5561

HPTDCY-
5561

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

JQB84YN-
5561

K4BTM4-
5561

K9GNoW-
5561

KA2332-
5562

KDZDY2-
5561

LTKL?6-
5562

LYVGBT-
5561

MW334U-
5561

PPRVBV-
5561

PPUJUU-
5561

PQYR3V-
5561

PXL 20211121 130028206.ipg,
18.3626 N, 64.7298 W

PXL_20211121_130028206.ipg
18.3626 N/S, -64.7298 E/W

18.3626472 N, 64.7298055 W
PXL_20211121_130028206.ipg
18.3626 N/S, -64.7298 E/W

PXL 20211121 130028206.ipg
18.3626 N, 64.7298 W

PXL_20211121_130028206.ipg
18.362647 N, 64.729806 W

PXL 20211121 130028206.ipg
18.3626 N, 64.7298 W

PXL 20211121 130028206.ipg,
18.3626 N, 64.7298 W

PXL 20211121 130028206.jpg and
18.3626 N, 64.7298 W

PXL 20211121 130028206.ipg
18°21'45.53" N - 64°43'47.3" W

PXL 20211121 130028206.ipg
18.3626 N/S, -64.7298 E/W

PXL 20211121 130028206.ipg
18.3626472222 - -64.7298055556

PXL 20211121 130028206.ipg
18.362647 N, 64.729806 W

Test 22-5561/2

PXL_20211121_130028206.ipg
18.362647 N/S, 64.729806 E/W

|-64.7298 N/S, 18.3626 E/W

[Participant did not return results for this question.]

|PXL_2021 1121 1300282206.ipg

PXL 20211121 130028206.ipg
18.362647 N, 64.729806 W

PXL 20211121 130028206.ipg
18.362647 N, 64.729806 W

name:PXL 20211121 130028206.jpg;
GPS:18.3626 N, 64.7298 W

PXL 20211121 130028206.JPG;
64.72980555555556 N/S, 18.36264722222222 E/W
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 32 - Examination Questions

WebCode Response

Test
PRHXH6-
5562

PTTY3H-
5562

PV4KAY-
5561

PZAFUR-
5562

Q8PGRF-
5561

QKG3YW-
5562

QLMMIQ-
5561

QQ3XWU-
5561

QVYKR4-
5562

R8KDG3-
5562

RFWD9R-
5562

RNVWQP-
5561

T4JR6P-
5562

TA98UW-
5561

TE2AXW-
5561

TWHDG3-
5561

URL94P-
5562

VKGWHC-
5561

VRFDXN-
5561

VUA4RLY-
5562

WB6WLF-
5561

PXL_20211121_130028206.ipg
18.36264,-64.72980

18.36265 N, 64.72980 W
PXL_20211121_130028206.ipg
18.3626 N, 64.7298 W

PXL 20211121 130028206.jpg;
GPS: 18.2145 N, 64.4347 W

name = PXL 20211121 130028206.jpg;
Geolocation = 18.36264, -64.72980

Test 22-5561/2

18.3626 N/S, 64.7298 E/W

Name: PXL 20211121 _130028206.ipg
GPS: 18.362647 N 28.63 W

PXL 20211121 130028206.ipg,
18.3626 N, 64.7298 W

PXL 20211121 130028206.ipg
18.3626472222222 N, 64.7298055555556 W

18.36264 N/S, -64.72980 E/W
PXL 20211121 130028206.ipg;
18.3626 N, 64.7298 W

18.3626 N, 64.7298 W

18.362647 N, 64.729806 W

18.3626, 64.7298

18.362647 N, 64.729806 W

Name : PXL 20211121 130028206.jpg
GPS : 18°21'45.53"N/S , 64°43'47.3"E/W

18.2145 N/S 64.4347 E/W

PXL 20211121 130028206.ipg:
18.3626 N, 64.7298 W

18.3626 N -64.7298 W  United States Virgin Islands

18 deg 21' 45.5' N 64 deg 43' 47.30" W

PXL_20211121_130028206.ipg
GPSLongitude: -64.729806 GPSLatitude: 18.362647
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 32 - Examination Questions

WebCode Response

Test

WRDQDP-  PXL 20211121 130028206.ipg,

5562 18.36265 N, 64.7298 W

WXJKCR- PXL 20211121 130028206.ipg

5562 18.2145.53 N, 64.4347.3 W

X7U2JR- PXL 20211121 130028206.ipg

5561 N 18.3626 W -64.7298

XB3L8N- |18.3626, 64.7298

5562

XGEEHM- |45.53oo N, 47.3000 W

5561

Y4WCCF- PXL 20211121 130028206.ipg

5561 18.3626 N, 64.7298 W

YDMVRA- [Participant did not return results for this question.]
5562

YE4XXP- 18.3626 N, 64.7298 W

5561

YL2H7J- 18 deg 21' 45.53" N, 64 deg 43' 47.30" W (Converted Lat 18.362647 - Long -64.729806)
5562

YLG7Z)- PXL 20211121 130028206.ipg

5562 18.214553 N 64.43473 W

ZD74EJ- The file name is PXL 20211121 130028206.jpg
5561 GPS position: 18°21'45.53" N, 64°43'47.3" W
ZDHVAK- PXL 20211121 130028206.ipg

5562 18.36264 N, 64.72980 W

7ZGT7AXV- PXL 20211121 130028206.ipg;

5561 18.362639, -64.729806

ZLZ4XH- PXL 20211121 130028206.ipg

5561 18.362647 N, 64.729806 W

Question 32: For the photo that was sent to Jesse [Jessie] Jenkins from John Jenkins, provide the name of the
file and the GPS coordinates where the photo was taken. Provide your response in the format: ##.####
N/S, ## #### E/W

Consensus Result:

18.3626 N, 64.7698 W and other versions representing the same information. Although, the file name was also
requested in this question, 27% of participants did not report this information therefore consensus was determined
based solely on GPS coordinates.
Expected Response Explanation:

On March 4, 2022, Jessie Jenkins received an email from John Jenkins containing an attached photo,
PXL 20211121 130028206.jpg. Parsing this file with a tool like Exiftool will reveal the embedded GPS EXIF
metadata.
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TABLE 1: Computer Hard Drive - Windows Analysis Results

Question 32 - Examination Questions

Expected Response lllustration:
Autopsy browser view of EXIF data for PXL 20211121 130028206.jpg

Geg PYL_20211121 130028206.jpg | 18.362047 222222222 -64.?2980555555556| File
Hex Text Application File Metadata Data Artifacts  Analysis Results ':Dl'ltext Annotations
Usage

Attached to: Email From johngienkins 1955 @amail.com; To jessiejenkins303@gmail.com;
Go to Result
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TABLE 2: Removable Media Device Results

Question 33 - Removable Media 22-5562

Question 33: Provide the SHA256 hash for the USB device.
Manufacturer's D7C4034A6A0EB86785B61EAFF1869CBDA440B0O1FAD959EBFSATFE89384327D12

Expected Response:

WebCode ** Inconsistencies not highlighted; No consensus achieved **
Tost Response ghhg
es
2GYK6H- d7c4034a600eb86785b61eaff1869cbda440b01fad959ebf8a1fe89384327d12
5562

3ERMDL- 698EB400D0436D8546AC8845AC6C8027133E4C45FE82EQEFB6E4FB?819B80F2D
5562

4ELR7K- 222CB0O5BES7CB79AFBC42797ADD1EFDB6CD2FC54C70A012778FAT15F2952E3BCA
5562

6GRCUL- d7c4034a6a0eb86785b61eaff1869cbda440b01fad95%ebf8a11e89384327d12
5562

6XRIND- D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBFBATFES?384327D12
5562

8PW7XC- D7C4034A6A0EB86785B61EAFF1869CBDA440B0OTFADY59EBF8ATFE8?384327D12
5562

8YYJXD- 5957b58bce2e575d862a1787433330806cec2f70b84aad816f07405f3a5b3565
5562

8ZU2ZE- D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBF8ATFE8?384327D12
5562

9WRPDD-  d7c4034a6a0eb86785b61eaff1869cbda440b01fad95%9ebf8a11e89384327d12
5562

A7BERC- D7C4034A6A0EB86785B61EAFF1869CBDA440B0OTFADY59EBF8ATFE8?384327D12
5562

BN9WG8-  D7C4034A6A0EB86785B61EAFF1869CBDA440B0O1FADYSPEBF8ATFE89384327D12
5562

BVR2DE- 698EB400D0436D8546AC8845AC6C8027133E4C45FE82EQEFB6E4FBY819B80F2D
5562

BYPLFC- 778559d20966e9fe1abd8db22e656e63d9e6d7035e82b905fbcae3709420a4bd
5562

DHRBK7- d7c4034a6a0eb86785b61eaff1869cbda440b01fad259ebf8a1fe89384327d12

5562
EX67D8- d7c4034a6a0eb86785b61eaff1869cbda440b01fad259ebi8a1fe89384327d12
5562
F2G9Z3- d7c4034a6a0eb86785b61eaff1869cbda440b01fad259ebi8a1fe89384327d12
5562

F8L898- D7C4034A6A0EB86785B61EAFF1869CBDA440B0O1FADY59EBF8ATFE8?384327D12
5562

FGDPP2- d7c403406a0eb86785b61eaff1869cbda440b01fad959ebf8a1fe89384327d12
5562

FL36D9- c7d4e22386d105d8a4c707a75392b4b933d43684e2068d0238084bf8be3fc1%e
5562
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TABLE 2: Removable Media Device Results

Question 33 - Removable Media 22-5562

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

Test

FVTQJ7-
5562

GLX6QD-
5562

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

KA2332-
5562

LTKL?6-
5562

PRHXH6-
5562

PTTY3H-
5562

PZAFUR-
5562

5562

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

T4JR6P-
5562

URL94P-
5562

VU4RLY-
5562

5562

WXIJKCR-
5562

XB3L8N-
5562

YDMVRA-
5562

QKG3YW-

WRDQDP-

D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBF8ATFES?384327D12

d7c403406a0eb86785b61eaff1869cbda440b01fad?5%ebi8a11e89384327d12

d7c4034a6a0eb86785b61eaff1869cbda440b01fad95%ebf8a1fe89384327d12

1E057345261DF727754588F5994B4EF2F032CF6F22E463BEOBSCESDYBOA3A281

D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBF8ATFE8?384327D12

C89FADEEE568B3C9F475C5ED2597B468B09C41743FCD68987F96D125D1A10257

SHA256: D7C4034A6A0EB86785B61EAFF1869CBDA440B0O1FAD?59EBF8ATFES9384327D12

We do not capture the SHA256 hash for devices that we image. We capture the SHAT and MD5 hashes.

d7c4034a6a0eb86785b61eaff1869cbda440b01fad959ebf8a1fe89384327d12

74B10D67F95F380E3138C74704113093331191641FATDEDB7DCF2724CF138347

ee01 0683 abe2 7680 dbb3 4fd1 aa00 aea4d 9382 0efQ 57c1 dee’ d528 fa55 123 d85c

532405FD1A7DC69491231ADB3566E2A091C0829E5BA39302AF505C6932210C8A

D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBF8ATFE8?384327D12

D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBFEATFE8?384327D12

d7c4034a6a0eb86785b61eaff1869cbda440b01fad959ebf8a1fe89384327d12

EFF95ES55FE634C21D3C564B4ABDC2E3EAABATESBBFIF19D6DECOC430C655715

60741d61add2e1e114f1448dd6648ecd?18c8879

d7c4034a6a0eb86785b61eaff1869cbda440b01fad259ebi8a11e89384327d12

D7C4034A6A0EB86785B61EAFF1869CBDA440B0O1FADY59EBF8ATFE8?384327D12

D7C4034A6A0EB86785B61EAFF1869CBDA440BO1FADY59EBF8ATFE8?384327D12

5td75e91b2521dfc35dcae?1cde2a74tb21851bb7cb741a9aa790fadebedPee4
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Question 33 - Removable Media 22-5562

.\II_Vel:Code Response ** Inconsistencies not highlighted; No consensus achieved **
es

YL2H7J-
5562

YLG7Z]- tec6 3953 a903 a3c2 07ea 0216 609d 6538 23a5 €748 e35f 1aa4 b5dé 19fe 736a e519
5562

ZDHVAK- D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBFBATFES?384327D12
5562

D7C4034A6A0EB86785B61EAFF1869CBDA440BOTFADY59EBFBATFES?384327D12

Question 33: Provide the SHA256 hash for the USB device.

Consensus Result:

While the majority of participants (67%) reported the expected SHA256 hash of
d7¢c40340600eb86785b61eaff1869cbda440b01fad25%9ebf8a1fe89384327d12, a concensus was not achieved
for this question.

Expected Response Explanation:

Attaching the USB device to a computer with either hardware or software write blocking and hashing provides the
expected hash value.

Expected Response lllustration:

HxD Hex Editor tool used for Device Hashing (SHA256)
Hl HxD - [Removeable disk 1]

;;,H. File Edit Search View Analysis Tools Window Help
I BH (@~ 46 v|| Windows (ANSI) w!| hex “14d 4P bl
.{,ﬂ Removeable disk 1

Cffsec(h) 00 ©O1 02 O3 04 05 0e 07 OF 0% 04 OB OC OD OE OF Decoded text

00000000 |2 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 [Mrnennnmeneean
g Checksum  Search (D hits)
= Removeable disk 1
Algorithm Checksum
SHA-1 60741 D61ADDZETE1FAF1 448D D6E43ECDOFSCEETI
SHA-256 D7C4034A6A0EB267E5B61 EAFF 860CEDAL40B0T FADSS9EBFBATFERS38432TD12
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Question 34 - Removable Media 22-5562

Question 34: How many ACTIVE partitions are on the device? Provide a NUMERIC response.

Manufacturer's 1
Expected Response:

WebCode poshonse ** Inconsistencies not highlighted; No consensus achieved **
Test
2GYK6H- 1
5562
3ERMDL- 2
5562

4ELR7K- 2
5562
6GRCUL- 1
5562

6XRIND- 1
5562
8PW7XC- 1
5562

8YYIXD- 2
5562

8ZU2ZE- 1
5562
9WRPDD- 1
5562
A7BERC- 1
5562
BNOWGS- 0
5562

BVR2DE- 2
5562

BYPLFC- 1
5562

DHRBK?7 - [Participant did not return results for this question.]
5562

EX67D8- 1
5562
F2G9Z3- 1
5562

F8L898- 1
5562
FGDPP2- 0
5562

FL36D9- 1
5562
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Question 34 - Removable Media 22-5562

WebCode poshonse ** Inconsistencies not highlighted; No consensus achieved **
Test

FVTQJ7- 1
5562
GLX6QD- 1
5562
HWZPPY- 0
5562

HXPYL3- 1
5562
JEDQ2D- 1
5562
KA2332- 1
5562

LTKL96- 1
5562

PRHXH6- 1
5562

PTTY3H- 1
5562

PZAFUR- 2
5562
QKG3YW- 2
5562
QVYKR4- 2
5562
RBKDG3- 1
5562
RFWD9R- 1
5562

T4JR6P- 2
5562

URL94P- 2
5562

VU4RLY- 1
5562
WRDQDP- 1
5562
WXJKCR- 1
5562

XB3L8N- 1
5562
YDMVRA- [Participant did not return results for this question.]
5562
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Question 34 - Removable Media 22-5562

.\II_Vel:Code Response ** Inconsistencies not highlighted; No consensus achieved **
es

YL2H7J-

5562
YLG7ZI- 1
5562
ZDHVAK- 0

5562

Question 34: How many ACTIVE partitions are on the device? Provide a NUMERIC response.

Consensus Result:

While a majority of participants (66%) reported the expected response of "1", a consensus was not achieved.
Another 24% of participants reported "2" for the number of active partitions. One of the device's partitions was
deleted, therefore no longer active.

Expected Response Explanation:

The number of device partitions can be determined by reviewing the partition table with most forensic suites or
imaging tools. This device has two partitions, but one has been deleted.

Expected Response lllustration:

FTK Imager view of partitions
ﬂ AccessData FTK lmager 4.5.0.3
File View Mode Help

BEwag O il : | EN R

Evidence Tree

a\V\PHYSICALDRIVET
Partition 1 [1718MEB)
+= Mew Volume [NTFS]
|Recoverad] Partition 1 [200MB]
+¥ MONAME [FAT16]
=& Linpartitioned Space [basic disk]

EnCase Report of Drive Geometry

Partitions
Narme id [Type Stan Total Size
Sector Sectors
17 [WTFS 126] 3518464 1.7G8
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Question 35 - Removable Media 22-5562

Question 35: What is the volume serial number of the NTFS partition (The first 4 bytes (little endian))
as it would be reported/displayed by Windows?
Manufacturer's 2469-CE18

Expected Response:

WebCode Response

Test

2GYK6H-  2469CE18
5562

3ERMDL- 1E9A

5562

4ELR7K- 18 CE 69 24
5562

6GRCUL- 12469

5562

6XRIND- 2469CE18
5562

8PW7XC-  2469-CE18
5562

8YYJIXD- 2469-CE18
5562

8ZU2ZE- 2469-CE18
5562

9WRPDD-  2469-CE18
5562

A7BERC- 24 69 CE 18
5562

BNOWGS8-  2469-CE18
5562

BVR2DE- 1E9A

5562

BYPLFC- 2469CE18
5562

DHRBK?7- 2469CE18
5562

EX67D8- 2469CE18
5562

F2G9Z3- 2469CE18
5562

F8L898- 2469-CE18
5562

FGDPP2- 2469-CE18
5562

FL36D9- [Participant did not return results for this question.]
5562
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Question 35 - Removable Media 22-5562

WebCode Response

Test

FVTQJ7- 2469CE18
5562

GLX6QD-  2469-CE18
5562

HWZPPY- 2469CE18
5562

HX9YL3- 2469CE18
5562

JEDQ2D- 18 CE 69 24
5562

KA2332- 24 69 CE 18
5562

LTKL96- 2469-CE18
5562

PRHXH6- 2469

5562

PTTY3H- 2469-CE18
5562

PZAFUR- 2469-CE18
5562

QKG3YW- |5C 24 69 FO
5562

QVYKR4- 2469CE18
5562

R8KDG3-  2469-CE18
5562

RFWD9R-  2469-CE18
5562

T4JR6P- 24 69 CE 18
5562

URL94P- 2469-CE18
5562

VU4RLY- 2469CE18
5562

WRDQDP-  2469-CE18
5562

WXJKCR- 2469

5562

XB3L8N- 2469-CE18
5562

YDMVRA- [Participant did not return results for this question.]
5562
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Question 35 - Removable Media 22-5562

WebCode Response
Test

YL2H7J-

2469CE18

5562

YLG7Z)- 24 69 CE 18
5562

ZDHVAK- |35AFFFOO

5562

Question 35: What is the volume serial number of the NTFS partition (The first 4 bytes (little endian)) as it
would be reported/displayed by Windows?

Consensus Result:

2469-CE18

Expected Response Explanation:

Most forensic tools will parse and display the volume serial number value. It can also be displayed by the operating
system for a mounted volume.
Expected Response llustration:

Windows CMD Dlsploy of Volume Serial Number for USB Device NTFS Partition

|I11' F rsion 16.
i(c) Mic r|_|_~.|_|'l" I_l_lr[_lllr ation. -.ll

C:\Users\user>d:

Volume Serial Number is

FTK Imager Display of Volume Serial Number for USB Device NTFS Partition
Praperties

=

File System Information

Cluster Size 1,096
Cluster Count '
Free Cluster Count 63,631

Dirty Flag False

Volume Label Mew Volume

Volume Serial Number

File System Version Windows XP {MNTFS 3.1
UTC Timestamps True
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Question 36 - Removable Media 22-5562

Question 36: What is the name (Volume Label) of the NTFS Partition?

Manufacturer's New Volume
Expected Response:

WebCode Response

Test
2GYK6H- New Volume
5562
3ERMDL- New Volume
5562
4ELR7K- New Volume
5562
6GRCUL- New Volume
5562
6XRIND- New Volume
5562
8PW7XC- New Volume
5562
8YYJXD- New Volume
5562
87ZU27ZE- New Volume
5562
9WRPDD- New Volume
5562
A7BERC- NEW Volume
5562
BN9WGS8-  New Volume
5562
BVR2DE- New Volume
5562
BYPLFC- New Volume
5562
DHRBK?7- New Volume
5562
EX67D8- New Volume
5562
F2G973- New Volume
5562
F8L898- New Volume
5562
FGDPP2- New Volume
5562
FL36D9- New Volume
5562
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Question 36 - Removable Media 22-5562

WebCode Response

Test

FVTQJ7- New Volume
5562

GLX6QD- New Volume
5562

HWZPPY- New Volume
5562

HX9YL3- New Volume
5562

JEDQ2D- New Volume
5562

KA2332- New Volume
5562

LTKL96- New Volume
5562

PRHXH6- New Volume
5562

PTTY3H- New Volume
5562

PZAFUR- New Volume
5562

QKG3YW-  New Volume
5562

QVYKR4- New Volume
5562

RBKDG3- New Volume
5562

RFWD9R- New Volume
5562

T4JR6P- New Volume
5562

URL94P- New Volume
5562

VU4RLY- New Volume
5562

WRDQDP-  New Volume
5562

WXJKCR- New Volume
5562

XB3L8N- New Volume
5562

YDMVRA- [Participant did not return results for this question.]
5562
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Question 36 - Removable Media 22-5562

WebCode Response
Test

YL2H7J- New Volume
5562
YLG7Z)- New Volume
5562
ZDHVAK- New Volume

5562

Question 36: What is the name (Volume Label) of the NTFS Partition?

Consensus Result:

New Volume

Expected Response Explanation:
NTFS volumes can have a name. The Windows operating system will display this, as well as many forensic tools.
Expected Response |llustration:

EnCase drive information report

Volume

File Systern MNTFS

Sectors per cluster &

Bytes per sector 512

Total Sectors 3518464

Total Capacity 1.801,449,472 Bytes (1.7 GE)
Total Clusters 439,807

Unallocated 1.485,432,576 Bytes (1.4 GEB)
Free Clusters 363,631

Allocated 312,016,896 Bytes (297.6 MB)
Yolume Mame

Yaolume Offset 128

Crive Type Fixed

Windows CMD and Explorer Display of Volume name for USB Device NTFS Partition

C:\Users\user>dir d:

Volume in drive D is

Volume Serial Number is 2469-CE18

Mew Volume (k)

:‘,:_

1.38 GB free of 1.67 GB

Printed: 15-August-2022 (210) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2
Removable Media Device Resulis
TABLE 2: Removable Media Device Results

Question 37 - Removable Media 22-5562

Question 37: What text is visible in the photo file containing six cats/kittens?
Manufacturer's LMAO

Expected Response:

WebCode Response

Test

2GYK6H-  LMAO
5562

3ERMDL- LMAO
5562

4ELR7K- LMAO
5562

6GRCUL-  LMAO
5562

6XRIND- LMAO
5562

8PW7XC-  LMAO
5562

8YYJIXD- the text is (LMAQ)
5562

8ZU2ZE- LMAO
5562

9WRPDD-  LMAO
5562

A7BERC- LAMO
5562

BNOWG8- LMAO
5562

BVR2DE- LMAO
5562

BYPLFC- LMAO
5562

DHRBK?7- LMAO
5562

EX67D8- LMAO
5562

F2G973- LMAO
5562

F8L898- LMAO
5562

FGDPP2- LMAO
5562

FL36D9- LMAO
5562
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Question 37 - Removable Media 22-5562

WebCode Response

Test
FVTQJ7-
5562

GLX6QD-
5562

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

KA2332-
5562

LTKL?6-
5562

PRHXH6-
5562

PTTY3H-
5562

PZAFUR-
5562

QKG3YW-
5562

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

T4JR6P-
5562

URL94P-
5562

VU4RLY-
5562

WRDQDP-
5562

WXJKCR-
5562

XB3L8N-
5562

YDMVRA-
5562

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

Test 22-5561/2

Das Otterhaus Hitp:// Blog Kohan - Studio.com/

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

LMAO

[Participant did not return results for this question.]
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Question 37 - Removable Media 22-5562

WebCode Response
Test

YL2H7J- LMAO
5562
YLG7ZJ- LMAO
5562
ZDHVAK- LMAO

5562

Question 37: What text is visible in the photo file containing six cats/kittens?

Consensus Result:
LMAO

Expected Response Explanation:

There is one jpeg (.jpg) file on the device containing an image of six cats. It is on the deleted partition. To find this
file, the partition must be recovered or the unused disk space carved.

Expected Response lllustration:

Gallery View
B Tahle @ Teneline [

Gallery

U
" Salacted OW1B0 . B Fewer Columns B mMore Columns

L1 &= (1) sRepair$Config Ll & (2) empty.jpg [l = (3) debian_logo.prg Ll = (4) zmmircal4ilg1 jpg

—

| = [9) nallkpamg3hEl.jpg
i) Ly 1

1 = (7y bamd jly1zvkE.jpg

[ = (8) gh9sicténedsl.jpg

[0 & (14)512bl0l5x0E81 jpe

L1 = (22) 2a3nsjn3fej81.jpg
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Question 37 - Removable Media 22-5562

2mmfrc0l4il81.jpg
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Question 38 - Removable Media 22-5562

Test 22-5561/2

Question 38: What is the file TYPE of the file with SHA-1 hash
613cd9e96da949694014cct77e63005cb99d7d492

Manufacturer's

JPEG, JPG or JFIF

Expected Response:

WebCode Response

Test

2GYK6H-
5562

3ERMDL-
5562

4ELR7K-
5562

6GRCUL-
5562

6XRIND-
5562

8PW7XC-
5562

8YYJXD-
5562

8ZU2ZE-
5562

9WRPDD-
5562

A7BERC-
5562

BNOWGS-
5562

BVR2DE-
5562

BYPLFC-
5562

DHRBK?7-
5562

EX67D8-
5562

F2G973-
5562

F8L898-
5562

File TYPE: JPEG,

How did you determine the file TYPE?:

File TYPE: Picture (Image),

How did you determine the file TYPE2:

given by the tool that I'm using)
File TYPE: JPG,

How did you determine the file TYPE?:

File TYPE: JPEG,

How did you determine the file TYPE?:

File TYPE: jpg,

How did you determine the file TYPE?:

File TYPE: JPG image,

How did you determine the file TYPE?:

File TYPE: Jpg,

How did you determine the file TYPE?2:

File TYPE: JPG,
How did you determine the file TYPE?

File TYPE: Archivo de imagen (JFIF),

How did you determine the file TYPE2:

File TYPE: ipg, JPEG,

How did you determine the file TYPE2:

File TYPE: JPG,

How did you determine the file TYPE2:

File TYPE: Picture (Image),

How did you determine the file TYPE2:

given by the tool that I'm using)
File TYPE: JPEG,

How did you determine the file TYPE2:

File TYPE: JPG,

How did you determine the file TYPE?2:

type.
File TYPE: .jpeg/.fif,

How did you determine the file TYPE2:

File TYPE: .JPG,

How did you determine the file TYPE?2:

File TYPE: .JPG,

How did you determine the file TYPE2:

file header.

FFD8FFEOQ (jpg signature)

From the file extension, which is JPG (find it in the Meta data which was

File Header

File header signature

extension mismatch detected (not a .sys file)

By File Header and Footer

File Header: FF D8 FF

: File header FF D8 FF following missmatch

Por la cabecera del archivo. (4A 46 49 46)

Signature Analysis FF D8 FF

Looked at the file header

From the file extension, which is JPG (find it in the Meta data which was

looking at the file header in HEX ie §&@ya..JFIF

We look at the file signature (header information) to determine the file

The header of the file: Ox FF D8 FF EO 00 10 4A 46 49 46 00

file header is FF D8 FF EO (JPG file header)

Ran file signature analysis over the file. Checked the hexadecimal of the
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Question 38 - Removable Media 22-5562

WebCode Response

Test

FGDPP2- File TYPE: JPEG,

5562 How did you determine the file TYPE2: File Header / Signature

FL36D9- File TYPE: JPEG,

5562 How did you determine the file TYPE?: View file source and view hex — File header

FVTQJ7-  File TYPE: JFIF,

5562 How did you determine the file TYPE2: Identified the file header FF D8 FF EO 00 10 4A 46 in the hex viewer

GLX6QD-  [File TYPE: Image,

5562 How did you determine the file TYPE2: Signature Analysis

HWZPPY- File TYPE: JPEG Image Standard,

5562 How did you determine the file TYPE2: File header information & EnCase display of file type

HX9YL3- File TYPE: JPEG,

5562 How did you determine the file TYPE2: Viewing the hex header, OxFFD8FFEQ, was observed which indicates it is
a JPEG file.

JEDQ2D- File TYPE: displayed as .sys but is in fact a .jpg,

5562 How did you determine the file TYPE2: examination of the HEX data in the file header = jQya

KA2332- File TYPE: JPG,

5562 How did you determine the file TYPE2: The file signature is for JPG

LTKL96-  File TYPE: jpg,

5562 How did you determine the file TYPEZ2: File signature JFIF (OxFFD8FFEQQQ).

PRHXH6- File TYPE: JPEG picture file,

5562 How did you determine the file TYPE2: X-Ways v19.8 SR-13 indicates that the type status of the file is a

mismatch. The file type is shown as 'jpg' yet the file extension is 'sys'. File header also shows YOYA JFIF' which
confirms that the file is a JPG file. Viewing the file also shows that it is a jpg file of an ofter lying on its back.

PTTY3H- File TYPE: JPEG,

5562 How did you determine the file TYPE?2: File's header corresponding to a JPEG file: OxFF D8 FF

PZAFUR- File TYPE: JPEG Image Standard - Filename: 230d3seoaff81.sys,

5562 How did you determine the file TYPE2: Signature Analysis

QKG3YW-  File TYPE: jpg,

5562 How did you determine the file TYPE2: Looked at the header for the file which was the header for a ‘jpg’ file, FF
D8 FF EO

QVYKR4- File TYPE: image file,

5562 How did you determine the file TYPE2: Defined in HEX as 'yoya JFIF' - this is an image file.

R8KDG3- File TYPE: Picture (.jpg),

5562 How did you determine the file TYPEZ: file signature analysis (mismatch detected)

RFWD9R-  File TYPE: JPEG,

5562 How did you determine the file TYPE?2: For the file signature (OxFFD8FFE000104A46494600)

TARGP-  File TYPE: jpeg image,

5562 How did you determine the file TYPE2: Reading the File Header (FF D8 FF EQ)

URL94P- File TYPE: .jpg,

5562 How did you determine the file TYPE?2: File Header Hex xFF xD8 xFF xEQ

VU4RLY- File TYPE: JPEG,

5562 How did you determine the file TYPE2: File header contains FF D8 FF, denotes start of jpeg
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Question 38 - Removable Media 22-5562

WebCode Response

Test

WRDQDP-  File TYPE: JPEG,

5562 How did you determine the file TYPE2: Utilizing a digital forensic program’s category type then verifying it using
a program which determine file type by three sets of tests, performed in this order: filesystem tests, magic tests
(/usr/share/misc/magic.mgc){which includes file signature matches}, and language tests.

WXJKCR-  File TYPE: jpg,

5562 How did you determine the file TYPE?2: Type column in X-Ways, checked header
XB3L8N- File TYPE: JPG,
5562 How did you determine the file TYPE2: This File's Signature(Header) is FF D8 FF EO (Signature(Footer): FF D9).

This Signature means JPG
YDMVRA- [Participant did not return results for this question.]

5562

YL2H7J- File TYPE: .ipg,

5562 How did you determine the file TYPE2: File header was FFD8 and file footer was FFD9 (These headers relates to
.ipg file types)

YLG7Z]- File TYPE: image,

5562 How did you determine the file TYPEZ2: file signature in hex is FF D8 FF EO

ZDHVAK-  File TYPE: .jpg,
5562 How did you determine the file TYPE2: Viewed file signature in hex = FFD8FFEQ

Question 38: What is the file TYPE of the file with SHA-1 hash
613cd9e96da949694014ccf77e63005cb99d7d492

Consensus Result:

JPEG, JPG or JFIF

Expected Response Explanation:

The file with hash 613cd9e96da949694014ccf77e63005cb99d7d49 is zZ30d3swoaff81.sys. The extension of this
file suggests it is a system file, however inspection of the file header, shows the first 10 bytes to be FF D8 FF EO 00
10 4A 46 49 46 (jDya--JFIF), the identifier for a jpeg file.

Expected Response lllustration:

EnCase table and view panes showing hash, name, and filetype for zZ30d3swoaff81.sys

SHA1 Name TZ:::E
613cd%e96dad49694014ccf77e63005cb99d7d49 & z30d3swoaff8l.sys |PEG Image Standard
Hex view of z30d3swoaff81.sys header
Dptions "A Codepage~ A TextStyler M Fnd @4 T Compressed View % =
QUIFF D8 FF EO 00 10 4A 46 49 46HVNyoya - - JFIFR
IATT 01 071 06 ﬂﬂ 07 OGN 01 00 00 BRE B2« 0+ « s« « ir5
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Question 38 - Removable Media 22-5562

z3 Od3swooff81 .SYS
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Question 39 - Removable Media 22-5562

Question 39: Provide the SHA256 hash of the file named default wallet (not default wallet.backup).
Manufacturer's 20649e413c8dbe912248dbfbécc74eb3919489ec17d7e400414df69c7e8e10848

Expected Response:

WebCode ** Inconsistencies not highlighted; No consensus achieved **
Tost Response ghhg
es
2GYK6H- 20649e413c8dbe?2248dbfécc74eb391948%ec1 7d7e4004f4df69c7e8e10848
5562

3ERMDL- 20649E413C8DBE9F2248DBF6CC74EB39F9489ECT7D7E4004F4DF69C7EBET10848
5562

4ELR7K- EAD7C2B57778F90AF8114C133A572A6B405729D2AA30CFDFA6D4713BF874825D
5562

6GRCUL-  20649E413C8DBE9F2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET10848
5562

6XRIND- 20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848
5562

8PW7XC-  20649E413C8DBE9F2248DBF6CC74EB39F2489ECT7D7E4004F4DF69C7EBET10848
5562

8YYJXD- a1341088af259f797cd795187t5a806c8cfb64718926ca2608104ef05caa?bded
5562

8ZU2ZE- 0112e0966873b4cft54a8%eea4b951a15bf2169316374919ee51511e7d90418ca
5562

9WRPDD-  20649e413c8dbe?t2248dbt6cc74eb391948%ec17d7e400414df69c7e8e10848
5562

A7BERC- 20649E413C8DBE9F2248DBF6CC74EB39F9489ECT7D7E4004F4DF69C7EBET0848
5562

BNOWGS8-  0112e0966873b4cf54a8%9eea4b951a15bi9169316374919ee51511e7d904 18ca
5562

BVR2DE- 20649E413C8DBE9F2248DBF6CC74EB39F9489ECT7D7E4004F4DF69C7EBET10848
5562

BYPLFC- 20649e413c8dbe?f2248dbfbcc74eb391948%ec17d7e400414df69c7e8e10848
5562

DHRBK?7- 879d92683784d45287211c089746393c95dd5e6056ab49bbeb2f162f6ce7 118
5562

EX67D8- 20649e413c8dbe?12248dbfbcc74eb391948%ec17d7e400414df69c7e8e10848
5562

F2G973- 01f2e0966873b4c54a89eea4b951a15bf91b9316374919ee51511e7d90418ca
5562

F8L898- There are two files bearing the name ‘default wallet’ — one on the USB device and one on the supplied forensic
5562 image: SHA-256 for file on USB stick -
20649e413c8dbe9f2248dbtbcc74eb391948%ec] 7d7e400414df69c7e8e10848 SHA-256 for file on EOT -
0112e0966873b4cf5408%eea4b951a15bf9169316374919ee51511e7d90418ca

FGDPP2- 20649e413c8dbe?12248dbfbcc74eb391948%ec17d7e400414df69c7e8e10848
5562
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Question 39 - Removable Media 22-5562

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **

Test
FL36D9-
5562

FVTQJ7-
5562

GLX6QD-
5562

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

KA2332-
5562

LTKL?6-
5562

PRHXH6-
5562

PTTY3H-
5562

PZAFUR-
5562

QKG3YW-
5562

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

T4JR6P-
5562

URL94P-
5562

VU4RLY-
5562

WRDQDP-
5562

WXJKCR-
5562

XB3L8N-
5562

20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848

20649E413C8DBEYF2248DBF6CC74EB39F9489ECT7D7E4004F4DF69C7EBET10848

File name not found on the USB media. Named file is present on the computer with the SHA256 Hash of -

0112e0966873b4ct54a8%eea4b951a15bf21b69316374919ee51511e7d90418ca

20649e413c8dbe?2248dbfbcc74eb391948%ec17d7e4004f4df69c7e8e10848

20649e413c8dbe?2248dbtécc74eb391948%ec17d7e4004f4df69c7e8e10848

6BCA3EBF386C9929BE7278BE078FBYB54C9FC62431431C9311466AFBC6754357

20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848

SHA256: 20649E413C8DBEYF2248DBF6CC74EB39F9489EC17D7E4004F4DF69C7E8E10848

20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848

20649e413c8dbe?12248dbf6cc74eb3919489ec17d7e400414df69c7e8e10848

A134F088AF259F797CD795187F5A8A6C8CF64718926CA2608104EFO5CAA9BDES

20649e413c8dbe?2248dbtb6cc74eb3919489ec17d7e400414df69c7e8e10848

20649E413C8DBE9F2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848

20649E413C8DBE9F2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET10848

20649e413c8dbe?f2248dbfbcc74eb391948%ec17d7e400414df69c7e8e10848

20649E413C8DBE9F2248DBF6CC74EB39F9489ECT7D7E4004F4DF69C7EBET0848

20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848

0112e0966873b4cf54a8%eea4b951a15bf9169316374919ee51511e7d90418ca

20649e413c8dbe?12248dbfbcc74eb391948%ec17d7e400414df69c7e8e10848

20649E413C8DBE9F2248DBF6CC74EB39F2489ECT7D7E4004F4DF69C7EBET0848

20649E413C8DBEYF2248DBF6CC74EB39F?489ECT7D7E4004F4DF69C7EBET0848
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Question 39 - Removable Media 22-5562

.\II_Vei)Code Response ** Inconsistencies not highlighted; No consensus achieved **
es

YDMVRA- [Participant did not return results for this question.]
5562

YL2H7J- a134f088af2591797cd79518715a8a6c8cf64718926ca2608104ef05caa?bdebd
5562

YLG7Z]- 0112e0966873b4ct54a8%eea4b?51a15bf2169316374919ee51511e7d90418ca
5562

ZDHVAK- 20649E413C8DBEYF2248DBF6CC74EB39F?489ECT17D7E4004F4DF69C7EBET0848
5562

Question 39: Provide the SHA256 hash of the file named default wallet (not default wallet.backup).

Consensus Result:

While a majority of participants (71%) reported the expected SHA256 hash of
20649e413c8dbe9f2248dbfbécc74eb39f948%ec17d7e400414df69c7e8e10848, a consensus was not achieved.
Another 14% of participants reported the hash of a different version of the file which was found on the computer
image not the USB.

Expected Response Explanation:

The file default wallet was stored on the deleted FAT16 partition on the USB. To find and recover the file requires
first recovering the partition, then hashing the file. Some forensic suites automate this process.
Expected Response lllustration:

Autopsy metadata view of default wallet

Metadata
Mame: Jfimg_22-5562.E01vol_vol3/default_wallet
Type: File System
MIME Type: text/plain
Size: 29499

File Mame Allocation:  Allocated
Metadata Allocation:  Allocated

Maodified: 2022-03-05 23:10:54 GMT

Accessed: 2022-03-06 05:00:00 GMT

Created: 2022-03-06 05:11:40 GMT

Changed: 0000-00-00 00:00:00

MD5: fic886f3aad3%aed39f8c323d0a411b

SHA-256: 20649241 3c8dbesf2248dbfEoc 74eb 39045 %ec 1 Fd Te 4004 4d a9 Fede 10548
Hash Lookup Results: LIMEMOWN

Intarmal IO 1323304
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Question 40 - Removable Media 22-5562

Question 40: On what date and time was the file default wallet created on the USB media? Provide
your response in GMT, using the date/time picker to select the date and time (24-hour).
Manufacturer's 2022-03-06 05:11 GMT

Expected Response:

WebCode Response

Test
2GYK6H-  2022-03-06 05:11
5562
3ERMDL- 2022-03-06 00:11
5562
4ELR7K- 2022-03-06 05:11
5562
6GRCUL-  2022-03-06 05:11
5562
6XRIND- 2022-03-06 00:11
5562
8PW7XC-  2022-03-06 05:11
5562
8YYJIXD- 2022-03-06 05:11
5562
8ZU2ZE- 2022-03-06 05:11
5562
9WRPDD-  2022-03-06 00:11
5562
A7BERC- 2022-03-06 00:11
5562
BNOWGS- 2022-03-06 00:11
5562
BVR2DE- 2022-03-06 00:11
5562
BYPLFC- 2022-03-06 05:11
5562
DHRBK?- 2022-03-06 00:11
5562
EX67D8- 2022-03-06 00:11
5562
F2G973- 2022-03-06 05:11
5562
F8L898- 2022-03-06 05:11
5562
FGDPP2- 2022-03-05 19:11
5562
FL36D9- 2022-03-06 00:11
5562
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WebCode Response

Test

FVTQJ7- 2022-03-06 05:11
5562

GLX6QD-  2022-03-06 05:11
5562

HWZPPY-  2022-03-06 00:11
5562

HX9YL3- 2022-03-06 05:11
5562

JEDQ2D-  2022-03-06 05:11
5562

KA2332- 2022-03-06 00:11
5562

LTKL96- 2022-03-06 05:11
5562

PRHXH6- 2022-03-06 05:11
5562

PTTY3H- 2022-03-06 05:11
5562

PZAFUR- 2022-03-06 05:11
5562

QKG3YW-  2022-03-06 00:11
5562

QVYKR4- 2022-03-06 05:11
5562

R8KDG3-  2022-03-06 00:11
5562

RFWD9R-  2022-03-06 00:11
5562

T4JR6P- 2022-03-05 23:11
5562

URL94P- 2022-03-06 00:11
5562

VUA4RLY- [Participant did not return results for this question.]
5562

WRDQDP-  2022-03-06 05:11
5562

WXJKCR- 2022-03-06 05:11
5562

XB3L8N- 2022-03-06 00:11
5562

YDMVRA-  [Participant did not return results for this question.]
5562
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Question 40 - Removable Media 22-5562

WebCode Response
Test

YL2H7J- |2022-03-05 22:11

5562
YLG7ZI- 2022-03-06 05:11
5562
ZDHVAK- 2022-03-06 00:11

5562

Question 40: On what date and time was the file default wallet created on the USB media? Provide your
response in GMT, using the date/time picker to select the date and time (24-hour).

Consensus Result:
2022-03-06 05:11 GMT as well as the local time zone of the device.

Expected Response Explanation:

The file default_wallet was stored on the deleted FAT16 partition on the USB. To find and recover the file metadata
requires first recovering the partition, then viewing the file system MAC times.

Expected Response lllustration:

Autopsy metadata view of default wallet

Metadata
Mame: Jfimg_22-5562.E01vol_vol3/default_wallet
Type: File System
MIME Type: text/plain
Size: 29499

File Mame Allocation:  Allocated
Metadata Allocation:  Allocated

Maodified: 2022-03-05 23:10:54 GMT

Accessed: 2022-03-06 05:00:00 GMT

Created: | 2022-03-06 05:11:40 GMT |

Changed: 0000-00-00 00:00:00

MD5: fic886f3aad3%aed39f8c323d0a411b

SHA-256: 20649241 3c8dbesf2248dbfEoc 74eb 39045 %ec 1 Fd Te 4004 4d a9 Fede 10548
Hash Lookup Results: LIMEMOWN

Intarmal IO 1323304
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Question 41 - Removable Media 22-5562

Question 41: In unallocated space on the NTFS partition on this device is a deleted photo of a
mallard duck. What text is visible in the image?

Manufacturer's platyrhynchos
Expected Response:

WebCode Response

Test
2GYK6H-  platyrhynchos
5562
3ERMDL- platyrhynchos
5562
4ELR7K- platyrhynchos
5562
6GRCUL- platyrhynchos
5562
6XRIND- platyrthynchos
5562
8PW7XC- platyrhynchos
5562
8YYJIXD- Platyrhynchos
5562
8ZU2ZE- platyrhynchos
5562
9WRPDD-  platyrhynchos
5562
A7BERC- platyrhynchos
5562
BNOWGS8-  platyrhynchos
5562
BVR2DE- platyrhynchos
5562
BYPLFC- platyrhynchos
5562
DHRBK?7- platyrhynchos
5562
EX67D8- platyrhynchos
5562
F2G9Z3- platyrhynchos
5562
F8L898- Platyrhynchos
5562
FGDPP2- platyrhynchos
5562
FL36D9- platyrhynchos
5562
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WebCode Response

Test

FVTQJ7- platyrhynchos
5562

GLX6QD-  platyrhynchos
5562

HWZPPY- platyrhynchos
5562

HX9YL3- platyrhynchos
5562

JEDQ2D- platyrhynchos
5562

KA2332- platyrhynchos
5562

LTKL96- platyrhynchos
5562

PRHXH6- platyrhynchos
5562

PTTY3H- platyrhynchos
5562

PZAFUR- platyrhynchos
5562

QKG3YW-  platyrhynchos
5562

QVYKR4- platyrhynchos
5562

R8KDG3-  platyrhynchos
5562

RFWD9R- platyrhynchos
5562

T4JR6P- platyrhynchos
5562

URL94P- platyrhynchos
5562

VUA4RLY- platyrhynchos
5562

WRDQDP-  platyrhynchos
5562

WXIKCR- platyrhynchos
5562

XB3L8N- platyrhynchos
5562

YDMVRA- [Participant did not return results for this question.]
5562
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WebCode Response
Test

YL2H7J- platyrhynchos
5562

YLG7ZJ- platyrhynchos
5562
ZDHVAK- platyrhyncos

5562

Question 41: In unallocated space on the NTFS partition on this device is a deleted photo of a mallard duck.
What text is visible in the image?

Consensus Result:

platyrhynchos

Expected Response Explanation:

Any forensic file carving utility can be used to carve photo files from the unallocated space on the USB device.
Reviewing the carved files will locate the described photo.
Expected Response llustration:

deleted jpg file recovered from unallocated space
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Question 42 - Removable Media 22-5562

Question 42: What is the file TYPE for the file with Created Time = 2017-12-20 14:23:53 GMT?

Manufacturer's

JPEG, JPG or JFIF

Expected Response:

WebCode Response

Test

2GYK6H- File TYPE: JPEG,

5562 How did you determine the file TYPE2: FFD8FFEOQ (jpg signature)

3ERMDL- File TYPE: Picture (Image),

5562 How did you determine the file TYPE2: By file content extension and entropy test score was 0.9944 which was
suspicious

4ELR7K- File TYPE: JPG,

5562 How did you determine the file TYPE?: File Header

6GRCUL- File TYPE: JPG,

5562 How did you determine the file TYPE2: File header signature

6XRIND- File TYPE: jpg,

5562 How did you determine the file TYPE2: yoya hex header and there is file type mismatch found in X-Ways

8PW7XC- File TYPE: JPG image,

5562 How did you determine the file TYPE?2: By File Header and Footer

8YYJXD- File TYPE: jpg,

5562 How did you determine the file TYPE?: File Header: FF D8 FF

8ZU2ZE- File TYPE: JPG,

5562 How did you determine the file TYPE2: File header FF D8 FF following missmatch

9WRPDD-  |File TYPE: Archivo de imagen (Exif),

5562 How did you determine the file TYPE2: Por la cabecera del archivo. (45 78 69 66)

A7BERC- File TYPE: JPG, JPEG,

5562 How did you determine the file TYPE2: signature FF D8 FF and exif

BNOWGS8-  File TYPE: JPEG,

5562 How did you determine the file TYPE?2: Looked at the file header

BVR2DE- File TYPE: Picture (Image),

5562 How did you determine the file TYPE2: By file content extension and entropy test score was 0.9944 which was
suspicious.

BYPLFC- File TYPE: JPEG,

5562 How did you determine the file TYPE2: HEX of file header ie j&JjaK&Exif

DHRBK?7- File TYPE: JPG,

5562 How did you determine the file TYPE2: We look at the file signature (header information) to determine the file
type.

EX67D8- File TYPE: .jpg,

5562 How did you determine the file TYPE2: The header of the file: OxFF D8 FF E1

F2G9Z3- File TYPE: JPG,

5562 How did you determine the file TYPE2: File header is FF D8 FF E1 which is JPG (Exif)

F8L898- File TYPE: .JPG,

5562 How did you determine the file TYPE?2: Ran file signature analysis over the file. Checked the hexadecimal of the
file header.
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Question 42 - Removable Media 22-5562

WebCode Response

Test
FGDPP2-
5562

FL36D9-
5562

FVTQJ7-
5562

GLX6QD-
5562

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

KA2332-
5562

LTKL?6-
5562

PRHXH6-
5562

PTTY3H-
5562

PZAFUR-
5562

QKG3YW-
5562

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

T4JR6P-
5562

URL94P-
5562

VUA4RLY-
5562

File TYPE: JPEG EXIF,
How did you determine the file TYPE2: File Header / Signature

File TYPE: JPEG,
How did you determine the file TYPE?2: View file source and view hex — File header.

File TYPE: Exif,
How did you determine the file TYPE2: By identifying the File header of the file in hex

File TYPE: Image,
How did you determine the file TYPE2: Signature Analysis

File TYPE: JPEG Image Non-Standard,
How did you determine the file TYPE?: File header information & EnCase display of file type

File TYPE: JPEG,
How did you determine the file TYPE?: Viewing the hex header, OxFFD8FFE1, was observed which indicates it is
a JPEG file.

File TYPE: file is displayed as a .mp3 file but is in fact a .jpg displaying a photo of a circuit board,
How did you determine the file TYPE?2: examination of the HEX file header information - §@yé

File TYPE: JPG,
How did you determine the file TYPE2: The file signature is for JPG

File TYPE: .jpg,
How did you determine the file TYPE2: File signature

File TYPE: JPEG picture file,

How did you determine the file TYPE2: X-Ways v19.8 SR-13 indicates that the type status of the file is a
mismatch. The file type is shown as 'jpg' yet the file extension is 'mp3'. File header also shows YOYA JFIF' which
confirms that the file is a JPG file. Viewing the file also shows that it is a jpg file of circuit board.

File TYPE: JPEG,
How did you determine the file TYPE2: File's header corresponding to a JPEG file: OxFF D8 FF

File TYPE: JPEG Image Non Standard,
How did you determine the file TYPE2: Signature Analysis

File TYPE: jpg,
How did you determine the file TYPE2: By looking at the header of the file

File TYPE: image file,
How did you determine the file TYPE2: Defined in HEX as 'yoya K&Exif MM' - this is an image file with
multi-media

File TYPE: Picture (.jpg),
How did you determine the file TYPE?: file signature analysis (mismatch detected)

File TYPE: JPEG EXIF,
How did you determine the file TYPE2: For the file signature (OxFFD8FFET)

File TYPE: EXIF jpg image,
How did you determine the file TYPE2: Reading the File Header (FF D8 FF ET)

File TYPE: .jpg,
How did you determine the file TYPE?: File Header Hex xFF xD8 xFF xE1

File TYPE: jpeg (although extension states mp3),
How did you determine the file TYPE2: Examination of file header
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Question 42 - Removable Media 22-5562

WebCode Response

Test

WRDQDP-  File TYPE: JPEG,

5562 How did you determine the file TYPE2: Utilizing a digital forensic program’s category type then verifying it using
a program which determine file type by three sets of tests, performed in this order: filesystem tests, magic tests
(/usr/share/misc/magic.mgc) {which includes file signature matches}, and language tests.

WXJKCR-  File TYPE: jpg,

5562 How did you determine the file TYPE?2: Type column in X-Ways, checked header
XB3L8N- File TYPE: JPG,
5562 How did you determine the file TYPE2: This File's Signature(Header) is FF D8 FF E1 (Signature(Footer): FF D9).

This Signature means JPG. And When you change the extension of this file to jpg, you can see it properly.

YDMVRA- [Participant did not return results for this question.]

5562

YL2H7J- File TYPE: .jpg,

5562 How did you determine the file TYPE2: File header was FFD8 and file footer was FFD9 (These headers relates to
.ipg file types)

YLG7Z)- File TYPE: mp3,

5562 How did you determine the file TYPE2: FF D8 FF E1 Hex file signature

ZDHVAK-  File TYPE: .jpg,
5562 How did you determine the file TYPE2: Viewed file signature in hex = FFD8FFE1

Question 42: What is the file TYPE for the file with Created Time = 2017-12-20 14:23:53 GMT?

Consensus Result:

JPEG, JPG or JFIF

Expected Response Explanation:

The file with hash 613cd9e96da949694014ccf77e63005cb99d7d49 is zZ30d3swoaff81.sys. The extension of this
file suggests it is a system file, however inspection of the file header, shows the first 10 bytes to be FF D8 FF EO 00
10 4A 46 49 46 (jDya--JFIF), the identifier for a jpeg file.
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Expected Response lllustration:
IMG_ 20200827 231612.mp3
-
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Question 43: Who is the owner of default wallet.backup?

Manufacturer's Jessie Jenkins
Expected Response:

WebCode Response

Test

2GYK6H- S-1-5-21-3501254099-4204809888-2000606956-1002
5562

3ERMDL- Jessie Jenkins

5562

4ELR7K- Jessie Jenkins

5562

6GRCUL- S-1-5-21-3501254099-4204809888-2000606956-1002 Jessie Jenkins
5562

6XRIND- Jessie Jenkins

5562

8PW7XC- S-1-5-21-3501254099-4204809888-2000606956-1002 (Jessie Jenkins)
5562

8YYJXD- d18al19%e

5562

8ZU2ZE- Jessie Jenkins

5562

9WRPDD-  Jessie Jenkins

5562

A7BERC- Jessie Jenkins

5562

BNOWGS8-  Jessie Jenkins

5562

BVR2DE- Jessie Jenkins

5562

BYPLFC- Jessie Jenkins S-1-5-21-3501254099-4204809888-2000606956-1002
5562

DHRBK?- Jessie Jenkins

5562

EX67D8- Unable to locate

5562

F2G9Z3- Jessie Jenkins

5562

F8L898- Jessie Jenkins

5562

FGDPP2- Jessie Jenkins

5562

FL36D9- [Participant did not return results for this question.]

5562
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WebCode Response

Test
FVTQJ7-
5562

GLX6QD-
5562

HWZPPY-
5562

HX9YL3-
5562

JEDQ2D-
5562

KA2332-
5562

LTKL?6-
5562

PRHXH6-
5562

PTTY3H-
5562

PZAFUR-
5562

QKG3YW-
5562

QVYKR4-
5562

R8KDGS-
5562

RFWD9R-
5562

T4JR6P-
5562

URL94P-
5562

VU4RLY-
5562

WRDQDP-
5562

WXJKCR-
5562

XB3L8N-
5562

YDMVRA-
5562

|Jessi Jenkins

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

22-5561.E01 - Partition 2 (Microsoft NTFS, 29.95 GB)\Users\Jessie Jenkins\Documents\New
Directory\default_wallet.backup

S-1-5-21-3501254099-4204809888-2000606956-1002 (Jessie Jenkins)

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins (5-1-5-21-3501254099-4204809888-2000606956-1002)

Jessie Jenkins

'S-1-5-21-3501254099-4204809888-2000606956-1002" this SID matches the registered owner, ‘Jessie
Jenkins’, of the operating system found on exhibit ‘22-5561’
S-1-5-21-3501254099-4204809888-2000606956-1002

Jessie Jenkins (5-1-5-21-3501254099-4204809888-2000606956-1002)

Jessie Jenkins

Jessie Jenkins

Jessie Jenkins

S-1-5-21-30501254099-4204809888-2000606956-1002 (jessie jenkins)

Jessie Jenkins (S-1-5-21-3501254099-4204809888-2000606956-1002)

Jessie Jenkins

Jessie Jenkins

[Participant did not return results for this question.]

Printed: 15-August-2022 (233) Copyright ©2022 CTS, Inc



Computer Hard Drive - Windows Analysis Test 22-5561/2
Removable Media Device Resulis
TABLE 2: Removable Media Device Results

Question 43 - Removable Media 22-5562

WebCode Response
Test

YL2H7J-

Jessie Jenkins

5562

YLG7Z]- SID (S-1-5-21-3501254099-4204809888-2000606956-1002) Jesse Jenkins
5562

ZDHVAK- Jessie Jenkins

5562

Question 43: Who is the owner of default wallet.backup?

Consensus Result:

Jessie Jenkins as well as S-1-5-21-3501254099-4204809888-2000606956-1002

Expected Response Explanation:

The NTFS filesystem permissions on the USB device lists Jessie Jenkins with SID
S-1-5-21-3501254099-4204809888-2000606956-1002, as the owner of this file.
Expected Response lllustration:

EnCase view of NTFS permissions for default wallet.backup

[ 90 [3 default_wallet.backup
™ e [T (Y [ i -
€ > €
Fields M Report @ Text @ Hex B Doc [@ Transcript @ Picture E] Console == File Extents 4
B -~ B~ O Selectedo/3 [ ~ 3 Browse Data
Mam : Pr perty Permiss
& Everyone 5-1-1-0 Allow (FCJ [M] [R&X] [R] [W
U . | & |essie Jenkins 5-1-5-21-3501254099-4204800888-2000606556-1002 Chwiner
] 3 4 None 5-1-5-21-3501254099-4 204 809588-2000606956-513 Group
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Question 44: Place the following events in the order in which they occurred (report each letter in order
separated by a comma, e.g. A,B,C,D,E):

A. the creation of the file referenced in USB question 40

B. scheduled meeting referenced in question 18

C. failed logins referenced in question 21

D. the last execution of the program referenced in question 22

E. approximate time of victim’s death as provided by the medical examiner

Manufacturer's B,E,C,D,A

Expected Response:

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **
Test

2GYK6H- B>E>C>D>A
5562

3ERMDL- B,E,AC,D
5562

4ELR7K- B,E,C,D,A
5562

6GRCUL- B,E,C,D,A
5562

6XRIND- B,E,A,C,.D
5562

8PW7XC- B,E,C,D,A
5562

8YYIXD- C,B,D,AE
5562

8ZU2ZE- B,E,C,D,A
5562

9WRPDD-  B,E,A,C,D
5562

A7BERC- B,E,AC,D
5562

BNOWG8-  B,E.C,D,A
5562

BVR2DE- B,E,AC,D
5562

BYPLFC- B,E,C,D,A
5562

DHRBK7 - B,E,C,D,A
5562

EX67D8- F,C,AD,EB
5562

F2G9Z3- B,E,C,D,A
5562
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Question 44 - Removable Media 22-5562

WebCode Response ** Inconsistencies not highlighted; No consensus achieved **
Test

F8L898- B,E,C.D.A,
5562

FGDPP2- AB,E,C,D
5562

FL36D9- D,B,EA,C
5562

FVTQJ7- B,E,C,D,A
5562

GLX6QDb- CB,EDA
5562

HWZPPY- AB,E,C,D
5562

HXPYL3- B,E,C,D,A
5562

JEDQ2D- B,E,C,D,A
5562

KA2332- B,AE,C,D
5562

LTKL96- B,C,D,AE
5562

PRHXH6- B,E,C,D,A
5562

PTTY3H- B,E,C,D,A
5562

PZAFUR- B,E,C,D,A
5562

QKG3YW- ABECD
5562

QVYKR4- B,E,C,D,A
5562

R8KDG3- B,E,C,D,A
5562

RFWD9R- B,AE,C,.D
5562

T4JR6P- B,AE,C,D
5562

URL94P- B,E,A,C,.D
5562

VUA4RLY- [Participant did not return results for this question.]
5562

WRDQDP- B,E,C,D,A
5562
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.\Il_Vei)Code Response ** Inconsistencies not highlighted; No consensus achieved **
es

WXJKCR- B,E,C,DA
5562
XB3L8N- B,E,AC,D
5562

YDMVRA-  [Participant did not return results for this question.]

5562

YL2H7J- ABECD
5562

YLG7ZI- D,BECA
5562

ZDHVAK- ABECD

5562

Question 44: Place the following events in the order in which they occurred (report each letter in order
separated by a comma, e.g. A,B,C,D,E):

A. the creation of the file referenced in USB question 40

B. scheduled meeting referenced in question 18

C. failed logins referenced in question 21

D. the last execution of the program referenced in question 22

E. approximate time of victim’s death as provided by the medical examiner

Consensus Result:

A consensus response was not achieved for this question. The expected response, "B,E,C,D,A" was reported by 47%
of participants. The second most common response was "B,E,A,C,D" at 17%.
Expected Response Explanation:

Reviewing the above events as listed:

A. The creation of the file referenced in question 40: default wallet was stored on the deleted FAT16 partition on the
USB. To find and recover the file metadata requires first recovering the partition, then viewing the file system MAC
times. Once recovered, the file system meta data for that file shows it was created 2022-03-06 05:11:40 UTC.

B. The meeting referenced in question 18 was arranged via email message between the victim and Andersen, and
scheduled for 8 P.M. EST, Saturday, March 5, 2022; 2022-03-06 01:00:00 UTC.

C. Question 21 references failed logins prior to successful login referenced in question 20. Windows Security Event
Logs show the last successful user login to this computer 2022-03-06 05:07:35 UTC.

D. According to Windows prefetch records, Electrum was last executed 2022-03-06 05:09:33 UTC.

E. Per the test instructions: the Medical Examiner’s report estimates the victim died sometime between 10 P.M. and

midnight (EST), March 5th. i.e. before 2022-03-06 05:00:00 UTC.

Converting all times to UTC and placing in order:

1. B. 2022-03-06 01:00:00 UTC scheduled meeting referenced in question 19

2. E. 2022-03-06 05:00:00 UTC approximate time of victim’s death per the medical examiner
3. C. 2022-03-06 05:07:35 UTC failed/successtul logins referenced in question 22

4.D. 2022-03-06 05:09:33 UTC the last execution of the program referenced in question 23
5. A. 2022-03-06 05:11:40 UTC the creation of the file referenced in USB question
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3wW8x27-  FTK imager used to verify stored SHA-1 hash of image. Integrity of downloaded image
5561 checked using HashCheck shell extension

7CPVTB-  When | added just the EQ1 file, | obtained the following MD5 and SHAT values for the file:
5561 MD5: 8d3d62bfc411a03e6718c170ab25d8ce
SHAT1: a7b250cb09fcdb6e5e362fchc268ecédi12dbd418
When | added the folder contacting the EO1 file, | obtained the following MD5 and SHA1
values:
MD5: 6b9817826df193eee61011172128aeb?
SHAT: 1ac729c981dfae5668f12de30befc9937fdd12ef

A7BERC-  thank you~!!

5562
F8L898- After the estimated time of death the deceased account was accessed, and the bitcoin
5562 application was activated. Qu 39 - There are two files bearing the name ‘default wallet’ — one

on the USB device and one on the supplied forensic image. It was not clear in the questions
which hash value was required.

FGDPP2-  Question 18: The provided date and time answer is in EST. From Question 33 onward up to
5562 44 have been considered belonging to USB storage device.

GLX6QD- s there an error with Question 39 & 402 as the file cannot be found on the USB media?
5562 Answers provided for these questions are reflective of the file located on the computer instead

HPTDCY-  Question 1 - This is an ongoing problem with the CTS - It always asks for Sha-1 values, but

5561 NEVER states if it wants base16 or base32. As a proficiency test, | would think that you do not
want to confuse your testers and would be more clear in the answers you want. Or don't use
Sha-1, which has two common base's.
Question 19 - You switch to UTC time zone. The rest of the exam was in EDT, so to switch
feels like an intentional move to confuse the test taker.
Question 21 - There are six entries for Code 4625, which is a failed login attempt.
Question 32 - In your question, you ask for the picture which involves user "Jesse Jenkins".
There is no such user. There is a "Jessie" Jenkins, which | assume you are asking about. This
type of clerical error (which | assume is what it is), can be very misleading if you are trying to
trick the reader or not. Especially when a spelling error on our part will result in a
'non-conformance' marking. This proficiency test is used by our department for certification
purposes. When an answer is found incorrect/non-conforming, then we must pause all case
work until justifications can be made. Spelling mistakes in questions therefore can have a
profound effect on an examiners being able to continue casework.
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HWZPPY-  PART 1: Three questions related to file TYPE. File TYPE may have multiple interpretations.

5562 Does this mean the File Type flags within the Standard Information attribute (File TYPE
according to IACIS), file Type according to Windows interpretation of the file extension (file
TYPE displayed in Windows file properties), the file type as interpreted by the examiner using
file header information (JPEG, PNG, picture, movie), or file type as displayed in EnCase (or
other tool) (JPEG Standard Format, etc.)2 This set of questions should be better worded to
ensure you are receiving a consistent response from participants. PART 2: Also, one question
asks about the number of ACTIVE partitions. Active, in computer terms, means "bootable".
Active in layman's terms, may mean active for the user to access. Depending on interpretation,
the answer will be different.

HX9YL3- QI - Doesn't specify which SHA hash type. Q34 - Question is vague. There is one active
5562 partition/present without recovery, another partition (FAT16) was recovered from physical
sector 3518592,

JQ84YN-  Some questions such as 21 have poorly defined time frames (immediately preceding) but are

5561 asking for a specific number response. The wording of the questions added to the confusion
for several questions- the question asking about the name of the file containing a string with 2
letters, 5 numbers, "CW", and 4 numbers comes to mind. | read it as what i was looking for
was the name of a file that contained that string. Spent 2 days working on it. maybe "there is a
file whose contents contain a string with blah-blah-blah...- what is the name of that file2"
When i read #26 | try to determine what the question wants me to respond with, and | feel that
when I'm putting it in my own words(as opposed to answers with definite correct responses)
there's a very good chance i'm misinterpreting the question. | would much prefer if questions
were limited to categorical answers. The answer to 24B could be "l remember learning that in
a class one time..." | may be the only person who has this problem(if so, my apologies) but i've
been trained and conditioned to answer the question i'm asked and when there is any
ambiguity to the question, i struggle.
Question number 27, perhaps is straightforward to some, but based on the considerations I've
had to account for when answering questions like this in the past, needs to clarified. | think i
understand what the test is asking for as far as my response, but | could be reading it wrong
and answering a different question than the one the provider is asking. i probably went
overboard on this, but i'm an over-thinker. My honest answer to this question initially was, "l
can't answer this question. | wasn't there when the email client was installed." | know the
question probably means the Administrator Account, but the question says, "Administrator". To
me- that means the physical person. the same as the court question i get sometimes, "Who was
at the keyboard?2" - Me: "l can't speak to that. | wasn't there at the time in question."
Also- i called tuesday 6/21/2022 for clarification on a few questions, however the person who
wrote the test was out of fown on vacation.
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PPUJUU-
5561

PZAFUR-
5562

QQ3XWU-
5561

QVYKR4-
5562

RFWD9R-
5562

RNVWQP-
5561
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The questions of this test were very well organized. Thank you very much for your excellent job!
But there are several questions, which meaning was not clearly understood, therefore caused
problems in the process of answering.

In question 26, the specific reference to "source" could not be accurately understood. This
results in a number of possible answers to it. It can be the sender's name, an email address,
the photo device, or the download address, etc. This makes us quite unsure which answer to
fill in.

In question 31, it was not certain if the answer to this question includes the area code. As a
result, two numbers were found. One of which was a 10-digit number with the first two and
last two digits being "57", and the other was a number with the first two and last two digits
being "57" after the first three area codes were removed. Thank you very much. Best wishes.

[For Question #22, participant's full response was "Application run count = 6 - Jessie Jenkins
- Electrum 4.1.5.exe"; For Question #34, participant's full response was "2 (1 Recovered)"|

Question 18 could have multiple answers based on the examiner's interpretation of the word
"ultimately". The two individuals discussed a couple of different options to begin with and
ultimately decided on a restaurant for a date without a time. Then, the second individual did
not show up to the agreed-upon time and they ultimately rescheduled to a later date with a
slightly ambiguous time. The question could be more clear. Additionally, Question 32 appears
to have misspelled the victim's name as "Jesse Jenkins'.

No additional comments.

During the examination of the Removable Media, | noticed that the questions do not match
with what I'm looking in the USB. The USB device only shows one FAT16 partition and the rest
was blank. Thinking that maybe that was the challenge, | try everything to find for something
else. After analyzed the hex, | could confirm that the USB don't have anything and the file
system is FAT16, | contacted QA with the issue. The QA Manager contacted CTS, which the
customer service was poor and the person never accept that the USB sent was incorrect, they
agreed to send another USB and give an extension. After the new USB arrives, | could confirm
that the first USB was incorrect based on hashes and content. | would suggest a better quality
control and a better customer service.

Searches can be affected by cultural differences in how dates and telephone numbers are
presented in different countries.
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WRDQDP-
5562

XB3L8N-
5562

Y4WCCF-
5561
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Question #4 - in addition to "Microsoft Windows 10 Home" the "CurrentVersion" is 6.3, the
'DisplayVersion" is 21H2, the "EditionID" is Core and the CurrentBuild is 19044.

Question #20 - In the System.evix file the last successful login (Winlogon 7001) was at
03/06/2022 05:05:26.9 UTC. The Security.evix “Special Logon:4672: Special privileges
assigned to new logon” at 3/6/2022 5:07:34 UTC is a security event when someone who is
already logged on runs a command as administrator (or in some cases any server or
applications accounts logging on as a batch job (scheduled task) or system service.) If this
includes these security events as logins then the answer is "3/6/2022 5:07:34 UTC".
Question #21 - 4 (if within that second of the Security.evix) {Event record IDs 12784, 12785,
12794 and 12811}

1 (if literally each Security.evt entry) {Event record ID 12811}

Also, if the answer for #20 is "3/6/2022 5:07:34 UTC" because the the "Special Logon" then
#21 is equal to 1.

Question #25 - Since the question explicitly stated “$FILE_ NAME” | provided the MFT
$FILE_NAME Attribute for created date and time of 02/20/2022 18:55:38 UTC versus the
common MFT $Standard_Information Attribute for created date and time of 01/15/2018
22:42:49 UTC for C:\Users\Jessie Jenkins\Documents\PoorFairJaguar.html.

Question #43 - The Flash drive

Owner of : 2022-CTS-FLASHO1.EO1/Partition 1/New Volume [NTFS]/

[root]/default wallet.backup

With MD5: f41be80190c87a1af749{0b404547c3c

Is: S-1-5-21-3501254099-4204809888-2000606956-1002) which is the username: Jessie

Jenkins (only because we have the computer)

default_wallet is 00:11
default wallet.backup is 05:11
The context is B-E-C-D-A, but it's not a backup file.

Assuming ferms “version” and “edition” in Question 4 refer to “10” and “Home” found within
the ProductName string. But there is some ambiguity here as the term “version” could instead
be interpreted to refer to either the observed CurrentVersion value (6.3) or the DisplayVersion
value (21H2) under the CurrentVersion subkey. Similarly, the term “edition” could instead be
interpreted to refer to the observed EditionID value (Core).

Wording chosen for Question 18 provokes response ambiguity both with the “where” (meeting
venue) and the “when” (meeting date and time). The where could connote the facility name
(e.g. Founding Farmers, Founding Farmers Reston, and/or Founding Farmers Reston Station),
street address, website address, or description (e.g. “a nice dinner out”). And the when could
be provided in either local (UTC-05:00) or UTC+0 date and time. UTC+0 was chosen since
all the other Questions referencing date and time values request responses in this format.

The term “immediately” used in Question 21 was expected to describe a timeframe as short as
a few seconds (or even milliseconds). Since there were no unsuccessful logon attempt events
logged within this timeframe, “0” could also be considered a defensible response.

No response input format was provided for Question 24 and Question 26. The "short answer"
concept could cause response consensus conflicts due to syntax variation.

The date/time picker also does not allow for the selection of seconds (only hours and minutes)
which could cause response consensus conflicts due to rounding.
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YL2H7)J- Question 19 - The term 'Comment' was not helpful as there were several event descriptions
5562 during the time provided (Which did not include 'seconds'). The first event description during

the time period provided was the 'User generated logoff', which | have provided as the answer.
Question 31 - This question assumes the investigator knows the makeup of a US based phone
number. A pattern (Similar to that provided in question 30) would have been helpful.

ZLZ4XH-  Some of the questions, in my opinion, are beyond the scope of a proficiency test.
5561

-End of Report-
(Appendix may follow)
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