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Participants were provided with data yielded from an extraction of a smart phone. They were asked to analyze the 
sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 89 
participants and are compiled in the following tables:
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This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - Android Analysis Test 21-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from an LG Android 
smartphone. Participants were asked to examine the extracted data pertaining to a simulated scenario using their own 
software and methods.

SAMPLE PREPARATION: 
A scripted scenario based upon a financial fraud case was created to generate user data on the evidence Android 
device. The execution of the scripted crime took place between September and December 2020. An LG K40 LM-X420 
smartphone was used to perform the activities and generate the intended artifacts.

The phone data was acquired via a file-system extraction of the smartphone using Cellebrite software and compiled 
into a zip archive. This file was uploaded to the CTS portal for participants to download. A MD5 checksum was 
calculated for the file to generate a unique hash value that allows participants to validate the successful download of 
the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data using various software to ensure the expected 
results could be achieved. Results from the predistribution laboratories were reviewed and certain questions were 
rephrased as necessary.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

The owner of this phone, Gordon Jamerson, is the victim of financial fraud. A recent retiree, Gordon set up an 
Instagram account to share vacation photos with his friends, family, and grandchildren. Shortly after creating his 
Instagram account, Gordon received an unsolicited direct message from “Samantha”, whose account has a profile 
photo of an attractive woman. Samantha complimented Gordon’s photos and engaged him in conversation, asking 
about his travels and expressing interest in his career. Gordon continues the conversation and he and Samantha begin 
talking about work and family. Samantha tells Gordon she is an account manager with a firm that specializes in binary 
trading options. After some additional conversation Samantha explains she is looking for investors to buy into a 
program with very high returns and very low, almost no, risk. Gordon is interested and asks how he could participate 
in this investment. Samantha explains the process and tells Gordon to send her money via Western Union. As time 
passes, Samantha solicits greater and greater payments and investments, in the form of money orders, cash in the 
mail, and finally a wire transfer. After several weeks Gordon becomes suspicious when Samantha is unable to allow 
him to cash out his alleged earnings and goes to the police for help.
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Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc
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Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What was the START date and time of the phone extraction ?  Provide the answer in the time zone set for the 
 device using the following format :  Month DD ,  YYYY HH : MM AM / PM .

1

December 09, 2020 06:34 PM

 Two files were provided for this test ,  LG GSM _ LM - X 420 MM K 40 . zip and LG GSM _ LM - X 420 MM K 40 . ufd .  The 
 SHA 256  of LG GSM _ LM - X 420 MM K 40 . zip is 
 94 E 9 A 722 C 1 C 8 A 94523 D 3 CF 61 E 0 B 9 FF 824 DFD 7 B 3 CA 192200 E 03 A 6 B 7 FBF 5 F 0 FD 96 . 
 Provide the SHA 1  HASH for this file  ( LG GSM _ LM - X 420 MM K 40 . zip ).

2

70BF1C06546185A28B3CF67762CC8FF561D1D854

 What method / type of extraction was performed ?3

Filesystem, or Full Filesystem, or File System [ Android ADB ], or Qualcomm Live (Recommended) 
Filesystem

 What is the version of extraction software used ?4

7.38.0.12

 The phone had service with what mobile service provider  ( wireless carrier ) ?5

T-Mobile

 What is the make and model name / number of this phone  ( e . g .  Apple iPhone  4 c ,  Samsung S 20 ) ?6

LG GSM LM-X420MM K40 and variations representing the same information

 What is the version of the operating system on this phone ?7

9 or Android 9

 What is the set time zone for this phone ?  Provide answer exactly as shown by the device .8

America/New_York

 What is the ICCID number  ( with service )  assigned to this phone ?9

8901260053914615047

 Provide the Device Phone Number  ( MSISDN ).10

17036499750

Provide the device owner’s full name .11

Gordon Jamerson

 What is the account name  ( email address ) for this device’s backup account ?12

gordonjamerson9@gmail.com

 What is the SSID  ( name )  of the Wi - Fi access point with BSSID  ( MAC Address )  30 : 5 a : 3 a : c 3 : 2 e : e 0  ( connected 
 to by this phone ) ?

13

Skynet

( 3 )
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Mobile Digital Evidence - Android Analysis Test 21-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the password  ( Pre - Shared Key )  for the Wi - Fi access point with SSID RCMP Surveillance Moose ?14

nopassword@$

 What is the name of the Bluetooth device with MAC Address  91 : 56 : e 0 : b 3 : 95 : b 0 ?15

OontZ Angle 3 5B0

 For the bluetooth device referenced in Question  15 :  What is the date and time of the record timestamp ? 
 Provide the answer as  24 Hr UTC time in the following format :  Month DD ,  YYYY HH : MM  ( UTC  +  0 ).

16

December 07, 2020 01:04 (UTC+0)

 What encrypted email app did the user install ?  ( Note :  this means email application ,  not secure messaging 
 application )

17

ProtonMail

 What is the version of the user - installed encrypted email app ?18

1.13.21 and/or 746

 The preferences for the user - installed encrypted email app are configured with what logged in username ?19

gordongordonjamerson or gordongordonjamerson@protonmail.com

 What is the path and filename of the file containing the word strigiformes ?20

/data/user_de/0/com.lge.ime/files/udb.bin

 After listening to the voicemail message stored on the phone ,  what is the answer to this question  ( question 
 21 ) ?

21

42

 How many unique UNREAD SMS messages are on the phone ?22

26

 Provide the content  ( text )  of the SMS message SENT on  11 / 2 / 2020  at  1 : 36  PM UTC + 0  ?23

Good morning!! How are you?

 What email address is associated with the contact with the phone number  ( 312 )  747 - 4300 ?24

therealmarkeymarc@mail.com

 What status does the call log database show for the call on  12 / 1 / 2020  at  3 : 27 : 02 ?  ( Choose from the 
 following :  Answered ,  Outgoing ,  Missed ,  Voicemail ,  Rejected ,  Blocked ,  WiFi )

25

Rejected

 What phone number called the phone on December  1 ,  2020  at  1 : 52 : 15  PM UTC ?26

+18032129631

( 4 )
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Mobile Digital Evidence - Android Analysis Test 21-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What was the time duration of the  ( answered ) call to “Thomas Wolf” on November  30 ,  2020 ?27

00:00:49 or 49 seconds

 What was the date and time of the LAST answered incoming call ?  Provide the answer in UTC using the 
 following format :  MM / DD / YYYY HH : MM AM / PM  ( UTC + 0 ).

28

12/04/2020 03:21 PM (UTC+0)

What is the user’s Instagram account username ?29

jamersongordon

 What cryptocurrency related app ( s )  did the user install ?30

BitPay, and BRD or Bread Wallet and variations of this response

 Describe the content of the file with MD 5  Hash a 5 c 245 f 0 e 727 ff 0 add 7 d 286 f 1 c 104 be 0 .31

Reference to a cat (kitten) licking spoon and variations of this description

 Based on the content of the file with modified time of  12 / 08 / 2020 20 : 41 : 36  EST ,  provide the destination that 
 the user LAST saved directions for ?

32

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166

On what date and time did the user create a note containing “quaesitum” ?  Provide the answer in UTC using 
 the following format :  MM / DD / YYYY HH : MM AM / PM  ( UTC + 0 ).

33

11/10/2020 01:17 AM (UTC+0)

 At what altitude / elevation  ( in meters above sea level )  was the photo with MD 5  hash 
 ee 504 a 83 bd 1 a 34 c 0372 b 76 f 3 ef 345 b 42  taken ?

34

114

 Provide the text visible in the image  ( photo )  taken near Latitude :  38 . 207969  /  Longitude : - 78 . 384888 .35

"SHEETZ ice” or “Fresh Food made to order”

 What website  ( URL or title )  did the user visit on  12 / 7 / 2020  at  1 : 11 : 44  AM ( UTC + 0 ) ?36

youtube.com or Rick Astley - Never Gonna Give You Up and variations of these responses

 For what application  /  account is there a token configured in the Authy  2 - factor authenticator app ?37**

LastPass

 For what account  /  service did the user receive account confirmation  /  welcome emails on November  7 , 
 2020 .

38

Facebook

 What is the full name of the contact who has a close - up picture of a cat ' s face for their profile photo ?39

Jim Handsome

( 5 )
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Mobile Digital Evidence - Android Analysis Test 21-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What size and kind of beverage  ( other than a milkshake )  did the user order at Chick - fil - A on December  8 , 
 2020 ?

40

Large Chick-fil-A® Diet Lemonade and variations representing the same information

 From what Starbucks store  ( number )  did the user make a purchase on November  7 ,  2020 ?  ( Provide store 
 number only )

41

10622

( 6 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone, and a series of questions related to the extracted data. (See Manufacturer’s 

Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, native and third-party applications, communications, web browser history, and Geo-Location information. 

Of the 41 total questions, one question (#37) did not reach a consensus response. This question asked for the 

application/account that there is a token configured in the Authy 2-factor authenticator app. The majority (62.5%) of 

participants did report the expected response of "LastPass" however, there were 15 participants that reported the 

Twilio Authy app and 11 that reported Gordanjamerson9@gmail.com which was the username for the LastPass 

account. For question #19, where participants were asked “The preferences for the user-installed encrypted email 

app are configured with what logged in username?”, 17 participants (19%) reported one of the following similar 

inconsistent responses: gordonjamerson9@gmail.com, gordanjamerson9 or gordonsamerson9. For question #9, 

where participants were asked for the ICCID number (with service) that was assigned to the phone, 14 (16%) 

reported the ICCID number that did not have service and four other participants reported both the expected ICCID 

number (with service) and the ICCID number without service. For seven questions, all participants reported the 

expected response.  

We realize that the Digital Forensics field is increasing in complexity and there are generally not many clearly-defined 

answers. Similarly, for this test, participants should follow their laboratory's policies and procedures when evaluating 

the MDE proficiency test questions.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced 

during the discussion of results. CTS does not endorse any particular tools.

( 7 )
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Digital Evidence Responses
TABLE 1

 Question 1 - Examination Questions
Question 1: What was the START date and time of the phone extraction? Provide the answer in the time 
zone set for the device using the following format: Month DD, YYYY HH:MM AM/PM.

December 09, 2020 06:34 PM Manufacturer ' s 
 Expected Response:

ResponseWebCode

Dec 09, 2020 06:34:34 PM(UTC-5)2MC97B

Dec 09, 2020 06:34:34 PM2QFHGZ

December 09, 2020 06:34 PM2V7RQX

December 09, 2020 18:34 PM3LETCX

December 09, 2020 06:34 PM44E4VU

12 09, 2020 06:34 PM4K3EHW

Requested Format: December 09, 2020 18:34 PM (UTC-5) (Timestamp as shown within extraction: 
09/12/2020 18:34:34(UTC-5)

4NRJQK

12/09/2020 06:34PM (UTC-5)4TG3JQ

December 09, 2020 06:34 PM6GX8GW

12 09, 2020 6:34 PM (UTC-5)6U42BU

September 12, 2020 1:34 PM7JBXVH

12/9/2020 6:34 PM7JJCQE

December 09, 2020 11:34 PM8B2ZBT

09/12/2020 18:34:34 (-5)8NQZ3V

December 09, 2020 01:34 PM9C78QQ

December 09, 2020 06:34 PM9HHYJC

12/09/2020 18:34 PMB3F9DQ

12/9/2020 18:34(UTC-5)B8BZLM

December 09, 2020 6:34:34 PMBEBE9A

December 09, 2020 06:34 PM (UTC-5)BH92XQ

December 09, 2020 06:34 PMBPQALN

December 09, 2020 23:34 PMBTU67Q

December 09, 2020 06:34 PM (UTC-05)BUL4JP

December 9, 2020 06:34 PM (UTC -5)BUZM4L

December 09, 2020 18:34:34 PM (UTC-5)BVTL28

December 09, 2020 06:34 PMC79P3P

( 8 )
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

December 09, 2020 06:34 PMCBPXQN

December 09, 2020 06:34 PMCMW3GG

December 09, 2020 06:34 PMCNYNEH

December 09, 2020 06:34 PMCQKEFM

December 09, 2020 06:34 PMDENLTG

December 09, 2020 06:34:34 PME3NJJK

12/09/2020 18:34E8HDGL

December 09, 2020 06:34 PMEZZ9KE

December 09 2020 11:34 PM(UTC+0)FF8LEG

December 09, 2020 6:34 PMFHXMK6

December 09, 2020 6:34 PMFN2Q9H

Dec 09,2020 11:34 PM.G26EZC

Dec 09, 2020 01:34 PMG64QVC

December 09, 2020 6:34 PMG8R3VH

December 09, 2020 06:34 PMGMJZWD

December 09, 2020 06:34 PMJ2FXXE

December 09, 2020 6:34 PMJ3QZJD

December 09, 2020 06:34 PMJ6G2P2

December 09, 2020 06:34 PMJ99YP6

December 9, 2020 6:34 PMJABU6B

12/9/2020 06:34:34 PM (UTC-5)JKQQ33

12/9/2020 6:34 PM (UTC-5)LAJR6D

December 09, 2020 06:34 PMLFPNND

December 09, 2020 6:34 PMM3XEGX

December 09, 2020 06:34 PMMDD9UC

December 9, 2020 06:34 PMMYY3KX

12 09, 2020 06:34 PMN7XPBC

dec 09, 2020 18:34;34 (UTC-5)NKU4B7

December 09, 2020 06:34 PMNZR7X6

December 09, 2020 13:34 PMP2XZ7A

( 9 )
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

December 09, 2020 06:34 PMPEMW99

December 9, 2020 06:34 PMPHLBTC

December 09, 2020 06:34 PMQ328NT

09/12/2020 18:34:34Q9QRRA

December 09, 2020 6:34 PMQCCAAU

December 09, 2020 18:34 PM (UTC-5)QPXBKL

December 19, 2020 06:34 PMQR2H68

December 09, 2020 06:34 PMR9AVZA

December 09, 2020 6:34 PM (UTC-5)RLZJF3

December 09, 2020 06:34 PMTBUXQF

12/09/2020 06:34PM (UTC-5)TWBK68

September 12, 2020 06:34 PMUGDP88

December 09, 2020 06:35 PMUU4CNZ

December 09, 2020 06:34 PMUWP4P6

December 09, 2020 06:34 PMUWZRKH

12/09/2020 06:34 PMUYTY99

December 09, 2020 06:34 PMVCZ8PQ

December 09, 2020 11:34 PMVMY6B6

December 09, 2020 06:34 PMVQXF86

December 09, 2020 06:34 PMVTKXPP

December 9, 2020 06:34 PMVVNQG3

12/19/2020 6:34 PMW4XGJ7

12 09, 2020 06:34 PMW98U26

December 09, 2020 06:34 PM (UTC-5). (The format HH:MM AM/PM is not a format commonly used in 
the UK. I have researched how this should look and although it appears the time should not be given in a 
24hr format there appears to be no clear guidance to define if the preceding 'hour' zero should be 
dropped).

WPV8FW

December 09 2020 06:34 pmXDH8J3

12/09/2020 18:43 PMXURWW4

December 09, 2020 6:34 PMXV3YH3

12/09/2020 6:34:34 PMY8QK23

9/12/2020 6:34:34 PM(UTC-5)YCL3NU

( 10 )
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TABLE 1
 Question 1 - Examination Questions

ResponseWebCode

December 9, 2020 06:34 PMYH86LY

December 09, 2020 06:34 PMZ2GJHK

December 09, 2020 06:34 PMZ7XNEU

Dec 09, 2020 06:34:34 PM(UTC-5)ZNNNZC

Question 1: What was the START date and time of the phone extraction? Provide the answer in the time zone set for 
the device using the following format: Month DD, YYYY HH:MM AM/PM.

December 09, 2020 06:34 PM and all formatting styles including different time zones which 
represent the same information.

 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd

Cellebrite Extraction Summary

( 11 )
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TABLE 1
 Question 2 - Examination Questions

Question 2: Two files were provided for this test, LG GSM_LM-X420MM K40.zip and LG 
GSM_LM-X420MM K40.ufd. The SHA256 of LG GSM_LM-X420MM K40.zip is 
94E9A722C1C8A94523D3CF61E0B9FF824DFD7B3CA192200E03A6B7FBF5F0FD96. 
Provide the SHA1 HASH for this file (LG GSM_LM-X420MM K40.zip).

70BF1C06546185A28B3CF67762CC8FF561D1D854 Manufacturer ' s 
 Expected Response:

ResponseWebCode

70BF1C06546185A28B3CF67762CC8FF561D1D8542MC97B

70bf1c06546185a28b3cf67762cc8ff561d1d8542QFHGZ

70bf1c06546185a28b3cf67762cc8ff561d1d8542V7RQX

SHA1: 70BF1C06546185A28B3CF67762CC8FF561D1D8543LETCX

70bf1c06546185a28b3cf67762cc8ff561d1d85444E4VU

5E6400C59B92B1789CEA5AB561059EAB83307EAC61DFD168D2315CE5A4A580314K3EHW

E600DF67CC8C91A4D641B6F70739769A73F1120A4NRJQK

70bf1c06546185a28b3cf67762cc8ff561d1d8544TG3JQ

SHA1 base 32: OC7RYBSUMGC2FCZ46Z3WFTEP6VQ5DWCU 
SHA1 base 16: 70BF1C06546185A28B3CF67762CC8FF561D1D854 
you do not specify if you wanted SHA1 base 16 or 32 so I provided both

6GX8GW

70bf1c06546185a28b3cf67762cc8ff561d1d8546U42BU

70BF1C06546185A28B3CF67762CC8FF561D1D8547JBXVH

70bf1c06536185a28b3cf67762cc8ff561d8547JJCQE

Sha1 70bf1c06546185a28b3cf67762cc8ff561d1d8548B2ZBT

70bf1c06546185a28b3cf67762cc8ff561d1d8548NQZ3V

70BF1C06546185A28B3CF67762CC8FF561D1D8549C78QQ

70bf1c06546185a28b3cf67762cc8ff561d1d8549HHYJC

70bf1c06546185a28b3cf67762cc8ff561d1d854B3F9DQ

70bf1c06546185a28b3cf67762cc8ff561d1d854B8BZLM

70BF1C06546185A28B3CF67762CC8FF561D1D854BEBE9A

70bf1c06546185a28b3cf67762cc8ff561d1d854BH92XQ

70BF1C06546185A28B3CF67762CC8FF561D1D854BPQALN

70bf1c06546185a28b3cf67762cc8ff561d1d854BTU67Q

70bf1c06546185a28b3cf67762cc8ff561d1d854BUL4JP

70bf1c06546185a28b3cf67762cc8ff561d1d854BUZM4L

7d2392677698378c2d426622ee356446c938ad38BVTL28

( 12 )
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

70BF1C06546185A28B3CF67762CC8FF561D1D854C79P3P

70bf1c06546185a28b3cf67762cc8ff561d1d854CBPXQN

70BF1C06546185A28B3CF67762CC8FF561D1D854CMW3GG

70BF1C06546185A28B3CF67762CC8FF561D1D854CNYNEH

70bf1c06546185a28b3cf67762cc8ff561d1d854CQKEFM

70BF1C06546185A28B3CF67762CC8FF561D1D854DENLTG

70bf1c06546185a28b3cf67762cc8ff561d1d854E3NJJK

70bf1c06546185a28b3cf67762cc8ff561d1d854E8HDGL

70BF1C06546185A28B3CF67762CC8FF561D1D854EZZ9KE

70bf1c06546185a28b3cf67762cc8ff561d1d854FF8LEG

70BF1C06546185A28B3CF67762CC8FF561D1D854FHXMK6

70bf1c06546185a28b3cf67762cc8ff561d1d854FN2Q9H

E600DF67CC8C91A4D641B6F70739769A73F1120AG26EZC

70bf1c06546185a28b3cf67762cc8ff561d1d854G64QVC

70bf1c06546185a28b3cf67762cc8ff561d1d854G8R3VH

70BF1C06546185A28B3CF67762CC8FF561D1D854GMJZWD

70bf1c06546185a28b3cf67762cc8ff561d1d854J2FXXE

70BF1C06546185A28B3CF67762CC8FF561D1D854J3QZJD

70BF1C06546185A28B3CF67762CC8FF561D1D854J6G2P2

70BF1C06546185A28B3CF67762CC8FF561D1D854J99YP6

70BF1C06546185A28B3CF67762CC8FF561D1D854JABU6B

702f1c06546185A28b3cf67762cc8ff561d1d854JKQQ33

70BF1C06546185A28B3CF67762CC8FF561D1D854LAJR6D

70bf1c06546185a28b3cf67762cc8ff561d1d854LFPNND

70BF1C06546185A28B3CF67762CC8FF561D1D854M3XEGX

SHA1: 70BF1C06546185A28B3CF67762CC8FF561D1D854MDD9UC

70BF1C06546185A28B3CF67762CC8FF561D1D854MYY3KX

70BF1C06546185A28B3CF67762CC8FF561D1D854N7XPBC

70BF1C06546185A28B3CF67762CC8FF561D1D854NKU4B7

70BF1C06546185A28B3CF67762CC8FF561D1D854NZR7X6
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

SHA1: 70bf1c06546185a28b3cf67762cc8ff561d1d854P2XZ7A

70bf1c06546185a28b3cf67762cc8ff561d1d854PEMW99

70BF1C06546185A28B3CF67762CC8FF561D1D854PHLBTC

70bf1c06546185a28b3cf67762cc8ff561d1d854Q328NT

70BF1C06546185A28B3CF67762CC8FF561D1D854Q9QRRA

70bf1c06546185a28b3cf67762cc8ff561d1d854QCCAAU

70BF1C06546185A28B3CF67762CC8FF561D1D854QPXBKL

70bf1c06546185a28b3cf67762cc8ff561d1d854QR2H68

70BF1C06546185A28B3CF67762CC8FF561D1D854R9AVZA

70BF1C06546185A28B3CF67762CC8FF561D1D854RLZJF3

70bf1c06546185a28b3cf67762cc8ff561d1d854TBUXQF

70bf1c06546185a28b3cf67762cc8ff561d1d854TWBK68

OC7RYBSUMGC2FCZ46Z3WFTEP6VQ5DWCU - SHA1 base32 
70BF1C06546185A28B3CF67762CC8FF561D1D854 - SHA1 base16

UGDP88

70BF1C06546185A28B3CF67762CC8FF561D1D854UU4CNZ

70BF1C06546185A28B3CF67762CC8FF561D1D854UWP4P6

70bf1c06546185a28b3cf67762cc8ff561d1d854UWZRKH

SHA-1:70BF1C06546185A28B3CF67762CC8FF561D1D854UYTY99

70bf1c06546185a28b3cf67762cc8ff561d1d854VCZ8PQ

70bf1c06546185a28b3cf67762cc8ff561d1d854VMY6B6

70bf1c06546185a28b3cf67762cc8ff561d1d854VQXF86

70BF1C06546185A28B3CF67762CC8FF561D1D854VTKXPP

70BF1C06546185A28B3CF67762CC8FF561D1D854VVNQG3

70BF1606546185AZ8B3CF67762CC8FF561D1D854W4XGJ7

70BF1C06546185A28B3CF67762CC8FF561D1D854W98U26

70bf1c06546185a28b3cf67762cc8ff561d1d854WPV8FW

70bf1c06546185a28b3cf67762cc8ff561d1d854XDH8J3

70bf1c06546185a28b3cf67762cc8ff561d1d854XURWW4

70bf1c06546185a28b3cf67762cc8ff561d1d854XV3YH3

70BF1C06546185A28B3CF67762CC8FF561D1D854Y8QK23

70bf1c06546185a28b3cf67762cc8ff561d1d854YCL3NU
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TABLE 1
 Question 2 - Examination Questions

ResponseWebCode

70BF1C06546185A28B3CF67762CC8FF561D1D854YH86LY

70BF1C06546185A28B3CF67762CC8FF561D1D854Z2GJHK

70BF1C06546185A28B3CF67762CC8FF561D1D854Z7XNEU

70BF1C06546185A28B3CF67762CC8FF561D1D854ZNNNZC

Question 2: Two files were provided for this test, LG GSM_LM-X420MM K40.zip and LG GSM_LM-X420MM 
K40.ufd. The SHA256 of LG GSM_LM-X420MM K40.zip is 
94E9A722C1C8A94523D3CF61E0B9FF824DFD7B3CA192200E03A6B7FBF5F0FD96. 
Provide the SHA1 HASH for this file (LG GSM_LM-X420MM K40.zip).

70BF1C06546185A28B3CF67762CC8FF561D1D854 Consensus Result:

 Expected Response Explanation:
The SHA256 digest is provided to ensure the participant had a valid download. It is also stored in the .ufd file. Any 
reliable hashing tool can be used to calculate the SHA1 digest for the extracted file.

 Expected Response Illustration:
PowerShell hash calculation of LG GSM_LM-X420MM K40.zip

7zip utility hash calculation of LG GSM_LM-X420MM K40.zip
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TABLE 1
 Question 3 - Examination Questions

Question 3: What method/type of extraction was performed?

Filesystem, or Full Filesystem, or File System [ Android ADB ], or Qualcomm Live 
(Recommended) Filesystem

 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Android ADB2MC97B

File System [ Android ADB ]2QFHGZ

File System [ Andriod ADB ] {ANDROID_FS}2V7RQX

A file system was performed (File System [ Android ADB ])3LETCX

File System [ Android ADB ]44E4VU

FileSystem (Android ADB)4K3EHW

File System [Android ADB]4NRJQK

File system - Android ADB of the profile LG GSM LM-X420mm K404TG3JQ

File System6GX8GW

File System [Android ADB]6U42BU

File System7JBXVH

File System (Android ADB)7JJCQE

File System Extraction8B2ZBT

File System [ Android ADB ]8NQZ3V

File System9C78QQ

File System9HHYJC

File System [ Android ADB ]B3F9DQ

File System [ Android ADB ]B8BZLM

File System [ Android ADB ]BEBE9A

File System [Android ADB]BH92XQ

File System (Android ADB)BPQALN

File System [ Android ADB ]BTU67Q

FileSystem [Android ADB]BUL4JP

File SystemBUZM4L

Android ADBBVTL28

File SystemC79P3P

According to the decoded LG GSM_LM-X420MM K40.ufd file, a File System (Android ADB) was 
conducted

CBPXQN
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

File System Android ADBCMW3GG

File System [Android ADB]CNYNEH

File system (Android ADB)CQKEFM

File System [ Android ADB ]DENLTG

File System (Android ADB)E3NJJK

File System (Android ADB)E8HDGL

Android ADB/File SystemEZZ9KE

File system (Android ADB)FF8LEG

File System [Android ADB]FHXMK6

File SystemFN2Q9H

File System [ Android ADB ].G26EZC

ExtractionType=FileSystem / ExtractionMethod=ANDROID_FSG64QVC

File System [ Android ADB ]G8R3VH

File System (Android ADB)GMJZWD

File system - Android ADBJ2FXXE

File System [Android ADB]J3QZJD

File System [ Android ADB ]J6G2P2

ANDROID_FS / FileSystem (Android ADB)J99YP6

File System [Android ADB]JABU6B

File System [Android ADB]JKQQ33

File SystemLAJR6D

File System [ Android ADB ]LFPNND

File System [Android ADB]M3XEGX

File System [ Android ADB ]MDD9UC

File system Android ADBMYY3KX

File System Android ADBN7XPBC

FILE SYSTEM (ANDRIOD adb)NKU4B7

File System (Android ADB)NZR7X6

File System [ Android ADB ]P2XZ7A

File System [Android ADB]PEMW99
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

File System [ Android ADB ]PHLBTC

File SystemQ328NT

Android ADB File systemQ9QRRA

File System LG GSMQCCAAU

File System [ Android ADB ]QPXBKL

File System(Android ADB)QR2H68

Fyle System (Android ADB)R9AVZA

File System [Android ADB]RLZJF3

File systemTBUXQF

File system [Android ADB]TWBK68

File System - [ Android ADB ]UGDP88

File System [ Android ADB ]UU4CNZ

File System [Android ADB]UWP4P6

File System [Android ADB]UWZRKH

ANDROID_FS/FileSystemUYTY99

File SystemVCZ8PQ

File System (Android ADB)VMY6B6

File System/Android ADBVQXF86

File System [Android ADB]VTKXPP

File systemVVNQG3

FILE SYSTEMW4XGJ7

Android ADBW98U26

Android ADB File System (more specifically, the option used was Qualcomm Live).WPV8FW

File System [Android ADB] (LG GSM LM-X420mm K40)XDH8J3

File System [ Android ADB ]XURWW4

File System [ Android ADB ]XV3YH3

File System [ Android ADB ]Y8QK23

File System [ Android ADB ]YCL3NU

File System [ Android ADB ]YH86LY

File System [Android ADB]Z2GJHK
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TABLE 1
 Question 3 - Examination Questions

ResponseWebCode

File System [Android ADB] / ANDROID_FSZ7XNEU

Android ADBZNNNZC

Question 3: What method/type of extraction was performed?

Filesystem, or Full Filesystem, or File System [ Android ADB ], or Qualcomm Live (Recommended) 
Filesystem

 Consensus Result:

 Expected Response Explanation:
This information is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd

Cellebrite Extraction Summary
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TABLE 1
 Question 4 - Examination Questions

Question 4: What is the version of extraction software used?

7.38.0.12 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Cellebrite UFED version 7.38.0.122MC97B

7.38.0.122QFHGZ

7.38.0.122V7RQX

7.38.0.123LETCX

7.38.0.1244E4VU

7.38.0.124K3EHW

7.38.0.124NRJQK

7.38.0.124TG3JQ

7.38.0.126GX8GW

UFED version 7.38.0.126U42BU

7.38.0.127JBXVH

UFED 7.38.0.127JJCQE

7.38.0.128B2ZBT

7.38.0.128NQZ3V

7.38.0.129C78QQ

7.38.0.129HHYJC

7.38.0.12B3F9DQ

UFED v. 7.38.0.12B8BZLM

7.38.0.12BEBE9A

UFED version 7.38.0.12BH92XQ

7.38.0.12BPQALN

7.38.0.12BTU67Q

7.38.0.12BUL4JP

7.38.0.12BUZM4L

7.38.0.12BVTL28

7.38.0.12C79P3P

UFED version 7.38.0.12CBPXQN

7.38.0.12CMW3GG
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

7.38.0.12CNYNEH

7.38.0.12CQKEFM

Cellebrite UFED version 7.38.0.12DENLTG

7.38.0.12E3NJJK

7.38.0.12E8HDGL

7.42.0.50EZZ9KE

7.38.0.12FF8LEG

7.38.0.12FHXMK6

7.38.0.12FN2Q9H

UFED version 7.38.0.12G26EZC

7.38.0.12G64QVC

7.38.0.12G8R3VH

7.38.0.12GMJZWD

7.38.0.12J2FXXE

7.38.0.12J3QZJD

7.38.0.12J6G2P2

7.38.0.12J99YP6

7.38.0.12JABU6B

7.38.0.12JKQQ33

7.38.0.12LAJR6D

7.38.0.12LFPNND

7.38.0.12M3XEGX

7.38.0.12MDD9UC

7.38.0.12MYY3KX

7.38.0.12N7XPBC

ufed V 7.38.0.12NKU4B7

7.38.0.12NZR7X6

7.38.0.12P2XZ7A

7.38.0.12PEMW99

7.38.0.12PHLBTC
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

7.38.0.12Q328NT

7.38.0.12Q9QRRA

7.38.0.12QCCAAU

7.38.0.12QPXBKL

7.38.0.12QR2H68

7.38.0.12R9AVZA

7.38.0.12RLZJF3

7.38.0.12TBUXQF

7.38.0.12TWBK68

7.38.0.12UGDP88

7.38.0.12UU4CNZ

7.38.0.12UWP4P6

7.38.0.12UWZRKH

Version=7.38.0.12UYTY99

7.38.0.12VCZ8PQ

7.38.0.12VMY6B6

UFED version 7.38.0.12VQXF86

7.38.0.12VTKXPP

7.38.0.12VVNQG3

7.38.0.12W4XGJ7

7.38.0.12W98U26

7.38.0.12.WPV8FW

UFED4PC: 7.38.0.12XDH8J3

7.38.0.12XURWW4

7.38.0.12XV3YH3

7.38.0.12Y8QK23

7.38.0.12YCL3NU

7.38.0.12YH86LY

7.38.0.12Z2GJHK

7.38.0.12Z7XNEU
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TABLE 1
 Question 4 - Examination Questions

ResponseWebCode

Cellebrite UFED version 7.38.0.12ZNNNZC

Question 4: What is the version of extraction software used?

7.38.0.12 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
LG GSM_LM-X420MM K40.ufd
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TABLE 1
 Question 5 - Examination Questions

Question 5: The phone had service with what mobile service provider (wireless carrier)?

T-Mobile Manufacturer ' s 
 Expected Response:

ResponseWebCode

T-Mobile2MC97B

T-Mobile2QFHGZ

T-Mobile2V7RQX

T-Mobile3LETCX

T-Mobile44E4VU

T-Mobile4K3EHW

T-Mobile4NRJQK

T-Mobile4TG3JQ

T-Mobile6GX8GW

T-Mobile6U42BU

T-Mobile7JBXVH

T-Mobile7JJCQE

T-Mobile8B2ZBT

T-Mobile8NQZ3V

T-Mobile9C78QQ

T-Mobile9HHYJC

T-MobileB3F9DQ

T-MobileB8BZLM

T-MobileBEBE9A

Metro by T-Mobile (Metro PCS by T-Mobile)BH92XQ

T-MobileBPQALN

T-MobileBTU67Q

T-MobileBUL4JP

T-MobileBUZM4L

T MobileBVTL28

T-mobileC79P3P

T-MobileCBPXQN

T-MobileCMW3GG
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

T-MobileCNYNEH

T-MobileCQKEFM

T-MobileDENLTG

T-MobileE3NJJK

T-MobileE8HDGL

T-MobileEZZ9KE

T-MobileFF8LEG

T-MobileFHXMK6

MetroPCS by T-MobileFN2Q9H

T-mobile.G26EZC

T-MobileG64QVC

T-MobileG8R3VH

T-MobileGMJZWD

T-MobileJ2FXXE

T-MobileJ3QZJD

T-MobileJ6G2P2

T-MobileJ99YP6

T-MobileJABU6B

T-MobileJKQQ33

T MobileLAJR6D

T-MobileLFPNND

T-MobileM3XEGX

T-MobileMDD9UC

T-MobileMYY3KX

T-MobileN7XPBC

T-MOBILENKU4B7

T-MobileNZR7X6

T-MobileP2XZ7A

T-MobilePEMW99

T-MobilePHLBTC

( 25 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

T-MobileQ328NT

T-MobileQ9QRRA

T-MobileQCCAAU

T-MobileQPXBKL

T-MobileQR2H68

T-MobileR9AVZA

T-MobileRLZJF3

T-MobileTBUXQF

T-MobileTWBK68

T-MobileUGDP88

T-MobileUU4CNZ

T-MobileUWP4P6

T-MobileUWZRKH

T-MobileUYTY99

T-MobileVCZ8PQ

T-MobileVMY6B6

T-MobileVQXF86

T-MobileVTKXPP

T-MobileVVNQG3

T-MOBILEW4XGJ7

T-MobileW98U26

T-MobileWPV8FW

T-Mobile.XDH8J3

T-MobileXURWW4

T-MobileXV3YH3

T-MobileY8QK23

T-MobileYCL3NU

T-MobileYH86LY

T-MobileZ2GJHK

TMobileZ7XNEU
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TABLE 1
 Question 5 - Examination Questions

ResponseWebCode

metropcsZNNNZC

Question 5: The phone had service with what mobile service provider (wireless carrier)?

T-Mobile Consensus Result:

 Expected Response Explanation:
This information is stored in /data/user_de/0/com.android.providers.telephony/databases/telephony.db in the siminfo 
table.

 Expected Response Illustration:
telephony.db

Cellebrite view of device info
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TABLE 1
 Question 6 - Examination Questions

Question 6: What is the make and model name/number of this phone (e.g. Apple iPhone 4c, Samsung 
S20)?

LG GSM LM-X420MM K40 and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

LG X42MC97B

LG LM-X4202QFHGZ

LG LM-X4202V7RQX

Make: LG K40 Model: LM-X4203LETCX

LG LM-X420 K4044E4VU

LG K404K3EHW

LG LM-X420MM K404NRJQK

LG GSM_LM-X420MM K404TG3JQ

LG K40 - LM-X420 this question is vague as to what you are looking for in reference to which identifier 
you wanted.

6GX8GW

LG K40 (LM-X420MM)6U42BU

LG K407JBXVH

LG LM-X4207JJCQE

LG K40 (LM-X420)8B2ZBT

Make: LG (Lucky Goldstar) . Model: LM-X4208NQZ3V

LG K40 / LM-X4209C78QQ

LG K409HHYJC

LG GSM LM-X420MM K40B3F9DQ

LG LM-X420B8BZLM

LG GSM LM-X420MM K40BEBE9A

Make: LG (GSM); Model: LM-X420BH92XQ

LG LM-x420BPQALN

LG LM-X420BTU67Q

LG K40BUL4JP

LG K40 (Model: LM-X420)BUZM4L

LG K40, Model number LM-X420MMBVTL28

LG K40/LM-X420C79P3P

LG K40, LM-X420MMCBPXQN
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TABLE 1
 Question 6 - Examination Questions

ResponseWebCode

LG LM-X420CMW3GG

LG LM-X420 K40 (extraction used UFED profile for LG LM-X420MM K40)CNYNEH

LM-X420MM K40 (LG)CQKEFM

LG LM-X420MM K40DENLTG

LG (LGE) LM-X420E3NJJK

LG LM-X420E8HDGL

LG K40/LM-X420EZZ9KE

LG K40 (LM-X420)FF8LEG

LG K40 (LM-X420)FHXMK6

LG K40 (LM-X420MM)FN2Q9H

LG GSM LM X420MM K40G26EZC

LG LM-X420MM K40G64QVC

LG LM-X420MM K40G8R3VH

LG K40 (LM-X420)GMJZWD

LG K40 (LM-X420)J2FXXE

Make: lge; Model: LM-X420J3QZJD

LGE LM-X420J6G2P2

LG K40J99YP6

LG K40 LM-X420JABU6B

LGE LM -X420JKQQ33

LG LM-X420LAJR6D

LG K40LFPNND

LG LM-X420M3XEGX

LG K40MDD9UC

LG LM-X420MYY3KX

LG K40 (SM LM-X420MM)N7XPBC

LG K40 (lge lm-x420)NKU4B7

LG K40NZR7X6

LG GSM LM-X420MM K40 or simply put LG K40P2XZ7A

LG LM-X420PEMW99

( 29 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 6 - Examination Questions

ResponseWebCode

LG LM-X420 K40PHLBTC

LG LM-X420Q328NT

LG LM-X420 product name = MH4XQ9QRRA

LG K40QCCAAU

LG LM-X420QPXBKL

LG K40QR2H68

LG K40 / LM-X420MMR9AVZA

LG GSM LM-X420MMRLZJF3

LG LM-X420TBUXQF

LGE LM-X420TWBK68

LG K40 LM-X420UGDP88

LG K40 / LM-X420UU4CNZ

LG / LGE LM-X420MM K40; the make may also be listed as LGEUWP4P6

LG K40 LM-X420UWZRKH

LG K40UYTY99

LG K40VCZ8PQ

LG LM-X420VMY6B6

Lge LM-X420 (LG K40)VQXF86

lge LM-X420VTKXPP

LG LM-X420MM K40VVNQG3

LM-X420W4XGJ7

LG GSM LM-X420MM K40W98U26

LG-LM-X420 (in some regions, this device is also known as an LG-K40)WPV8FW

LG K40 (LM-X420MM)XDH8J3

LG K40 LM-X420XURWW4

LG K40 / LM-X420XV3YH3

LG LM-X420MM K40Y8QK23

LG K40 LM-X420YCL3NU

LG K40YH86LY

LG LM-X420Z2GJHK
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TABLE 1
 Question 6 - Examination Questions

ResponseWebCode

LG GSM LM-X420MM K40Z7XNEU

LG X4ZNNNZC

Question 6: What is the make and model name/number of this phone (e.g. Apple iPhone 4c, Samsung S20)?

LG GSM LM-X420MM K40 and variations representing the same information Consensus Result:

 Expected Response Explanation:
This information is parsed from /system/build.prop and also stored in the .ufd file by the acquisition tool.

 Expected Response Illustration:
build.prop

LG GSM_LM-X420MM K40.ufd
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TABLE 1
 Question 7 - Examination Questions

Question 7: What is the version of the operating system on this phone?

9 or Android 9 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Android 9(Pie)2MC97B

92QFHGZ

92V7RQX

OS version 93LETCX

944E4VU

Version 94K3EHW

94NRJQK

Android v94TG3JQ

96GX8GW

Version 96U42BU

97JBXVH

97JJCQE

9 (Android version 9)8B2ZBT

Android 98NQZ3V

99C78QQ

99HHYJC

9B3F9DQ

9B8BZLM

9BEBE9A

OS version 9BH92XQ

9BPQALN

9BTU67Q

Android 9BUL4JP

Android 9BUZM4L

Android 9BVTL28

9C79P3P

OS version 9CBPXQN

Android 9.0CMW3GG
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TABLE 1
 Question 7 - Examination Questions

ResponseWebCode

Android 9 (9.0.0)CNYNEH

OS version 9CQKEFM

9DENLTG

9E3NJJK

9E8HDGL

9EZZ9KE

9FF8LEG

9FHXMK6

9FN2Q9H

Andriod OS 9G26EZC

Android 9G64QVC

9G8R3VH

Android OS version 9GMJZWD

Android 9J2FXXE

9J3QZJD

9J6G2P2

Android 9J99YP6

9JABU6B

9JKQQ33

9LAJR6D

9LFPNND

Android 9M3XEGX

9MDD9UC

9MYY3KX

9N7XPBC

9NKU4B7

9NZR7X6

The OS version is “9”P2XZ7A

9PEMW99

9PHLBTC
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ResponseWebCode

9Q328NT

9Q9QRRA

9QCCAAU

9QPXBKL

9QR2H68

9R9AVZA

9RLZJF3

9TBUXQF

version 9TWBK68

9UGDP88

9UU4CNZ

9UWP4P6

9UWZRKH

Android 9.0UYTY99

9VCZ8PQ

9VMY6B6

Android OS version 9VQXF86

9VTKXPP

9VVNQG3

9W4XGJ7

Android 9W98U26

Android 9 (Sometimes known as Pie)WPV8FW

9XDH8J3

9XURWW4

9XV3YH3

9Y8QK23

9YCL3NU

9YH86LY

9Z2GJHK

9Z7XNEU
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ResponseWebCode

Android_OS_Version 9ZNNNZC

Question 7: What is the version of the operating system on this phone?

9 or Android 9 Consensus Result:

 Expected Response Explanation:
This information is found in /system/build.prop.

 Expected Response Illustration:
build.prop
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Question 8: What is the set time zone for this phone? Provide answer exactly as shown by the device.

America/New_York Manufacturer ' s 
 Expected Response:

ResponseWebCode

timezone : America/New_York(UTC -05:00)2MC97B

(UTC+00:00) UTC2QFHGZ

America/New_York2V7RQX

(UTC-5)3LETCX

America/New_York44E4VU

-05:00 (America/New York)4K3EHW

(UTC+0)4NRJQK

America/New_York (utc-5)4TG3JQ

America/New_York6GX8GW

(UTC+0)6U42BU

America/New_York7JBXVH

America/New_York7JJCQE

UTC (UTC+00:00) Abidjan (Africa)8B2ZBT

-05:00[America/New_York]8NQZ3V

(UTC+0)9C78QQ

UTC+09HHYJC

UTC-5B3F9DQ

America/New_YorkB8BZLM

America/New_YorkBEBE9A

America/New_YorkBH92XQ

America/New_YorkBPQALN

America/New_YorkBTU67Q

America/New_YorkBUL4JP

America/New_YorkBUZM4L

UTC (Universal Time Code) -5BVTL28

America/New_YorkC79P3P

America/New_YorkCBPXQN

America/New_YorkCMW3GG
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ResponseWebCode

America/New_YorkCNYNEH

America/New_York (-05:00)CQKEFM

America/New_YorkDENLTG

America/New_YorkE3NJJK

UTC-5E8HDGL

America/New_YorkEZZ9KE

America/New_YorkFF8LEG

UTC -5 (New York)FHXMK6

America/New YorkFN2Q9H

UTC +0G26EZC

America/New_York (UTC -5)G64QVC

America/New_YorkG8R3VH

UTC+0GMJZWD

America/New YorkJ2FXXE

America/New_YorkJ3QZJD

America/New_YorkJ6G2P2

America/New_YorkJ99YP6

America/New_YorkJABU6B

American / New YorkJKQQ33

(UTC+0)LAJR6D

UTC-5LFPNND

Time zone is set automatically by device. Device is currently set to America/New York.M3XEGX

America/New_YorkMDD9UC

[America/New_York]MYY3KX

UTC+0N7XPBC

UTC-5 AMERICA/NEW YORKNKU4B7

America/New_YorkNZR7X6

(UTC-05:00) New_York (America)P2XZ7A

America/New_YorkPEMW99

America\/New_York (UTC-5)PHLBTC
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ResponseWebCode

America/New_YorkQ328NT

EST (UTC -05:00)Q9QRRA

UTC-5QCCAAU

America/New_YorkQPXBKL

America/New_YorkQR2H68

UTC+0R9AVZA

America NYRLZJF3

America_New YorkTBUXQF

00:00-05:00[America/New_York] (UTC-5)TWBK68

America/New_YorkUGDP88

UTC+0UU4CNZ

America/New_YorkUWP4P6

America/New_YorkUWZRKH

America/New_YorkUYTY99

America/New_YorkVCZ8PQ

Original UTC ValueVMY6B6

America/New_YorkVQXF86

America/New_YorkVTKXPP

UTC+0VVNQG3

11/27/2020 5:07 PM (UTC +0)W4XGJ7

America/New YorkW98U26

America/New_YorkWPV8FW

America/New_YorkXDH8J3

(UTC+0)XURWW4

(UTC +0)XV3YH3

(UTC+0)Y8QK23

America/New_YorkYCL3NU

America/New_YorkYH86LY

America/New_YorkZ2GJHK

America/New_YorkZ7XNEU
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ResponseWebCode

America/New_YorkZNNNZC

Question 8: What is the set time zone for this phone? Provide answer exactly as shown by the device.

America/New_York Consensus Result:

 Expected Response Explanation:
This information is stored in /data/property/persistent_properties and 
/data/data/com.android.providers.calendar/databases/calendar.db

 Expected Response Illustration:
persistent_properties

calendar.db

 Other Responses: 
Eighteen participants reported "UTC+0" for the time zone set for the phone.
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Question 9: What is the ICCID number (with service) assigned to this phone?

8901260053914615047 Manufacturer ' s 
 Expected Response:

ResponseWebCode

8901260053914615047(T-Mobile)2MC97B

89012600539146150472QFHGZ

89012600539146150472V7RQX

Service: T-Mobile ICCID: 89012600639630472653LETCX

890126005391461504744E4VU

89012600639630472654K3EHW

8901260053914615047 and 89012600639630472654NRJQK

89012600539146150474TG3JQ

89012600539146150476GX8GW

89012600639630472656U42BU

89012600539146150477JBXVH

89012600539146150477JJCQE

89012600639630472658B2ZBT

89012600539146150478NQZ3V

89012600539146150479C78QQ

89012600639630472659HHYJC

8901260053914615047B3F9DQ

8901260053914615047B8BZLM

8901260053914615047 - T-MobileBEBE9A

8901260053914615047BH92XQ

8901260053914615047BPQALN

8901260063963047265BTU67Q

8901260053914615047BUL4JP

8901260053914615047BUZM4L

8901260063963047265BVTL28

8901260053914615047C79P3P

8901260053914615047CBPXQN

8901260053914615047CMW3GG
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ResponseWebCode

8901260053914615047CNYNEH

8901260053914615047CQKEFM

8901260053914615047DENLTG

8901260053914615047E3NJJK

8901260053914615047E8HDGL

8901260063963047265EZZ9KE

8901260053914615047, 8901260063963047265FF8LEG

8901260053914615047FHXMK6

8901260053914615047FN2Q9H

8901260053914650000G26EZC

8901260053914615047G64QVC

8901260063963047265G8R3VH

8901260053914615047GMJZWD

8901260053914615047J2FXXE

8901260053914615047J3QZJD

8901260053914615047J6G2P2

8901260053914615047J99YP6

8901260053914615047JABU6B

8901260053914615047JKQQ33

8901260063963047265LAJR6D

8901260053914615047LFPNND

ICCID 1 = 8901260053914615047 (No Service), ICCID 2 = 8901260063963047265 (T-Mobile)M3XEGX

8901260053914615047MDD9UC

8901260053914615047MYY3KX

8901260053914615047N7XPBC

8901260053914615047NKU4B7

8901260053914615047NZR7X6

8901260063963047265P2XZ7A

8901260053914615047PEMW99

8901260053914615047 - T-MobilePHLBTC
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ResponseWebCode

8901260053914615047Q328NT

8901260053914615047Q9QRRA

8901260063963047265 T-MobileQCCAAU

8901260053914615047 (T-Mobile)QPXBKL

8901260053914615047QR2H68

8901260063963047265R9AVZA

8901260053914615047RLZJF3

8901260053914615047TBUXQF

8901260053914615047TWBK68

8901260053914615047UGDP88

8901260053914615047UU4CNZ

8901260053914615047UWP4P6

8901260053914615047UWZRKH

8901260053914615047UYTY99

8901260053914615047VCZ8PQ

8901260053914615047VMY6B6

8901260053914615047VQXF86

8901260053914615047VTKXPP

8901260053914615047VVNQG3

8901260053914615047W4XGJ7

8901260053914615047W98U26

8901260053914615047WPV8FW

8901260053914615047XDH8J3

8901260053914615047XURWW4

8901260053914615047XV3YH3

8901260063963047265Y8QK23

8901260053914615047; 8901260063963047265YCL3NU

8901260053914615047YH86LY

8901260053914615047Z2GJHK

8901260053914615047Z7XNEU
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ResponseWebCode

8901260053914615047ZNNNZC

Question 9: What is the ICCID number (with service) assigned to this phone?

8901260053914615047 Consensus Result:

 Expected Response Explanation:
This information is stored /data/data/com.google.android.gms/shared_prefs/Checkin.xml, and 
/data/user_de/0/com.android.providers.telephony/databases/telephony.db. There are two ICCID records stored on 
this device; only one has service.

 Expected Response Illustration:
telephony.db

Checkin.xml
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 Other Responses: 
Eighteen participants reported the ICCID number of 8901260063963047265 which did not have service at the time 
the phone data was acquired. The PA output and report does not make a direct correlation between the listed ICCID 
numbers and the associated provider(s). To determine which ICCID applies to which carrier the Hex view of the 
database should be accessed (highlighted below); here it shows a clear association between ICCID numbers and 
providers.
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Question 10: Provide the Device Phone Number (MSISDN).

17036499750 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+170364997502MC97B

+170364997502QFHGZ

170364997502V7RQX

070364997503LETCX

1703649975044E4VU

170364997504K3EHW

070364997504NRJQK

170364997504TG3JQ

70364997506GX8GW

70364997506U42BU

170364997507JBXVH

(703) 649-97507JJCQE

+170364997508B2ZBT

170364997508NQZ3V

70364997509C78QQ

170364997509HHYJC

07036499750B3F9DQ

7036499750B8BZLM

7036499750BEBE9A

17036499750BH92XQ

1 703 649 9750BPQALN

17036499750BTU67Q

17036499750BUL4JP

7036499750BUZM4L

0703 649-9750BVTL28

7036499750C79P3P

17036499750CBPXQN

7036499750CMW3GG
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ResponseWebCode

7036499750CNYNEH

703-649-9750CQKEFM

7036499750DENLTG

7036499750E3NJJK

17036499750E8HDGL

7036499750EZZ9KE

7036499750FF8LEG

7036499750FHXMK6

17036499750FN2Q9H

17036499750G26EZC

17036499750G64QVC

7036499750G8R3VH

07036499750GMJZWD

17036499750J2FXXE

17036499750 The device phone number (MSISDN) was not parsed and no number was listed in the 
common locations of that information, telephony.db or simcard.dat in this extraction but the number 
17036499750 was listed at the path 
“/data/user_de/0/com.android.server.telecom/phone-account-registrar-state.xml” with the carrier and 
ICCID with service. The same number was also listed under user accounts such as the Chick-fil-A mobile 
application, Instagram, WhatsApp, and mms preferences.

J3QZJD

7036499750J6G2P2

17036499750J99YP6

17036499750JABU6B

703-649-97450JKQQ33

18056377243LAJR6D

+17036499750LFPNND

703 649 9750M3XEGX

7036499750MDD9UC

7036499750MYY3KX

07036499750N7XPBC

17036499750NKU4B7

1-703-649-9750NZR7X6

17036499750P2XZ7A
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ResponseWebCode

18056377243PEMW99

17036499750PHLBTC

17036499750Q328NT

17036499750Q9QRRA

17036499750QCCAAU

17036499750QPXBKL

17036499750QR2H68

17036499750R9AVZA

703-649-9750RLZJF3

703-649-9750TBUXQF

17036499750TWBK68

+17036499750UGDP88

17036499750UU4CNZ

7036499750 (703-649-9750)UWP4P6

703-649-9750UWZRKH

17036499750UYTY99

7036499750VCZ8PQ

703-649-9750VMY6B6

17036499750VQXF86

7036499750VTKXPP

7036499850VVNQG3

617106710W4XGJ7

7036499750W98U26

17036499750 (or +17036499750)WPV8FW

+17036499750XDH8J3

+17036499750XURWW4

+17036499750XV3YH3

7036499750Y8QK23

Not availableYCL3NU

17036499750YH86LY
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ResponseWebCode

7036499750Z2GJHK

17036499750Z7XNEU

+17036499750ZNNNZC

Question 10: Provide the Device Phone Number (MSISDN).

17036499750 and other formats of the same information Consensus Result:

 Expected Response Explanation:
This information is stored in the SIM and may not always exist in the handset memory. It must often be deduced from 
the contents of messages or account settings. On this handset the value is stored in 
com.tmobile.pr.adapt.ADAPTCLIENT.xml, and can be found in various account settings for several apps including 
WhatsApp, Signal, and Instagram.

 Expected Response Illustration:
com.tmobile.pr.adapt.ADAPTCLIENT.xml
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WhatsApp account information
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Question 11: Provide the device owner’s full name.

Gordon Jamerson Manufacturer ' s 
 Expected Response:

ResponseWebCode

Gordon Jamerson2MC97B

Gordon Jamerson2QFHGZ

Gordon Jamerson2V7RQX

Gordon Jamerson3LETCX

Gordon Jamerson44E4VU

DUXDELL4K3EHW

Gordon Jamerson4NRJQK

Gordon Jamerson4TG3JQ

Gordon Jamerson6GX8GW

Gordon Jamerson6U42BU

Gordon Jamerson7JBXVH

Gordon Jamerson7JJCQE

Gordon Jamerson8B2ZBT

Gordon Jamerson8NQZ3V

Gordon Jamerson9C78QQ

Gordon Jamerson9HHYJC

Gordon JamersonB3F9DQ

Gordon JamersonB8BZLM

Gordon JamersonBEBE9A

Gordon JamersonBH92XQ

Gordon JamersonBPQALN

Gordon JamersonBTU67Q

Gordon JamersonBUL4JP

Gordon JamersonBUZM4L

Gordon JamersonBVTL28

Gordon JamersonC79P3P

Gordon JamersonCBPXQN

Gordon JamersonCMW3GG
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ResponseWebCode

Gordon JamersonCNYNEH

Gordon JamersonCQKEFM

Gordon JamersonDENLTG

Gordon JamersonE3NJJK

Gordon JamesonE8HDGL

Gordon JamersonEZZ9KE

Gordon JamersonFF8LEG

Gordon JamersonFHXMK6

Gordon JamersonFN2Q9H

Gordon JamersonG26EZC

Gordon JamersonG64QVC

Gordon JamersonG8R3VH

Gordon JamersonGMJZWD

Gordon JamersonJ2FXXE

Gordon JamersonJ3QZJD

Gordon JamersonJ6G2P2

Gordon JamersonJ99YP6

Gordon JamersonJABU6B

Gordon JamersonJKQQ33

Gordon JamersonLAJR6D

Gordon JamersonLFPNND

Gordon JamersonM3XEGX

Gordon JamersonMDD9UC

Gordon JamersonMYY3KX

Gordon JamersonN7XPBC

GORDON JAMERSONNKU4B7

Gordon JamersonNZR7X6

Gordon JamersonP2XZ7A

Gordon JamersonPEMW99

Gordon JamersonPHLBTC
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ResponseWebCode

Gordon JamersonQ328NT

Gordan JamersonQ9QRRA

Gordon JamersonQCCAAU

Gordon JamersonQPXBKL

Gordon JamersonQR2H68

Gordon JamersonR9AVZA

Gordon JamersonRLZJF3

Gordon JamersonTBUXQF

Gordon JamersonTWBK68

Gordon JamersonUGDP88

Gordon JamersonUU4CNZ

Gordon JamersonUWP4P6

Gordon JamersonUWZRKH

Gordon JamersonUYTY99

Gordon JamersonVCZ8PQ

Gordon JamersonVMY6B6

Gordon JamersonVQXF86

Gordon JamersonVTKXPP

Gordon JamersonVVNQG3

GORDON JAMERSONW4XGJ7

Gordon JamersonW98U26

Gordon JAMERSONWPV8FW

Gordon JamersonXDH8J3

Gordon JamersonXURWW4

Gordon JamersonXV3YH3

Gordon JamersonY8QK23

Gordon JamersonYCL3NU

Gordon JamersonYH86LY

Gordon JamersonZ2GJHK

Gordon JamersonZ7XNEU
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ResponseWebCode

Gordon JamersonZNNNZC

Question 11: Provide the device owner’s full name.

Gordon Jamerson Consensus Result:

 Expected Response Explanation:
This information is stored in /data/system/users/0.xml

 Expected Response Illustration:
0.xml
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Question 12: What is the account name (email address) for this device’s backup account?

gordonjamerson9@gmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

gordonjamerson9@gmail.com2MC97B

gordonjamerson9@gmail.com2QFHGZ

gordonjamerson9@gmail.com2V7RQX

gordonjamerson9@gmail.com3LETCX

gordonjamerson9@gmail.com44E4VU

gordonjamerson9@gmail.com4K3EHW

gordonjamerson9@gmail.com4NRJQK

gordonjamerson9@gmail.com4TG3JQ

gordonjamerson9@gmail.com6GX8GW

gordonjemerson9@gmail.com6U42BU

gordonjamerson9@gmail.com7JBXVH

gordongordonjamerson@protonmail.com7JJCQE

gordonjamerson9@gmail.com8B2ZBT

gordonjamerson9@gmail.com8NQZ3V

gordonjamerson9@gmail.com9C78QQ

gordonjamerson9@gmail.com9HHYJC

gordonjamerson9@gmail.comB3F9DQ

gordonjamerson9@gmail.comB8BZLM

gordonjamerson9@gmail.comBEBE9A

gordonjamerson9@gmail.comBH92XQ

gordonjamerson9@gmail.comBPQALN

gordonjamerson9@gmail.comBTU67Q

gordonjamerson9@gmail.comBUL4JP

gordonjamerson9@gmail.comBUZM4L

gordonjamerson9@gmail.comBVTL28

gordonjamerson9@gmail.comC79P3P

gordonjamerson9@gmail.comCBPXQN

gordonjamerson9@gmail.comCMW3GG
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ResponseWebCode

gordonjamerson9@gmail.comCNYNEH

gordonjamerson9@gmail.comCQKEFM

gordonjamerson9@gmail.comDENLTG

gordonjamerson9@gmail.comE3NJJK

gordonjamerson9@gmail.comE8HDGL

gordonjamerson9@gmail.comEZZ9KE

gordonjamerson9@gmail.comFF8LEG

Gordonjamerson9@gmail.comFHXMK6

gordonjamerson9@gmail.comFN2Q9H

gordonjamerson9@gmail.comG26EZC

gordonjamerson9@gmail.comG64QVC

gordonjamerson9@gmail.comG8R3VH

gordonjamerson9@gmail.comGMJZWD

gordonjamerson9@gmail.comJ2FXXE

gordonjamerson9@gmail.comJ3QZJD

gordonjamerson9@gmail.comJ6G2P2

gordonjamerson9@gmail.comJ99YP6

gordonjamerson9@gmail.comJABU6B

GordonGordonJamerson@protonmail.comJKQQ33

gordonjamerson9@gmail.comLAJR6D

gordonjamerson9@gmail.comLFPNND

gordonjamerson9@gmail.comM3XEGX

gordonjamerson9@gmail.comMDD9UC

gordongordonjamerson@protonmail.comMYY3KX

gordonjamerson9@gmail.comN7XPBC

GORDONJAMERSON@GMAIL.COMNKU4B7

gordonjamerson9@gmail.comNZR7X6

gordonjamerson9@gmail.comP2XZ7A

gordonjamerson9@gmail.comPEMW99

gordonjamerson9@gmail.comPHLBTC
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ResponseWebCode

gordonjamerson9@gmail.comQ328NT

gordonjamerson9@gmail.comQ9QRRA

gordonjamerson9@gmail.comQCCAAU

gordonjamerson9@gmail.comQPXBKL

gordonjamerson9@gmail.comQR2H68

gordonjamerson9@gmail.comR9AVZA

Gordonjamerson9@gmail.comRLZJF3

gordonjamerson9@gmail.comTBUXQF

gordonjamerson9@gmail.comTWBK68

gordonjamerson9@gmail.comUGDP88

gordonjamerson9@gmail.comUU4CNZ

gordonjamerson9@gmail.comUWP4P6

gordonjamerson9@gmail.comUWZRKH

gordonjamerson9@gmail.comUYTY99

gordonjamerson9@gmail.comVCZ8PQ

gordonjamerson9@gmail.comVMY6B6

gordonjamerson9@gmail.comVQXF86

gordonjamerson9@gmail.comVTKXPP

gordonjamerson9@gmail.comVVNQG3

GORDONJAMERSON@GMAIL.COMW4XGJ7

gordonjamerson9@gmail.comW98U26

gordonjamerson9@gmail.comWPV8FW

gordonjamerson9@gmail.comXDH8J3

gordonjamerson9@gmail.comXURWW4

gordonjamerson9@gmail.comXV3YH3

gordonjamerson9@gmail.comY8QK23

gordonjamerson9@gmail.comYCL3NU

gordonjamerson9@gmail.comYH86LY

gordonjamerson9@gmail.comZ2GJHK

gordonjamerson9@gmail.comZ7XNEU
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ResponseWebCode

gordonjamerson9@gmail.comZNNNZC

Question 12: What is the account name (email address) for this device’s backup account?

gordonjamerson9@gmail.com Consensus Result:

 Expected Response Explanation:
This information is stored in /data/data/com.google.android.gms/shared_prefs/BackupAccount.xml.

 Expected Response Illustration:
BackupAccount.xml
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Question 13: What is the SSID (name) of the Wi-Fi access point with BSSID (MAC Address) 
30:5a:3a:c3:2e:e0 (connected to by this phone)?

Skynet Manufacturer ' s 
 Expected Response:

ResponseWebCode

Skynet2MC97B

Skynet2QFHGZ

Skynet2V7RQX

"Guest_nomap"3LETCX

Skynet44E4VU

Skynet4K3EHW

Skynet4NRJQK

Skynet4TG3JQ

Skynet6GX8GW

Skynet6U42BU

Skynet7JBXVH

Skynet7JJCQE

Skynet8B2ZBT

Skynet8NQZ3V

Skynet9C78QQ

Skynet9HHYJC

SkynetB3F9DQ

"Skynet"B8BZLM

"Skynet"BEBE9A

SkynetBH92XQ

SkynetBPQALN

SkynetBTU67Q

SkynetBUL4JP

SkynetBUZM4L

SkynetBVTL28

SkynetC79P3P

SkynetCBPXQN
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ResponseWebCode

SkynetCMW3GG

SkynetCNYNEH

SkynetCQKEFM

SkynetDENLTG

SkynetE3NJJK

SkynetE8HDGL

SkynetEZZ9KE

SkynetFF8LEG

SkynetFHXMK6

SkynetFN2Q9H

Skynet.G26EZC

SkynetG64QVC

SkynetG8R3VH

SkynetGMJZWD

SkynetJ2FXXE

SkynetJ3QZJD

SkynetJ6G2P2

SkynetJ99YP6

SkynetJABU6B

SkynetJKQQ33

No Results Found 30:5a:3a:c3:2e:e0 No BSSID located on any of the 6 locationsLAJR6D

SkynetLFPNND

SkynetM3XEGX

SkynetMDD9UC

SkynetMYY3KX

SkynetN7XPBC

SKYNETNKU4B7

SkynetNZR7X6

SkynetP2XZ7A

SkynetPEMW99
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ResponseWebCode

SkynetPHLBTC

SkynetQ328NT

SkynetQ9QRRA

SkynetQCCAAU

SkynetQPXBKL

SkynetQR2H68

SkynetR9AVZA

SkynetRLZJF3

SkynetTBUXQF

SkynetTWBK68

SkynetUGDP88

SkynetUU4CNZ

SkynetUWP4P6

SkynetUWZRKH

SkynetUYTY99

SkynetVCZ8PQ

SkynetVMY6B6

SkynetVQXF86

SkynetVTKXPP

SkynetVVNQG3

SKYNETW4XGJ7

SkynetW98U26

SkynetWPV8FW

SkynetXDH8J3

SkynetXURWW4

SkynetXV3YH3

SkynetY8QK23

RCMP Surveillance MooseYCL3NU

SkynetYH86LY

SkynetZ2GJHK
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ResponseWebCode

SkynetZ7XNEU

SkynetZNNNZC

Question 13: What is the SSID (name) of the Wi-Fi access point with BSSID (MAC Address) 30:5a:3a:c3:2e:e0 
(connected to by this phone)?

Skynet Consensus Result:

 Expected Response Explanation:
This information is stored in data/misc/wifi/WifiConfigStore.xml.

 Expected Response Illustration:
WifiConfigStore.xml
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Question 14: What is the password (Pre-Shared Key) for the Wi-Fi access point with SSID RCMP 
Surveillance Moose?

nopassword@$ Manufacturer ' s 
 Expected Response:

ResponseWebCode

nopassword@2MC97B

nopassword@$2QFHGZ

nopassword@$2V7RQX

nopassword@$&3LETCX

nopassword@$44E4VU

nopassword@$4K3EHW

nopassword@$4NRJQK

nopassword@$4TG3JQ

nopassword@$6GX8GW

nopassword@$6U42BU

nopassword@$7JBXVH

nopassword@$7JJCQE

nopassword@$8B2ZBT

nopassword@$8NQZ3V

nopassword@$9C78QQ

nopassword@$9HHYJC

nopassword@$B3F9DQ

nopassword@$B8BZLM

nopassword@$BEBE9A

nopassword@$BH92XQ

nopassword@$BPQALN

nopassword@$BTU67Q

nopassword@$BUL4JP

nopassword@$BUZM4L

nopassword@$BVTL28

nopassword@$C79P3P

nopassword@$CBPXQN
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ResponseWebCode

nopassword@$CMW3GG

nopassword@$CNYNEH

nopassword@$CQKEFM

nopassword@$DENLTG

nopassword@$E3NJJK

nopassword@$E8HDGL

<string name=“PreSharedKey”>&quote;nopassword@$&quote;</string>.EZZ9KE

nopasswordFF8LEG

nopassword@$FHXMK6

skynettenyksFN2Q9H

nopassword@$.G26EZC

nopassword@$G64QVC

nopassword@$G8R3VH

nopassword@$GMJZWD

nopassword@$J2FXXE

nopassword@$J3QZJD

nopassword@$J6G2P2

nopassword@$J99YP6

nopassword@$JABU6B

nopassword@$JKQQ33

NO passwords listed for RCMPLAJR6D

nopassword@$LFPNND

nopassword@$M3XEGX

nopassword@$MDD9UC

nopassword@$MYY3KX

nopassword@$&quotN7XPBC

nopassword@$NKU4B7

nopassword@$NZR7X6

nopassword@$P2XZ7A

nopassword@$PEMW99
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ResponseWebCode

nopassword@$PHLBTC

nopassword@$Q328NT

nopassword@$Q9QRRA

nopassword@$QCCAAU

nopassword@$QPXBKL

nopassword@$QR2H68

No passwordR9AVZA

nopassword@$RLZJF3

nopassword@$TBUXQF

nopassword@$TWBK68

nopassword@$UGDP88

nopassword@$UU4CNZ

nopassword@$UWP4P6

nopassword@$UWZRKH

nopassword@$UYTY99

nopassword@$VCZ8PQ

nopasswordVMY6B6

nopassword@$VQXF86

nopassword@$VTKXPP

"nopassword@$"VVNQG3

N/AW4XGJ7

nopassword@$W98U26

nopassword@$WPV8FW

nopassword@$XDH8J3

nopassword@$XURWW4

nopassword@$XV3YH3

nopassword@$Y8QK23

nopasswordYCL3NU

nopassword@$YH86LY

nopassword@$Z2GJHK
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ResponseWebCode

nopassword@$Z7XNEU

nopassword@$ZNNNZC

Question 14: What is the password (Pre-Shared Key) for the Wi-Fi access point with SSID RCMP Surveillance Moose?

nopassword@$ Consensus Result:

 Expected Response Explanation:
This information is stored in data/misc/wifi/WifiConfigStore.xml.

 Expected Response Illustration:
WifiConfigStore.xml
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Question 15: What is the name of the Bluetooth device with MAC Address 91:56:e0:b3:95:b0?

OontZ Angle 3 5B0 Manufacturer ' s 
 Expected Response:

ResponseWebCode

OontZ Angle 3 5B02MC97B

OontZ Angle 3 5B02QFHGZ

OontZ Angle 3 5B02V7RQX

OontZ Angle 3 5B03LETCX

OontZ Angle 3 5B044E4VU

OontZ Angle 3 5B04K3EHW

OontZ Angle 3 5B04NRJQK

OontZ Angle 3 5B04TG3JQ

OontZ Angle 3 5B06GX8GW

OontZ Angle 3 5B06U42BU

OontZ Angle 3 5B07JBXVH

Oontz Angle 3 5807JJCQE

OontZ Angle 3 5B08B2ZBT

OontZ Angle 3 5B08NQZ3V

OontZ Angle 3 5B09C78QQ

OontZ Angle 3 5B09HHYJC

OontZ Angle 3 5B0B3F9DQ

OontZ Angle 3 5B0B8BZLM

OontZ Angle 3 5B0BEBE9A

OontZ Angle 3 5B0BH92XQ

Oontz Angle 3 5B0BPQALN

OontZ Angle 3 5B0BTU67Q

OontZ Angle 3 5B0BUL4JP

OontZ Angle 3 5B0BUZM4L

Oontz Angle 3 3 5B0BVTL28

OontZ Angle 3 5B0C79P3P

OontZ Angle 3 5B0CBPXQN

OontZ Angle 3 5B0CMW3GG
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ResponseWebCode

OontZ Angle 3 5B0CNYNEH

OontZ Angle 3 5B0CQKEFM

OontZ Angle 3 5B0DENLTG

Oontz Angle 3 (portable wireless bluetooth speaker)E3NJJK

OontZ Angle 3 5B0E8HDGL

OontZ Angle 3 5B0EZZ9KE

OontZ Angle 3 5B0FF8LEG

OontZ Angle 3 5B0FHXMK6

Oontz Angle 3FN2Q9H

OontZ Angle 3 5B0.G26EZC

OontZ Angle 3 5B0G64QVC

OontZ Angle 3 5B0G8R3VH

OontZ Angle 3 5B0GMJZWD

OontZ Angle 3 5B0J2FXXE

OontZ Angle 3 5B0J3QZJD

OontZ Angle 3 5B0J6G2P2

OontZ Angle 3 5B0J99YP6

OontZ Angle 3 5BJABU6B

Oontz Angle 3 5B0JKQQ33

OontZ Angle 3 5B0LAJR6D

OontZ Angle 3 5B0LFPNND

OontZ Angle 3 5B0M3XEGX

OontZ Angle 3 5B0MDD9UC

Oontz Angle 3 580MYY3KX

OontZ Angle 3 5B0N7XPBC

OontZ Angle 3 5B0NKU4B7

OontZ Angle 3 5B0NZR7X6

OontZ Angle 3 5B0P2XZ7A

OontZ Angle 3 5B0PEMW99

OontZ Angle 3 5B0PHLBTC
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ResponseWebCode

OontZ Angle 3 5B0Q328NT

OontZ Angle 3 5B0Q9QRRA

OontZ Angle 3 5B0QCCAAU

OontZ Angle 3 5B0QPXBKL

OontZ Angle 3 5B0QR2H68

OontZ Angle 3 5B0R9AVZA

OontzAngle3 5B0RLZJF3

Oontz Angle 3 5B0TBUXQF

OontZ Angle 3 5B0TWBK68

OontZ Angle 3 5B0UGDP88

OontZ Angle 3 5B0UU4CNZ

OontZ Angle 3 5B0UWP4P6

OontZ Angle 3 5B0UWZRKH

OontZ Angle 3 5B0UYTY99

OontZ Angle 3 5B0VCZ8PQ

OontZ Angle 3 5B0VMY6B6

OontZ Angle 3 5B0VQXF86

OontZ Angle 3 5B0VTKXPP

OontZ Angle 3 5B0VVNQG3

Oontz Angle 3 5B0W4XGJ7

OontZ Angle 3 5B0W98U26

OontZ Angle 3 5B0WPV8FW

OontZ Angle 3 5B0XDH8J3

OontZ Angle 3 5B0XURWW4

OontZ Angle 3 5B0XV3YH3

OontZ Angle 3 5B0Y8QK23

OontZ Angle 3 5B0YCL3NU

OontZ Angle 3 5B0YH86LY

OontZ Angle 3 5B0Z2GJHK

OontZ Angle 3 5B0Z7XNEU
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ResponseWebCode

OontZ Angle 3 5B0ZNNNZC

Question 15: What is the name of the Bluetooth device with MAC Address 91:56:e0:b3:95:b0?

OontZ Angle 3 5B0 Consensus Result:

 Expected Response Explanation:
This information is stored in /data/misc/bluedroid/bt_config.conf.

 Expected Response Illustration:
bt_config.conf

Cellebrite "Devices" table parsed from bt_config.conf
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Question 16: For the bluetooth device referenced in Question 15: What is the date and time of the record 
timestamp? Provide the answer as 24Hr UTC time in the following format: Month DD, YYYY HH:MM (UTC 
+ 0).

December 07, 2020 01:04 (UTC+0) Manufacturer ' s 
 Expected Response:

ResponseWebCode

Dec 07, 2020 01:04 (UTC+0)2MC97B

Dec 07, 2020 01:04 (UTC+0)2QFHGZ

December 07, 2020 01:04 (UTC+0)2V7RQX

December 07, 2020 01:04 (UTC+0)3LETCX

December 07, 2020 01:04 (UTC+0)44E4VU

12 7, 2020 01:044K3EHW

Requested Format: December 07, 2020 01:04 (UTC+0) (Timestamp as shown within extraction: 
07/12/2020 01:04:36(UTC+0)

4NRJQK

12/07/2020 01:04 (UTC+0)4TG3JQ

December 07, 2020 01:04 AM (UTC+0)6GX8GW

12 07, 2020 01:04 (UTC+0)6U42BU

December 07, 2020 01:047JBXVH

12/7/2020 1:04:36 AM7JJCQE

December 07, 2020 01:04 (UTC+0)8B2ZBT

OontZ Angle 3 5B08NQZ3V

December 07, 2020 01:04 AM (UTC+0)9C78QQ

December 07, 2020 01:04 (UTC+0)9HHYJC

12/07/2020 01:04 (UTC+0)B3F9DQ

12/7/2020 01:04 (UTC+0)B8BZLM

December 07, 2020 01:04:36 (UTC+0)BEBE9A

December 07, 2020 01:04 (UTC+0)BH92XQ

December 07, 2020 01:04 AM (UTC+0)BPQALN

December 07, 2020 01:04:36 PM (UTC+0)BTU67Q

December 07, 2020 01:04 (UTC+0)BUL4JP

December 7, 2020 01:04 (UTC+0)BUZM4L

December 07, 2020 01:04 (UTC+0)BVTL28

December 07, 2020 01:04 AM (UTC+0)C79P3P
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ResponseWebCode

December 07, 2020 01:04 (UTC+0)CBPXQN

December 07, 2020 01:04 (UTC+0)CMW3GG

December 07, 2020 01:04 (UTC+0)CNYNEH

December 07, 2020 01:04 (24 hour clock)CQKEFM

December 07, 2020 01:04 (UTC+0)DENLTG

December 07, 2020 01:04:36 (UTC+0)E3NJJK

12/07/2020 01:04 (UTC+0)E8HDGL

September 12, 2020 13:33 (UTC+0).EZZ9KE

12 07, 2020 01:04 (UTC+0)FF8LEG

December 7, 2020 01:04 (UTC+0)FHXMK6

December 07, 2020 01:04FN2Q9H

Dec07,2020 01:04 (UTC+0).G26EZC

Dec 07, 2020 01:04:36 (UTC+0)G64QVC

December 07, 2020 01:04 (UTC+0)G8R3VH

December 07, 2020 01:04GMJZWD

December 07, 2020 01:04:36J2FXXE

December 07, 2020 01:04 (UTC+0)J3QZJD

December 07, 2020 01:04 (UTC+0)J6G2P2

December 07, 2020 01:04J99YP6

December 7, 2020 1:04 (UTC+0)JABU6B

12/7/2020 1:04:36 AMJKQQ33

12/9/2020 1:33:13 PM (UTC+0)LAJR6D

December 07, 2020 01:04LFPNND

December 07, 2020 01:04M3XEGX

December 07, 2020 01:04 (UTC+0)MDD9UC

December 7, 2020 01:04 (UTC+0)MYY3KX

12 07,2020 01:09 (UTC+0)N7XPBC

Decemeber 07, 2020 01:04 (UTC+0)NKU4B7

December 07, 2020 01:04 (UTC+0)NZR7X6

December 07, 2020 01:04 (UTC+0)P2XZ7A
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ResponseWebCode

December 07, 2020 01:04 (UTC+0)PEMW99

December 7, 2020 01:04 (UTC+0)PHLBTC

December 07, 2020 01:04 (UTC+0)Q328NT

December 07, 2020 01:04 (UTC+0)Q9QRRA

December 7, 2020 1:04 (UTC+0)QCCAAU

December 07, 2020 01:04 (UTC+0)QPXBKL

December 07, 2020 01:04 (UTC+0)QR2H68

December 07, 2020 01:04 (UTC+0)R9AVZA

December 7, 2020 1:04 AM (UTC+0)RLZJF3

December 07, 2020 01:04 AM (UTC+0)TBUXQF

12/07/2020 01:04 (UTC+0)TWBK68

December 7, 2020 01:04 (UTC+0)UGDP88

December 07, 2020 01:04 (UTC+0)UU4CNZ

December 07, 2020 01:04 (UTC+0)UWP4P6

December 07, 2020 01:04 (UTC+0)UWZRKH

12/07/2020 01:04:36 (UTC+0)UYTY99

December 07, 2020 01:04 (UTC+0)VCZ8PQ

December 07, 2020 01:04 (UTC+0)VMY6B6

December 07, 2020 01:04 (UTC+0)VQXF86

December 07, 2020 01:04 (UTC+0)VTKXPP

12/7/2020 01:04 (UTC+0)VVNQG3

12/07/2020 1:04 (UTC+0)W4XGJ7

12 07, 2020 01:04 (UTC+0)W98U26

December 07, 2020 01:04 (UTC+0)WPV8FW

December 07 2020 01:04 (UTC+0)XDH8J3

12/07/2020 01:04 (UTC+0)XURWW4

December 07, 2020 01:04 (UTC+0)XV3YH3

7/12/2020 01:04:36 (UTC+0)Y8QK23

7/12/2020 1:04:36 AM (UTC+0)YCL3NU

December 07, 2020 01:04 (UTC+0)YH86LY
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ResponseWebCode

December 07, 2020 01:04Z2GJHK

December 07, 2020 01:04 (UTC+0)Z7XNEU

Dec 07, 2020 01:04 (UTC+0)ZNNNZC

Question 16: For the bluetooth device referenced in Question 15: What is the date and time of the record 
timestamp? Provide the answer as 24Hr UTC time in the following format: Month DD, YYYY HH:MM (UTC + 0).

December 07, 2020 01:04 (UTC+0) Consensus Result:

 Expected Response Explanation:
This information is stored as a Unix epoch timestamp (number of seconds elapsed since January 1, 1970) in 
/data/misc/bluedroid/bt_config.conf.

 Expected Response Illustration:
bt_config.conf

gchq.github.io/CyberChef

( 73 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 17 - Examination Questions

Question 17: What encrypted email app did the user install? (Note: this means email application, not 
secure messaging application)

ProtonMail Manufacturer ' s 
 Expected Response:

ResponseWebCode

ProtonMail - Encrypted Mail2MC97B

protonmail2QFHGZ

ProtonMail2V7RQX

ProtonMail - Encrypted Email3LETCX

ProtonMail - Encrypted Email44E4VU

ProtonMail4K3EHW

ProtonMail4NRJQK

ProtonMail - Encrypted Email4TG3JQ

ProtonMail6GX8GW

ProtonMail6U42BU

ProtonMail7JBXVH

Proton Mail7JJCQE

ProtonMail8B2ZBT

ProtonMail - Encrypted Email8NQZ3V

ProtonMail9C78QQ

ProtonMail9HHYJC

ProtonMail - Encrypted EmailB3F9DQ

ProtonMailB8BZLM

ProtonMail - Encrypted EmailBEBE9A

ProtonMailBH92XQ

Proton MailBPQALN

ProtonMailBTU67Q

ProtonMailBUL4JP

ProtonMailBUZM4L

ProtonmailBVTL28

ProtonMailC79P3P

ProtonMail - Encrypted EmailCBPXQN
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TABLE 1
 Question 17 - Examination Questions

ResponseWebCode

ProtonMail - Encrypted MailCMW3GG

ProtonMail - Encrypted EmailCNYNEH

ProtonMailCQKEFM

ProtonMail - Encrypted EmailDENLTG

ProtonMailE3NJJK

ProtonMail - Encrypted EmailE8HDGL

Proton MailEZZ9KE

ProtonMailFF8LEG

ProtonmailFHXMK6

ProtonMailFN2Q9H

Protonmail - Encrypted Email.G26EZC

ProtonMail - Encrypted EmailG64QVC

ProtonMailG8R3VH

ProtonMailGMJZWD

ProtonMailJ2FXXE

ProtonMailJ3QZJD

ProtonMailJ6G2P2

ProtonMailJ99YP6

ProtonMailJABU6B

Proton EmailJKQQ33

ProtonMailLAJR6D

ProtonMail - Encrypted EmailLFPNND

ProtonMailM3XEGX

ProtonMail - Encrypted EmailMDD9UC

Proton Mail - Encrypted EmailMYY3KX

GmailN7XPBC

PROTONMAILNKU4B7

ProtonMailNZR7X6

ProtonMailP2XZ7A

ProtonMail - Encrypted EmailPEMW99
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TABLE 1
 Question 17 - Examination Questions

ResponseWebCode

ProtonMail - Encrypted EmailPHLBTC

ProtonMailQ328NT

ProtonMailQ9QRRA

ProtonMailQCCAAU

ProtonMail - Encrypted EmailQPXBKL

ProtonMail - Encrypted EmailQR2H68

ProtonMail - Encrypted EmailR9AVZA

Protonmail - Encrypted EmailRLZJF3

ProtonMailTBUXQF

ProtonMail - Encrypted EmailTWBK68

ProtonMailUGDP88

ProtonMailUU4CNZ

ProtonmailUWP4P6

Proton MailUWZRKH

ProtonMailUYTY99

ProtonMailVCZ8PQ

Proton MailVMY6B6

ProtonMail - Encrypted EmailVQXF86

ProtonMail - Encrypted EmailVTKXPP

ProtonMailVVNQG3

PROTOMAIL.COMW4XGJ7

ProtonMail - Encrypted EmailW98U26

ProtonMailWPV8FW

ProtonMail - Encrypted MailXDH8J3

ProtonMailXURWW4

ProtonMailXV3YH3

ProtonMail - Encrypted EmailY8QK23

ProtonMail - Encrypted EmailYCL3NU

ProtonMailYH86LY

ProtonMailZ2GJHK
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TABLE 1
 Question 17 - Examination Questions

ResponseWebCode

ProtonMailZ7XNEU

ProtonMailZNNNZC

Question 17: What encrypted email app did the user install? (Note: this means email application, not secure 
messaging application)

ProtonMail Consensus Result:

 Expected Response Explanation:
Information about installed apps is stored in /data/data/com.android.vending/databases/localappstate.db and 
/data/data/com.google.android.gms/databases/gass.db.

 Expected Response Illustration:
localappstate.db

Cellebrite "Installed Applications" table parsed from localappstate.db
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TABLE 1
 Question 18 - Examination Questions

Question 18: What is the version of the user-installed encrypted email app?

1.13.21 and/or 746 Manufacturer ' s 
 Expected Response:

ResponseWebCode

ProtonMail Version 1.13.2.12MC97B

1.13.212QFHGZ

1.13.212V7RQX

1.13.213LETCX

1.13.2144E4VU

1.13.214K3EHW

1.13.214NRJQK

1.13.214TG3JQ

1.13.216GX8GW

1.13.216U42BU

1.13.217JBXVH

1.13.217JJCQE

Version 1.13.218B2ZBT

1.13.218NQZ3V

1.13.219C78QQ

1.13.219HHYJC

1.13.21B3F9DQ

1.13.21B8BZLM

1.13.21BEBE9A

Version: 1.13.21BH92XQ

1.13.21BPQALN

1.13.21BTU67Q

1.13.21BUL4JP

1.13.21BUZM4L

1.13.21BVTL28

1.13.21C79P3P

1.13.21CBPXQN

1.13.21CMW3GG
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TABLE 1
 Question 18 - Examination Questions

ResponseWebCode

Current: 1.13.21 (version code: 746)CNYNEH

Version 1.13.21CQKEFM

1.13.21DENLTG

746E3NJJK

1.13.21E8HDGL

1.13.21EZZ9KE

1.13.21FF8LEG

1.13.21FHXMK6

1.13.21FN2Q9H

V.1.13.21G26EZC

1.13.21(746)G64QVC

1.13.21G8R3VH

1.13.21GMJZWD

1.13.21J2FXXE

1.13.21J3QZJD

1.13.21J6G2P2

1.13.21J99YP6

1.13.21JABU6B

1.13.21JKQQ33

1.13.21LAJR6D

1.13.21LFPNND

1.13.21M3XEGX

1.13.21MDD9UC

1.13.21MYY3KX

2020.11.15.344277575.ReleaseN7XPBC

1.13.21 (746)NKU4B7

1.13.21NZR7X6

1.13.21P2XZ7A

1.13.21PEMW99

1.13.21PHLBTC
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TABLE 1
 Question 18 - Examination Questions

ResponseWebCode

1.13.21Q328NT

1.13.21Q9QRRA

1.13.21QCCAAU

1.13.21QPXBKL

1.13.21QR2H68

1.13.21R9AVZA

1.13.21RLZJF3

1.13.21TBUXQF

1.13.21TWBK68

746UGDP88

1.13.21UU4CNZ

1.13.21UWP4P6

1.13.21UWZRKH

appVersion:746UYTY99

1.13.21VCZ8PQ

1.13.21VMY6B6

Version 1.13.21VQXF86

1.13.21VTKXPP

1.13.21VVNQG3

1.13.21W4XGJ7

1.13.21W98U26

1.13.21WPV8FW

1.13.21XDH8J3

1.13.21XURWW4

1.13.21XV3YH3

1.13.21Y8QK23

1.13.21YCL3NU

1.13.21YH86LY

1.13.21Z2GJHK

746Z7XNEU
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TABLE 1
 Question 18 - Examination Questions

ResponseWebCode

ProtonMail Version 1.13.2.1ZNNNZC

Question 18: What is the version of the user-installed encrypted email app?

1.13.21 and/or 746 Consensus Result:

 Expected Response Explanation:
Information about installed apps is stored in /data/data/com.android.vending/databases/localappstate.db.
Information about protonmail is stored in 
/data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xml.

 Expected Response Illustration:
Cellebrite "Installed Applications" table parsed from localappstate.db

ch.protonmail.android_preferences.xml
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TABLE 1
 Question 19 - Examination Questions

Question 19: The preferences for the user-installed encrypted email app are configured with what logged 
in username?

gordongordonjamerson or gordongordonjamerson@protonmail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

gordongordonjamerson2MC97B

gordongordonjamerson@protonmail.com2QFHGZ

gordongordonjamerson2V7RQX

gordongordonjamerson@protonmail.com PAUL MULLER3LETCX

gordongordonjamerson44E4VU

gordongordonjamerson@protonmail.com4K3EHW

gordonsamerson94NRJQK

gordongordonjamerson4TG3JQ

gordongordonjamerson6GX8GW

gordongordonjamerson@protonmail.com6U42BU

gordongordonjamerson7JBXVH

gordonjamerson9@gmail.com7JJCQE

gordongordonjamerson@protonmail.com8B2ZBT

gordongordonjamerson@protonmail.com8NQZ3V

gordonjamerson9@gmail.com9C78QQ

Gordonjamerson99HHYJC

gordonsamerson9B3F9DQ

gordongordonjamersonB8BZLM

gordongordonjamersonBEBE9A

gordongordonjamersonBH92XQ

gordonjamerson9@gmail.comBPQALN

gordongordonjamersonBTU67Q

gordongordonjamersonBUL4JP

gordongordonjamersonBUZM4L

gordongordonjamerson@protonmail.comBVTL28

gordongordonjamersonC79P3P

gordongordonjamersonCBPXQN
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TABLE 1
 Question 19 - Examination Questions

ResponseWebCode

gordongordonjamerson@protonmail.comCMW3GG

gordongordonjamersonCNYNEH

gordongordonjamersonCQKEFM

gordongordonjamersonDENLTG

gordongordonjamersonE3NJJK

gordongordonjamerson@protonmail.comE8HDGL

gordonjamerson9@gmail.comEZZ9KE

gordongordonjamersonFF8LEG

gordonjamerson9@gmail.comFHXMK6

gordongordonjamerson@protonmail.comFN2Q9H

gordonjamerson9G26EZC

gordongordonjamersonG64QVC

gordongordonjamersonG8R3VH

gordongordonjamersonGMJZWD

gordongordonjamersonJ2FXXE

gordongordonjamersonJ3QZJD

gordongordonjamersonJ6G2P2

gordongordonjamersonJ99YP6

gordongordonjamersonJABU6B

gordonjamerson9JKQQ33

Gordon JamersonLAJR6D

gordongordonjamersonLFPNND

gordongordonjamersonM3XEGX

gordongordonjamersonMDD9UC

gordonjamerson9@gmail.comMYY3KX

gordonjamerson9@gmail.comN7XPBC

gordongordonjamersonNKU4B7

gordongordonjamersonNZR7X6

gordongordonjamersonP2XZ7A

gordonjamerson9@gmail.comPEMW99
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ResponseWebCode

GordongordonjamersonPHLBTC

gordongordonjamersonQ328NT

gordongordonjamersonQ9QRRA

gordongordonjamersonQCCAAU

gordongordonjamersonQPXBKL

gordongordonjamersonQR2H68

gordongordonjamerson@protonmail.comR9AVZA

gordongordonjamersonRLZJF3

gordongordonjamersonTBUXQF

gordongordonjamerson@protonmail.comTWBK68

gordongordonjamersonUGDP88

gordongordonjamersonUU4CNZ

gordongordonjamersonUWP4P6

gordongordonjamersonUWZRKH

gordongordonjamersonUYTY99

gordongordonjamersonVCZ8PQ

gordonsamerson9VMY6B6

gordongordonjamersonVQXF86

gordongordonjamersonVTKXPP

gordongordonjamerson@protonmail.comVVNQG3

gordongordonjamersonW4XGJ7

gordongordonjamersonW98U26

gordongordonjamersonWPV8FW

GordongordonjamersonXDH8J3

gordonsamerson9XURWW4

gordonsamerson9XV3YH3

gordonjamerson9@gmail.comY8QK23

gordongordonjamerson@protonmail.comYCL3NU

gordongordonjamersonYH86LY

GordongordonjamersonZ2GJHK
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TABLE 1
 Question 19 - Examination Questions

ResponseWebCode

gordongordonjamersonZ7XNEU

gordongordonjamersonZNNNZC

Question 19: The preferences for the user-installed encrypted email app are configured with what logged in 
username?

gordongordonjamerson or gordongordonjamerson@protonmail.com Consensus Result:

 Expected Response Explanation:
Configuration settings and preferences for the Protonmail app are stored in 
data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xml.

 Expected Response Illustration:
data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xml
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TABLE 1
 Question 20 - Examination Questions

Question 20: What is the path and filename of the file containing the word strigiformes?

/data/user_de/0/com.lge.ime/files/udb.bin Manufacturer ' s 
 Expected Response:

ResponseWebCode

/data/user_de10/com.lge.ime/files/udb.bin2MC97B

not found2QFHGZ

/data/user_de/0/com.lge.ime/files/udb.bin2V7RQX

Filename: udb.bin, FilePath: LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin3LETCX

/data/user_de/0/com.lge.ime/files/udb.bin44E4VU

4K3EHW

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin, Udb.bin4NRJQK

/data/user_de/0/com.lge.ime/files/udb.bin4TG3JQ

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin6GX8GW

udb.bin, k40.zip/data/user_de/0/com.lge.ime/files/udb.bin6U42BU

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin7JBXVH

/LGGSM_LM_X420MMk40.zip/data/user_de/0/com./ge.ime/files/udb.bin7JJCQE

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin8B2ZBT

Unable to locate8NQZ3V

/data/user_de/0/com.lge.ime/files/udb.bin9C78QQ

9HHYJC

No answer foundB3F9DQ

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binB8BZLM

/data/user_de/0/com.lge.ime/files/udb.binBEBE9A

Path: LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin, File Name: udb.binBH92XQ

LG GSM_LM-X420MM K40.zip/Dump/data/user_de/0/com.lge.ime/files/udb.binBPQALN

LG GSM_LM-X420MM K40.zip/Dump/data/user_de/0/com.lge.ime/files/udb.binBTU67Q

/data/user_de/0/com.lge.ime/files/udb.binBUL4JP

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binBUZM4L

/data/user de/0/com.lge.ime/files/udb.binBVTL28

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binC79P3P

LG GSM LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin udb.binCBPXQN

/data/user_de/0/com.lge.ime/files/udb.binCMW3GG
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ResponseWebCode

/data/user_de/0/com.lge.ime/files/udb.binCNYNEH

Filepath: /data/user_de/0/com.lge.ime/files/udb.bin, Filename: udb.binCQKEFM

/data/user_de/0/com.lge.ime/files/udb.binDENLTG

path: /data/user_de/0/com.lge.ime/files/udb.bin, file name: udb.binE3NJJK

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binE8HDGL

(Left blank)EZZ9KE

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binFF8LEG

/data/user_de/0/com.lge.ime/files/udb.binFHXMK6

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/udb.bin, udb.binFN2Q9H

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binG26EZC

- PATH: Dump\data\user_de\0\com.lge.ime\files\, - FILENAME: udb.binG64QVC

LG GSM_LM-X420MM K40.zip/Dump/data/user_de/0/com.lge.ime/files/udb.binG8R3VH

I cannot find any evidence of the word strigiformes or any mention of owls with the extractionGMJZWD

/data/user_de/0/com.lge.ime/files/udb.binJ2FXXE

Path: /LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin, Filename: udb.binJ3QZJD

/data/user_de/0/com.lge.ime/files/udb.binJ6G2P2

/user_de/0/com.lge.ime/files/udb.binJ99YP6

/data/user_de/0/com.lge.ime/files/udb.binJABU6B

LG GSM_LM-X420MMK40.ZIP/data/user_de/0/Com.lge.ime/files/udb.binJKQQ33

The word "strigiformes" is not in this extraction. 0 resultsLAJR6D

/data/user_de/0/com.lge.ime/files/udb.binLFPNND

data/user_de/0/com.lge.ime/files/udb.binM3XEGX

/data/user_de/0/com.lge.ime/files/udb.binMDD9UC

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binMYY3KX

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin & udb.binN7XPBC

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binNKU4B7

/data/user_de/0/com.lge.ime/files/udb.binNZR7X6

Path: LG GSM_LM-X420MM K40.zip\Dump\data\user_de\0\com.lge.ime\files\udb.bin, File Name: 
udb.bin

P2XZ7A

/data/user_de/0/com.lge.ime/files/udb.bin and udb.binPEMW99

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binPHLBTC
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ResponseWebCode

Dump\data\user_de\0\com.lge.ime\files\udb.binQ328NT

\LG GSM_LM-X420MM K40\Dump\data\user_de\0\com.lge.ime\files\ udb.binQ9QRRA

not foundQCCAAU

\data\user_de\0\com.lge.ime\files\udb.binQPXBKL

/data/user_de/0/com.lge.ime/files/udb.binQR2H68

R9AVZA

/data/user_de/0/com.ige.lme/files/udb.binRLZJF3

/data/user_de/0/com.lge.ime/files/udb.binTBUXQF

/data/user_de/0/com.lge.ime/files/udb.binTWBK68

\\data\user_de\0\com.lge.ime\files\udb.bin. This word is located in Unicode at offset 1928580UGDP88

LG LGM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.bin. The filename is: udb.binUU4CNZ

(Path)/data/user_de/0/com.lge.ime/files/udb.bin, (Filename)udb.binUWP4P6

String not foundUWZRKH

path : 21-5550_Evidence.zip\LG GSM_LM-X420MM 
K40.zip\Dump\data\user_de\0\com.lge.ime\files\udb.bin, filename : udb.bin

UYTY99

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binVCZ8PQ

/data/user_de/0/com.lge.ime/files/udb.binVMY6B6

/data/user_de/0/com.lge.ime/files/udb.binVQXF86

/data/user_de/0/com.lge.ime/files/udb.binVTKXPP

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binVVNQG3

n/aW4XGJ7

LG GSM_LM-X420MM K40.zip/dump/data/user_de/0/com.lge.ime/files/ udb.binW98U26

Path: /data/user_de/0/com.lge.ime/files/, Filename: udb.binWPV8FW

(left blank)XDH8J3

/data/user_de/0/com.lge.ime/files/udb.binXURWW4

/data/user_de/0/com.lge.ime/files/udb.binXV3YH3

/LogicalFileSet1/Dump/data/user_de/0/com.lge.ime/files/udb.binY8QK23

LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/udb.binYCL3NU

\data\user_de\0\com.lge.ime\files\udb.binYH86LY

/data/user_de/0/com.lge.ime/files/udb.binZ2GJHK

Path: LG GSM_LM-X420MM K40.zip/data/user_de/0/com.lge.ime/files/, Filename: udb.binZ7XNEU
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ResponseWebCode

/data/user_de10/com.lge.ime/files/udb.binZNNNZC

Question 20: What is the path and filename of the file containing the word strigiformes?

/data/user_de/0/com.lge.ime/files/udb.bin and certain variations Consensus Result:

 Expected Response Explanation:
A keyword search of all files in the extraction will discover this file.

 Expected Response Illustration:
Database view of Accounts3.sqlite (Filtered)
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TABLE 1
 Question 21 - Examination Questions

Question 21: After listening to the voicemail message stored on the phone, what is the answer to this 
question (question 21)?

42 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Forty-tow(42)2MC97B

422QFHGZ

422V7RQX

The answer is 423LETCX

4244E4VU

4K3EHW

424NRJQK

424TG3JQ

426GX8GW

The answer to question 21 is 426U42BU

427JBXVH

427JJCQE

428B2ZBT

428NQZ3V

429C78QQ

429HHYJC

42B3F9DQ

42B8BZLM

42BEBE9A

42BH92XQ

42BPQALN

42BTU67Q

42BUL4JP

42BUZM4L

42BVTL28

42C79P3P

42CBPXQN
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TABLE 1
 Question 21 - Examination Questions

ResponseWebCode

42CMW3GG

42CNYNEH

42CQKEFM

42DENLTG

42E3NJJK

42E8HDGL

42EZZ9KE

42FF8LEG

42FHXMK6

42FN2Q9H

42G26EZC

42G64QVC

42G8R3VH

42GMJZWD

42J2FXXE

42J3QZJD

42J6G2P2

42J99YP6

42JABU6B

42JKQQ33

42LAJR6D

42LFPNND

42M3XEGX

42MDD9UC

42MYY3KX

42N7XPBC

42NKU4B7

42NZR7X6

42P2XZ7A

42PEMW99
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ResponseWebCode

42PHLBTC

42Q328NT

42Q9QRRA

42QCCAAU

42QPXBKL

42QR2H68

42R9AVZA

42RLZJF3

42TBUXQF

42TWBK68

42UGDP88

42UU4CNZ

42UWP4P6

42UWZRKH

42UYTY99

42VCZ8PQ

42VMY6B6

42VQXF86

42VTKXPP

42VVNQG3

42W4XGJ7

42W98U26

42WPV8FW

42XDH8J3

42XURWW4

42XV3YH3

The answer to question 21 is 42Y8QK23

42YCL3NU

42YH86LY

42Z2GJHK
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ResponseWebCode

42Z7XNEU

forty twoZNNNZC

Question 21: After listening to the voicemail message stored on the phone, what is the answer to this question 
(question 21)?

42 Consensus Result:

 Expected Response Explanation:
The only voicemail message stored on the phone is a GoogleVoice message stored in
 /data/data/com.google.android.apps.googlevoice/cache/audio/server conversation 
id=c.CihKSE9OTFdPWFdXTE5aSkxQUFNLVVlUUE1NWExVSEpOV1lRR0dHTVpKEAEmost recent event 
id=CihKSE9OTFdPWFdXTE5aSkxQUFNLVVlUUE1NWExVSEpOV1lRR0dHTVpKEAE.mp3.
When played, the mp3 contains the spoken words, “The answer to question twenty-one, is forty-two.”

 Expected Response Illustration:
Metadata for recorded voicemail message file
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Question 22: How many unique UNREAD SMS messages are on the phone?

26 Manufacturer ' s 
 Expected Response:

ResponseWebCode

26(there are 26 unread messages.)2MC97B

262QFHGZ

16 SMS (+10 MMS)2V7RQX

There are 22 unread messages over 12 Messages3LETCX

2644E4VU

264K3EHW

264NRJQK

264TG3JQ

266GX8GW

136U42BU

257JBXVH

267JJCQE

248B2ZBT

26 unread SMS8NQZ3V

269C78QQ

269HHYJC

26B3F9DQ

26B8BZLM

24BEBE9A

There are 26 total unread SMS messages on the phone that have unique IDs in the SMS database and 
unique timestamps before the time is converted. 25 unread SMS messages (unique after the time stamp is 
converted). 24 unread SMS messages have unique content (the body of the message).

BH92XQ

26BPQALN

26BTU67Q

25BUL4JP

16* (see added note)BUZM4L

25 (there are 26 messages, one of which is duplicated)BVTL28

26C79P3P
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ResponseWebCode
Based on “Delivered” timestamps, there are 26 unique unread SMS messages. Based on “Timestamps,” 
there are 25 unique unread SMS messages. The two SMS with the same “timestamp” of 11/28/2020 
3:06:52pm (UTC+0) appear to be duplicates; however, they have different “Delivered” timestamps of 
11/28/2020 3:06:51pm (UTC+0) and 11/28/2020 3:06:53pm (UTC+0).

CBPXQN

26CMW3GG

25 (26 unread messages total, but messages with record ID’s 42 and 43 have duplicate content but very 
slightly different timestamps)

CNYNEH

26 unread SMS messages have a unique timestamp. 24 of the 26 are unique by message text body.CQKEFM

26DENLTG

25E3NJJK

26E8HDGL

26EZZ9KE

26FF8LEG

26FHXMK6

25FN2Q9H

26 messages.G26EZC

26G64QVC

26G8R3VH

26GMJZWD

25J2FXXE

26J3QZJD

26J6G2P2

26J99YP6

25JABU6B

26JKQQ33

13LAJR6D

26LFPNND

25M3XEGX

26MDD9UC

26MYY3KX

13N7XPBC

25NKU4B7
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ResponseWebCode

25NZR7X6

26P2XZ7A

24PEMW99

26PHLBTC

26Q328NT

26Q9QRRA

26QCCAAU

26QPXBKL

26QR2H68

14R9AVZA

24RLZJF3

24TBUXQF

26TWBK68

26UGDP88

26UU4CNZ

There are 26 unread SMS messages. However, there are 24 ‘unique’ unread messages based on body 
content.

UWP4P6

26UWZRKH

26UYTY99

26VCZ8PQ

26VMY6B6

26VQXF86

26VTKXPP

39VVNQG3

n/aW4XGJ7

26(Total unread) 25(Different receive time) 24(Different content)W98U26

There are 25 unique UNREAD SMS messages on the phone (if the date/time stamp is not considered). 
There are 26 UNREAD SMS messages on the phone but 1 message was resent/re-received at a different 
time meaning, there are only 25 UNREAD SMS messages with unique content on the phone.

WPV8FW

26XDH8J3

26XURWW4

26XV3YH3
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ResponseWebCode

26Y8QK23

Not availableYCL3NU

26YH86LY

26Z2GJHK

26 unread total but 16 of those are observed as sms despite being in the sms database tabZ7XNEU

26ZNNNZC

Question 22: How many unique UNREAD SMS messages are on the phone?

Due to apparent abiguity of the question as it relates to the interpretation of the term "unique", the 
following answers of 25 and 26 were accepted. There were two messages with duplicate body 
content but unique timestamps and other identifiers, some participants may have counted these 
messages as one unique message resulting in the response of 25.

 Consensus Result:

 Expected Response Explanation:
SMS Message information is stored in /data/user_de/0/com.android.providers.telephony/databases/mmssms.db. The 
“sms” table stores messages and data about them. The “read” field indicates the read status of the message. There are 
26 records with 0 in the read field indicating “unread”.

 Expected Response Illustration:
mmssms.db

( 97 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 22 - Examination Questions

Cellebrite filter of mmssms.db
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Question 23: Provide the content (text) of the SMS message SENT on 11/2/2020 at 1:36 PM UTC+0 ?

Good morning!! How are you? Manufacturer ' s 
 Expected Response:

ResponseWebCode

Good morning!! How are you?2MC97B

Good morning!!How are you?2QFHGZ

Good morning!! How are you?2V7RQX

[Participant reported a hand-waving icon that could not be reproduced in this report.]3LETCX

Good morning!! How are you?44E4VU

Good morning!! How are you?4K3EHW

Good morning!! How are you?4NRJQK

Good morning!! How are you?4TG3JQ

Good morning!! How are you?6GX8GW

Good morning!! How are you?6U42BU

Good morning!! How are you?7JBXVH

Good morning!! How are you?7JJCQE

Good morning!! How are you?8B2ZBT

Good morning!! How are you?8NQZ3V

[Participant reported a hand-waving icon that could not be reproduced in this report.]9C78QQ

Good morning!! How are you?9HHYJC

Good morning!! How are you?B3F9DQ

Good morning!! How are you?B8BZLM

Good morning!! How are you?BEBE9A

Good morning!! How are you?BH92XQ

Good morning !! How are you?BPQALN

Good morning!! How are you?BTU67Q

Good morning!! How are you?BUL4JP

Good morning!! How are you?BUZM4L

Good Morning !! How are you ?BVTL28

Good morning!! How are you?C79P3P

Good morning!! How are you?CBPXQN

Good morning!! How are you?CMW3GG
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ResponseWebCode

Good morning!! How are you?CNYNEH

Good morning!! How are you?CQKEFM

Good morning!! How are you?DENLTG

Good morning!! How are you?E3NJJK

Good morning!! How are you?E8HDGL

Good morning!! How are you?EZZ9KE

Good morning!!How are you?FF8LEG

Good morning!! How are you?FHXMK6

Good morning!! How are you?FN2Q9H

Good morning!! How are you?G26EZC

Good morning!! How are you?G64QVC

Good morning!! How are you?G8R3VH

Good morning!! How are you?GMJZWD

Good morning!! How are you?J2FXXE

Good morning!! How are you?J3QZJD

Good morning!! How are you?J6G2P2

Good morning!! How are you?J99YP6

Good morning!! How are you?JABU6B

Good Morning!! How are you?JKQQ33

Good morning!! How are you?LAJR6D

Good morning!! How are you?LFPNND

Good morning!! How are you?M3XEGX

Good morning!! How are you?MDD9UC

Good Morning!! How are you?MYY3KX

Good morning!! How are you?N7XPBC

good morning!! How are you?NKU4B7

Good morning!! How are you?NZR7X6

Good morning!! How are you?P2XZ7A

Good morning!! How are you?PEMW99

Good morning!! How are you?PHLBTC
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ResponseWebCode

Good morning!! How are you?Q328NT

Good morning!! How are you?Q9QRRA

Good morning!! How are you?QCCAAU

Good morning!! How are you?QPXBKL

Good morning!! How are you?QR2H68

There is not text. Only an icon. [Participant reported a hand-waving icon that could not be reproduced in 
this report.]

R9AVZA

Good Morning!! How are you?RLZJF3

Good Morning!! How are you?TBUXQF

Good morning!! How are you?TWBK68

1604324171000 - This is an emoji of a hand.UGDP88

Good morning!! How are you?UU4CNZ

Good morning!! How are you?UWP4P6

Good morning!! How are you?UWZRKH

Good morning!! How are you?UYTY99

Good morning!! How are you?VCZ8PQ

Good morning!! How are you?VMY6B6

Good morning!! How are you?VQXF86

Good morning!! How are you?VTKXPP

Good morning!! How are you?VVNQG3

emoji hamdwavingW4XGJ7

Good morning!! How are you?W98U26

Good Morning!! How are you?WPV8FW

Good morning!! How are you?XDH8J3

Good morning!! How are you?XURWW4

Good morning!! How are you?XV3YH3

Good morning!! How are you?Y8QK23

"Good morning!! How are you?"YCL3NU

Good morning!! How are you?YH86LY

Good morning!! How are you?Z2GJHK

Good Morning!! How are you?Z7XNEU
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ResponseWebCode

Good morning!! How are you?ZNNNZC

Question 23: Provide the content (text) of the SMS message SENT on 11/2/2020 at 1:36 PM UTC+0 ?

Good morning!! How are you? Consensus Result:

 Expected Response Explanation:
SMS messages are stored in data/user_de/0/com.android.providers.telephony/databases/mmssms.db. A review of the 
sms table finds one message with the indicated datestamp.

 Expected Response Illustration:
mmssms.db "sms" table
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Question 24: What email address is associated with the contact with the phone number (312) 747-4300?

therealmarkeymarc@mail.com Manufacturer ' s 
 Expected Response:

ResponseWebCode

therealmarkeymarc@mail.com2MC97B

therealmarkeymarc@mail.com2QFHGZ

therealmarkeymarc@mail.com2V7RQX

therealmarkeymarc@mail.com3LETCX

therealmarkeymarc@mail.com44E4VU

therealmarkeymarc@mail.com4K3EHW

therealmarkeymarc@mail.com4NRJQK

therealmarkeymarc@mail.com4TG3JQ

therealmarkeymarc@mail.com6GX8GW

therealmarkeymarc@mail.com6U42BU

therealmarkeymarc@mail.com7JBXVH

therealmarkeymark@mail.com7JJCQE

therealmarkeymarc@mail.com8B2ZBT

Good morning!! How are you?8NQZ3V

therealmarkeymarc@mail.com9C78QQ

therealmarkeymarc@mail.com9HHYJC

therealmarkeymarc@mail.comB3F9DQ

therealmarkeymarc@mail.comB8BZLM

therealmarkeymarc@mail.comBEBE9A

therealmarkeymarc@mail.comBH92XQ

theralmarkeymarc@mail.comBPQALN

therealmarkeymarc@mail.comBTU67Q

therealmarkeymarc@mail.comBUL4JP

therealmarkeymarc@mail.comBUZM4L

therealmarkeymarc@mail.comBVTL28

therealmarkeymarc@mail.comC79P3P

therealmarkeymarc@mail.comCBPXQN

therealmarkeymarc@mail.comCMW3GG
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ResponseWebCode

therealmarkeymarc@mail.comCNYNEH

therealmarkeymarc@mail.comCQKEFM

therealmarkeymarc@mail.comDENLTG

therealmarkeymarc@mail.comE3NJJK

therealmarkeymarc@mail.comE8HDGL

therealmarkeymarc@mail.comEZZ9KE

therealmarkeymarc@mail.comFF8LEG

therealmarkeymarc@mail.comFHXMK6

therealmarkeymarc@mail.comFN2Q9H

therealmarkeymarc@mail.comG26EZC

therealmarkeymarc@mail.comG64QVC

therealmarkeymarc@mail.comG8R3VH

therealmarkeymarc@mail.comGMJZWD

therealmarkeymarc@mail.comJ2FXXE

therealmarkeymarc@mail.comJ3QZJD

therealmarkeymarc@mail.comJ6G2P2

therealmarkeymarc@mail.comJ99YP6

therealmarkeymarc@gmail.comJABU6B

threrealmarkeymarc@email.comJKQQ33

therealmarkeymarc@mail.comLAJR6D

therealmarkeymarc@mail.comLFPNND

therealmarkeymarc@mail.comM3XEGX

therealmarkeymarc@mail.comMDD9UC

therealmarkeymarc@mail.comMYY3KX

therealmarkeymarc@mail.comN7XPBC

the realmarkeymarc@mail.comNKU4B7

therealmarkeymarc@mail.comNZR7X6

therealmarkeymarc@mail.comP2XZ7A

therealmarkeymarc@mail.comPEMW99

therealmarkeymarc@mail.comPHLBTC
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ResponseWebCode

therealmarkeymarc@mail.comQ328NT

therealmarkeymarc@gmail.comQ9QRRA

therealmarkeymarc@mail.comQCCAAU

therealmarkeymarc@mail.comQPXBKL

therealmarkeymarc@mail.comQR2H68

therealmarkeymarc@mail.comR9AVZA

Therealmarkeymarc@mail.comRLZJF3

therealmarkeymarc@mail.comTBUXQF

therealmarkeymarc@mail.comTWBK68

therealmarkeymarc@mail.comUGDP88

therealmarkeymarc@mail.comUU4CNZ

therealmarkeymarc@mail.comUWP4P6

therealmarkeymarc@mail.comUWZRKH

therealmarkeymarc@mail.comUYTY99

therealmarkeymarc@mail.comVCZ8PQ

therealmarkeymarc@mail.comVMY6B6

therealmarkeymarc@mail.comVQXF86

therealmarkeymarc@mail.comVTKXPP

therealmarkeymarc@mail.comVVNQG3

therealmarkeymarc@gmail.comW4XGJ7

therealmarkeymarc@mail.comW98U26

therealmarkymarc@mail.comWPV8FW

therealmarkeymarc@mail.comXDH8J3

therealmarkeymarc@mail.comXURWW4

therealmarkeymarc@mail.comXV3YH3

therealmarkeymarc@mail.comY8QK23

therealmarkeymarc@mail.comYCL3NU

therealmarkeymarc@mail.comYH86LY

therealmarkeymarc@mail.comZ2GJHK

therealmarkeymarc@mail.comZ7XNEU
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ResponseWebCode

Good morning!! How are you?ZNNNZC

Question 24: What email address is associated with the contact with the phone number (312) 747-4300?

therealmarkeymarc@mail.com Consensus Result:

 Expected Response Explanation:
Contact information is stored in /data/data/com.android.providers.contacts/databases/contacts2.db. A review of this 
database for (312) 747-4300 finds an entry in the phone_lookup table with “raw_contact_id” of "6" for “Mark 
Floorberg.” In the “data” table records for raw_contact_id lists the email address therealmarkeymarc@mail.com.

 Expected Response Illustration:
contacts2.db
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Question 25: What status does the call log database show for the call on 12/1/2020 at 3:27:02? (Choose 
from the following: Answered, Outgoing, Missed, Voicemail, Rejected, Blocked, WiFi)

Rejected Manufacturer ' s 
 Expected Response:

ResponseWebCode

Rejected2MC97B

Incoming/ Rejected2QFHGZ

Rejected2V7RQX

Rejected3LETCX

Rejected44E4VU

Rejected4K3EHW

Rejected4NRJQK

Rejected4TG3JQ

Rejected6GX8GW

Rejected6U42BU

Rejected7JBXVH

Rejected7JJCQE

Rejected8B2ZBT

Rejected8NQZ3V

Rejected9C78QQ

Rejected9HHYJC

RejectedB3F9DQ

RejectedB8BZLM

RejectedBEBE9A

RejectedBH92XQ

RejectedBPQALN

RejectedBTU67Q

RejectedBUL4JP

RejectedBUZM4L

RejectedBVTL28

RejectedC79P3P

RejectedCBPXQN
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ResponseWebCode

RejectedCMW3GG

RejectedCNYNEH

RejectedCQKEFM

RejectedDENLTG

RejectedE3NJJK

RejectedE8HDGL

RejectedEZZ9KE

RejectedFF8LEG

RejectedFHXMK6

RejectedFN2Q9H

Rejected.G26EZC

RejectedG64QVC

RejectedG8R3VH

RejectedGMJZWD

RejectedJ2FXXE

RejectedJ3QZJD

RejectedJ6G2P2

RejectedJ99YP6

RejectedJABU6B

RejectedJKQQ33

RejectedLAJR6D

RejectedLFPNND

RejectedM3XEGX

RejectedMDD9UC

RejectedMYY3KX

RejectedN7XPBC

RejectedNKU4B7

RejectedNZR7X6

Declined CallP2XZ7A

RejectedPEMW99
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ResponseWebCode

RejectedPHLBTC

RejectedQ328NT

RejectedQ9QRRA

RejectedQCCAAU

RejectedQPXBKL

RejectedQR2H68

RejectedR9AVZA

RejectedRLZJF3

RejectedTBUXQF

RejectedTWBK68

Rejected (Incoming). ***Forensic Note, there is no 03:27:02, but there is a 15:27:02 and it is assumed 
this is the time you are asking for.

UGDP88

RejectedUU4CNZ

RejectedUWP4P6

RejectedUWZRKH

RejectedUYTY99

RejectedVCZ8PQ

RejectedVMY6B6

RejectedVQXF86

RejectedVTKXPP

RejectedVVNQG3

RejectedW4XGJ7

RejectedW98U26

RejectedWPV8FW

RejectedXDH8J3

RejectedXURWW4

RejectedXV3YH3

RejectedY8QK23

RejectedYCL3NU

RejectedYH86LY

RejectedZ2GJHK
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ResponseWebCode

Rejected (Assuming the time zone to be UTC + 0, the question does not specify)Z7XNEU

OutgoingZNNNZC

Question 25: What status does the call log database show for the call on 12/1/2020 at 3:27:02? (Choose from the 
following: Answered, Outgoing, Missed, Voicemail, Rejected, Blocked, WiFi)

Rejected Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. A review of this database 
finds the record for the above call (in the calls table) with the status of “5” which indicates that the call was rejected.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing call on 12/1/2020 at 3:27:02

calllog.db
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Question 26: What phone number called the phone on December 1, 2020 at 1:52:15 PM UTC?

+18032129631 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+180321296312MC97B

+180321296312QFHGZ

180321296312V7RQX

+180321296313LETCX

+1803212963144E4VU

+180321296314K3EHW

+180321296314NRJQK

+180321296314TG3JQ

+180321296316GX8GW

+180321296316U42BU

180321296317JBXVH

1-803-212-96317JJCQE

+180321296318B2ZBT

+18032129631therealmarkeymarc@mail.com8NQZ3V

+180321296319C78QQ

+180321296319HHYJC

+18032129631B3F9DQ

+18032129631B8BZLM

+18032129631BEBE9A

18032129631BH92XQ

1(803) 212-9631BPQALN

+18032129631BTU67Q

+18032129631BUL4JP

18032129631BUZM4L

0180 321 9631BVTL28

+18032129631C79P3P

+18032129631CBPXQN

+18032129631CMW3GG
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ResponseWebCode

+18032129631CNYNEH

803-212-9631CQKEFM

+18032129631DENLTG

+18032129631E3NJJK

+18032129631E8HDGL

+18032129631EZZ9KE

+18032129631FF8LEG

18032129631FHXMK6

+18032129631FN2Q9H

+18032129631G26EZC

+18032129631G64QVC

18032129631G8R3VH

+18032129631GMJZWD

+18032129631J2FXXE

+18032129631J3QZJD

+18032129631J6G2P2

+18032129631J99YP6

+18032129631JABU6B

18032129631JKQQ33

18032129631LAJR6D

+18032129631LFPNND

18032129631M3XEGX

+18032129631MDD9UC

18032129631MYY3KX

+18032129631N7XPBC

+18032129631NKU4B7

+18032129631NZR7X6

18032129631P2XZ7A

18032129631PEMW99

18032129631PHLBTC
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ResponseWebCode

+18032129631Q328NT

+18032129631Q9QRRA

18032129631QCCAAU

+18032129631QPXBKL

+18032129631QR2H68

+18032129631R9AVZA

1-803-212-9631RLZJF3

+18032129631TBUXQF

+18032129631TWBK68

+18032129631UGDP88

+18032129631UU4CNZ

8032129631 (803-212-9631)UWP4P6

+18032129631UWZRKH

+18032129631UYTY99

18032129631VCZ8PQ

1-803-212-9631VMY6B6

+18032129631VQXF86

18032129631VTKXPP

+18032129631VVNQG3

+18032129631W4XGJ7

+18032129631W98U26

+18032129631WPV8FW

+18032129631XDH8J3

+18032129631XURWW4

+18032129631XV3YH3

+18032129631Y8QK23

+18032129631YCL3NU

+18032129631YH86LY

+18032129631Z2GJHK

18032129631Z7XNEU
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ResponseWebCode

(803)-212-9631ZNNNZC

Question 26: What phone number called the phone on December 1, 2020 at 1:52:15 PM UTC?

+18032129631 and other formats of the same information Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. 
A review of the log for calls on December 1, 2020 at 1:52:15 PM UTC identifies the calling number as 
+18032129631.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing call on December 1, 2020 at 1:52:15 PM UTC
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Question 27: What was the time duration of the (answered) call to “Thomas Wolf” on November 30, 
2020?

00:00:49 or 49 seconds Manufacturer ' s 
 Expected Response:

ResponseWebCode

49 Sec2MC97B

00:00:492QFHGZ

00:00:492V7RQX

00:00:493LETCX

00:00:4944E4VU

00:00:494K3EHW

00:00:494NRJQK

00:00:49 , ie 49 seconds4TG3JQ

00:00:496GX8GW

00:00:496U42BU

00:00:407JBXVH

00:00:497JJCQE

00:00:498B2ZBT

00:00:498NQZ3V

00:00:499C78QQ

49 seconds9HHYJC

00:00:49B3F9DQ

00:00:49B8BZLM

00:00:49BEBE9A

00:00:49 (49 seconds)BH92XQ

00:00:49BPQALN

49 SecondsBTU67Q

49 secondsBUL4JP

00:00:49BUZM4L

49 secondsBVTL28

00:00:49C79P3P

00:00:49CBPXQN
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ResponseWebCode

00:00:49CMW3GG

49 secondsCNYNEH

49 SecondsCQKEFM

00:00:49DENLTG

00:00:49E3NJJK

00:00:49E8HDGL

00:00:49EZZ9KE

00:00:49 (hour:min:sec)FF8LEG

00:00:49FHXMK6

49 secondsFN2Q9H

49 seconds.G26EZC

49 secondsG64QVC

00:00:49G8R3VH

49 seconds (00:00:49)GMJZWD

49 sec (00:00:49)J2FXXE

00:00:49J3QZJD

00:00:49J6G2P2

00:00:49J99YP6

00:00:49JABU6B

00:00:49JKQQ33

00:00:49LAJR6D

00.00.49LFPNND

00:00:49M3XEGX

00:00:49MDD9UC

00:00:49MYY3KX

00:00:49N7XPBC

00:00:49NKU4B7

00:00:49NZR7X6

49 secondsP2XZ7A

00:00:49 or 49 secondsPEMW99
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ResponseWebCode

00:00:49PHLBTC

49Q328NT

00:00:49Q9QRRA

00:00:49 or 49 secondsQCCAAU

00:00:49QPXBKL

00:00:49QR2H68

00:00:49R9AVZA

00:00:49RLZJF3

00:00:49TBUXQF

00:00:49TWBK68

00:00:49UGDP88

49 secondsUU4CNZ

00:00:49 (49 seconds)UWP4P6

00:00:49UWZRKH

49 (Seconds)UYTY99

49VCZ8PQ

00:00:49VMY6B6

00:00:49VQXF86

00:00:49VTKXPP

00:00:49VVNQG3

00:00:49W4XGJ7

00:00:49W98U26

49 secondsWPV8FW

00:00:49XDH8J3

00:00:49XURWW4

00:00:49XV3YH3

00:00:49Y8QK23

00:00:49YCL3NU

00:00:49YH86LY

49 secondsZ2GJHK
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ResponseWebCode

49 secondsZ7XNEU

00:00:49 SecZNNNZC

Question 27: What was the time duration of the (answered) call to “Thomas Wolf” on November 30, 2020?

00:00:49 or 49 seconds Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing outgoing calls on November 30th to Thomas Wolf
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Question 28: What was the date and time of the LAST answered incoming call? Provide the answer in UTC 
using the following format: MM/DD/YYYY HH:MM AM/PM (UTC+0).

12/04/2020 03:21 PM (UTC+0) Manufacturer ' s 
 Expected Response:

ResponseWebCode

12/01/2020 01:52 PM2MC97B

12/04/2020 03:21:52 PM (UTC+0)2QFHGZ

12/04/2020 03:21 PM (UTC+0)2V7RQX

04/12/2020 15:21:52 (UTC+0)3LETCX

12/04/2020 03:21 PM (UTC+0)44E4VU

12/04/2020 3:21 PM4K3EHW

Requested Format: 12/04/2020 15:21 PM (UTC+0) (Timestamp as shown within extraction: 
04/12/2020 15:21:52(UTC+0)

4NRJQK

12/04/2020 03:21:52 PM (UTC+0)4TG3JQ

12/1/2020 1:52:15 PM (UTC+0)6GX8GW

12/04/2020 15:21:52 (UTC+0)6U42BU

12/04/2020 03:21 PM7JBXVH

12/4/2020 37JJCQE

12/04/2020 03:21 PM (UTC+0)8B2ZBT

04/12/2020 15:21:52 (UTC+0)8NQZ3V

12/09/2020 09:47 PM (UTC+0)9C78QQ

12/04/2020 03:21 PM (UTC+0)9HHYJC

12/04/2020 15:21 PM (UTC+0)B3F9DQ

12/4/2020 15:21 (UTC+0)B8BZLM

12/4/2020 3:21:52 PM (UTC+0)BEBE9A

12/04/2020 03:21 PM (UTC+0)BH92XQ

12/04/2020 03:21:52 PM (UTC+0)BPQALN

12/04/2020 15:21 PM (UTC+0)BTU67Q

12/04/2020 03:21 PM (UTC+0)BUL4JP

12/04/2020 03:21 PM (UTC+0)BUZM4L

12/04/2020 03:21 PM (UTC+0)BVTL28

12/1/2020 1:52:15 PM (UTC+0)C79P3P

12/04/2020 03:21 PM (UTC+0)CBPXQN
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ResponseWebCode

12/04/2020 03:21 PM (UTC+0)CMW3GG

12/04/2020 03:21 PM (UTC+0)CNYNEH

12/04/2020 3:21 PM (UTC+0)CQKEFM

12/04/2020 03:21 PM (UTC+0)DENLTG

12/04/2020 03:21 PM (UTC+0)E3NJJK

12/04/2020 15:21 (UTC+0)E8HDGL

12/04/2020 03:21 PM (UTC+0)EZZ9KE

12/04/2020 3:21 PM (UTC+0)FF8LEG

12/04/2020 03:21 PM (UTC+0)FHXMK6

12/04/2020 03:21 PMFN2Q9H

12/04/2020 03:21 PM (UTC+0).G26EZC

12/04/2020 03:21 PM (UTC+0)G64QVC

12/04/2020 3:21:52 PM (UTC+0)G8R3VH

12/04/2020 03:21 PMGMJZWD

12/04/2020 03:21 PMJ2FXXE

12/04/2020 03:21 PM (UTC+0)J3QZJD

12/04/2020 03:21 PM (UTC+0)J6G2P2

12/04/2020 03:21 PM (UTC+0)J99YP6

12/4/2020 3:21 PM (UTC+0)JABU6B

12/4/2020 03:21:52 PM (UTC+0)JKQQ33

12/4/2020 3:21:52 PM (UTC+0)LAJR6D

12/04/2020 03:21 PMLFPNND

12/04/2020 03:21 PMM3XEGX

12/04/2020 03:21 PM (UTC+0)MDD9UC

12/04/2020 03:21 PM (UTC+0)MYY3KX

12/04/2020 03:21 PM (UTC+0)N7XPBC

12/04/2020 3:21pm (UTC+0)NKU4B7

12/04/2020 03:21 PM (UTC+0)NZR7X6

12/4/2020 22:21 PM (UTC+0)P2XZ7A

12/04/2020 03:21 PM (UTC+0)PEMW99
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ResponseWebCode

12/4/2020 03:21 PM (UTC+0)PHLBTC

12/04/2020 03:21 PM (UTC+0)Q328NT

12/04/2020 15:21 PM (UTC+0)Q9QRRA

12/04/2020 3:21 PM (UTC+0)QCCAAU

12/04/2020 15:21 PM (UTC+0)QPXBKL

12/04/2020 03:21 PM (UTC+0)QR2H68

12/04/2020 03:21 PM (UTC+0)R9AVZA

12/04/2020 3:21 PM (UTC+0)RLZJF3

12/04/2020 03:21 PM (UTC+0)TBUXQF

12/04/2020 15:21:52 (UTC+0)TWBK68

12/04/2020 03:21 PM (UTC+0)UGDP88

12/04/2020 03:21:52 PM (UTC+0)UU4CNZ

12/04/2020 03:21 PM (UTC+0)UWP4P6

12/04/2020 03:21 PM (UTC+0)UWZRKH

12/04/2020 3:21 PM (UTC+0)UYTY99

12/04/2020 03:21 PM (UTC+0)VCZ8PQ

12/04/2020 03:21 PM (UTC+0)VMY6B6

12/04/2020 03:21 PM (UTC+0)VQXF86

12/04/2020 03:21 PM (UTC+0)VTKXPP

12/4/2020 03:21 PM (UTC+0)VVNQG3

12/04/2020 3:21 PM (UTC+0)W4XGJ7

12/04/2020 03:21 PM (UTC+0)W98U26

12/04/2020 03:21 PM (UTC+0) (The format HH:MM AM/PM is not a format commonly used in the 
UK. I have researched how this should look and although it appears the time should not be given in a 
24hr format there appears to be no clear guidance to define if the preceding 'hour' zero should be 
dropped).

WPV8FW

12/04/2020 03:21 PM (UTC+0)XDH8J3

12/04/2020 15:21 PM (UTC+0)XURWW4

12/04/2020 15:21:52 (UTC+0)XV3YH3

9/12/2020 21:47:05 (UTC+0)Y8QK23

4/12/2020 3:21:52 PM (UTC+0)YCL3NU

12/04/2020 03:21 PM (UTC+0)YH86LY
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ResponseWebCode

12/04/2020 03:21 PMZ2GJHK

12/04/2020 03:21 PM (UTC+0)Z7XNEU

12/04/2020 03:21 PMZNNNZC

Question 28: What was the date and time of the LAST answered incoming call? Provide the answer in UTC using the 
following format: MM/DD/YYYY HH:MM AM/PM (UTC+0).

12/04/2020 03:21 PM (UTC+0) and all formatting styles including different time zones which 
represent the same information.

 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /data/data/com.android.providers.contacts/databases/calllog.db. Filtering the list for 
answered calls and sorting by timestamp reveals that the last incoming call was answered at 12/04/2020 03:21:52 
PM (UTC+0).

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing answered call
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Question 29: What is the user’s Instagram account username?

jamersongordon Manufacturer ' s 
 Expected Response:

ResponseWebCode

Gordon Jamerson2MC97B

Gordon Jamerson2QFHGZ

jamersongordon2V7RQX

jamersongordon3LETCX

Jamersongordon44E4VU

jamesongordon4K3EHW

jamersongordon4NRJQK

jamersongordon4TG3JQ

jamersongordon6GX8GW

jamersongordon6U42BU

jamersongordon7JBXVH

jamersongordon7JJCQE

jamersongordon8B2ZBT

jamersongordon8NQZ3V

Gordon Jamerson9C78QQ

jamersongordon9HHYJC

jamersongordonB3F9DQ

jamersongordonB8BZLM

jamersongordonBEBE9A

jamersongordonBH92XQ

jamersongordonBPQALN

jamersongordonBTU67Q

jamersongordonBUL4JP

jamersongordonBUZM4L

JamersongordonBVTL28

jamersongordonC79P3P

JamersongordonCBPXQN

jamersongordonCMW3GG
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ResponseWebCode

jamersongordonCNYNEH

jamersongordonCQKEFM

jamersongordonDENLTG

jamersongordonE3NJJK

jamersongordonE8HDGL

jamersongordonEZZ9KE

jamersongordonFF8LEG

jamersongordonFHXMK6

jamersongordonFN2Q9H

jamersongordonG26EZC

jamersongordonG64QVC

JamersongordonG8R3VH

jamersongordonGMJZWD

jamersongordonJ2FXXE

jamersongordonJ3QZJD

jamersongordonJ6G2P2

jamersongordonJ99YP6

jamersongordonJABU6B

JamersongordonJKQQ33

Gordon JamersonLAJR6D

jamersongordonLFPNND

jamersongordonM3XEGX

jamersongordonMDD9UC

jamersongordonMYY3KX

jamersongordonN7XPBC

jamersongordonNKU4B7

jamersongordonNZR7X6

jamersongordonP2XZ7A

jamersongordonPEMW99

jamersongordonPHLBTC
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ResponseWebCode

jamersongordonQ328NT

jamersongordonQ9QRRA

jamersongordonQCCAAU

jamersongordonQPXBKL

jamersongordonQR2H68

jamersongordonR9AVZA

JamersongordonRLZJF3

jamersongordonTBUXQF

jamersongordonTWBK68

jamersongordonUGDP88

jamersongordonUU4CNZ

jamersongordonUWP4P6

jamersongordonUWZRKH

JamersongordonUYTY99

jamersongordonVCZ8PQ

jamersongordonVMY6B6

jamersongordonVQXF86

jamersongordonVTKXPP

7036499750VVNQG3

JamersongordonW4XGJ7

jamersongordonW98U26

jamersongordonWPV8FW

jamersongordonXDH8J3

jamersongordonXURWW4

jamersongordonXV3YH3

jamersongordonY8QK23

Gordon JamersonYCL3NU

jamersongordonYH86LY

jamersongordonZ2GJHK

jamersongordonZ7XNEU
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ResponseWebCode

4381174114ZNNNZC

Question 29: What is the user’s Instagram account username?

jamersongordon Consensus Result:

 Expected Response Explanation:
The account username can be found in settings and preferences for the Instagram app stored in 
/data/data/com.instagram.android/shared_prefs/com.instagram.android_preferences.xml.

 Expected Response Illustration:
com.instagram.android_preferences.xml

Cellebrite User account pane for Instagram

( 126 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 30 - Examination Questions

Question 30: What cryptocurrency related app(s) did the user install?

BitPay, and BRD or Bread Wallet and variations of this response Manufacturer ' s 
 Expected Response:

ResponseWebCode

BRD Bitcoin Wallet. BTC, Bitcon Cash, Ethereum. BitPay - Buy Crypto2MC97B

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum2QFHGZ

“BitPay - Buy Crypto” and “BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum” (com.bitpay.wallet and 
com.breadwallet)

2V7RQX

BitPay - Buy Crypto and BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum3LETCX

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum and BitPay - Buy Crypto44E4VU

BRD Bitcoin Wallet. BitPay - Buy Crypto4K3EHW

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay - Buy Crypto4NRJQK

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum4TG3JQ

Bitpay and BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum6GX8GW

BitPay - Buy Crypto. BRD Bitcoin Wallet, BTC, Bitcoin Cash, Ethereum6U42BU

BRD Bitcoin Wallet. BitPay7JBXVH

BRD Bitcoin Wallet, Bit Pay-Buy Crypto, Bit Coin Cash7JJCQE

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum (Bread Wallet) BitPay - Buy Crypto (BitPay Wallet)8B2ZBT

BitPay - Buy Crypto V11.0.4, BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum V4.5.6.8NQZ3V

BitPay Buy Crypto, BRD Bitcoin Wallet9C78QQ

BRD Bitcoin Wallet and BitPay9HHYJC

BitPay – Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumB3F9DQ

BitPay and BRD Bitcoin WalletB8BZLM

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumBEBE9A

"BitPay - Buy Crypto" and "BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum"BH92XQ

Bit PayBPQALN

"BitPay", "BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum"BTU67Q

com.bitpay.waller: BitPay, com.breadwallet: BRD Bitcoin walletBUL4JP

BRD Bitcoin Wallet, BitPayBUZM4L

BitPay - Buy Crypto, BRD Bitcoin Wallet BTCBVTL28

Bitpay. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumC79P3P

“BitPay – Buy Crypto” and “BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum”CBPXQN
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ResponseWebCode

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum and BitPay - Buy CryptoCMW3GG

BitPay, BRD Bitcoin WalletCNYNEH

BitPay and Breadwallet(BRD Bitcoin Wallet)CQKEFM

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum. BitPay - Buy CryptoDENLTG

BitPay and BRDBitcoin WalletE3NJJK

com.breadwallet, com.bitpay.walletE8HDGL

BitPay – Buy Crypto. BRD Bitcoin WalletEZZ9KE

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay - Buy CryptoFF8LEG

Bitpay and BRD Bitcoin WalletFHXMK6

BitPay, Bread Wallet (BRD) Bitcoin WalletFN2Q9H

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum.G26EZC

BitPay - Buy Crypto / BRD Bitcoin WalletG64QVC

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay – Buy CryptoG8R3VH

BitPay - Buy Crypto and BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumGMJZWD

BitPay - BRD Bitcoin WalletJ2FXXE

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumJ3QZJD

BRD Bitcoin Wallet and BitPayJ6G2P2

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum (com.breadwallet). BitPay - Buy Crypto 
(com.bitpay.wallet)

J99YP6

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum. BitPay - Buy CryptoJABU6B

BRD Bitcoin Wallet Bitpay.walletJKQQ33

BitPay and BRD Bitcoin WalletLAJR6D

BitPay - Buy Crypto BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumLFPNND

Bitpay, BRD Bitcoin WalletM3XEGX

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay - Buy CryptoMDD9UC

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum. BitPay - Buy CryptoMYY3KX

BitPay - Buy Crypto & BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereuN7XPBC

BRD bitcoin wallet, BTC, Bitcoin cash, Ethereum. Bitpay - buy CryptoNKU4B7

BitPay BRDNZR7X6

BitPay and BRDBitcoin WalletP2XZ7A

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum and BitPay - Buy CryptoPEMW99
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ResponseWebCode

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum / BitPay - Buy CryptoPHLBTC

BitPay, BRDQ328NT

BitPay, BRD Bitcoin WalletQ9QRRA

BRD Bitcoin Wallet, BitPayQCCAAU

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumQPXBKL

BitPay - Buy Crypto, BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumQR2H68

1. BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum 2. BitPay - Buy CryptoR9AVZA

Bit Pay – Buy crypto BRD bitcoin wallet, BTC, Bitcoin cash, EthereumRLZJF3

BitPay – BuyCrypto and BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum.TBUXQF

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumTWBK68

BitPay and BRD Bitcoin WalletUGDP88

BitPay and BRD Bitcoin WalletUU4CNZ

1.BitPay - Buy Crypto, 2.BRD Bitcoin Wallet.UWP4P6

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumUWZRKH

Bit Pay. BRD Bitcoin WalletUYTY99

BitPay – Buy Crypto BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumVCZ8PQ

BRD Bitcoin Wallet. BitPayVMY6B6

BitPay - Buy Crypto. BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumVQXF86

BitPay- Buy Crypto BRD Bitcoin Wallet. BTC, Bitcoin Cash, EthereumVTKXPP

BitPay - Buy Crypto BreadwalletVVNQG3

Bitpay - BuyCrupto, BRD Bitcoin WalletW4XGJ7

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay - Buy CryptoW98U26

BitPay and BRD BitCoin Wallet (BitPay is showing on the phone as “BitPay-Buy Crypto” and BRD BitCoin 
Wallet is showing on the phone as “BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum”).

WPV8FW

BitPay - Buy CryptoXDH8J3

BitPay BRDXURWW4

BitPay BRDXV3YH3

-BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum -BitPay - Buy CryptoY8QK23

BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum BitPay - Buy CryptoYCL3NU

“BitPay – Buy Crypto”, “BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum”YH86LY

BitPay BRD Bitcoin WalletZ2GJHK
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ResponseWebCode

Bitpay, BRD Bitcoin WalletZ7XNEU

BRD Bitcoin Wallet. BTC, Bitcon Cash, EthereumZNNNZC

Question 30: What cryptocurrency related app(s) did the user install?

BitPay, and BRD or Bread Wallet and variations of this response Consensus Result:

 Expected Response Explanation:
Information about installed applications is stored in /data/data/com.android.vending/databases/localappstate.db. 
Reviewing this file finds two cryptocurrency related apps, Bitpay and BRD Bitcoin Wallet.

 Expected Response Illustration:
cellebrite application insights

localappstate.db

( 130 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 31 - Examination Questions

Question 31: Describe the content of the file with MD5 Hash a5c245f0e727ff0add7d286f1c104be0.

Reference to a cat (kitten) licking spoon and variations of this description Manufacturer ' s 
 Expected Response:

ResponseWebCode

This file is a video cache file and is played for about 1 second (Original file : 6 Sec). The kitten gets up 
and eats something with a spoon.

2MC97B

video- A cat is feeding2QFHGZ

Cat video from Instagram2V7RQX

This moving image shows what I believe to be a kitten drinking milk from a spoon3LETCX

A video of a cat licking a spoon.44E4VU

Little Cat eating/drinking4K3EHW

This is a video file which shows a cat playing4NRJQK

A 6 second video file showing a kitten standing on it’s hind legs licking a teaspoon, held by an unknown 
person

4TG3JQ

a kitten playing with a spoon that is being held in a human hand.6GX8GW

A moving image of a black and white coloured cat with two feet on ground while stretching to hold and 
lick a table spoon being held by someone.

6U42BU

Cached Instagram video of a kitten / small cat licking a spoon next to a bare foot7JBXVH

video of a kitten7JJCQE

On a wooden floor a kitten is standing on its hind legs; while jointly holding in its front two paws with an 
adult something black that the kitten is licking. One adult bare foot is visible.

8B2ZBT

Cat standing on back legs eating from a spoon.8NQZ3V

It is a video of a kitten licking a spoon.9C78QQ

A video of a kitten eating from a spoon.9HHYJC

A grey kitten standing on its hind legs drinking from a metal teaspoonB3F9DQ

A video of a cat.B8BZLM

A video of a kitten licking from a spoonBEBE9A

This is a video file that shows a kitten standing on its back legs and licking a spoon. The spoon appears 
to be held by a person (but you can't see the whole person in the frame - you can only see a small 
portion of the hand holding the spoon, and the tip of one foot/ the toes).

BH92XQ

A Kitten standing in two legs eating from a spoon.BPQALN

Thumbnail of video, Kitten eating from spoonBTU67Q

a standing kitty cat eating somethingBUL4JP

A video of a kitten licking something off of a spoon.BUZM4L

Kitten licking from a spoonBVTL28
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ResponseWebCode

An mp4 file approximately 81KB in size located at: LG GSM_LM-X420MM 
K40.zip/data/data/com.instagram.android/cache/ExoPlayerCacheDir/videocache/2460097279097405
105_3071559847.null.17874484553067998vd.-1.130884614_420880652600587_36129324309
48483542_n.mp4.0.1607554294794.v2.exo/2460097279097405105_3071559847.null.17874484
553067998vd.-1.130884614_420880652600587_3612932430948483542_n.mp4. Depicts a small 
fluffy animal consistent with a kitten aggressively attacking a spoon that is being held by what appears to 
be a human hand.

C79P3P

This is a video file of a cat, appearing to eat something off a spoon.CBPXQN

A brown/grey cat standing up with its two legs and it appears to be licking a spoon. A hand appears to 
be holding the spoon.

CMW3GG

Video of a kittenCNYNEH

The file is an exo video from Instagram featuring a cat with a spoon.CQKEFM

Video of cat standing on hind legsDENLTG

video of a kitten licking a spoonE3NJJK

Kitten standing on its hind legs licking the contents of a spoon being held outE8HDGL

Kitten standing on hind legs licking a spoon which is being held by an IC1 individual.EZZ9KE

Video file 
(2460097279097405105_3071559847.null.17874484553067998vd.-1.130884614_42088065260
0587_3612932430948483542_n.mp4, 
2460097279097405105_3071559847.null.17874484553067998vd.-1.130884614_42088065260
0587_3612932430948483542_n.mp4.0.1607554294794.v2.exo). Cat is eating from spoon

FF8LEG

It's a very short clip of a kitten licking a spoon.FHXMK6

video clip of a kittenFN2Q9H

A kitten standing on 2 legs.G26EZC

The baby cat is licking the food in the spoon.G64QVC

The content of the file is a short video of a cat or kitten “standing” on it’s hind legs licking something 
from a spoon.

G8R3VH

Video file of kitten licking a spoonGMJZWD

Video of a kitten licking a spoonJ2FXXE

Appears to be a kitten standing on its back two legs holding and licking a spoon in a person’s hand.J3QZJD

Video of a cat eating from a spoonJ6G2P2

The standing cat is eating something on the spoon.J99YP6

It is a kitten licking a spoon.JABU6B

Kitten VideoJKQQ33

Kitten VideoLAJR6D

Kitten being fedLFPNND
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ResponseWebCode

The file is a video file, which depicts a cat licking a spoon being held by a person.M3XEGX

Video of a kitten standing and eating from a spoon.MDD9UC

Kitten video standing on rear legs licking any objectMYY3KX

Video of a kittenN7XPBC

video file - kitten on hind legs eating from spoonNKU4B7

Video of a kitten licking a spoonNZR7X6

There is a Kitten standing up on its rear legs.P2XZ7A

It is a video of a kitten standing on its back legs licking a spoonPEMW99

Kitten licking the spoonPHLBTC

A short video of a kitten standing on his/her back legs eating/drinking off of a spoon.Q328NT

A black, white and grey kitten on his feet licking a spoonQ9QRRA

Video of a kitten standing on back legs drinking from a spoonQCCAAU

Video of a cat licking a spoonQPXBKL

Food-eating Cat VideoQR2H68

There is a small cat, which is being fed by a barefoot person, with a small spoon.R9AVZA

A cat licking from a spoonRLZJF3

Video of cat licking a spoonTBUXQF

Kitten standing on hind legs licking a teaspoon.TWBK68

This file is the start of a video that depicts a small kitten standing on its hind legs. It is recovered from 
cache via the Instagram application.

UGDP88

Video of a kitten eating off a spoon.UU4CNZ

A short video clip of a kitten standing, licking a spoon from someone who is barefootUWP4P6

Video of a kitten standing up and eatingUWZRKH

A small white cat with brown stripes standing on its hind limbs licks a spoon served by someone. And it 
holds the spoon with its right front foot.

UYTY99

Foot on wood floor along with a standing feline that is being presented a spoon by a hand to the feline’s 
face.

VCZ8PQ

Kitten standing on two legs licking somethingVMY6B6

Kitten eating/drinking from a spoonVQXF86

Video file of a cat licking a spoonVTKXPP

Video of cat licking a spoon from instagramVVNQG3

.exo File from instagramW4XGJ7
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ResponseWebCode

A video of feeding a little cat.W98U26

Shows a cat stood on its’ hind legs licking a spoon.WPV8FW

00:06 second video of gray and black tabby kitten raised on back legs licking spoon held by unknown 
person.

XDH8J3

Animal(seems like a cat) licking something from a spoon and standing on his feetXURWW4

Its an ".mp4" format video of an unknown type of animal standing on its feet, Licking something from a 
spoon.

XV3YH3

LG GSM_LM-X420MM 
K40.zip/data/data/com.instagram.android/cache/ExoPlayerCacheDir/videocache/2460097279097405
105_3071559847.null.17874484553067998vd.-1.130884614_420880652600587_36129324309
48483542_n.mp4.0.1607554294794.v2.exo

Y8QK23

A kitten licking a spoon.YCL3NU

Video - Cat standing on two feet and eating from a spoonYH86LY

A video of a kitten drinking from a spoonZ2GJHK

Cat on hind legs licking somethingZ7XNEU

This file is a video cache file and played for about 1 second(Original file shows about 6 Sec). The kitten 
gets up and eats something with a spoon.

ZNNNZC

Question 31: Describe the content of the file with MD5 Hash a5c245f0e727ff0add7d286f1c104be0.

Reference to a cat (kitten) licking spoon and variations of this description Consensus Result:

 Expected Response Explanation:
A global search for files with this hash discovers 
/data/data/com.instagram.android/cache/ExoPlayerCacheDir/videocache/2460097279097405105_3071559847.n
ull.17874484553067998vd.-1.130884614_420880652600587_3612932430948483542_n.mp4.0.1607554294
794.v2.exo

 Expected Response Illustration:
Screen Capture from ~0.1607554294794.v2.exo
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Question 32: Based on the content of the file with modified time of 12/08/2020 20:41:36 EST, provide 
the destination that the user LAST saved directions for?

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166 Manufacturer ' s 
 Expected Response:

ResponseWebCode

21331 Gentry Dr, Sterling, VA 201662MC97B

N 39.0226700, W 77.4113500. 45965 Nokes Blvd, Sterling, VA 20166, USA2QFHGZ

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 201662V7RQX

windmill park drive3LETCX

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 2016644E4VU

Collaborative+Testing+Services,+21331+Gentry+Dr,+Sterling,+VA+201664K3EHW

21331 Gentry Dr, Sterling, VA 20166..Collaborative Testing Services4NRJQK

Collaborative Testing Services (21331 Gentry Dr, Sterling, VA 20166)4TG3JQ

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 201666GX8GW

21331 Gentry Dr, Staerling, VA 201666U42BU

Collaborative Testing Services.#21331 Gentry Dr, Sterling, VA 201667JBXVH

Collaborative Testing Services7JJCQE

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 201668B2ZBT

21331 Gentry Drb"....Collaborative Testing Services8NQZ3V

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 201669C78QQ

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 201669HHYJC

No answer foundB3F9DQ

Collaborative Testing Services 21331 Gentry Dr, Sterling, VA 20166B8BZLM

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166BEBE9A

21331 Gentry Dr, Sterling, VA 20166 (Collaborative Testing Services)BH92XQ

Collaborative Testing Services, 21331 Gentry DR, Sterling, VA 20166.BPQALN

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166BTU67Q

Collaborative Testing Services #21331 Gentry Dr, Sterling, VA 20166BUL4JP

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166BUZM4L

Collborative testing Services 21331 Gentry Drive, Sterling, VA 20166BVTL28

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166C79P3P

Collaborative Testing Services 21331 Gentry Dr, Sterling, VA 20166CBPXQN
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ResponseWebCode

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166CMW3GG

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166CNYNEH

Collaborative Testing Services, 21331 Gentry Dr., Sterling VA 20166CQKEFM

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166DENLTG

21331 Gentry Dr, Sterling, VA 20166E3NJJK

Collaborative Testing Services, #21331 Gentry Dr, Sterling, VA 20166E8HDGL

Collaborative Testing Services 21331 Gentry Dr Sterling VA 20166EZZ9KE

21331 Gentry Dr, Sterling, VA 20166FF8LEG

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166FHXMK6

Collaborative Testing Services 21331 Gentry Dr, Sterling, VA 20166 file located at: 
dump\data\data\com.google.android.apps.maps\files\saved_directions.data.cs

FN2Q9H

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166.G26EZC

39.0253147,-77.4162973G64QVC

Collaborative Testing Services, 21331 Gentry Dr., Sterling, VA 20166G8R3VH

Windmill Park DriveGMJZWD

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166J2FXXE

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166J3QZJD

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166J6G2P2

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166J99YP6

Collaborative Testing ServicesJABU6B

Collaborate Testing ServiceJKQQ33

Chick-Fil-ALAJR6D

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166LFPNND

Collaborative Testing Services (21331 Gentry Dr. Sterling, VA 20166)M3XEGX

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166MDD9UC

Collaborative Testing ServicesMYY3KX

No file with that time or time converted into EST with would be 12/09/2020 – 00:41:36N7XPBC

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166NKU4B7

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166NZR7X6

Collaborative Testing Services, #21331 Gentry Dr, Sterling, VA 20166P2XZ7A

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166PEMW99

( 136 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 32 - Examination Questions

ResponseWebCode

Collaborative Testing Service 21331 Gentry Dr, Sterling, VA 20166PHLBTC

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166Q328NT

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166Q9QRRA

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166QCCAAU

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166QPXBKL

21331 Gentry Dr, Sterling, VA 20166QR2H68

R9AVZA

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166RLZJF3

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166TBUXQF

21331 Gentry Dr, Sterling, VA 20166TWBK68

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166UGDP88

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166UU4CNZ

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166UWP4P6

Collaborative Testing Services 21331 Gentry Drive Sterling, VA 20166UWZRKH

21331 Gentry Dr, Sterling, VA 20166UYTY99

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166VCZ8PQ

Collaborative Testing ServicesVMY6B6

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166VQXF86

Collaborative Testing Services #21331 Gentry Dr, Sterling, VA 20166VTKXPP

Collabrative Testing Services 21331 Gentry Dr. Sterling VA 20166VVNQG3

StarbucksW4XGJ7

CCollaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166W98U26

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166WPV8FW

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166XDH8J3

LG GSM_LM-X420MM 
K40.zip/data/data/com.tmobile.pr.adapt/files/Metro_G1_Horizontal_1080p.mp4

XURWW4

LG GSM_LM-X420MM 
K40.zip/data/data/com.tmobile.pr.adapt/files/Metro_G1_Horizontal_1080p.mp4

XV3YH3

21331 Gentry Dr, Sterling, VA 20166Y8QK23

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166YCL3NU

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166YH86LY
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ResponseWebCode

21331 Gentry Drive, Sterling, VA 20166Z2GJHK

Collaborative Testing Services, 21331 Gentry Drive, Sterling, VA 20166Z7XNEU

21331 Gentry DrZNNNZC

Question 32: Based on the content of the file with modified time of 12/08/2020 20:41:36 EST, provide the 
destination that the user LAST saved directions for?

Collaborative Testing Services, 21331 Gentry Dr, Sterling, VA 20166 Consensus Result:

 Expected Response Explanation:
The destination last saved can be found by reviewing filesystem metadata in a timeline. There are two files with the 
modified time listed in the question, saved_directions.data.cs and offline_saved_directions.data.cs; both are found 
within /data/data/com.google.android.apps.maps/files/.

 Expected Response Illustration:
Autopsy Timeline View for 12/08/2020 20:41:36 EST

saved_directions.data.cs
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Question 33: On what date and time did the user create a note containing “quaesitum”? Provide the 
answer in UTC using the following format: MM/DD/YYYY HH:MM AM/PM (UTC+0).

11/10/2020 01:17 AM (UTC+0) Manufacturer ' s 
 Expected Response:

ResponseWebCode

11/10/2020 01:17 AM2MC97B

11/10/2020 01:17 AM (UTC+0)2QFHGZ

11/10/2020 01:17 AM (UTC+0)2V7RQX

10/11/2020 01:17:02 (UTC+0)3LETCX

11/10/2020 01:17 AM (UTC+0)44E4VU

11/10/2020 01:17 PM4K3EHW

Requested Format: 11/10/2020 01:17 AM (UTC+0) (Timestamp as shown within extraction: 
10/11/2020 01:17:02(UTC+0)

4NRJQK

11/10/2020 01:17 AM(UTC+0)4TG3JQ

11/10/2020 1:17:02 AM (UTC+0)6GX8GW

11/10/2020 01:17 AM (UTC+0)6U42BU

11/10/2020 01:17 AM7JBXVH

11/10/2020 1:17:02 AM (UTC+0)7JJCQE

11/10/2020 01:17 AM (UTC+0)8B2ZBT

10/11/2020 01:17:02 AM (UTC+0)8NQZ3V

11/10/2020 01:17:02 AM (UTC+0)9C78QQ

11/10/2020 01:17 AM (UTC+0)9HHYJC

11/10/2020 01:17 AM (UTC+0)B3F9DQ

11/10/2020 01:17 (UTC+0)B8BZLM

11/10/2020 1:17 AM (UTC+0)BEBE9A

11/10/2020 01:17 AM (UTC+0)BH92XQ

11/10/2020 01:17 AM (UTC+0)BPQALN

11/10/2020 01:17:02 (UTC+0)BTU67Q

11/10/2020 01:17 AM (UTC+0)BUL4JP

11/10/2020 01:17 AM UTC+0)BUZM4L

11/10/2020 01:17 AM (UTC+0)BVTL28

11/10/2020 1:17:02 AM (UTC+0)C79P3P

11/10/2020 01:17 AM (UTC+0)CBPXQN
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ResponseWebCode

11/10/2020 01:17 AM (UTC+0)CMW3GG

11/10/2020 01:17 AM (UTC+0)CNYNEH

11/10/2020 1:17 AM (UTC+0)CQKEFM

11/10/2020 01:17 AM (UTC+0)DENLTG

11/10/2020 01:17 AM (UTC+0)E3NJJK

11/10/2020 01:17 (UTC+0)E8HDGL

11/10/2020 1:20 AM (UTC+0)EZZ9KE

11/10/2020 01:17 AM (UTC+0)FF8LEG

11/10/2020 01:17 AM (UTC+0)FHXMK6

11/10/2020 01:17 AMFN2Q9H

11/10/2020 01:17 AM (UTC+0).G26EZC

11/10/2020 01:17 AM (UTC+0)G64QVC

11/10/2020 1:17 AM (UTC+0)G8R3VH

11/10/2020 01:17 AMGMJZWD

11/10/2020 01:17 AMJ2FXXE

11/10/2020 01:17 AM (UTC+0)J3QZJD

11/10/2020 01:17 AM (UTC+0)J6G2P2

11/10/2020 01:17 AM (UTC+0)J99YP6

11/10/2020 1:17 AM (UTC+0)JABU6B

11/10/2020 1:17:02 AMJKQQ33

11/10/2020 1:17 AM (UTC+0)LAJR6D

11/10/2020 01:17 AMLFPNND

11/10/2020 1:17 AMM3XEGX

11/10/2020 01:17 AM (UTC+0)MDD9UC

11/10/2020 01:17 AMMYY3KX

11/10/2020 01:17 AMN7XPBC

11/10/2020 1:17am (UTC+0)NKU4B7

11/10/2020 01:17 AM (UTC+0)NZR7X6

11/10/2020 01:17 AM (UTC+0)P2XZ7A

11/10/2020 01:17 AM (UTC+0)PEMW99
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ResponseWebCode

11/10/2020 01:17 AM (UTC+0)PHLBTC

11/10/2020 01:17 AM (UTC+0)Q328NT

11/10/2020 01:17 AM (UTC+0)Q9QRRA

11/10/2020 1:17 AM (UTC+0)QCCAAU

11/10/2020 01:17 AM (UTC+0)QPXBKL

11/10/2020 01:17 AM (UTC+0)QR2H68

11/10/2020 01:17 AM (UTC+0)R9AVZA

11/10/2020 1:17 AM (UTC+0)RLZJF3

11/10/2020 01:17 AM (UTC+0)TBUXQF

11/10/2020 01:17 AM(UTC+0)TWBK68

01/10/2020 01:17 AM (UTC+0)UGDP88

11/10/2020 01:17 AM (UTC+0)UU4CNZ

11/10/2020 01:17 AM (UTC+0)UWP4P6

11/10/2020 01:17 AM (UTC+0)UWZRKH

11/10/2020 01:17 AM UTCUYTY99

11/10/2020 01:17 AM (UTC+0)VCZ8PQ

11/10/2020 01:20 AM (UTC+0)VMY6B6

11/10/2020 01:17 AM (UTC+0)VQXF86

11/10/2020 01:17 AM (UTC+0)VTKXPP

11/10/2020 01:17 AM (UTC+0)VVNQG3

11/10/2020 1:17 AM (UTC+0)W4XGJ7

11/10/2020 1:17 AM (UTC+0)W98U26

11/10/2020 01:17 AM (UTC+0) (The format HH:MM AM/PM is not a format commonly used in the 
UK. I have researched how this should look and although it appears the time should not be given in a 
24hr format there appears to be no clear guidance to define if the preceding 'hour' zero should be 
dropped).

WPV8FW

11/10/2020 01:17 AM (UTC+0).XDH8J3

11/10/2020 01:17:02 am (UTC+0)XURWW4

11/10/2020 01:17 AM (UTC+0)XV3YH3

10/11/2020 01:17:02 (UTC+0)Y8QK23

10/11/2020 1:17:02 AM (UTC+0)YCL3NU

11/10/2020 01:17 AM (UTC+0)YH86LY
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TABLE 1
 Question 33 - Examination Questions

ResponseWebCode

11/10/2020 01:17 AMZ2GJHK

11/10/2020 01:17 AM (UTC+0)Z7XNEU

11/10/2020 01:17 AMZNNNZC

Question 33: On what date and time did the user create a note containing “quaesitum”? Provide the answer in UTC 
using the following format: MM/DD/YYYY HH:MM AM/PM (UTC+0).

11/10/2020 01:17 AM (UTC+0) Consensus Result:

 Expected Response Explanation:
A review of the device “Notes” or a keyword search for “quaesitum” would discover Google Keep Notes stored in 
/data/data/com.google.android.keep/databases/keep.db.

 Expected Response Illustration:
keep.db

keep.db
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TABLE 1
 Question 34 - Examination Questions

Question 34: At what altitude/elevation (in meters above sea level) was the photo with MD5 hash 
ee504a83bd1a34c0372b76f3ef345b42 taken?

114 Manufacturer ' s 
 Expected Response:

ResponseWebCode

GPSAltitude : 1142MC97B

GPSAltitude 1142QFHGZ

1142V7RQX

Altitude: 1143LETCX

11444E4VU

114 m4K3EHW

1144NRJQK

1144TG3JQ

1146GX8GW

1146U42BU

114m7JBXVH

114.07JJCQE

114m8B2ZBT

1148NQZ3V

1149C78QQ

1149HHYJC

114B3F9DQ

114B8BZLM

114BEBE9A

114 metersBH92XQ

114 metersBPQALN

114BTU67Q

114BUL4JP

114BUZM4L

114.0 metresBVTL28

114C79P3P

114 metersCBPXQN
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TABLE 1
 Question 34 - Examination Questions

ResponseWebCode

114CMW3GG

114CNYNEH

114.00 mCQKEFM

114DENLTG

114E3NJJK

96E8HDGL

Lat/Lon: 38.683338 / -77.667473EZZ9KE

GPSAltitude: 114FF8LEG

114FHXMK6

114.0FN2Q9H

114G26EZC

114G64QVC

114G8R3VH

114 metersGMJZWD

114 mJ2FXXE

114J3QZJD

114J6G2P2

114J99YP6

114JABU6B

114JKQQ33

114LAJR6D

114LFPNND

114M3XEGX

114MDD9UC

114MYY3KX

114mN7XPBC

114NKU4B7

114NZR7X6

114.0P2XZ7A

114 metersPEMW99
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TABLE 1
 Question 34 - Examination Questions

ResponseWebCode

114PHLBTC

114.0Q328NT

114.0Q9QRRA

114.0QCCAAU

114QPXBKL

114QR2H68

116 mR9AVZA

114RLZJF3

114TBUXQF

114TWBK68

114UGDP88

114UU4CNZ

114UWP4P6

114UWZRKH

114 metersUYTY99

114VCZ8PQ

114VMY6B6

144VQXF86

114.0VTKXPP

114VVNQG3

114W4XGJ7

114W98U26

114 metersWPV8FW

114XDH8J3

114XURWW4

114XV3YH3

38.683338 / -77.667473Y8QK23

114YCL3NU

114YH86LY

114Z2GJHK
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TABLE 1
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ResponseWebCode

114.0 MetersZ7XNEU

GPSAltitude 114ZNNNZC

Question 34: At what altitude/elevation (in meters above sea level) was the photo with MD5 hash 
ee504a83bd1a34c0372b76f3ef345b42 taken?

114 Consensus Result:

 Expected Response Explanation:
Searching the extraction for files with the indicated MD5 hash identifies one photo, 
data/media/0/DCIM/Restored/20201102_114610.jpg. The embedded EXIF metadata contains the GPS fix altitude for 
the capturing device at the time the photo was taken.

 Expected Response Illustration:
20201102_114610.jpg EXIF Metadata parsed by Cellebrite

20201102_114610.jpg EXIF Metadata parsed with ‘exiftool v11.88’
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TABLE 1
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Question 35: Provide the text visible in the image (photo) taken near Latitude: 38.207969 / Longitude: 
-78.384888.

"SHEETZ ice” or “Fresh Food made to order” Manufacturer ' s 
 Expected Response:

ResponseWebCode

<File Metadata> - Camera Make : LGE, - Camera Model : LM-K300, - Capture Time : 11/15/2020 
11:00:32 AM, - Pixel resolution : 4160 x 2130, - Resolution : 72 x 72(Unit : Inch), - Orientation : Rotate 
90 CW, - Lat/Lon : 38.207969 / -78.384888

2MC97B

FRESH FOOD SHEETZ MADE tTO ORDER ice2QFHGZ

Image of Sheetz Ice2V7RQX

FRESH FOOD SHEETZ MADE TO ORDER ICE3LETCX

FRESH FOOD SHEETZ MADE TO ORDER ice44E4VU

Fresh food SHEET7 made to order ICE4K3EHW

Sheetz, Fresh food made to order, ice.4NRJQK

FRESH FOOD, SHEETZ, MADE TO ORDER, ice4TG3JQ

FRESH FOOD SHEETZ MADE TO ORDER ice6GX8GW

FRESH FOOD SHEETZ MADE TO ORDER ice6U42BU

FRESH FOOD SHEETZ MADE TO ORDER ice7JBXVH

Fresh Food Sheetz Made To Order Ice7JJCQE

FRESH FOOD SHEETZ MADE TO ORDER ice8B2ZBT

Rick Fresh Food, Sheetz, Made to Order, Ice.8NQZ3V

FRESH FOOD SHEETZ MADE TO ORDER ICE9C78QQ

SHEETZ FRESH FOOD MADE TO ORDER ice9HHYJC

FRESH FOOD SHEETZ MADE TO ORDER ICEB3F9DQ

Fresh Food Sheetz Made To Order IceB8BZLM

FRESH FOOD SHEETZ MADE TO ORDER iceBEBE9A

Fresh Food SHEETZ Made to Order ICEBH92XQ

Fresh Food SHEETZ Made to Order ICEBPQALN

Fresh Food Sheetz made to order ICEBTU67Q

FRESH FOOD SHEETZ MADE TO ORDER ICEBUL4JP

FRESH FOOD SHEETZ MADE TO ORDER ICEBUZM4L

Fresh food sheetz, made to order ICEBVTL28

FRESH FOOD SHEETZ MADE TO ORDER iceC79P3P
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TABLE 1
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ResponseWebCode

FRESH FOOD SHEETZ MADE TO ORDER ICECBPXQN

FRESH FOOD SHEETZ MADE TO ORDERCMW3GG

FRESH FOOD SHEETZ MADE TO ORDER ICECNYNEH

Fresh Food Sheetz Made To Order iceCQKEFM

FRESH FOOD SHEETZ MADE TO ORDER iceDENLTG

Sheetz Ice Fresh Food Made to OrderE3NJJK

Fresh Food Sheetz made to order iceE8HDGL

FRESH FOOD SHEETZ MADE TO ORDER iceEZZ9KE

Fresh food SHEETZ made to order ICEFF8LEG

Fresh food Sheetz made to order iceFHXMK6

Fresh food Sheetz made to order iceFN2Q9H

SHEETZ iceG26EZC

FRESH FOOD SHEETZ MADE TO ORDER ICEG64QVC

FRESH FOOD SHEETZ MADE TO ORDER iceG8R3VH

FRESH FOOD, SHEETZ, MADE TO ORDER, ICEGMJZWD

Fresh Food SHEETZ made to order - ICEJ2FXXE

FRESH FOOD SHEETZ MADE TO ORDER iceJ3QZJD

FRESH FOOD SHEETZ MADE TO ORDER ICEJ6G2P2

FRESH FOOD SHEETZ MADE TO ORDER iceJ99YP6

FRESH FOOD SHEETZ MADE TO ORDER iceJABU6B

Fresh food Sheetz Made To Order IceJKQQ33

Fresh Food Sheetz Made to Order iceLAJR6D

FRESH FOOD SHEETZ MADE TO ORDER iceLFPNND

Fresh Food Sheetz Made To Order iceM3XEGX

FRESH FOOD SHEETZ MADE TO ORDER iceMDD9UC

Sheetz Ice Fresh Food Made to OrderMYY3KX

Fresh Food Sheetz made to order iceN7XPBC

fresh food sheetz made to order iceNKU4B7

FRESH FOOD SHEETZ MADE TO ORDER iceNZR7X6

Fresh Food Sheetz Made to Order ICEP2XZ7A
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ResponseWebCode

Sheetz ice FRESH FOOD MADE TO ORDERPEMW99

FRESH FOOD SHEETZ MADE TO ORDER icePHLBTC

Fresh Food SHEETZ Made to Order iceQ328NT

FRESH FOOD SHEETZ MADE TO ORDER ICEQ9QRRA

Fresh Food Made to Order SHEETZ ICEQCCAAU

Fresh Food SHEETZ Made to order ICEQPXBKL

FRESH FOOD, SHEETZ, MADE TO ORDER, iceQR2H68

FRESH FOOD SHEETZ MADE TO ORDER ICER9AVZA

Fresh Food Sheetz Made to Order IceRLZJF3

Fresh Food SHEETZ Made to Order iceTBUXQF

FRESH FOOD SHEETZ MADE TO ORDER ICETWBK68

Fresh Food SHEETZ Made to Order iceUGDP88

Fresh Food Sheetz Made to Order iceUU4CNZ

FRESH FOOD, SHEETZ, MADE TO ORDER, ICEUWP4P6

Fresh Food Sheetz Made to Order IceUWZRKH

SHEETZ iceUYTY99

FRESH FOOD SHEETZ MADE TO ORDER ICEVCZ8PQ

Fresh Food SHEETZ Made to Order ICEVMY6B6

FRESH FOOD SHEETZ MADE TO ORDER iceVQXF86

FRESH FOOD SHEETZ MADE TO ORDER iceVTKXPP

Fresh Food Made to Order Sheetz IceVVNQG3

Freshfood Sheezz Made to Order, ICEW4XGJ7

FRESH FOOD SHEETZ MADE TO ORDER iceW98U26

FRESH FOOD SHEETZ MADE TO ORDER ICEWPV8FW

ICEXDH8J3

FRESH FOOD SHEETZ MADE TO ORDER iceXURWW4

FRESH FOOD SHEETZ MADE TO ORDER ICEXV3YH3

FRESH FOOD SHEETZ MADE TO ORDER iceY8QK23

SHEETZ iceYCL3NU

FRESH FOOD SHEETZ MADE TO ORDER ICEYH86LY
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ResponseWebCode

Fresh Food Sheetz Made to Order iceZ2GJHK

Fresh Food SHEETZ Made To Order iceZ7XNEU

<File Metadata> - Camera Make : LGE, - Camera Model : LM-K300, - Capture Time : 11/15/2020 
11:00:32 AM, - Pixel resolution : 4160 x 2130, - Resolution : 72 x 72(Unit : Inch), - Orientation : Rotate 
90 CW, - Lat/Lon : 38.207969 / -78.384888

ZNNNZC

Question 35: Provide the text visible in the image (photo) taken near Latitude: 38.207969 / Longitude: -78.384888.

“SHEETZ ice” or “Fresh Food made to order” and variations of these responses Consensus Result:

 Expected Response Explanation:
Keyword searching the extraction for text matching either of the above coordinate values will identify the photo with the 
embedded GPS coordinates.

 Expected Response Illustration:
Cellebrite search for 38.207969

20201115_110033.jpg
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Question 36: What website (URL or title) did the user visit on 12/7/2020 at 1:11:44 AM(UTC+0)?

youtube.com or Rick Astley - Never Gonna Give You Up and variations of these responses Manufacturer ' s 
 Expected Response:

ResponseWebCode

URL : https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Title : Rick Astley - Never Gonra Give You Up(Video) - YouTube

2MC97B

Title Rick Astley - Never Gonna Give You Up (Video) - YouTube
URL https://m.youtube.com/watch?v=dQw4w9WgXcQ

2QFHGZ

URL: https://m.youtube.com/watch?v=dQw4w9WgXcQ / Title: Rick Astley - Never Gonna Give You Up 
(Video) – YouTube

2V7RQX

Rick Astley - Never Gonna Give You Up (Video) – YouTube / 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

3LETCX

https://m.youtube.com/watch?v=dQw4w9WgXcQ44E4VU

https://m.youtube.com/watch?v=dQw4w9WgXcQ4K3EHW

Rick Astley - Never Gonna Give You Up (Video) – YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

4NRJQK

https://m.youtube.com/watch?v=dQw4w9WgXcQ4TG3JQ

YouTube6GX8GW

Rick Astley - Never Gonna Give You Up (https://m.youtube.com/watch?v=dQw4w9WgXcO)6U42BU

https://m.youtube.com/watch?v=dQw4w9WgXcQ7JBXVH

Youtube- Rick Astley- Never Gonna Give You Up (video)7JJCQE

https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Rick Astley - Never Gonna Give You Up (Video) - YouTube

8B2ZBT

Astley - Never Gonna Give You Up (Video) – YouTube.8NQZ3V

https://m.youtube.com/watch?v=dQw4w9WgXcQ9C78QQ

https://m.youtube.com/watch?v=dQw4w9WgXcQ9HHYJC

Rick Astley - Never Gonna Give You Up (Video) - YouTubeB3F9DQ

Home - YouTubeB8BZLM

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

BEBE9A

URL: https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Title: Rick Astley - Never Gonna Give You Up (Video) - YouTube

BH92XQ

https:\\m.youtube.com\watch?v=dQw4w9WgXcQBPQALN

Rick Astley - Never Gonna Give You Up (Video) - YouTubeBTU67Q

https://m.youtube.com/watch?v=dQw4w9WgXcQBUL4JP

Rick Astley - Never Gonna Give You Up (Video) – YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

BUZM4L
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ResponseWebCode

Visited youtube.com, specifically a video of Rick Astley, never gonna give you upBVTL28

https://m.youtube.com/watch?v=dQw4w9WgXcQC79P3P

https://m.youtube.com/watch?v=dQw4w9WgXcQ with title, Rick Astley – Never Gonna Give You Up 
(Video) - YouTube

CBPXQN

Rick Astley - Never Gonna Give You Up 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

CMW3GG

Title: Rick Astley - Never Gonna Give You Up (Video) – YouTube. 
URL: https://m.youtube.com/watch?v=dQw4w9WgXcQ

CNYNEH

https://m.youtube.com/watch?v=dQw4w9WgXcQCQKEFM

https://m.youtube.com/watch?v=dQw4w9WgXcQ.
Rick Astley - Never Gonna Give You Up (Video) - YouTube

DENLTG

Rick Astley - Never Gonna Give You Up (Video) - YouTubeE3NJJK

https://m.youtube.com/watch?v=dQw4w9WgXcQE8HDGL

Title: Rick Astley – Never Gonna Give You Up (Video) - YouTubeEZZ9KE

https://m.youtube.com/watch?v=dQw4w9WgXcQFF8LEG

https://m.youtube.com/watch?=dQw4w9WgXcQFHXMK6

Rick Astley-Never Gonna Give You Up(Video)-YouTubeFN2Q9H

https://m.youtube.com/watch?v=dQw4w9WgXcQG26EZC

- URL: https://m.youtube.com/watch?v=dQw4w9WgXcQ/ - TiTle: Rick Astley - Never Gonna Give You 
Up (Video) - YouTube

G64QVC

Rick Astley - Never Gonna Give You Up (Video) – YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

G8R3VH

https://m.youtube.com/watch?v=dQw4w9WgXcQGMJZWD

Title: Rick Astley - Never Gonna Give You Up (Video) - YouTube / URL: 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

J2FXXE

Rick Astley - Never Gonna Give You Up (Video) – YouTubeJ3QZJD

Rick Astley - Never Gonna Give You Up (Video) - YouTubeJ6G2P2

https://m.youtube.com/watch?v=dQw4w9WgXcQJ99YP6

Rick Astley - Never Gonna Give You Up (Video) - YouTubeJABU6B

Rick Astley- Never Gonna Give You UP
https://m.Youtube.com/watch?v=dQw4w9WgXcQ

JKQQ33

https://m.youtube.com/watch?v=dQw4w9WgXcQLAJR6D

Rick Astley - Never Gonna Give You Up (Video) - YouTubeLFPNND

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

M3XEGX

https://m.youtube.com/watch?v=dQw4w9WgXcQMDD9UC
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ResponseWebCode

Rick Astley - Never Gonna Give You Up (Video) - YouTubeMYY3KX

https://m.youtube.com/watch?v=dQw4w9WgXcQN7XPBC

Rick Astley - never gonna give you up (video) - YoutubeNKU4B7

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

NZR7X6

Rick Astley - Never Gonna Give You Up (Video) - YouTubeP2XZ7A

https://m.youtube.com/watch?v=dQw4w9WgXcQPEMW99

https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Rick Astley - Never Gonna Give You Up (Video)

PHLBTC

Rick Astley - Never Gonna Give You Up (Video) - YouTubeQ328NT

Rick Astley – Never Gonna Give You Up (Video) - YouTubeQ9QRRA

YouTube https://m.youtube.com/watch?v=dQw4w9WgXcQQCCAAU

Rick Astley - Never Gonna Give You Up (Video) – YouTubeQPXBKL

https://m.youtube.com/watch?v=dQw4w9WgXcQQR2H68

Rick Astley - Never Gonna Give You Up (Video) - YouTubeR9AVZA

Rick Astley – Never Gonna Give You Up (video -YouTube)RLZJF3

Rick Astley – Never Gonna Give You Up (Video) - YouTubeTBUXQF

https://m.youtube.com/watch?v=dQw4w9WgXcQTWBK68

Rick Astley - Never Gonna Give You Up (Video) - YouTubeUGDP88

https://m.youtube.com/watch?v=dQw4w9WgXcQUU4CNZ

(URL)https://m.youtube.com/watch?v=dQw4w9WgXcQ
(Title)Rick Astley - Never Gonna Give You Up (Video) - YouTube

UWP4P6

Rick Astley - Never Gonna Give You Up (Video) - YouTubeUWZRKH

https://m.youtube.com/watch?v=dQw4w9WgXcQUYTY99

https://m.youtube.com/watch?v=dQw4w9WgXcQVCZ8PQ

Rick Astley - Never Gonna Give You Up (Video)VMY6B6

https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Rick Astley - Never Gonna Give You Up (Video) – YouTube

VQXF86

Rick Astley - Never Gonna Give You Up (Video) - YouTubeVTKXPP

https://m.youtube.com/watch?v=dQw4w9WgXcQVVNQG3

htps://m.youtube.com/watch?v=dQw4w9WgXcQW4XGJ7

https://m.youtube.com/watch?v=dQw4w9WgXcQW98U26
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ResponseWebCode
URL: https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Title: Rick Astley – Never Gonna Give You Up (Video) – YouTube

WPV8FW

https://m.youtube.com/watch?v=dQw4w9WgXcQXDH8J3

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

XURWW4

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

XV3YH3

Rick Astley - Never Gonna Give You Up (Video) - YouTube 
https://m.youtube.com/watch?v=dQw4w9WgXcQ

Y8QK23

https://m.youtube.com/watch?v=dQw4w9WgXcQYCL3NU

Rick Astley - Never Gonna Give You Up (Video) - YouTubeYH86LY

Rick Astley - Never Gonna Give You Up (Video) - YoutubeZ2GJHK

https://m.youtube.com/watch?v=dQw4w9WgXcQZ7XNEU

URL : https://m.youtube.com/watch?v=dQw4w9WgXcQ 
Title : Rick Astley - Never Gonra Give You Up(Video) - YouTube

ZNNNZC

Question 36: What website (URL or title) did the user visit on 12/7/2020 at 1:11:44 AM(UTC+0)?

youtube.com or Rick Astley - Never Gonna Give You Up and variations of these responses Consensus Result:

 Expected Response Explanation:
Chrome browser history is stored in /data/data/com.android.chrome/app_chrome/Default/History. A review of the 
records in this database shows the user visited youtube on 12/7/2020 at 1:11:44 AM(UTC+0).

 Expected Response Illustration:
Database View of Chrome History showing youtube.com visit on 12/7/2020
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TABLE 1
 Question 37 - Examination Questions

Question 37: For what application / account is there a token configured in the Authy 2-factor authenticator 
app?

LastPass Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Twilio Authy 2 - Factor Authentication(24.3.7) / gordonjamerson9@gmail.com2MC97B

Twilio Authy 2-Factor Authentication2QFHGZ

LastPass / gordonjamerson9@gmail.com2V7RQX

Twilio3LETCX

LastPass:gordonjamerson9@gmail.com44E4VU

Google, Viber Google Backup, WhatsApp Cloud, WhatsApp Google Backup4K3EHW

LastPass4NRJQK

The application is LastPass / under gordonjamerson9@gmail.com4TG3JQ

LastPass6GX8GW

Twilio Authy 2-Factor Authentication6U42BU

lastpass7JBXVH

gordonjamerson9@gmail.com7JJCQE

LastPass8B2ZBT

lastpass8NQZ3V

gordonjamerson9@gmail.com9C78QQ

Twilio9HHYJC

LastPassB3F9DQ

Lastpass (see note)B8BZLM

LastPass Password Manager / s3.amazonaws.comBEBE9A

Application: LastPass Account: gordonjamerson9@gmail.comBH92XQ

Twilio Authy 2-Factor AuthenticationBPQALN

gordonjamerson9@gmail.com "LastPass"BTU67Q

LastPassBUL4JP

LastPass / gordonjamerson9@gmail.comBUZM4L

TwilioBVTL28

LastPassC79P3P

LastPassCBPXQN
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Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

gordonjamerson9@gmail.comCMW3GG

LastPass / gordonjamerson9@gmail.comCNYNEH

LastPassCQKEFM

lastpassDENLTG

LastPassE3NJJK

gordonjamerson9@gmail.comE8HDGL

gordonjamerson9@gmail.comEZZ9KE

FF8LEG

LastPass gordonjamerson9@gmail.comFHXMK6

LastPass Password Manager/gordonjamerson9@gmail.comFN2Q9H

Twilio Authy 2-Factor Authentication.G26EZC

- application: bitpay - account: jamerson9@gmail.comG64QVC

LastPass / gordonjamerson9@gmail.comG8R3VH

I cannot find any configured tokens with the extractionGMJZWD

LastPass / gordonjamerson9@gmail.comJ2FXXE

LastPassJ3QZJD

LastPass / gordonjamerson9@gmail.comJ6G2P2

LastPass / gordonjamerson9@gmail.comJ99YP6

LastPass: gordonjamerson9@gmail.comJABU6B

GordonJamerson9@gmail.comJKQQ33

InstagramLAJR6D

LastPassLFPNND

LastpassM3XEGX

LastPass Password Manager / gordonjamerson9@gmail.comMDD9UC

gordonjamerson9@gmail.comMYY3KX

GmailN7XPBC

lastpass/ gordonjamerson9@gmail.comNKU4B7

LastPass / gordonjamerson9@gmail.comNZR7X6

Google Play App - gordonjamerson9@gmail.comP2XZ7A

TwilioPEMW99
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TABLE 1
 Question 37 - Examination Questions

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

LastpassPHLBTC

LastPassQ328NT

gordonjamerson9@gmail.comQ9QRRA

Twilio Authy 2-Factor AuthenticationQCCAAU

lastpassQPXBKL

LastPass / gordonjamerson9@gmail.comQR2H68

AmazonR9AVZA

LastPass Password Manager for the site S3, Amazonaws.comRLZJF3

LastPass Password Manager / s3.amazonaws.comTBUXQF

gordonjamerson9@gmail.comTWBK68

TwilioUGDP88

LastPass / gordonjamerson9@gmail.comUU4CNZ

LastPassUWP4P6

LastPass / gordonjamerson9@gmail.comUWZRKH

LastPassUYTY99

LastPassVCZ8PQ

TwilioVMY6B6

lastpassVQXF86

LastPass / gordonjamerson9@gmail.comVTKXPP

lastpassVVNQG3

ThetileappW4XGJ7

LastPass gordonjamerson9@gmail.comW98U26

lastpassWPV8FW

gordonjamerson9@gmail.comXDH8J3

LastPass / gordonjamerson9@gmail.comXURWW4

LastPass / gordonjamerson9@gmail.comXV3YH3

Twilio Authy 2-Factor AuthenticationY8QK23

Twilio Authy 2-Factor AuthenticationYCL3NU

LastPass / gordonjamerson9@gmail.comYH86LY

LastPass - gordonjamerson9@gmail.comZ2GJHK
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TABLE 1
 Question 37 - Examination Questions

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

LastPass / gordonjamerson9@gmail.comZ7XNEU

Twilio Authy 2 - Factor Authentication(24.3.7) / gordonjamerson9@gmail.comZNNNZC

Question 37: For what application / account is there a token configured in the Authy 2-factor authenticator app?

While a majority (62.5%) of respondents provided the expected response of "LastPass", a 
consensus was not achieved for this question. The objective of this question was for the 
participants to locate and parse the configuration files for the Twilio-Authy app and determine that 
the app stored a token for only one account, LastPass.

 Consensus Result:

 Expected Response Explanation:
Configuration for tokens in the Authy app are stored in /data/data/com.authy.authy/shared_prefs/tokenConfig.xml. 
This file contains configuration information for only one account, LastPass

 Expected Response Illustration:
tokenConfig.xml

 Other Responses: 
Fifteen participants provided the name of the Twilio Authy app instead of the application (or account provider) for which 
the Twilio Authy app contained a 2-factor token. Eleven participants provided only a user account name (that could be 
associated with many different services) but did not identify the application for which Authy contained a token.

( 158 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 38 - Examination Questions

Question 38: For what account / service did the user receive account confirmation / welcome emails on 
November 7, 2020.

Facebook Manufacturer ' s 
 Expected Response:

ResponseWebCode

Facebook2MC97B

Facebook2QFHGZ

Account: gordonjamerson9@gmail.com / Service: Facebook {Verification codes and welcome messages 
were for Google Voice, Proton Mail}

2V7RQX

Facebook3LETCX

Google Photos and Facebook44E4VU

Facebook Account4K3EHW

Facebook. There’s also an email relating to setting up Google Photos, and a verification code from 
Proton

4NRJQK

Facebook4TG3JQ

Facebook6GX8GW

Facebook6U42BU

Facebook7JBXVH

facebook7JJCQE

Facebook8B2ZBT

Facebook8NQZ3V

FaceBook9C78QQ

Facebook9HHYJC

FacebookB3F9DQ

Facebook (see note)B8BZLM

FacebookBEBE9A

Account: gordonjamerson9@gmail.com, Service: FacebookBH92XQ

gordonjamerson9@gmail.com / FacebookBPQALN

FacebookBTU67Q

FacebookBUL4JP

Facebook (gordonjamerson9@gmail.com)BUZM4L

FacebookBVTL28

FacebookC79P3P

FacebookCBPXQN
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ResponseWebCode

FacebookCMW3GG

FacebookCNYNEH

FacebookCQKEFM

FacebookDENLTG

FacebookE3NJJK

FacebookE8HDGL

FacebookEZZ9KE

Facebook, ProtonMailFF8LEG

FacebookFHXMK6

Facebook and Google PhotosFN2Q9H

gordonjamerson9@gmail.comG26EZC

-account: jamersongordon9@gmail.com, -service: FacebookG64QVC

gordonjamerson9@gmail.com - FacebookG8R3VH

Google and FacebookGMJZWD

gordonjamerson9@gmail.com/FacebookJ2FXXE

FacebookJ3QZJD

gordonjamerson9@gmail.com / FacebookJ6G2P2

FacebookJ99YP6

Gordon Jamerson, FacebookJABU6B

FacebookJKQQ33

FacebookLAJR6D

FacebookLFPNND

FacebookM3XEGX

gordonjamerson9@gmail.com / FacebookMDD9UC

FacebookMYY3KX

FacebookN7XPBC

facebookNKU4B7

gordonjamerson9@gmail.com / FacebookNZR7X6

Facebook and Google PhotosP2XZ7A

FacebookPEMW99
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ResponseWebCode

Goolgle Photos, Facebook, ProtonmailPHLBTC

FacebookQ328NT

FacebookQ9QRRA

FacebookQCCAAU

FacebookQPXBKL

gordonjamerson9@gmail.com / FacebookQR2H68

FacebookR9AVZA

FacebookRLZJF3

FacebookTBUXQF

FacebookTWBK68

FacebookUGDP88

FacebookUU4CNZ

FacebookUWP4P6

FacebookUWZRKH

FacebookUYTY99

FacebookVCZ8PQ

FacebookVMY6B6

FacebookVQXF86

Facebook and Google PhotosVTKXPP

FacebookVVNQG3

Facebook AccountW4XGJ7

FacebookW98U26

FacebookWPV8FW

FacebookXDH8J3

Facebook accountXURWW4

FacebookXV3YH3

registration@facebookmail.com / FacebookY8QK23

FacebookYCL3NU

FacebookYH86LY

gordonjamerson9@gmail.com, Facebook, Google PhotosZ2GJHK
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ResponseWebCode

FacebookZ7XNEU

FacebookZNNNZC

Question 38: For what account / service did the user receive account confirmation / welcome emails on November 
7, 2020.

Facebook Consensus Result:

 Expected Response Explanation:
Email messages are stored in /data/data/com.google.android.gm/databases/bigTopDataDB.379394306. There are 
five messages from the specified date listed in the question. Three are from Facebook, one (from Facebook) contains a 
welcome message.

 Expected Response Illustration:
Cellebrite table view of received email messages

Content of "Welcome to Facebook" message

( 162 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 39 - Examination Questions

Question 39: What is the full name of the contact who has a close-up picture of a cat's face for their profile 
photo?

Jim Handsome Manufacturer ' s 
 Expected Response:

ResponseWebCode

Jim Handsome2MC97B

Jim Handsome2QFHGZ

Jim Handsome2V7RQX

Jim Handsome3LETCX

Jim Handsome44E4VU

Gordon Jamerson4K3EHW

Jim Handsome4NRJQK

Jim Handsome4TG3JQ

Jim Handsome6GX8GW

Jim Handsome6U42BU

Jim Handsome7JBXVH

Jim Handsome7JJCQE

Jim Handsome8B2ZBT

Jim Handsome8NQZ3V

Jim Handsome9C78QQ

Jim Handsome9HHYJC

Jim HandsomeB3F9DQ

Jim HandsomeB8BZLM

Jim HandsomeBEBE9A

Jim HandsomeBH92XQ

Jim HandsomeBPQALN

Jim HandsomeBTU67Q

Jim HandsomeBUL4JP

Jim HandsomeBUZM4L

Gordon Jamerson, 17036499750@s.whatsapp.netBVTL28

Jim HandsomeC79P3P

Jim HandsomeCBPXQN

( 163 )
Revised: July 19, 2021. Updates to the "Other Response" sec on for 
Q9 and a participant’s result for Q32. Copyright ©2021 CTS, Inc



Mobile Digital Evidence - Android Analysis Test 21-5550

TABLE 1
 Question 39 - Examination Questions

ResponseWebCode

Jim HandsomeCMW3GG

Jim HandsomeCNYNEH

Jim HandsomeCQKEFM

Jim HandsomeDENLTG

Jim HandsomeE3NJJK

Jim HandsomeE8HDGL

Jim HandsomeEZZ9KE

Jim HandsomeFF8LEG

Jim HandsomeFHXMK6

Jim HandsomeFN2Q9H

Gordon JamersonG26EZC

Jim HandsomeG64QVC

Jim HandsomeG8R3VH

Jim HandsomeGMJZWD

Jim HandsomeJ2FXXE

Jim HandsomeJ3QZJD

Jim HandsomeJ6G2P2

Jim HandsomeJ99YP6

Jim HandsomeJABU6B

Jim HandsomJKQQ33

Jim HandsomeLAJR6D

Jim HandsomeLFPNND

Jim HandsomeM3XEGX

Jim HandsomeMDD9UC

Jim HandsomeMYY3KX

Jim HandsomeN7XPBC

Jim HandsomeNKU4B7

Jim HandsomeNZR7X6

Jim HandsomeP2XZ7A

Jim HandsomePEMW99
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TABLE 1
 Question 39 - Examination Questions

ResponseWebCode

Jim HandsomePHLBTC

Jim HandsomeQ328NT

Jim HandsomeQ9QRRA

Jim HandsomeQCCAAU

Jim HandsomeQPXBKL

Jim HandsomeQR2H68

Jim HandsomeR9AVZA

JimHandsomeRLZJF3

Jim HandsomeTBUXQF

Jim HandsomeTWBK68

Jim HandsomeUGDP88

Jim HandsomeUU4CNZ

Jim HandsomeUWP4P6

Jim HandsomeUWZRKH

Jim HandsomeUYTY99

Jim HandsomeVCZ8PQ

Jim HandsomeVMY6B6

Jim HandsomeVQXF86

Jim HandsomeVTKXPP

Jim HandsomeVVNQG3

Jim HandsomeW4XGJ7

Jim HandsomeW98U26

Jim HandsomeWPV8FW

Jim HandsomeXDH8J3

Jim HandsomeXURWW4

Jim HandsomeXV3YH3

Gordon JamersonY8QK23

Jim HandsomeYCL3NU

Jim HandsomeYH86LY

Jim HandsomeZ2GJHK
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TABLE 1
 Question 39 - Examination Questions

ResponseWebCode

Jim HandsomeZ7XNEU

Jim HandsomeZNNNZC

Question 39: What is the full name of the contact who has a close-up picture of a cat's face for their profile photo?

Jim Handsome Consensus Result:

 Expected Response Explanation:
Contact profile photos are stored in data/data/com.android.providers.contacts/files/photos. Within this 
directory are three photos, including one of a cat with the filename of “1”. The “contacts” table in 
/data/data/com.android.providers.contacts/databases/contacts2.db indicates the “photo_file_id” of “1” corresponds to 
contact_id of "7" which is linked to Jim Handsome in the raw_contacts table. The Cellebrite contacts tab correlates the 
above database records to associate the relevant contacts to the photos.

 Expected Response Illustration:
Cellebrite contact pane with Jim Handsome profile photo
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TABLE 1
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Question 40: What size and kind of beverage (other than a milkshake) did the user order at Chick-fil-A on 
December 8, 2020?

Large Chick-fil-A® Diet Lemonade and variations representing the same information Manufacturer ' s 
 Expected Response:

ResponseWebCode

size : Large , kind : Diet Lemonade2MC97B

Large Chick-fil-AÂ® Diet Lemonade2QFHGZ

Large Chick-fil-A ® Diet Lemonade2V7RQX

LG DIET LEMONADE3LETCX

Large Chick-fil-A Diet Lemonade44E4VU

Large Chick-fil-A® Diet Lemonade4K3EHW

Large Chick-fil-A® Diet Lemonade4NRJQK

Large Diet Lemonade4TG3JQ

Large Chick-fil-A® Diet Lemonade6GX8GW

Large Chick-fil-AA Diet Lemonade6U42BU

Large Chick-fil-A Diet Lemonade7JBXVH

Large Chick-Fil-A diet lemonade7JJCQE

Large Chick-fil-A Diet Lemonade8B2ZBT

Large Chick-Fil-A Diet lemonade8NQZ3V

Large Chick-fil-A® Diet Lemonade 1 $2.399C78QQ

Large Chick-fil-A Diet Lemonade9HHYJC

Large Chick-fil-a Diet LemonadeB3F9DQ

Large Chick-fil-A® Diet LemonadeB8BZLM

Large Chick-fil-A® Diet LemonadeBEBE9A

Large Chick-fil-A Diet LemonadeBH92XQ

Large Chick-fill-A Diet LemonadeBPQALN

Diet LemonadeBTU67Q

Large Diet LemonadeBUL4JP

Large Chick-fil-A® Diet LemonadeBUZM4L

Large Chick fill AA Diet LemonadeBVTL28

Large Chick-fil-A® Diet LemonadeC79P3P

Large Chick-fil-A Diet LemonadeCBPXQN
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TABLE 1
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ResponseWebCode

Large Chick-fil-A® Diet LemonadeCMW3GG

Large Chick-fil-A® Diet LemonadeCNYNEH

Large Chick-fil-A diet lemonadeCQKEFM

Large Chick-fil-A Diet LemonadeDENLTG

Large Chick-fil-A Diet LemonadeE3NJJK

Large Chick-fil-A® Diet LemonadeE8HDGL

Large Diet LemonadeEZZ9KE

Large Chick-fil-A® Diet LemonadeFF8LEG

Large Chick-fil-A Diet LemonadeFHXMK6

Large Chick-Fil-A Diet LemonadeFN2Q9H

Diet Lemonade Large.G26EZC

- Kind: Diet Lemonade, - Size : LargeG64QVC

Large Chick-fil-A Diet LemonadeG8R3VH

Large Diet LemonadeGMJZWD

Large diet limonadeJ2FXXE

Large Chick-fil-A Diet LemonadeJ3QZJD

Large Chick-fil-A® Diet LemonadeJ6G2P2

Large, Diet LemonadeJ99YP6

Large Chick-Fil-A Diet LemonadeJABU6B

Large Diet LemonadeJKQQ33

Failed to parse HTML content , you can switch to "Text" to view the content. Text only provides 
<u></u>

LAJR6D

Large Chick-fil-A® Diet LemonadeLFPNND

Large Chick-Fil-A Diet LemonadeM3XEGX

Large Chick-fil-A® Diet LemonadeMDD9UC

Large Chick-Fil-A Diet LemonadeMYY3KX

Chick-fil-A Spicy Chicken Sandwich Meal, Spicy Chicken Sandwich, Medium Chick-fil-A Waffle Potato 
Fries

N7XPBC

Large Diet LemonadeNKU4B7

Large Diet LemonadeNZR7X6

Large Chick-fil-A Diet LemonadeP2XZ7A
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TABLE 1
 Question 40 - Examination Questions

ResponseWebCode

Large Chick-fil-A® Diet LemonadePEMW99

Large Chick-fil-AÂ® Diet LemonadePHLBTC

Large Chick-fil-A Diet LemonadeQ328NT

Large Chick-Fil-A Diet LemonadeQ9QRRA

Large Diet LemonadeQCCAAU

Large Diet LemonadeQPXBKL

Large, Chick-fil-A® Diet LemonadeQR2H68

Large Chick-fil-A® Diet LemonadeR9AVZA

Large Chick-Fil-A® Diet LemonadeRLZJF3

Large Chick-fil-A® Diet LemonadeTBUXQF

Large Chick-fil-A® Diet LemonadeTWBK68

Large Chic-fil-a Diet LemonadeUGDP88

Large diet lemonadeUU4CNZ

Large Chick-fil-A® Diet LemonadeUWP4P6

Large Diet LemonadeUWZRKH

Large Chick-fil-A® Diet LemonadeUYTY99

Large Diet LemonadeVCZ8PQ

Large Diet LemonadeVMY6B6

Large Chick-fil-A® Diet LemonadeVQXF86

Large Chick-fil-A® Diet LemonadeVTKXPP

Large Chick-fil-A Diet LemonadeVVNQG3

n/aW4XGJ7

Large Chick-fil-A® Diet LemonadeW98U26

Large Chick-fil-A® Diet LemonadeWPV8FW

Large Diet LemonadeXDH8J3

Large Chick-fil-A® Diet LemonadeXURWW4

Large Chick-fil-A® Diet LemonadeXV3YH3

Large Chick-fil-A® Diet LemonadeY8QK23

Large Chick-fil-A® Diet LemonadeYCL3NU

Large Chick-fil-A® Diet LemonadeYH86LY
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TABLE 1
 Question 40 - Examination Questions

ResponseWebCode

Large Diet LemonadeZ2GJHK

Large Diet LemonadeZ7XNEU

Large and Diet LemonadeZNNNZC

Question 40: What size and kind of beverage (other than a milkshake) did the user order at Chick-fil-A on December 
8, 2020?

Large Chick-fil-A® Diet Lemonade and variations representing the same information Consensus Result:

 Expected Response Explanation:
Order data for the Chick-fil-A app is stored in a realm database 
data/data/com.chickfila.cfaflagship/files/default.realm.
The class_orderEntity table contains information for this order at id:1 under “lineItems”.

 Expected Response Illustration:
Cellebrite database view of default.realm
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mongoDB Realm Studio view of default.realm
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TABLE 1
 Question 41 - Examination Questions

Question 41: From what Starbucks store (number) did the user make a purchase on November 7, 2020? 
(Provide store number only)

10622 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Starbucks store number : 0106222MC97B

"storeNumber" : "10622",2QFHGZ

106222V7RQX

106223LETCX

1062244E4VU

4K3EHW

106224NRJQK

106224TG3JQ

106226GX8GW

24016U42BU

106227JBXVH

106227JJCQE

106228B2ZBT

0106228NQZ3V

106229C78QQ

106229HHYJC

No answer foundB3F9DQ

010622B8BZLM

10622BEBE9A

10622BH92XQ

10622BPQALN

10622BTU67Q

10622BUL4JP

10622BUZM4L

Store number is 010622BVTL28

10622C79P3P

10622CBPXQN
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TABLE 1
 Question 41 - Examination Questions

ResponseWebCode

10622CMW3GG

10622CNYNEH

010622CQKEFM

10622DENLTG

10622E3NJJK

10622E8HDGL

10622EZZ9KE

10622FF8LEG

10622FHXMK6

10622FN2Q9H

15954430282G26EZC

10622G64QVC

10622G8R3VH

10622GMJZWD

10622J2FXXE

10622J3QZJD

10622J6G2P2

10622J99YP6

10622JABU6B

10622JKQQ33

8635LAJR6D

10622LFPNND

10622M3XEGX

10622MDD9UC

10622MYY3KX

10622N7XPBC

10622NKU4B7

010622NZR7X6

10622P2XZ7A

10622PEMW99
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TABLE 1
 Question 41 - Examination Questions

ResponseWebCode

10622PHLBTC

10622Q328NT

10622Q9QRRA

10622QCCAAU

010622QPXBKL

10622QR2H68

10622R9AVZA

10622RLZJF3

10622TBUXQF

10622TWBK68

010622UGDP88

10622UU4CNZ

010622, also listed as 10622UWP4P6

10622UWZRKH

010622UYTY99

10622VCZ8PQ

10622VMY6B6

10622VQXF86

10622VTKXPP

10622VVNQG3

10622W4XGJ7

010622W98U26

10622WPV8FW

10622XDH8J3

10622XURWW4

10622XV3YH3

10622Y8QK23

Not foundYCL3NU

10622YH86LY

10622Z2GJHK
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 Question 41 - Examination Questions

ResponseWebCode

10622Z7XNEU

Starbucks store number( 010622)ZNNNZC

Question 41: From what Starbucks store (number) did the user make a purchase on November 7, 2020? (Provide 
store number only)

10622 Consensus Result:

 Expected Response Explanation:
User data for the Starbucks app is stored in a realm database 
/data/data/com.starbucks.mobilecard/files/userStarbucks.realm.
The class_Transaction table contains information for visits. There is only one visit in the table, 11/7/2020 9:08:44 PM, 
at store number 10622.

 Expected Response Illustration:
Cellebrite database view of userStarbucks.realm

mongoDB Realm Studio view of userStarbucks.realm
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Additional Comments
TABLE 2

Additional CommentsWebCode

We will need lowimage file(dd,bin) not cellebrite case(ufc).2MC97B

The entire process is very tool specific. I have raised this issue in the past. Depending on the 
tool used, then not all answers will be identified. It’s not just about you supplying a ufd file. ISO 
accredited Labs have to operate within their accredited methods and that is also tool specific. 
Questions such as tool version is unfair of practitioners not familiar with UFED. Running fuzzy 
wizard / App Genie etc similarly fall into that.

4TG3JQ

Question #37 – I’m not sure if you were asking for the account name in addition to or instead 
of the application name but it is gordonjamerson9@gmail.com Question #38 - On 
11/7/2020 – an email was received from Google photos also- it had the word welcome in it, 
but the wording of the question makes it sound like you are only requesting 1 service. 
Facebook seemed the more obvious since Welcome was in the subject line.

B8BZLM

QUESTION 22: The answer could be 16 or 26, depending on how one defines “SMS”. There 
are 26 unread messages (out of 60 total) indicated within the sms() table in mmssms.db. 16 of 
these are from com.android.providers.telephony and 10 from com.android.mms. This would 
arguably indicate that these 10 messages are actually MMS messages and the correct answer 
is 16. On the other hand, one could argue that since Android lists them all within the sms() 
table, the correct answer is 26. I ran this image through Magnet Axiom and it lists all 60 text 
messages (including all 26 unread text messages) as "SMS", further muddying the water. 
Assuming further that we are looking for all 26 unread sms() entries, how do we define 
“unique”. Based on unique timestamps on the device, the answer is 26. However, there are 
two messages that were recorded two seconds apart on 11/28 that contain the same message 
body. If those are not considered unique, the answer then becomes 25.

BUZM4L

2. The answer given is SHA1 base 16. Another SHA1 base 32 is: 
OC7RYBSUMGC2FCZ46Z3WFTEP6VQ5DWCU. The question is not specific to which SHA1 
hash function should be used. 6. The question asks for the model name / number, but the 
example given only has the model name. This could be confusing for test takers. 19. LG 
GSM_LM-X420MM 
K40.zip/data/data/ch.protonmail.android/shared_prefs/ch.protonmail.android_preferences.xm
l 30. BRD Bitcoin Wallet. BTC, Bitcoin Cash, Ethereum is also referred to as breadwallet.

C79P3P

The Scenario and Item Description document dated 23-Feb-21 incorrectly identified the 
extraction type as a physical extraction.

G8R3VH

Question 8: The extraction report did not clearly state what timezone the handset was 
configured in. This answer was formed from the Last Activation Time (showing as UTC+0). The 
report was not altered and settings left to show date/times same as original device. Question 
20: Multiple searches for strigiformes within the extraction came back with zero results. The 
only hit I found was for a google search for Owls but believed this was not the correct answer. 
Question 37: Searching through the app's database, I found it was linked with multiple 
accounts but nothing was visible in regards to which tokens where configured with the Authy2 
app. The question suggests one app/token is configured but I could not locate any information 
on configuration.

GMJZWD

Question 10: The device phone number (MSISDN) was not parsed and no number was listed 
in the common locations of that information, telephony.db or simcard.dat in this extraction but 
the number 17036499750 was listed at the path 
“/data/user_de/0/com.android.server.telecom/phone-account-registrar-state.xml” with the 
carrier and ICCID with service. The same number was also listed under user accounts such as 

J3QZJD
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TABLE 2

Additional CommentsWebCode

the Chick-fil-A mobile application, Instagram, WhatsApp, and mms preferences.

As before there seems to be some problem with the file you guys are putting out. I get different 
results each time I open my Physical Analyzer and load the same file. Some words, MAC 
addresses etc. just do not exist in any way shape or form in an overall search and advanced 
searches. I cannot provide answers that do not appear in my extraction.

LAJR6D

This Pt has been provided alongside a UFD dump file which has an associated zip file. this PT 
has been developed with UFED as a tool preference, however to validate and identify best 
evidence, other vendor tools have been used to come to these conclusions.

NKU4B7

For question 20, I searched for the string using Cellebrite Physical Analyzer, Oxygen Forensic 
Detective, EnCase Forensic, and AXIOM Examine. None of the tools located this string in the 
image.

UWZRKH

The format HH:MM AM/PM is not a format commonly used in the UK. I have researched how 
this should look and although it appears the time should not be given in a 24hr format there 
appears to be no clear guidance to define if the preceding 'hour' zero should be dropped.

WPV8FW

Question 22 Comment: The messages in the sms tab of the mmssms.db database file include 
a total of 26 unread messages. However 10 of those messages contain a shortened link or 
such that could classify it as an mms message. Therefore there are 26 total unread messages 
but 16 true unread sms messages. This was a little confusing. Question 25 Comment: This 
question like some others do not indicate a UTC timezone. The answer was assumed to be in 
UTC + 0 and matched to the MM:SS to get a clear answer. I think if some questions indicate a 
timezone and others do not it can be confusing forcing some assumption on the analysts part. 
Question 26 Comment: For this question UTC is listed as the timezone in that format however 
in Question 23 it is indicated as UTC + 0. I think there should be more consistency in the 
timezone formats throughout the test. Question 38 Comment: My answer for this question was 
Facebook as I think that is what is expected however I think an argument could be made for the 
answer Google Photos. The text "Welcome to Google Photos" is listed in the subject of the 
email. The subject line also reads "Finish setting up your account" which could also serve as an 
account confirmation in my opinion.

Z7XNEU

thank you...ZNNNZC

-End of Report-
(Appendix may follow)
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