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Participants were provided with data yielded from a logical extraction of an iPhone. They were asked to analyze the 
data and answer scenario based questions utilizing their own tools and methods. Data were returned from 87 
participants and are compiled in the following tables:
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Summary Comments 6

Table 1: Digital Evidence Responses 7

Table 2: Additional Comments 168

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - iOS Analysis Test 20-5551

The Mobile Digital Evidence – iOs Analysis test consisted of evidence data acquired from a smart phone in the .TAR 
file format. Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing their own 
software and methods.

SAMPLE PREPARATION: 
A scripted scenario, based upon a case involving the ownership determination of a phone found after a protest 
demonstration, was created to generate user data on the evidence iPhone device. The execution of the scripted crime 
took place in between June and July of 2020. An iPhone 6s smart phone was used to perform the activities and 
generate the intended artifacts.

The phone data was acquired through a logical extraction of the smart phone utilizing Cellebrite software. Following 
sample validation, the phone data was converted into a .TAR compressed file. This file was uploaded to the CTS portal 
for participants to download. MD5 and SHA-1 algorithms were run on the compressed zip file to generate unique 
hash values to allow participants to validate the successful download of the file.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure the expected 
results could be achieved. Results from the predistribution laboratories were reviewed and certain questions were 
removed or rephrased as necessary.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

The iPhone was recovered from lost and found after a protest demonstration in Washington, DC. A logical image of 
the iPhone was created and you have been tasked with analyzing the forensic image of this iPhone utilizing your own 
tools and methods. The extracted image has been provided to the examiner as abandoned property for the purpose of 
determining ownership information and reviewing the contents for any contact information for the owner, and any 
data of relevance to the examiner’s organization.
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Mobile Digital Evidence - iOS Analysis Test 20-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What was the START date and time of the phone extraction ?  Provide the answer in the time zone set for the 
 device using the following format :  MM / DD / YYYY HH : MM AM / PM .

1

07/08/2020 09:01 PM

 Extract the  . tar file from the downloaded  . zip file and provide the SHA 256  HASH for this  . tar file .2

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79

 What method / type of extraction was performed ?3

Logical

 What is the version of extraction software used ?4

7.35.1.15

 On what date was this device reset  ( erasing all content and settings ) ?  Provide date in the following format : 
 Month Day ,  Year .

5**

June 9, 2020

 What is the model name of this phone  ( e . g .  iPhone  4 c ) ?6

iPhone 6s

 What is the version of the operating system on this phone ?7

13.5.1

 What is the set time zone for this phone ?  Provide answer exactly as shown by the device .8

America/New_York

 What is the ICCID number associated with this phone ?9

8901260063977237043

 Provide the Device Phone Number  ( MSISDN ).10

1-703-665-8672

 What is the language setting for this phone ?11

en-US

 Was icloud backup enabled ?  Provide a Yes / No response .12

No

 Provide the AppleID associated with this phone .13

jon.daniels39@icloud.com

 What is the SSID  ( name )  of the LAST WiFi Hotspot connected to this phone ?14

MBR-f4b
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Mobile Digital Evidence - iOS Analysis Test 20-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the BSSID of the WiFi Hotspot connected to this phone on  6 / 28 / 2020  at  12 : 52 : 33  PM  ( UTC - 4 ) ?15

0A:6C:6C:5E:B6:02

 What is the make and model of the device with MAC Address  00 : 6 A : 8 E : 02 : E 9 : 2 E ?16

TaoTronics TT-BH041

 What is the name of the user - installed  ( i . e .  non - Apple )  email app ?17

ProtonMail

 What is the version of the user - installed  ( i . e .  non - Apple )  email app ?18

40.9.3

 What is the email address associated with the user - installed  ( i . e .  non - Apple )  email app ?19

jondaniel2020@protonmail.com

 What is the email address associated with the native  ( i . e .  Apple )  email app ?20

jon.daniels39@icloud.com

 How many unique SMS messages were RECEIVED FROM the phone number associated with the contact listed 
 as  " Mark " ?

21

9

 How many unique unread SMS messages are on the phone ?22

6

 Where did the device owner agree to meet on July  4 ?23

Lafayette Square

 What contact  ( name )  has the phone number  " 202 - 762 - 1401 "  listed as a  " Pager "  number in the iOS address 
 book ?

24

James Roberts

 What phone number did the phone miss a call from on June  24 ,  2020 ?25

12104087024

 What contact  ( name )  called the phone on July  4 ,  2020  at  6 : 31  PM ?26

Mark

 How many outgoing calls were made from this phone ?27

5
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Mobile Digital Evidence - iOS Analysis Test 20-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What was the date and time of the LAST outgoing call ?  Provide the answer in the time zone set for the device 
 using the following format :  MM / DD / YYYY HH : MM AM / PM  ( Offset ).

28

07/04/2020 06:38 PM (UTC-4)

 With what service or application is the number  2029459404  associated ?29

TextNow

 What health - related app did the user install ?30

Renpho

 Describe the content of the file with MD 5  Hash a 17 ff 17 faf 23 d 3 fa 09 b 943 c 7 b 530 d 24 f .31

Rick Roll, Rick Astley, Never Gonna Give You Up, Music Video

 What is the address for the stored location in the Google Maps application ?32

21331 Gentry Dr, Sterling, VA 20166

 What location did the user search in Maps ?33

Monument avenue richmond

 Did the flash fire when taking the photo captured on  6 / 28 / 2020  at  12 : 57 : 10  PM ( UTC - 4 ) ?  Provide a Yes / No 
 response .

34

No

 When did the user LAST visit news . google . com in the Safari browser ?  Provide the answer in the time zone set 
 for the device using the following format :  MM / DD / YYYY HH : MM AM / PM  ( Offset ).

35

07/05/2020 01:07 PM (UTC-4)

 What type of payment card website did the user visit in the Chrome browser ?36

Prepaid reloadable debit, Vanilla, or My Vanilla

 What did the user create a reminder to do ?37

Backup phone

 When was the user scheduled to end his visit to DC ?  Provide the answer in the time zone set for the device 
 using the following format :  MM / DD / YYYY HH : MM AM / PM  ( Offset ).

38

07/03/2020 07:59 PM(UTC-4)

 What are the location coordinates of the device on  6 / 28 / 2020  at  12 : 51 : 59  PM  ( UTC - 4 ) ?  Provide your 
 response using the following format :  Latitude ,  Longitude .

39

37.558086, -77.467195

 Provide the content of a note created with the notes app .40

Something noteworthy
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Mobile Digital Evidence - iOS Analysis Test 20-5551

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone in .tar file format, and a series of questions related to the extracted data (See 

Manufacturer’s Information for preparation details, test scenario, and test questions).

The participants were requested to analyze various digital artifacts including: phone and network settings, 

applications, communications, web browser history, and Geo-Location information. 

Of the 40 questions, 39 reached a consensus when formatting differences and a few software tool-related variations 

were considered. Consensus was determined based on the total number of participants returning results per question. 

The question where a consensus was not achieved (#5) asked, "On what date was this device reset (erasing all 

content and settings)?". The majority of participants reported the expected response of June 9, 2020 however, since 

the time zone was not specified in the question and the phone was reset late at night, different time zones may have 

shown the reset occuring on the following day, June 10, 2020. Another subset of participants (21%) reported July 5, 

2020, and the remainder of the population reported various other dates.

Please Note: Several forensic software tools were utilized during the validation of this test and may be referenced 

during the discussion of results. CTS does not endorse any particular tools.
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Mobile Digital Evidence - iOS Analysis Test 20-5551

Digital Evidence Responses
TABLE 1

 Question 1
Question 1: What was the START date and time of the phone extraction? Provide the answer in the time 
zone set for the device using the following format: MM/DD/YYYY HH:MM AM/PM.

07/08/2020 09:01 PM
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

07/08/2020 09:01 PM232E3H

07/08/2020 09:01 PM23R6RY

07/08/2020 09:01 PM (UTC -5)2MP2LK

08/07/2020 09:01 PM2U4K6K

07/08/2020 09:01:51 PM2UJ7EL

07/08/2020 21:01:51pm2ZD34D

7/8/2020 21:01 PM (UTC-5)3LXYYV

08/07/2020 21:01 PM4KQATB

07/08/2020 09:01 PM4VD9JG

07/08/2020 09:01 PM6LKHCE

8.07.2020 09:01:51 pm6R89XA

07/08/2020 09:01 PM73ULRR

07/08/2020 09:01 PM7FEZVR

07/08/2020 09:01 PM7NZ8BH

07/08/2020 09:01 PM7TZH7H

07/08/2020 09:01:51 PM7WXYJC

07/08/2020 09:01 pm82KA7F

07/08/2020 21:01 PM8E9BN8

7/8/2020 9:01:51 PM8FY44R

7/8/2020 9:01:51 PM8XED4T

07/08/2020 09:01 PM93EEZE

07/08/2020, 09:01:51 PM9AEVD6

07/08/2020 09:01 PM9C38CB

07/08/2020 21:01:519J3RE7

07/08/2020 21:01 PMA8PRHD

07/08/2020 09:01 PMAB3RE6

07/08/2020 09:01 PMAJGDN9
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 1

ResponseWebCode

07/08/2020 09:01 PMAUEEZC

07/08/2020 21:01 PMB7LJQ6

07/08/2020 21:01 PMBGDYWL

07/08/2020 09:01 PM (UTC-5)BK4CEC

07/08/2020 9:01 PMCMVPWM

07/08/2020 09:01 PMCTTKD8

07/08/2020 09:01PMDDYEJ4

7/8/2020 9:01 PMDGXQF4

7/8/2020 9:01 PMDJL3EA

08/07/2020 21:01 PMEKZT67

07/08/2020 21:01 PMET7TE8

07/08/2020 09:01:51 PMFNQKQ8

07/08/2020 9:01 PMFXKMCH

7/8/2020 9:01:51 PMG3E42G

08/07/2020 21:01:51 PMGA8EUY

07/08/2020 09:01 PMGJTH2X

07/08/2020 09:01 PMGXBBQ6

07/08/2020 09:01 PMHBTH3W

07/08/2020 09:01 PMHRJN96

07/08/2020 09:01 PMJRWEYZ

07/08/2020 09:01 PMKQZJPW

07/08/2020 21:01L2Z97X

07/08/2020 09:01 PML78WJY

07/08/2020 09:01 PMLDRZQ3

07/08/2020 09:01 PMLUED6U

07/08/2020 09:01 p. m.MK4BJT

7/8/2020 9:01:51 PMP94MFP

07/08/2020 09:01 PMPBRYEU

07/08/2020 21:01 PMPRFA2W

07/08/2020 09:01 PMPVHA3U

07/08/2020 09:01 PMPZYA29
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 1

ResponseWebCode

07/08/2020 09:01 PMQ9J39W

07/08/2020 21:01 PMQBL2JP

7/8/2020 21:01QTQBNV

08/07/2020 at 09:01 PMQZTKUN

07/08/2020 09:01 PMRA9UVM

07/08/2020 09:01:51 PMRWD889

07/08/2020 09:01 PMT6DJYU

07/08/2020 09:01:51 PMTGQJVM

07/08/2020 9:01 PMTL2WDL

07/08/2020 09:01 PMU2P8ZN

START: 07/08/2020 9:01 PM, END: 07/08/2020 9:02 PMUCYFWG

7/8/2020 9:01:51 PMUM9CJR

7/8/2020 9:01:51 PMUPZBXQ

07/08/2020 17:01 PMUQBAVK

07/08/2020 09:01:51 PMUTYLUQ

7/8/2020 9:01 PMV6M9DQ

08/07/2020 21:01:51 (9:01:51 PM)VJC6V2

07/08/2020 09:01 PMVU246Q

7/8/2020 9:01:51 PMWJ3TAP

07/08/2020 09:01 PMWX466N

7/08/2020 09:01 PMX78WMG

07/08/2020 09:01PMX8ZRAP

07/08/2020 09:01 PMXJGCUL

07/08/2020 9:01 PM EST (UTC -05:00)XY9AWG

7/8/2020 9:01:51 PMXYELUY

07/08/2020 21:01PM or 9:01PMYQ9AWF

07/08/2020 9:01 PMZ8D34E

07/08/2020 09:01:51 PMZB38DY

07/08/2020 09:01 PMZX8VNE

Copyright © 2020 CTS, Inc( 9 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 1

Question 1: What was the START date and time of the phone extraction? Provide the answer in the time 
zone set for the device using the following format: MM/DD/YYYY HH:MM AM/PM.

07/08/2020 09:01 PM and all formatting styles including different time zones which represent the 
same information.

 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
AppleDevice_AdvancedLogical.ufd

Cellebrite Extraction Summary
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 2

Question 2: Extract the .tar file from the downloaded .zip file and provide the SHA256 HASH for this .tar 
file.

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79232E3H

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC7923R6RY

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC792MP2LK

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC792U4K6K

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc792UJ7EL

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC792ZD34D

SHA256 1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC793LXYYV

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc794KQATB

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc794VD9JG

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc796LKHCE

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC796R89XA

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC7973ULRR

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC797FEZVR

SHA256: 1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC797NZ8BH

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC797TZH7H

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC797WXYJC

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc7982KA7F

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC798E9BN8

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC798FY44R

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC798XED4T

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc7993EEZE

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC799AEVD6

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC799C38CB

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC799J3RE7

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79A8PRHD

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79AB3RE6

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79AJGDN9

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79AUEEZC
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 2

ResponseWebCode

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79B7LJQ6

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79BGDYWL

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79BK4CEC

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79CMVPWM

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79CTTKD8

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79DDYEJ4

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79DGXQF4

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79DJL3EA

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79EKZT67

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79ET7TE8

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79FNQKQ8

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79FXKMCH

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79G3E42G

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79GA8EUY

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79GJTH2X

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79GXBBQ6

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79HBTH3W

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79HRJN96

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79JRWEYZ

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79KQZJPW

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79L2Z97X

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79L78WJY

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79LDRZQ3

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79LUED6U

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79MK4BJT

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79P94MFP

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F24BC79PBRYEU

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79PRFA2W

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79PVHA3U

SHA256: 1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79PZYA29

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79Q9J39W
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 2

ResponseWebCode

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79QBL2JP

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79QTQBNV

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79QZTKUN

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79RA9UVM

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79RWD889

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79T6DJYU

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79TGQJVM

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79TL2WDL

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79U2P8ZN

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79UCYFWG

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79UM9CJR

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79UPZBXQ

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79UQBAVK

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79UTYLUQ

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79V6M9DQ

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79VJC6V2

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79VU246Q

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79WJ3TAP

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79WX466N

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79X78WMG

1434EE7DC7A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79X8ZRAP

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79XJGCUL

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79XY9AWG

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79XYELUY

SHA-256 Hash 1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79YQ9AWF

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79Z8D34E

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79ZB38DY

1434ee7dc7a233a645250211975f17d50f3a90534d78f5e1baf66e14f242bc79ZX8VNE
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 2

Question 2: Extract the .tar file from the downloaded .zip file and provide the SHA256 HASH for this .tar 
file.

1434EE7DC7A233A645250211975F17D50F3A90534D78F5E1BAF66E14F242BC79 Consensus Result:

 Expected Response Explanation:
Any reliable hashing tool can be used to calculate the SHA256 digest for the extracted file.

 Expected Response Illustration:
PowerShell hash calculation of iPhoneBackup.tar

Linux sha256deep hash calculation of iPhoneBackup.tar
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TABLE 1
 Question 3

Question 3: What method/type of extraction was performed?

Logical
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Logical232E3H

Logical23R6RY

Logical2MP2LK

Logical2U4K6K

Logical2UJ7EL

Advanced Logical2ZD34D

Logical extraction3LXYYV

Logical4KQATB

Logical4VD9JG

Logical6LKHCE

Logical6R89XA

Logical73ULRR

Logical7FEZVR

Logical7NZ8BH

LOGICAL7TZH7H

Logical7WXYJC

Logical82KA7F

Advanced Logical8E9BN8

Logical8FY44R

Logical8XED4T

Logical93EEZE

ExtractionMethod=iPhone 6s, ExtractionType=Logical (AppleDevice_AdvancedLogical.ufd)9AEVD6

Logical9C38CB

Logical9J3RE7

LogicalA8PRHD

Cellebrite LogicalAB3RE6

Apple Device Advanced Logical ExtractionAJGDN9

LogicalAUEEZC

LogicalB7LJQ6
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TABLE 1
 Question 3

ResponseWebCode

LogicalBGDYWL

LogicalBK4CEC

LogicalCMVPWM

LogicalCTTKD8

LogicalDDYEJ4

logicalDGXQF4

LogicalDJL3EA

LogicalEKZT67

LogicalET7TE8

LogicalFNQKQ8

Advanced Logical method to obtain a Logical extraction.FXKMCH

ExtractionMethod=iPhone 6s/ExtractionType=LogicalG3E42G

LogicalGA8EUY

A Logical extraction was performed.GJTH2X

iPhone 6s/LogicalGXBBQ6

LogicalHBTH3W

Logical/Advanced LogicalHRJN96

LogicalJRWEYZ

LogicalKQZJPW

Advanced Logical according to Cellebrite Physical Analyzer, however the scenario lists it as a logical.L2Z97X

LogicalL78WJY

iPhone 6s LogicalLDRZQ3

LogicalLUED6U

LogicMK4BJT

LogicalP94MFP

LogicalPBRYEU

LogicalPRFA2W

LogicalPVHA3U

Logical ExtractionPZYA29

LogicalQ9J39W

LogicalQBL2JP
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 3

ResponseWebCode

LogicalQTQBNV

LogicalQZTKUN

Logical typeRA9UVM

LogicalRWD889

LogicalT6DJYU

LogicalTGQJVM

LogicalTL2WDL

LogicalU2P8ZN

LogicalUCYFWG

LogicalUM9CJR

LogicalUPZBXQ

LogicalUQBAVK

LogicalUTYLUQ

LogicalV6M9DQ

iPhone Backup Logical extractionVJC6V2

LogicalVU246Q

LogicalWJ3TAP

LogicalWX466N

LogicalX78WMG

LogicalX8ZRAP

LogicalXJGCUL

Advanced LogicalXY9AWG

LogicalXYELUY

LogicalYQ9AWF

LogicalZ8D34E

LogicalZB38DY

LogicalZX8VNE
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 3

Question 3: What method/type of extraction was performed?
Logical Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the ufd file.

 Expected Response Illustration:
AppleDevice_AdvancedLogical.ufd

Cellebrite Extraction Summary
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 4

Question 4: What is the version of extraction software used?

7.35.1.15
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

7.35.1.15232E3H

7.35.1.1523R6RY

7.35.1.152MP2LK

7.35.1.152U4K6K

7.35.1.152UJ7EL

7.35.1.152ZD34D

v. 7.35.1.153LXYYV

7.35.1.154KQATB

7.35.1.154VD9JG

7.35.1.156LKHCE

7.35.1.156R89XA

7.35.1.1573ULRR

7.35.1.157FEZVR

7.35.1.157NZ8BH

7.35.1.157TZH7H

7.35.1.157WXYJC

7.35.1.1582KA7F

7.35.1.158E9BN8

7.35.1.158FY44R

7.35.1.158XED4T

7.35.1.1593EEZE

7.35.1.159AEVD6

7.35.1.159C38CB

7.35.1.159J3RE7

7.35.1.15A8PRHD

7.35.1.15AB3RE6

7.35.1.15AJGDN9

7.35.1.15AUEEZC

7.35.1.15B7LJQ6
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 4

ResponseWebCode

7.35.1.15BGDYWL

7.35.1.15BK4CEC

7.35.1.15CMVPWM

7.35.1.15CTTKD8

7.35.1.15DDYEJ4

7.35.1.15DGXQF4

7.35.1.15DJL3EA

7.35.1.15EKZT67

7.35.1.15ET7TE8

7.35.1.15FNQKQ8

7.35.1.15FXKMCH

ExtractionSoftwareVersion=7.35.1.15G3E42G

7.35.1.15GA8EUY

Extraction software version 7.35.1.15GJTH2X

7.35.1.15GXBBQ6

7.35.1.15HBTH3W

7.35.1.15HRJN96

7.35.1.15JRWEYZ

7.35.1.15KQZJPW

7.35.1.15L2Z97X

7.35.1.15L78WJY

7.35.1.15LDRZQ3

7.35.1.15LUED6U

7.35.1.15MK4BJT

7.35.1.15P94MFP

7.35.1.15PBRYEU

7.35.1.15PRFA2W

7.35.1.15PVHA3U

7.35.1.15PZYA29

7.35.1.15Q9J39W

7.35.1.15QBL2JP
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 4

ResponseWebCode

7.35.1.15QTQBNV

7.35.1.15QZTKUN

7.35.1.15RA9UVM

7.35.1.15RWD889

7.35.1.15T6DJYU

7.35.1.15TGQJVM

7.35.1.15TL2WDL

7.35.1.15U2P8ZN

7.35.1.15UCYFWG

7.35.1.15UM9CJR

7.35.1.15UPZBXQ

7.35.1.15UQBAVK

7.35.1.15UTYLUQ

7.35.1.15V6M9DQ

Software Version 7.35.1.15VJC6V2

7.35.1.15VU246Q

7.35.1.15WJ3TAP

7.35.1.15WX466N

7.35.1.15X78WMG

7.35.1.15X8ZRAP

7.35.1.15XJGCUL

7.35.1.15XY9AWG

7.35.1.15XYELUY

7.35.1.15YQ9AWF

7.35.1.15Z8D34E

7.35.1.15ZB38DY

7.35.1.15ZX8VNE

Copyright © 2020 CTS, Inc( 21 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 4

Question 4: What is the version of extraction software used?
7.35.1.15 Consensus Result:

 Expected Response Explanation:
This value is recorded by the acquisition tool and stored in the .ufd file.

 Expected Response Illustration:
AppleDevice_AdvancedLogical.ufd
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Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 5

Question 5: On what date was this device reset (erasing all content and settings)? Provide date in the 
following format: Month Day, Year.

June 9, 2020
 Manufacturer ' s 
 Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

June 9, 2020232E3H

06/09/202023R6RY

The best guess is June 9, 2020, although the lack of a ".obliterated" file makes it harder to diagnose. - 
See comments regarding this answer.

2MP2LK

June 15 20202U4K6K

July 5, 20202UJ7EL

07/05/20202ZD34D

June 10,20203LXYYV

June 9th, 20204KQATB

June 9, 20204VD9JG

June 9, 20206LKHCE

07.05.2020 14:58:40(UTC-4)6R89XA

July 5, 202073ULRR

June 9, 20207FEZVR

June 9, 20207NZ8BH

JUNE 09, 20207TZH7H

June 15, 20207WXYJC

07/05,2020 (05-Jul-20 6:49:23 PM(UTC+0))82KA7F

07/05/20208E9BN8

6/9/20208FY44R

6/09/20208XED4T

06/09/202093EEZE

7/5/20209AEVD6

06/09/20209C38CB

06/15/20209J3RE7

June 9, 2020A8PRHD

06/10/2020AB3RE6

July 05, 2020AJGDN9

June 9, 2020AUEEZC

Copyright © 2020 CTS, Inc( 23 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 5

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

06/09/2020B7LJQ6

June 9, 2020BGDYWL

06/09/2020BK4CEC

06/09/2020CMVPWM

June 9, 2020CTTKD8

June 10, 2020DDYEJ4

6/9/2020DGXQF4

June 9, 2020DJL3EA

June 09, 2020EKZT67

07/05/2020ET7TE8

July 5th, 2020FNQKQ8

June 9, 2020FXKMCH

June 5, 2020G3E42G

June 9th, 2020GA8EUY

June 9th, 2020GJTH2X

June 9, 2020GXBBQ6

June 06, 2020HBTH3W

June 05, 2020HRJN96

06/09/2020JRWEYZ

June 09, 2020KQZJPW

June 9, 2020L2Z97X

June 9th, 2020L78WJY

June 9, 2020LDRZQ3

There is evidence that indicates the device was reset on June 9, 2020 (06/09/2020). Multiple databases 
created indicate a creation date of 6/09/2020, such as Addressbook.SQlitedb, Cellularusage.db, 
CallHistory.Storedata, and Datausage.sqlite. There are also data that indicates user activity beginning on 
6/15/2020, such as network data usage, SMS activity, and contact information. There is also 
com.apple.purplebuddy activity on 6/15/2020. This is a file that is used to store internal settings of an 
iPhone while an iPhone is being setup.

LUED6U

07/05/2020MK4BJT

7/5/2020P94MFP

Our lab does not offer this determinationPBRYEU

July 05, 2020.PRFA2W
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TABLE 1
 Question 5

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

June 9, 2020PVHA3U

June 9, 2020PZYA29

June 9, 2020Q9J39W

07/09/2020QBL2JP

7/5/2020 (See note in comments) [Table 2: Additional Comments]QTQBNV

7/5/2020QZTKUN

07/08/2020RA9UVM

June 9, 2020RWD889

June 9, 2020T6DJYU

6/15/2020 4:49:20 AM (UTC-7)TGQJVM

06/09/2020TL2WDL

June 9, 2020 or June 10, 2020U2P8ZN

July 5, 2020UCYFWG

June 9, 2020UM9CJR

July 8, 2020UPZBXQ

06/15/2020UQBAVK

06/15/2020UTYLUQ

The .obliterated file which includes the creation time stamp of when an iOS device is reset does not exist 
in this extraction. This file is not recovered during a logical extraction. It is suggested that June 9, 2020 
was the device reset date based upon the creation time of the AddresBook.sqlitedb, 
CallHistory.storedata, and sms.db. If referring to Last Activation Time: July 5, 2020.

V6M9DQ

07/05/2020VJC6V2

06/9/2020VU246Q

June 15, 2020WJ3TAP

June 9, 2020WX466N

6.09.2020X78WMG

June 09, 2020X8ZRAP

June 9, 2020XJGCUL

06/09/2020XY9AWG

June 9, 2020XYELUY

06/09/2020YQ9AWF

6/9/2020Z8D34E

July 5, 2020ZB38DY
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TABLE 1
 Question 5

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

Sometime prior to 06/09/2020ZX8VNE

Question 5: On what date was this device reset (erasing all content and settings)? Provide date in the 
following format: Month Day, Year.

While a majority (59%) of respondents provided the expected response, a consensus was not 
achieved for this question. The objective of this question was for the participants to review the 
timeline of filesystem events on the device, and identify when certain key operating system files 
were created, indicating a device reset.

 Consensus Result:

 Expected Response Explanation:
Viewing the extracted files in both Cellebrite and Autopsy shows significant filesystem activity (and generation of new 
data and log files consistent with reset and use) on June 9, and no such activity prior to that time.

 Expected Response Illustration:
Cellebrite Timeline view showing earliest Log Entries
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TABLE 1
 Question 5

Autopsy Timeline view showing creation dates for various database files
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TABLE 1
 Question 6

Question 6: What is the model name of this phone (e.g. iPhone 4c)?

iPhone 6s
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

iPhone 6s232E3H

iPhone 6s23R6RY

iPhone 6s (iPhone8,1)2MP2LK

iPhone 6s2U4K6K

Apple iPhone 6s2UJ7EL

iPhone 6S2ZD34D

iPhone 6s3LXYYV

iPhone 6S4KQATB

iPhone 6s4VD9JG

iPhone 6s6LKHCE

Iphone6s6R89XA

iPhone 6s73ULRR

iPhone 6s7FEZVR

iPhone 6s7NZ8BH

iPhone 6s7TZH7H

iPhone 6s7WXYJC

iPhone 6s82KA7F

iPhone 6s8E9BN8

iPhone 6s8FY44R

Apple iPhone 6s8XED4T

iPhone 6s93EEZE

iPhone 6S9AEVD6

iPhone 6s9C38CB

iPhone 6s9J3RE7

iPhone 6sA8PRHD

iPhone 6sAB3RE6

iPhone 6sAJGDN9

iPhone 6sAUEEZC

iPhone 6sB7LJQ6
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TABLE 1
 Question 6

ResponseWebCode

iPhone 6sBGDYWL

iPhone 6sBK4CEC

iPhone 6s (N71AP)CMVPWM

iPhone 6sCTTKD8

iPhone 6sDDYEJ4

iPhone 6sDGXQF4

iPhone 6sDJL3EA

iPhone 6sEKZT67

iPhone 6sET7TE8

iPhone 6sFNQKQ8

iPhone 6sFXKMCH

Model=iPhone 6sG3E42G

iPhone 6sGA8EUY

iPhone 6sGJTH2X

iPhone 6sGXBBQ6

Apple iPhone 6sHBTH3W

iPhone 6sHRJN96

iPhone 6sJRWEYZ

iPhone 6sKQZJPW

iPhone 6sL2Z97X

iPhone 6sL78WJY

iPhone 6sLDRZQ3

iPhone 6sLUED6U

iPhone 6sMK4BJT

iPhone 6sP94MFP

iPhone 6sPBRYEU

iPhone 6sPRFA2W

iPhone 6sPVHA3U

iPhone 6sPZYA29

iPhone 6sQ9J39W

iPhone 6sQBL2JP
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TABLE 1
 Question 6

ResponseWebCode

iPhone 6sQTQBNV

iPhone 6SQZTKUN

iPhone 6sRA9UVM

iPhone6sRWD889

iPhone 6sT6DJYU

iPhone 6sTGQJVM

iPhone 6sTL2WDL

iPhone 6sU2P8ZN

iPhone 6sUCYFWG

iPhone 6sUM9CJR

iPhone 6sUPZBXQ

iPhone 6sUQBAVK

iPhone 6sUTYLUQ

iPhone 6sV6M9DQ

iPhone 6sVJC6V2

iPhone 6sVU246Q

iPhone 6sWJ3TAP

iPhone 6sWX466N

iPhone 6sX78WMG

iPhone 6sX8ZRAP

iPhone 6sXJGCUL

iPhone 6sXY9AWG

iPhone 6sXYELUY

iPhone 6sYQ9AWF

iPhone 6sZ8D34E

iPhone 6sZB38DY

iPhone 6SZX8VNE
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TABLE 1
 Question 6

Question 6: What is the model name of this phone (e.g. iPhone 4c)?
iPhone 6s Consensus Result:

 Expected Response Explanation:
This value is parsed from /Backup/Info.plist (stored as Apple mobile device code) by the acquisition tool and stored in 
the ufd file.

 Expected Response Illustration:
Info.plist

AppleDevice_AdvancedLogical.ufd
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TABLE 1
 Question 7

Question 7: What is the version of the operating system on this phone?

13.5.1
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

13.5.1232E3H

13.5.123R6RY

13.5.12MP2LK

13.5.12U4K6K

13.5.12UJ7EL

13.5.12ZD34D

OS 13.5.13LXYYV

13.5.14KQATB

13.5.14VD9JG

13.5.16LKHCE

13.5.16R89XA

13.5.173ULRR

13.5.17FEZVR

13.5.17NZ8BH

13.5.17TZH7H

13.5.17WXYJC

13.5.182KA7F

13.5.18E9BN8

13.5.18FY44R

13.5.18XED4T

13.5.193EEZE

13.5.19AEVD6

13.5.19C38CB

13.5.19J3RE7

13.5.1A8PRHD

13.5.1AB3RE6

13.5.1AJGDN9

13.5.1AUEEZC

13.5.1B7LJQ6
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ResponseWebCode

13.5.1BGDYWL

13.5.1BK4CEC

13.5.1CMVPWM

13.5.1CTTKD8

13.5.1DDYEJ4

13.5.1DGXQF4

13.5.1DJL3EA

13.5.1EKZT67

13.5.1ET7TE8

13.5.1FNQKQ8

13.5.1FXKMCH

13.5.1G3E42G

13.5.1GA8EUY

13.5.1GJTH2X

13.5.1GXBBQ6

13.5.1HBTH3W

13.5.1HRJN96

13.5.1JRWEYZ

13.5.1KQZJPW

13.5.1L2Z97X

13.5.1L78WJY

13.5.1LDRZQ3

13.5.1LUED6U

13.5.1MK4BJT

13.5.1P94MFP

13.5.1PBRYEU

13.5.1PRFA2W

13.5.1PVHA3U

13.5.1PZYA29

13.5.1Q9J39W

13.5.1QBL2JP
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TABLE 1
 Question 7

ResponseWebCode

13.5.1QTQBNV

13.5.1QZTKUN

13.5.1RA9UVM

13.5.1RWD889

13.5.1T6DJYU

13.5.1TGQJVM

13.5.1TL2WDL

13.5.1U2P8ZN

13.5.1UCYFWG

13.5.1UM9CJR

13.5.1UPZBXQ

13.5.1UQBAVK

iOS 13.5.1UTYLUQ

13.5.1V6M9DQ

13.5.1VJC6V2

13.5.1VU246Q

13.5.1WJ3TAP

13.5.1WX466N

13.5.1X78WMG

13.5.1X8ZRAP

13.5.1XJGCUL

13.5.1XY9AWG

13.5.1XYELUY

13.5.1YQ9AWF

iOS 13.5.1Z8D34E

13.5.1ZB38DY

13.5.1ZX8VNE
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TABLE 1
 Question 7

Question 7: What is the version of the operating system on this phone?
13.5.1 Consensus Result:

 Expected Response Explanation:
This information is found in /Lockdown/device_values.plist.

 Expected Response Illustration:
device_values.plist
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TABLE 1
 Question 8

Question 8: What is the set time zone for this phone? Provide answer exactly as shown by the device.

America/New_York
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

America/New_York232E3H

(UTC-05:00) New_York (America)23R6RY

America/New_York2MP2LK

(UTC-05:00) New_York (America)2U4K6K

(UTC -05:00)New_York (America)2UJ7EL

(UTC-05:00) New_York (America)2ZD34D

(UTC-05:00) New_York (America)3LXYYV

UTC -05:00 New York (America)4KQATB

America/New_York4VD9JG

(UTC-05:00) New_York (America)6LKHCE

UTC-05:00 New York (america)6R89XA

(UTC-05:00) New_York (America)73ULRR

America/New_York7FEZVR

(UTC-05:00) New_York (America)7NZ8BH

America/New_York7TZH7H

(UTC-05:00) New_York (America)7WXYJC

(UTC-05:00) New_York (America)82KA7F

(UTC-05:00) New_York (America)8E9BN8

(UTC-05:00) New_York (America)8FY44R

(UTC-05:00) New_York (America)8XED4T

(UTC-05:00) New_York (America)93EEZE

(UTC-05:00) New_York (America)9AEVD6

New York9C38CB

America/New_York9J3RE7

America/New_YorkA8PRHD

(UTC-0500) New_York (America)AB3RE6

(UTC -05:00) New_York (America)AJGDN9

America/New_YorkAUEEZC

(UTC-05:00) New_York (America)B7LJQ6
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TABLE 1
 Question 8

ResponseWebCode

(UTC-05:00) New_York (America)BGDYWL

(UTC-05:00) New_York (America)BK4CEC

(UTC-05:00) New_York (America)CMVPWM

UTC-0500 New_York (America)CTTKD8

(UTC-05:00) New_York (America)DDYEJ4

(UTC-05:00) New_York (America)DGXQF4

(UTC-05:00) New_York (America)DJL3EA

(UTC-05:00) New_York (America)EKZT67

(UTC-05:00) New_York (America)ET7TE8

(UTC-05:00)New_York (America)FNQKQ8

(UTC-05:00) New_York (America)FXKMCH

(UTC-05:00) New_York (America)G3E42G

(UTC-05:00) New_York (America)GA8EUY

(UTC-05:00) New_York (America)GJTH2X

America/New_YorkGXBBQ6

(UTC-05:00) New_York(America)HBTH3W

(UTC -05:00) New York (America)HRJN96

America/New_YorkJRWEYZ

(UTC-05:00) New_York (America)KQZJPW

(UTC-05:00) New_York (America) this is from the Extraction Summary, however, in the 
device_values.plist file the TimeZone reports as America/New_York

L2Z97X

(UTC-05:00) New_York (America)L78WJY

(UTC-05:00) New_York (America)LDRZQ3

(UTC-05:00) New_York (America)LUED6U

(UTC-05:00) New_York (America)MK4BJT

(UTC-05:00) New_York (America)P94MFP

America/New_YorkPBRYEU

(UTC -05:00) New_York (America)PRFA2W

New_York (America)PVHA3U

(UTC-05:00) New_York (America)PZYA29

(UTC -05:00) New_York (America)Q9J39W

UTC-05:00 New York (American)QBL2JP
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ResponseWebCode

(UTC-05:00) New_York (America)QTQBNV

(UTC-05:00) New_York (America)QZTKUN

(UTC-05:00) New_York (America)RA9UVM

(UTC-05:00) New_York (America)RWD889

America/New_YorkT6DJYU

(UTC -05:00) New_York (America)TGQJVM

(UTC-05:00) New_York (America)TL2WDL

(UTC-05:00) New_York (America)U2P8ZN

(UTC-05:00) New_York (America)UCYFWG

America/New YorkUM9CJR

(UTC-05:00) New_York (America)UPZBXQ

(UTC -05:00)New York AmericaUQBAVK

(UTC-05:00) New_York (America)UTYLUQ

(UTC-05:00) New_York (America)V6M9DQ

TimeZone : string = America/New_YorkVJC6V2

(UTC-05:00) New_York (America)VU246Q

(UTC-05:00) New_York (America)WJ3TAP

America/New_YorkWX466N

(UTC-05:00) New_York (America)X78WMG

(UTC-05:00) New_York (America)X8ZRAP

America/New_YorkXJGCUL

(-05:00) New_York (America)XY9AWG

(UTC-05:00) New York (America)XYELUY

(UTC -05:00) New_York (America)YQ9AWF

America/New_YorkZ8D34E

(UTC-05:00) New_York (America)ZB38DY

(UTC-05:00) New_York (America)ZX8VNE
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TABLE 1
 Question 8

Question 8: What is the set time zone for this phone? Provide answer exactly as shown by the device.
America/New_York and all formatting styles which represent the same information. Consensus Result:

 Expected Response Explanation:
This information is found in /Lockdown/device_values.plist.

 Expected Response Illustration:
device_values.plist
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TABLE 1
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Question 9: What is the ICCID number associated with this phone?

8901260063977237043
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

8901260063977237043232E3H

890126006397723704323R6RY

89012600639772370432MP2LK

89012600639772370432U4K6K

89012600639772370432UJ7EL

89012600639772370432ZD34D

ICCID 89012600639772370433LXYYV

89012600639772370434KQATB

89012600639772370434VD9JG

89012600639772370436LKHCE

89012600639772370436R89XA

890126006397723704373ULRR

89012600639772370437FEZVR

89012600639772370437NZ8BH

89012600639772370437TZH7H

89012600639772370437WXYJC

890126006397723704382KA7F

89012600639772370438E9BN8

89012600639772370438FY44R

89012600639772370438XED4T

890126006397723704393EEZE

89012600639772370439AEVD6

89012600639772370439C38CB

89012600639772370439J3RE7

8901260063977237043A8PRHD

8901260063977237043AB3RE6

8901260063977237043AJGDN9

8901260063977237043AUEEZC

8901260063977237043B7LJQ6
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ResponseWebCode

8901260063977237043BGDYWL

8901260063977237043BK4CEC

8901260063977237043CMVPWM

8901260063977237043CTTKD8

8901260063977237043DDYEJ4

8901260063977237043DGXQF4

8901260063977237043DJL3EA

8901260063977237043EKZT67

8901260063977237043ET7TE8

8901260063977237043FNQKQ8

8901260063977237043FXKMCH

8901260063977237043G3E42G

8901260063977237043GA8EUY

8901260063977237043GJTH2X

8901260063977237043GXBBQ6

8901260063977237043HBTH3W

8901260063977237043HRJN96

8901260063977237043JRWEYZ

8901260063977237043KQZJPW

8901260063977237043L2Z97X

8901260063977237043L78WJY

8901260063977237043LDRZQ3

8901260063977237043LUED6U

8901260063977237043MK4BJT

8901260063977237043P94MFP

8901260063977237043PBRYEU

8901260063977237043PRFA2W

8901260063977237043PVHA3U

8901260063977237043PZYA29

8901260063977237043Q9J39W

8901260063977237043QBL2JP
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 Question 9

ResponseWebCode

8901260063977237043QTQBNV

8901260063977237043QZTKUN

8901260063977237043RA9UVM

8901260063977237043RWD889

8901260063977237043T6DJYU

8901260063977237043TGQJVM

8901260063977237043TL2WDL

8901260063977237043U2P8ZN

8901260063977237043UCYFWG

8901260063977237043UM9CJR

8901260063977237043UPZBXQ

8901260063977237043UQBAVK

8901260063977237043UTYLUQ

8901260063977237043V6M9DQ

ICCID : string = 8901260063977237043VJC6V2

8901260063977237043VU246Q

8901260063977237043WJ3TAP

8901260063977237043WX466N

8901260063977237043X78WMG

8901260063977237043X8ZRAP

8901260063977237043XJGCUL

8901260063977237043XY9AWG

8901260063977237043XYELUY

8901260063977237043YQ9AWF

8901260063977237043Z8D34E

8901260063977237043ZB38DY

8901260063977237043ZX8VNE
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TABLE 1
 Question 9

Question 9: What is the ICCID number associated with this phone?
8901260063977237043 Consensus Result:

 Expected Response Explanation:
This information is stored in /Backup/Info.plist.

 Expected Response Illustration:
Info.plist
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TABLE 1
 Question 10

Question 10: Provide the Device Phone Number (MSISDN).

1-703-665-8672
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+1 (703) 665-8672232E3H

+1703665867223R6RY

1-703-665-86722MP2LK

+1 (703) 665-86722U4K6K

+1 (703) 665-86722UJ7EL

+1 (703) 665-86722ZD34D

+1 (703) 665-86723LXYYV

+1 (703) 66586724KQATB

170366586724VD9JG

170366586726LKHCE

+1 (703) 665-86726R89XA

1703665867273ULRR

170366586727FEZVR

+1 (703) 665-86727NZ8BH

+170366586727TZH7H

170366586727WXYJC

+1 (703) 665-867282KA7F

+1 (703) 665-86720 170366586728E9BN8

+1 (703) 665-86728FY44R

+170366586728XED4T

+1 (703) 665-867293EEZE

+170366586729AEVD6

+170366586729C38CB

+1 (703) 665-86729J3RE7

17036658672A8PRHD

+1 (703) 665-8672AB3RE6

+ 1 (703) 665-8672AJGDN9

+1 (703) 665-8672AUEEZC

17036658672B7LJQ6
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ResponseWebCode

+1 (703) 665-8672BGDYWL

+17036658672BK4CEC

+1 (703) 665-8672CMVPWM

+1 (703) 665-8672CTTKD8

17036658672DDYEJ4

17036658672DGXQF4

17036658672DJL3EA

17036658672EKZT67

17036658672ET7TE8

+17036658672FNQKQ8

+1(703)665-8672FXKMCH

+1 (703) 665-8672G3E42G

+1 (703) 665-8672GA8EUY

1 (703) 665-8672GJTH2X

17036658672GXBBQ6

+1 (703) 665-8672HBTH3W

+17036658672HRJN96

17036658672JRWEYZ

703-665-8672 (MSISDN: 17036658672)KQZJPW

1 (703) 665-8672L2Z97X

+1(703)-665-8672L78WJY

+1 (703) 665-8672LDRZQ3

1 (703) 665-8672LUED6U

17036658672MK4BJT

+1 (703) 665-8672P94MFP

+1 (703) 665-8672PBRYEU

+1(703)665-8672PRFA2W

+1 (703)665-8672PVHA3U

7036658672PZYA29

17036658672Q9J39W

+1(703)655-8672QBL2JP
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ResponseWebCode

+1 (703) 665-8672QTQBNV

703-665-8672QZTKUN

+17036658672RA9UVM

+1(703)665-8672RWD889

17036658672T6DJYU

17036658672TGQJVM

17036658672TL2WDL

17036658672 or +1 (703) 665-8672U2P8ZN

+1 (703) 665-8672UCYFWG

+1 (703) 665-8672UM9CJR

+1 (703) 665-8672UPZBXQ

+1 (703) 665-8672UQBAVK

+1 (703) 665-8672UTYLUQ

17036658672V6M9DQ

+17036658672VJC6V2

17036658672VU246Q

+1 (703) 665-8672WJ3TAP

+1 (703) 665-8672WX466N

+1 (703) 665-8672X78WMG

+1(703) 665-8672X8ZRAP

+17036658672XJGCUL

1-703-665-8672XY9AWG

17036658672XYELUY

+1(703)665-8672YQ9AWF

17036658672Z8D34E

+1 (703) 665-8672ZB38DY

+17036658672en-USZX8VNE
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 Question 10

Question 10: Provide the Device Phone Number (MSISDN).
1-703-665-8672 Consensus Result:

 Expected Response Explanation:
This information is stored in /Backup/Info.plist.

 Expected Response Illustration:
Info.plist
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Question 11: What is the language setting for this phone?

en-US
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

en-US (US English)232E3H

En_US23R6RY

en_US (English)2MP2LK

en_US2U4K6K

en_US2UJ7EL

en_US2ZD34D

en_US3LXYYV

en-US4KQATB

en-US4VD9JG

English (United States)6LKHCE

en_US6R89XA

en_US73ULRR

en_US7FEZVR

en_US7NZ8BH

en-US7TZH7H

en_US7WXYJC

en_US82KA7F

en_US8E9BN8

en_US8FY44R

en_US8XED4T

en_US93EEZE

en_US9AEVD6

en_US9C38CB

en_US9J3RE7

en_USA8PRHD

en_USAB3RE6

en_usAJGDN9

en-USAUEEZC

en_USB7LJQ6
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ResponseWebCode

en_USBGDYWL

en_USBK4CEC

en_USCMVPWM

en_USCTTKD8

en_USDDYEJ4

en_USDGXQF4

en_US (English)DJL3EA

en_USEKZT67

en_USET7TE8

en_USFNQKQ8

en_USFXKMCH

en_USG3E42G

en_USGA8EUY

en_USGJTH2X

en-USGXBBQ6

en_USHBTH3W

en_USHRJN96

en_USJRWEYZ

en_US (English)KQZJPW

en_USL2Z97X

en_usL78WJY

en_USLDRZQ3

en_US; EnglishLUED6U

en_USMK4BJT

en_USP94MFP

en_USPBRYEU

en_USPRFA2W

en_USPVHA3U

en_USPZYA29

en_USQ9J39W

English. en_USQBL2JP
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ResponseWebCode

en_USQTQBNV

EnglishQZTKUN

en_USRA9UVM

en_USRWD889

en-UST6DJYU

en_USTGQJVM

En_USTL2WDL

en_USU2P8ZN

en_USUCYFWG

en_USUM9CJR

en_USUPZBXQ

English USUQBAVK

en_US (English-United States)UTYLUQ

en_USV6M9DQ

Language : string = en-US (English)VJC6V2

en_USVU246Q

en_USWJ3TAP

en-USWX466N

en_USX78WMG

en_US EnglishX8ZRAP

en-USXJGCUL

en_US EnglishXY9AWG

EnglishXYELUY

en_USYQ9AWF

en_USZ8D34E

en_USZB38DY

en-USZX8VNE
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 Question 11

Question 11: What is the language setting for this phone?
en-US and all formatting styles which represent the same information. Consensus Result:

 Expected Response Explanation:
This information is stored in /Lockdown/device_values.plist.

 Expected Response Illustration:
device_values.plist
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TABLE 1
 Question 12

Question 12: Was icloud backup enabled? Provide a Yes/No response.

No
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

No232E3H

No23R6RY

No2MP2LK

No2U4K6K

No2UJ7EL

No2ZD34D

no3LXYYV

No4KQATB

No4VD9JG

No6LKHCE

No.6R89XA

No73ULRR

No7FEZVR

No7NZ8BH

No7TZH7H

No7WXYJC

no82KA7F

No8E9BN8

No8FY44R

No8XED4T

No93EEZE

No9AEVD6

No9C38CB

No9J3RE7

NoA8PRHD

YesAB3RE6

NoAJGDN9

NoAUEEZC

NoB7LJQ6
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ResponseWebCode

NoBGDYWL

NoBK4CEC

NoCMVPWM

NoCTTKD8

NoDDYEJ4

NoDGXQF4

NoDJL3EA

NoEKZT67

NoET7TE8

NoFNQKQ8

NoFXKMCH

NoG3E42G

No/FalseGA8EUY

No.GJTH2X

NoGXBBQ6

NoHBTH3W

FalseHRJN96

NoJRWEYZ

NoKQZJPW

NoL2Z97X

NOL78WJY

NoLDRZQ3

NoLUED6U

NoMK4BJT

FalseP94MFP

NoPBRYEU

NoPRFA2W

NoPVHA3U

NoPZYA29

No (False)Q9J39W

NoQBL2JP
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ResponseWebCode

NoQTQBNV

NoQZTKUN

NoRA9UVM

NoRWD889

NoT6DJYU

NoTGQJVM

NoTL2WDL

NoU2P8ZN

NoUCYFWG

NoUM9CJR

NoUPZBXQ

NoUQBAVK

NoUTYLUQ

NoV6M9DQ

NoVJC6V2

FalseVU246Q

NoWJ3TAP

NoWX466N

NoX78WMG

NoX8ZRAP

NoXJGCUL

NoXY9AWG

NoXYELUY

NoYQ9AWF

NoZ8D34E

NoZB38DY

NOZX8VNE
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 Question 12

Question 12: Was icloud backup enabled? Provide a Yes/No response.
No (False) Consensus Result:

 Expected Response Explanation:
This information is stored in /Lockdown/device_values.plist.

 Expected Response Illustration:
device_values.plist
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TABLE 1
 Question 13

Question 13: Provide the AppleID associated with this phone.

jon.daniels39@icloud.com
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

jon.daniels39@icloud.com232E3H

jon.daniels39@icloud.com23R6RY

jon.daniels39@icloud.com2MP2LK

jon.daniels39@icloud.com2U4K6K

jon.daniels39@icloud.com2UJ7EL

jon.daniels39@icloud.com2ZD34D

jon.daniels39@icloud.com3LXYYV

jon.daniels39@icloud.com4KQATB

jon.daniels39@icloud.com4VD9JG

jon.daniels39@icloud.com6LKHCE

jon.daniels39@icloud.com6R89XA

jon.daniels39@icloud.com73ULRR

jon.daniels39@icloud.com7FEZVR

jon.daniels39@icloud.com7NZ8BH

jon.daniels39@icloud.com7TZH7H

jon.daniels39@icloud.com7WXYJC

jon.daniels39@icloud.com82KA7F

jon.daniels39@icloud.com8E9BN8

jon.daniels39@icloud.com8FY44R

jon.daniels39@icloud.com8XED4T

jon.daniels39@icloud.com93EEZE

jon.daniels39@icloud.com9AEVD6

jon.daniels39@icloud.com9C38CB

jon.daniels39@icloud.com9J3RE7

jon.daniels39@icloud.comA8PRHD

jon.daniels39@icloud.comAB3RE6

jon.daniels39@icloud.comAJGDN9

jon.daniels39@icloud.comAUEEZC

jon.daniels39@icloud.comB7LJQ6
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ResponseWebCode

jon.daniels39@icloud.comBGDYWL

jon.daniels39@icloud.comBK4CEC

jon.daniels39@icloud.comCMVPWM

jon.daniels39@icloud.comCTTKD8

jon.daniels39@icloud.comDDYEJ4

jon.daniels39@icloud.comDGXQF4

jon.daniels39@icloud.comDJL3EA

jon.daniels39@icloud.comEKZT67

jon.daniels39@icloud.comET7TE8

jon.daniels39@icloud.comFNQKQ8

jon.daniels39@icloud.comFXKMCH

jon.daniels39@icloud.comG3E42G

jon.daniels39@icloud.comGA8EUY

jon.daniels39@icloud.comGJTH2X

jon.daniels39@icloud.comGXBBQ6

jon.daniels39@icloud.comHBTH3W

jon.daniels39@icloud.comHRJN96

jon.daniels39@icloud.comJRWEYZ

jon.daniels39@icloud.comKQZJPW

jon.daniels39@icloud.comL2Z97X

jon.daniels39@icloud.comL78WJY

jon.daniels39@icloud.comLDRZQ3

jon.daniels39@icloud.comLUED6U

jon.daniels39@icloud.comMK4BJT

jon.daniels39@icloud.comP94MFP

jon.daniels39@icloud.comPBRYEU

jon.daniels39@icloud.comPRFA2W

jon.daniels39@icloud.comPVHA3U

jon.daniels39@icloud.comPZYA29

jon.daniels39@icloud.comQ9J39W

jon.daniels39@icloud.comQBL2JP
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 Question 13

ResponseWebCode

jon.daniels39@icloud.comQTQBNV

jon.daniels39@icloud.comQZTKUN

jon.daniels39@icloud.comRA9UVM

jon.daniels39@icloud.comRWD889

jon.daniels39@icloud.comT6DJYU

jon.daniels39@icloud.comTGQJVM

jon.daniels39@icloud.comTL2WDL

jon.daniels39@icloud.comU2P8ZN

jon.daniels39@icloud.comUCYFWG

jon.daniels39@icloud.comUM9CJR

jon.daniels39@icloud.comUPZBXQ

jon.daniels39@icloud.comUQBAVK

jon.daniels39@icloud.comUTYLUQ

jon.daniels39@icloud.comV6M9DQ

jon.daniels39@icloud.comVJC6V2

jon.daniels39@icloud.comVU246Q

jon.daniels39@icloud.comWJ3TAP

jon.daniels39@icloud.comWX466N

jon.daniels39@icloud.comX78WMG

jon.daniels39@icloud.comX8ZRAP

jon.daniels39@icloud.comXJGCUL

Jon.daniels39@icloud.comXY9AWG

jon.daniels39@icloud.comXYELUY

jon.daniels39@icloud.comYQ9AWF

jon.daniels39@icloud.comZ8D34E

jon.daniels39@icloud.comZB38DY

jon.daniels39@icloud.comZX8VNE
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TABLE 1
 Question 13

Question 13: Provide the AppleID associated with this phone.
jon.daniels39@icloud.com Consensus Result:

 Expected Response Explanation:
This information is stored in /mobile/Library/Accounts/Accounts3.sqlite.

 Expected Response Illustration:
Accounts3.sqlite
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TABLE 1
 Question 14

Question 14: What is the SSID (name) of the LAST WiFi Hotspot connected to this phone?

MBR-f4b
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

MBR-f4b232E3H

MBR-f4b23R6RY

MBR-f4b2MP2LK

MBR-f4b2U4K6K

MBR-f4b2UJ7EL

MBR-f4b2ZD34D

MBR-f4b3LXYYV

MBR-f4b4KQATB

MBR-f4b4VD9JG

MBR-f4b6LKHCE

hotspot1236R89XA

MBR-f4b73ULRR

MBR-f4b7FEZVR

MBR-f4b7NZ8BH

MBR-f4b7TZH7H

MBR-f4b7WXYJC

MBR-f4b82KA7F

MBR-f4b8E9BN8

MBR-f4b8FY44R

MBR-f4b8XED4T

MBR-f4b93EEZE

MBR-f4b9AEVD6

MBR-f4b9C38CB

hotspot1239J3RE7

MBR-f4bA8PRHD

MBR-f4bAB3RE6

MBR-F4bAJGDN9

MBR-f4bAUEEZC

MBR-f4bB7LJQ6

Copyright © 2020 CTS, Inc( 60 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 14

ResponseWebCode

MBR-f4bBGDYWL

MBR-f4bBK4CEC

MBR-f4bCMVPWM

MBR-f4bCTTKD8

MBR-f4bDDYEJ4

MBR-f4bDGXQF4

MBR-f4bDJL3EA

MBR-f4bEKZT67

MBR-f4bET7TE8

MBR-f4bFNQKQ8

MBR-f4bFXKMCH

MBR-f4bG3E42G

MBR-f4bGA8EUY

hotspot123GJTH2X

MBR-f4bGXBBQ6

MBR-f4bHBTH3W

MBR-f4bHRJN96

MBR-f4bJRWEYZ

MBR-f4bKQZJPW

MBR-f4bL2Z97X

MBR-f4bL78WJY

MBR-f4bLDRZQ3

MBR-f4bLUED6U

MBR-f4bMK4BJT

MBR-f4bP94MFP

MBR-f4bPBRYEU

MBR-f4bPRFA2W

MBR-f4bPVHA3U

MBR-f4bPZYA29

MBR-f4bQ9J39W

RCMP Surveillance MooseQBL2JP
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TABLE 1
 Question 14

ResponseWebCode

MBR-f4bQTQBNV

MBR-f4bQZTKUN

MBR-f4bRA9UVM

MBR-f4bRWD889

MBR-f4bT6DJYU

MBR-f4bTGQJVM

Hotspot123TL2WDL

MBR-f4bU2P8ZN

hotspot123UCYFWG

MBR-f4bUM9CJR

MBR-f4bUPZBXQ

hotspot123UQBAVK

MBR-f4bUTYLUQ

MBR-f4bV6M9DQ

MBR-f4bVJC6V2

MBR-f4bVU246Q

MBR-f4bWJ3TAP

MBR-f4bWX466N

MBR-f4bX78WMG

MBR-fabX8ZRAP

MBR-f4bXJGCUL

Hotspot123XY9AWG

MBR-f4bXYELUY

MBR-f4bYQ9AWF

MBR-f4bZ8D34E

MBR-f4bZB38DY

MBR-f4bZX8VNE
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TABLE 1
 Question 14

Question 14: What is the SSID (name) of the LAST WiFi Hotspot connected to this phone?
MBR-f4b Consensus Result:

 Expected Response Explanation:
This information is stored in /preferences/SystemConfiguration/com.apple.wifi.plist.

 Expected Response Illustration:
com.apple.wifi.plist

Cellebrite "Wireless Networks" table parsed from com.apple.wifi.plist

 Other Responses: 
Six participants reported Hotspot123 which is a WiFi hotspot but not the last one connected to this phone.
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TABLE 1
 Question 15

Question 15: Provide the BSSID of the WiFi Hotspot connected to this phone on 6/28/2020 at 12:52:33 
PM (UTC-4)?

0A:6C:6C:5E:B6:02
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

0a:6c:6c:5e:b6:02232E3H

0A:6C:6C:5E:B6:0223R6RY

0A:6C:6C:5E:B6:022MP2LK

0A:6C:6C:5E:B6:022U4K6K

0A:6C:6C:5E:B6:022UJ7EL

hotspot1232ZD34D

0A:6C:6C:5E:B6:023LXYYV

0A:6C:6C:5E:B6:024KQATB

0A:6C:6C:5E:B6:024VD9JG

0A:6C:6C:5E:B6:026LKHCE

0A:6C:6C:5E:B6:026R89XA

0A:6C:6C:5E:B6:0273ULRR

0A:6C:6C:5E:B6:027FEZVR

0A:6C:6C:5E:B6:027NZ8BH

0A:6C:6C:5E:B6:027TZH7H

0A:6C:6C:5E:B6:027WXYJC

0A:6C:6C:5E:B6:0282KA7F

0A:6C:6C:5E:B6:028E9BN8

0A:6C:6C:5E:B6:028FY44R

0A:6C:6C:5E:B6:028XED4T

0A:6C:6C:5E:B6:0293EEZE

0A:6C:6C:5E:B6:029AEVD6

0A:6C:6C:5E:B6:029C38CB

0A:6C:6C:5E:B6:029J3RE7

0A:6C:6C:5E:B6:02A8PRHD

0A:6C:6C:5E:B6:02AB3RE6

0A:6C:6C:5E:B6:02AJGDN9

0A:6C:6C:5E:B6:02AUEEZC
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TABLE 1
 Question 15

ResponseWebCode

0A:6C:6C:5E:B6:02B7LJQ6

0A:6C:6C:5E:B6:02BGDYWL

0A:6C:6C:5E:B6:02BK4CEC

0A:6C:6C:5E:B6:02CMVPWM

hotspot123CTTKD8

0A:6C:6C:5E:B6:02DDYEJ4

0A:6C:6C:5E:B6:02DGXQF4

0A:6C:6C:5E:B6:02DJL3EA

0A:6C:6C:5E:B6:02EKZT67

0A:6C:6C:5E:B6:02ET7TE8

0A:6C:6C:5E:B6:02FNQKQ8

0A:6C:6C:5E:B6:02FXKMCH

0A:6C:6C:5E:B6:02G3E42G

0A:6C:6C:5E:B6:02GA8EUY

0A:6C:6C:5E:B6:02GJTH2X

0A:6C:6C:5E:B6:02GXBBQ6

0A:6C:6C:5E:B6:02HBTH3W

hotspot123HRJN96

0A:6C:6C:5E:B6:02JRWEYZ

hotspot123KQZJPW

0A:6C:6C:5E:B6:02L2Z97X

0A:6C:6C:5E:B6:02L78WJY

0A:6C:6C:5E:B6:02LDRZQ3

0A:6C:6C:5E:B6:02LUED6U

0A:6C:6C:5E:B6:02MK4BJT

0A:6C:6C:5E:B6:02P94MFP

0A:6C:6C:5E:B6:02PBRYEU

0A:6C:6C:5E:B6:02PRFA2W

0A:6C:6C:5E:B6:02PVHA3U

0A:6C:6C:5E:B6:02PZYA29

0A:6C:6C:5E:B6:02Q9J39W
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TABLE 1
 Question 15

ResponseWebCode

0A:6C:6C:5E:B6:02QBL2JP

0A:6C:6C:5E:B6:02QTQBNV

0A:6C:6C:5E:B6:02QZTKUN

0A:6C:6C:5E:B6:02RA9UVM

0A:6C:6C:5E:B6:02RWD889

0A:6C:6C:5E:B6:02T6DJYU

OA:6C:6C:5E:B6:02TGQJVM

0A:6C:6C:5E:B6:02TL2WDL

0A:6C:6C:5E:B6:02U2P8ZN

0A:6C:6C:5E:B6:02UCYFWG

0A:6C:6C:5E:B6:02UM9CJR

0A:6C:6C:5E:B6:02UPZBXQ

0A:6C:6C:5E:B6:02UQBAVK

0A:6C:6C:5E:B6:02UTYLUQ

0A:6C:6C:5E:B6:02V6M9DQ

0A:6C:6C:5E:B6:02VJC6V2

0A:6C:6C:5E:B6:02VU246Q

0A:6C:6C:5E:B6:02WJ3TAP

0A:6C:6C:5E:B6:02WX466N

0A:6C:6C:5E:B6:02X78WMG

0A:6C:6C:5E:b6:02X8ZRAP

0A:6C:6C:5E:B6:02XJGCUL

0A:6C:6C:5E:B6:02XY9AWG

0A:6C:6C:5E:B6:02XYELUY

0A:6C:6C:5E:B6:02YQ9AWF

0A:6C:6C:5E:B6:02Z8D34E

0A:6C:6C:5E:B6:02ZB38DY

0A:6C:6C:5E:B6:02ZX8VNE

Copyright © 2020 CTS, Inc( 66 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 15

Question 15: Provide the BSSID of the WiFi Hotspot connected to this phone on 6/28/2020 at 12:52:33 
PM (UTC-4)?

0A:6C:6C:5E:B6:02. Any slight variation of the expected result was disregarded as an outlier if it 
was easily determined to be a typographical error.

 Consensus Result:

 Expected Response Explanation:
This information is stored in /preferences/SystemConfiguration/com.apple.wifi.plist.

 Expected Response Illustration:
com.apple.wifi.plist

Cellebrite "Wireless Networks" table parsed from com.apple.wifi.plist
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TABLE 1
 Question 16

Question 16: What is the make and model of the device with MAC Address 00:6A:8E:02:E9:2E?

TaoTronics TT-BH041
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

TaoTronics TT-BH041232E3H

TaoTronics TT-BH04123R6RY

TaoTronics TT-BH0412MP2LK

TaoTronics TT-BH0412U4K6K

TaoTronics TT-BH0412UJ7EL

TaoTronics TT-BH0412ZD34D

TaoTronics TT-BH0413LXYYV

TaoTronics TT-BH0414KQATB

TaoTronics TT-BH0414VD9JG

Make: TaoTronics Model: TT-BH0416LKHCE

TaoTronics TT-BH0416R89XA

TaoTronics TT-BH04173ULRR

TaoTronics TT-BH0417FEZVR

TaoTronics TT-BH0417NZ8BH

TaoTronics TT-BH0417TZH7H

TaoTronics TT-BH0417WXYJC

Device type: Headset, device name: TaoTronics TT-BH04182KA7F

TaoTronics TT-BH0418E9BN8

TaoTronics TT-BH0418FY44R

TaoTronics TT-BH0418XED4T

TaoTronics TT-BH04193EEZE

TaoTronics TT-BH0419AEVD6

TaoTronics TT-BH0419C38CB

TaoTronics TT-BH0419J3RE7

TaoTronics TT-BH041A8PRHD

TaoTronics TT-BH041AB3RE6

TaoTronics TT-BH041AJGDN9

TaoTronics TT-BH041AUEEZC

TaoTronics TT-BH041B7LJQ6
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TABLE 1
 Question 16

ResponseWebCode

TaoTronics TT-BH041BGDYWL

TaoTronics TT-BH041BK4CEC

TaoTronics TT-BH041CMVPWM

TaoTronics TT-BH041CTTKD8

TaoTronics TT-BH041DDYEJ4

TaoTronics TT-BH041DGXQF4

TaoTronics TT-BH041DJL3EA

TaoTronics TT-BH041EKZT67

TaoTronics TT-BH041ET7TE8

TaoTronics TT-BH041FNQKQ8

TaoTronics TT-BH041FXKMCH

TaoTronics TT-BH041G3E42G

TaoTronics TT-BH041GA8EUY

TaoTronics TT-BH041GJTH2X

TaoTronics TT-BH041GXBBQ6

TaoTronics TT-BH041(headset)HBTH3W

TaoTronics TT-BH041HRJN96

TaoTronics TT-BH041JRWEYZ

TaoTronics TT-BH041KQZJPW

TaoTronics TT-BH041L2Z97X

TaoTronics TT-BH041L78WJY

TaoTronics TT-BH041LDRZQ3

TaoTronics, TT-BH041LUED6U

TaoTronics TT-BH041MK4BJT

TaoTronics TT-BH041P94MFP

TaoTronics TT-BH041PBRYEU

TaoTronics TT-BH041PRFA2W

TaoTronics TT-BH041PVHA3U

TaoTronics TT-BH041PZYA29

TaoTronics TT-BH041Q9J39W

TaoTronics TT-BH041QBL2JP
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TABLE 1
 Question 16

ResponseWebCode

TaoTronics TT-BH041QTQBNV

TaoTronics TT-BH041 headsetQZTKUN

TaoTronics TT-BH041 headphonesRA9UVM

TaoTronics TT-BH041RWD889

TaoTronics TT-BH041T6DJYU

Tao Tronics TT-BH041TGQJVM

TaoTronics TT-BH041TL2WDL

TaoTronics TT-BH041U2P8ZN

TaoTronics TT-BH041UCYFWG

TaoTronics TT-BH041UM9CJR

TaoTronics TT-BH041UPZBXQ

TaoTronics TT-BH041UQBAVK

Make: TaoTronics Model: TT-BH041UTYLUQ

TaoTronics TT-BH041V6M9DQ

TaoTronics TT-BH041VJC6V2

TaoTronics TT-BH041VU246Q

TaoTronics TT-BH041WJ3TAP

TaoTronics TT-BH041WX466N

TaoTronics TT-BH041X78WMG

Tao Tronics TT-BH041X8ZRAP

TaoTronics TT-BH041XJGCUL

TaoTronics TT-BH041XY9AWG

TaoTronics TT-BH041XYELUY

TaoTronics TT-BH041YQ9AWF

TaoTronics TT-BH041Z8D34E

TaoTronics TT-BH041ZB38DY

TaoTronics TT-BH041ZX8VNE
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TABLE 1
 Question 16

Question 16: What is the make and model of the device with MAC Address 00:6A:8E:02:E9:2E?
TaoTronics TT-BH041 Consensus Result:

 Expected Response Explanation:
This information is stored in 
/containers/Shared/SystemGroup/systemgroup.com.apple.bluetooth/Library/Preferences/com.apple.MobileBluetooth. 
devices.plist.

 Expected Response Illustration:
com.apple.MobileBluetooth.devices.plist

Cellebrite "Bluetooth" table parsed from com.apple.MobileBluetooth.devices.plist
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TABLE 1
 Question 17

Question 17: What is the name of the user-installed (i.e. non-Apple) email app?

ProtonMail
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

ProtonMail232E3H

ProtonMail23R6RY

ProtonMail2MP2LK

ProtonMail2U4K6K

ProtonMail2UJ7EL

ProtonMai2ZD34D

ProtonMail3LXYYV

ProtonMail4KQATB

ProtonMail4VD9JG

ProtonMail6LKHCE

ProtonMail6R89XA

ProtonMail73ULRR

ProtonMail7FEZVR

ProtonMail7NZ8BH

ProtonMail7TZH7H

ProtonMail7WXYJC

ProtonMail82KA7F

ProtonMail8E9BN8

ProtonMail8FY44R

ProtonMail8XED4T

ProtonMail93EEZE

ProtonMail9AEVD6

ProtonMail9C38CB

ProtonMail9J3RE7

ProtonMailA8PRHD

ProtonMailAB3RE6

ProtonMailAJGDN9

ProtonMailAUEEZC

Proton MailB7LJQ6
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TABLE 1
 Question 17

ResponseWebCode

ProtonMailBGDYWL

ProtonmailBK4CEC

ProtonMailCMVPWM

ProtonMailCTTKD8

ProtonMailDDYEJ4

ProtonMailDGXQF4

ProtonMailDJL3EA

ProtonMailEKZT67

ProtonMailET7TE8

ProtonMailFNQKQ8

ProtonMailFXKMCH

ProtonMailG3E42G

ProtonMailGA8EUY

ProtonMailGJTH2X

ProtonMailGXBBQ6

ProtonMailHBTH3W

ProtonMailHRJN96

ProtonMailJRWEYZ

ProtonMailKQZJPW

ProtonMailL2Z97X

ProtonMailL78WJY

ProtonMailLDRZQ3

ProtonMailLUED6U

ProtonMailMK4BJT

ProtonMailP94MFP

ProtonMailPBRYEU

ProtonMailPRFA2W

ProtonMailPVHA3U

ProtonMailPZYA29

ProtonMailQ9J39W

MobileMailQBL2JP
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TABLE 1
 Question 17

ResponseWebCode

ProtonMailQTQBNV

ProtonMailQZTKUN

ProtonMailRA9UVM

ProtonMailRWD889

ProtonMailT6DJYU

ProtonMailTGQJVM

ProtonMailTL2WDL

ProtonMailU2P8ZN

ProtonMailUCYFWG

ProtonMailUM9CJR

ProtonMailUPZBXQ

ProtonMailUQBAVK

Proton MailUTYLUQ

ProtonMailV6M9DQ

Proton MailVJC6V2

ProtonMailVU246Q

ProtonMailWJ3TAP

ProtonMailWX466N

ProtonMailX78WMG

Proton MailX8ZRAP

ProtonMailXJGCUL

ProtonmailXY9AWG

ProtonMailXYELUY

ProtonmailYQ9AWF

ProtonMailZ8D34E

ProtonMailZB38DY

Proton MailZX8VNE
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 Question 17

Question 17: What is the name of the user-installed (i.e. non-Apple) email app?
ProtonMail Consensus Result:

 Expected Response Explanation:
Information about installed apps is stored in /Backup/Manifest.plist.

 Expected Response Illustration:
Manifest.plist

Cellebrite "Installed Applications" table parsed from Manifest.plist (filtered)
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TABLE 1
 Question 18

Question 18: What is the version of the user-installed (i.e. non-Apple) email app?

40.9.3
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

1.11.17 (4093)232E3H

40.9.323R6RY

1.11.17 (4093). - See comments [Table 2: Additional Comments] regarding this answer.2MP2LK

40.9.32U4K6K

40.9.32UJ7EL

40.9.32ZD34D

v. 40.9.33LXYYV

40.9.34KQATB

40.9.34VD9JG

40.9.36LKHCE

40.9.36R89XA

40.9.373ULRR

40.9.37FEZVR

40.9.37NZ8BH

1.11.177TZH7H

40.9.37WXYJC

40.9.382KA7F

40.9.38E9BN8

40.9.38FY44R

40.9.38XED4T

40.9.393EEZE

40.9.39AEVD6

1.11.179C38CB

40.9.39J3RE7

40.9.3A8PRHD

40.9.3AB3RE6

40.9.3AJGDN9

40.9.3AUEEZC

40.9.3B7LJQ6
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 Question 18

ResponseWebCode

40.9.3BGDYWL

1.11.17BK4CEC

40.9.3CMVPWM

1.11.17 (4093)CTTKD8

40.9.3DDYEJ4

40.9.3DGXQF4

40.9.3DJL3EA

40.9.3EKZT67

40.9.3ET7TE8

40.9.3FNQKQ8

40.9.3FXKMCH

40.9.3G3E42G

40.9.3GA8EUY

40.9.3GJTH2X

40.9.3GXBBQ6

1.11.17(4093)HBTH3W

40.9.3HRJN96

40.9.3JRWEYZ

40.9.3KQZJPW

40.9.3L2Z97X

40.9.3L78WJY

1.11.17LDRZQ3

40.9.3LUED6U

40.9.3MK4BJT

40.9.3P94MFP

40.9.3PBRYEU

40.9.3PRFA2W

40.9.3PVHA3U

40.9.3PZYA29

40.9.3Q9J39W

3608.100.0.1.6QBL2JP
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TABLE 1
 Question 18

ResponseWebCode

40.9.3QTQBNV

40.9.3QZTKUN

40.9.3RA9UVM

40.9.3RWD889

40.9.3T6DJYU

40.9.3TGQJVM

40.9.3TL2WDL

40.9.3U2P8ZN

40.9.3UCYFWG

40.9.3UM9CJR

40.9.3UPZBXQ

40.9.3UQBAVK

version 40.9.3UTYLUQ

40.9.3V6M9DQ

10.0VJC6V2

40.9.3VU246Q

40.9.3WJ3TAP

40.9.3WX466N

40.9.3X78WMG

40.9.3X8ZRAP

40.9.3XJGCUL

40.9.3XY9AWG

40.9.3XYELUY

1.11.17YQ9AWF

40.9.3Z8D34E

40.9.3ZB38DY

40.9.3ZX8VNE
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TABLE 1
 Question 18

Question 18: What is the version of the user-installed (i.e. non-Apple) email app?
40.9.3 and all formatting styles which represent the same information. In addition, 1.11.17 was 
also accepted as the version of the user-installed email app.

 Consensus Result:

 Expected Response Explanation:
Information about installed apps is stored in /Backup/Manifest.plist.

 Expected Response Illustration:
Manifest.plist

Cellebrite "Installed Applications" table parsed from Manifest.plist (filtered)

ch.protonmail.protonmail.plist
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TABLE 1
 Question 19

Question 19: What is the email address associated with the user-installed (i.e. non-Apple) email app?

jondaniel2020@protonmail.com
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

jondaniel2020@protonmail.com232E3H

jondaniel2020@protonmail.com23R6RY

jondaniel2020@protonmail.com2MP2LK

jondaniel2020@protonmail.com2U4K6K

jondaniel2020@protonmail.com2UJ7EL

jondaniel2020@protonmail.com2ZD34D

jondaniel2020@protonmail.com3LXYYV

jondaniel2020@protonmail.com4KQATB

jondaniel2020@protonmail.com4VD9JG

jondaniel2020@protonmail.com6LKHCE

jondaniel2020@protonmail.com6R89XA

jondaniel2020@protonmail.com73ULRR

jondaniel2020@protonmail.com7FEZVR

jondaniel2020@protonmail.com7NZ8BH

jondaniel2020@protonmail.com7TZH7H

jondaniel2020@protonmail.com7WXYJC

jondaniel2020@protonmail.com82KA7F

jondaniel2020@protonmail.com8E9BN8

jondaniel2020@protonmail.com8FY44R

jondaniel2020@protonmail.com8XED4T

jondaniel2020@protonmail.com93EEZE

jondaniel2020@protonmail.com9AEVD6

jondaniel2020@protonmail.com9C38CB

jondaniel2020@protonmail.com9J3RE7

jondaniel2020@protonmail.comA8PRHD

jondaniel2020@ protonmail.comAB3RE6

jondaniel2020@protonmail.comAJGDN9

jondaniel2020@protonmail.comAUEEZC

jondaniel2020@protonmail.comB7LJQ6

Copyright © 2020 CTS, Inc( 80 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 19

ResponseWebCode

jondaniel2020@protonmail.comBGDYWL

jondaniel2020@protonmail.comBK4CEC

Jondaniel2020@protonmail.comCMVPWM

jondaniel2020@protonmail.comCTTKD8

jondaniel2020@protonmail.comDDYEJ4

jondaniel2020@protonmail.comDGXQF4

jondaniel2020@protonmail.comDJL3EA

jondaniel2020@protonmail.comEKZT67

jondaniel2020@protonmail.comET7TE8

jondaniel2020@protonmail.comFNQKQ8

jondaniel2020@protonmail.comFXKMCH

jondaniel2020@protonmail.comG3E42G

jondaniel2020@protonmail.comGA8EUY

jondaniel2020@protonmail.comGJTH2X

jondaniel2020@protonmail.comGXBBQ6

jondaniel2020@protonmail.comHBTH3W

Jondaniel2020@protonmail.comHRJN96

jondaniel2020@protonmail.comJRWEYZ

jondaniel2020@protonmail.comKQZJPW

jondaniel2020@protonmail.comL2Z97X

jondaniel2020@protonmail.comL78WJY

jondaniel2020@protonmail.comLDRZQ3

jondaniel2020@protonmail.comLUED6U

jondaniel2020@protonmail.comMK4BJT

jondaniel2020@protonmail.comP94MFP

jondaniel2020@protonmail.comPBRYEU

jondaniel2020@protonmail.comPRFA2W

jondaniel2020@protonmail.comPVHA3U

jondaniel2020@protonmail.comPZYA29

jondaniel2020@protonmail.comQ9J39W

jon.daniels39@icloud.comQBL2JP
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TABLE 1
 Question 19

ResponseWebCode

jondaniel2020@protonmail.comQTQBNV

Jondaniel2020@protonmail.comQZTKUN

jondaniel2020@protonmail.comRA9UVM

jondaniel2020@protonmail.comRWD889

jondaniel2020@protonmail.comT6DJYU

jondaniel2020@protonmail.comTGQJVM

jondaniel2020@protonmail.comTL2WDL

jondaniel2020@protonmail.comU2P8ZN

jondaniel2020@protonmail.comUCYFWG

jondaniel2020@protonmail.comUM9CJR

jondaniel2020@protonmail.comUPZBXQ

jondaniel2020@protonmail.comUQBAVK

jondaniel2020@protonmail.comUTYLUQ

jondaniel2020@protonmail.comV6M9DQ

jondaniel2020@protonmail.comVJC6V2

jondaniel2020@protonmail.comVU246Q

jondaniel2020@protonmail.comWJ3TAP

jondaniel2020@protonmail.comWX466N

jondaniel2020@protonmail.comX78WMG

jondaniel2020@protonmail.comX8ZRAP

jondaniel2020@protonmail.comXJGCUL

Jondaniel2020@protonmail.comXY9AWG

jondaniel2020@protonmail.comXYELUY

jondaniel2020@protonmail.comYQ9AWF

jondaniel2020@protonmail.comZ8D34E

jondaniel2020@protonmail.comZB38DY

jondaniel2020@protonmail.comZX8VNE
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TABLE 1
 Question 19

Question 19: What is the email address associated with the user-installed (i.e. non-Apple) email app?
jondaniel2020@protonmail.com Consensus Result:

 Expected Response Explanation:
Review of email messages or accounts on the device for protonmail will discover the above address in 
/mobile/Library/Recents/Recents or 
/mobile/Containers/Data/Application/com.tinginteractive.usms/Documents/10466320151241745810jondaniel2020.

 Expected Response Illustration:
Database view of 10466320151241745810jondaniel2020 sqlite database for Protonmail app

Database view of 10466320151241745810jondaniel2020 sqlite database for Protonmail app
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TABLE 1
 Question 20

Question 20: What is the email address associated with the native (i.e. Apple) email app?

jon.daniels39@icloud.com
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

jon.daniels39@icloud.com232E3H

jon.daniels39@icloud.com23R6RY

jon.daniels39@icloud.com2MP2LK

jon.daniels39@icloud.com2U4K6K

jon.daniels39@icloud.com2UJ7EL

jon.daniels39@icloud.com2ZD34D

jon.daniels39@icloud.com3LXYYV

jon.daniels39@icloud.com4KQATB

jon.daniels39@icloud.com4VD9JG

jon.daniels39@icloud.com6LKHCE

jon.daniels39@icloud.com6R89XA

jon.daniels39@icloud.com73ULRR

jon.daniels39@icloud.com7FEZVR

jon.daniels39@icloud.com7NZ8BH

jon.daniels39@icloud.com7TZH7H

jon.daniels39@icloud.com7WXYJC

jon.daniels39@icloud.com82KA7F

jon.daniels39@icloud.com8E9BN8

jon.daniels39@icloud.com8FY44R

jon.daniels39@icloud.com8XED4T

jon.daniels39@icloud.com93EEZE

jon.daniels39@icloud.com9AEVD6

jon.daniels39@icloud.com9C38CB

jon.daniels39@icloud.com9J3RE7

jon.daniels39@icloud.comA8PRHD

jon.daniels39@icloud.comAB3RE6

Jon.daniels39@icloud.comAJGDN9

jon.daniels39@icloud.comAUEEZC

jon.daniels39@icloud.comB7LJQ6
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TABLE 1
 Question 20

ResponseWebCode

jon.daniels39@icloud.comBGDYWL

jon.daniels39@icloud.comBK4CEC

jon.daniels39@icloud.comCMVPWM

jon.daniels39@icloud.comCTTKD8

jon.daniels39@icloud.comDDYEJ4

jon.daniels39@icloud.comDGXQF4

jon.daniels39@icloud.comDJL3EA

jon.daniels39@icloud.comEKZT67

jon.daniels39@icloud.comET7TE8

jon.daniels39@icloud.comFNQKQ8

jon.daniels39@icloud.comFXKMCH

jon.daniels39@icloud.comG3E42G

jon.daniels39@icloud.comGA8EUY

jon.daniels39@icloud.comGJTH2X

jon.daniels39@icloud.comGXBBQ6

jon.daniels39@icloud.comHBTH3W

Jon.daniels39@icloud.comHRJN96

jon.daniels39@icloud.comJRWEYZ

jon.daniels39@icloud.comKQZJPW

jon.daniels39@icloud.comL2Z97X

jon.daniels39@icloud.comL78WJY

jon.daniels39@icloud.comLDRZQ3

jon.daniels39@icloud.comLUED6U

jon.daniels39@icloud.comMK4BJT

jon.daniels39@icloud.comP94MFP

jon.daniels39@icloud.comPBRYEU

jon.daniels39@icloud.comPRFA2W

jon.daniels39@icloud.comPVHA3U

jon.daniels39@icloud.comPZYA29

jon.daniels39@icloud.comQ9J39W

jon.daniels39@icloud.comQBL2JP
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TABLE 1
 Question 20

ResponseWebCode

jon.daniels39@icloud.comQTQBNV

jon.daniels39@icloud.comQZTKUN

jon.daniels39@icloud.comRA9UVM

jon.daniels39@icloud.comRWD889

jon.daniels39@icloud.comT6DJYU

jon.daniels39@icloud.comTGQJVM

jon.daniels39@icloud.comTL2WDL

jon.daniels39@icloud.comU2P8ZN

jon.daniels39@icloud.comUCYFWG

jon.daniels39@icloud.comUM9CJR

jon.daniels39@icloud.comUPZBXQ

jon.daniels39@icloud.comUQBAVK

jon.daniels39@icloud.comUTYLUQ

jon.daniels39@icloud.comV6M9DQ

jon.daniels39@icloud.comVJC6V2

jon.daniels39@icloud.comVU246Q

jon.daniels39@icloud.comWJ3TAP

jon.daniels39@icloud.comWX466N

jon.daniels39@icloud.comX78WMG

jon.daniels39@icloud.comX8ZRAP

jon.daniels39@icloud.comXJGCUL

Jondaniels39@icloud.comXY9AWG

jon.daniels39@icloud.comXYELUY

jon.daniels39@icloud.comYQ9AWF

jon.daniels39@icloud.comZ8D34E

jon.daniels39@icloud.comZB38DY

Jon.daniels39@icloud.comZX8VNE
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TABLE 1
 Question 20

Question 20: What is the email address associated with the native (i.e. Apple) email app?
jon.daniels39@icloud.com Consensus Result:

 Expected Response Explanation:
Information about application accounts on the device can be found in /mobile/Library/Accounts/Accounts3.sqlite or 
from reviewing the recent messages associated with the email app.

 Expected Response Illustration:
Cellebrite "User Accounts" table (filtered)

Database view of Accounts3.sqlite (Filtered)
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TABLE 1
 Question 21

Question 21: How many unique SMS messages were RECEIVED FROM the phone number associated with 
the contact listed as "Mark"?

9
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

9232E3H

923R6RY

92MP2LK

92U4K6K

92UJ7EL

92ZD34D

83LXYYV

94KQATB

94VD9JG

96LKHCE

96R89XA

1073ULRR

97FEZVR

97NZ8BH

97TZH7H

97WXYJC

982KA7F

98E9BN8

98FY44R

98XED4T

993EEZE

109AEVD6

99C38CB

99J3RE7

9A8PRHD

9AB3RE6

9AJGDN9

9AUEEZC
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TABLE 1
 Question 21

ResponseWebCode

NineB7LJQ6

10BGDYWL

10BK4CEC

9CMVPWM

8CTTKD8

9DDYEJ4

9DGXQF4

9DJL3EA

9EKZT67

10ET7TE8

9FNQKQ8

9FXKMCH

10G3E42G

10 (one blank)GA8EUY

9GJTH2X

9GXBBQ6

9HBTH3W

NineHRJN96

9JRWEYZ

9KQZJPW

9L2Z97X

9L78WJY

9LDRZQ3

9 unique SMS messagesLUED6U

10MK4BJT

NineP94MFP

9PBRYEU

9PRFA2W

9PVHA3U

9PZYA29

9Q9J39W
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TABLE 1
 Question 21

ResponseWebCode

21QBL2JP

9QTQBNV

9QZTKUN

Nine (9)RA9UVM

9RWD889

9T6DJYU

9TGQJVM

9TL2WDL

9U2P8ZN

9UCYFWG

9UM9CJR

9UPZBXQ

8UQBAVK

9UTYLUQ

9V6M9DQ

10VJC6V2

9VU246Q

9WJ3TAP

9WX466N

9X78WMG

9X8ZRAP

9XJGCUL

9XY9AWG

10XYELUY

9YQ9AWF

9Z8D34E

9ZB38DY

25ZX8VNE
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TABLE 1
 Question 21

Question 21: How many unique SMS messages were RECEIVED FROM the phone number associated with 
the contact listed as "Mark"?

9 Consensus Result:

 Expected Response Explanation:
Contact information for Mark is stored in /mobile/Library/AddressBook/AddressBook.sqlitedb which lists his number as 
+15717996243.
SMS Message information is stored in /mobile/Library/SMS/sms.db reviewing the database content and filtering by 
from: Mark finds nine messages from Mark.

 Expected Response Illustration:
Cellebrite "SMS Messages" table (filtered for "from:Mark")

 Other Responses: 
Ten participants reported that there were 10 unique SMS messages. iOS keeps track of recent contacts in a database at 
/mobile/Library/Recents/Recents. If so configured, Cellebrite will include these records alongside those parsed from the 
communication storage files (e.g. SMS.db). These "recents" records are just pointers in the iOS that indicate a recent 
event for a particular contact. They are not records of additional (or unique) communications. Participants may have 
counted this "recent" record as a unique message, reporting a total of 10. Upon reviewing this record, one can see its 
folder is identified as "Recents" (not Inbox), it has an identical timestamp as another record, and has no content (body), 
nor a "To" party.
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TABLE 1
 Question 22

Question 22: How many unique unread SMS messages are on the phone?

6
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

6232E3H

623R6RY

62MP2LK

62U4K6K

62UJ7EL

62ZD34D

13LXYYV

64KQATB

64VD9JG

66LKHCE

66R89XA

673ULRR

67FEZVR

67NZ8BH

67TZH7H

67WXYJC

682KA7F

68E9BN8

68FY44R

68XED4T

693EEZE

69AEVD6

69C38CB

69J3RE7

6A8PRHD

6AB3RE6

6AJGDN9

6AUEEZC

SixB7LJQ6
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TABLE 1
 Question 22

ResponseWebCode

6BGDYWL

6BK4CEC

6CMVPWM

17CTTKD8

6DDYEJ4

6DGXQF4

6DJL3EA

24EKZT67

23ET7TE8

6FNQKQ8

6FXKMCH

6G3E42G

6 Unread messagesGA8EUY

6GJTH2X

6GXBBQ6

6HBTH3W

SixHRJN96

6JRWEYZ

6KQZJPW

6L2Z97X

6L78WJY

6LDRZQ3

6LUED6U

6MK4BJT

SixP94MFP

6PBRYEU

6PRFA2W

6PVHA3U

6PZYA29

6Q9J39W

6QBL2JP
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TABLE 1
 Question 22

ResponseWebCode

6QTQBNV

6QZTKUN

Six (6)RA9UVM

6RWD889

6T6DJYU

6TGQJVM

6TL2WDL

6U2P8ZN

6UCYFWG

5UM9CJR

44UPZBXQ

6UQBAVK

6UTYLUQ

6V6M9DQ

9VJC6V2

6VU246Q

6WJ3TAP

6WX466N

6X78WMG

6X8ZRAP

6XJGCUL

6XY9AWG

6XYELUY

6YQ9AWF

6Z8D34E

6ZB38DY

6ZX8VNE
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TABLE 1
 Question 22

Question 22: How many unique unread SMS messages are on the phone?
6 Consensus Result:

 Expected Response Explanation:
SMS Message information is stored in /mobile/Library/SMS/sms.db. Reviewing the database content and filtering by 
Status: Unread finds six messages.

 Expected Response Illustration:
Cellebrite "SMS Messages" table (filtered for "Status:Unread")
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TABLE 1
 Question 23

Question 23: Where did the device owner agree to meet on July 4?

Lafayette Square
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Lafayette Square232E3H

Lafayette Square23R6RY

Lafayette square2MP2LK

Lafayette square2U4K6K

Lafayette square2UJ7EL

Lafayette Square2ZD34D

Lafayette square3LXYYV

Lafayette square4KQATB

Lafayette square4VD9JG

Lafayette square6LKHCE

Lafayette square6R89XA

Lafayette square73ULRR

Lafayette square7FEZVR

Lafayette square7NZ8BH

Lafayette square, WASHINGTON DC, U.S.A.7TZH7H

Lafayette square7WXYJC

Lafayette square82KA7F

Lafayette square8E9BN8

Lafayette square8FY44R

Lafayette square?8XED4T

Lafayette square93EEZE

Lafayette square9AEVD6

Lafayette square9C38CB

DC, Lafayette square9J3RE7

Lafayette SquareA8PRHD

Lafayette squareAB3RE6

Lafayette SquareAJGDN9

Lafayette square, DCAUEEZC

Lafayette squareB7LJQ6
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TABLE 1
 Question 23

ResponseWebCode

Lafayette squareBGDYWL

Lafayette squareBK4CEC

Lafayette square?CMVPWM

Lafayette squareCTTKD8

Lafayette squareDDYEJ4

Lafayette squareDGXQF4

Lafayette squareDJL3EA

Lafayette squareEKZT67

Lafayette squareET7TE8

Lafayette squareFNQKQ8

Lafayette SquareFXKMCH

Lafayette squareG3E42G

Lafayette squareGA8EUY

Lafayette squareGJTH2X

Lafayette squareGXBBQ6

Lafayette squareHBTH3W

Lafayette square?HRJN96

Lafayette squareJRWEYZ

Lafayette SquareKQZJPW

Lafayette squareL2Z97X

Lafayette SquareL78WJY

Lafayette SquareLDRZQ3

Lafayette squareLUED6U

Lafayette squareMK4BJT

Lafayette squareP94MFP

Lafayette SquarePBRYEU

Lafayette squarePRFA2W

Lafayette squarePVHA3U

Lafayette squarePZYA29

Lafayette squareQ9J39W

Lafayette squareQBL2JP
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TABLE 1
 Question 23

ResponseWebCode

Lafayette squareQTQBNV

Lafayette SquareQZTKUN

Lafayette squareRA9UVM

Lafayette Square in Washington, DCRWD889

Lafayette squareT6DJYU

Lafayette SquareTGQJVM

Lafayette squareTL2WDL

Lafayette square?U2P8ZN

Lafayette squareUCYFWG

Lafayette squareUM9CJR

Lafayette squareUPZBXQ

Lafayette squareUQBAVK

Lafayette SquareUTYLUQ

Lafayette squareV6M9DQ

Lafayette SquareVJC6V2

Lafayette squareVU246Q

Lafayette squareWJ3TAP

Lafayette squareWX466N

Lafayette squareX78WMG

Lafayette SquareX8ZRAP

Lafayette squareXJGCUL

Lafayette SquareXY9AWG

Lafayette squareXYELUY

Lafayette SquareYQ9AWF

Lafayette squareZ8D34E

Lafayette SquareZB38DY

Lafayette squareZX8VNE
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TABLE 1
 Question 23

Question 23: Where did the device owner agree to meet on July 4?
Lafayette square Consensus Result:

 Expected Response Explanation:
Review of SMS messages finds a conversation between the owner and Mark on July 4th in which they agree to meet in 
Lafayette square.

 Expected Response Illustration:
Cellebrite "SMS Messages" table (selected entries from July 4)
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TABLE 1
 Question 24

Question 24: What contact (name) has the phone number "202-762-1401" listed as a "Pager" number in 
the iOS address book?

James Roberts
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

James Roberts232E3H

James Roberts23R6RY

James Roberts - See Comments about different formatting of the phone number in question.2MP2LK

James Roberts2U4K6K

James Roberts and Mark2UJ7EL

James Roberts2ZD34D

James Roberts3LXYYV

James Roberts4KQATB

James Roberts4VD9JG

James Roberts6LKHCE

James Roberts6R89XA

James Roberts73ULRR

James Roberts7FEZVR

James Roberts7NZ8BH

James Roberts7TZH7H

Mark7WXYJC

James Roberts82KA7F

James Roberts8E9BN8

James Roberts8FY44R

James Roberts8XED4T

James Roberts93EEZE

Mark9AEVD6

James Roberts9C38CB

James Roberts9J3RE7

James RobertsA8PRHD

James RobertsAB3RE6

James RobertsAJGDN9

James RobertsAUEEZC
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TABLE 1
 Question 24

ResponseWebCode

James RobertsB7LJQ6

James RobertsBGDYWL

James RobertsBK4CEC

James RobertsCMVPWM

James RobertsCTTKD8

James RobertsDDYEJ4

James RobertsDGXQF4

James RobertsDJL3EA

James RobertsEKZT67

James RobertsET7TE8

James RobertsFNQKQ8

James RobertsFXKMCH

James RobertsG3E42G

James RobertsGA8EUY

James RobertsGJTH2X

James RobertGXBBQ6

James RobertsHBTH3W

James RobertsHRJN96

James RobertsJRWEYZ

MarkKQZJPW

James Roberts (note: contact name Mark also has that pager number listed (12027621401))L2Z97X

James RobertsL78WJY

James RobertsLDRZQ3

James RobertsLUED6U

James RobertsMK4BJT

James RobertsP94MFP

James RobertsPBRYEU

James RobertsPRFA2W

James RobertsPVHA3U

James RobertsPZYA29

James RobertsQ9J39W

Copyright © 2020 CTS, Inc( 101 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

TABLE 1
 Question 24

ResponseWebCode

James RobertsQBL2JP

James RobertsQTQBNV

James RobertsQZTKUN

James RobertsRA9UVM

MarkRWD889

James RobertsT6DJYU

James RobertsTGQJVM

James RobertsTL2WDL

James RobertsU2P8ZN

James RobertsUCYFWG

James RobertsUM9CJR

James RobertsUPZBXQ

James RobertsUQBAVK

James RobertUTYLUQ

James RobertsV6M9DQ

James RobertsVJC6V2

James RobertsVU246Q

James RobertsWJ3TAP

James RobertsWX466N

James RobertsX78WMG

James Roberts pagerX8ZRAP

James RobertsXJGCUL

James RobertsXY9AWG

MarkXYELUY

James RobertsYQ9AWF

James RobertsZ8D34E

James RobertsZB38DY

There is no match to the pager number “202-762-1401”, however, James Roberts and Mark both have 
this number prefixed with ‘1’ stored as pager.

ZX8VNE
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Question 24: What contact (name) has the phone number "202-762-1401" listed as a "Pager" number in 
the iOS address book?

James Roberts (See the "Other Responses" section of the Summary Report, page 103.) Consensus Result:

 Expected Response Explanation:
Contact information is stored in /mobile/Library/AddressBook/AddressBook.sqlitedb. Review of this database for 
202-762-1401 finds two entries with this number. A “Pager” number for James Roberts, and a “Home” Number for 
Mark.

 Expected Response Illustration:
Cellebrite "Contacts" table showing entries containing 202-762-1401

 Other Responses: 
*Note: An entry in the database for the TextNow app (com.tinginteractive.usms) lists 202-762-1401 as the “home” 
number for Mark. Cellebrite PA 7.38.0.40 appears to be mis-mapping this field to "Pager" instead of "home". This 
should be taken into consideration when evaluating responses.
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Question 25: What phone number did the phone miss a call from on June 24, 2020?

12104087024
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

+12104087024232E3H

+1210408702423R6RY

121040870242MP2LK

+1 (210) 408-70242U4K6K

121040870242UJ7EL

 +1 (210) 408-7024  2ZD34D

1-210-408-70243LXYYV

+1(210)40870244KQATB

+121040870244VD9JG

+1 (210)408-70246LKHCE

 +1 (210) 408-7024 6R89XA

+1210408702473ULRR

121040870247FEZVR

+1 (210) 408-70247NZ8BH

+1(210)408-70247TZH7H

121040870247WXYJC

+1210408702482KA7F

+1 (210) 408-70248E9BN8

 +1 (210) 408-70248FY44R

+121040870248XED4T

 +1 (210) 408-7024 93EEZE

 +1 (210) 408-7024 9AEVD6

+121040870249C38CB

+121040870249J3RE7

2104087024A8PRHD

+12104087024AB3RE6

1-210-408-7024AJGDN9

+12104087024AUEEZC

+12104087024B7LJQ6
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 Question 25

ResponseWebCode

+1 (210) 408-7024 BGDYWL

+1 (210) 408-7024 BK4CEC

 +1 (210) 408-7024CMVPWM

+1 (210) 408-7024 CTTKD8

12104087024DDYEJ4

 +1 (210) 408-7024 DGXQF4

12104087024DJL3EA

+12104087024EKZT67

+12104087024ET7TE8

+12104087024FNQKQ8

+12104087024FXKMCH

+12104087024G3E42G

 +1 (210) 408-7024GA8EUY

1 (210) 408-7024GJTH2X

+12104087024GXBBQ6

 +1 (210) 408-7024      HBTH3W

+1 (210) 408-7024HRJN96

+1 (210) 408-7024JRWEYZ

210-408-7024KQZJPW

1 (210) 408-7024 L2Z97X

210-408-7024L78WJY

+12104087024LDRZQ3

+1 (210) 408-7024LUED6U

+12104087024MK4BJT

+12104087024P94MFP

+12104087024PBRYEU

+1(210)408-7024PRFA2W

+1 (210)408-7024PVHA3U

+12104087024PZYA29

12104087024Q9J39W

+1(210)408-7024QBL2JP
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ResponseWebCode

 +1 (210) 408-7024   QTQBNV

1-210-408-7024QZTKUN

+12104087024RA9UVM

12104087024RWD889

12104087024T6DJYU

1(210) 408-7024TGQJVM

+12104087024TL2WDL

+12104087024U2P8ZN

+12104087024UCYFWG

+12104087024UM9CJR

+1 (210) 408-7024UPZBXQ

+12104087024UQBAVK

1(210)408-7024UTYLUQ

+1 (210) 408-7024  V6M9DQ

+12104087024VJC6V2

+12104087024VU246Q

+12104087024WJ3TAP

 +1 (210) 408-7024WX466N

+12104087024X78WMG

1(210)408-7024X8ZRAP

+12104087024XJGCUL

210-408-7024XY9AWG

 +1 (210) 408-7024  XYELUY

+12104087024YQ9AWF

12104087024Z8D34E

+12104087024ZB38DY

+12104087024ZX8VNE
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TABLE 1
 Question 25

Question 25: What phone number did the phone miss a call from on June 24, 2020?
12104087024 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /mobile/Library/CallHistoryDB/CallHistory.storedata. A review of the log for calls on June 24, 
2020 finds one missed call from 12104087024.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing calls for June 24
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TABLE 1
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Question 26: What contact (name) called the phone on July 4, 2020 at 6:31 PM?

Mark
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Mark232E3H

Mark23R6RY

Mark2MP2LK

Mark2U4K6K

Mark2UJ7EL

Mark2ZD34D

Mark3LXYYV

Mark4KQATB

Mark4VD9JG

Mark6LKHCE

Mark6R89XA

Mark73ULRR

Mark7FEZVR

Mark7NZ8BH

Mark7TZH7H

Mark7WXYJC

Mark82KA7F

Mark8E9BN8

Mark8FY44R

Mark8XED4T

Mark93EEZE

Mark9AEVD6

Mark9C38CB

Mark9J3RE7

MarkA8PRHD

MarkAB3RE6

MarkAJGDN9

MarkAUEEZC

MarkB7LJQ6
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 Question 26

ResponseWebCode

MarkBGDYWL

MarkBK4CEC

MarkCMVPWM

MarkCTTKD8

MarkDDYEJ4

MarkDGXQF4

MarkDJL3EA

MarkEKZT67

MarkET7TE8

MarkFNQKQ8

MarkFXKMCH

MarkG3E42G

MarkGA8EUY

MarkGJTH2X

MarkGXBBQ6

MarkHBTH3W

MarkHRJN96

MarkJRWEYZ

MarkKQZJPW

MarkL2Z97X

MarkL78WJY

MarkLDRZQ3

MarkLUED6U

MarkMK4BJT

MarkP94MFP

MarkPBRYEU

MarkPRFA2W

MarkPVHA3U

MarkPZYA29

MarkQ9J39W

MarkQBL2JP
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 Question 26

ResponseWebCode

MarkQTQBNV

MarkQZTKUN

Mark +15717996243RA9UVM

MarkRWD889

MarkT6DJYU

MarkTGQJVM

MarkTL2WDL

MarkU2P8ZN

MarkUCYFWG

MarkUM9CJR

MarkUPZBXQ

MarkUQBAVK

MarkUTYLUQ

MarkV6M9DQ

“Mark”VJC6V2

MarkVU246Q

MarkWJ3TAP

MarkWX466N

MarkX78WMG

MarkX8ZRAP

MarkXJGCUL

MarkXY9AWG

MarkXYELUY

MarkYQ9AWF

MarkZ8D34E

MarkZB38DY

MarkZX8VNE
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Question 26: What contact (name) called the phone on July 4, 2020 at 6:31 PM?
Mark Consensus Result:

 Expected Response Explanation:
Call log data is stored in /mobile/Library/CallHistoryDB/CallHistory.storedata. Review of the log for calls on July 4, 
2020 at 6:31 PM identifies the caller as Mark.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing call on July 4, 2020 at 6:31 PM
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TABLE 1
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Question 27: How many outgoing calls were made from this phone?

5
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

5232E3H

523R6RY

52MP2LK

52U4K6K

52UJ7EL

52ZD34D

53LXYYV

54KQATB

54VD9JG

56LKHCE

56R89XA

573ULRR

57FEZVR

57NZ8BH

57TZH7H

57WXYJC

582KA7F

5 (1 Answered and 4 unanswered)8E9BN8

58FY44R

58XED4T

593EEZE

59AEVD6

59C38CB

59J3RE7

5A8PRHD

5AB3RE6

5AJGDN9

5AUEEZC

FiveB7LJQ6
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 Question 27

ResponseWebCode

5BGDYWL

5BK4CEC

10CMVPWM

5CTTKD8

5DDYEJ4

5DGXQF4

5DJL3EA

5EKZT67

5ET7TE8

5FNQKQ8

5FXKMCH

5G3E42G

5GA8EUY

5GJTH2X

5GXBBQ6

5HBTH3W

FiveHRJN96

5JRWEYZ

5 including 4 cancelled callsKQZJPW

5L2Z97X

5L78WJY

5LDRZQ3

5LUED6U

5MK4BJT

FiveP94MFP

5PBRYEU

5PRFA2W

5PVHA3U

5PZYA29

5Q9J39W

5QBL2JP
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ResponseWebCode

5QTQBNV

5QZTKUN

Five (5)RA9UVM

5RWD889

5T6DJYU

5TGQJVM

5TL2WDL

5U2P8ZN

5UCYFWG

5UM9CJR

5UPZBXQ

5UQBAVK

5UTYLUQ

5V6M9DQ

5VJC6V2

5VU246Q

5WJ3TAP

5WX466N

5X78WMG

5X8ZRAP

5XJGCUL

5XY9AWG

5XYELUY

5YQ9AWF

5Z8D34E

4ZB38DY

5ZX8VNE
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Question 27: How many outgoing calls were made from this phone?
5 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /mobile/Library/CallHistoryDB/CallHistory.storedata. Filtering the list for outgoing calls results 
in five calls.

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing outgoing calls
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Question 28: What was the date and time of the LAST outgoing call? Provide the answer in the time zone 
set for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/04/2020 06:38 PM (UTC-4)
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

07/04/2020 06:38 PM (UTC-4)232E3H

07/04/2020 06:38 PM (UTC-4)23R6RY

07/04/2020 18:38 (UTC -4)2MP2LK

04/07/2020 6:38 PM (UTC-4)2U4K6K

07/04/2020 06:38:56 PM (UTC-4)2UJ7EL

07/04/2020 18:38:56pm(UTC-4)2ZD34D

07/04/2020 17:38 PM (UTC -5)3LXYYV

07/04/2020 18:38 PM4KQATB

07/04/2020 06:38 PM (UTC-4)4VD9JG

07/04/2020 06:38 PM (UTC-4)6LKHCE

7.04.2020 06:38:56 pm (UTC-4)6R89XA

07/04/2020 06:38 PM (UTC-4)73ULRR

07/04/2020 06:38 PM (UTC-4)7FEZVR

07/04/2020 06:38 PM7NZ8BH

07/04/2020 06:38 PM (UTC-4)7TZH7H

07/04/2020 06:38 PM7WXYJC

07/04/2020 10:38 pm (UTC+0)82KA7F

07/04/2020 06:38:56 PM (UTC-4)8E9BN8

7/4/2020 6:38:56 PM(UTC-4)8FY44R

7/4/2020 6:38:56 PM(UTC-4)8XED4T

07/04/2020 06:38 PM(UTC-4)93EEZE

07/04/2020, 06:38:56 PM (UTC-4)9AEVD6

07/04/2020 06:38 PM (UTC-4)9C38CB

07/04/2020 18:38 PM (UTC-4)9J3RE7

07/04/2020 18:38 PM (UTC -4)A8PRHD

07/04/2020 06:38 PM (UTC-4)AB3RE6

07/04/2020 06:38 PM (UTC -4)AJGDN9

07/04/2020 06:38 PM (UTC-4)AUEEZC
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ResponseWebCode

07/04/2020 18:38 PMB7LJQ6

07/04/2020 06:38 PM (UTC-4)BGDYWL

07/04/2020 06:38 PM (UTC-4)BK4CEC

07/05/2020 13:51:24 PM (UTC-4)CMVPWM

07/04/2020 06:38 PM (UTC-4)CTTKD8

07/04/2020 06:38 PM (UTC-4)DDYEJ4

07/04/2020 06:38 PM(UTC-4)DGXQF4

7/4/2020 6:38 PM(UTC-4)DJL3EA

07/04/2020 06:38 PM (UTC-4)EKZT67

07/04/2020 18:38 (UTC-4) PMET7TE8

07/04/2020 06:38:56 PM (0x3793)FNQKQ8

07/04/2020 06:38 PM (UTC-4)FXKMCH

7/4/2020 6:38:56 PM(UTC-4)G3E42G

07/04/2020 18:38:56 PM (UTC-4)GA8EUY

07/04/2020 6:38 PM (UTC-4)GJTH2X

07/04/2020 06:38 PM (UTC-4)GXBBQ6

07/04/2020 06:38 PM (UTC-4)HBTH3W

07/04/2020 17:38(UTC-5)HRJN96

07/04/2020 06:38 PM (UTC-4)JRWEYZ

07/04/2020 06:38 PM(UTC-4)KQZJPW

7/4/2020 18:38(UTC-4)L2Z97X

07/04/2020 06:38:56PM (UTC-4)L78WJY

07/04/2020 06:38 PM (UTC-4)LDRZQ3

07/04/2020 06:38 PM (UTC-4)LUED6U

07/04/2020 06:38 PM (UTC-4)MK4BJT

7/4/2020 6:38:56 PM(UTC-4)P94MFP

07/04/2020 06:38 PM (UTC -4:00)PBRYEU

07/04/2020 18:38 PM (UTC -4)PRFA2W

07/04/2020 6:38:56 PM (UTC -4)PVHA3U

07/04/2020 06:38 PM(UTC-4)PZYA29

07/04/2020 06:38 PM (UTC-4)Q9J39W
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ResponseWebCode

07/04/2020 06:38 PM (UTC-4)QBL2JP

7/4/2020 18:38(UTC-4)QTQBNV

07/04/2020 at 06:38 PM (UTC-4)QZTKUN

07/04/2020 10:38 PM, offset 0x3793RA9UVM

07/04/2020 06:38:56 PM (UTC-4)RWD889

07/04/2020 06:38 PM (UTC-4)T6DJYU

06/27/20 10:10:58 AM (UTC-7)TGQJVM

7/4/2020 6:38 PM(UTC-4)TL2WDL

07/04/2020 06:38 PM (UTC-4)U2P8ZN

07/04/2020 6:38 PM(UTC-4)UCYFWG

7/4/2020 6:38:56 PM (UTC-4)UM9CJR

07/04/2020 06:38 PM(UTC-4)UPZBXQ

07/04/2020 17:38 (UTC-5)UQBAVK

07/04/2020 6:38 PM (UTC -4)UTYLUQ

7/4/2020 6:38 PM (UTC-4)V6M9DQ

7/4/2020 6:38:56 PM(UTC-4)VJC6V2

07/4/2020 06:38 PM (UTC-4)VU246Q

7/4/2020 6:38:56 PM(UTC-4)WJ3TAP

07/04/2020 6:38 PM (UTC-4)WX466N

07/04/2020 06:38(UTC-4) PMX78WMG

07/04/2020 06:38 PM (UTC-4)X8ZRAP

07/04//2020 06:38 PM (UTC-4)XJGCUL

7/4/2020 6:38 PM (UTC -4)XY9AWG

7/4/2020 6:38:56 PM (UTC-4)XYELUY

07/04/2020 18:38PM (UTC-4) or 6:38PM (UTC-4)YQ9AWF

7/4/2020 6:38 PM(UTC-4)Z8D34E

7/4/2020 6:38:15 PM(UTC-4)ZB38DY

07/04/2020 06:38 PM (UTC-4)ZX8VNE
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Question 28: What was the date and time of the LAST outgoing call? Provide the answer in the time zone 
set for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/04/2020 06:38 PM (UTC-4) and all formatting styles including different time zones which 
represent the same information.

 Consensus Result:

 Expected Response Explanation:
Call log data is stored in /mobile/Library/CallHistoryDB/CallHistory.storedata. Filtering the list for outgoing calls and 
sorting by timestamp identifies the last call placed at 07/04/2020 06:38:56 PM(UTC-4).

 Expected Response Illustration:
Cellebrite "Call Log" table selection showing outgoing calls
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Question 29: With what service or application is the number 2029459404 associated?

TextNow
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

TextNow232E3H

TextNow23R6RY

TextNow2MP2LK

TextNow2U4K6K

TextNow2UJ7EL

ProtonMail2ZD34D

TextNow3LXYYV

Textnow4KQATB

TextNow4VD9JG

TextNow6LKHCE

TextNow6R89XA

TextNow73ULRR

TextNow7FEZVR

TextNow7NZ8BH

TextNow7TZH7H

TextNow7WXYJC

TextNow82KA7F

TextNow8E9BN8

TextNow8FY44R

TextNow8XED4T

TextNow93EEZE

ProtonMail9AEVD6

TextNow9C38CB

TextNow9J3RE7

TextNowA8PRHD

ProntonMailAB3RE6

ProtonMailAJGDN9

TextNowAUEEZC

TextNowB7LJQ6
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ResponseWebCode

TextNowBGDYWL

ProtonmailBK4CEC

TextNowCMVPWM

TextNowCTTKD8

ProtonMailDDYEJ4

TextNowDGXQF4

TextNowDJL3EA

TextNowEKZT67

TextNowET7TE8

TextNowFNQKQ8

TextNowFXKMCH

TextNowG3E42G

TextNowGA8EUY

TextNowGJTH2X

TextNowGXBBQ6

TextNowHBTH3W

TextNowHRJN96

TextNowJRWEYZ

ProtonMailKQZJPW

TextNowL2Z97X

TextNowL78WJY

TextNowLDRZQ3

TextNowLUED6U

TextNowMK4BJT

TextNowP94MFP

TextNowPBRYEU

TextNowPRFA2W

TextNowPVHA3U

TextNowPZYA29

TextNowQ9J39W

tinginteractive.usmsQBL2JP
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ResponseWebCode

TextNowQTQBNV

TextNowQZTKUN

iOS Textnow (com.tinginteractive.usms)RA9UVM

TextNowRWD889

TextNowT6DJYU

ProtonMailTGQJVM

TextNowTL2WDL

TextNowU2P8ZN

TextNowUCYFWG

TextNowUM9CJR

TextNowUPZBXQ

Protonmail.comUQBAVK

Text NowUTYLUQ

TextNowV6M9DQ

ProtonmailVJC6V2

TextNowVU246Q

TextNowWJ3TAP

TextNowWX466N

TextNowX78WMG

TextnowX8ZRAP

TextNowXJGCUL

TextNowXY9AWG

TextNowXYELUY

TextNowYQ9AWF

ProtonMailZ8D34E

TextNowZB38DY

Proton MailZX8VNE
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Question 29: With what service or application is the number 2029459404 associated?
TextNow Consensus Result:

 Expected Response Explanation:
2029459404 is a 10-digit phone number. A search of User accounts (or a global search) for this number discovers it 
to be the phone number of the record for the jondaniel2020 TextNow account, as noted in 
/mobile/Containers/Data/Application/com.tinginteractive.usms/Documents/10466320151241745810jondaniel2020.

 Expected Response Illustration:
Search hit for 2029459404 in com.tinginteractive.usms/~…jondaniel2020 database

Cellebrite Contact card containing 2029459404

 Other Responses: 
Twelve participants reported Protonmail. The phone number 2029459404 is assigned to/by/for the TextNow 
application/service. Cellebrite identifies the username and other information associated with the TextNow app, 
including the email used to register the account, jondaniel2020@protonmail.com. There are no records of this phone 
number in the configuration or account information for the ProtonMail app.
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Question 30: What health-related app did the user install?

Renpho
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Renpho232E3H

Renpho23R6RY

Renpho2MP2LK

Renpho2U4K6K

Renpho2UJ7EL

Renpho2ZD34D

Renpho3LXYYV

Renpho4KQATB

Renpho4VD9JG

Renpho6LKHCE

Renpho6R89XA

Renpho73ULRR

Renpho7FEZVR

Health, Renpho7NZ8BH

Renpho7TZH7H

Renpho7WXYJC

Renpho82KA7F

Renpho8E9BN8

Renpho8FY44R

Renpho8XED4T

Renpho93EEZE

Renpho9AEVD6

Renpho9C38CB

Renpho9J3RE7

RenphoA8PRHD

RenphoAB3RE6

RenPhoAJGDN9

RenphoAUEEZC

RenphoB7LJQ6
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ResponseWebCode

RenphoBGDYWL

RenphoBK4CEC

RenphoCMVPWM

RenphoCTTKD8

RenphoDDYEJ4

RenPhoDGXQF4

RenphoDJL3EA

RenphoEKZT67

RenphoET7TE8

RenphoFNQKQ8

RenphoFXKMCH

RenphoG3E42G

RenphoGA8EUY

RenphoGJTH2X

RENPHOGXBBQ6

RenphoHBTH3W

RenphoHRJN96

RenphoJRWEYZ

RenphoKQZJPW

RenphoL2Z97X

RenphoL78WJY

RenphoLDRZQ3

RenphoLUED6U

RenphoMK4BJT

HealthP94MFP

RenphoPBRYEU

RenphoPRFA2W

RenphoPVHA3U

RenphoPZYA29

RenphoQ9J39W

Health Privacy ServiceQBL2JP
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ResponseWebCode

RenphoQTQBNV

RenphoQZTKUN

Apple HealthRA9UVM

RenphoRWD889

RenphoT6DJYU

RenphoTGQJVM

RenphoTL2WDL

RenphoU2P8ZN

RenphoUCYFWG

RenphoUM9CJR

RenphoUPZBXQ

RenphoUQBAVK

HealthUTYLUQ

RenphoV6M9DQ

RenphoVJC6V2

RenphoVU246Q

RenphoWJ3TAP

RenphoWX466N

RenphoX78WMG

RenphoX8ZRAP

RenphoXJGCUL

RenphoXY9AWG

RenphoXYELUY

RenphoYQ9AWF

RenphoZ8D34E

HealthZB38DY

RenphoZX8VNE
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Question 30: What health-related app did the user install?
Renpho Consensus Result:

 Expected Response Explanation:
Information about installed applications is stored in /Backup/Manifest.plist. Reviewing this file finds two health and 
fitness related apps: Apple “Health,” and Renpho. The Apple "Health" app is pre-installed on the iphone therefore not 
installed by the user.

 Expected Response Illustration:
Manifest.plist
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Question 31: Describe the content of the file with MD5 Hash a17ff17faf23d3fa09b943c7b530d24f.

Rick Roll, Rick Astley, Never Gonna Give You Up, Music Video
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

“Never Gonna Give You Up” music video232E3H

.MOV movie file containing Rick Astley strutting his funky stuff. “Never gonna give you up”23R6RY

Rick Astley - Never Gonna Give You Up (Video), commonly referred to as a "Rick Roll"2MP2LK

Rick Astley - Never Gonna Give You Up2U4K6K

.MOV file playing a music video2UJ7EL

Rick Astley Never Gonna Give You Up Music Video2ZD34D

Rick Astley dancing in a music video3LXYYV

Never gonna give you up (Rick Astley) musical Video4KQATB

It is a music video of Rick Astley’s “Never Going to Give You Up”.4VD9JG

Rick Astley's "Never Gonna Give You Up" music video6LKHCE

A man singing a song.6R89XA

Video file with a name of IMG_0052.MOV73ULRR

Music video of Rick Astley Never Gonna Give You Up7FEZVR

IMG_0053.MOV, IMG_0051.MOV, IMG_0052.MOV music video: Rick Astley - Never Gonna Give 
You Up

7NZ8BH

Video Clip (Rick Astley - Never Gonna Give You Up)7TZH7H

Never Gonna Give You Up music video by Rick Astley.7WXYJC

video clip (song)82KA7F

Movie file of Rick Astley,16676393 bytes in size8E9BN8

Video File of a music video. Rick Astley - Never Gonna Give You Up (Video)8FY44R

Music Video, Never Gonna Give You Up...by Rick Astley8XED4T

Video file, music video93EEZE

IMG_0052.MOV9AEVD6

It is a video file - video clip of Rick Astley, never gonna give you up9C38CB

Rickroll video9J3RE7

A viral video known as "RickRolling" or "Never Gonna Give You Up by Rick Astley" (Nice)A8PRHD

Music video of Rick Astley’s “Never Gonna Give You Up” lasting 3m 32sAB3RE6

This is a music video approximately 3 minutes and 32 seconds in length of Rick Astley singing "Never 
gonna give you up" which is commonly known as a "Rick Roll"

AJGDN9

Music VideoAUEEZC
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ResponseWebCode

Music Video - Rick Astley – Never gonna give you up.B7LJQ6

Rick Astley - Never Gonna Give You Up - Music VideoBGDYWL

music video clipBK4CEC

Video file of Rick Astley singing Never Gonna Give You UpCMVPWM

Rick Astley music videoCTTKD8

Rick Astley Never Gonna Give You UpDDYEJ4

Rick Astley never gonna give you up video. "rickrolled"DGXQF4

music video for Rick Astley "Never Gonna Give You Up"DJL3EA

Rick Astley music videoEKZT67

IMG_0052.MOV video clip (Rick Astley Never Gonna Give you Up)ET7TE8

Music Video: Rick Astley-"Never gonna give you up"FNQKQ8

Music Artist, Rick Astley singing song, "Never gonna give you up" while dancing.FXKMCH

Music video Rick Astley Never Gonna give you upG3E42G

A music video with file name IMG_0052.MOVGA8EUY

The content of that file is the music video for "Never Gonna Give You Up" by Rick Astley.GJTH2X

A music video of Never Gonna Give You Up by Rick AstleyGXBBQ6

Rich Astley – “Never Gonna Give You Up" music video (IMG_0052.mov)HBTH3W

Appears to be a music video. To the song Never Gonna Give You up by Nick AstleyHRJN96

Video fileJRWEYZ

Video file - music video of Rick Astley - Never Gonna Give You UpKQZJPW

The Rick Roll music video.L2Z97X

Music VideoL78WJY

Never Gonna Give You Up music video by Rick AstleyLDRZQ3

This is a music videoLUED6U

Music video. Never Gonna Give You UpMK4BJT

A music video titled Never Gonna Give You Up by Rick AstleyP94MFP

Never Gonna Give You Up - Rick AstleyPBRYEU

music video in mov video filePRFA2W

The content of the file is a music video of Rick Astley's "Never Gonna Give You Up".PVHA3U

Rick Astley - Never Gonna Give you up music videoPZYA29

Rick Astley's official music video for "Never Gonna Give You Up"Q9J39W
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ResponseWebCode

Video IMG_0052.MOVQBL2JP

This hash is associated with a video file named IMG_0052.MOV. It contains a music video typically used 
in rickrolling

QTQBNV

Music video by Rick Astley “Never Gonna Give You Up”QZTKUN

Song: „We're no strangers to love You know the rules and so do I A full commitment's what I'm thinking 
of You wouldn't get this from any other guy“

RA9UVM

Music video by Rick Ashley for his song titled "Never Gonna Give You Up"RWD889

Rick Astley - Never Gonna Give You Up (music video)T6DJYU

Music VideoTGQJVM

Music video of the artist Rick AstleyTL2WDL

A video file of Rick Astley singing Never Gonna Give You UpU2P8ZN

A music video for Rick Astley's song "Never Gonna Give You Up"UCYFWG

Video file with audioUM9CJR

It is a .mov file. A music videoUPZBXQ

Rick Astley music VideoUQBAVK

Rick Astley - "Never Gonna Give You Up" Music VideoUTYLUQ

The file appears to be the Rick Astley – Never Gonna Give You Up music video.V6M9DQ

Being Rick-Roll’d by CTS during a competency exam, thank you!VJC6V2

Music video clipVU246Q

.MOV Rick Astley Never gonna give you up. AKA RickrolledWJ3TAP

Music video “Never Gonna Give You Up” by Rick AstleyWX466N

Rick Astley-Never Gonna Give You Up, Video Clip. IMG_0052.MOVX78WMG

Rick Astley Never Gonna give you up music videoX8ZRAP

Music VideoXJGCUL

A Music videoXY9AWG

Music video for the song "Never Gonna Give You Up" by Rick AstleyXYELUY

A music video of Rich Astley singing "Never Gonna Give You Up"YQ9AWF

Music videoZ8D34E

Rick Astley - Never Gonna Give You Up VideoZB38DY

Rick Astley music video never gonna give you upZX8VNE
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Question 31: Describe the content of the file with MD5 Hash a17ff17faf23d3fa09b943c7b530d24f.
A music video containing Rick Astley performing "Never Gonna Give You Up". Consensus Result:

 Expected Response Explanation:
A global search for files with this hash discovers 3 duplicate files:
Jon’s iPhone/mobile/Media/DCIM/100APPLE/IMG_0051.MOV
Jon’s iPhone/mobile/Media/DCIM/100APPLE/IMG_0052.MOV
Jon’s iPhone/mobile/Media/DCIM/100APPLE/IMG_0053.MOV
Viewing the file in a media player shows it as being the music video for Rick Astley’s 1987 Hit, Never Gonna Give you 
Up. This video is commonly used in the online prank known as Rick Rolling, a type of bait and switch using a disguised 
hyperlink that leads to the music video.

 Expected Response Illustration:
Screen Capture from IMG_0053.MOV, Rick Roll
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Question 32: What is the address for the stored location in the Google Maps application?

21331 Gentry Dr, Sterling, VA 20166
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

21331 Gentry Dr, Sterling, VA 20166232E3H

21331 Gentry Dr, Sterling, VA 2016623R6RY

21331 Gentry Dr, Sterling, VA 20166 This is recovered from the file OnDeviceAliasData under 
com.google.maps

2MP2LK

16th Street Northwest, Washington, DC2U4K6K

Richmond, Richmond, Virginia, United States2UJ7EL

Google Maps not parsed in UFED PA 7.33.0.30. Can’t find answer in Google maps plist2ZD34D

21331 Gentry Dr, Compound building3LXYYV

21331 Gentry Dr, Sterling, VA 201664KQATB

21331 Gentry Dr, Sterling, VA 201664VD9JG

21331 Gentry Dr, Sterling, VA 201666LKHCE

21331 Gentry Dr, Sterling, VA 201666R89XA

73ULRR

21331 Gentry Dr, Sterling, VA 201667FEZVR

21331 Gentry Dr, Sterling, VA 201667NZ8BH

21331 Gentry Dr, Sterling, VA 201667TZH7H

21331 Gentry Dr, Sterling, VA 201667WXYJC

Monument avenue richmond82KA7F

Cellebrite 7.33.0.30 has not parsed Google Maps8E9BN8

21331 Gentry Dr, Sterling, VA 201668FY44R

21331 Gentry Dr, Sterling, VA 201668XED4T

21331 Gentry Dr, Sterling, VA 2016693EEZE

110 N. Carpenter St., Chicago, IL 606079AEVD6

21331 Gentry Dr, Sterling, VA 201669C38CB

21331 Gentry Dr, Sterling, VA 201669J3RE7

21331 Gentry Dr, Sterling, VA 20166A8PRHD

singlelineaddress: 21331 Gentry Dr, Sterling, VA 20166, nameandaddress: 21331 Gentry Dr, Sterling, 
VA 20166, thoroughfare: 21331 Gentry Dr, thoroughfarewithnumber: 21331 Gentry Dr, municipality: 
Sterling, : Sterling, VA 20166

AB3RE6

21331 Gentry Dr. Sterling, VA 20166AJGDN9
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ResponseWebCode

Jon’s iPhone/root/Library/Caches/locationd/AUEEZC

21331 Gentry Dr, Sterling, VA 20166B7LJQ6

21331 Gentry Dr, Sterling, VA 20166BGDYWL

21331 Gentry Dr, Sterling, VA 20166BK4CEC

21331 Gentry Dr, Sterling, VA 20166CMVPWM

21331 Gentry Dr, Sterling, VA 20166CTTKD8

110 N. Carpenter St., Chicago, IL 60607DDYEJ4

21331 Gentry Dr, Sterling, VA 20166DGXQF4

21331 Gentry Dr, Sterling, VA 20166DJL3EA

21331 Gentry Dr, Sterling, VA 20166EKZT67

21331 Gentry Dr, Sterling, VA 20166ET7TE8

110 N. Carpenter St., Chicago, IL 60607FNQKQ8

21331 Gentry Dr, Sterling, VA 20166FXKMCH

21331 Gentry Dr, Sterling, VA 20166G3E42G

21331 Gentry Dr, Sterling, VA 20166GA8EUY

21331 Gentry Dr, Sterling, VA 20166GJTH2X

21331 Gentry Dr, Sterling, VA 20166GXBBQ6

I-95, Richmond, VA 23227 USAHBTH3W

21331 Gentry Dr, Sterling, VA 20155HRJN96

16th Street Northwest, Washington, DCJRWEYZ

21331 Gentry Dr, Sterling, VA 20166KQZJPW

I did not locate a stored address in the Google Maps application.L2Z97X

21331 Gentry DrL78WJY

21331 Gentry Dr, Sterling, VA 20166LDRZQ3

21331 Gentry Dr, Sterling, VA 20166LUED6U

21331 Gentry Dr, Sterling, VA 20166MK4BJT

NoneP94MFP

21331 Gentry Drive, Sterling, VA 20166PBRYEU

no address stored in Google Maps applicationPRFA2W

21331 Gentry Dr, Sterling, VA 20166PVHA3U

21331 Gentry Dr. Sterling VA 20166PZYA29
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ResponseWebCode

21331 Gentry Dr, Sterling, VA 20166Q9J39W

21331 Geatry Dr, Sterling, VA 20166QBL2JP

21331 Gentry Dr, Sterling, VA 20166QTQBNV

21331 Gentry Drive in Sterling, VA 20166.QZTKUN

21331 Gentry Dr, Sterling, VA 20166RA9UVM

Not ApplicableRWD889

21331 Gentry Dr, Sterling, VA 20166T6DJYU

None FoundTGQJVM

21331 Gentry Dr, Sterling, VA 20166TL2WDL

21331 Gentry Dr, Sterling, VA 20166U2P8ZN

21331 Gentry Dr, Sterling, VA 20166UCYFWG

Black Lives Matter Plaza, Washington DCUM9CJR

110 N. Carpenter St., Chicago, IL 60607UPZBXQ

21331 Gentry Dr, Sterling, VA 20166UQBAVK

There is no address store in the Google Maps application.UTYLUQ

Lafayette Square, 16th Street Northwest, Washington, DC.V6M9DQ

21331 Gentry Dr, Sterling, VA 20166VJC6V2

21331 Gentry Dr, Sterling, VA 20166VU246Q

N/AWJ3TAP

One Apple Park Way, Cupertino, CA 95014 USAWX466N

21331 Gentry Dr, Sterling, VA 20166X78WMG

21331 Gentry Drive, Sterling VA, 20166X8ZRAP

21331 Gentry Dr, Sterling, VA 20166XJGCUL

21331 Gentry Dr, Sterling VA 20166XY9AWG

21331 Gentry Dr, Sterling, VA 20166XYELUY

21331 Gentry Dr, Sterling, VA 20166YQ9AWF

21331 Gentry Dr, Sterling, VA 20166Z8D34E

21331 Gentry Dr, Sterling, VA 20166ZB38DY

(Left blank)ZX8VNE
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Question 32: What is the address for the stored location in the Google Maps application?
21331 Gentry Dr, Sterling, VA 20166 Consensus Result:

 Expected Response Explanation:
Information for the Google Maps application can be found in 
/mobile/Containers/Data/Application/com.google.Maps/Library/Application Support/OnDeviceAliasData. There is one 
location stored in this file under “home,” 21331 Gentry Dr, Sterling, VA 20166.

 Expected Response Illustration:
OnDeviceAliasData
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Question 33: What location did the user search in Maps?

Monument avenue richmond
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Monument avenue richmond232E3H

Monument Avenue, Richmond23R6RY

Monument avenue richmond2MP2LK

Monument avenue richmond2U4K6K

Monument avenue richmond2UJ7EL

Monument avenue richmond2ZD34D

Lafayette Square, 16th Street Northwest, Washington, DC3LXYYV

Monument Avenue richmond4KQATB

Monument avenue richmond4VD9JG

Monument avenue richmond6LKHCE

Monument avenue richmond6R89XA

Monument avenue richmond73ULRR

Monument avenue richmond7FEZVR

Monument avenue richmond7NZ8BH

Monument avenue richmond7TZH7H

Monument avenue Richmond7WXYJC

Richmond, Richmond, Virginia, United States82KA7F

Monument avenue richmond8E9BN8

Monument avenue richmond8FY44R

Monument avenue richmond8XED4T

Richmond, VA93EEZE

Monument avenue richmond9AEVD6

Monument avenue richmond9C38CB

Monument avenue Richmond9J3RE7

Monument avenue richmondA8PRHD

Monument avenue RichmondAB3RE6

Monument avenue richmondAJGDN9

Monument avenue richmondAUEEZC

Monument avenue richmondB7LJQ6
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ResponseWebCode

Monument avenue richmondBGDYWL

Monument Avenue RichmondBK4CEC

Monument avenue richmondCMVPWM

Monument avenue richmondCTTKD8

Richmond VADDYEJ4

Richmond, VirginiaDGXQF4

Monument avenue richmondDJL3EA

Monument avenue richmondEKZT67

Richmond, Richmond, Virginia, United StatesET7TE8

Monument avenue richmondFNQKQ8

(37.553029, -77.458578)FXKMCH

Monument avenue richmondG3E42G

Richmond, Virginia, United StatesGA8EUY

Monument avenue richmondGJTH2X

Monument avenue richmondGXBBQ6

Monument avenue richmondHBTH3W

Monument avenue Richmond (37.558086, -77.467195) Richmond, Richmond, Virginia, United StatesHRJN96

Richmond, Richmond, Virginia, United StatesJRWEYZ

Richmond, Virginia, United StatesKQZJPW

Monument avenue richmondL2Z97X

Monument avenue richmondL78WJY

Monument avenue richmondLDRZQ3

Monument avenue richmondLUED6U

2395 monument ave, richmond, virginia 23220MK4BJT

Monument avenue richmondP94MFP

Our lab does not offer this determinationPBRYEU

Monument avenue richmondPRFA2W

Monument avenue richmondPVHA3U

Monument avenue richmondPZYA29

Monument avenue richmondQ9J39W

(37.558086, -77.467195)QBL2JP
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ResponseWebCode

Monument avenue richmondQTQBNV

Monument Avenue in Richmond, VirginiaQZTKUN

Richmond, Virginia, United StatesRA9UVM

Monument avenue richmondRWD889

Monument avenue richmondT6DJYU

Monument avenue richmondTGQJVM

Monument avenue richmondTL2WDL

Monument avenue richmondU2P8ZN

Monument avenue richmondUCYFWG

Monument avenue richmondUM9CJR

Monument avenue richmondUPZBXQ

Monument AvenueUQBAVK

Monument Avenue RichmondUTYLUQ

Monument avenue richmondV6M9DQ

2319 Monument Ave, Richmond VA (37.558086, -77.467195)VJC6V2

Monument avenue richmondVU246Q

Monument avenue richmondWJ3TAP

Monument avenue richmondWX466N

Monument avenue richmondX78WMG

Monument Avenue RichmondX8ZRAP

Monument avenue richmondXJGCUL

Monument avenue richmondXY9AWG

Monument avenue RichmondXYELUY

Monument avenue richmondYQ9AWF

Monument avenue richmondZ8D34E

Monument avenue richmondZB38DY

Monument avenue richmondZX8VNE
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Question 33: What location did the user search in Maps?
Monument avenue richmond Consensus Result:

 Expected Response Explanation:
Data regarding searched places, for the native “Maps” application can be found in 
mobile/Containers/Data/Application/com.apple.Maps/Library/Maps/GeoHistory.mapsdata.

 Expected Response Illustration:
GeoHistory.mapsdata
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Question 34: Did the flash fire when taking the photo captured on 6/28/2020 at 12:57:10 PM(UTC-4)? 
Provide a Yes/No response.

No
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

No232E3H

No23R6RY

No2MP2LK

No2U4K6K

No2UJ7EL

No. (Flash value = 24 which means auto-flash was on, but did not fire).2ZD34D

no3LXYYV

No4KQATB

No4VD9JG

No6LKHCE

yes6R89XA

No73ULRR

Yes7FEZVR

No7NZ8BH

No7TZH7H

No7WXYJC

no82KA7F

No8E9BN8

No8FY44R

No8XED4T

No93EEZE

No9AEVD6

No9C38CB

No9J3RE7

NoA8PRHD

NOAB3RE6

NoAJGDN9

NoAUEEZC
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ResponseWebCode

YesB7LJQ6

NoBGDYWL

NoBK4CEC

NoCMVPWM

NoCTTKD8

NoDDYEJ4

YesDGXQF4

NoDJL3EA

NoEKZT67

NoET7TE8

NoFNQKQ8

NoFXKMCH

NoG3E42G

YesGA8EUY

NoGJTH2X

NoGXBBQ6

NoHBTH3W

NoHRJN96

NoJRWEYZ

NoKQZJPW

NoL2Z97X

NOL78WJY

NoLDRZQ3

NoLUED6U

NoMK4BJT

NoP94MFP

Our lab does not offer this determinationPBRYEU

NoPRFA2W

NoPVHA3U

NoPZYA29

NoQ9J39W
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ResponseWebCode

NoQBL2JP

NoQTQBNV

NoQZTKUN

NoRA9UVM

NoRWD889

NoT6DJYU

yesTGQJVM

NoTL2WDL

NoU2P8ZN

NoUCYFWG

NoUM9CJR

NoUPZBXQ

YesUQBAVK

NoUTYLUQ

NoV6M9DQ

NoVJC6V2

YesVU246Q

noWJ3TAP

NoWX466N

NoX78WMG

NoX8ZRAP

NoXJGCUL

NoXY9AWG

NoXYELUY

NoYQ9AWF

NoZ8D34E

NoZB38DY

NoZX8VNE
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Question 34: Did the flash fire when taking the photo captured on 6/28/2020 at 12:57:10 PM(UTC-4)? 
Provide a Yes/No response.

No Consensus Result:

 Expected Response Explanation:
Photos taken on an iPhone are stored in /mobile/Media/DCIM/100APPLE. Review of these files for files created on 
6/28/2020 at 12:57:10 PM(UTC-4), finds one, IMG_0005.JPG. Review of the EXIF metadata for this file indicates the 
flash.

 Expected Response Illustration:
IMG_0005.JPG EXIF Metadata parsed with ‘exiftool v11.88’
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Question 35: When did the user LAST visit news.google.com in the Safari browser? Provide the answer in 
the time zone set for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/05/2020 01:07 PM (UTC-4)
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

07/05/2020 01:07 PM (UTC-4)232E3H

07/05/2020 01:07 PM (UTC-4)23R6RY

7/5/2020 13:07(UTC-4)2MP2LK

05/07/2020 1:07 PM (UTC-4)2U4K6K

07/05/2020 01:07:12 PM(UTC -4)2UJ7EL

07/05/2020 13:04:36pm(UTC-4)2ZD34D

07/05/2020 12:04 PM (UTC -5)3LXYYV

07/05/2020 13:074KQATB

07/05/2020 01:07 PM (UTC-4)4VD9JG

07/25/2020 01:07 PM (UTC-4)6LKHCE

07.05.2020 01:07:12(UTC-4) pm6R89XA

07/05/2020 01:07 PM (UTC-4)73ULRR

07/05/2020 01:07 PM (UTC-4)7FEZVR

07/05/2020 01:07 PM (UTC-4)7NZ8BH

07/05/2020 01:07 PM (UTC-4)7TZH7H

07/05/2020 01:07 PM7WXYJC

07/05/2020 05:07 pm (UTC+0)82KA7F

07/05/2020 13:07:12 PM (UTC-4)8E9BN8

7/5/2020 1:07:12 PM(UTC-4)8FY44R

7/5/2020 1:07:12 PM(UTC-4)8XED4T

07/05/2020 01:07 PM(UTC-4)93EEZE

07/05/2020, 01:07:12 (UTC-4)9AEVD6

07/05/2020 01:07 PM (UTC-4)9C38CB

07/05/2020 13:07 PM (UTC-4)9J3RE7

07/05/2020 13:07 PM (UTC-4)A8PRHD

07/05/2020 01:07 PM (UTC-4)AB3RE6

07/05/2020 01:07 PM (UTC -4)AJGDN9

07/05/2020 01:07 PM (UTC-4)AUEEZC
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ResponseWebCode

07/05/2020 13:07 PMB7LJQ6

07/05/2020 01:07 PM (UTC-4)BGDYWL

07/05/2020 01:07 PM (UTC-4)BK4CEC

07/05/2020 01:07 PM (UTC-4)CMVPWM

07/05/2020 01:07 PM (UTC-4)CTTKD8

07/05/2020 1:07 PM (UTC-4)DDYEJ4

07/05/2020 01:07 PM(UTC-4)DGXQF4

7/5/2020 1:07 PM(UTC-4)DJL3EA

06/27/2020 12:54 PM (UTC-4)EKZT67

07/05/2020 13:07(UTC-4) PMET7TE8

07/05/2020 01:07:12 PM (0x4EC5)FNQKQ8

07/05/2020 01:07 PM (UTC-4)FXKMCH

7/5/2020 1:07:12 PM(UTC-4)G3E42G

07/05/2020 13:04:36 PM (UTC-4)GA8EUY

7/5/2020 1:07 PM(UTC-4)GJTH2X

07/05/2020 01:07 PM (UTC-4)GXBBQ6

07/05/2020 01:07 PM (UTC-4)HBTH3W

07/05/2020 12:04(UTC-5)HRJN96

07/05/2020 01:04 PM (UTC-4)JRWEYZ

07/05/2020 01:04 PM (UTC-4), however on 07/05/2020 1:07 PM (UTC-4) a visit to a sub-page within 
news.google.com was made

KQZJPW

7/5/2020 13:07(UTC-4)L2Z97X

07/05/2020 01:07PM (UTC-4)L78WJY

07/05/2020 01:07 PM (UTC-4)LDRZQ3

07/05/2020 01:07 PM (UTC-4)LUED6U

07/05/2020 01:07 PM (UTC-4)MK4BJT

7/5/2020 1:07:12 PM(UTC-4)P94MFP

https://news.google.com 07/05/2020 01:04 PM (UTC -4:00) 
https://news.google.com/topstories?hl=en-us&gl=us&ceid=us:en 07/05/2020 01:07 PM (UTC -4:00)

PBRYEU

07/05/2020 13:07 PMPRFA2W

7/05/2020 1:07:12 PM(UTC-4)PVHA3U

07/05/2020 01:07 PM(UTC-4)PZYA29
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ResponseWebCode

07/05/2020 01:07 PM (UTC-4)Q9J39W

07/05/2020 01:07 PM (UTC-4)QBL2JP

7/5/2020 13:04(UTC-4) (See note in comments) [Table 2 - Additional Comments]QTQBNV

07/05/2020 at 01:07 PM (UTC-4)QZTKUN

07/05/2020 12:07 PM offset 0x4EC5RA9UVM

07/05/2020 1:07:12 PM (UTC-4)RWD889

07/05/2020 01:07 PM (UTC-4)T6DJYU

7/5/2020 10:07:12 AM (UTC-7)TGQJVM

07/05/2020 1:07 PM (UTC-4)TL2WDL

07/05/2020 01:07 PM (UTC-4)U2P8ZN

7/5/2020 1:07 PM(UTC-4)UCYFWG

7/5/2020 1:07:12 PM (UTC-4)UM9CJR

07/05/2020 01:07 PM(UTC-4)UPZBXQ

07/05/2020 12:07 (UTC-5)UQBAVK

07/05/2020 01:07 PM (UTC -4)UTYLUQ

7/5/2020 1:07 PM (UTC-4)V6M9DQ

07/05/2020 5:07:12 PMVJC6V2

07/5/2020 01:04 (UTC-4)VU246Q

7/5/2020 1:04:38 PM(UTC-4)WJ3TAP

07/05/2020 1:07 PM (UTC-4)WX466N

07/05/2020 01:07(UTC-4) PMX78WMG

07/05/2020 01:12 PM (UTC-4)X8ZRAP

07/05/2020 01:07 PM (UTC-4)XJGCUL

7/5/2020 1:07 PM (UTC -4)XY9AWG

7/5/2020 1:07:12 PM (UTC-4)XYELUY

07/05/2020 13:07PM (UTC -4) or 1:07PM(UTC -4)YQ9AWF

7/5/2020 1:07 PM(UTC-4)Z8D34E

7/5/2020 1:07:12 PM(UTC-4)ZB38DY

07/05/2020 13:04 AM (UTC-4)ZX8VNE
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Question 35: When did the user LAST visit news.google.com in the Safari browser? Provide the answer in 
the time zone set for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/05/2020 01:07 PM (UTC-4) and all formatting styles to include other time zones which 
represent the same information. In addition, due to the ambiguity of the question, the same date 
with the time of 01:04 PM was also accepted.

 Consensus Result:

 Expected Response Explanation:
Safari browser history is stored in /mobile/Library/Safari/History.db. Review of the records in this database show the last 
visit to news.google.com occurred 7/5/2020 1:07:12 PM(UTC-4).

 Expected Response Illustration:
Database View of Safari/History.db (*UTC TIME)

Cellebrite "Web History" table showing last visit to Google News
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Question 36: What type of payment card website did the user visit in the Chrome browser?

Prepaid reloadable debit, Vanilla, or My Vanilla
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

MyVanilla Card232E3H

MyVanilla Reloadable Prepaid Card23R6RY

MyVanilla Reloadable Prepaid Card2MP2LK

MyVanilla Reloadable Prepaid Card2U4K6K

MyVanilla Reloadable Prepaid Card2UJ7EL

http://myvanilladebitcard.com/2ZD34D

https://www.myvanillacard.com3LXYYV

MyVanilla Reloadable Prepaid Card4KQATB

Reloadable Prepaid Card4VD9JG

MyVanilla Reloadable Prepaid Card (URL http://myvanilladebitcard.com/)6LKHCE

MyVanilla Reloadable Prepaid Card6R89XA

MyVanilla Reloadable Prepaid Card73ULRR

MyVanilla Reloadable Prepaid Card7FEZVR

MyVanilla Reloadable Prepaid Card7NZ8BH

MyVanilla Reloadable Prepaid Card (https://www.myvanillacard.com)7TZH7H

MyVanilla7WXYJC

http://myvanilladebitcard.com/ MyVanilla Reloadable Prepaid Card82KA7F

Reloadable Prepaid Card8E9BN8

MyVanilla Reloadable Prepaid Card8FY44R

MyVanilla Reloadable Prepaid Card8XED4T

MyVanilla Reloadable Prepaid Card93EEZE

https://www.myvanillacard.com and http://myvanilladebitcard.com/9AEVD6

MyVanilla Reloadable Prepaid Card9C38CB

MyVanilla Reloadable Prepaid Card9J3RE7

Vanilla CardA8PRHD

Reloadable Prepaid cardAB3RE6

MyVanilla Reloadable Prepaid CardAJGDN9

Debit CardAUEEZC

Debit Card - http://myvanilladeditcard.com/B7LJQ6
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ResponseWebCode

MyVanilla Reloadable Prepaid CardBGDYWL

MyVanilla Reloadable Prepaid CardBK4CEC

Vanilla Reloadable Prepaid CardCMVPWM

reloadable prepaid cardCTTKD8

MyVanilla debit cardDDYEJ4

MyVanilla Reloadable Prepaid CardDGXQF4

MyVanilla Reloadable Prepaid CardDJL3EA

Reloadable Prepaid CardEKZT67

https://www.myvanillacard.com http://myvanilladebitcard.comET7TE8

MyVanilla Reloadable Prepaid CardFNQKQ8

MyVanilla Reloadable Prepaid Card websiteFXKMCH

MyVanilla Reloadable Prepaid CardG3E42G

MyVanilla Reloadable Prepaid CardGA8EUY

Vanilla Reloadable Prepaid CardGJTH2X

MyVanilla Reloadable Prepaid CardGXBBQ6

Reloadable Prepaid Card (MyVanilla)HBTH3W

MyVanilla Reloadable Prepaid CardHRJN96

MyVanilla Reloadable Prepaid cardJRWEYZ

myvanillacard.comKQZJPW

MyVanilla Reloadable Prepaid CardL2Z97X

MyVanilla Reloadable Prepaid CardL78WJY

MyVanilla Reloadable Prepaid CardLDRZQ3

www.myvanillacard.com, a reloadable prepaid card website.LUED6U

Prepaid CardMK4BJT

Prepaid cardP94MFP

myvanilladebitcard.com MyVanilla Reloadable Prepaid CardPBRYEU

Reloadable Prepaid CardPRFA2W

A reloadable prepaid card website.PVHA3U

MyVanilla Reloadable Prepaid CardPZYA29

MyVanilla Reloadable Prepaid CardQ9J39W

https://www.myvanillacard.comQBL2JP
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ResponseWebCode

MyVanilla Reloadable Prepaid Card (https://www.myvanillacard.com/)QTQBNV

MyVanilla Reloadable Prepaid cardQZTKUN

My Vanilla Card (Prepaid Card)RA9UVM

MyVanilla Reloadable Prepaid CardRWD889

MyVanilla Reloadable Prepaid CardT6DJYU

MyVanilla Reloadable Prepaid CardTGQJVM

VanillaTL2WDL

MyVanilla Reloadable Prepaid CardU2P8ZN

http://myvanilladebitcard.comUCYFWG

MyVanilla Reloadable Prepaid CardUM9CJR

MyVanilla Reloadable Prepaid CardUPZBXQ

http://myvanilladebitcard.com/MyVanilla Reloadable Prepaid Card http://myvanilladebitcard.com/UQBAVK

Vanilla Re-loadable Prepaid CardUTYLUQ

MyVanilla Reloadable Prepaid Card (https://www.myvanillacard.com/)V6M9DQ

www.myvanillacard.comVJC6V2

e-tokenVU246Q

MyVanilla Reloadable Prepaid CardWJ3TAP

MyVanilla Reloadable Prepaid CardWX466N

MyVanilla Reloadable Prepaid CardX78WMG

My Vanilla Reloadable prepaid cardX8ZRAP

VanillaXJGCUL

MyVanillaXY9AWG

MyVanilla Reloadable Prepaid CardXYELUY

MyVanilla Reloadable Prepaid CardYQ9AWF

VanillaZ8D34E

MyVanilla Reloadable Prepaid Card www.myvanillacard.comZB38DY

A reloadable prepaid card from the myVanillacard.com websiteZX8VNE
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Question 36: What type of payment card website did the user visit in the Chrome browser?
Prepaid reloadable debit, Vanilla, or My Vanilla and all formatting styles which represent the same 
information.

 Consensus Result:

 Expected Response Explanation:
Chrome browser history is stored in /mobile/Containers/Data/Application/com.google.chrome.ios/Library/Application 
Support/Google/Chrome/Default/History. Review of the records in this database show visits to www.myvanillacard.com 
on July 5, 2020.

 Expected Response Illustration:
Database View of Chrome History showing visits to myvanillacard.com
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Question 37: What did the user create a reminder to do?

Backup phone
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Backup phone232E3H

Backup phone23R6RY

Backup phone2MP2LK

Backup phone2U4K6K

Backup phone2UJ7EL

Backup phone2ZD34D

Backup phone3LXYYV

Backup phone4KQATB

Backup phone4VD9JG

Backup phone6LKHCE

Backup phone6R89XA

Backup phone73ULRR

Backup phone7FEZVR

Backup phone7NZ8BH

Backup phone7TZH7H

Backup phone7WXYJC

Backup phone82KA7F

Backup phone8E9BN8

Backup phone8FY44R

Backup phone8XED4T

Backup phone93EEZE

Backup phone9AEVD6

Backup phone9C38CB

Backup phone9J3RE7

Backup phoneA8PRHD

Backup phoneAB3RE6

Backup PhoneAJGDN9

Backup phoneAUEEZC

Backup phoneB7LJQ6
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ResponseWebCode

Backup phoneBGDYWL

Backup phoneBK4CEC

Backup phoneCMVPWM

Backup phoneCTTKD8

Backup phoneDDYEJ4

Backup phoneDGXQF4

Backup phoneDJL3EA

Backup phoneEKZT67

Backup phoneET7TE8

Backup phoneFNQKQ8

Backup phoneFXKMCH

Backup phoneG3E42G

Backup phoneGA8EUY

Backup phoneGJTH2X

Backup phoneGXBBQ6

Backup phoneHBTH3W

Backup phoneHRJN96

Backup phoneJRWEYZ

Backup phoneKQZJPW

Backup phoneL2Z97X

Backup PhoneL78WJY

Backup phoneLDRZQ3

Backup phoneLUED6U

Backup phoneMK4BJT

Backup phoneP94MFP

Backup phonePBRYEU

Backup phonePRFA2W

Backup phonePVHA3U

backup phonePZYA29

Backup phoneQ9J39W

Backup phoneQBL2JP
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ResponseWebCode

Backup phoneQTQBNV

Backup phoneQZTKUN

Backup phoneRA9UVM

Visit dcRWD889

Backup phoneT6DJYU

Backup PhoneTGQJVM

Backup phoneTL2WDL

Backup phoneU2P8ZN

Backup phoneUCYFWG

Backup phoneUM9CJR

Backup phoneUPZBXQ

Backup phoneUQBAVK

Back-up iPhoneUTYLUQ

Backup phoneV6M9DQ

Backup PhoneVJC6V2

Backup phoneVU246Q

Backup phoneWJ3TAP

Backup phoneWX466N

Backup phoneX78WMG

backup phoneX8ZRAP

Backup phoneXJGCUL

Backup phoneXY9AWG

Backup phoneXYELUY

Backup PhoneYQ9AWF

Backup PhoneZ8D34E

Backup phoneZB38DY

back up phoneZX8VNE
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Question 37: What did the user create a reminder to do?
Backup phone Consensus Result:

 Expected Response Explanation:
iPhone reminders are stored in /mobile/Library/Reminders/. Only one reminder with content was on this device.

 Expected Response Illustration:
Cellebrite "Calendar" view showing Reminder to Backup phone
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Question 38: When was the user scheduled to end his visit to DC? Provide the answer in the time zone set 
for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/03/2020 07:59 PM(UTC-4)
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

07/03/2020 07:59 PM (UTC-4)232E3H

07/03/2020 07:59 PM (UTC-4)23R6RY

7/3/2020 19:59(UTC-4)2MP2LK

03/07/2020 7:59 (UTC-4)2U4K6K

07/03/2020 07:59:59 PM(UTC -4)2UJ7EL

07/03/2020 19:59:59pm(UTC-4)2ZD34D

07/03/2020 18:59 PM (UTC-5)3LXYYV

07/03/2020 19:59 PM4KQATB

07/03/2020 7:59 PM (UTC-4)4VD9JG

07/03/2020 07:59 PM (UTC-4)6LKHCE

07.03.2020 07:59:59(UTC-4) pm6R89XA

07/03/2020 07:59 PM (UTC-4)73ULRR

07/03/2020 07:59 PM (UTC-4)7FEZVR

07/03/2020 07:59 PM (UTC-4)7NZ8BH

07/03/2020 07:59 PM (UTC-4)7TZH7H

07/03/2020 07:59 PM7WXYJC

07/03/2020 11:59 PM (UTC+0)82KA7F

07/03/2020 19:59:59 PM (UTC-4)8E9BN8

7/3/2020 7:59:59 PM(UTC-4)8FY44R

7/3/2020 7:59:59 PM(UTC-4)8XED4T

07/03/2020 07:59 PM(UTC-4)93EEZE

07/03/2020, 07:59:59PM (UTC-4)9AEVD6

07/03/2020 07:59 PM (UTC-4)9C38CB

07/03/2020 19:59 PM (UTC-4)9J3RE7

07/032/2020 19:59 PM (UTC-4)A8PRHD

07/03/2020 07:59 PM (UTC-4)AB3RE6

07/03/2020 07:59 PM (UTC -4)AJGDN9

07/03/2020 07:59 PM (UTC-4)AUEEZC
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ResponseWebCode

07/03/2020 19:59 PMB7LJQ6

07/03/2020 07:59 PM (UTC-4)BGDYWL

07/03/2020 07:59 PM (UTC-4)BK4CEC

07/03/2020 07:59 PM (UTC-4)CMVPWM

07/03/2020 07:59 PM (UTC-4)CTTKD8

07/03/2020 07:59 PM (UTC-4)DDYEJ4

07/03/2020 7:59 PM(UTC-4)DGXQF4

7/3/2020 7:59 PM(UTC-4)DJL3EA

07/03/2020 07:59 PM (UTC-4)EKZT67

07/03/2020 19:59 PM(UTC-4)ET7TE8

07/03/2020 07:59:59 PM (0x94A96)FNQKQ8

07/03/2020 7:59 PM (UTC-4)FXKMCH

7/3/2020 7:59:59 PM(UTC-4)G3E42G

07/03/2020 19:59:59 PM (UTC-4)GA8EUY

7/3/2020 7:59 PM (UTC-4)GJTH2X

07/03/2020 07:59 PM (UTC-4)GXBBQ6

07/03/2020 01:07 PM (UTC-4)HBTH3W

07/03/2020 18:59(UTC-5)HRJN96

07/03/2020 07:59 PM (UTC-4)JRWEYZ

07/03/2020 07:59 PM (UTC-4)KQZJPW

7/3/2020 19:59(UTC-4)L2Z97X

07/03/2020 07:59PM (UTC-4)L78WJY

07/03/2020 07:59 PM (UTC-4)LDRZQ3

07/03/2020 07:59 PM (UTC-4)LUED6U

07/03/2020 07:59 p.m. (UTC -4)MK4BJT

7/3/2020 7:59:59 PM(UTC-4)P94MFP

07/03/2020 7:59 PM (UTC -4:00)PBRYEU

07/03/2020 19:59 PMPRFA2W

7/3/2020 7:59:59 PM(UTC-4)PVHA3U

07/03/2020 07:59 PM(UTC-4)PZYA29

07/03/2020 07:59 PM (UTC-4)Q9J39W
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ResponseWebCode

07/03/2020 07:59 PM (UTC-4)QBL2JP

7/3/2020 19:59(UTC-4)QTQBNV

07/03/2020 at 07:59 PM (UTC-4)QZTKUN

07/03/2020 6:59 PM (UTC -5) offset 0x94A8CRA9UVM

07/03/2020 7:59:59 PM (UTC-4)RWD889

07/03/2020 07:59 PM (UTC-4)T6DJYU

7/3/2020 4:59:59 PM (UTC-7)TGQJVM

07/03/2020 7:59 PM (UTC-4)TL2WDL

07/03/2020 07:59 PM (UTC-4)U2P8ZN

07/03/2020 7:59 PM(UTC-4)UCYFWG

7/3/2020 7:59:59 PM(UTC-4)UM9CJR

07/03/2020 07:59 PM(UTC-4)UPZBXQ

07/04/2020 13:40 PM (UTC-5)UQBAVK

This information is unknown.UTYLUQ

7/3/2020 7:59 PM (UTC-4)V6M9DQ

7/3/2020 7:59:59 PM(UTC-4VJC6V2

07/3/2020 07:59 PM (UTC-4)VU246Q

7/3/2020 7:59:59 PM(UTC-4)WJ3TAP

07/03/2020 7:59 PM (UTC-4)WX466N

07/03/2020 07:59(UTC-4) PMX78WMG

07/03/2020 07:59 PM (UTC-4)X8ZRAP

07/03/2020 07:59 PM (UTC-4)XJGCUL

7/3/2020 7:59 pm (UTC -4)XY9AWG

7/3/2020 7:59:59 PM (UTC-4)XYELUY

07/09/2020 7:59PM(UTC -4) or 19:59PM(UTC-4)YQ9AWF

7/3/2020 7:59 PM(UTC-4)Z8D34E

7/3/2020 7:59:59 PM(UTC-4)ZB38DY

07/03/2020 07:59 PM (UTC-4)ZX8VNE
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Question 38: When was the user scheduled to end his visit to DC? Provide the answer in the time zone set 
for the device using the following format: MM/DD/YYYY HH:MM AM/PM (Offset).

07/03/2020 07:59 PM(UTC-4) and all formatting styles to include different time zones which 
represent the same information.

 Consensus Result:

 Expected Response Explanation:
Calendar entries are stored in /mobile/Library/Calendar/Calendar.sqlitedb. The entry for “Visit dc” was scheduled from 
7/2/2020 8:00:00 PM(UTC-4) to 7/3/2020 7:59:59 PM(UTC-4).

 Expected Response Illustration:
Cellebrite view of Calendar entry showing start and end dates

Database view of Calendar.sqlitedb showing end date for "Visit dc" entry
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Question 39: What are the location coordinates of the device on 6/28/2020 at 12:51:59 PM (UTC-4)? 
Provide your response using the following format: Latitude, Longitude.

37.558086, -77.467195
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

37.5580867, -77.4671943232E3H

37.558086, -77.46719523R6RY

(37.558086, -77.467195)2MP2LK

37.558086, -77.4671952U4K6K

(35.558086, -77.467195)2UJ7EL

(37.558086, -77.467195)2ZD34D

(37.558400, -77.467600)3LXYYV

37.558086, -77.4671954KQATB

37.558086, -77.4671954VD9JG

37.558086, -77.4671956LKHCE

(37.558086, -77.467195)6R89XA

37.558086, -77.46719573ULRR

37.558086, -77.4671957FEZVR

37.558086, -77.4671957NZ8BH

37.558086, -77.4671957TZH7H

37.558086, -77.4671957WXYJC

(37.558086, -77.467195)82KA7F

37.558086, -77.4671958E9BN8

(37.558086, -77.467195)8FY44R

(37.558086, -77.467195)8XED4T

(37.558086, -77.467195)93EEZE

(37.558086, -77.467195)9AEVD6

37.558086, -77.4671959C38CB

37.558086, -77.4671959J3RE7

37.558086, -77.467195A8PRHD

37.558086, -77.467195AB3RE6

37.558086, -77.467195AJGDN9

37.558086, -77.467195AUEEZC
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ResponseWebCode

(37.558086, -77.467195)B7LJQ6

37.558086, -77.467195BGDYWL

37.558086, -77.467195BK4CEC

37.558086, -77.467195CMVPWM

37.558086, -77.467195CTTKD8

(37.558086, -77.467195)DDYEJ4

37.558086, -77.467195DGXQF4

37.558086, -77.467195DJL3EA

37.558086, -77.467195EKZT67

37.558086, -77.467195ET7TE8

37.5580867, -77.4671943FNQKQ8

37.558086, -77.467195FXKMCH

37.558086, -77.467195G3E42G

(37.558086, -77.467195)GA8EUY

(37.558086, -77.467195)GJTH2X

-77.467195, 37.558086GXBBQ6

(37.558086, -77.467195)HBTH3W

(37.558086, -77.467159)HRJN96

37.558086, -77.467195JRWEYZ

(37.558086, -77.467195)KQZJPW

(37.558086, -77.467195)L2Z97X

37.558086, -77.467195L78WJY

37.558086, -77.467195LDRZQ3

37.558086, -77.467195 Additionally, GeoHistory.mapsdata display's the coordinates 37.5580867, 
-77.4671943

LUED6U

37.558086, -77.467195MK4BJT

37.558086, -77.467195P94MFP

37.558086, -77.467195PBRYEU

37.558086 -77.467195PRFA2W

37.558086, -77.467195PVHA3U

37.558086, -77.467195PZYA29

37.558086, -77.467195Q9J39W
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ResponseWebCode

(37.558086, -77.467195)QBL2JP

(37.558086, -77.467195)QTQBNV

37.558086,-77.467195QZTKUN

Latitude: 37.5584916666667 Longitude:-77.467505RA9UVM

(37.558086, -77.467195)RWD889

37.558086, -77.467195T6DJYU

37.558500, -77.467500TGQJVM

37.558086, -77.467195TL2WDL

37.558086, -77.467195U2P8ZN

37.558086, -77.467195UCYFWG

37.558086, -77.467195UM9CJR

37.558086, -77.467195UPZBXQ

(37.558086, -77.467195)UQBAVK

(37.558086, -77.467195)UTYLUQ

37.558086, -77.467195V6M9DQ

(37.558086, -77.467195)VJC6V2

37.558086, -77.467195VU246Q

37.558086, -77.467195WJ3TAP

37.558086, -77.467195WX466N

37.558086, -77.467195X78WMG

37.558086, -77.467195X8ZRAP

37.5580867, -77.4671943XJGCUL

(37.558086, -77.467195)XY9AWG

(37.558086, -77.467195)XYELUY

37.558086, -77.468003YQ9AWF

(37.558086, -77.467195)Z8D34E

(37.558086, -77.467195)ZB38DY

37.558086, -77.467195ZX8VNE
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Question 39: What are the location coordinates of the device on 6/28/2020 at 12:51:59 PM (UTC-4)? 
Provide your response using the following format: Latitude, Longitude.

37.558086, -77.467195 Consensus Result:

 Expected Response Explanation:
The Cellebrite Device Locations pane aggregates location data from many sources and places the entries in a table for 
easy sorting and review. In this case, a record for a GPS fix was extracted from 
/mobile/Containers/Data/Application/com.apple.Maps/Library/Maps/GeoHistory.mapsdata.

 Expected Response Illustration:
Cellebrite "Device Locations" view showing GPS fix on 6/28/2020 at 12:51:59 PM (UTC-4)
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Question 40: Provide the content of a note created with the notes app.

Something noteworthy
 Manufacturer ' s 
 Expected Response:

ResponseWebCode

Something noteworthy232E3H

Something noteworthy23R6RY

Something noteworthy2MP2LK

Something noteworthy2U4K6K

Something noteworthy2UJ7EL

Something noteworthy2ZD34D

Something noteworthy3LXYYV

Something noteworthy4KQATB

Something noteworthy4VD9JG

Something noteworthy6LKHCE

Something noteworthy6R89XA

Something noteworthy73ULRR

Something noteworthy7FEZVR

Something noteworthy7NZ8BH

Something noteworthy7TZH7H

Something noteworthy7WXYJC

Something noteworthy82KA7F

Something noteworthy8E9BN8

Something noteworthy8FY44R

Something noteworthy8XED4T

Something noteworthy93EEZE

Something noteworthy9AEVD6

Something noteworthy9C38CB

Something noteworthy9J3RE7

Something noteworthyA8PRHD

Something noteworthyAB3RE6

Something noteworthyAJGDN9

Something noteworthyAUEEZC

Something noteworthyB7LJQ6
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ResponseWebCode

Something noteworthyBGDYWL

« Something noteworthy »BK4CEC

Something noteworthyCMVPWM

Something noteworthyCTTKD8

Something noteworthyDDYEJ4

Something noteworthyDGXQF4

Something noteworthyDJL3EA

Something noteworthyEKZT67

Something noteworthyET7TE8

Something noteworthyFNQKQ8

Something noteworthyFXKMCH

Something noteworthyG3E42G

Something noteworthyGA8EUY

Something noteworthyGJTH2X

Something noteworthyGXBBQ6

Something noteworthyHBTH3W

Something noteworthyHRJN96

Something noteworthyJRWEYZ

Something NoteworthyKQZJPW

Something noteworthyL2Z97X

Something noteworthyL78WJY

Something noteworthyLDRZQ3

Something noteworthyLUED6U

Something noteworthyMK4BJT

Something noteworthyP94MFP

Something noteworthyPBRYEU

Something noteworthyPRFA2W

Something noteworthyPVHA3U

Something noteworthyPZYA29

Something noteworthyQ9J39W

Something noteworthyQBL2JP
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ResponseWebCode

Something noteworthyQTQBNV

Something noteworthyQZTKUN

Something noteworthyRA9UVM

Something noteworthyRWD889

Something noteworthyT6DJYU

Something NoteworthyTGQJVM

Something noteworthyTL2WDL

Something noteworthyU2P8ZN

Something noteworthyUCYFWG

Something noteworthyUM9CJR

Something noteworthyUPZBXQ

Something noteworthyUQBAVK

“Something noteworthy”UTYLUQ

Something noteworthyV6M9DQ

Something NoteworthyVJC6V2

Something noteworthyVU246Q

Something noteworthyWJ3TAP

Something noteworthyWX466N

Something noteworthyX78WMG

something noteworthyX8ZRAP

Something noteworthyXJGCUL

Something noteworthyXY9AWG

Something noteworthyXYELUY

"Something Noteworthy"YQ9AWF

Something noteworthyZ8D34E

Something noteworthyZB38DY

Something noteworthyZX8VNE
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Question 40: Provide the content of a note created with the notes app.
Something noteworthy Consensus Result:

 Expected Response Explanation:
Notes are stored in /mobile/Containers/Shared/AppGroup/group.com.apple.notes/NoteStore.sqlite
Review of this file shows only one note, containing text, “Something noteworthy".

 Expected Response Illustration:
Cellebrite "Note" view showing something noteworthy

Database view of NoteStore.sqlite showing something noteworthy

Copyright © 2020 CTS, Inc( 167 )Printed:  December 03, 2020



Mobile Digital Evidence - iOS Analysis Test 20-5551

Additional Comments
TABLE 2

Additional CommentsWebCode

Question 5 - In order to answer when a device was factory reset, you need a ".obliterated" file, 
which this image does not contain. When that happens, you can refer to the following 
databases as a "rule of thumb" for when a device was reset. SMS.db, voicemail.db, notes.sqlite, 
UserSettings.plist. Note that this does not guarantee that the device was reset though. It is 
notable that UserSettings.plist and notes.sqlite display different dates, although these files also 
are suggestive of a reset. Question 18 - If you use Celebrite Physical Analyzer, it reports the 
version number of 40.9.3. If you look at the mainfest.plist, it actually lists it as 4093. When you 
use additional tools, you can review the ch.protonmail.protonmail.plist which lists the 
version_preferred as 1.11.17 (4093). After reviewing the current ProtonMail iOS app on the 
AppStore, the current version is 1.12.3. Based on this information, the correct answer is 
1.11.17. Question 24 - The answer is not formatted as in the question: The format in the 
answer (202) 762-1401, not 202-762-1401 as listed in the question.

2MP2LK

IMSI: 310260067723704, Last joined wifi Auto joined MAC Address 0:30:44:4:2F:4:B3LXYYV

Question 8: Is the question about what the user sees on the phone (New York, U.S.A.) or how 
the same information is displayed in the phone's files (America/New_York) ? Question 18: The 
current version of Protonmail in the appstore is 1.12.3. The ProtonMail version on the phone is 
1.1.17 and build version is 4093. Question 22: Only received SMS messages have "unread" 
status. Sent SMS messages are not counted.

7TZH7H

The question about the "pager" number has two answers. James Roberts pager (202) 
762-1401, source: AddressBook.sqlitedb. Mark pager: 12027621401, source: textnow. all 
date time answers were requested in the following format: using the following format: 
MM/DD/YYYY HH:MM AM/PM. however, however the device reported dates with HH:MM:SS. 
I reported all dates in device format. Google maps version was listed as: 5.46.7 all cellphone 
tools I know of require a physical dump to recover google maps data. I carved, and found an 
address?? maybe it's right. Did the flash fire when taking the photo captured on 6/28/2020 at 
12:57:1. This question is difficult to answer... and a question of no real value. exif data shows: 
flash did not fire, auto mode but it was a yes, no answer only.

8FY44R

For question 5 I used the date 07 05, 2020 which was located using the 
com.apple.purplebuddy.plist which contains the SetupLastExit date provided. This could be 
when the phone was turned on after the reset and there are other possible dates for the actual 
reset, such as 06 09, 2020 located from the creation time of the phones system files of the 
addressbook, sms.db and voicemail.db or the date of 07 08, 2020 located by the created date 
of the UserSettings.plist. As this is unclear on the specific date and time but one was required 
for the test I have noted these other possibilities here for completeness.

AJGDN9

For information search we used software "Cellebrite Physical Analyzer", version 7.35.2.16.AUEEZC

Forensic tool utilized: UFED Physical Analyzer 7.34.0.38FNQKQ8

Several of the questions seemed to leave some type of interpretation. I would like to see more 
definitive questions. It seems that the person creating the test actually entered data but did not 
verify how the data was being displayed. This test is by far better than the previous test but I do 
see areas of improvement. I guess we will see how well I interpreted the questions when the 
results come back. I would like to also have the ability to upload the results from my answers 
which include screen captures of where I found the data and how I came to my conclusion. 
Which may help in developing/verifying the results.

HRJN96
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In a few of the answers, I entered a bit of additional information to accurately present my 
answer.

KQZJPW

Some questions give very exact formatting for how the answer should be given like in number 1 
but others could be better explained like number 31 which just asks to describe what is being 
shown. It is a funny joke but do you want me to describe the whole video and its contents or is 
my answer of just a music video sufficient?

L78WJY

For Question #5, cannot tell for certain because .obliterated file is not present since this was 
not a physical extraction. For Question #35. The web visit in safari to a 
https://news.google.com/topstories?hl=en-US&gl=US&ceid=US:en was last visited on 
7/5/2020 13:07(UTC-4). My answer to question #35 is in reference to your exact web 
address that was listed in the question (http://news.google.com/).

QTQBNV

Question 32, the question was worded awkwardly. I believe it to mean a searched for address 
using the google maps app. Either way, no address could be found in regards to google maps. 
Question 39, timestamp was a bit off. I chose the 9:52:56 as it was closest to the time asked.

TGQJVM

BTW, I appreciate being Rick-Rolled. I actually guffawed.TL2WDL

For Question 5 on the files used to identify when the device was reset, the files used to identify 
this date had either June 9, 2020 if UTC-4 or June 10, 2020 if UTC+0. The question didn't 
clarify what time zone to choose. For Question 10, the forensic tool used to process the 
extraction reported the MSISDN in two different formats so I have included both, 
17036658672 and +1 (703) 665-8672. For Question 23, where did he device owner agree 
to meet, I left the '?' at the end of Lafayette square because the instructions for the test say that 
answers must be reported exactly as found within the evidence and to provide the complete 
body for text, not to condense the answer. For Question 31, I wasn't sure if the context of the 
file meant it was a multimedia file/video file or a description of what the video was about, so I 
put a video file of Rick Astley singing Never Gonna Give You Up. For Question 36, I was 
unsure if what type of payment card website meant the actual name of the card/website, being 
'MyVanillaCard' or that its a Reloadable Prepaid Card so my answer included the entirety of the 
card description MyVanilla Reloadable Prepaid Card

U2P8ZN

3: What method/type of extraction was performed? (which answer to provide is not clear) 
Cellebrite,  ExtractionType=Logical, ExtractionMethod=iPhone 6s, 
UFEDExtractionMethod=Ufed, AppleDevice_AdvancedLogical. 6: What is the model name of 
this phone (e.g. iPhone 4c)? (could provide multiple answers, based on the example stayed 
with that scheme) N71AP / iPhone 6s / iPhone8,1. 8: What is the set time zone for this phone? 
Provide answer exactly as shown by the device.(this can be sources from more then one 
location) obvious answer would be from the plist file PA gets the data from and displays in 
extraction summary, but also the local time file. 14: What is the SSID (name) of the LAST WiFi 
Hotspot connected to this phone? (the word "hotspot" may confuse some as it is on the name of 
artifacts, can't tell if that was purpose of the question) MBR-f4b. 29: With what service or 
application is the number 2029459404 associated? (this questions has two answers, it could 
also be TextNow) ProtonMail

Z8D34E

-End of Report-
(Appendix may follow)
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