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Participants were provided with data yielded from a logical extraction of an iPhone. They were asked to analyze the 
data and answer scenario based questions utilizing their own tools and methods. Data was returned from 71 
participants and are compiled in the following tables:
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This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence - iOS Analysis Test 19-5551

The Mobile Digital Evidence – iOS Analysis test consisted of evidence data acquired from a smartphone in .tar format. 
Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing their own software 
and methods.

SAMPLE PREPARATION: 
A scripted scenario, based upon a murder for hire case was created to generate user data on the evidence iOS 
device. The execution of the scripted crime took place in the month of August (2019). An iPhone 6s smartphone was 
used to perform the activities and generate the intended artifacts.

The phone data was acquired through a logical extraction of the smartphone utilizing Cellebrite software. Following 
sample validation, the phone data was converted into a .tar compressed file. This file was uploaded to the CTS portal 
for participants to download. MD5 and SHA-1 algorithms were run on the compressed zip file to generate unique 
hash values to allow participants to validate the successful download of the files.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure the expected 
results could be achieved. Laboratories that conducted analysis during predistribution reported consistent results.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

On August 30, 2019, an investigation was launched into a murder for hire case. Jimmy Burg, the owner and operator 
of a salvage and disposal company is being investigated as a suspect in this case and his iPhone has been seized as 
evidence. A logical image of the iPhone was created and you have been tasked with analyzing the forensic image of 
this iPhone utilizing your own tools and methods to find any evidence that could be of interest to the police.
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Mobile Digital Evidence - iOS Analysis Test 19-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the SHA 256  Hash for the extraction  ( tar )  archive file ?1

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811

 What is the model of this phone ?2

iPhone 6s

 What is the version of the operating system on this phone ?3

12.3.1

 What is the set time zone for this phone ?  Provide both the state and country .4

America/New_York

 What is the ICCID number associated with this phone ?5

8901260073936326720

 Provide the Device Phone Number  ( MSISDN ).6

15714409768

 What is the language setting for this phone ?7

en_US

 Was icloud backup enabled ?8

Yes (True)

 Provide the AppleID associated with this phone .9

jimmyburg.uci@gmail.com

 What is the name of the last WiFi Hotspot connected to this phone ?10

RCMP Surveillance Moose

 Provide the BSSID of the hhonors WiFi Hotspot ?11

38:ff:36:23:3c:cc

 What is the make and model of the automobile paired with the phone bluetooth ?12

Toyota Camry

 What is the name of the non - native  ( i . e .  non - apple )  email client ?13

Gmail

 What version is the non - native  ( i . e .  non - apple )  email client ?14

6.0.190630.934822
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Mobile Digital Evidence - iOS Analysis Test 19-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 What is the address associated with the non - native  ( i . e .  non - apple )  email client ?15

jimmyburg.uci@gmail.com

 What is the address associated with the native  ( i . e .  apple )  email client ?16

jimmyburg1@outlook.com

 How many messages were received from the phone number associated with the contact listed as  " Wifey " ?17

Four (4)

 What is the account number for the device mobile service  ( cellular provider ) ?18

923266454

 How many unread SMS messages are on the phone ?19

Three (3)

 What is the significance of  01647042 ?20

LocalBitcoins confirmation code

 What contact  ( name )  has the phone number  "( 571 )  339 - 4848 "  listed as a  " Home Number " ?21

Russ Buffalo

 From what number did the phone miss a call on  23  August  2019 ?22

18004248802

 What contact  ( name )  called the phone on  15  August  2019 ?23

Louis Epps

 How many outgoing calls were made from this phone ?24

Seven (7)

 What was the date and time of the last outgoing call ?  Provide the answer in the time zone set for the device 
 using the following format :  MM / DD / YYYY HH : MM AM / PM .

25

08/25/2019 08:18 PM

 What brand mayonaise does the user ' s spouse request ?26

Hellmans

 What cryptocurrency related app is installed on this phone ?27

BitPay

 To what address was the user instructed to send bitcoin ?28

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ
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Mobile Digital Evidence - iOS Analysis Test 19-5551

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 How many other parties did the user communicate with using WhatsApp ?29

Two (2)

 What is the location for the last photo received via WhatsApp ?  Provide the latitude and longitude .30

38.660320, -76.417215

 How much does the user weigh ?31

114.75 Kilograms

 What is the username and password for the user ' s Starbucks account ?32

jimmyburg@outlook.com, st@rBuck$&@1

 What was the name of the last location searched using the Waze application ?33

IAD Blue Economy Parking Lot

 What is the address listed as Home in the Waze application ?34

Woodridge Pkwy, 44050, Leesburg, VA, United States

 Other than Home ,  what is the name of the other favorited waze location ?35

Starbucks

 Was the flash used to take IMG _ 0010 . JPG ?36

Yes

 What model camera was used to capture photo  " IMG _ 0010 . JPG " ?37

LGMS428

 What did the user last search on eBay ?38

dumpsters

 What phone number did the user search using Google ?39

18004248802

 To what organization does the phone number reported in Question  # 39  belong ?40

United States Environmental Protection Agency (EPA) National Response Center
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Mobile Digital Evidence - iOS Analysis Test 19-5551

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone in .tar file format, and a series of questions related to the extracted data. (See 

Manufacturer’s Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, applications, communications, web browser history, and Geo-Location information. 

All 40 questions reached a consensus when formatting differences and a few software tool-related variations were 

considered. For question 16, where participants were asked to report the address associated with the native (apple) 

email client, a consensus was achieved however, 13 participants reported the gmail email address. Of these, eight 

also reported this gmail address for question 15 where they were asked to provide the address associated with the 

non-native email client. The gmail account was only accessed with the gmail application and not with the native 

apple email application.

Comments received in this test were concerning question ambiguity. We recognize that some questions may not have 

clearly-defined answers. We are looking at ways to improve the reporting process and appreciate the feedback. As 

always, participants should follow their laboratory’s policies and procedures when evaluating the MDE proficiency test 

questions.
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Mobile Digital Evidence - iOS Analysis Test 19-5551

Digital Evidence Responses
TABLE 1

 Question 1 - Acquisition Information
Question 1: Provide the SHA256 Hash for the extraction (tar) archive file?

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2
282CB4ED51BD75D91811

 Manufacturer ' s Expected Response:

ResponseWebCode

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918113LERK2

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918113YKPN2

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D9181146JNM6

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918114G6TT9

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918116BJMBY

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918116MMJRA

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918116RZ9AX

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811744YHH

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918117A88GY

SHA-256 Hash: 
7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811

7KADMJ

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918117VATPG

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918118LF8WN

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d918118RNJWV

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918118WGVNL

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811977MZ6

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918119BJCHU

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918119EHQ6J

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918119JQA7W

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D918119MCVYK

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811A27XW4

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811A3YXRT

The SHA256 Hash value for the extraction (tar) archive file is 
"7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811".

AHTC3V

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811APW8BV

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811BLQ4ZJ

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811BTBEVZ

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811C37YJK

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811DGAFDT
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 1 - Acquisition Information

ResponseWebCode

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811DVAGRE

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811E98X8E

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811EQC6LG

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811EXRYKJ

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811F8Q3XR

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811FGGLKD

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811GC2LMD

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811GFHXG9

SHA256: 7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811H7BBCE

SHA256 7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811HAV669

SHA256: 7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811HCGC3B

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811HMYLYG

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811HT8ZPT

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811JFW4T4

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811JPKMHA

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811JQZ26C

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811KDQN9J

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811KGLKQH

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811LVG9E3

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811M2MH3A

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811M6LTXA

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811MH4TK3

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811MVHEGH

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811NQY2QE

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811PHGUNF

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811PRMLA4

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811QR7Z2E

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811QXTVXC

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811R9BM7L

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811RLTQZV

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811RLW29L

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811RUK7PY
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 1 - Acquisition Information

ResponseWebCode

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811TNUXYE

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811TRYCW6

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811UH6Q4C

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811UJZG4Y

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811UYA3RV

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811UYKKD3

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811V87BX8

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811W99J9C

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811XNWCEU

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811YGZRWZ

7326580b4f3cb1c84c242b092c9217e3ae964a2c1fd2282cb4ed51bd75d91811ZB77MC

7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811ZGQEKM

Question 1: Provide the SHA256 Hash for the extraction (tar) archive file?
7326580B4F3CB1C84C242B092C9217E3AE964A2C1FD2282CB4ED51BD75D91811 Consensus Result:

 Expected Response Explanation:
The extraction tool used provides this value in the extraction summary or it can be calculated with a separate tool. This 
hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a SHA256 
hashing algorithm on the file.

 Expected Response Illustration:

SHA256 Hash Value:
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 2 - Device Information

Question 2: What is the model of this phone?

iPhone 6s Manufacturer ' s Expected Response:

ResponseWebCode

iPhone 8,1 MN1E2 (retail name = iPhone 6s)3LERK2

iPhone8,13YKPN2

MN1E2 (iPhone 6s)46JNM6

iPhone 6s4G6TT9

iPhone8 (MN1E2)6BJMBY

iPhone 6s6MMJRA

iPhone 6s, MN1E26RZ9AX

iPhone 6s744YHH

MN1E27A88GY

iPhone 6s7KADMJ

iPhone 6S7VATPG

Apple iPhone 6S8LF8WN

model name is iPhone 6s (HardwareModel = N71AP and ModelNumber = MN1E2)8RNJWV

iPhone 6s8WGVNL

iPhone 6s977MZ6

iPhone 6s9BJCHU

iPhone 6s MN1E29EHQ6J

MN1E29JQA7W

iPhone 6s9MCVYK

MN1E2A27XW4

iPhone8,1A3YXRT

The model of this phone is "iphone6s(iphone8,1)".AHTC3V

iPhone 6sAPW8BV

iPhone 6sBLQ4ZJ

iPhone 6sBTBEVZ

iPhone 6sC37YJK

iPhone 8.1DGAFDT

Iphone 6sDVAGRE

Product Type: iPhone8,1 ModelNumber: MN1E2E98X8E

MN1E2 iPhone 6sEQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 2 - Device Information

ResponseWebCode

iPhone 6SEXRYKJ

Apple iPhone 6sF8Q3XR

Detected Model = iPhone 6s, Model Number = MN1E2FGGLKD

iPhone 6sGC2LMD

iPhone 6sGFHXG9

iPhone Model: iPhone 6s iPhone Model Identifier: iPhone8,1 Model number: MN1E2H7BBCE

iPhone 6sHAV669

iPhone 6s MN1E2 – Space grey iphone, 32GBHCGC3B

iPhone 6sHMYLYG

iPhone 6sHT8ZPT

MN1E2JFW4T4

iPhone 6sJPKMHA

iPhone 6sJQZ26C

iPhone 6sKDQN9J

MN1E2KGLKQH

iPhone 6sLVG9E3

MN1E2M2MH3A

iPhone 6sM6LTXA

iPhone 6sMH4TK3

Apple iPhone 6s (A1633/MN1E2)MVHEGH

iPhone 6sNQY2QE

Apple iPhone 6s (MN1E2)PHGUNF

iPhone 6sPRMLA4

Phone 6sQR7Z2E

iPhone 6s, MN1E2QXTVXC

iPhone8,1R9BM7L

iPhone 6sRLTQZV

iPhone 6sRLW29L

iPhone 6sRUK7PY

iphone 6sTNUXYE

iPhone 6sTRYCW6

MN1E2UH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 2 - Device Information

ResponseWebCode

iPhone 6sUJZG4Y

iPhone 6sUYA3RV

iPhone 6sUYKKD3

iPhone 6sV87BX8

iPhone 6sW99J9C

iPhone 6S, (A1688) MN1E2 32GB (manifest and device_values.plist files)XNWCEU

iPhone 6sYGZRWZ

iPhone 6sZB77MC

iPhone 6s, MN1E2ZGQEKM

Question 2: What is the model of this phone?
iPhone 6s or MN1E2 or iPhone 8,1 Consensus Result:

 Expected Response Explanation:
The expected response was iPhone 6s however, without specifying in the question "model name", participants also 
reported the model number: MN1E2 and/or the product (device) type: iPhone 8,1. These responses were also 
accepted. Information regarding the model name of this device is noted in "AppleDevice_AdvancedLogical.ufd".

 Expected Response Illustration:

Phone Model Name
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 3 - Device Information

Question 3: What is the version of the operating system on this phone?

12.3.1 Manufacturer ' s Expected Response:

ResponseWebCode

12.3.13LERK2

12.3.13YKPN2

12.3.146JNM6

12.3.14G6TT9

12.3.16BJMBY

12.3.16MMJRA

12.3.16RZ9AX

12.3.1744YHH

12.3.17A88GY

12.3.17KADMJ

12.3.17VATPG

12.3.18LF8WN

apple ios 12.3.18RNJWV

12.3.18WGVNL

12.3.1977MZ6

12.3.19BJCHU

12.3.19EHQ6J

12.3.19JQA7W

iOS 12.3.19MCVYK

12.3.1A27XW4

12.3.1A3YXRT

The version of the operating system on this phone is "12.3.1".AHTC3V

12.3.1APW8BV

12.3.1BLQ4ZJ

12.3.1BTBEVZ

12.3.1C37YJK

iOS 12.3.1DGAFDT

iOS 12.3.1DVAGRE

12.3.1E98X8E

12.3.1EQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 3 - Device Information

ResponseWebCode

12.3.1EXRYKJ

12.3.1F8Q3XR

12.3.1FGGLKD

iOS 12.3.1GC2LMD

12.3.1GFHXG9

12.3.1H7BBCE

12.3.1HAV669

12.3.1HCGC3B

12.3.1HMYLYG

12.3.1HT8ZPT

12.3.1JFW4T4

12.3.1JPKMHA

12.3.1JQZ26C

12.3.1KDQN9J

12.3.1KGLKQH

12.3.1LVG9E3

12.3.1M2MH3A

12.3.1M6LTXA

12.3.1MH4TK3

iOS 12.3.1MVHEGH

12.3.1NQY2QE

12.3.1PHGUNF

12.3.1PRMLA4

12.3.1QR7Z2E

12.3.1QXTVXC

12.3.1R9BM7L

12.3.1RLTQZV

iOS 12.3.1RLW29L

12.3.1RUK7PY

12.3.1TNUXYE

12.3.1TRYCW6

12.3.1UH6Q4C
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TABLE 1
 Question 3 - Device Information

ResponseWebCode

12.3.1UJZG4Y

12.3.1UYA3RV

12.3.1UYKKD3

12.3.1V87BX8

12.3.1W99J9C

iOS 12.3.1 (Build Version 16F203) ( device_values.plist and Info.plist files)XNWCEU

12.3.1YGZRWZ

12.3.1ZB77MC

12.3.1ZGQEKM

Question 3: What is the version of the operating system on this phone?
12.3.1 Consensus Result:

 Expected Response Explanation:
Information regarding the version of the operating system installed on this device can be found using the following 
path:  /Lockdown/device_values.plist : 1 0x10A4 0x6 DeviceInfoOSVersion.

 Expected Response Illustration:

OS Version
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 4 - Device Information

Question 4: What is the set time zone for this phone? Provide both the state and country.

America/New_York Manufacturer ' s Expected Response:

ResponseWebCode

UTC-05:00 New York (America)3LERK2

New York (America)3YKPN2

(UTC-5:00) New-York (America)46JNM6

America/New_York4G6TT9

America/New_York6BJMBY

America/New_York6MMJRA

America/New_York6RZ9AX

(UTC-05:00) New_York (America)744YHH

America/New_York7A88GY

America/New York7KADMJ

(utc-05:00)New York (America)7VATPG

New_York (America)8LF8WN

New_York and America8RNJWV

New_York (America)8WGVNL

(UTC-05:00) New_York (America)977MZ6

(UTC-05:00) New_York (America)9BJCHU

(UTC -5:00) New_York (America)9EHQ6J

(UTC-05:00) New_York (America)9JQA7W

UTC-5:00 New_York(America)9MCVYK

America/New_YorkA27XW4

(UTC-05:00) New_York (America)A3YXRT

The set time zone for this phone is (UTC-05:00) The State:New_York / Country:America.AHTC3V

New_York (America)APW8BV

(UTC-05:00) New_York (America)BLQ4ZJ

(UTC-05:00) New_York (America)BTBEVZ

(UTC-05:00) New_York (America)C37YJK

New_York / AmericaDGAFDT

UTC-5 New_York (AMERICA)DVAGRE

America/New_YorkE98X8E

(UTC-05:00) New_York (America)EQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 4 - Device Information

ResponseWebCode

New_York (America)EXRYKJ

(UTC-05:00) New_York (America)F8Q3XR

(UTC-05:00) New_York (America).FGGLKD

UTC-5:00 New_York (America)GC2LMD

(UTC-05:00) New_York (United States of America)GFHXG9

Extraction Summary: (UTC-05:00) New_York (America) File format viewer: America/New_YorkH7BBCE

(UTC-05:00) New_York (America)HAV669

(UTC-05:00) New_York (America)HCGC3B

(UTC-05:00) New_York (America)HMYLYG

(UTC-05:00) New_York (America)HT8ZPT

(UTC - 05:00) New York (America)JFW4T4

(UTC-05:00) New York (America)JPKMHA

(UTC-05:00) New_York (America)JQZ26C

America/New_YorkKDQN9J

(UTC-05:00) New_York (America)KGLKQH

New_York (America)LVG9E3

(UTC-05:00) New_York (America)M2MH3A

New York, AmericaM6LTXA

(UTC-05:00) New_York (America)MH4TK3

(UTC-05:00) New_York (America)MVHEGH

America/New_YorkNQY2QE

Eastern Standard Time (UTC-05:00) New York (America)PHGUNF

(UTC-05:00) New_York (America)PRMLA4

(UTC-05:00) New_York (America)QR7Z2E

America/New_YorkQXTVXC

America/New_YorkR9BM7L

New York, USARLTQZV

New York AmericaRLW29L

New_York (America)RUK7PY

UTC-5:00 New_York (America)TNUXYE

America/New_YorkTRYCW6

(UTC-05:00) New_York (America)UH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 4 - Device Information

ResponseWebCode

(UTC-05:00) New_York (America)UJZG4Y

UTC -05:00 New York, AmericaUYA3RV

(UTC-05:00) New_York (America)UYKKD3

(UTC-05:00) New_York (America)V87BX8

America/New_YorkW99J9C

New_York /America. (UTC -05:00) (manifest and device_values.plist files) However, as this analysis is 
performed in December , then the UTC offset may be different from extraction time to todays time and 
date , ie, at time of extraction likely to have been UTC-04:00 (refer to 
CoreFileSystemFileSystemNodeModifyTime setting of 26th August 2019 10:33:02(UTC+0) as opposed 
to device setting of TimeZoneOffsetFromUTC set to 14:40 which is the 4 hour difference) Last Backup 
time setting in Info.plist states 14:33:23 which corroborates the above synopsis

XNWCEU

New_York/AmericaYGZRWZ

(UTC-05:00) New_York (America)ZB77MC

New_York (America)ZGQEKM

Question 4: What is the set time zone for this phone? Provide both the state and country.
America/New_York and all other responses that represent the same time zone. Consensus Result:

 Expected Response Explanation:
The time zone set on this device can be found in the device_values.plist. It can also be verified by looking at the time 
stamps of various data including Email, Call Log, and Text Messages.

 Expected Response Illustration:

Time Zone
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 5 - Device Information

Question 5: What is the ICCID number associated with this phone?

8901260073936326720 Manufacturer ' s Expected Response:

ResponseWebCode

89012600739363267203LERK2

89012600739363267203YKPN2

890126007393632672046JNM6

89012600739363267204G6TT9

89012600739363267206BJMBY

89012600739363267206MMJRA

89012600739363267206RZ9AX

8901260073936326720744YHH

89012600739363267207A88GY

89012600739363267207KADMJ

89012600739363267207VATPG

89012600739363267208LF8WN

89012600739363267208RNJWV

89012600739363267208WGVNL

8901260073936326720977MZ6

89012600739363267209BJCHU

890126007363267209EHQ6J

89012600739363267209JQA7W

89012600739363267209MCVYK

8901260073936326720A27XW4

8901260073936326720A3YXRT

The ICCID is "8901260073936326720".AHTC3V

8901260073936326720APW8BV

8901260073936326720BLQ4ZJ

8901260073936326720BTBEVZ

8901260073936326720C37YJK

8901260073936326720DGAFDT

8901260073936326720DVAGRE

8901260073936326720E98X8E

8901260073936326720EQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 5 - Device Information

ResponseWebCode

8901260073936326720EXRYKJ

8901260073936326720F8Q3XR

8901260073936326720FGGLKD

8901260073936326720GC2LMD

8901260073936326720GFHXG9

8901260073936326720H7BBCE

8901260073936326720HAV669

8901260073936326720HCGC3B

8901260073936326720HMYLYG

8901260073936326720HT8ZPT

8901260073936326720JFW4T4

8901260073936326720JPKMHA

8901260073936326720JQZ26C

8901260073936326720KDQN9J

8901260073936326720KGLKQH

8901260073936326720LVG9E3

8901260073936326720M2MH3A

8901260073936326720M6LTXA

8901260073936326720MH4TK3

8901260073936326720MVHEGH

8901260073936326720NQY2QE

8901260073936326720PHGUNF

8901260073936326720PRMLA4

8901260073936326720QR7Z2E

8901260073936326720QXTVXC

8901260073936326720R9BM7L

8901260073936326720RLTQZV

8901260073936326720RLW29L

8901260073936326720RUK7PY

8901260073936326720TNUXYE

8901260073936326720TRYCW6

8901260073936326720UH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 5 - Device Information

ResponseWebCode

8901260073936326720UJZG4Y

8901260073936326720UYA3RV

8901260073936326720UYKKD3

8901260073936326720V87BX8

8901260073936326720W99J9C

8901260073936326720 (info.plist ,manifest and device_values.plist files)XNWCEU

8901260073936326720YGZRWZ

8901260073936326720ZB77MC

8901260073936326720ZGQEKM

Question 5: What is the ICCID number associated with this phone?
8901260073936326720 Consensus Result:

 Expected Response Explanation:
The unique Integrated Circuit Card Identifier (ICCID) can be found within the Info.plist file.

 Expected Response Illustration:

ICCID
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 6 - Device Information

Question 6: Provide the Device Phone Number (MSISDN).

15714409768 Manufacturer ' s Expected Response:

ResponseWebCode

157144097683LERK2

157144097683YKPN2

1 (571) 440-976846JNM6

1 (571) 440-97684G6TT9

1 (571) 440-97686BJMBY

157144097686MMJRA

157144097686RZ9AX

15714409768744YHH

1 (571) 440-97687A88GY

157144097687KADMJ

157144097687VATPG

1 (571) 440-97688LF8WN

157144097688RNJWV

1 (571) 440-97688WGVNL

1 (571) 440-9768977MZ6

1 (571) 440-97689BJCHU

1 (571) 440-97689EHQ6J

1 (571) 440-97689JQA7W

1 (571)440-97689MCVYK

15714409768A27XW4

1 (571) 440-9768A3YXRT

The Device Phone Number(MSISDN) is "15714409768".AHTC3V

1 (571) 440-9768APW8BV

15714409768BLQ4ZJ

15714409768BTBEVZ

15714409768C37YJK

1 (571) 440-9768DGAFDT

1(571)440-9768DVAGRE

1 (571) 440-9768E98X8E

1(571)440-9768EQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 6 - Device Information

ResponseWebCode

1 (571) 440-9768EXRYKJ

15714409768F8Q3XR

15714409768FGGLKD

1 (571) 440-9768GC2LMD

1 (571) 440-9768GFHXG9

1 (571) 440-9768H7BBCE

15714409768HAV669

15714409768HCGC3B

15714409768HMYLYG

15714409768HT8ZPT

1(571) 440-9768JFW4T4

15714409768JPKMHA

1 (571) 440-9768JQZ26C

15714409768KDQN9J

15714409768KGLKQH

15714409768LVG9E3

1 (571) 440-9768M2MH3A

15714409768M6LTXA

1 (571) 440-9768MH4TK3

15714409768MVHEGH

15714409768NQY2QE

1 (571) 440-9768PHGUNF

1 (571) 440-9768PRMLA4

15714409768QR7Z2E

15714409768QXTVXC

15714409768R9BM7L

1 (571) 440-9768RLTQZV

15714409768RLW29L

1 (571) 440-9768RUK7PY

1571-440-9768TNUXYE

15714409768TRYCW6

1 (571) 440-9768UH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 6 - Device Information

ResponseWebCode

1 (571) 440-9768UJZG4Y

15714409768UYA3RV

1 (571) 440-9768UYKKD3

1 (571) 440-9768V87BX8

15714409768W99J9C

1 (571) 440-9768 (Info.plist)XNWCEU

1 (571) 440-9768YGZRWZ

15714409768ZB77MC

1 (571) 440-9768ZGQEKM

Question 6: Provide the Device Phone Number (MSISDN).
15714409768 Consensus Result:

 Expected Response Explanation:
The Device Phone Number (MSISDN) can be found using the following path: /Backup/Info.plist: 1 0x57B 0x10 
MSISDN.

 Expected Response Illustration:

MSISDN
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 7 - Device Information

Question 7: What is the language setting for this phone?

en_US Manufacturer ' s Expected Response:

ResponseWebCode

en_US3LERK2

en_US3YKPN2

en_US46JNM6

en_US4G6TT9

English6BJMBY

en_US6MMJRA

en_US, English6RZ9AX

en_US744YHH

en_US7A88GY

en-US7KADMJ

en_US7VATPG

English8LF8WN

en-US8RNJWV

en_US8WGVNL

en_US977MZ6

U.S. English (en_US)9BJCHU

en_US9EHQ6J

en_US9JQA7W

en_US9MCVYK

en_USA27XW4

en-USA3YXRT

The language setting for this phone is "en_US".AHTC3V

en_USAPW8BV

en_USBLQ4ZJ

en_USBTBEVZ

en_USC37YJK

en_US /englishDGAFDT

en_usDVAGRE

en_USE98X8E

en_USEQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 7 - Device Information

ResponseWebCode

en_USEXRYKJ

en_USF8Q3XR

en_US (English - US)FGGLKD

en_USGC2LMD

en_USGFHXG9

Extraction summary: en_US File format viewer: en-USH7BBCE

en_USHAV669

en_USHCGC3B

en_USHMYLYG

en_USHT8ZPT

en-usJFW4T4

EnglishJPKMHA

en_USJQZ26C

en_USKDQN9J

en_USKGLKQH

en_USLVG9E3

en_USM2MH3A

en_USM6LTXA

en_USMH4TK3

en_US ( English_United States)MVHEGH

en_USNQY2QE

en_US (English-USA)PHGUNF

en_USPRMLA4

en_USQR7Z2E

en_US, EnglishQXTVXC

en_USR9BM7L

en_USRLTQZV

en_USRLW29L

en_USRUK7PY

en_USTNUXYE

en_USTRYCW6

en_USUH6Q4C

Copyright © 2020 CTS, Inc( 26 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 7 - Device Information

ResponseWebCode

en_USUJZG4Y

En_US (English, United States)UYA3RV

en_USUYKKD3

en_USV87BX8

en_USW99J9C

en_US (device_values.plist)XNWCEU

en-USYGZRWZ

en_USZB77MC

en_USZGQEKM

Question 7: What is the language setting for this phone?
en_US or English Consensus Result:

 Expected Response Explanation:
The language setting of this device can be found using the following path: /Lockdown/device_values.plist: 1 0xE94B 
0x5 DeviceInfoLocaleLanguage.

 Expected Response Illustration:

Language Setting
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 8 - Device Information

Question 8: Was icloud backup enabled?

Yes (True) Manufacturer ' s Expected Response:

ResponseWebCode

Yes3LERK2

yes3YKPN2

True46JNM6

Yes4G6TT9

Yes6BJMBY

Yes6MMJRA

Yes6RZ9AX

True744YHH

True7A88GY

Yes7KADMJ

Yes7VATPG

Yes8LF8WN

Yes8RNJWV

Yes8WGVNL

Yes977MZ6

Yes9BJCHU

true9EHQ6J

True9JQA7W

True9MCVYK

YesA27XW4

YesA3YXRT

The "icloud backup" was enabled.AHTC3V

YesAPW8BV

TrueBLQ4ZJ

True (yes)BTBEVZ

TrueC37YJK

YesDGAFDT

TrueDVAGRE

YesE98X8E

TrueEQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 8 - Device Information

ResponseWebCode

YesEXRYKJ

True or YesF8Q3XR

YesFGGLKD

TrueGC2LMD

TrueGFHXG9

True (Yes)H7BBCE

TrueHAV669

YesHCGC3B

YesHMYLYG

Yes (setting is True)HT8ZPT

TrueJFW4T4

TrueJPKMHA

TRUEJQZ26C

TrueKDQN9J

TrueKGLKQH

yesLVG9E3

TrueM2MH3A

yesM6LTXA

TrueMH4TK3

TrueMVHEGH

TrueNQY2QE

YesPHGUNF

TruePRMLA4

yesQR7Z2E

YesQXTVXC

TrueR9BM7L

YesRLTQZV

YesRLW29L

YesRUK7PY

YesTNUXYE

YesTRYCW6

YesUH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 8 - Device Information

ResponseWebCode

TrueUJZG4Y

YesUYA3RV

YesUYKKD3

TrueV87BX8

TrueW99J9C

Yes (set to True in the device_values.plist file )XNWCEU

TrueYGZRWZ

YesZB77MC

YesZGQEKM

Question 8: Was icloud backup enabled?
Yes (True) Consensus Result:

 Expected Response Explanation:
The icloud backup setting for this device can be found using the following path: /Lockdown/device_values.plist.

 Expected Response Illustration:

plist file cloud information
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 9 - Device Information

Question 9: Provide the AppleID associated with this phone.

jimmyburg.uci@gmail.com Manufacturer ' s Expected Response:

ResponseWebCode

jimmyburg.uci@gmail.com3LERK2

jimmyburg.uci@gmail.com3YKPN2

jimmyburg.uci@gmail.com46JNM6

jimmyburg.uci@gmail.com4G6TT9

jimmyburg.uci@gmail.com6BJMBY

jimmyburg.uci@gmail.com6MMJRA

jimmyburg.uci@gmail.com6RZ9AX

jimmyburg.uci@gmail.com744YHH

jimmyburg.uci@gmail.com7A88GY

jimmyburg.uci@gmail.com7KADMJ

jimmyburg.uci@gmail.com7VATPG

jimmyburg.uci@gmail.com8LF8WN

jimmyburg.uci@gmail.com8RNJWV

jimmyburg.uci@gmail.com8WGVNL

jimmyburg.uci@gmail.com977MZ6

jimmyburg.uci@gmail.com9BJCHU

jimmyburg.uci@gmail.com9EHQ6J

jimmyburg.uci@gmail.com9JQA7W

jimmyburg.uci@gmail.com9MCVYK

jimmyburg.uci@gmail.comA27XW4

jimmyburg.uci@gmail.comA3YXRT

The AppleID for this phone is "jimmyburg.uci@gmail.com".AHTC3V

jimmyburg.uci@gmail.comAPW8BV

jimmybury.uci@gmail.comBLQ4ZJ

jimmyburg.uci@gmail.comBTBEVZ

jimmyburg.uci@gmail.comC37YJK

jimmyburg.uci@gmail.comDGAFDT

Jimmyburg.uci@gmail.comDVAGRE

jimmyburg.uci@gmail.comE98X8E

jimmyburg.uci@gmail.comEQC6LG
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 9 - Device Information

ResponseWebCode

jimmyburg.uci@gmail.comEXRYKJ

jimmyburg.uci@gmail.comF8Q3XR

jimmyburg.uci@gmail.comFGGLKD

jimmyburg.uci@gmail.comGC2LMD

jimmyburg.uci@gmail.comGFHXG9

jimmyburg.uci@gmail.comH7BBCE

jimmyburg.uci@gmail.comHAV669

jimmyburg.uci@gmail.comHCGC3B

jimmyburg.uci@gmail.comHMYLYG

jimmyburg.uci@gmail.comHT8ZPT

jimmyburg.uci@gmail.comJFW4T4

jimmyburg.uci@gmail.comJPKMHA

jimmyburg.uci@gmail.comJQZ26C

jimmyburg.uci@gmail.comKDQN9J

jimmyburg.uci@gmail.comKGLKQH

jimmyburg.uci@gmail.comLVG9E3

jimmyburg.uci@gmail.comM2MH3A

jimmyburg.uci@gmail.comM6LTXA

jimmyburg.uci@gmail.comMH4TK3

jimmyburg.uci@gmail.comMVHEGH

jimmyburg.uci@gmail.comNQY2QE

jimmyburg.uci@gmail.comPHGUNF

jimmyburg.uci@gmail.comPRMLA4

jimmyburg.uci@gmail.comQR7Z2E

jimmyburg.uci@gmail.comQXTVXC

jimmyburg.uci@gmail.comR9BM7L

jimmyburg.uci@gmail.comRLTQZV

jimmyburg.uci@gmail.comRLW29L

jimmyburg.uci@gmail.comRUK7PY

jimmyburg.uci@gmail.comTNUXYE

jimmyburg.uci@gmail.comTRYCW6

jimmyburg.uci@gmail.comUH6Q4C
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 9 - Device Information

ResponseWebCode

jimmyburg.uci@gmail.comUJZG4Y

jimmyburg.uci@gmail.comUYA3RV

jimmyburg.uci@gmail.comUYKKD3

jimmyburg.uci@gmail.comV87BX8

jimmyburg.uci@gmail.comW99J9C

jimmyburg.uci@gmail.com (Accounts3.sqlite)XNWCEU

jimmyburg.uci@gmail.comYGZRWZ

jimmyburg.uci@gmail.comZB77MC

jimmyburg.uci@gmail.comZGQEKM

Question 9: Provide the AppleID associated with this phone.
jimmyburg.uci@gmail.com Consensus Result:

 Expected Response Explanation:
The AppleID associated with this device can be found using the following path: 
/var/mobile/Library/Accounts/Accounts3.sqlite: 1 0x5F28 0x17 DeviceInfoAppleID.

 Expected Response Illustration:

AppleID
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Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 10 - Device Information

Question 10: What is the name of the last WiFi Hotspot connected to this phone?

RCMP Surveillance Moose Manufacturer ' s Expected Response:

ResponseWebCode

RCMP Surveillance Moose3LERK2

RCMP Surveillance Moose3YKPN2

RCMP Surveillance Moose46JNM6

RCMP Surveillance Moose4G6TT9

RCMP Surveillance Moose6BJMBY

RCMP Surveillance Moose6MMJRA

RCMP Surveillance Moose6RZ9AX

RCMP Surveillance Moose744YHH

RCMP Surveillance Moose7A88GY

RCMP Surveillance Moose7KADMJ

RCMP Surveillance Moose7VATPG

RCMP Surveillance Moose8LF8WN

RCMP Surveillance Moose8RNJWV

RCMP Surveillance Moose8WGVNL

RCMP Surveillance Moose977MZ6

RCMP Surveillance Moose9BJCHU

RCMP Surveillance Moose9EHQ6J

RCMP Surveillance Moose9JQA7W

RCMP Surveillance Moose9MCVYK

RCMP Surveillance MooseA27XW4

RCMP Surveillance MooseA3YXRT

The name of the last WiFi Hotspot connected to this phone is "RCMP Surveillance Moose".AHTC3V

RCMP Surveillance MooseAPW8BV

RCMP Surveillance MooseBLQ4ZJ

RCMP Surveillance MooseBTBEVZ

RCMP Surveillance MooseC37YJK

Google StarbucksDGAFDT

RCMP Surveillance MooseDVAGRE

RCMP Surveillance MooseE98X8E

RCMP Surveillance MooseEQC6LG
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TABLE 1
 Question 10 - Device Information

ResponseWebCode

RCMP Surveillance MooseEXRYKJ

RCMP Surveillance MooseF8Q3XR

RCMP Surveillance MooseFGGLKD

RCMP Surveillance MooseGC2LMD

RCMP Surveillance MooseGFHXG9

RCMP Surveillance MooseH7BBCE

RCMP Surveillance MooseHAV669

Auto connected to SSID: RCMP Surveillance MooseHCGC3B

RCMP Surveillance MooseHMYLYG

RCMP Surveillance MooseHT8ZPT

RCMP Surveillance MooseJFW4T4

RCMP Surveillance MooseJPKMHA

RCMP Surveillance MooseJQZ26C

RCMP Surveillance MooseKDQN9J

RCMP Surveillance MooseKGLKQH

RCMP Surveillance MooseLVG9E3

SSID: RCMP Surveillance MooseM2MH3A

RCMP Surveillance MooseM6LTXA

RCMP Surveillance MooseMH4TK3

Google StarbucksMVHEGH

RCMP Surveillance MooseNQY2QE

RCMP Surveillance MoosePHGUNF

RCMP Surveillance MoosePRMLA4

RCMP Surveillance MooseQR7Z2E

RCMP Surveillance MooseQXTVXC

RCMP Surveillance MooseR9BM7L

RCMP Surveillance MooseRLTQZV

RCMP Surveillance MooseRLW29L

RCMP Surveillance MooseRUK7PY

RCMP Surveillance MooseTNUXYE

RCMP Surveillance MooseTRYCW6

RCMP Surveillance MooseUH6Q4C
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TABLE 1
 Question 10 - Device Information

ResponseWebCode

RCMP Surveillance MooseUJZG4Y

RCMP Surveillance MooseUYA3RV

RCMP Surveillance MooseUYKKD3

RCMP Surveillance MooseV87BX8

RCMP Surveillance MooseW99J9C

RCMP Surveillance Moose (iPhone/var/preferences/SystemConfiguration/com.apple.wifi.plist)XNWCEU

RCMP Surveillance MooseYGZRWZ

RCMP Surveillance MooseZB77MC

RCMP Surveillance MooseZGQEKM

Question 10: What is the name of the last WiFi Hotspot connected to this phone?
RCMP Surveillance Moose Consensus Result:

 Expected Response Explanation:
Information regarding the last WiFi Hotspot this device was connected to can be found using the following path: 
iPhone/var/preferences/SystemConfiguration/com.apple.wifi.plist: 0x4A8.

 Expected Response Illustration:

WiFi Hotspot (SSId)
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TABLE 1
 Question 11 - Device Information

Question 11: Provide the BSSID of the hhonors WiFi Hotspot?

38:ff:36:23:3c:cc Manufacturer ' s Expected Response:

ResponseWebCode

38:ff:36:23:3c:cc3LERK2

38:ff:36:23:3c:cc3YKPN2

38:ff:36:23:3c:cc46JNM6

38:ff:36:23:3c:cc4G6TT9

38:ff:36:23:3c:cc6BJMBY

38:ff:36:23:3c:cc6MMJRA

38:ff:36:23:3c:cc6RZ9AX

38:ff:36:23:3c:cc744YHH

38:ff:36:23:3c:cc7A88GY

38:ff:36:23:3c:cc7KADMJ

38:ff:36:23:3c:cc7VATPG

38:ff:36:23:3c:cc, however, 38:ff:36:22:ba:a8 appears in both Cellebrite and XRY.8LF8WN

38:ff:36:23:3c:cc8RNJWV

38:ff:36:23:3c:cc8WGVNL

38:ff:36:23:3c:cc977MZ6

38:ff:36:23:3c:cc9BJCHU

28:ff:36:23:3c:cc9EHQ6J

38:ff:36:23:3c:cc9JQA7W

38:ff:36:23:3c:cc9MCVYK

38:ff:36:23:3c:ccA27XW4

38:ff:36:23:3c:ccA3YXRT

The BSSID of the hhonors WiFi Hotspot is "38:FF:36:23:3C:CC".AHTC3V

38:ff:36:23:3c:ccAPW8BV

38:ff:36:23:3c:ccBLQ4ZJ

38:ff:36:23:3c:ccBTBEVZ

38:ff:36:23:3c:ccC37YJK

38:ff:36:23:3c:ccDGAFDT

38:ff:36:23:3c:ccDVAGRE

38:ff:36:23:3c:ccE98X8E

38:ff:36:23:3c:ccEQC6LG
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TABLE 1
 Question 11 - Device Information

ResponseWebCode

38:ff:36:23:3c:ccEXRYKJ

38:ff:36:23:3c:ccF8Q3XR

38:ff:36:23:3c:ccFGGLKD

38:ff:36:23:3c:ccGC2LMD

38:ff:36:23:3c:ccGFHXG9

38:ff:36:23:3c:ccH7BBCE

38:ff:36:23:3c:ccHAV669

38:FF:36:23:3C:CCHCGC3B

38:ff:36:23:3c:ccHMYLYG

38:ff:36:23:3c:ccHT8ZPT

38:FF:36:23:3c:CCJFW4T4

38:ff:36:23:3c:ccJPKMHA

38:ff:36:23:3c:ccJQZ26C

38:ff:36:23:3c:ccKDQN9J

38:ff:36:23:3c:ccKGLKQH

38:ff:36:23:3c:ccLVG9E3

BSSID: 38:ff:36:23:3c:ccM2MH3A

38:ff:36:23:3c:ccM6LTXA

38:ff:36:23:3c:ccMH4TK3

38:FF:36:23:3C:CCMVHEGH

38:ff:36:23:3c:ccNQY2QE

38:ff:36:23:3c:ccPHGUNF

40:4e:36:83:9c:1cPRMLA4

38:ff:36:23:3c:ccQR7Z2E

38:ff:36:23:3c:ccQXTVXC

38:ff:36:23:3c:ccR9BM7L

38:ff:36:23:3c:ccRLTQZV

38:ff:36:23:3c:ccRLW29L

38:ff:36:23:3c:ccRUK7PY

38:ff:36:23:3c:ccTNUXYE

38:FF:36:23:3C:CCTRYCW6

38:ff:36:23:3c:ccUH6Q4C
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TABLE 1
 Question 11 - Device Information

ResponseWebCode

38:ff:36:23:3c:ccUJZG4Y

38:ff:36:23:3c:ccUYA3RV

38:ff:36:23:3c:ccUYKKD3

40:4e:36:83:9c:1cV87BX8

38:ff:36:23:3c:ccW99J9C

38:ff:36:22:ba:a8 (iPhone/var/preferences/SystemConfiguration/com.apple.wifi.plist)XNWCEU

38:ff:36:23:3c:ccYGZRWZ

38:FF:36:23:3C:CCZB77MC

38:FF:36:23:3C:CCZGQEKM

Question 11: Provide the BSSID of the hhonors WiFi Hotspot?
38:ff:36:23:3c:cc Consensus Result:

 Expected Response Explanation:
The BSSID associated with the hhonors WiFi Hotspot can be found using the following path: 
iPhone/var/preferences/SystemConfiguration/com.apple.wifi.plist: 0x199C.

 Expected Response Illustration:

BSSID
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TABLE 1
 Question 12 - Device Information

Question 12: What is the make and model of the automobile paired with the phone bluetooth?

Toyota Camry Manufacturer ' s Expected Response:

ResponseWebCode

TOYOTA Camry3LERK2

TOYOTA Camry3YKPN2

TOYOTA Camry46JNM6

TOYOTA Camry4G6TT9

TOYOTA Camry6BJMBY

TOYOTA Camry6MMJRA

TOYOTA Camry6RZ9AX

TOYOTA Camry744YHH

TOYOTA Camry7A88GY

Toyota Camry7KADMJ

TOYOTA Camry7VATPG

Toyota Camry8LF8WN

TOYOTA Camry8RNJWV

TOYOTA Camry8WGVNL

Toyota Camry977MZ6

Toyota Camry9BJCHU

Toyota Camry9EHQ6J

TOYOTA Camry9JQA7W

Toyota Camry9MCVYK

TOYOTA CamryA27XW4

TOYOTA CamryA3YXRT

The make and model of the automobile paired with the phone bluetooth is "TOYOTA Camry".AHTC3V

TOYOTA CamryAPW8BV

Toyota CamryBLQ4ZJ

TOYOTA CamryBTBEVZ

TOYOTA CamryC37YJK

Toyota CamryDGAFDT

Toyota CamryDVAGRE

TOYOTA CamryE98X8E

TOYOTA CamryEQC6LG
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TABLE 1
 Question 12 - Device Information

ResponseWebCode

TOYOTA CamryEXRYKJ

TOYOTA CamryF8Q3XR

Toyota CamryFGGLKD

TOYOTA CamryGC2LMD

TOYOTA CamryGFHXG9

TOYOTA CamryH7BBCE

TOYOTA CamryHAV669

Toyota CamryHCGC3B

Toyota, CamryHMYLYG

TOYOTA CamryHT8ZPT

Toyota CamryJFW4T4

Toyota CamryJPKMHA

TOYOTA CamryJQZ26C

TOYOTA CamryKDQN9J

TOYOTA CamryKGLKQH

TOYOTA CamryLVG9E3

TOYOTA CamryM2MH3A

Toyota CamryM6LTXA

TOYOTA CamryMH4TK3

TOYOTA CamryMVHEGH

Toyota CamryNQY2QE

TOYOTA CamryPHGUNF

TOYOTA CamryPRMLA4

TOYOTA CamryQR7Z2E

TOYOTA CamryQXTVXC

TOYOTA CamryR9BM7L

TOYOTA CamryRLTQZV

Toyota CamryRLW29L

TOYOTA CamryRUK7PY

TOYOTA CamryTNUXYE

Toyota CamryTRYCW6

TOYOTA CamryUH6Q4C
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TABLE 1
 Question 12 - Device Information

ResponseWebCode

TOYOTA CamryUJZG4Y

Toyota CamryUYA3RV

TOYOTA CamryUYKKD3

TOYOTA CamryV87BX8

TOYOTA CamryW99J9C

TOYOTA Camry (com.apple.MobileBluetooth.devices.plist)XNWCEU

TOYOTA CamryYGZRWZ

TOYOTA CamryZB77MC

TOYOTA CamryZGQEKM

Question 12: What is the make and model of the automobile paired with the phone bluetooth?
Toyota Camry Consensus Result:

 Expected Response Explanation:
A list of devices paired with the phone bluetooth can be found using the following path: 
/SysSharedContainerDomain-systemgroup.com.apple.bluetooth/Library/Preferences/com.apple.MobileBluetooth.device
s.plist: 1 0x50D 0xC BluetoothDevice.Name: TOYOTA Camry.

 Expected Response Illustration:

Bluetooth Information
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TABLE 1
 Question 13 - Phone / Messaging

Question 13: What is the name of the non-native (i.e. non-apple) email client?

Gmail Manufacturer ' s Expected Response:

ResponseWebCode

Gmail3LERK2

Gmail3YKPN2

Gmail46JNM6

Gmail4G6TT9

Gmail6BJMBY

Gmail6MMJRA

Gmail6RZ9AX

Gmail744YHH

Gmail7A88GY

Gmail7KADMJ

Gmail.com7VATPG

Gmail as the email client application. Appears to have Microsoft Outlook / Hotmail account too, but no 
Microsoft Outlook application was observed. Could be possible that the user logged into Microsoft 
Outlook account through the non-native Gmail application or the native Apple Mail application.

8LF8WN

gmail8RNJWV

Gmail8WGVNL

Gmail977MZ6

Gmail9BJCHU

Gmail9EHQ6J

Gmail9JQA7W

Gmail9MCVYK

GmailA27XW4

GmailA3YXRT

The name of the non-native (i.e. non-apple) email client is "Gmail".AHTC3V

GmailAPW8BV

GmailBLQ4ZJ

GmailBTBEVZ

GmailC37YJK

GmailDGAFDT

GmailDVAGRE

GmailE98X8E
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TABLE 1
 Question 13 - Phone / Messaging

ResponseWebCode

GmailEQC6LG

GmailEXRYKJ

GmailF8Q3XR

GmailFGGLKD

GmailGC2LMD

GmailGFHXG9

GmailH7BBCE

MobileMailHAV669

Gmail com.google.Gmail | Application ID 71DFAEA9-C9FE-4D8F-84F3-DAA6C8BAE234HCGC3B

GmailHMYLYG

GmailHT8ZPT

GmailJFW4T4

Jimmyburg1@gmail.comJPKMHA

GmailJQZ26C

GmailKDQN9J

GmailKGLKQH

GmailLVG9E3

GmailM2MH3A

GmailM6LTXA

GmailMH4TK3

GmailMVHEGH

GmailNQY2QE

GmailPHGUNF

jimmyburg.uci@gmail.comPRMLA4

GmailQR7Z2E

GmailQXTVXC

GmailR9BM7L

GmailRLTQZV

GmailRLW29L

GmailRUK7PY

Gmail (com.google.Gmail)TNUXYE

GmailTRYCW6
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TABLE 1
 Question 13 - Phone / Messaging

ResponseWebCode

GmailUH6Q4C

GmailUJZG4Y

GmailUYA3RV

GmailUYKKD3

GmailV87BX8

GmailW99J9C

Gmail, v 6.0.190630.934822 , com.google.Gmail, Application ID 
71DFAEA9-C9FE-4D8F-84F3-DAA6C8BAE234 (iPhone/var/containers/Bundle/Application and 
Manifest.plist)

XNWCEU

GmailYGZRWZ

GmailZB77MC

GmailZGQEKM

Question 13: What is the name of the non-native (i.e. non-apple) email client?
Gmail Consensus Result:

 Expected Response Explanation:
Information regarding the name of the non-native email client being used on this device can be found following this 
path: /Backup/Manifest.plist: 3 0xBD68 0x51 InstalledApplication.Name: Gmail.

 Expected Response Illustration:

Email Client Name
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TABLE 1
 Question 14 - Phone / Messaging

Question 14: What version is the non-native (i.e. non-apple) email client?

6.0.190630.934822 Manufacturer ' s Expected Response:

ResponseWebCode

6.0.190630.9348223LERK2

6.0.190630.9348223YKPN2

6.0.190630.93482246JNM6

6.0.190630.9348224G6TT9

6.0.190630.9348226BJMBY

6.0.190630.9348226MMJRA

6.0.190630.9348226RZ9AX

6.0.190630.934822744YHH

6.0.190630.9348227A88GY

6.0.190630.9348227KADMJ

6.0.190630.9348227VATPG

6.0.190630.9348228LF8WN

6.0.190630.9348228RNJWV

6.0.190630.9348228WGVNL

6.0.190630.934822977MZ6

6.0.190630.9348229BJCHU

6.0.190630.9348229EHQ6J

6.0.190630.9348229JQA7W

6.0.190630.9348229MCVYK

6.0.190630.934822A27XW4

6.0.190630.934822A3YXRT

The version of the non-native (i.e. non-apple) email client is "6.0.190630.934822".AHTC3V

6.0.190630.934822APW8BV

6.0.190630.934822BLQ4ZJ

6.0.190630.934822BTBEVZ

6.0.190630.934822C37YJK

6.0.190630.934822DGAFDT

6.0.190630.934822DVAGRE

6.0.190630.934822E98X8E

6.0.190630.934822EQC6LG
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TABLE 1
 Question 14 - Phone / Messaging

ResponseWebCode

6.0.190630.934822EXRYKJ

6.0.190630.934822F8Q3XR

6.0.190630.934822FGGLKD

6.0.190630.934822GC2LMD

6.0.190630.934822GFHXG9

6.0.190630.934822H7BBCE

3445.104.9HAV669

6.0.190630.934822HCGC3B

6.0.190630.934822HMYLYG

6.0.190630.934822HT8ZPT

6.0.1.90630.934822JFW4T4

6.0.190630.934822JPKMHA

6.0.190630.934822JQZ26C

6.0.190630.934822KDQN9J

6.0.190630.934822KGLKQH

6.0.190630.934822LVG9E3

6.0.190630.934822M2MH3A

6.0.190630.93482M6LTXA

6.0.190630.934822MH4TK3

6.0.190630.934822MVHEGH

6.0.190630.934822NQY2QE

6.0.190630.934822PHGUNF

6.0.190630.934822PRMLA4

6.0.190630.934822QR7Z2E

6.0.190630.934822QXTVXC

6.0.190630.934822R9BM7L

6.0.190630.934822RLTQZV

6.0.190630.934822RLW29L

6.0.190630.934822RUK7PY

6.0.190630.934822TNUXYE

6.0.190630.934822TRYCW6

6.0.190630.934822UH6Q4C
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TABLE 1
 Question 14 - Phone / Messaging

ResponseWebCode

6.0.190630.934822UJZG4Y

6.0.190630.934822UYA3RV

6.0.190630.934822UYKKD3

6.0.190630.934822V87BX8

6.0.190630.934822W99J9C

v 6.0.190630.934822 (iPhone/var/containers/Bundle/Application and Manifest.plist)XNWCEU

6.0.190630.934822YGZRWZ

6.0.190630.934822ZB77MC

6.0.190630.934822ZGQEKM

Question 14: What version is the non-native (i.e. non-apple) email client?
6.0.190630.934822 Consensus Result:

 Expected Response Explanation:
Information regarding the version of the non-native email client being used on this device can be found following this 
path:  /Backup/Manifest.plist: 2 0xBD54 0x11 InstalledApplication.Version: 6.0.190630.934822.

 Expected Response Illustration:

Email Client Version
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TABLE 1
 Question 15 - Phone / Messaging

Question 15: What is the address associated with the non-native (i.e. non-apple) email client?

jimmyburg.uci@gmail.com Manufacturer ' s Expected Response:

ResponseWebCode

jimmyburg.uci@gmail.com3LERK2

jimmyburg.uci@gmail.com3YKPN2

jimmyburg.uci@gmail.com46JNM6

jimmyburg.uci@gmail.com4G6TT9

jimmyburg1@outlook.com6BJMBY

jimmyburg.uci@gmail.com6MMJRA

jimmyburg.uci@gmail.com6RZ9AX

jimmyburg.uci@gmail.com744YHH

jimmyburg.uci@gmail.com7A88GY

jimmyburg.uci@gmail.com7KADMJ

jimmyburg.uci@gmail.com7VATPG

Going off the logic from the previous question, number 13, the non-native Gmail application email 
address associated is jimmyburg.uci@gmail.com

8LF8WN

jimmyburg.uci@gmail.com8RNJWV

jimmyburg.uci@gmail.com8WGVNL

jimmyburg.uci@gmail.com977MZ6

jimmyburg.uci@gmail.com9BJCHU

jimmyburg.uci@gmail.com9EHQ6J

jimmyburg.uci@gmail.com9JQA7W

jimmyburg.uci@gmail.com9MCVYK

jimmyburg.uci@gmail.comA27XW4

jimmyburg.uci@gmail.comA3YXRT

The address associated with the non-native (i.e. non-apple) email client is "jimmyburg.uci@gmail.com".AHTC3V

jimmyburg.uci@gmail.comAPW8BV

jimmyburg.uci@gmail.comBLQ4ZJ

jimmyburg.uci@gmail.comBTBEVZ

jimmyburg.uci@gmail.comC37YJK

jimmyburg.uci@gmail.comDGAFDT

Jimmyburg.uci@gmail.comDVAGRE

jimmyburg1@outlook.comE98X8E
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TABLE 1
 Question 15 - Phone / Messaging

ResponseWebCode

jimmyburg.uci@gmail.comEQC6LG

jimmyburg.uci@gmail.comEXRYKJ

jimmyburg.uci@gmail.comF8Q3XR

jimmyburg.uci@gmail.comFGGLKD

jimmyburg.uci@gmail.comGC2LMD

jimmyburg.uci@gmail.comGFHXG9

jimmyburg.uci@gmail.comH7BBCE

jimmyburg1@outlook.comHAV669

Within com.google.Gmail.plist email account associated is jimmyburg.uci@gmail.comHCGC3B

jimmyburg.uci@gmail.comHMYLYG

jimmyburg.uci@gmail.comHT8ZPT

Jimmyburg.uci@gmail.comJFW4T4

Jimmyburg.uci@gmail.comJPKMHA

jimmyburg.uci@gmail.comJQZ26C

jimmyburg.uci@gmail.comKDQN9J

jimmyburg.uci@gmail.comKGLKQH

jimmyburg.uci@gmail.comLVG9E3

jimmyburg.uci@gmail.comM2MH3A

jimmyburg.uci@gmail.comM6LTXA

jimmyburg.uci@gmail.comMH4TK3

jimmyburg.uci@gmail.comMVHEGH

jimmyburg.uci@gmail.comNQY2QE

jimmyburg.uci@gmail.comPHGUNF

jimmyburg1@outlook.comPRMLA4

jimmyburg1@outlook.comQR7Z2E

jimmyburg.uci@gmail.comQXTVXC

jimmyburg.uci@gmail.comR9BM7L

jimmyburg.uci@gmail.comRLTQZV

jimmyburg.uci@gmail.comRLW29L

jimmyburg.uci@gmail.comRUK7PY

jimmyburg.uci@gmail.comTNUXYE

jimmyburg.uci@gmail.comTRYCW6
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 Question 15 - Phone / Messaging

ResponseWebCode

jimmyburg.uci@gmail.comUH6Q4C

jimmyburg.uci@gmail.comUJZG4Y

jimmyburg.uci@gmail.comUYA3RV

jimmyburg.uci@gmail.comUYKKD3

jimmyburg.uci@gmail.comV87BX8

jimmyburg.uci@gmail.comW99J9C

The email address is: jimmyburg.uci@gmail.com with the Google+ ID 100429960583613239888 ( 
Path: iPhone/var/Library/Accounts/Accounts3.sqlite com.google.Gmail.plist)

XNWCEU

jimmyburg.uci@gmail.comYGZRWZ

jimmyburg.uci@gmail.comZB77MC

jimmyburg.uci@gmail.comZGQEKM

Question 15: What is the address associated with the non-native (i.e. non-apple) email client?
jimmyburg.uci@gmail.com Consensus Result:

 Expected Response Explanation:
The address associated with the non-native email client can be found using either of the following paths: 
iPhone/Applications/com.google.Gmail/Library/Preferences/com.google.Gmail.plist, 
iPhone/Applications/group.com.google.Gmail/Library/Preferences/group.com.google.Gmail.plist.

 Expected Response Illustration:

Non-native Email Address
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TABLE 1
 Question 16 - Phone / Messaging

Question 16: What is the address associated with the native (i.e. apple) email client?

jimmyburg1@outlook.com Manufacturer ' s Expected Response:

ResponseWebCode

jimmyburg1@outlook.com3LERK2

jimmyburg1@outlook.com3YKPN2

jimmyburg1@outlook.com46JNM6

jimmyburg1@outlook.com4G6TT9

jimmyburg.uci@gmail.com6BJMBY

jimmyburg1@outlook.com6MMJRA

jimmyburg1@outlook.com6RZ9AX

jimmyburg1@outlook.com744YHH

jimmyburg1@outlook.com7A88GY

jimmyburg1@outlook.com7KADMJ

jimmyburg1@outlook.com7VATPG

Going off the logic from the previous question, number 13, the native Apple Mail application email 
address associated is jimmyburg1@outlook.com

8LF8WN

jimmyburg.uci@gmail.com8RNJWV

jimmyburg1@outlook.com@m.hotmail.com8WGVNL

jimmyburg1@outlook.com977MZ6

jimmyburg1@outlook.com9BJCHU

jimmyburg1@outlook.com9EHQ6J

jimmyburg.uci@gmail.com9JQA7W

jimmyburg1@outlook.com9MCVYK

jimmyburg1@outlook.comA27XW4

jimmyburg1@outlook.comA3YXRT

The address associated with the native (i.e. apple) email client is "jimmyburg1@outlook.com".AHTC3V

jimmyburg1@outlook.comAPW8BV

jimmyburg1@outlook.comBLQ4ZJ

jimmyburg1@outlook.comBTBEVZ

jimmyburg1@outlook.comC37YJK

jimmyburg1@outlook.comDGAFDT

Jimmyburg1@outlook.comDVAGRE

jimmyburg.uci@gmail.comE98X8E
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ResponseWebCode

jimmyburg.uci@gmail.comEQC6LG

jimmyburg1@outlook.comEXRYKJ

jimmyburg1@outlook.comF8Q3XR

jimmyburg.uci@gmail.comFGGLKD

jimmyburg1@OUTLOOK.COMGC2LMD

jimmyburg.uci@gmail.comGFHXG9

jimmyburg1@outlook.comH7BBCE

jimmyburg.uci@gmail.comHAV669

Within accounts3.sqlite |ZACCOUNT |ZUSERNAME | jimmyburg1@outlook.comHCGC3B

jimmyburg1@outlook.comHMYLYG

jimmyburg1@outlook.comHT8ZPT

Jimmyburg1@outlook.comJFW4T4

Jimmyburg1@outlook.comJPKMHA

jimmyburg1@outlook.comJQZ26C

jimmyburg1@outlook.comKDQN9J

jimmyburg1@outlook.comKGLKQH

jimmyburg1@outlook.comLVG9E3

jimmyburg1@outlook.comM2MH3A

jimmyburg1@outlook.comM6LTXA

MH4TK3

jimmyburg.uci@outlook.comMVHEGH

jimmyburg1@outlook.comNQY2QE

jimmyburg1@outlook.comPHGUNF

jimmyburg.uci@gmail.comPRMLA4

jimmyburg.uci@gmail.comQR7Z2E

jimmyburg1@outlook.comQXTVXC

jimmyburg1@outlook.comR9BM7L

jimmyburg1@outlook.comRLTQZV

jimmyburg1@outlook.comRLW29L

jimmyburg1@outlook.comRUK7PY

jimmyburg@outlook.comTNUXYE

jimmyburg1@outlook.comTRYCW6
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TABLE 1
 Question 16 - Phone / Messaging

ResponseWebCode

jimmyburg1@outlook.comUH6Q4C

jimmyburg.uci@gmail.comUJZG4Y

jimmyburg1@outlook.comUYA3RV

jimmyburg.uci@gmail.comUYKKD3

jimmyburg1@outlook.comV87BX8

jimmyburg1@outlook.comW99J9C

Jimmyburg1@outlook.com (iPhone/var/Library/Accounts/Accounts3.sqlite (com.apple.mobilemail) )XNWCEU

jimmyburg1@outlook.comYGZRWZ

Jimmyburg1@outlook.comZB77MC

jimmyburg.uci@gmail.comZGQEKM

Question 16: What is the address associated with the native (i.e. apple) email client?
jimmyburg1@outlook.com Consensus Result:

 Expected Response Explanation:
The address associated with the native email client on this device can be found using the following path: 
/var/mobile/Library/Accounts/Accounts3.sqlite.

 Expected Response Illustration:

Native Email Address

 Other Responses: 
Another 13 participants reported jimmyburg.uci@gmail.com as the address associated with the native email client. The 
gmail account was only accessed with the gmail application and not with the native apple email application.

Copyright © 2020 CTS, Inc( 54 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 17 - Phone / Messaging

Question 17: How many messages were received from the phone number associated with the contact listed 
as "Wifey"?

Four (4) Manufacturer ' s Expected Response:

ResponseWebCode

4 SMS messages3LERK2

93YKPN2

446JNM6

Four4G6TT9

46BJMBY

46MMJRA

Four (4)6RZ9AX

4744YHH

47A88GY

9 SMS/MMS7KADMJ

47VATPG

48LF8WN

48RNJWV

48WGVNL

4977MZ6

49BJCHU

49EHQ6J

49JQA7W

49MCVYK

4A27XW4

4A3YXRT

The number of messages received from the phone number associated with the contact listed as "Wifey" 
were 4.

AHTC3V

4APW8BV

4BLQ4ZJ

9 (1 MMS and 8 SMS)BTBEVZ

Four (04)C37YJK

4DGAFDT

4DVAGRE

FourE98X8E
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TABLE 1
 Question 17 - Phone / Messaging

ResponseWebCode

4EQC6LG

4EXRYKJ

4 or FourF8Q3XR

1 x MMS, 4 x SMS = 5 in totalFGGLKD

4GC2LMD

4GFHXG9

4H7BBCE

4 sms and 1 mmsHAV669

SMS Inbox x 4 messages MMS Inbox 1 x messageHCGC3B

4HMYLYG

4HT8ZPT

4JFW4T4

4JPKMHA

4 SMSJQZ26C

4KDQN9J

4KGLKQH

9LVG9E3

Four (4)M2MH3A

4M6LTXA

5MH4TK3

4 SMS messages.MVHEGH

4NQY2QE

4PHGUNF

4PRMLA4

4QR7Z2E

Four (4)QXTVXC

4R9BM7L

4RLTQZV

FourRLW29L

Four (4)RUK7PY

4TNUXYE

4TRYCW6

Copyright © 2020 CTS, Inc( 56 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 17 - Phone / Messaging

ResponseWebCode

4UH6Q4C

FourUJZG4Y

4UYA3RV

4UYKKD3

4V87BX8

4W99J9C

5 received SMS/MMS from Wifey is +1 (213) 822-5916 CONTACTs Path: 
iPhone/var/Library/AddressBook.AddressBook.sqlitedb : Wifey is +1 (213) 822-5916 1 x MMS path : 
iPhone/var/Library/SMS/sms.db and iPhone/var/Library/SMS/Attachments 4 x SMS path: 
iPhone/var/Library/SMS/sms.db

XNWCEU

4YGZRWZ

FourZB77MC

4ZGQEKM

Question 17: How many messages were received from the phone number associated with the contact listed 
as "Wifey"?

Four (4) Consensus Result:

 Expected Response Explanation:
The expected response was "Four (4)" however, without specifying "SMS" in the question, some participants also 
included the number of MMS messages for a total of "Five (5)"; this response was also accepted. The quantity of SMS 
messages received from the phone number associated with the contact listed as "Wifey" can be found using the 
following path: iPhone/var/mobile/Library/SMS/sms.db.

 Expected Response Illustration:

SMS Library
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TABLE 1
 Question 18 - Phone / Messaging

Question 18: What is the account number for the device mobile service (cellular provider)?

923266454 Manufacturer ' s Expected Response:

ResponseWebCode

9232664543LERK2

3102600736326723YKPN2

92326645446JNM6

9232664544G6TT9

157144097686BJMBY

9232664546MMJRA

9232664546RZ9AX

923266454744YHH

9232664547A88GY

9232664547KADMJ

9232664547VATPG

9232664548LF8WN

Acct9232664548RNJWV

9232664548WGVNL

923266454977MZ6

9232664549BJCHU

9232664549EHQ6J

9232664549JQA7W

923664549MCVYK

923266454A27XW4

923266454A3YXRT

The account number for the device mobile service is 923266454(METRO by T-Mobile).AHTC3V

923266454APW8BV

923266454BLQ4ZJ

Acct923266454BTBEVZ

923266454C37YJK

923266454DGAFDT

923266454DVAGRE

923266454E98X8E

923266454EQC6LG
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ResponseWebCode

923266454EXRYKJ

1(571)440-9768F8Q3XR

923266454FGGLKD

923266454GC2LMD

923266454GFHXG9

923266454H7BBCE

923266454HAV669

From SMS 11/07/2019 12:18 (UTC-4) Acc 923266454HCGC3B

923266454HMYLYG

923266454HT8ZPT

89012[6007393632672]0JFW4T4

Metro PCS 923266454JPKMHA

923266454JQZ26C

923266454KDQN9J

923266454KGLKQH

923266454LVG9E3

Acct: 923266454 - Metro by T-MobileM2MH3A

923266454M6LTXA

T-MobileMH4TK3

1 (571) 440-9768MVHEGH

923266454NQY2QE

923266454PHGUNF

310260073632672PRMLA4

923266454QR7Z2E

923266454QXTVXC

923266454R9BM7L

923266454RLTQZV

923266454RLW29L

923266454RUK7PY

923266454TNUXYE

923266454TRYCW6

923266454UH6Q4C

Copyright © 2020 CTS, Inc( 59 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
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ResponseWebCode

310260073632672 (IMSI)UJZG4Y

923266454UYA3RV

923266454UYKKD3

Acct923266454V87BX8

923266454W99J9C

Account Numnbr is "923266454" Message from ~611 : “Thanks for your $116.83 pymt on Acc 
923266454. Conf 57985908. Pymt posted on 07/01/19 11:18a. See metrobyt-mobile.com/terms” 
01st July 2019 17:18 [01st July 2019 16:18 UTC] SMS path: iPhone/var/Library/SMS/sms.db

XNWCEU

923266454YGZRWZ

923266454ZB77MC

923266454ZGQEKM

Question 18: What is the account number for the device mobile service (cellular provider)?
923266454 Consensus Result:

 Expected Response Explanation:
The account number for the device mobile service (cellular provider) can be found in a SMS message from the provider 
at the following path: /var/mobile/Library/SMS/sms.db. 2 0x3C0E8 0x7B SMS.Body: Thanks for your $116.83 pymt on 
Acc 923266454. Conf 57985908. Pymt posted on 07/01/19 11:18a.

 Expected Response Illustration:

SMS Library
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Question 19: How many unread SMS messages are on the phone?

Three (3) Manufacturer ' s Expected Response:

ResponseWebCode

33LERK2

33YKPN2

346JNM6

Three4G6TT9

36BJMBY

36MMJRA

Three (3)6RZ9AX

3744YHH

37A88GY

37KADMJ

37VATPG

38LF8WN

38RNJWV

38WGVNL

3977MZ6

39BJCHU

39EHQ6J

229JQA7W

39MCVYK

3A27XW4

3A3YXRT

Unread SMS messages are 3.AHTC3V

3APW8BV

3BLQ4ZJ

3BTBEVZ

Three (03)C37YJK

3DGAFDT

3DVAGRE

ThreeE98X8E

3EQC6LG
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ResponseWebCode

3EXRYKJ

3 or ThreeF8Q3XR

3 (Three)FGGLKD

3GC2LMD

3GFHXG9

3H7BBCE

3HAV669

INBOX – 3 x unreadHCGC3B

3HMYLYG

3HT8ZPT

3JFW4T4

3JPKMHA

3JQZ26C

3KDQN9J

3KGLKQH

3LVG9E3

Three (3)M2MH3A

3M6LTXA

3MH4TK3

3 SMSMVHEGH

3NQY2QE

3PHGUNF

3PRMLA4

3QR7Z2E

Three (3)QXTVXC

3R9BM7L

3RLTQZV

ThreeRLW29L

Three (3)RUK7PY

3TNUXYE

3TRYCW6

3UH6Q4C
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ResponseWebCode

ThreeUJZG4Y

3UYA3RV

3UYKKD3

3V87BX8

3W99J9C

3 x unread messages in the Inbox. Path : iPhone/var/Library/SMS/sms.dbXNWCEU

3YGZRWZ

ThreeZB77MC

3ZGQEKM

Question 19: How many unread SMS messages are on the phone?
Three (3) Consensus Result:

 Expected Response Explanation:
The quantity of unread SMS messages on this device can be found using the following path: 
iPhone/var/mobile/Library/SMS/sms.db (message table)

 Expected Response Illustration:

Unread SMS Messages
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Question 20: What is the significance of 01647042?

LocalBitcoins confirmation code Manufacturer ' s Expected Response:

ResponseWebCode

01647042 is the LocalBitcoins confirmation code.3LERK2

01647042 is the LocalBitcoins confirmation code.3YKPN2

01647042 is a LocalBitcoins confirmation code46JNM6

01647042 is your LocalBitcoins confirmation code.4G6TT9

LocalBitcoins confirmation code6BJMBY

LocalBitcoins confirmation code6MMJRA

01647042 is your LocalBitcoins confirmation code.6RZ9AX

LocalBitcoins confirmation code744YHH

01647042 is your LocalBitcoins confirmation code.7A88GY

LocalBitcoins confirmation code7KADMJ

LocalBitcoins confirmation code.7VATPG

Appears to be a crypto currency activity, “LocalBitcoins confirmation code”8LF8WN

"01647042 is your LocalBitcoins confirmation code."8RNJWV

LocalBitcoins confirmation code8WGVNL

LocalBitcoins confirmation code in SMS977MZ6

LocalBitcoins confirmation code9BJCHU

Local Bitcoins confirmation code9EHQ6J

01647042 is your LocalBitcoins confirmation code.9JQA7W

LocalBitcoins confirmation code9MCVYK

01647042 is your LocalBitcoins confirmation code.A27XW4

LocalBitcoins confirmation codeA3YXRT

The significance of 01647042 is LocalBitcoins confirmation code.AHTC3V

LocalBitcoins confirmation codeAPW8BV

SMS message "01647042 is your Local Bitcoins confirmation code"BLQ4ZJ

01647042 is your LocalBitcoins confirmation code.BTBEVZ

LocalBitcoins confirmation codeC37YJK

Local Bitcoins Confirmation codDGAFDT

Local Bitcoins Confirmation CodeDVAGRE

It is the confirmation code for LocalBitcoins. This suggests the mobile phones user uses LocalBitcoins 
service and has received or sent bitcoins.

E98X8E
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 Question 20 - Phone / Messaging

ResponseWebCode

LocalBitcoins confirmation codeEQC6LG

LocalBitcoins confirmation codeEXRYKJ

01647042 is your LocalBitcoins confirmation code.F8Q3XR

Users LocalBitcoins confirmation code.FGGLKD

LocalBitcoins confirmation codeGC2LMD

LocalBitcoins confirmation codeGFHXG9

LocalBitcoins confirmation codeH7BBCE

LocalBitcoins confirmation code.HAV669

Received SMS from +16466994674 on 24/08/2019 20:46(UTC-4) MESSAGE BODY| 01647042 is 
your LocalBitcoins confirmation code. Insinuating the person who uses this phone has / makes use of 
bitcoins

HCGC3B

It is the LocalBitcoins confirmation code. LocalBitcoins is a company that lets you trade local currency for 
bitcoins. This confirmation code means the suspect created a LocalBitcoins account.

HMYLYG

01647042 is your LocalBitcoins confirmation code.HT8ZPT

Local Bitcoins confirmation codeJFW4T4

LocalBitcoins confirmation codeJPKMHA

01647042 is your LocalBitcoins confirmation code.JQZ26C

LocalBitcoins confirmation codeKDQN9J

01647042 is your LocalBitcoins confirmation code.KGLKQH

01647042 is your LocalBitcoins confirmation codeLVG9E3

LocalBitcoins confirmation codeM2MH3A

LocalBitcoins confirmation codeM6LTXA

Local Bitcoins confirmation codeMH4TK3

Bitcoin confirmation code.MVHEGH

LocalBitcoins confirmation codeNQY2QE

LocalBitcoins confirmation code It is an authorization code to access a localbitcoins.com user account.PHGUNF

01647042 is LocalBitcoins confirmation code.PRMLA4

01647042 is your LocalBitcoins confirmation code.QR7Z2E

01647042 is your LocalBitcoins confirmation code.QXTVXC

01647042 is your LocalBitcoins confirmation code.R9BM7L

01647042 is a LocalBitcoins confirmation code. Suggests user was engaged in a Bitcoin transaction.RLTQZV

LocalBitcoins confirmation codeRLW29L

It is a LocalBitCoins confirmation code.RUK7PY

Copyright © 2020 CTS, Inc( 65 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 20 - Phone / Messaging

ResponseWebCode

01647042 is your LocalBitcoins confirmation code.TNUXYE

LocalBitcoins confirmation codeTRYCW6

01647042 is a LocalBitcoins confirmation code.UH6Q4C

01647042 is your LocalBitcoins confirmation code.UJZG4Y

01647042 is his LocalBitcoins confirmation codeUYA3RV

LocalBitcoins confirmation codeUYKKD3

"01647042 is your LocalBitcoins confirmation code."V87BX8

LocalBitcoins confirmation codeW99J9C

This is the confirmation code received in an SMS from +16466994674 25th August 2019 01:46 
[25/08/2019 00:46 UTC] "01647042 is your LocalBitcoins confirmation code." This infers that the User 
of the device has a Bitcoin account Path : iPhone/var/Library/SMS/sms.db

XNWCEU

01647042 is your LocalBitcoins confirmation code.YGZRWZ

01647042 is your LocalBitcoins confirmation codeZB77MC

LocalBitcoins confirmation codeZGQEKM

Question 20: What is the significance of 01647042?
LocalBitcoins confirmation code and all formatting styles which represent the same information. Consensus Result:

 Expected Response Explanation:
The number 01647042 is the LocalBitcoins confirmation code and this can be found using the following path:   
iPhone/var/mobile/Library/SMS/sms.db (message table)

 Expected Response Illustration:

SMS Messages
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Question 21: What contact (name) has the phone number "(571) 339-4848" listed as a "Home Number"?

Russ Buffalo Manufacturer ' s Expected Response:

ResponseWebCode

Russ Buffalo3LERK2

Russ Buffalo3YKPN2

Russ Buffalo46JNM6

Russ Buffalo4G6TT9

Russ Buffalo6BJMBY

Russ Buffalo6MMJRA

Russ Buffalo6RZ9AX

Russ Buffalo744YHH

Russ Buffalo7A88GY

Russ Buffalo7KADMJ

Russ Buffalo7VATPG

Russ Buffalo8LF8WN

Russ Buffalo8RNJWV

Russ Buffalo8WGVNL

Russ Buffalo977MZ6

Russ Buffalo9BJCHU

Russ Buffalo9EHQ6J

Russ Buffalo9JQA7W

Russ Buffalo9MCVYK

Russ BuffaloA27XW4

Russ BuffaloA3YXRT

The contact name was Russ Buffalo.AHTC3V

Russ BuffaloAPW8BV

Russ BuffaloBLQ4ZJ

Russ BuffaloBTBEVZ

Russ BuffaloC37YJK

Russ BuffaloDGAFDT

Russ BuffaloDVAGRE

Russ BuffaloE98X8E

Russ BuffaloEQC6LG
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ResponseWebCode

Russ BuffaloEXRYKJ

Russ BuffaloF8Q3XR

Russ BuffaloFGGLKD

Russ BuffaloGC2LMD

Russ BuffaloGFHXG9

Russ BuffaloH7BBCE

Russ BuffaloHAV669

Russ BUFFALOHCGC3B

Russ BuffaloHMYLYG

Russ BuffaloHT8ZPT

Russ BuffaloJFW4T4

Russ BuffaloJPKMHA

Russ BuffaloJQZ26C

Russ BuffaloKDQN9J

Russ BuffaloKGLKQH

Russ BuffaloLVG9E3

Russ BuffaloM2MH3A

Russ BuffaloM6LTXA

Russ BuffaloMH4TK3

Russ BuffaloMVHEGH

Russ BuffaloNQY2QE

Russ BuffaloPHGUNF

Russ BuffaloPRMLA4

Russ BuffaloQR7Z2E

Russ BuffaloQXTVXC

Russ BuffaloR9BM7L

Russ BuffaloRLTQZV

Russ BuffaloRLW29L

Russ BuffaloRUK7PY

Russ BuffaloTNUXYE

Russ BuffaloTRYCW6

Russ BuffaloUH6Q4C
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ResponseWebCode

Russ BuffaloUJZG4Y

Russ BuffaloUYA3RV

Russ BuffaloUYKKD3

Russ BuffaloV87BX8

Russ BuffaloW99J9C

Russ Buffalo CONTACTs Path: iPhone/var/Library/AddressBook.AddressBook.sqlitedbXNWCEU

Russ BuffaloYGZRWZ

Russ BuffaloZB77MC

Russ BuffaloZGQEKM

Question 21: What contact (name) has the phone number "(571) 339-4848" listed as a "Home Number"?
Russ Buffalo Consensus Result:

 Expected Response Explanation:
The contact name belonging to phone number "(571) 339-4848" can be found using the following path:  
/var/mobile/Library/AddressBook/AddressBook.sqlitedb : 1 0x7C35 0x4 Contact.Name: Russ Buffalo.

 Expected Response Illustration:

Contacts
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Question 22: From what number did the phone miss a call on 23 August 2019?

18004248802 Manufacturer ' s Expected Response:

ResponseWebCode

180042488023LERK2

+180042488023YKPN2

+1800424880246JNM6

+180042488024G6TT9

180042488026BJMBY

+180042488026MMJRA

180042488026RZ9AX

+18004248802744YHH

180042488027A88GY

180042488027KADMJ

+180042488027VATPG

+180042488028LF8WN

180042488028RNJWV

+180042488028WGVNL

+18004248802977MZ6

+180042488029BJCHU

1-800-424-88029EHQ6J

+180042488029JQA7W

+180042488029MCVYK

+18004248802A27XW4

18004248802A3YXRT

The missed call number was +18004248802.AHTC3V

+18004248802APW8BV

18004248802BLQ4ZJ

+18004248802BTBEVZ

+18004248802C37YJK

18004248802DGAFDT

18004248802DVAGRE

+18004248802E98X8E

+18004248802EQC6LG
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ResponseWebCode

18004248802EXRYKJ

+18004248802F8Q3XR

+18004248802FGGLKD

18004248802GC2LMD

+18004248802GFHXG9

+18004248802H7BBCE

+18004248802HAV669

+18004248802HCGC3B

1-800-424-8802HMYLYG

+18004248802HT8ZPT

+180042488002JFW4T4

+18004248802JPKMHA

+18004248802JQZ26C

+18004248802KDQN9J

+18004248802KGLKQH

18004248802LVG9E3

+18004248802M2MH3A

+18004248802M6LTXA

+18004248802MH4TK3

+18004248802MVHEGH

+18004248802NQY2QE

1(800)424-8802PHGUNF

+18004248802PRMLA4

+18004248802QR7Z2E

+18004248802QXTVXC

+18004248802R9BM7L

+18004248802RLTQZV

18004248802RLW29L

+18004248802RUK7PY

1-800-424-8802TNUXYE

18004248802TRYCW6

+18004248802UH6Q4C
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TABLE 1
 Question 22 - Phone / Messaging

ResponseWebCode

+18004248802UJZG4Y

1-800-424-8802UYA3RV

+18004248802UYKKD3

+18004248802V87BX8

+18004248802W99J9C

+18004248802 at 23rd August 2019 14:28 (Device)[23rd August 2019 13:28 UTC] Path : 
iPhone/var/mobile/library/CallHistoryDB/Call History.storedata

XNWCEU

+18004248802YGZRWZ

+18004248802ZB77MC

18004248802ZGQEKM

Question 22: From what number did the phone miss a call on 23 August 2019?
18004248802 Consensus Result:

 Expected Response Explanation:
The phone number belonging to the missed call on 23 August 2019 can be found using the following path:  
/var/mobile/Library/CallHistoryDB/CallHistory.storedata : 3 0x3C29 0xC Call.Party.Identifier: +18004248802.

 Expected Response Illustration:

Call History
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TABLE 1
 Question 23 - Phone / Messaging

Question 23: What contact (name) called the phone on 15 August 2019?

Louis Epps Manufacturer ' s Expected Response:

ResponseWebCode

Louis Epps3LERK2

Louis Epps3YKPN2

Louis Epps46JNM6

Louis Epps4G6TT9

Louis Epps6BJMBY

Louis Epps6MMJRA

Louis Epps6RZ9AX

Louis Epps744YHH

Louis Epps7A88GY

Louis Epps7KADMJ

Louis Epps7VATPG

Louis Epps8LF8WN

Louis Epps8RNJWV

Louis Epps8WGVNL

Louis Epps977MZ6

Louis Epps9BJCHU

Louis Eps9EHQ6J

Louis Epps9JQA7W

Louis Epps9MCVYK

Louis EppsA27XW4

Louis EppsA3YXRT

The contact name is Louis Epps (+19738584341).AHTC3V

Louis EppsAPW8BV

Louis EppsBLQ4ZJ

Louis EppsBTBEVZ

Louis EppsC37YJK

Louis EppsDGAFDT

Louis EppsDVAGRE

Louis EppsE98X8E

Louis EppsEQC6LG
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TABLE 1
 Question 23 - Phone / Messaging

ResponseWebCode

Louis EppsEXRYKJ

Louis EppsF8Q3XR

Louis EppsFGGLKD

Louis EppsGC2LMD

Louis EppsGFHXG9

Louis EppsH7BBCE

Louis EppsHAV669

Louis EppsHCGC3B

Louis EppsHMYLYG

Louis EppsHT8ZPT

Louis EppsJFW4T4

Louis EppsJPKMHA

Louis EppsJQZ26C

Louis EppsKDQN9J

Louis EppsKGLKQH

Louis EppsLVG9E3

Louis EppsM2MH3A

Louis EppsM6LTXA

Louis EppsMH4TK3

+19738584341 Louis Epps.MVHEGH

Louis EppsNQY2QE

Louis EppsPHGUNF

+19738584341 Louis EppsPRMLA4

Louis EppsQR7Z2E

Louis EppsQXTVXC

Louis EppsR9BM7L

Louis EppsRLTQZV

Louis EppsRLW29L

Louis EppsRUK7PY

Louis EppsTNUXYE

Louis EppsTRYCW6

Louis EppsUH6Q4C
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TABLE 1
 Question 23 - Phone / Messaging

ResponseWebCode

Louis EppsUJZG4Y

Louis EppsUYA3RV

Louis EppsUYKKD3

Louis EppsV87BX8

Louis EppsW99J9C

Louis Epps called at 15th August 2019 16:22 (Device) [15th August 2019 15:22 UTC] using 
+19738584341 Path : iPhone/var/mobile/library/CallHistoryDB/Call History.storedata

XNWCEU

Louis EppsYGZRWZ

Louis EppsZB77MC

Louis EppsZGQEKM

Question 23: What contact (name) called the phone on 15 August 2019?
Louis Epps Consensus Result:

 Expected Response Explanation:
The contact name called on this device on 15 August 2019 can be found using the following path:  
/var/mobile/Library/CallHistoryDB/CallHistory.storedata : 1 0xCF95 0xC Contact.UserID.Value: +19738584341 
/var/mobile/Library/SMS/sms.db : 4 0x3CCB 0xC Call.Party.Identifier: +19738584341.

 Expected Response Illustration:

Contact Name
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TABLE 1
 Question 24 - Phone / Messaging

Question 24: How many outgoing calls were made from this phone?

Seven (7) Manufacturer ' s Expected Response:

ResponseWebCode

73LERK2

73YKPN2

746JNM6

Seven4G6TT9

146BJMBY

76MMJRA

Seven (7)6RZ9AX

7744YHH

77A88GY

77KADMJ

77VATPG

78LF8WN

78RNJWV

68WGVNL

7977MZ6

79BJCHU

79EHQ6J

79JQA7W

79MCVYK

7A27XW4

7A3YXRT

The number of outgoing calls were 7 Calls.AHTC3V

7APW8BV

7BLQ4ZJ

7BTBEVZ

Seven (07)C37YJK

7DGAFDT

7DVAGRE

SevenE98X8E

7EQC6LG
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 Question 24 - Phone / Messaging

ResponseWebCode

7EXRYKJ

7 or SevenF8Q3XR

7 (seven)FGGLKD

7GC2LMD

7GFHXG9

7H7BBCE

7HAV669

7 x outgoing calls from the deviceHCGC3B

7HMYLYG

7HT8ZPT

7JFW4T4

7JPKMHA

7JQZ26C

7KDQN9J

7KGLKQH

7LVG9E3

Seven (7)M2MH3A

7M6LTXA

7MH4TK3

7MVHEGH

7NQY2QE

7PHGUNF

7PRMLA4

7QR7Z2E

Seven (7)QXTVXC

7R9BM7L

7RLTQZV

SevenRLW29L

Seven (7)RUK7PY

7TNUXYE

7TRYCW6

7UH6Q4C
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TABLE 1
 Question 24 - Phone / Messaging

ResponseWebCode

SevenUJZG4Y

7UYA3RV

7UYKKD3

7V87BX8

7W99J9C

7 calls were made from the device. Path : iPhone/var/mobile/library/CallHistoryDB/Call 
History.storedata

XNWCEU

7YGZRWZ

SevenZB77MC

7ZGQEKM

Question 24: How many outgoing calls were made from this phone?
Seven (7) Consensus Result:

 Expected Response Explanation:
The quantity of outgoing calls made from this device can be found using the following path: 
iPhone/var/mobile/Library/CallHistoryDB/CallHistory.storedata.

 Expected Response Illustration:

Call History
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TABLE 1
 Question 25 - Phone / Messaging

Question 25: What was the date and time of the last outgoing call? Provide the answer in the time zone set 
for the device using the following format: MM/DD/YYYY HH:MM AM/PM.

08/25/2019 08:18 PM Manufacturer ' s Expected Response:

ResponseWebCode

8/25/2019 19:18 (UTC-5) (PM)3LERK2

08/25/2019 07:18 PM3YKPN2

08/25/2019 07:18 PM46JNM6

08/25/2019 08:18 PM4G6TT9

08/25/2019 07:18:13 PM6BJMBY

08/25/2019 08:18 PM6MMJRA

08/25/2019 08:18 PM6RZ9AX

08/25/2019 07:18 PM744YHH

08/25/2019 08:18 PM7A88GY

08/25/2019 08:18 PM7KADMJ

8/25/2019 7:18:13 PM(UTC-5)7VATPG

08/25/2019 08:18 PM (UTC -4)8LF8WN

08/25/2019 08:18 PM8RNJWV

08/25/2019 08:18 PM8WGVNL

08/25/2019 08:18 PM977MZ6

08/25/2019 08:18 PM9BJCHU

08/25/2019 08:18:13 PM (UTC -4)9EHQ6J

8/25/2019 8:18:13 PM(UTC-4)9JQA7W

08/25/2019 08:18 PM9MCVYK

08/25/2019 08:18 PMA27XW4

08/25/2019 08:18:13 PMA3YXRT

The date and time of the last outgoing call was 08/25/2019 08:18 PM.AHTC3V

08/25/2019 08:18 PMAPW8BV

08/25/2019 08:18 PMBLQ4ZJ

8/25/2019 8:18 PMBTBEVZ

08/25/2019 7:18 PM(UTC-5)C37YJK

8/25/2019 08:18 PMDGAFDT

08/25/2019 08:18:PMDVAGRE

08/25/2019 08:18 PME98X8E
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ResponseWebCode

08/25/2019 20:18 PM (UTC-4)EQC6LG

08/25/2019 08:18:13 PMEXRYKJ

08/25/2019 8:18:13 PM(UTC-4)F8Q3XR

08/25/2019 20:18 PM (UTC-4)FGGLKD

08/25/2019 08:18 pmGC2LMD

08/25/2019 07:18:13 PMGFHXG9

08/25/2019 08:18 PMH7BBCE

8/25/2019 8:18:13 PMHAV669

08/25/2019 20:18 PM (UTC-4)HCGC3B

08/25/2019 08:18 PMHMYLYG

08/25/2019 08:18 PMHT8ZPT

08/25/2019 20:18JFW4T4

8/25/2019 8:18 PMJPKMHA

08/25/2019 08:18 PMJQZ26C

08/25/2019 08:18 PMKDQN9J

08/26/2019 07:18:13 PMKGLKQH

8/25/2019 20:18 PM (UTC-4)LVG9E3

08/25/2019 08:18 PMM2MH3A

08/25/2019 07:18 PMM6LTXA

8/25/2019 8:18:13 PMMH4TK3

08/25/2019 19:18:13MVHEGH

08/25/2019 08:18 PMNQY2QE

08/25/2019 08:18 PMPHGUNF

08/25/2019. 07:18:13 UTC -05) PMPRMLA4

08/25/2019 07:18 PMQR7Z2E

08/25/2019 08:18 PMQXTVXC

08/25/2019 08:18 PMR9BM7L

08/25/2019 08:18 PMRLTQZV

08/25/2019 08:18 PMRLW29L

08/25/2019 8:18 PMRUK7PY

08/25/2019 08:18 PMTNUXYE

08/25/2019 08:18:13 PMTRYCW6
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ResponseWebCode

08/25/2019 08:18 PMUH6Q4C

25/08/2019 20:18:13(UTC-4)UJZG4Y

08/25/2019 08:18 PMUYA3RV

08/25/2019 8:18 PMUYKKD3

8/25/2019 8:18:13 PMV87BX8

08/25/2019 07:18 PMW99J9C

08/26/2019 00:18 AM (which was 08/26/2019 20:18 PM UTC-0400) made to Ben Siegel on 
#2122890908 Path: iPhone/var/mobile/library/CallHistoryDB/Call History.storedata

XNWCEU

08/25/2019 08:18:13 PMYGZRWZ

08/25/2019 8:18 PMZB77MC

08/25/2019 08:18 PMZGQEKM

Question 25: What was the date and time of the last outgoing call? Provide the answer in the time zone set 
for the device using the following format: MM/DD/YYYY HH:MM AM/PM.

08/25/2019 08:18 PM and all formatting styles which represent the same information. In 
addition, the same date with the time of 07:18 PM was also accepted as it is possible that 
neglecting to recognize Daylight Savings Time may have been the cause of this difference.

 Consensus Result:

 Expected Response Explanation:
The date and time of the last outgoing call can be found using the following path: 
iPhone/var/mobile/Library/CallHistoryDB/CallHistory.storedata.

 Expected Response Illustration:

Call History
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Question 26: What brand mayonaise does the user's spouse request?

Hellmans Manufacturer ' s Expected Response:

ResponseWebCode

HELLMANS3LERK2

HELLMANS3YKPN2

HELLMANS46JNM6

HELLMANS4G6TT9

HELLMANS6BJMBY

HELLMANS6MMJRA

HELLMANS6RZ9AX

HELLMANS744YHH

HELLMANS7A88GY

Hellmans7KADMJ

HELLMANS mayo7VATPG

HELLMANS8LF8WN

HELLMANS8RNJWV

HELLMANS8WGVNL

HELLMANS977MZ6

Hellmans9BJCHU

Hellmans9EHQ6J

HELLMANS9JQA7W

HELLMANS9MCVYK

HELLMANSA27XW4

HELLMANSA3YXRT

The mayonaise brand was "HELLMANS".AHTC3V

HELLMANSAPW8BV

HELLMANSBLQ4ZJ

HELLMANSBTBEVZ

HELLMANSC37YJK

hellmansDGAFDT

HellmansDVAGRE

HellmansE98X8E

HELLMANSEQC6LG
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 Question 26 - Phone / Messaging

ResponseWebCode

HELLMANSEXRYKJ

hellmans mayo or hellmann's mayoF8Q3XR

HELLMANSFGGLKD

HELLMANSGC2LMD

HELLMANSGFHXG9

HELLMANSH7BBCE

HELLMANSHAV669

HellmansHCGC3B

HELLMANSHMYLYG

HELLMANSHT8ZPT

HellmansJFW4T4

HELLMANSJPKMHA

1 jar HELLMANS mayoJQZ26C

HELLMANSKDQN9J

HELLMANSKGLKQH

HELLMANSLVG9E3

HELLMANSM2MH3A

HellmansM6LTXA

HELLMANSMH4TK3

HellmansMVHEGH

HellmansNQY2QE

HELLMANSPHGUNF

HELLMANSPRMLA4

HELLMANSQR7Z2E

HELLMANSQXTVXC

HELLMANSR9BM7L

HELLMANSRLTQZV

HellmansRLW29L

HELLMANSRUK7PY

HELLMANS mayoTNUXYE

HELLMANSTRYCW6

HELLMANSUH6Q4C

Copyright © 2020 CTS, Inc( 83 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 26 - Phone / Messaging

ResponseWebCode

1 jar HELLMANS mayoUJZG4Y

HellmansUYA3RV

HELLMANSUYKKD3

HELLMANSV87BX8

HELLMANSW99J9C

HELLMANS Received in an SMS 24th August 20199 14:54 [24/08/2019 13:54 UTC] from" Wifey" using 
#+12138225916

XNWCEU

HELLMANS mayoYGZRWZ

HELLMANS mayoZB77MC

HELLMANSZGQEKM

Question 26: What brand mayonaise does the user's spouse request?
Hellmans Consensus Result:

 Expected Response Explanation:
The information regarding the brand of mayonaise requested by the user can be found in the SMS message body using 
the following path: /var/mobile/Library/SMS/sms.db.

 Expected Response Illustration:

Text Message Library
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Question 27: What cryptocurrency related app is installed on this phone?

BitPay Manufacturer ' s Expected Response:

ResponseWebCode

BitPay3LERK2

BitPay3YKPN2

BitPay46JNM6

BitPay4G6TT9

CryptoTokenKit6BJMBY

BitPay6MMJRA

BitPay6RZ9AX

BitPay744YHH

BitPay7A88GY

Bitpay7KADMJ

BitPay7VATPG

BitPay8LF8WN

BitPay8RNJWV

BitPay8WGVNL

BitPay977MZ6

BitPay9BJCHU

BitPay9EHQ6J

setoken9JQA7W

BitPay9MCVYK

BitPayA27XW4

BitPayA3YXRT

The installed app was "com.bitpay.wallet".AHTC3V

BitPayAPW8BV

BitpayBLQ4ZJ

BitPayBTBEVZ

BitPayC37YJK

bitpayDGAFDT

BitpayDVAGRE

BitPayE98X8E

BitPayEQC6LG
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TABLE 1
 Question 27 - Applications

ResponseWebCode

BitPayEXRYKJ

bitpayF8Q3XR

BitPayFGGLKD

BitPayGC2LMD

BitPayGFHXG9

BitPayH7BBCE

BitPayHAV669

BitpayHCGC3B

BitPayHMYLYG

BitPayHT8ZPT

Bitpay (V1)JFW4T4

BitPayJPKMHA

BitPayJQZ26C

BitPayKDQN9J

BitPayKGLKQH

BitPayLVG9E3

BitpayM2MH3A

BitPayM6LTXA

BitPayMH4TK3

setokenMVHEGH

BitPayNQY2QE

BitPayPHGUNF

SetokenPRMLA4

setokenQR7Z2E

BitPayQXTVXC

BitPayR9BM7L

BitPayRLTQZV

BitPayRLW29L

BitPayRUK7PY

BitPayTNUXYE

BitPayTRYCW6

BitPayUH6Q4C
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 Question 27 - Applications

ResponseWebCode

BitPayUJZG4Y

BitpayUYA3RV

BitPayUYKKD3

BitPayV87BX8

BitPayW99J9C

Bitpay (com.Bitpay.wallet) Manifest.plistXNWCEU

BitPayYGZRWZ

BitpayZB77MC

BitPayZGQEKM

Question 27: What cryptocurrency related app is installed on this phone?
BitPay Consensus Result:

 Expected Response Explanation:
The cryptocurrency related application that was installed on this device can be found using the following path: 
/Backup/Manifest.plist: 3 0xCE20 0x52 InstalledApplication.Name: BitPay.

 Expected Response Illustration:

Installed Applications
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Question 28: To what address was the user instructed to send bitcoin?

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ Manufacturer ' s Expected Response:

ResponseWebCode

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ3LERK2

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ3YKPN2

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ46JNM6

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ4G6TT9

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ6BJMBY

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ6MMJRA

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ6RZ9AX

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ744YHH

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ7A88GY

372YzM1cvnzzstkFVanyYfaMp3sZjM3WrQ7KADMJ

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ7VATPG

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ8LF8WN

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ8RNJWV

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ8WGVNL

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ977MZ6

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ9BJCHU

372YzM1cunzzstkFVanyYfAMp3sZjM3WrQ9EHQ6J

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ9JQA7W

372YzMlcvnzzstkFVanyYfAMp3sZjM3WrQ9MCVYK

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQA27XW4

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQA3YXRT

The bitcoin address was "372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ".AHTC3V

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQAPW8BV

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQBLQ4ZJ

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQBTBEVZ

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQC37YJK

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQDGAFDT

372YzM1cvnzzstkFVanyYFAMp3sZjM3WrQDVAGRE

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQE98X8E

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQEQC6LG
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ResponseWebCode

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQEXRYKJ

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQF8Q3XR

Starbucks on 234 near montclair.FGGLKD

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQGC2LMD

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQGFHXG9

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQH7BBCE

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQHAV669

Taken from chatstorage.splite | ZWAMESSAGE | ZTEXT 372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ Also 
present within IMG_0021.png screenshot of conversation. Taken from IMG_0021.png which is a 
screenshot of Whatsapp conversation on the device, but media has not been extracted with the itunes 
backup

HCGC3B

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQHMYLYG

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQHT8ZPT

372YzM1cvNzz5tkFVunyYFAMp35ZJM3WrQJFW4T4

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQJPKMHA

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQJQZ26C

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQKDQN9J

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQKGLKQH

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQLVG9E3

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQM2MH3A

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQM6LTXA

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQMH4TK3

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQMVHEGH

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQNQY2QE

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQPHGUNF

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQPRMLA4

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQQR7Z2E

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQQXTVXC

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQR9BM7L

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQRLTQZV

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQRLW29L

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQRUK7PY

TNUXYE
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ResponseWebCode

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQTRYCW6

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQUH6Q4C

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQUJZG4Y

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQUYA3RV

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQUYKKD3

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQV87BX8

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQW99J9C

"372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ" message received at 26th August 2019 03:34 (Network)
[26/08/2019 02:34 UTC] from Frank using 17035466484@s.whatsapp.net. Path: 
iPhone/Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

XNWCEU

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQYGZRWZ

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQZB77MC

372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQZGQEKM

Question 28: To what address was the user instructed to send bitcoin?
372YzM1cvnzzstkFVanyYfAMp3sZjM3WrQ Consensus Result:

 Expected Response Explanation:
Information regarding the address to be used to send bitcoin can be found using the following path: 
iPhone/Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite/ZWAMESSAGE : 1 0x36A90 0x570.
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 Expected Response Illustration:

WhatsApp
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Question 29: How many other parties did the user communicate with using WhatsApp?

Two (2) Manufacturer ' s Expected Response:

ResponseWebCode

2 total - Russ Buffalo and Frank3LERK2

13YKPN2

146JNM6

Two4G6TT9

26BJMBY

26MMJRA

Two (2)6RZ9AX

2744YHH

17A88GY

17KADMJ

27VATPG

Two other participants, Frank and Russ Buffalo8LF8WN

28RNJWV

28WGVNL

2977MZ6

29BJCHU

29EHQ6J

29JQA7W

29MCVYK

2A27XW4

2A3YXRT

There were 2 user parties.AHTC3V

2APW8BV

2BLQ4ZJ

2BTBEVZ

Two (02)C37YJK

2DGAFDT

2DVAGRE

TwoE98X8E

2EQC6LG
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ResponseWebCode

2EXRYKJ

2 or TwoF8Q3XR

2 in total.FGGLKD

2GC2LMD

2GFHXG9

2H7BBCE

2HAV669

2 parties contacted in total in Whatsapp.HCGC3B

He communicated with two parties using WhatsApp: Frank and Russ Buffalo.HMYLYG

1HT8ZPT

2JFW4T4

2JPKMHA

2JQZ26C

1KDQN9J

1KGLKQH

1LVG9E3

Two (Frank and Russ Buffalo)M2MH3A

2M6LTXA

2MH4TK3

2 (Russel Bufallo and Frank Sherman)MVHEGH

1NQY2QE

2PHGUNF

3 (Frank, Jimmy Burg, Russ Buffalo).PRMLA4

2QR7Z2E

Two (2)QXTVXC

2R9BM7L

2RLTQZV

TwoRLW29L

Two (2)RUK7PY

2TNUXYE

2TRYCW6

2UH6Q4C
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ResponseWebCode

OneUJZG4Y

1UYA3RV

2UYKKD3

1V87BX8

2W99J9C

2 other contacts were communicated with using WhatsApp Path: 
iPhone/Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite

XNWCEU

2YGZRWZ

TwoZB77MC

2ZGQEKM

Question 29: How many other parties did the user communicate with using WhatsApp?
Two (2) Consensus Result:

 Expected Response Explanation:
The expected response was "Two (2)" however due to possible ambiguity in the question, the response "One (1)" was 
also accepted. Based on comments received, the words "other parties" used in the question may have caused some 
confusion. There was speculation that "other" was referencing someone that was mentioned in question 28 (i.e. the 
person that instructed the user where to send the bitcoin). Information regarding the number of parties communicated 
to using the WhatsApp can be found following either of these paths: 
iPhone/Applications/group.net.whatsapp.WhatsApp.shared/Library/Preferences/group.net.whatsapp.WhatsApp.shared.
plist, iPhone/Applications/group.net.whatsapp.WhatsApp.shared/ChatStorage.sqlite.

 Expected Response Illustration:

Chat Information
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Question 30: What is the location for the last photo received via WhatsApp? Provide the latitude and 
longitude.

38.660320, -76.417215 Manufacturer ' s Expected Response:

ResponseWebCode

38.660320, -76.4172153LERK2

38.660320 / -76.4172153YKPN2

38.660320 / -76.41721546JNM6

38.660320, -76.4172154G6TT9

38°39'37.15" / 76°25'1.97"6BJMBY

38.660320, -76.4172156MMJRA

(38.660320, -76.417215)6RZ9AX

(38.660320, -76.417215)744YHH

38.660320, -76.4172157A88GY

38.660319 / -76.4172147KADMJ

38.660320 / -76.417215 Chesapeake Bay7VATPG

38.660319, -76.417215 (Cellebrite did not decode the messages and the attachment. XRY was used to 
confirm the attachment and the message sent in the WhatsApp. Both tools were used to get the answer.)

8LF8WN

38.660320 and -76.4172158RNJWV

Latitude: 38.660320 Longitude: 76.4172158WGVNL

(38.660320,-76.417215)977MZ6

Chesapeake Bay (38.660320, -76.417215)9BJCHU

38,39,37.152 76,25,1.9749EHQ6J

38.660320 / -76.4172159JQA7W

Latitude N 38,39,37.152 Longitude W 76,25,1.9749MCVYK

38.660320 / -76.417215A27XW4

38.660320 / -76.417215A3YXRT

The location for the last photo received via WhatsApp is "The latitude : 38.660320, The longitude : 
-76.417215".

AHTC3V

N 38, 39, 37.152, W 76, 25, 1.974APW8BV

38,39,37.152 76,25,1.974 Lat/Lon 38.660320 / -76.417214BLQ4ZJ

Lat = 38.660320 Long= -76.417215BTBEVZ

Latitude: 38.660320 Longitude: -76.417215C37YJK

38.660320 / -76.417215DGAFDT

Lat 38,39,37.152 Long 76,25,1.974DVAGRE
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ResponseWebCode

Latitude: 38.660320 Longitude: -76.417215E98X8E

(38.660320, -76.417215)EQC6LG

(38.660320, -76.417215)EXRYKJ

Lat: 38.660320 and long: -76.417215F8Q3XR

Latitude N 38, 39, 37.152, Longitude W 76, 25, 1.974FGGLKD

Lat 38,39,37.152 Lon 76, 25, 1.974GC2LMD

38.660320 / -76.417215GFHXG9

Lat/Lon: 38.660320 / -76.417215 Position: (38.660320, -76.417215)H7BBCE

Latitude 38, 39, 37.152 longitude 76, 25, 1.974HAV669

Chatstorage.sqlite | ZWAMEDIAITEM | LAT / LONG: 38.660320 / -76.417215 include image nameHCGC3B

38.660320 / -76.417215HMYLYG

38.660320 / -76.417215HT8ZPT

LAT 38, 39, 37, 152 Long.76,.25.,1.974JFW4T4

38.660320 / -76.417215 38,39, 37.152 76,25, 1.974JPKMHA

38.660320, -76.417215JQZ26C

38.660320 Latitude -76.417215 LongitudeKDQN9J

38.660320 / -76.417215KGLKQH

38.660320 / -76.417215LVG9E3

38.660320 / -76.417215M2MH3A

latitude/longitude: 38.660320/-76.417215M6LTXA

(38.660320, -76.417215)MH4TK3

(Lat/Lon) 38.660320 / -76.417215MVHEGH

38.660320 / -76.417215NQY2QE

Latitude/Longitude: 38.660320 / -76.417215PHGUNF

Latitude 38.660320 / Longitude -76.417215PRMLA4

38.660320 / -76.417215QR7Z2E

38.660320 / -76.417215QXTVXC

38.66032, -76.417215R9BM7L

38.660320 / -76.417215RLTQZV

Latitude – 38, 39, 37.152 Longitude – 76, 25, 1.974RLW29L

38.660320 / -76.417215RUK7PY

Latitude: 1200 longitude: 1600TNUXYE
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ResponseWebCode

38.660320, -76.417215TRYCW6

Lat/Lon 38.660320 / -76.417215UH6Q4C

Chesapeake Bay 38.660320 / -76.417215UJZG4Y

Latitude: 38, 39, 37.152 N; Longitude 76, 25, 1.974 WUYA3RV

38.660320 / -76.417215UYKKD3

38, 39, 37.152 N 76, 25, 1.974 WV87BX8

1200 1600W99J9C

38.660320 / -76.417215 (Chesapeake Bay, United States) Path: 
iPhone/private/var/mobile/Containers/Shared/AppGroup/ group.net.whatsapp.WhatsApp.shared/ 
Message/Media/17035466484@s.whatsapp.net/d/8/

XNWCEU

38.660320, -76.417215YGZRWZ

38.660320, -76.417215ZB77MC

38.660320, -76.417215ZGQEKM

Question 30: What is the location for the last photo received via WhatsApp? Provide the latitude and 
longitude.

The coordinates "38.660320, -76.417215" and all formatting styles which represent the same 
location or are in close proximity to these coordinates including the coordinates "38.660319, 
-76.417214" were accepted. The coordinates varied slightly depending on which software tool 
was used to obtain this information.

 Consensus Result:

 Expected Response Explanation:
The expected response Information regarding the location of the last photo received via WhatsApp can be found using 
the following path: iPhone/var/mobile/Media/DCIM/100APPLE/IMG_0011.JPG. Different software tools gave slightly 
different coordinates.

 Expected Response Illustration:

Photo Information (Software Tool A)
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Photo Information (Software Tool B)
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Question 31: How much does the user weigh?

114.75 Kilograms Manufacturer ' s Expected Response:

ResponseWebCode

114.758776 Kilograms3LERK2

114,753YKPN2

114,75 Kilograms46JNM6

114.758776 Kilograms4G6TT9

114.758776 Kg6BJMBY

114.758776 Kilograms6MMJRA

114.75 Kilograms6RZ9AX

114.75 Kilograms744YHH

114.75 Kilograms7A88GY

114.75 Kilograms7KADMJ

114.75 Kilograms7VATPG

“144.75 kilograms”8LF8WN

114.75 kilograms (252.980446 pounds)8RNJWV

114,75 Kilograms8WGVNL

114.75 Kilograms977MZ6

114.75 Kilograms9BJCHU

114.75 kilograms9EHQ6J

114.75 Kilograms9JQA7W

114.75 Kg9MCVYK

114.75 KilogramsA27XW4

114.75 KilogramsA3YXRT

The user weigh are 114.758776Kg.AHTC3V

114,75 KilogramsAPW8BV

114.75 KilogramsBLQ4ZJ

114.75 KilogramsBTBEVZ

114.75 KilogramsC37YJK

114.756 KilogramsDGAFDT

114.75 KilogramsDVAGRE

114.758776 KilogramsE98X8E

114.75 KilogramsEQC6LG
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ResponseWebCode

114.758776EXRYKJ

114.75 KilogramsF8Q3XR

114.75 KilogramsFGGLKD

114.75 KilogramsGC2LMD

114,75 KilogramsGFHXG9

114.75 Kilograms 114.758776 Kilograms (database)H7BBCE

114.75 KilogramsHAV669

114.75 Kg from healthdb_secure.sqliteHCGC3B

114.75 KilogramsHMYLYG

114.75 KilogramsHT8ZPT

114.75 kilogramsJFW4T4

114.75 KilogramsJPKMHA

114.75 KilogramsJQZ26C

114.75 KilogramsKDQN9J

114.75 KilogramsKGLKQH

114.75 KilogramsLVG9E3

114.75 KilogramsM2MH3A

114.758776 kgM6LTXA

114.75 KilogramsMH4TK3

114.758776 KilogramsMVHEGH

114.75 KilogramsNQY2QE

114.75 KilogramsPHGUNF

114,75 KilogramsPRMLA4

114,75 KilogrammQR7Z2E

114.75 KilogramsQXTVXC

114.758776R9BM7L

114.75 KilogramsRLTQZV

114.75 KilogramsRLW29L

114.75 KilogramsRUK7PY

114.75 kilogramsTNUXYE

114.758776TRYCW6

114.75 KilogramsUH6Q4C
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ResponseWebCode

114.75 KilogramsUJZG4Y

114.75 KilogramsUYA3RV

114.75 KilogramsUYKKD3

114.75 KilogramsV87BX8

114.75 KilogramsW99J9C

114.75Kgs as identified in the iPhone/var/mobile/Library/Health/health.db_secure.sqliteXNWCEU

114.758776YGZRWZ

114.75 kilogramsZB77MC

114.75 KilogramsZGQEKM

Question 31: How much does the user weigh?
114.75 Kilograms Consensus Result:

 Expected Response Explanation:
The user's weight can be found using the following path: /var/mobile/Library/Health/healthdb_secure.sqlite : 2 
0x7CD1 0x8 Activity.ActivitySample.Quantity: 114.758776.

 Expected Response Illustration:

Weight truncated by software tool
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 Other Responses: 
114.758776 Kilograms
Weight in database
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Question 32: What is the username and password for the user's Starbucks account?

jimmyburg@outlook.com, st@rBuck$&@1 Manufacturer ' s Expected Response:

ResponseWebCode

jimmyburg@outlook.com, st@rBuck$&@13LERK2

jimmyburg@outlook.com st@rBuck$&@13YKPN2

starbucks.com (jimmyburg@outlook.com)/ st@rBuck$&@146JNM6

jimmyburg@outlook.com st@rBuck$&@14G6TT9

jimmyburg@outlook.com, st@rBuck$&@16BJMBY

jimmyburg@outlook.com st@rBuck$&@16MMJRA

username: jimmyburg@outlook.com, password: st@rBuck$&@16RZ9AX

username: jimmyburg@outlook.com password: st@rBuck$&@1744YHH

jimmyburg@outlook.com st@rBuck$&@17A88GY

Username: jimmyburg@outlook.com Password: st@rBuck$&@17KADMJ

jimmyburg@outlook.com st@rBuck$&@17VATPG

jimmyburg@outlook.com, st@rBuck$&@18LF8WN

jimmyburg@outlook.com and st@rBuck$&@18RNJWV

Username: jimmyburg@outlook.com Password: st@rBuck$&@18WGVNL

Username: jimmyburg@outlook.com Password: st@rBuck$&@1977MZ6

jimmyburg@outlook.com st@rBuck$&@19BJCHU

jimmyburg@outlook.com st@rBuck$@19EHQ6J

jimmyburg@outlook.com st@rBuck$&@19JQA7W

jimmyburg@outlook.com st@rBuck$&@19MCVYK

jimmyburg@outlook.com st@rBuck$&@1A27XW4

jimmyburg@outlook.com, st@rBuck$&@1A3YXRT

The username and password for the user's Starbucks account is 
(username:jimmyburg@outlook.com/password:st@rBuck$&@1).

AHTC3V

jimmyburg@outlook.com st@rBuck$&@1APW8BV

jimmyburg@outlook.com st@rBuck$&@1BLQ4ZJ

Username = jimmyburg@outlook.com Password = st@rBuck$&@1BTBEVZ

Username: jimmyburg@outlook.com Password: st@rBuck$&@1C37YJK

jimmyburg@outlook.com / St@rBucks$&@1DGAFDT

Jimmyburg@gmail.com ST@rBuck$&@1DVAGRE

Username: jimmyburg@outlook.com Password: st@rBuck$&@1E98X8E
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ResponseWebCode

jimmyburg@outlook.com st@rBuck$&@1EQC6LG

jimmyburg@outlook.com st@rBuck$&@1EXRYKJ

username: jimmyburg@outlook.com and password: st@rBuck$&@1F8Q3XR

Username: jimmyburg@outlook.com, Password: st@rBuck$&@1FGGLKD

jimmyburg@outlook.com st@rBuck$&@1GC2LMD

jimmyburg@outlook.com st@rBuck$&@1GFHXG9

Username: jimmyburg@outlook.com Password: st@rBuck$&@1H7BBCE

jimmyburg@outlook.com, st@rBuck$&@1HAV669

Username: jimmyburg@outlook.com Password: st@rBuck$&@1 From keychain-backup.plistHCGC3B

username: jimmyburg@outlook.com and password:st@rBuck$&@1HMYLYG

jimmyburg@outlook.com st@rBuck$&@1HT8ZPT

jimmyburg@outlook.com St@rBuck$c@1JFW4T4

jimmyburg@outlook.com st@rBuck$&@1JPKMHA

jimmyburg@outlook.com, st@rBuck$&@1JQZ26C

jimmyburg@outlook.com st@rBuck$&@1KDQN9J

jimmyburg@outlook.com st@rBuck$&@1KGLKQH

username: jimmyburg@outlook.com password:st@rBuck$&@1LVG9E3

Username: jimmyburg@outlook.com password: st@rBuck$&@1M2MH3A

username: jimmyburg@outlook.com password: st@rBuck$&@1M6LTXA

jimmyburg@outlook.com st@rBuck$&@1MH4TK3

Username: jimmyburg@outlook.com Password: st@rBuck$&@1MVHEGH

jimmyburg@outlook.com st@rBuck$&@1NQY2QE

Username: jimmyburg@outlook.com Password: st@rBuck$&@1PHGUNF

Account jimmyburg@outlook.com, Password: st@rBuck$&@1PRMLA4

username: jimmyburg@outlook.com password: st@rBuck$&@1QR7Z2E

jimmyburg@outlook.com, st@rBuck$&@1QXTVXC

jimmyburg@outlook.com st@rBuck$&@1R9BM7L

Username: jimmyburg@outlook.com, Password: st@rBuck$&@1RLTQZV

username – jimmyburg@outlook.com password - st@rBuck$&@1RLW29L

Username: jimmyburg@outlook.com Password: st@rBuck$&@1RUK7PY

username: jimmyburg@outlook password: st@rBuck$&@1TNUXYE

jimmyburg@outlook.com st@rBuck$&@1TRYCW6
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ResponseWebCode

jimmyburg@outlook.com st@rBuck$&@1UH6Q4C

Username: jimmyburg@outlook.com Password: st@rBuck$&@1UJZG4Y

Username: jimmyburg@outlook.com Password: st@rBuck$&@1UYA3RV

username - jimmyburg@outlook.com password - st@rBuck$&@1UYKKD3

jimmyburg@outlook.com st@rBuck$&@1V87BX8

jimmyburg@outlook.com st@rBuck$&@1W99J9C

Username : jimmyburg@outlook.com, and Password is st@rBuck$&@1, found in 
iPhone/var/Keychain/keychain-backup.plist

XNWCEU

jimmyburg@outlook.com st@rBuck$&@1YGZRWZ

jimmyburg@outlook.com st@rBuck$&@1ZB77MC

jimmyburg@outlook.com, st@rBuck$&@1ZGQEKM

Question 32: What is the username and password for the user's Starbucks account?
jimmyburg@outlook.com, st@rBuck$&@1 Consensus Result:

 Expected Response Explanation:
The username and password for the user's Starbucks account can be found using the following path:  
/var/Keychains/keychain-backup.plist : 3 0x53430 0x202 Password.Data: st@rBuck$&@1.

 Expected Response Illustration:

Username and Password
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Question 33: What was the name of the last location searched using the Waze application?

IAD Blue Economy Parking Lot Manufacturer ' s Expected Response:

ResponseWebCode

IAD Blue Economy Parking Lot3LERK2

IAD Blue Economy Parking Lot3YKPN2

IAD Blue Economy Parking Lot46JNM6

IAD Blue Economy Parking Lot4G6TT9

IAD Blue Economy Parking Lot6BJMBY

IAD Blue Economy Parking Lot6MMJRA

IAD Blue Economy Parking Lot6RZ9AX

IAD Blue Economy Parking Lot744YHH

IAD Blue Economy Parking Lot7A88GY

IAD Blue Economy Parking Lot7KADMJ

IAD Blue Economy Parking Lot7VATPG

IAD Blue Economy Parking Lot8LF8WN

IAD Blue Economy Parking Lot8RNJWV

IAD Blue Economy Parking Lot8WGVNL

IAD Blue Economy Parking Lot977MZ6

"IAD Blue Economy Parking Lot" (38.965508, -77.446680)9BJCHU

IAD Blue Economy Parking Lot9EHQ6J

IAD Blue Economy Parking Lot9JQA7W

IAD Blue Economy Parking Lot9MCVYK

IAD Blue Economy Parking LotA27XW4

IAD Blue Economy Parking LotA3YXRT

The name of the last location searched using the Waze application was "IAD Blue Economy Parking Lot".AHTC3V

IAD Blue Economy Parking LotAPW8BV

1AB Blue Economy Parking LotBLQ4ZJ

IAD Blue Economy Parking LotBTBEVZ

IAD Blue Economy Parking LotC37YJK

IAD Blue Economy Parking LotDGAFDT

IAD Blue Economy Parking LotDVAGRE

IAD Blue Economy Parking LotE98X8E

IAD Blue Economy Parking LotEQC6LG
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ResponseWebCode

IAD Blue Economy Parking LotEXRYKJ

IAD Blue Economy Parking LotF8Q3XR

IAD Blue Economy Parking LotFGGLKD

IAD Blue Economy Parking LotGC2LMD

IAD Blue Economy Parking LotGFHXG9

IAD Blue Economy Parking LotH7BBCE

IAD Blue Economy Parking LotHAV669

IAD Blue Economy Parking LotHCGC3B

IAD Blue Economy Parking LotHMYLYG

IAD Blue Economy Parking LotHT8ZPT

38.965508, -77.446680 1AD Blue Economy Parking LotJFW4T4

IAB Blue Economy Parking LotJPKMHA

IAD Blue Economy Parking LotJQZ26C

IAD Blue Economy Parking LotKDQN9J

IAD Blue Economy Parking LotKGLKQH

IAD Blue Economy Parking LotLVG9E3

IAD Blue Economy Parking LotM2MH3A

IAD Blue Economy Parking LotM6LTXA

IAD Blue Economy Parking LotMH4TK3

(Lat/Lon) 38965508, -77446680 IAD Blue Economy Parking LotMVHEGH

IAD Blue Economy Parking LotNQY2QE

IAD Blue Economy Parking LotPHGUNF

IAD Blue Economy Parking LotPRMLA4

IAD Blue Economy Parking LotQR7Z2E

IAD Blue Economy Parking LotQXTVXC

IAD Blue Economy Parking LotR9BM7L

IAD Blue Economy Parking LotRLTQZV

IAD Blue Economy Parking LotRLW29L

IAD Blue Economy Parking LotRUK7PY

IAD Blue Economy Parking LotTNUXYE

IAD Blue Economy Parking LotTRYCW6

IAD Blue Economy Parking LotUH6Q4C
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TABLE 1
 Question 33 - Mapping / Navigation

ResponseWebCode

IAD Blue Economy Parking LotUJZG4Y

IAD Blue Economy Parking LotUYA3RV

IAD Blue Economy Parking LotUYKKD3

IAD Blue Economy Parking LotV87BX8

IAD Blue Economy Parking LotW99J9C

IAD Blue Economy Parking Lot was searched at 12:29:43 on 26th August 2019 ,Lat 38.965508, Long 
-77.446680 Path : iPhone/Applications/com.waze.iphone/Documents/user.db in the Recents table,

XNWCEU

IAD Blue Economy Parking LotYGZRWZ

IAD Blue Economy Parking LotZB77MC

IAD Blue Economy Parking LotZGQEKM

Question 33: What was the name of the last location searched using the Waze application?
IAD Blue Economy Parking Lot Consensus Result:

 Expected Response Explanation:
The name of the last location searched in the Waze application can be found using the following path: 
iPhone/Applications/com.waze.iphone/Documents/user.db: 2 0x2F04 0x4,  
/Applications/com.waze.iphone/Documents/user.db: Location.TimeStamp: 8/26/2019 08:29 AM(UTC-4).

 Expected Response Illustration:

User search history
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TABLE 1
 Question 33 - Mapping / Navigation

Waze - Recents table
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TABLE 1
 Question 34 - Mapping / Navigation

Question 34: What is the address listed as Home in the Waze application?

Woodridge Pkwy, 44050, Leesburg, VA, United States Manufacturer ' s Expected Response:

ResponseWebCode

Woodridge Pkwy, 44050, Leesburg, VA, United States3LERK2

Woodridge Pkwy, 44050, Leesburg, VA, United States3YKPN2

Woodridge Pkwy, 44050, Leesburg, VA, United States46JNM6

44050 Woodridge Pkwy Leesburg VA United States4G6TT9

44050 Woodridge Pkwy, Leesburg, VA, United States6BJMBY

44050 Woodridge Pkwy, Leesburg, VA, United States6MMJRA

44050 Woodridge Pkwy, Leesburg, VA, United States or Woodridge Pkwy, 44050, Leesburg, VA, United 
States

6RZ9AX

Woodridge Pkwy, 44050, Leesburg, VA, United States744YHH

Woodridge Pkwy, 44050, Leesburg, VA, United States7A88GY

Woodridge Pkwy, 44050, Leesburg, VA,United States7KADMJ

Woodridge Pkwy, 44050, Leesburg, VA, United States7VATPG

44050 Woodridge Pkwy, Leesburg, VA8LF8WN

Woodridge Pkwy, 44050, Leesburg, VA, United States8RNJWV

Woodridge Pkwy, 44050, Leesburg, VA, United States8WGVNL

Woodridge Pkwy, 44050, Leesburg, VA, United States977MZ6

Woodridge Pkwy, 44050, Leesburg, VA, United States (39.079948, -77.476562)9BJCHU

Woodbridge Pkwy, 44050, Leesburg, VA, United States9EHQ6J

Woodridge Pkwy, 44050, Leesburg, VA, United States9JQA7W

Woodridge Pkwy, 44050, Leesburg, VA, United States9MCVYK

Woodridge Pkwy, 44050, Leesburg, VA, United StatesA27XW4

Woodridge Pkwy, 44050, Leesburg, VA, United StatesA3YXRT

The address listed as Home in the Waze application is "Woodridge Pkwy, 44050, Leesburg, VA, United 
States".

AHTC3V

Woodridge Pkwy, 44050, Leesburg, VA, United StatesAPW8BV

Woodridge Pkwy, 44050 Leesburg VA, United StatesBLQ4ZJ

Woodridge Pkwy, 44050, Leesburg, VA, United StatesBTBEVZ

44050, Woodridge Pkwy, Leesburg, VA, United StatesC37YJK

Woodridge Pkwy Leesburg VA United States 44050DGAFDT

Woodridge Pkwy, 44050, Leesburg, VA, United StatesDVAGRE

Woodridge Pkwy, 44050, Leesburg, VA, United StatesE98X8E
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TABLE 1
 Question 34 - Mapping / Navigation

ResponseWebCode

Woodridge Pkwy, 44050, Leesburg, VA, United StatesEQC6LG

44050 Woodridge Pkwy, Leesburg, VA United StatesEXRYKJ

House 44050 Street Woodridge Pkwy City Leesburg Country United States (Latitude: 39079948 and 
Longitude: -77476562)

F8Q3XR

Woodridge Pkwy, 44050, Leesburg, VA, United StatesFGGLKD

Woodridge Pkwy, 44050, Leesburg, VAGC2LMD

Woodridge Pkwy, 44050, Leesburg, VA, United StatesGFHXG9

Woodridge Pkwy, 44050, Leesburg, VA, United StatesH7BBCE

Woodridge Pkwy, 44050, Leesburg, VA, United StatesHAV669

From Waze user.db | Faviourites | places Id’s cross referenced to give home address as: Woodridge 
Way, Leesburg, VA, 44050 Long:-7747652 Lat:39079948

HCGC3B

Woodridge Pkwy, 44050, Leesburg, VA, United StatesHMYLYG

Woodridge Pkwy, 44050, Leesburg, VA, United StatesHT8ZPT

Woodridge.PV.wg, 44050, Leesburg, VA, USAJFW4T4

Woodridge Pkwy, 44050, Leesburg, VA, United StatesJPKMHA

Woodridge Pkwy, 44050, Leesburg, VA, United StatesJQZ26C

44050 Woodridge Pkwy, Leesburg, VA, United StatesKDQN9J

Woodridge Pkwy, 44050, Leesburg, VA, United StatesKGLKQH

Woodridge Pkwy, 44050, Leesburg, VA, United StatesLVG9E3

Woodridge Pkwy, 44050, Leesburg, VA, United StatesM2MH3A

Woodridge Pkwy, 44050, Leesburg, VA, United StatesM6LTXA

Woodridge Pkwy, 44050, Leesburg, VA, United StatesMH4TK3

LAT: 39.079948, Long: -77.476562 Woodridge Pkwy, 44050, Leesburg, VA, United StatesMVHEGH

44050 Woodridge Pkwy, Leesburg, VA, United StatesNQY2QE

44050 Woodridge Pkwy, Leesburg, VA, United StatesPHGUNF

Woodridge Pkwy, 44050, Leesburg, VA, United StatesPRMLA4

street:Woodridge Pkwy city: Leesburg state:VA country: United States house:44050 longitude: 
-77476562 latitude: 39079948

QR7Z2E

Woodridge Pkwy, 44050, Leesburg, VA, United StatesQXTVXC

Woodridge PkwyLeesburgVAUnited States44050R9BM7L

44050 Woodridge Pkwy, Leesburg, VA, United StatesRLTQZV

Woodridge Pkwy, 44050, Leesburg, VA, United StatesRLW29L

Woodridge Pkwy, 44050, Leesburg, VA, United StatesRUK7PY
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TABLE 1
 Question 34 - Mapping / Navigation

ResponseWebCode

Woodridge Pkwy, 44050, Leesburg, VA, United StatesTNUXYE

44050 Woodridge Pkwy Leesburg VA United StatesTRYCW6

Woodridge Pkwy, 44050, Leesburg, VA, United StatesUH6Q4C

Woodridge Pkwy, 44050, Leesburg, VA, United StatesUJZG4Y

Woodridge Pkwy, 44050, Leesburg, VA, United StatesUYA3RV

Woodridge Pkwy, 44050, Leesburg, VA, United StatesUYKKD3

Woodridge Pkwy, 44050, Leesburg, VA, United StatesV87BX8

44050 Woodridge Pkwy Leesburg VA United StatesW99J9C

Woodridge Way, Leesburg, VA, United States Path : 
iPhone/Applications/com.waze.iphone/Documents/user.db, in the favourites table

XNWCEU

44050 Woodridge Pkwy Leesburg,VA United StatesYGZRWZ

Woodridge Pkwy, 44050, Leesburg, VA, United StatesZB77MC

Woodridge Pkwy, 44050, Leesburg, VA, United StatesZGQEKM

Question 34: What is the address listed as Home in the Waze application?
Woodridge Pkwy, 44050, Leesburg, VA, United States and all formatting styles which represent the 
same information.

 Consensus Result:

 Expected Response Explanation:
The address listed as "Home" in the Waze application can be found using the following path:  
/Applications/com.waze.iphone/Documents/user.db:favorites :1 0x1FC3 0x4 Location.Name: Home, table resolve 
name: home to place_id:3, favoritestable:place_id:3 = 44050 Woodridge Pkwy, Leesburg, VA.
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TABLE 1
 Question 34 - Mapping / Navigation

 Expected Response Illustration:

Favorites in Waze

Places in Waze
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TABLE 1
 Question 35 - Mapping / Navigation

Question 35: Other than Home, what is the name of the other favorited waze location?

Starbucks Manufacturer ' s Expected Response:

ResponseWebCode

Starbucks3LERK2

Starbucks3YKPN2

Starbucks46JNM6

Starbucks4G6TT9

Starbucks6BJMBY

Starbucks6MMJRA

Starbucks6RZ9AX

Woodridge Pkwy, 44050, Leesburg, VA, United States744YHH

Starbucks7A88GY

Starbucks7KADMJ

Starbucks7VATPG

Starbucks8LF8WN

Starbucks8RNJWV

Starbucks8WGVNL

Starbucks977MZ6

Starbucks (1735 N Lynn St, Ste 020, Arlington, VA, Virginia, US)9BJCHU

Starbucks9EHQ6J

Starbucks9JQA7W

Starbucks9MCVYK

StarbucksA27XW4

StarbucksA3YXRT

The name of the other favorited waze location is Starbucks.AHTC3V

StarbucksAPW8BV

StarbucksBLQ4ZJ

StarbucksBTBEVZ

StarbucksC37YJK

StarbucksDGAFDT

StarbucksDVAGRE

StarbucksE98X8E

StarbucksEQC6LG
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TABLE 1
 Question 35 - Mapping / Navigation

ResponseWebCode

StarbucksEXRYKJ

StarbucksF8Q3XR

StarbucksFGGLKD

StarbucksGC2LMD

StarbucksGFHXG9

StarbucksH7BBCE

StarbucksHAV669

StarbucksHCGC3B

StarbucksHMYLYG

StarbucksHT8ZPT

StarbucksJFW4T4

StarbucksJPKMHA

StarbucksJQZ26C

StarbucksKDQN9J

StarbucksKGLKQH

StarbucksLVG9E3

StarbucksM2MH3A

StarbucksM6LTXA

StarbucksMH4TK3

StarbucksMVHEGH

StarbucksNQY2QE

StarbucksPHGUNF

StarbucksPRMLA4

StarbucksQR7Z2E

StarbucksQXTVXC

StarbucksR9BM7L

StarbucksRLTQZV

StarbucksRLW29L

StarbucksRUK7PY

StarbucksTNUXYE

StarbucksTRYCW6

StarbucksUH6Q4C
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TABLE 1
 Question 35 - Mapping / Navigation

ResponseWebCode

StarbucksUJZG4Y

StarbucksUYA3RV

StarbucksUYKKD3

StarbucksV87BX8

StarbucksW99J9C

Starbucks Path : iPhone/Applications/com.waze.iphone/Documents/user.db, in the favourites tableXNWCEU

StarbucksYGZRWZ

StarbucksZB77MC

StarbucksZGQEKM

Question 35: Other than Home, what is the name of the other favorited waze location?
Starbucks Consensus Result:

 Expected Response Explanation:
The favorite locations stored in the waze application can be found using the following path:  
/Applications/com.waze.iphone/Documents/user.db : 1 0x1FE9 0x9 Location.Name: Starbucks.

 Expected Response Illustration:

Location Favorites in Waze
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TABLE 1
 Question 36 - Photo Metadata

Question 36: Was the flash used to take IMG_0010.JPG?

Yes Manufacturer ' s Expected Response:

ResponseWebCode

yes3LERK2

yes3YKPN2

Yes46JNM6

Yes4G6TT9

No6BJMBY

Yes6MMJRA

Yes6RZ9AX

yes744YHH

Yes7A88GY

Yes7KADMJ

yes7VATPG

Yes. The value is 1, which usually means flash was enabled or on.8LF8WN

Yes8RNJWV

Yes8WGVNL

Yes977MZ6

Yes9BJCHU

Yes9EHQ6J

yes9JQA7W

Yes "1"9MCVYK

YesA27XW4

YesA3YXRT

This picture was taked using a flash.AHTC3V

YesAPW8BV

YesBLQ4ZJ

YesBTBEVZ

YesC37YJK

YesDGAFDT

Yes (1)DVAGRE

YesE98X8E

1EQC6LG
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TABLE 1
 Question 36 - Photo Metadata

ResponseWebCode

YesEXRYKJ

Yes, Flash is used in the picture.F8Q3XR

YesFGGLKD

Yes "1"GC2LMD

YesGFHXG9

YesH7BBCE

YESHAV669

Yes, value of 1 set for flash in metadataHCGC3B

NoHMYLYG

YesHT8ZPT

YesJFW4T4

YesJPKMHA

EXIF: Flash 1JQZ26C

YesKDQN9J

YesKGLKQH

YESLVG9E3

YesM2MH3A

yesM6LTXA

yeMH4TK3

YesMVHEGH

YesNQY2QE

YesPHGUNF

YesPRMLA4

yesQR7Z2E

YesQXTVXC

YesR9BM7L

YesRLTQZV

YesRLW29L

YesRUK7PY

YesTNUXYE

YesTRYCW6

YesUH6Q4C
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TABLE 1
 Question 36 - Photo Metadata

ResponseWebCode

Yes, 1UJZG4Y

YesUYA3RV

YesUYKKD3

YESV87BX8

YesW99J9C

Yes, set to 1 (i.e. True) in the configurations. Taken on 26/08/2019 03:28 (Device)[26/08/2019 02:28 
UTC] Path: iPhone/var/private/var/mobile/Media/DCIM/100APPLE/

XNWCEU

YesYGZRWZ

YesZB77MC

YesZGQEKM

Question 36: Was the flash used to take IMG_0010.JPG?
Both responses "Yes" or "1" were accepted. Consensus Result:

 Expected Response Explanation:
The expected response was "Yes" however, since there was some ambiguity in the question as to what type of response 
was requested, some participants reported "1" which was the value indicating that the flash was used. The response of 
"1" was also accepted. To determine whether the flash was used to take the photo "IMG_0010.JPG, use the following 
path: iPhone/var/mobile/Media/DCIM/100APPLE/IMG_0010.JPG.

 Expected Response Illustration:

Camera settings
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TABLE 1
 Question 37 - Photo Metadata

Question 37: What model camera was used to capture photo "IMG_0010.JPG"?

LGMS428 Manufacturer ' s Expected Response:

ResponseWebCode

LGMS4283LERK2

LGMS4283YKPN2

LGMS42846JNM6

LGMS4284G6TT9

LGMS4286BJMBY

LGMS4286MMJRA

LGMS4286RZ9AX

LGMS428744YHH

LGMS4287A88GY

LGMS4287KADMJ

LGMS4287VATPG

LGMS4288LF8WN

LG Electronics LGMS4288RNJWV

LGMS4288WGVNL

LGMS428977MZ6

LG Electronics LGMS4289BJCHU

LG Electronics LGMS4289EHQ6J

LGMS4289JQA7W

LGMS4289MCVYK

LGMS428A27XW4

LGMS428A3YXRT

This picture was taked using the "LGMS428" camera model.AHTC3V

LGMS428APW8BV

LGMS428BLQ4ZJ

LGMS428BTBEVZ

LGMS428C37YJK

LG MS428DGAFDT

LGMS428DVAGRE

LGMS428E98X8E

LGMS428EQC6LG
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TABLE 1
 Question 37 - Photo Metadata

ResponseWebCode

LGMS428EXRYKJ

LGMS428F8Q3XR

LG Electronics, LGMS428FGGLKD

LGMS428GC2LMD

LGMS428GFHXG9

LGMS428H7BBCE

LG ElectronicsHAV669

LG LGMS428HCGC3B

LGMS428HMYLYG

LGMS428HT8ZPT

LGMS428JFW4T4

LGMS428JPKMHA

LGMS428JQZ26C

LGMS428KDQN9J

LGMS428KGLKQH

LGMS428LVG9E3

LGMS428M2MH3A

LGMS428M6LTXA

LGMS428MH4TK3

Model: LGMS428 Make: LG ElectronicsMVHEGH

LGMS428NQY2QE

LG Electronics LGMS428PHGUNF

LG MS428PRMLA4

LGMS428QR7Z2E

LGMS428QXTVXC

LGMS428R9BM7L

LGMS428RLTQZV

LGMS428RLW29L

LGMS428RUK7PY

LGMS428TNUXYE

LGMS428TRYCW6

LGMS428UH6Q4C
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TABLE 1
 Question 37 - Photo Metadata

ResponseWebCode

LGMS428UJZG4Y

LGMS428UYA3RV

LGMS428UYKKD3

LGMS428V87BX8

LGMS428W99J9C

LGMS428 manufactured by LG Electronics Path: 
iPhone/var/private/var/mobile/Media/DCIM/100APPLE/

XNWCEU

LGMS428YGZRWZ

LGMS428ZB77MC

LGMS428ZGQEKM

Question 37: What model camera was used to capture photo "IMG_0010.JPG"?
LGMS428 Consensus Result:

 Expected Response Explanation:
The camera model used to capture photo "IMG_0010.JPG" can be found using the following path: 
iPhone/var/mobile/Media/DCIM/100APPLE/IMG_0010.JPG.

 Expected Response Illustration:

Camera Model
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TABLE 1
 Question 38 - Web History

Question 38: What did the user last search on eBay?

dumpsters Manufacturer ' s Expected Response:

ResponseWebCode

Dumpsters3LERK2

Dumpster3YKPN2

Dumpsters46JNM6

dumpsters4G6TT9

Dumpster6BJMBY

dumpsters6MMJRA

dumpsters6RZ9AX

dumpsters744YHH

dumpsters7A88GY

dumpsters7KADMJ

used 20 & 30 yard roll container dumpster7VATPG

“Used 20 & 30 Yard Roll Off Container Dumpster"8LF8WN

dumpsters8RNJWV

dumpsters8WGVNL

dumpsters977MZ6

dumpsters9BJCHU

Used 20 and 30 yard roll off container dumpster9EHQ6J

Used 20 & 30 Yard Roll Off Container Dumpster9JQA7W

Used 20 & 30 Yard Roll Off Container Dumpster9MCVYK

dumpstersA27XW4

dumpstersA3YXRT

The user last search on eBay was "Used 20 & 30 Yard Roll Off Container Dumpster".AHTC3V

dumpstersAPW8BV

used 20 & 30 Yard Roll Off Container DumpsterBLQ4ZJ

dumpstersBTBEVZ

dumpstersC37YJK

dumpstersDGAFDT

Used 20 & 30 Yard Roll Off Container DumpsterDVAGRE

dumpstersE98X8E

Used 20 & 30 Yard Roll Off Container DumpsterEQC6LG
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TABLE 1
 Question 38 - Web History

ResponseWebCode

DumpstersEXRYKJ

dumpstersF8Q3XR

dumpstersFGGLKD

Used 20 & 30 Yard Roll Off Container DumpsterGC2LMD

DumpstersGFHXG9

Used 20 & 30 Yard Roll Off Container DumpsterH7BBCE

dumpstersHAV669

Safari browser history.db 20 & 30 yard roll off container dumpsterHCGC3B

Used 20 & 30 Yard Roll Off Container DumpsterHMYLYG

Used 20 & 30 Yard Roll Off Container DumpsterHT8ZPT

DumpstersJFW4T4

Used 20 & 30 Yard Roll Off Container DumpsterJPKMHA

dumpstersJQZ26C

dumpstersKDQN9J

Used 20 & 30 Yard Roll Off Container DumpsterKGLKQH

Used 20 & 30 Yard Roll Off Container DumpsterLVG9E3

“Dumpsters” was the last user search on eBay with the page “Used 20 & 30 Yard Roll Off Container 
Dumpster | eBay” item displaying a few seconds later.

M2MH3A

dumpstersM6LTXA

Used 20 & 30 Yard Roll Off Container DumpsterMH4TK3

Used 20 & 30 Yard Roll Off Container Dumpster | eBayMVHEGH

dumpstersNQY2QE

The last item searched was “Used 20 & 30 Yard Roll Off Container Dumpster”. The last keyword 
searched was the word “dumpsters”.

PHGUNF

oil water separatorPRMLA4

dumpstersQR7Z2E

dumpstersQXTVXC

dumpstersR9BM7L

dumpstersRLTQZV

dumpstersRLW29L

Used 20 & 30 Yard Roll Off Container DumpsterRUK7PY

Used 20 & 30 Yard Roll Off Container Dumpster|eBayTNUXYE

dumpstersTRYCW6
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TABLE 1
 Question 38 - Web History

ResponseWebCode

dumpstersUH6Q4C

dumpsters | eBayUJZG4Y

DumpstersUYA3RV

Used 20 & 30 Yard Roll Off Container DumpsterUYKKD3

dumpstersV87BX8

dumpstersW99J9C

Used 20 & 30 Yard Roll Off Container Dumpster , searched on 24th August 2019 15:11 (device) ( 24th 
August 14:11 UTC) Path: iPhone/Applications/com.apple.mobilesafari/Library/Safari/History.db , in 
Table history_visits

XNWCEU

dumpstersYGZRWZ

DumpstersZB77MC

dumpstersZGQEKM

Question 38: What did the user last search on eBay?
dumpsters and all formatting styles which represent the same information. Consensus Result:

 Expected Response Explanation:
Information regarding what the user last searched on eBay can be found using the following path:  
/Applications/com.apple.mobilesafari/Library/Safari/History.db : 3 0x4B55 0x10 VisitedPage.Title: dumpsters | eBay.

 Expected Response Illustration:

Safari History
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TABLE 1
 Question 39 - Web History

Question 39: What phone number did the user search using Google?

18004248802 Manufacturer ' s Expected Response:

ResponseWebCode

+1 (800) 424-8802 3LERK2

+1 (800) 424-88023YKPN2

+1 (800) 424-880246JNM6

+1 (800) 424-88024G6TT9

 1 (800) 424-8802 6BJMBY

+1 (800) 424-88026MMJRA

+1 (800) 424-8802, 18004248802, 1 (800) 424-88026RZ9AX

+1 (800) 424-8802744YHH

+1 (800) 424-88027A88GY

+1 (800) 424-88027KADMJ

1 (800) 424-88027VATPG

1 (800) 424-88028LF8WN

+1 (800) 424-88028RNJWV

+1 (800) 424-88028WGVNL

+1(800) 424-8802977MZ6

1 (800) 424-88029BJCHU

1 (800) 424-88029EHQ6J

+1 (800) 424-88029JQA7W

+1(800) 424-88029MCVYK

+1 (800) 424-8802A27XW4

1 (800) 424-8802A3YXRT

The phone number was "+1 (800) 424-8802".AHTC3V

+1 (800) 424-8802APW8BV

+1(800)424-8802BLQ4ZJ

+1 (800) 424-8802BTBEVZ

+1 (800) 424-8802C37YJK

18004248802DGAFDT

1(800)424-8802DVAGRE

+1 (800) 424-8802E98X8E

+1 (800) 424-8802EQC6LG
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TABLE 1
 Question 39 - Web History

ResponseWebCode

1 (800)424-8802EXRYKJ

+1(800)424-8802F8Q3XR

+1 (800) 424-8802FGGLKD

(800) 424-8802GC2LMD

+1 (800) 424-8802GFHXG9

+ 1 (800) 424-8802H7BBCE

+1 (800) 424-8802HAV669

+1 (800) 424-8802HCGC3B

+1 (800) 424-8802HMYLYG

 +1 (800) 424-8802HT8ZPT

+1 (800) 424-8802JFW4T4

1 (800) 424-8802JPKMHA

+1 (800) 424-8802JQZ26C

+1(800)424-8802KDQN9J

+1 (800) 424-8802KGLKQH

+1 (800) 424-8802LVG9E3

+1 (800) 424-8802 M2MH3A

+18004248802M6LTXA

+1 (800) 424-8802MH4TK3

+1 (800) 424-8802 MVHEGH

+1 (800) 424-8802NQY2QE

+1 (800) 424-8802 PHGUNF

+1 (800) 424-8802PRMLA4

+1 (800) 424-8802QR7Z2E

+1 (800) 424-8802QXTVXC

+1 (800) 424-8802R9BM7L

+1 (800) 424-8802RLTQZV

18004248802RLW29L

+1 (800) 424-8802RUK7PY

1-800-424-8802TNUXYE

1 (800) 424-8802TRYCW6

+1 (800) 424-8802UH6Q4C
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+1 (800) 424-8802  - Google SearchUJZG4Y

1-800-424-8802UYA3RV

+1 (800) 424-8802UYKKD3

+1 (800) 424-8802V87BX8

+1 (800) 424-8802W99J9C

 +1 (800) 424-8802  - Google Search, made on 23rd August 2019 (Device)[23/08/2019 13:29 UTC], 
https://www.google.com/search?q=%E2%80%AD%2B1+(800)+424-
8802%E2%80%AC&rlz=1CDGOYI_enUS862US862&hl=en-US&sourceid=chrome-mobile&ie=UTF-8 
Path: iPhone/Applications/com.google.chrome.ios/Library/Application_Support/Google/Chrome/
Default/History

XNWCEU

+1 (800) 424-8802YGZRWZ

+1 (800) 424-8802ZB77MC

+1 (800) 424-8802ZGQEKM

Question 39: What phone number did the user search using Google?
18004248802 Consensus Result:

 Expected Response Explanation:
The phone number searched on this device using Google can be found following this path: 
/Applications/com.google.chrome.ios/Library/Application Support/Google/Chrome/Default/History : 3 0x1E186 0x27 
VisitedPage.Title:  +1 (800) 424-8802  - Google Search.  

 Expected Response Illustration:

Chrome History
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Question 40: To what organization does the phone number reported in Question #39 belong?

United States Environmental Protection Agency (EPA) National 
Response Center

 Manufacturer ' s Expected Response:

ResponseWebCode

National Response Center (US EPA)3LERK2

United States Environmental Protection Agency3YKPN2

USCG National Response Center46JNM6

United States Environmental Protection Agency National Response Center4G6TT9

National Response Center6BJMBY

EPA6MMJRA

EPA, Environmental Protection Agency, National Response Center | Emergency Response | US EPA6RZ9AX

National Response Center | Emergency Response | US EPA744YHH

United States Environmental Protection Agency7A88GY

The National Response Center of the Environmental Protection Agency7KADMJ

EPA (Environmental Protection Agency)7VATPG

United States Coast Guard National Response Center8LF8WN

National Response Center, Emergency Response, US EPA8RNJWV

National Response Center8WGVNL

National Response Center977MZ6

EPA National Response Center9BJCHU

EPA Emergency Response National Response Center9EHQ6J

National Response Center | Emergency Response | US EPA9JQA7W

National Response Center | Emergency Response | US EPA9MCVYK

United States Environmental Protection AgencyA27XW4

National Response Center | Emergency Response | US EPAA3YXRT

The organization is "The National Response Center".AHTC3V

National Response Center | Emergency Response | US EPAAPW8BV

National Response Center|Emergence Response|US EPA 
https://www.epa.gov/emergency-response/national-response-center

BLQ4ZJ

US Environmental Protection AgencyBTBEVZ

National Response Center (NRC), EPA, USC37YJK

National Response Center | Emergency Response | US EPADGAFDT

National Response Center Environmental Protection Agency EPADVAGRE

National Response Center | Emergency Response | US EPAE98X8E
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National Response CenterEQC6LG

National Response CenterEXRYKJ

National Response Center|Emergency Response|US EPAF8Q3XR

National Response Center | Emergency Response | US EPAFGGLKD

National Response Center Emergency Response US EPAGC2LMD

National Response CenterGFHXG9

National Response Center (NRC)H7BBCE

National Response Center | Emergency Response | US EPAHAV669

Epa.gov - National Response centreHCGC3B

It belongs to the EPA's National Response CenterHMYLYG

EPA - National Response CenterHT8ZPT

National Response Center EPAJFW4T4

EPA - National Response CenterJPKMHA

The US Coast GuardJQZ26C

National Response CenterKDQN9J

National Response Center | Emergency Response | US EPAKGLKQH

EPA (The Environmental Protection Agency)National Response CenterLVG9E3

Environmental Protection Agency (EPA)M2MH3A

National Response Center, United States of AmericaM6LTXA

National Response Center US EPAMH4TK3

National Response Center US EPAMVHEGH

National Response CenterNQY2QE

National Response Center | Emergency Response | US EPAPHGUNF

United States Environmental Protection AgencyPRMLA4

National Response CenterQR7Z2E

EPA, Environmental Protection Agency, National Response Center | Emergency Response | US EPAQXTVXC

EPAR9BM7L

National Response Center (USCG) / US EPARLTQZV

The National Response CenterRLW29L

Environmental Protection AgencyRUK7PY

com.apple.madrid (Apple)TNUXYE

National Response CenterTRYCW6

Copyright © 2020 CTS, Inc( 130 )Printed:  February 04, 2020



Mobile Digital Evidence - iOS Analysis Test 19-5551

TABLE 1
 Question 40 - Web History

ResponseWebCode

National Response Center | Emergency Response | US EPAUH6Q4C

National Response CenterUJZG4Y

National Response Center - US EPAUYA3RV

National Response Center | Emergency Response | US EPAUYKKD3

EPA National Response CenterV87BX8

United States Environmental Protection AgencyW99J9C

 The number +1 (800) 424-8802  is allocated to - National Response Center , Emergency Response, US 
EPA (United States Environmental Protection Agency)

XNWCEU

National Response Center | Emergency Response | US EPAYGZRWZ

US EPAZB77MC

National Response Center (NRC)ZGQEKM

Question 40: To what organization does the phone number reported in Question #39 belong?
United States Environmental Protection Agency (EPA) National Response Center and all formatting 
styles which represent the same information.

 Consensus Result:

 Expected Response Explanation:
VisitedPage.Url: https://www.epa.gov/emergency-response/national-response-center 
/Applications/com.google.chrome.ios/Library/Application Support/Google/Chrome/Default/History: 2 0x1E076 0x3F.

 Expected Response Illustration:

Google Search Engine
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Question 6 : the phone number has 2 formats in the evidence. We choose the 15714409768 
format. Question 18 : Our knowledge of the English language does not allow us to determine 
exactly what information is expected. So we decide to provide the IMSI number. question 30 : 
the location format is not specified.

3YKPN2

There are several questions that need clarification or additional guidance to ensure the 
participant is able to provide the correct answer. Question 2) What is the model of this phone? 
Are you referring to the Product Type (iPhone8,1) which is used to derive the phone model 
(iPhone 6s), or are you referring to the device_values.plist entry of "MN1E2". The question may 
easily be misinterpreted by the participant. Question 4) What is the set time zone for this 
phone? Provide both the state and country. Format suggestions should be provided. Are you 
looking for America/New_York (as indicated in the hexadecimal data), "America, New York" 
(ignoring hex punctuation), or "New York, America" (matching the question's formatting of state 
then country). Question 7) What is the language setting for this phone? Are you looking for 
"en_US" as indicated on the phone, or "English"? Question 16) What is the address associated 
with the native (i.e. apple) email client? "Email" address, or is there a physical address you are 
looking for? Question 20) What is the significance of 01647042? Are you looking for the 
message content, the application that it is associated with, the context in the story? The 
question is very vague. Question 29) How many other parties did the user communicate with 
using WhatsApp? What "other parties"? Other than those presented within the previous 
question, other than the native user? Also, in general, guidance should be given on whether to 
answer number answers as a number (2) or as a word (two). Question 30) What is the location 
for the last photo received via WhatsApp? Provide the latitude and longitude. Are you referring 
to the lat/long that is recorded in the EXIF data or the lat/long that is recorded in the GPS 
data? They are different formats. Also, depending on which source you use (the picture within 
the WhatsApp application data or the picture from within the phone's pictures (DCIM) folder 
structure, the coordinates are slightly different. Question 31) How much does the user weigh? If 
you rely on a forensic tool, the programs round the weight down to 114.75 kilograms, but if 
you look at the database and hex, you get 114.758776 kilograms, which rounds up to 114.76 
kilograms. At the same time, a person in the US would use pounds (lbs), and doing the 
conversion I am sure the user entered 253 lbs, which actually translates to 114.759 (or 
114.76) kilograms. I think this may be a source of inconsistency in the answers. Question 34) 
What is the address listed as Home in the Waze application? I would suggest you add a 
formatting guide to this question, as the database structure places things (street, state, etc.) out 
of normal order, making it look like 44050 is the zip code rather than the beginning of the 
address. Question 38) What did the user last search on eBay? The user searched for 
"oil+water+separator" and then added on a modifier of "dumpsters". So, which answer is 
correct, only "dumpsters" or both? Question 40) To what organization does the phone number 
reported in Question #39 belong? Not sure if you are referring to the EPA, USEPA, or the 
National Response Center.

4G6TT9

The question of having to answer the date and time was a difficult one because the exact UTCK 
had to be set.

6BJMBY

Input validation continues to be an issue. Avoid questions that require multiple answers. Or 
indicate how multiple answers should be formatted and/or entered on the Data Sheet. Such as 
Question 32. Asking for both Username and Password. Avoid questions that can be answered 
in multiple formats. Or indicate how the answer should be formatted and/or entered on the 

6MMJRA
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Data Sheet. Such as Question 30. Asking for Latitude and Longitude. This question could be 
answered in Decimal values or in Degrees, Minutes, and Seconds. Avoid questions that require 
short answers. Such as Question 20. Asking for the "significance" of an Account number. 
Instead rely on Questions with Discreet Numerical or Single entry answers. Such as 7, Yes, or 
HELLMANS. If this is not possible, then reduce or eliminate the number of Questions on the 
Data Sheet. This is a proficiency test examination and does not have to be "all inclusive" of all 
Analyzed Data categories that could be present on an iPhone mobile device.

Questions 13 through 16 are extremely poorly worded for a test question.7VATPG

Questions 13 and 14 - there are two additional mail applications installed, Gmail and Mobile 
mail. Mobilemail is browser based, so details given for Gmail. UFED PA v.7.26.0.206 used.

FGGLKD

Felt this test was more relevant to case work performed by this unit.GC2LMD

The PT file received was a .tar file, a form of zip file. First software tool I used was UFED 
Physical Analyser, wherby the import of the file was a recognised by the software and parsed 
without any issues. XRY I then used XRY to parse the tool, using the itunes backup profile. The 
import yielded around 862 files, with an error message being populated. There was no parsed 
data on the importing of a .tar file. As a result of this I unpacked the .tar file on a windows 
machine and imported the folder to XRY. Same issue observed. On scratching my brain I 
transferred the .tar to a USB, using a mac computer I have unpacked the .tar, zipped the folder 
and transferred back to my windows machine. Same issue was observed. On having these 
issues I contacted [Name] MSAB technical support, information I received was that MSAB tools 
do not currently support .tar files and I was recommended to unpack the .tar and import the 
folder. I completed the steps given by MSAB and still no resolution. AXIOM Pretty similar to that 
of XRY .tar unpacked, files residing in a folder did not import into AXIOM and present data as 
any tangible data. Blacklight Similar to that above. Contacted [Name] at Blackbag explained 
the situation and could not come to a resolution. On using a single tool, I have manually 
reviewed the source data, be it .plist or .db or .sqlite to see the source is decoded correctly

HCGC3B

Examination notes are available upon request.JQZ26C

Question 29 asking about "other" parties was confusing. Not sure if other referred to other than 
the devices user or excluding the aforementioned user with the bitcoin transaction.

KDQN9J

I disagree with hashing the entire download as the initial test question. With all other tests I 
have taken that are done entirely through digital download, the hash of the download file is 
given as a way for the examiner to verify that nothing happened during the download. By 
asking this as a test question, you are not allowing any test takers to verify that nothing got 
corrupted during the download or transferring stages. And if something did go wrong, then 
there could be a snowball effect with the rest of the exam. I don't disagree with asking us to 
hash a file, however. I just think it should be a file from within the test extraction and not the 
extraction itself.

UYA3RV

Submission date closes: Dec. 16, 2019, 11:59 p.m. I used UFED PA v7.240.209, XRY v8.1.2 
and AXIOM v3.6.0.15906. I envisage some practitioners experiencing difficulties opening and 
converting the /tar file to be used in other forensic tools. This should be a consideration for you 
as a PT developer. The files should be in the most suitable format for ingestion into most tools, 
otherwise it can become tool dependent. This flies in the face of some Labs who adhere to 
ISO-17025 if the relevant tool(s) is not in their accredited list. Similarly, not all tools parse the 
same data to the same extent and as such the answers can and probably will vary. This also 
applies to version control and use of those validated tools within a Lab. As such, I think your 

XNWCEU
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test should have a caveat about tools, version control and ISO-17025 in order to generate a 
more uniformed answer set. I anticipate that you will have a variety of answers depending on 
tool)s) used and version. This should not then generate a 'Consensus' answer, as the answers 
should already be known by yourselves, as you created the data similar to creating Lab 
reference data on validation test devices. This caused me an issue on last yeas test r when the 
[Location-specific Accreditation Body] attended our 4 Labs and reviewed our PT. You marked 
an answer with the term 'Consensus' on a question about time duration. Your answer became 
confusing clearly because most examiners used UFED that rounded the milliseconds down, 
whereas XRY and AXIOM put them to the nearest second. I reviewed the .db and documented 
why I rounded mine to the nearest second. You marked mine as incorrect, when your question 
did not stipulate which second to use. As such, technically who was correct? This caused issues 
in our 4 accredited Labs when we were re-assessed. So the wording of your questions should 
stipulate what you require, ie to round up / down etc. This is just one example.

-End of Report-
(Appendix may follow)
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