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Participants were provided with data yielded from a physical extraction of a smart phone. They were asked to analyze
the sample and answer scenario based questions utilizing their own tools and methods. Data was returned from 62 
participants and are compiled in the following tables:

 Page

Manufacturer's Information 2

Summary Comments 7

Table 1: Digital Evidence Responses 8

Table 2: Additional Comments 137

This report contains the data received from the participants in this test.  Since these participants are located in many countries around the world, and it is 
their option how the samples are to be used (e.g., training exercise, known or blind proficiency testing, research and development of new techniques, etc.),
the results compiled in the Summary Report are not intended to be an overview of the quality of work performed in the profession and cannot be interpreted
as such.  The Summary Comments are included for the benefit of participants to assist with maintaining or enhancing the quality of their results.  These 
comments are not intended to reflect the general state of the art within the profession.

Participant results are reported using a randomly assigned "WebCode".   This code maintains participant's anonymity, provides linking of the various report
sections, and will change with every report.  



Mobile Digital Evidence Test 19-5550

The Mobile Digital Evidence – Android Analysis test consisted of evidence data acquired from a smart phone in .BIN 
and .DD file formats. Participants were asked to examine the extracted data pertaining to a simulated scenario utilizing 
their own software and methods.

SAMPLE PREPARATION: 
A scripted scenario, based upon a drug trafficking case was created to generate user data on the evidence Android 
device. The execution of the scripted crime took place the week of November 26, 2018. A Samsung J7 Sky Pro smart 
phone was used to perform the activities and generate the intended artifacts.

The phone data was acquired through a physical extraction of the smart phone utilizing Cellebrite software. Following 
sample validation, the phone data was converted into .BIN and .DD compressed files.  These files were uploaded to 
the CTS portal for participants to download. MD5 and SHA-1 algorithms were run on the compressed zip file to 
generate unique hash values to allow participants to validate the successful download of the files.

SAMPLE VALIDATION/VERIFICATION:
The validation stage consisted of the examination of the phone data utilizing various software to ensure the expected 
results could be achieved. Laboratories that conducted analysis during predistribution reported consistent results.

PLEASE NOTE: Questions marked with asterisks (**) did not show a clear consensus during preliminary review of the 
participants' responses. Further information and discussion will be available in the final summary report.

Manufacturer's Information

SCENARIO PROVIDED TO PARTICIPANTS

Police are investigating a drug trafficking case. They seized approximately 40 grams of cocaine from an abandoned 
car near Olde Izaak Walton Park. Along with other things, police found a Galaxy J7 phone in the abandoned vehicle. 
The smart phone was seized and logged as evidence. A physical image of the evidence device was created and you 
have been tasked with analyzing the physical image utilizing your own tools and methods to determine if it has any 
information which could assist police with the investigation.
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Mobile Digital Evidence Test 19-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the MD 5  hash value for the decompressed image file .1

48bc55857b2a2513dec564d6d889caa2

 Provide the SHA 1  ( base  16 )  hash value for the decompressed image file .2

c9630a98916b129b57c27a421cfd42b315fd89ee

 Based on your analysis ,  was location service enabled on the device ?  Yes / No3

Yes

 What is the set time zone for this device ?  Provide your answer in the following format :  City / Country4

New York/America

 What is the  15  digit International Mobile Subscriber Identity  ( IMSI )  number associated with the device ?5

311480373589089

 Provide the MAC address of the device .6

DC:74:A8:DA:F5:0D

 When was the SIM activated / changed on this device ?  Provide the answer in UNIX epoch time .  Do not round 
 the value .  Answer must include milliseconds .

7

1542820248368

 Provide the operating system  ( OS )  version installed on the device .8

6.0.1

 As per the Bluetooth configuration file ,  this device was connected to a vehicle .  Provide the bluetooth name to 
 which this device was connected to last .

9**

HandsFreeLink

 Provide the date and time of when this device was last turned on . Answer using the time zone set on the device 
 using the following format :  Month / Date / Year Hour : Minutes AM / PM

10

12/3/2018 08:19 AM

 How many wireless networks was this device connected to ?11

Three (3)

 What is the most used  5  digit Location Area Code  ( LAC )  by this device ?12

29953

 What is the Google e - mail account associated with this device ?13

diazcarlos1185@gmail.com
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Mobile Digital Evidence Test 19-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 In a travel inquiry email sent to  " travel @ travelharmony . com "  on  11 / 28 / 2018  at  10 : 28  AM ( UTC - 5 ) ,  what was 
 the requested destination ?  Provide the name of the destination only ,  not the complete email .

14

Bermuda

 Provide the subject of the email associated with Message ID  " 1618479943107441624 "  and Conversation ID 
 " 1618479909836767520 ".

15

Meeting Location

 Provide the names of all the drugs listed in the email received on  1543511979025 .  Separate the answer 
 using a comma  ( , )

16

Marijuana, Heroin, cocaine

 Provide the epoch timestamp of the last email sent to John Fuller at  " Johnfuller 82 @ yahoo . com ".  Do not round 
 the value .  Answer must include milliseconds .

17

1543513804000

 What was the last term searched using the Mozilla Firefox search engine ?18

grams to ounce conversion

 How many PDF documents were downloaded using the Chrome search engine ?19

Two (2)

 How many pages were bookmarked on the Chrome search engine ?20

Two (2)

 Provide the names of two pictures which were deleted .  Separate answer with a comma ( , )21**

K2-Spice.jpg, Tattoo-design-7.jpg

 How many pictures were taken using this camera ?  Do not include screenshots and downloads .22

Two (2)

 What is the phone number of contact named  " John Fuller " ?  Answer using the following format :  000 - 000 - 000023

703-544-6952

 Provide the epoch timestamp value of the last phone call placed to  703 - 544 - 6952 .24**

1543424651904

 To what phone number was the LAST call placed  ( outgoing )  using this device ?  Provide the phone number in 
 the following format :  000 - 000 - 0000

25

407-671-0983

 How many outgoing calls were placed from this device ?  Do not include deleted calls .26**

Five (5)
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Mobile Digital Evidence Test 19-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Provide the last term searched using Google Play Store .27

telegram

 A calendar event was scheduled with a start date and time of  1544486400000 .  Provide the subject of the 
 meeting .

28

Shipment Pickup

 What is John Fuller ' s user ID  ( Party identifier )  for the Telegram application ?29

706302018

 Based on the conversation on the Telegram application ,  provide the name of the new supplier . ( First Last )30

Joe Monzo

 What is the version of the Telegram Application that is installed on this device ?31

4.9.1

 What is the package _ name for the Whisper Application ?32

sh.whisper

 Provide the date of when the Whisper Application was downloaded  ( purchased ) ?  Answer using the time zone 
 set on the device using the following format :  Month / Date / Year  ( MM / DD / YYYY )

33

11/27/2018

 Provide the username associated with the Whisper Application ?34

Trout_wow

 Provide the body of the last message sent using the Whisper Application .  Do not abbreviate or condense your 
 answer .

35

Hey Buddy, I am here. Where are you?

 Provide the username with whom the user had the most communication via the Whisper Application .36

Ice_Junky

 Provide the title of the deleted note in the Evernote application .37

October Status

 Provide the User ID associated with the third party application  -  ' Keeper Password Manager  &  Secure Vault ' .38

diazcarlos1185@gmail.com

 Provide the account password associated with the third party application  -  ' Keeper Password Manager  & 
 Secure Vault ' .

39

password85
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Mobile Digital Evidence Test 19-5550

Manufacturer's Information, continued

 Manufacturer ' s Expected Response Question

 Did the User ID found within the  ' Keeper Password Manager  &  Secure Vault '  application database match with 
 the User ID stored as notes in the Evernote application ?  Yes or No

40

Yes

 How many records were saved in the Keeper Application ?41

Four (4)

 Was the Waze application used to travel to  775  Gateway Dr SE ,  Leesburg ,  VA  20175 ?  Yes or No42

No

 Provide the name of the last location this device traveled to using the Waze application .43

Olde Izaak Walton Park
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Mobile Digital Evidence Test 19-5550

Summary Comments

The purpose of this Mobile Digital Evidence (MDE) Test is to allow participants to evaluate their proficiency in 

analyzing digital artifacts using their own tools and methods. The participants were provided with a scripted scenario, 

the data extracted from a smart phone in .BIN and .DD file formats, and a series of questions related to the extracted 

data. (See Manufacturer’s Information for preparation details, test scenario, and test questions)

The participants were requested to analyze various digital artifacts including: image details, phone and network 

settings, native and third party applications, communications, web browser history, and Geo-Location information. 

Of the 43 total questions, four questions did not reach a consensus response. These four questions were found in the 

following three skill sets: Settings/Features, Media, and Native Applications. In addition, Question 42 had an 

interesting outcome where only 23% reported the expected response of “No” and the remaining 77% reported “Yes” 

to the inquiry of whether the Waze application was used to travel to a certain location. This discrepancy could 

possibly be related to the fact that this particular address had been entered into the application, yet the application 

was never used to navigate to this location. 

Notably, a portion of inconsistent responses across the collection of questions may have been due to typographical 

errors and others were due to not answering the question in the requested format. 

We realize that the Digital Forensics field is increasing in complexity and there are generally not many clearly-defined 

answers. Similarly for this test, participants should follow their laboratory's policies and procedures when evaluating 

the MDE proficiency test questions.
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Mobile Digital Evidence Test 19-5550

Digital Evidence Responses
TABLE 1

 Question 1 - Image Details
Question 1: Provide the MD5 hash value for the decompressed image file.

48bc55857b2a2513dec564d6d889caa2 Manufacturer ' s Expected Response:

ResponseWebCode

48BC55857B2A2513DEC564D6D889CAA226L4K9

48BC55857B2A2513DEC564D6D889CAA22HT9U9

48bc55857b2a2513dec564d6d889caa23DTGYG

48bc55857b2a2513dec564d6d889caa24DUFQ6

48bc55857b2a2513dec564d6d889caa24PYWYP

48bc55857b2a2513dec564d6d889caa24WN9JF

48bc55857b2a2513dec564d6d889caa24ZJ6ZT

48bc55857b2a2513dec564d6d889caa264G4UJ

48bc55857b2a2513dec564d6d889caa26MTQHC

48BC55857B2A2513DEC564D6D889CAA26XUBJJ

48bc55857b2a2513dec564d6d889caa27HDKDP

48bc55857b2a2513dec564d6d889caa27Q8P8Q

48bc55857b2a2513dec564d6d889caa27XHAQJ

48bc55857b2a2513dec564d6d889caa284UA8D

48bc55857b2a2513dec564d6d889caa28AWL3B

48bc55857b2a2513dec564d6d889caa2 (MDE 19-5550.bin)8Q7ENT

48bc55857b2a2513dec564d6d889caa29RWZUN

48BC55857B2A2513DEC564D6D889CAA29WB7YB

48bc55857b2a2513dec564d6d889caa2AL337X

48BC55857B2A2513DEC564D6D889CAA2APKHAX

48BC55857B2A2513DEC564D6D889CAA2B83YXC

48BC55857B2A2513DEC564D6D889CAA2BEHJY4

48bc55857b2a2513dec564d6d889caa2BHZGTL

48BC55857B2A2513DEC564D6D889CAA2CAKFT3

48BC55857B2A2513DEC564D6D889CAA2CRPM96

48bc55857b2a2513dec564d6d889caa2DQMCP7

48bc55857b2a2513dec564d6d889caa2ETRARM
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 1 - Image Details

ResponseWebCode

48bc55857b2a2513dec564d6d889caa2F3CZRJ

48bc55857b2a2513dec564d6d889caa2FCDKRQ

48bc55857b2a2513dec564d6d889caa2FFWFVJ

48bc55857b2a2513dec564d6d889caa2FJHEUY

48bc55857b2a2513dec564d6d889caa2GBC7GA

48BC55857B2A2513DEC564D6D889CAA2GDR6K2

48bc55857b2a2513dec564d6d889caa2GNPA6M

48BC55857B2A2513DEC564D6D889CAA2GYL92Y

48bc55857b2a2513dec564d6d889caa2HPXMMN

04769E76F05672774F1614995EE03FADHXQXXJ

008121b0b88f26e12a8dadc8b4b98596J69MWJ

48BC55857B2A2513DEC564D6D889CAA2JYHDML

48bc55857b2a2513dec564d6d889caa2KAXHF3

48BC55857B2A2513DEC564D6D889CAA2KGEDVW

48bc55857b2a2513dec564d6d889caa2MN787Z

48bc55857b2a2513dec564d6d889caa2N34LXG

48bc55857b2a2513dec564d6d889caa2N6PKXX

48bc55857b2a2513dec564d6d889caa2N9RLXU

48bc55857b2a2513dec564d6d889caa2NAGYFD

008121B0B88F26E12A8DADC8B4B98596PAWF9K

48bc55857b2a2513dec564d6d889caa2RUGWR6

48bc55857b2a2513dec564d6d889caa2UR36WT

48bc55857b2a2513dec564d6d889caa2VKGQ9D

48bc55857b2a2513dec564d6d889caa2VXNLJ4

48bc55857b2a2513dec564d6d889caa2W94QCK

48BC55857B2A2513DEC564D6D889CAA2WAU23D

48BC55857B2A2513DEC564D6D889CAA2WDTCYD

48BC55857B2A2513DEC564D6D889CAA2WZ8ZM4

48BC55857B2A2513DEC564D6D889CAA2X78YBX

48BC55857B2A2513DEC564D6D889CAA2XV7BJ2
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 1 - Image Details

ResponseWebCode

48BC55857B2A2513DEC564D6D889CAA2YMTMH8

48BC55857B2A2513DEC564D6D889CAA2YUUYE6

48BC55857B2A2513DEC564D6D889CAA2Z6A48L

48BC55857B2A2513DEC564D6D889CAA2Z8YEXE

48BC55857B2A2513DEC564D6D889CAA2ZJRXE7

Question 1: Provide the MD5 hash value for the decompressed image file.
48bc55857b2a2513dec564d6d889caa2 Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a MD5
hashing algorithm on the file.

 Expected Response Illustration:

MD5 Hash Value:
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TABLE 1
 Question 2 - Image Details

Question 2: Provide the SHA1 (base 16) hash value for the decompressed image file.

c9630a98916b129b57c27a421cfd42b315fd89ee Manufacturer ' s Expected Response:

ResponseWebCode

C9630A98916B129B57C27A421CFD42B315FD89EE26L4K9

C9630A98916B129B57C27A421CFD42B315FD89EE2HT9U9

c9630a98916b129b57c27a421cfd42b315fd89ee3DTGYG

c9630a98916b129b57c27a421cfd42b315fd89ee4DUFQ6

c9630a98916b129b57c27a421cfd42b315fd89ee4PYWYP

c9630a98916b129b57c27a421cfd42b315fd89ee4WN9JF

c9630a98916b129b57c27a421cfd42b315fd89ee4ZJ6ZT

C9630a98916b129b57c27a421cfd42b315fd89ee64G4UJ

c9630a98916b129b57c27a421cfd42b315fd89ee6MTQHC

C9630A98916B129B57C27A421CFD42B315FD89EE6XUBJJ

c9630a98916b129b57c27a421cfd42b315fd89ee7HDKDP

c9630a98916b129b57c27a421cfd42b315fd89ee7Q8P8Q

c9630a98916b129b57c27a421cfd42b315fd89ee7XHAQJ

c9630a98916b129b57c27a421cfd42b315fd89ee84UA8D

c9630a98916b129b57c27a421cfd42b315fd89ee8AWL3B

c9630a98916b129b57c27a421cfd42b315fd89ee (MDE 19-5550.bin)8Q7ENT

c9630a98916b129b57c27a421cfd42b315fd89ee9RWZUN

C9630A98916B129B57C27A421CFD42B315FD89EE9WB7YB

c9630a98916b129b57c27a421cfd42b315fd89eeAL337X

C9630A98916B129B57C27A421CFD42B315FD89EEAPKHAX

C9630A98916B129B57C27A421CFD42B315FD89EEB83YXC

C9630A98916B129B57C27A421CFD42B315FD89EEBEHJY4

c9630a98916b129b57c27a421cfd42b315fd89eeBHZGTL

C9630A98916B129B57C27A421CFD42B315FD89EECAKFT3

C9630A98916B129B57C27A421CFD42B315FD89EECRPM96

c9630a98916b129b57c27a421cfd42b315fd89eeDQMCP7

c9630a98916b129b57c27a421cfd42b315fd89eeETRARM

c9630a98916b129b57c27a421cfd42b315fd89eeF3CZRJ

c9630a98916b129b57c27a421cfd42b315fd89eeFCDKRQ
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TABLE 1
 Question 2 - Image Details

ResponseWebCode

c9630a98916b129b57c27a421cfd42b315fd89eeFFWFVJ

c9630a98916b129b57c27a421cfd42b315fd89eeFJHEUY

c9630a98916b129b57c27a421cfd42b315fd89eeGBC7GA

C9630A98916B129B57C27A421CFD42B315FD89EEGDR6K2

c9630a98916b129b57c27a421cfd42b315fd89eeGNPA6M

C9630A98916B129B57C27A421CFD42B315FD89EEGYL92Y

c9630a98916b129b57c27a421cfd42b315fd89eeHPXMMN

C64430316C37E614797673C94286EB2D3191334EHXQXXJ

C9630A98916B1295B7C27A421CFD42B315FD89EEJ69MWJ

C9630A98916B129B57C27A421CFD42B315FD89EEJYHDML

c9630a98916b129b57c27a421cfd42b315fd89eeKAXHF3

C9630A98916B129B57C27A421CFD42B315FD89EEKGEDVW

c9630a98916b129b57c27a421cfd42b315fd89eeMN787Z

c9630a98916b129b57c27a421cfd42b315fd89eeN34LXG

c9630a98916b129b57c27a421cfd42b315fd89eeN6PKXX

C9630A98916B129B57C27A421CFD42B315FD89EEN9RLXU

c9630a98916b129b57c27a421cfd42b315fd89eeNAGYFD

6A55F3DD5070F0EFAE65A69E249F211744055B2APAWF9K

c9630a98916b129b57c27a421cfd42b315fd89eeRUGWR6

c9630a98916b129b57c27a421cfd42b315fd89eeUR36WT

c9630a98916b129b57c27a421cfd42b315fd89eeVKGQ9D

c9630a98916b129b57c27a421cfd42b315fd89eeVXNLJ4

c9630a98916b129b57c27a421cfd42b315fd89eeW94QCK

C9630A98916B129B57C27A421CFD42B315FD89EEWAU23D

C9630A98916B129B57C27A421CFD42B315FD89EEWDTCYD

C9630A98916B129B57C27A421CFD42B315FD89EEWZ8ZM4

c9630a98916b129b57c27a421cfd42b315fd89eeX78YBX

C9630A98916B129B57C27A421CFD42B315FD89EEXV7BJ2

C9630A98916B129B57C27A421CFD42B315FD89EEYMTMH8

C9630A98916B129B57C27A421CFD42B315FD89EEYUUYE6
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TABLE 1
 Question 2 - Image Details

ResponseWebCode

C9630A98916B129B57C27A421CFD42B315FD89EEZ6A48L

C9630A98916B129B57C27A421CFD42B315FD89EEZ8YEXE

C9630A98916B129B57C27A421CFD42B315FD89EEZJRXE7

Question 2: Provide the SHA1 (base 16) hash value for the decompressed image file.
c9630a98916b129b57c27a421cfd42b315fd89ee Consensus Result:

 Expected Response Explanation:
This hash value can be achieved by extracting the sample image file from the provided ZIP folder and running a SHA1
hashing algorithm on the file.

 Expected Response Illustration:

SHA1 Hash Value:
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TABLE 1
 Question 3 - Settings/Features

Question 3: Based on your analysis, was location service enabled on the device? Yes/No

Yes Manufacturer ' s Expected Response:

ResponseWebCode

Yes26L4K9

Yes2HT9U9

Yes3DTGYG

Yes4DUFQ6

Yes4PYWYP

Yes4WN9JF

Yes4ZJ6ZT

Yes64G4UJ

Yes6MTQHC

Yes6XUBJJ

Yes7HDKDP

Yes7Q8P8Q

Yes7XHAQJ

Yes84UA8D

Yes8AWL3B

Yes8Q7ENT

Yes9RWZUN

Yes9WB7YB

YesAL337X

YesAPKHAX

YesB83YXC

YesBEHJY4

YesBHZGTL

YesCAKFT3

YesCRPM96

YesDQMCP7

YesETRARM

YesF3CZRJ

YesFCDKRQ
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TABLE 1
 Question 3 - Settings/Features

ResponseWebCode

YesFFWFVJ

YesFJHEUY

YesGBC7GA

YesGDR6K2

YesGNPA6M

YesGYL92Y

YesHPXMMN

YesHXQXXJ

YesJ69MWJ

YesJYHDML

YesKAXHF3

YesKGEDVW

YesMN787Z

YesN34LXG

YesN6PKXX

YesN9RLXU

YesNAGYFD

YesPAWF9K

YesRUGWR6

YesUR36WT

YesVKGQ9D

YesVXNLJ4

YesW94QCK

YesWAU23D

YesWDTCYD

YesWZ8ZM4

YesX78YBX

YesXV7BJ2

YesYMTMH8

YesYUUYE6
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TABLE 1
 Question 3 - Settings/Features

ResponseWebCode

YesZ6A48L

YesZ8YEXE

YesZJRXE7

Question 3: Based on your analysis, was location service enabled on the device? Yes/No
Yes Consensus Result:

 Expected Response Explanation:
The "googlesetting.db" database stores a record which indicates that the user has opted to allow Google's services 
access to the device. This database is located at:
/Root/data/com.google.android.gsf/databases/googlesettings.db-wal

 Expected Response Illustration:

Location Settings:
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TABLE 1
 Question 4 - Settings/Features

Question 4: What is the set time zone for this device? Provide your answer in the following format: 
City/Country

New York/America Manufacturer ' s Expected Response:

ResponseWebCode

New York/USA26L4K9

New York/America2HT9U9

New York/America3DTGYG

New York/America4DUFQ6

New York/America4PYWYP

New_York/America4WN9JF

New York/America4ZJ6ZT

New York/America64G4UJ

New York/America6MTQHC

New_York/America6XUBJJ

New York/America7HDKDP

New York/America7Q8P8Q

New York/America7XHAQJ

New York/United States84UA8D

New York/America (UTC-05:00)8AWL3B

UTC -05:00  New York/America8Q7ENT

New_York (America)9RWZUN

New York/America9WB7YB

NEW YORK /AMERICAAL337X

New York/AmericaAPKHAX

New York/AmericaB83YXC

New_York/AmericaBEHJY4

New_York/AmericaBHZGTL

New York/AmericaCAKFT3

New York/AmericaCRPM96

New York/AmericaDQMCP7

New York/AmericaETRARM

New_York/AmericaF3CZRJ
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TABLE 1
 Question 4 - Settings/Features

ResponseWebCode

New York/AmericaFCDKRQ

(UTC-05:00) New_York / (America)FFWFVJ

New York/ AmericaFJHEUY

New York / AmericaGBC7GA

New York/AmericaGDR6K2

New_York/AmericaGNPA6M

New York/AmericaGYL92Y

New York/AmericaHPXMMN

New York / AmericaHXQXXJ

New_York /AmericaJ69MWJ

(UTC-05:00) New_York, (America)JYHDML

UTC -5 New York AmericaKAXHF3

New York/AmericaKGEDVW

New York / USAMN787Z

New York/AmericaN34LXG

America/New_YorkN6PKXX

New York/AmericaN9RLXU

New_York /AmericaNAGYFD

New York / USAPAWF9K

New York, AmericaRUGWR6

New_York (America)UR36WT

New York/AmericaVKGQ9D

New York/AmericaVXNLJ4

New York/AmericaW94QCK

New_York/AmericaWAU23D

New York/AmericaWDTCYD

New York/AmericaWZ8ZM4

America/New_YorkX78YBX

New York/ AmericaXV7BJ2

America/New_YorkYMTMH8
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 4 - Settings/Features

ResponseWebCode

New York/AmericaYUUYE6

New York/AmericaZ6A48L

New_York/AmericaZ8YEXE

-05 New York/AmericaZJRXE7

Question 4: What is the set time zone for this device? Provide your answer in the following format: 
City/Country

New York/America and all other responses that represent the same time zone. Consensus Result:

 Expected Response Explanation:
The time zone set on this device can be found in the persist.sys.timezone file. This file can be located at: 
/Root/property/persist.sys.timezone. The time zone can be verified by looking at the time stamps of various data
including Email, Call Log, and Text Messages.

 Expected Response Illustration:

Persist.sys.timezone file:
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TABLE 1
 Question 5 - Settings/Features

Question 5: What is the 15 digit International Mobile Subscriber Identity (IMSI) number associated with the 
device?

311480373589089 Manufacturer ' s Expected Response:

ResponseWebCode

31148037358908926L4K9

3114803735890892HT9U9

3114803735890893DTGYG

3114803735890894DUFQ6

3114803735890894PYWYP

3114803735890894WN9JF

3114803735890894ZJ6ZT

31148037358908964G4UJ

3114803735890896MTQHC

3114803735890896XUBJJ

3114803735890897HDKDP

3114803735890897Q8P8Q

3114803735890897XHAQJ

31148037358908984UA8D

3114803735890898AWL3B

3114803735890898Q7ENT

3114803735890899RWZUN

3114803735890899WB7YB

311480373589089AL337X

311480373589089APKHAX

311480373589089B83YXC

311480373589089BEHJY4

311480373589089BHZGTL

311480373589089CAKFT3

311480373589089CRPM96

311480373589089DQMCP7

311480373589089ETRARM

311480373589089F3CZRJ
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TABLE 1
 Question 5 - Settings/Features

ResponseWebCode

311480373589089FCDKRQ

311480373589089FFWFVJ

311480373589089FJHEUY

311480373589089GBC7GA

311480373589089GDR6K2

311480373589089GNPA6M

311480373589089GYL92Y

311480373589089HPXMMN

311480373589089HXQXXJ

311480373589089J69MWJ

311480373589089JYHDML

311480373589085KAXHF3

311480373589089KGEDVW

311480373589089MN787Z

311480373589089N34LXG

311480373589089N6PKXX

311480373589089N9RLXU

311480373589089NAGYFD

311480373589089PAWF9K

311480373589089RUGWR6

89148000003668747806UR36WT

311480373589089VKGQ9D

311480373589089VXNLJ4

311480373589089W94QCK

311480373589089WAU23D

311480373589089WDTCYD

311480373589089WZ8ZM4

311480373589089X78YBX

311480373589089XV7BJ2

311480373589089YMTMH8
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TABLE 1
 Question 5 - Settings/Features

ResponseWebCode

311480373589089YUUYE6

311480373589089Z6A48L

311480373589089Z8YEXE

311480373589089ZJRXE7

Question 5: What is the 15 digit International Mobile Subscriber Identity (IMSI) number associated with the 
device?

311480373589089 Consensus Result:

 Expected Response Explanation:
The unique 15 digit numeric identifier can be found within a XML file located here: 
/Root/data/com.google.android.gms/shared_prefs/Checkin.xml

 Expected Response Illustration:

XML file:
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 6 - Settings/Features

Question 6: Provide the MAC address of the device.

DC:74:A8:DA:F5:0D Manufacturer ' s Expected Response:

ResponseWebCode

DC:74:A8:DA:F5:0D26L4K9

DC74A8DAF50D2HT9U9

DC:74:A8:DA:F5:0C3DTGYG

DC:74:A8:DA:F5:0D4DUFQ6

Bluetooth: DC:74:A8:DA:F5:0C WiFi: DC:74:A8:DA:F5:0D4PYWYP

DC:74:A8:DA:F5:0D4WN9JF

DC:74:A8:DA:F5:0D4ZJ6ZT

DC:74:A8:DA:F5:0D64G4UJ

DC:74:A8:DA:F5:0D6MTQHC

DC:74:A8:DA:F5:0D6XUBJJ

DC:74:A8:DA:F5:0D7HDKDP

DC:74:A8:DA:F5:0D7Q8P8Q

DC:74:A8:DA:F5:0D7XHAQJ

DC:74:A8:DA:F5:0D84UA8D

DC:74:A8:DA:F5:0D8AWL3B

DC:74:A8:DA:F5:0D8Q7ENT

DC:74:A8:DA:F5:0C9RWZUN

DC:74:A8:DA:F5:0D9WB7YB

DC:74:A8:DA:F5:0DAL337X

DC:74:A8:DA:F5:0DAPKHAX

DC:74:A8:DA:F5:0DB83YXC

DC:74:A8:DA:F5:0DBEHJY4

DC:74:A8:DA:F5:0DBHZGTL

DC:74:A8:DA:F5:0DCAKFT3

DC:74:A8:DA:F5:0DCRPM96

DC:74:A8:DA:F5:0DDQMCP7

DC:74:A4:DA:F5:0DETRARM

DC:74:A8:DA:F5:0DF3CZRJ

DC:74:A8:DA:F5:0DFCDKRQ
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TABLE 1
 Question 6 - Settings/Features

ResponseWebCode

DC:74:A8:DA:F5:0CFFWFVJ

DC:74:A8:DA:F5:0DFJHEUY

DC:74:A8:DA:F5:0DGBC7GA

DC:74:A8:DA:F5:0DGDR6K2

DC:74:A8:DA:F5:0DGNPA6M

DC:74:A8:DA:F5:0DGYL92Y

DC:74:A8:DA:F5:0DHPXMMN

DC:74:A8:DA:F5:0DHXQXXJ

DC:74:A8:DA:F5:0DJ69MWJ

DC:74:A8:DA:F5:0DJYHDML

DC:74:A8:DA:F5:0DKAXHF3

DC:74:A8:DA:F5:0CKGEDVW

DC:74:A8:DA:F5:ODMN787Z

DC:74:A8:DA:F5:0DN34LXG

DC:74:A8:DA:F5:0CN6PKXX

DC:74:A8:DA:F5:0DN9RLXU

DC:74:A8:DA:F5:0DNAGYFD

DC:74:A8:DA:F5:0DPAWF9K

DC:74:A8:DA:F5:0DRUGWR6

DC:74:A8:DA:F5:0DUR36WT

DC:74:A8:DA:F5:0DVKGQ9D

DC:74:A8:DA:F5:0DVXNLJ4

DC:74:A8:DA:F5:0DW94QCK

DC:74:A8:DA:F5:0DWAU23D

DC:74:A8:DA:F5:0DWDTCYD

DC:74:A8:DA:F5:0DWZ8ZM4

DC:74:A8:DA:F5:0DX78YBX

DC:74:A8:DA:F5:0DXV7BJ2

DC:74:A8:DA:F5:0D, DC:74:A8:DA:F5:0CYMTMH8

DC:74:A8:DA:F5:0DYUUYE6
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TABLE 1
 Question 6 - Settings/Features

ResponseWebCode

DC:74:A8:DA:F5:0DZ6A48L

DC:74:A8:DA:F5:0DZ8YEXE

DC:74:A8:DA:F5:0DZJRXE7

Question 6: Provide the MAC address of the device.
DC:74:A8:DA:F5:0D or DC:74:A8:DA:F5:0C Consensus Result:

 Expected Response Explanation:
The expected response was DC:74:A8:DA:F5:0D (MAC address of the wifi radio) however, due to the possible 
ambiguity of the question, the response DC:74:A8:DA:F5:0C (MAC address of the bluetooth radio) was also accepted. 
Information regarding the MAC address for the wifi radio and bluetooth radio are found at the following locations, 
respectively:
/Root/wifi/.mac.info
/Root/bluetooth/bt_addr

 Expected Response Illustration:

MAC address of the wifi radio (device):

MAC address of the bluetooth radio:
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 7 - Settings/Features

Question 7: When was the SIM activated/changed on this device? Provide the answer in UNIX epoch time. 
Do not round the value. Answer must include milliseconds.

1542820248368 Manufacturer ' s Expected Response:

ResponseWebCode

154282024836826L4K9

15428202483682HT9U9

1542820248368 Wednesday, November 21, 2018 12:10:48.368 PM GMT-05:003DTGYG

15428202483684DUFQ6

15428202483684PYWYP

Wed, 21 November 2018 17:10:48.368 (UTC 0) Wed, 21 November 2018 12:10:48:368 (UTC -5)4WN9JF

15428202483684ZJ6ZT

154282024836864G4UJ

15428202483686MTQHC

15428202483686XUBJJ

15428202483687HDKDP

15428202483687Q8P8Q

15428202483687XHAQJ

154282024836884UA8D

11/21/2018 12:10:48.368 (UTC-5) 11/21/2018 17:10:48.368 (UTC+0)8AWL3B

15428202483688Q7ENT

15428202483689RWZUN

15428202483689WB7YB

21-11-2018 17:10:48 (UTC+0)AL337X

1542820248368APKHAX

1542820248368B83YXC

1542820248368BEHJY4

These are not services we provide as part of our analysis.BHZGTL

1542820248368CAKFT3

1542820248368CRPM96

1542820248000DQMCP7

1542820248368ETRARM

1542820248368F3CZRJ
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TABLE 1
 Question 7 - Settings/Features

ResponseWebCode

1542820248368FCDKRQ

1542820248368FFWFVJ

1542820248368FJHEUY

1542820248368GBC7GA

1542820248368GDR6K2

1542820248368GNPA6M

1542820248368GYL92Y

1542820248368HPXMMN

1542820248368HXQXXJ

11/21/2018 5:10:48 PM(UTC+0)J69MWJ

1451606563000JYHDML

1542820248000KAXHF3

11/21/2018 17:10:48.368 (UTC 0)KGEDVW

1542820248368MN787Z

1542820248368N34LXG

1542820248368N6PKXX

1542820248368N9RLXU

1542820248368NAGYFD

21-Nov-18 5:10:48 PM(UTC+0) SimChangeTime=1542777048PAWF9K

1542820248.368RUGWR6

1542820248000UR36WT

1542820248368VKGQ9D

1542820248000VXNLJ4

1542820248368W94QCK

1542820248368WAU23D

1542820248368WDTCYD

1542820200000WZ8ZM4

1542820248368X78YBX

1542820248368XV7BJ2

"1542820222648" or "21-Nov-18 17:10:22"YMTMH8
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TABLE 1
 Question 7 - Settings/Features

ResponseWebCode

1542820248368YUUYE6

1542820248368Z6A48L

1542820248368Z8YEXE

1542820248000ZJRXE7

Question 7: When was the SIM activated/changed on this device? Provide the answer in UNIX epoch time. 
Do not round the value. Answer must include milliseconds.

1542820248368 and all formatting styles which represent the same date and time. Although the 
question requested the time to include milliseconds, participants that reported the consensus date 
and time excluding the milliseconds were also accepted.

 Consensus Result:

 Expected Response Explanation:
Information regarding when the SIM was activated/changed is located here:
/Root/system/SimCard.dat

 Expected Response Illustration:

SIM activated/changed time:
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TABLE 1
 Question 8 - Settings/Features

Question 8: Provide the operating system (OS) version installed on the device.

6.0.1 Manufacturer ' s Expected Response:

ResponseWebCode

6.0.126L4K9

6.0.12HT9U9

6.0.13DTGYG

6.0.14DUFQ6

6.0.14PYWYP

6.0.14WN9JF

6.0.14ZJ6ZT

6.0.164G4UJ

Android 6.0.16MTQHC

6.0.16XUBJJ

6.0.17HDKDP

6.0.17Q8P8Q

Android version 6.0.17XHAQJ

6.0.184UA8D

6.0.18AWL3B

6.0.18Q7ENT

6.0.19RWZUN

Android 6.0.19WB7YB

Android 6.0.1AL337X

6.0.1APKHAX

6.0.1B83YXC

6.0.1BEHJY4

6.0.1BHZGTL

6.0.1CAKFT3

6.0.1CRPM96

6.0.1DQMCP7

6.0.1ETRARM

6.0.1F3CZRJ

Android 6.0.1FCDKRQ
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TABLE 1
 Question 8 - Settings/Features

ResponseWebCode

6.0.1FFWFVJ

6.0.1FJHEUY

Android 6.0.1GBC7GA

6.0.1GDR6K2

6.0.1GNPA6M

6.0.1GYL92Y

6.0.1HPXMMN

6.0.1HXQXXJ

6.0.1J69MWJ

6.0.1JYHDML

Android 6.0.1KAXHF3

6.0.1KGEDVW

6.0.1MN787Z

6.0.1N34LXG

6.0.1N6PKXX

6.0.1N9RLXU

6.0.1NAGYFD

6.0.1PAWF9K

6.0.1RUGWR6

6.0.1UR36WT

6.0.1VKGQ9D

6.0.1VXNLJ4

6.0.1W94QCK

6.0.1WAU23D

Android 6.0.1WDTCYD

6.0.1WZ8ZM4

6.0.1X78YBX

6.0.1XV7BJ2

6.0.1YMTMH8

6.0.1YUUYE6
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TABLE 1
 Question 8 - Settings/Features

ResponseWebCode

6.0.1Z6A48L

6.0.1Z8YEXE

Android 6.0.1ZJRXE7

Question 8: Provide the operating system (OS) version installed on the device.
6.0.1 Consensus Result:

 Expected Response Explanation:
Information regarding the version of the operating system version installed on this device is located here:
/Root/build.prop

 Expected Response Illustration:

OS version installed on the device:
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TABLE 1
 Question 9 - Settings/Features

Question 9: As per the Bluetooth configuration file, this device was connected to a vehicle. Provide the 
bluetooth name to which this device was connected to last.

HandsFreeLink Manufacturer ' s Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

HandsFreeLink26L4K9

HandsFreeLink2HT9U9

HandsFreeLink3DTGYG

HandsFreeLink4DUFQ6

HandsFreeLink4PYWYP

Galaxy J7 Sky Pro4WN9JF

Motorola IHF10004ZJ6ZT

HandsFreeLink64G4UJ

6MTQHC

HandsFreeLink6XUBJJ

Motorola IHF10007HDKDP

Motorola IHF10007Q8P8Q

Motorola IHF10007XHAQJ

84UA8D

Galaxy J7 Sky Pro8AWL3B

HandsFreeLink8Q7ENT

HandsFreeLink9RWZUN

HandsFreeLink9WB7YB

34:C7:31 = Honda Pilot 2016 handsfreelink..AL337X

Not foundAPKHAX

Galaxy J7 Sky ProB83YXC

HandsFreeLinkBEHJY4

Honda Pilot 2016 handsfreelinkBHZGTL

HandsFreeLinkCAKFT3

HandsFreeLinkCRPM96

Audi MMIDQMCP7

HandsFreeLinkETRARM

F3CZRJ
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TABLE 1
 Question 9 - Settings/Features

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

HandsFreeLinkFCDKRQ

Honda Pilot 2016 handsfreelink..FFWFVJ

Galaxy J7 Sky ProFJHEUY

Honda Pilot 2016 handsfreelinkGBC7GA

HandsFreeLinkGDR6K2

HeadsetStateMachineGNPA6M

HandsFreeLinkGYL92Y

HandsFreeLinkHPXMMN

HXQXXJ

J69MWJ

auto_pair_devlist.confJYHDML

No Bluetooth connections are located within the data.KAXHF3

HandsFreeLinkKGEDVW

device not showing any connection to a vehicles bluetoothMN787Z

HandsFreeLinkN34LXG

Unable to answerN6PKXX

HandsFreeLinkN9RLXU

HandsFreeLinkNAGYFD

HandsFreeLinkPAWF9K

HandsFreeLinkRUGWR6

no such file or contentsUR36WT

HandsFreeLinkVKGQ9D

VXNLJ4

HandsFreeLinkW94QCK

HandsFreeLinkWAU23D

HandsFreeLinkWDTCYD

0c:d9:c1:2f:c1:9cWZ8ZM4

11/28/2018 12:16:48 PM Motorola IHF1000, BMW/Audi carX78YBX

Motorola IHF1000XV7BJ2

vzims.comYMTMH8
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TABLE 1
 Question 9 - Settings/Features

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

HandsFreeLinkYUUYE6

Galaxy J7 Sky ProZ6A48L

HandsFreeLinkZ8YEXE

HandsFreeLinkZJRXE7

Question 9: As per the Bluetooth configuration file, this device was connected to a vehicle. Provide the 
bluetooth name to which this device was connected to last.

A consensus was not achieved. The objective of this question was to locate the Bluetooth 
configuration file and identify the name listed in this file for the bluetooth device.

 Consensus Result:

 Expected Response Explanation:
The expected response was Hands Free Link. A non-consensus majority of participants reported the expected response, 
however other participants reported either the model of the phone or the model of the bluetooth device and 11 
participants did not report a response or mentioned that the name was not found.
Information regarding the name of the Bluetooth last connected to this device is located here:
userdata (ExtX)/Root/misc/bluedroid/bt_config.conf

 Expected Response Illustration:

Bluetooth Name:
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TABLE 1
 Question 10 - Settings/Features

Question 10: Provide the date and time of when this device was last turned on. Answer using the time zone 
set on the device using the following format: Month/Date/Year Hour:Minutes AM/PM

12/3/2018 08:19 AM Manufacturer ' s Expected Response:

ResponseWebCode

12/3/2018 8:19 AM26L4K9

12/03/2018 8:19 AM2HT9U9

12/03/2018 08:19 AM3DTGYG

12/3/2018 08:19 AM4DUFQ6

12/03/2018 08:19 AM4PYWYP

12/3/2018 08:19 AM (UTC -5)4WN9JF

12/03/2018 8:19:52 AM4ZJ6ZT

12/03/2018 8:19 AM64G4UJ

12/3/2018 08:19 AM6MTQHC

12/3/2018 8:19:52 AM6XUBJJ

12/3/2018 8:19:52 AM7HDKDP

12/03/2018 08:19:52AM7Q8P8Q

12/03/2018 08:19 AM7XHAQJ

12/3/2018 8:19 AM84UA8D

12/3/2018 8:19:52 AM (UTC-5)8AWL3B

12/03/2018 08:19:52 AM (UTC-5)8Q7ENT

12/3/2018 08:19 AM9RWZUN

12/3/2018 8:19 AM9WB7YB

3/12/2018 08:19:28 (UTC-5)AL337X

12/03/2018 08:19 AMAPKHAX

11/27/2018 08:35 AMB83YXC

12/3/2018 1:19 PMBEHJY4

12/3/2018 08:19 AMBHZGTL

12/3/2018 8:19 AMCAKFT3

12/3/2018 08:19 AMCRPM96

12/3/2018 8:19:52 AMDQMCP7

12/3/18 8:19 AMETRARM

12/3/2018 8:19 AMF3CZRJ
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TABLE 1
 Question 10 - Settings/Features

ResponseWebCode

12/3/2018 08:19 AMFCDKRQ

12/3/2018 08:19 (UTC-5)FFWFVJ

12/2/2018 8:19 AMFJHEUY

12/03/2018 08:19 AMGBC7GA

12/03/2018 08:19 AMGDR6K2

12/03/2108 08:19 AMGNPA6M

12/3/2018 8:19 AMGYL92Y

12/03/2018 8:19 AMHPXMMN

12/3/2018 08:19 AMHXQXXJ

12/3/2018 8:19:52 AM (UTC-5)J69MWJ

12/3/2018 8:19 AMJYHDML

12/3/2018 8:19 AMKAXHF3

12/03/2018 8:19 AM (UTC-5)KGEDVW

12/3/2018 8:19:52 AM (UTC-5)MN787Z

12/03/2018 08:59 AMN34LXG

12/3/2018 8:19:52 AMN6PKXX

12/3/2018 8:19 AMN9RLXU

12/03/2018 08:19 AMNAGYFD

Dec/03/18 8:19 AMPAWF9K

12/3/2018 8:19 AMRUGWR6

12/3/2018 8:19 AMUR36WT

12/03/2018 08:19 AMVKGQ9D

12/03/2018 8:19 AMVXNLJ4

12/3/2018 8:19:52 AMW94QCK

12/03/2018 8:19 AMWAU23D

12/03/2018 08:19:52 AMWDTCYD

12/3/2018 08:19 (UTC-5)WZ8ZM4

12/3/2018 08:16:29 AMX78YBX

12/03/18 08:19 AMXV7BJ2

Date: Dec/18/2018, Time: 11.00 AM (UTC_Time is 3:00 PM Convert from UTC-4 hours.)YMTMH8
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TABLE 1
 Question 10 - Settings/Features

ResponseWebCode

12/3/2018 8:19 AMYUUYE6

12/3/2018 8:19:52 AMZ6A48L

12/03/2018 08:19 AMZ8YEXE

12/3/2018 08:19:52 AMZJRXE7

Question 10: Provide the date and time of when this device was last turned on. Answer using the time zone 
set on the device using the following format: Month/Date/Year Hour:Minutes AM/PM

12/3/2018 08:19 AM Consensus Result:

 Expected Response Explanation:
The source for this information can be found within the blk0_mmcvlk0.bin at offset: 0x224E9A000

 Expected Response Illustration:

Powering event information:
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TABLE 1
 Question 11 - Settings/Features

Question 11: How many wireless networks was this device connected to?

Three (3) Manufacturer ' s Expected Response:

ResponseWebCode

326L4K9

32HT9U9

Three (3)3DTGYG

34DUFQ6

34PYWYP

34WN9JF

34ZJ6ZT

364G4UJ

36MTQHC

36XUBJJ

37HDKDP

37Q8P8Q

37XHAQJ

384UA8D

38AWL3B

38Q7ENT

Three9RWZUN

39WB7YB

3AL337X

3APKHAX

3B83YXC

Three(3)BEHJY4

3BHZGTL

3CAKFT3

3CRPM96

3DQMCP7

3ETRARM

3F3CZRJ

ThreeFCDKRQ
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TABLE 1
 Question 11 - Settings/Features

ResponseWebCode

1 TGI Fridays Guest WifiFFWFVJ

3FJHEUY

3GBC7GA

3GDR6K2

3GNPA6M

3GYL92Y

3HPXMMN

3HXQXXJ

3J69MWJ

3JYHDML

3KAXHF3

3KGEDVW

3MN787Z

3N34LXG

3N6PKXX

3N9RLXU

3NAGYFD

3PAWF9K

3RUGWR6

3UR36WT

3VKGQ9D

3VXNLJ4

3W94QCK

3WAU23D

3WDTCYD

3WZ8ZM4

3X78YBX

3XV7BJ2

3YMTMH8

3YUUYE6
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TABLE 1
 Question 11 - Settings/Features

ResponseWebCode

3Z6A48L

3Z8YEXE

3ZJRXE7

Question 11: How many wireless networks was this device connected to?
Three (3) Consensus Result:

 Expected Response Explanation:
Information regarding wireless networks connected to this device is located here:
/Root/misc/wifi/wpa_supplicant.conf

 Expected Response Illustration:

Wireless connections:

Copyright © 2019 CTS, Inc( 40 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 12 - Settings/Features

Question 12: What is the most used 5 digit Location Area Code (LAC) by this device?

29953 Manufacturer ' s Expected Response:

ResponseWebCode

2955326L4K9

299532HT9U9

299533DTGYG

299534DUFQ6

299534PYWYP

299534WN9JF

299534ZJ6ZT

2995364G4UJ

299536MTQHC

299536XUBJJ

299537HDKDP

299537Q8P8Q

299537XHAQJ

2995384UA8D

299538AWL3B

299538Q7ENT

299539RWZUN

299539WB7YB

29953AL337X

29953APKHAX

29953B83YXC

29953BEHJY4

These are not services we provide as part of our analysis.BHZGTL

29953CAKFT3

29953CRPM96

20176DQMCP7

29953ETRARM

29953F3CZRJ

29953FCDKRQ

Copyright © 2019 CTS, Inc( 41 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 12 - Settings/Features

ResponseWebCode

29953FFWFVJ

29953FJHEUY

29953GBC7GA

29953GDR6K2

29953GNPA6M

29953GYL92Y

70354HPXMMN

29953HXQXXJ

29953J69MWJ

29953JYHDML

29953KAXHF3

29953KGEDVW

29953MN787Z

29953N34LXG

39953N6PKXX

29953N9RLXU

29953NAGYFD

LAC : 29953PAWF9K

29953RUGWR6

29953UR36WT

703VKGQ9D

29953VXNLJ4

29953W94QCK

29953WAU23D

29953WDTCYD

31148WZ8ZM4

29953X78YBX

29953XV7BJ2

51830YMTMH8

29953YUUYE6
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TABLE 1
 Question 12 - Settings/Features

ResponseWebCode

29953Z6A48L

29953Z8YEXE

29953 29953ZJRXE7

Question 12: What is the most used 5 digit Location Area Code (LAC) by this device?
29953 Consensus Result:

 Expected Response Explanation:
Information regarding Location Area Codes used by this device is located here:
userdata (ExtX)/Root/data/com.google.android.gms/databases/herrevad
Table: local_reports

 Expected Response Illustration:

LAC used by device:
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TABLE 1
 Question 13 - Email

Question 13: What is the Google e-mail account associated with this device?

diazcarlos1185@gmail.com Manufacturer ' s Expected Response:

ResponseWebCode

diazcarlos1185@gmail.com26L4K9

diazcarlos1185@gmail.com2HT9U9

diazcarlos1185@gmail.com3DTGYG

diazcarlos1185@gmail.com4DUFQ6

diazcarlos1185@gmail.com4PYWYP

diazcarlos1185@gmail.com4WN9JF

diazcarlos1185@gmail.com4ZJ6ZT

diazcarlos1185@gmail.com64G4UJ

diazcarlos1185@gmail.com6MTQHC

diazcarlos1185@gmail.com6XUBJJ

diazcarlos1185@gmail.com7HDKDP

diazcarlos1185@gmail.com7Q8P8Q

diazcarlos1185@gmail.com7XHAQJ

diazcarlos1185@gmail.com84UA8D

diazcarlos1185@gmail.com8AWL3B

diazcarlos1185@gmail.com8Q7ENT

diazcarlos1185@gmail.com9RWZUN

diazcarlos1185@gmail.com9WB7YB

diazcarlos1185@gmail.comAL337X

diazcarlos1185@gmail.comAPKHAX

diazcarlos1185@gmail.comB83YXC

diazcarlos1185@gmail.comBEHJY4

diazcarlos1185@gmail.comBHZGTL

diazcarlos1185@gmail.comCAKFT3

diazcarlos1185@gmail.comCRPM96

diazcarlos1185@gmail.comDQMCP7

diazcarlos1185@gmail.comETRARM

diazcarlos1185@gmail.comF3CZRJ

diazcarlos1185@gmail.comFCDKRQ
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TABLE 1
 Question 13 - Email

ResponseWebCode

diazcarlos1185@gmail.comFFWFVJ

diazcarlos1185@gmail.comFJHEUY

diazcarlos1185@gmail.comGBC7GA

diazcarlos1185@gmail.comGDR6K2

diazcarlos1185@gmail.comGNPA6M

diazcarlos1185@gmail.comGYL92Y

diazcarlos1185@gmail.comHPXMMN

diazcarlos1185@gmail.comHXQXXJ

diazcarlos1185@gmail.comJ69MWJ

diazcarlos1185@gmail.comJYHDML

diazcarlos1185@gmail.comKAXHF3

diazcarlos1185@gmail.comKGEDVW

diazcarlos1185@gmail.comMN787Z

diazcarlos1185@gmail.comN34LXG

diazcarlos1185@gmail.comN6PKXX

diazcarlos1185@gmail.comN9RLXU

diazcarlos1185@gmail.comNAGYFD

diazcarlos1185@gmail.comPAWF9K

diazcarlos1185@gmail.comRUGWR6

diazcarlos1185@gmail.comUR36WT

diazcarlos1185@gmail.comVKGQ9D

diazcarlos1185@Gmail.comVXNLJ4

diazcarlos1185@gmail.comW94QCK

diazcarlos1185@gmail.comWAU23D

diazcarlos1185@gmail.comWDTCYD

diazcarlos1185@gmail.comWZ8ZM4

diazcarlos1185@gmail.comX78YBX

diazcarlos1185@gmail.comXV7BJ2

diazcarlos1185@gmail.comYMTMH8

diazcarlos1185@gmail.comYUUYE6

Copyright © 2019 CTS, Inc( 45 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 13 - Email

ResponseWebCode

diazcarlos1185@gmail.comZ6A48L

diazcarlos1185@gmail.comZ8YEXE

"Carlos Diaz" diazcarlos1185@gmail.comZJRXE7

Question 13: What is the Google e-mail account associated with this device?
diazcarlos1185@gmail.com Consensus Result:

 Expected Response Explanation:
The Google e-mail account associated with this device is "diazcarlos1185@gmail.com". The account information can 
be found within the accounts database which can be located at:
/Root/system/users/0/accounts.db

 Expected Response Illustration:

Email Account information:
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TABLE 1
 Question 14 - Email

Question 14: In a travel inquiry email sent to "travel@travelharmony.com" on 11/28/2018 at 10:28 
AM(UTC-5), what was the requested destination? Provide the name of the destination only, not the 
complete email.

Bermuda Manufacturer ' s Expected Response:

ResponseWebCode

Bermuda26L4K9

Bermuda2HT9U9

Bermuda3DTGYG

Bermuda4DUFQ6

Bermuda4PYWYP

Bermuda4WN9JF

Bermuda4ZJ6ZT

Bermuda64G4UJ

Bermuda6MTQHC

Bermuda6XUBJJ

Bermuda7HDKDP

Bermuda7Q8P8Q

Bermuda7XHAQJ

Bermuda84UA8D

Bermuda8AWL3B

Bermuda8Q7ENT

Bermuda9RWZUN

Bermuda9WB7YB

BermudasAL337X

BermudaAPKHAX

BermudaB83YXC

BermudaBEHJY4

BermudaBHZGTL

BermudaCAKFT3

BermudaCRPM96

BermudaDQMCP7

BermudaETRARM
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TABLE 1
 Question 14 - Email

ResponseWebCode

BermudaF3CZRJ

BermudaFCDKRQ

BermudaFFWFVJ

BermudaFJHEUY

BermudaGBC7GA

BermudaGDR6K2

BermudaGNPA6M

BermudaGYL92Y

BermudaHPXMMN

BermudaHXQXXJ

BermudaJ69MWJ

BermudaJYHDML

BermudaKAXHF3

BermudaKGEDVW

BermudaMN787Z

BermudaN34LXG

BermudaN6PKXX

BermudaN9RLXU

BermudaNAGYFD

BermudaPAWF9K

BermudaRUGWR6

BermudaUR36WT

BermudaVKGQ9D

BermudaVXNLJ4

BermudaW94QCK

BermudaWAU23D

BermudaWDTCYD

BermudaWZ8ZM4

BermudaX78YBX

BermudaXV7BJ2
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TABLE 1
 Question 14 - Email

ResponseWebCode

BermudaYMTMH8

BermudaYUUYE6

BermudaZ6A48L

BermudaZ8YEXE

BermudaZJRXE7

Question 14: In a travel inquiry email sent to "travel@travelharmony.com" on 11/28/2018 at 10:28 
AM(UTC-5), what was the requested destination? Provide the name of the destination only, not the 
complete email.

Bermuda Consensus Result:

 Expected Response Explanation:
Information regarding the text found within the e-mail sent to the specified email address is located here:
/Root/data/com.google.android.gm/databases/mailstore.diazcarlos1185@gmail.com.db

 Expected Response Illustration:

Email information:
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TABLE 1
 Question 15 - Email

Question 15: Provide the subject of the email associated with Message ID "1618479943107441624" and 
Conversation ID "1618479909836767520".

Meeting Location Manufacturer ' s Expected Response:

ResponseWebCode

Meeting Location26L4K9

Meeting Location2HT9U9

Meeting Location3DTGYG

Meeting Location4DUFQ6

Meeting Location4PYWYP

Meeting Location4WN9JF

Meeting Location4ZJ6ZT

Meeting Location64G4UJ

Meeting location6MTQHC

Meeting Location6XUBJJ

Meeting Location7HDKDP

Meeting Location7Q8P8Q

Meeting Location7XHAQJ

Meeting Location84UA8D

Meeting Location8AWL3B

Meeting Location8Q7ENT

Meeting Location9RWZUN

Meeting Location9WB7YB

Meeting LocationAL337X

Meeting LocationAPKHAX

Meeting LocationB83YXC

Meeting LocationBEHJY4

Meeting LocationBHZGTL

Meeting LocationCAKFT3

Meeting locationCRPM96

Meeting LocationDQMCP7

Meeting LocationETRARM

Meeting LocationF3CZRJ
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TABLE 1
 Question 15 - Email

ResponseWebCode

Meeting LocationFCDKRQ

Meeting LocationFFWFVJ

Meeting LocationFJHEUY

Meeting LocationGBC7GA

Meeting LocationGDR6K2

Meeting LocationGNPA6M

Meeting LocationGYL92Y

Meeting LocationHPXMMN

Meeting LocationHXQXXJ

Meeting LocationJ69MWJ

Meeting LocationJYHDML

Meeting LocationKAXHF3

Meeting LocationKGEDVW

Meeting LocationMN787Z

Meeting LocationN34LXG

Meeting LocationN6PKXX

Meeting LocationN9RLXU

Meeting LocationNAGYFD

Meeting LocationPAWF9K

Meeting LocationRUGWR6

Meeting LocationUR36WT

Meeting LocationVKGQ9D

Meeting LocationVXNLJ4

Meeting LocationW94QCK

Meeting LocationWAU23D

Meeting LocationWDTCYD

Meeting LocationWZ8ZM4

Meeting LocationX78YBX

Re: Meeting LocationXV7BJ2

Meeting LocationYMTMH8
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TABLE 1
 Question 15 - Email

ResponseWebCode

Meeting LocationYUUYE6

Meeting LocationZ6A48L

Meeting LocationZ8YEXE

Meeting LocationZJRXE7

Question 15: Provide the subject of the email associated with Message ID "1618479943107441624" and 
Conversation ID "1618479909836767520".

Meeting Location Consensus Result:

 Expected Response Explanation:
Information regarding sent and received emails can be found in the messages table within 
mailstore.diazcarlos1185@gmail.com. This file is located at:  
/Root/data/com.google.android.gm/databases/mailstore.diazcarlos1185@gmail.com.db

 Expected Response Illustration:

Email information:
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TABLE 1
 Question 16 - Email

Question 16: Provide the names of all the drugs listed in the email received on 1543511979025. Separate 
the answer using a comma (,)

Marijuana, Heroin, cocaine Manufacturer ' s Expected Response:

ResponseWebCode

Marijuana, Heroin, and cocaine26L4K9

Marijuana, Heroin, Cocaine2HT9U9

Marijuana, Heroin, Cocaine.3DTGYG

Marijuana, Heroin, cocaine4DUFQ6

Marijuana, heroin, cocaine4PYWYP

Marijuana, Heroin, Cocaine (There was a picture of a new product labeled "K2-Spice" contained in the 
email as well)

4WN9JF

Marijuana, Heroin, and cocaine4ZJ6ZT

Marijuana,Heroin,Cocaine64G4UJ

Marijuana, Heroin, cocaine6MTQHC

Marijuana, Heroin, cocaine6XUBJJ

Marijuana, Heroin, cocaine7HDKDP

Marijuana, Heroin, Cocaine7Q8P8Q

Marijuana,Heroin,cocaine7XHAQJ

Marijuana, Heroin, cocaine84UA8D

Marijuana, Heroin, and cocaine (not listed, but K2-spice was the name of a photo)8AWL3B

Marijuana, Heroin, cocaine8Q7ENT

Marijuana, Heroin, cocaine9RWZUN

Marijuana, Heroin, cocaine9WB7YB

marijuana, heroin, cocaineAL337X

Marijuana, Heroin, cocaine.APKHAX

Marijuana, Heroin, cocaineB83YXC

Marijuana,Heroin,CocaineBEHJY4

Marijuana, Heroin, Cocaine, K2-SpiceBHZGTL

Marijuana, Heroin, cocaineCAKFT3

Marijuana, Heroin, cocaineCRPM96

Marijuana, Heroin, CocaineDQMCP7

Marijuana, Heroin, CocaineETRARM

Marijuana, Heroin, cocaineF3CZRJ
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TABLE 1
 Question 16 - Email

ResponseWebCode

Marijuana, Heroin, cocaineFCDKRQ

Marijuana, Heroin, cocaineFFWFVJ

Marijuana, Heroin, cocaineFJHEUY

Marijuana, Heroin, and cocaineGBC7GA

Marijuana, Heroin, cocaine, K2-SpiceGDR6K2

Marijuana,Heroin,cocaineGNPA6M

Marijuana, Heroin, cocaineGYL92Y

Marijuana, Heroin, cocaineHPXMMN

Marijuana, Heroin, cocaineHXQXXJ

Marijuana, Heroin,and cocaineJ69MWJ

Marijuana, Heroin, and cocaineJYHDML

Marijuana, Heroin, Cocaine, K2KAXHF3

Marijuana, Heroin, cocaineKGEDVW

Marijuana, Heroin,cocaineMN787Z

Marijuana, Heroin, Cocaine.N34LXG

Marijuana, Heroin, and cocaineN6PKXX

Marijuana, Heroin, cocaineN9RLXU

Marijuana, Heroin, cocaineNAGYFD

Marijuana, Heroin, and cocainePAWF9K

Marijuana, Heroin, CocaineRUGWR6

Marijuana, Heroin, cocaineUR36WT

Marijuana, Heroin, CocaineVKGQ9D

Marijuana, Heroin, CocaineVXNLJ4

Marijuana,Heroin,cocaineW94QCK

Marijuana, Heroin, cocaineWAU23D

Marijuana, Heroin, CocaineWDTCYD

Marijuana, heroin, cocaineWZ8ZM4

K2-SpiceX78YBX

Marijuana, Heroin, and cocaineXV7BJ2

K2, SpiceYMTMH8
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TABLE 1
 Question 16 - Email

ResponseWebCode

Marijuana, Heroin, cocaineYUUYE6

Marijuana, Heroin, cocaineZ6A48L

Marijuana, Heroin, cocaineZ8YEXE

Marijuana, Heroin, cocaineZJRXE7

Question 16: Provide the names of all the drugs listed in the email received on 1543511979025. Separate 
the answer using a comma (,)

Marijuana, Heroin, cocaine including or excluding K2-spice Consensus Result:

 Expected Response Explanation:
Information regarding the text found within a received email is located here:
/Root/data/com.google.android.gm/databases/mailstore.diazcarlos1185@gmail.com.db

 Expected Response Illustration:

Email information:

 Other Responses: 
Five participants reported the expected three drugs as well as K2-spice which was the name of the photo attached to 
the e-mail. The inclusion of K2-spice in the response along with the other three drugs was also accepted.
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TABLE 1
 Question 17 - Email

Question 17: Provide the epoch timestamp of the last email sent to John Fuller at 
"Johnfuller82@yahoo.com". Do not round the value. Answer must include milliseconds.

1543513804000 Manufacturer ' s Expected Response:

ResponseWebCode

154351592800026L4K9

15435138040002HT9U9

15434958000003DTGYG

15435138040004DUFQ6

15435138040004PYWYP

Thurs, 29 November 2018 17:50:04.000 (UTC 0) Thurs, 29 November 2018 12:50:04.000 (UTC 
-5)

4WN9JF

15435138040004ZJ6ZT

15435138040064G4UJ

15435138000006MTQHC

15435138042596XUBJJ

15435138040007HDKDP

15435138040007Q8P8Q

15435138040007XHAQJ

154351380400084UA8D

11/29/2018 12:50:04.000 PM (UTC-5) 15435138040008AWL3B

15435138040008Q7ENT

15435138009RWZUN

15435138040009WB7YB

1543513804259AL337X

1543513804000APKHAX

1543513804259B83YXC

1543513804000BEHJY4

These are not services we provide as part of our analysis.BHZGTL

1543513804259CAKFT3

1543513804000CRPM96

1543513804000DQMCP7

1543513804000ETRARM

1543513804000F3CZRJ
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TABLE 1
 Question 17 - Email

ResponseWebCode

1543513804000FCDKRQ

1543513804259FFWFVJ

1543445879000FJHEUY

1543513804000GBC7GA

1543513804000GDR6K2

1543513804259GNPA6M

1543513804000GYL92Y

1543495804000HPXMMN

1543513804000HXQXXJ

12:50:04 PM(UTC-5)J69MWJ

1543495804000JYHDML

1543513804000KAXHF3

Thu, 29 November 2018 17:50:04.000 (UTC 0)KGEDVW

1543513804000MN787Z

1543495804000N34LXG

1543513804000N6PKXX

1543513804000N9RLXU

1543513804000NAGYFD

29-Nov-18 05:50:04 PM 1543488604PAWF9K

1543513804.000RUGWR6

1542909004000UR36WT

1543513804000VKGQ9D

1543513804000VXNLJ4

1543513804000W94QCK

1543513804000WAU23D

1543513804000WDTCYD

1543513804000WZ8ZM4

1543515928000X78YBX

1543513800000XV7BJ2

"1543513804000" or "1543513804259" = "29-Nov-18 17:50:04"YMTMH8
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TABLE 1
 Question 17 - Email

ResponseWebCode

1543513804000YUUYE6

1543513804000Z6A48L

1543513804000Z8YEXE

1543510204000ZJRXE7

Question 17: Provide the epoch timestamp of the last email sent to John Fuller at 
"Johnfuller82@yahoo.com". Do not round the value. Answer must include milliseconds.

1543513804000 and all formatting styles which represent the same date and time. Although the 
question requested the time to include milliseconds, participants that reported the consensus date 
and time excluding the milliseconds were also accepted. With milliseconds excluded, participants 
that reported the "received" timestamp of the last email to John Fuller (instead of "sent" timestamp) 
were accepted.

 Consensus Result:

 Expected Response Explanation:
Information regarding sent and received emails can be found in the messages table within 
mailstore.diazcarlos1185@gmail.com. This file is located at:
/Root/data/com.google.android.gm/databases/mailstore.diazcarlos1185@gmail.com.db-wal

 Expected Response Illustration:

Email information:

Copyright © 2019 CTS, Inc( 58 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 18 - Internet History

Question 18: What was the last term searched using the Mozilla Firefox search engine?

grams to ounce conversion Manufacturer ' s Expected Response:

ResponseWebCode

grams to ounce conversion26L4K9

grams to ounce conversion2HT9U9

grams to ounce conversion3DTGYG

grams to ounce conversion4DUFQ6

grams to ounce conversion4PYWYP

grams to ounce conversion4WN9JF

grams to ounce conversion4ZJ6ZT

Grams to ounce conversion64G4UJ

Grams to ounce conversion6MTQHC

grams to ounce conversion6XUBJJ

grams to ounce conversion7HDKDP

grams to ounce conversion7Q8P8Q

grams to ounce conversion7XHAQJ

grams to ounce conversion84UA8D

grams to ounce conversion8AWL3B

grams to ounce conversion8Q7ENT

grams to ounce conversion9RWZUN

grams to ounce conversion9WB7YB

grams to ounce conversionAL337X

grams to ounce conversionAPKHAX

grams to ounce conversionB83YXC

grams to ounce conversionBEHJY4

grams to ounce conversionBHZGTL

grams to ounce conversionCAKFT3

grams to ounce conversionCRPM96

grams to ounce conversionDQMCP7

grams to ounce conversionETRARM

grams to ounce conversionF3CZRJ

grams to ounce conversionFCDKRQ
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TABLE 1
 Question 18 - Internet History

ResponseWebCode

grams to ounce conversionFFWFVJ

free bookkeeping applicationFJHEUY

grams to ounce conversionGBC7GA

grams to ounce conversionGDR6K2

grams to ounce conversionGNPA6M

grams to ounce conversionGYL92Y

grams to ounce conversionHPXMMN

grams to ounce conversionHXQXXJ

grams to ounce conversionJ69MWJ

grams to ounce conversionJYHDML

Grams to ounce conversionKAXHF3

grams to ounce conversionKGEDVW

grams to ounce conversionMN787Z

grams to ounce conversionN34LXG

grams to ounce conversionN6PKXX

grams to ounce conversionN9RLXU

grams to ounce conversionNAGYFD

grams to ounce conversionPAWF9K

grams to ounce conversionRUGWR6

grams to ounce conversionUR36WT

grams to ounce conversionVKGQ9D

grams to ounce conversionVXNLJ4

grams to ounce conversionW94QCK

grams to ounce conversionWAU23D

grams to ounce conversionWDTCYD

grams to ounce conversionWZ8ZM4

free bookkeeping applicationX78YBX

grams to ounce conversionXV7BJ2

grams to ounce conversionYMTMH8

grams to ounce conversionYUUYE6
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TABLE 1
 Question 18 - Internet History

ResponseWebCode

grams to ounce conversionZ6A48L

grams to ounce conversionZ8YEXE

grams to ounce conversionZJRXE7

Question 18: What was the last term searched using the Mozilla Firefox search engine?
grams to ounce conversion Consensus Result:

 Expected Response Explanation:
Information regarding the last term searched using Mozilla is located here:
userdata (ExtX)/Root/data/org.mozilla.firefox/files/mozilla/k6cngp3n.default/browser.db
Table: history

 Expected Response Illustration:

Mozilla Firefox search information:
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TABLE 1
 Question 19 - Internet History

Question 19: How many PDF documents were downloaded using the Chrome search engine?

Two (2) Manufacturer ' s Expected Response:

ResponseWebCode

226L4K9

22HT9U9

Two (2)3DTGYG

24DUFQ6

24PYWYP

24WN9JF

24ZJ6ZT

264G4UJ

26MTQHC

66XUBJJ

27HDKDP

27Q8P8Q

27XHAQJ

284UA8D

28AWL3B

28Q7ENT

Two9RWZUN

29WB7YB

2AL337X

2APKHAX

2B83YXC

Two(2)BEHJY4

These are not services we provide as part of our analysis.BHZGTL

2CAKFT3

2CRPM96

2DQMCP7

2ETRARM

2F3CZRJ

TwoFCDKRQ
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TABLE 1
 Question 19 - Internet History

ResponseWebCode

2FFWFVJ

twoFJHEUY

2GBC7GA

2GDR6K2

2GNPA6M

2GYL92Y

2HPXMMN

2HXQXXJ

2J69MWJ

2JYHDML

2KAXHF3

2KGEDVW

6MN787Z

2N34LXG

6N6PKXX

2N9RLXU

2NAGYFD

2PAWF9K

2RUGWR6

2UR36WT

2VKGQ9D

2VXNLJ4

2W94QCK

2WAU23D

2WDTCYD

2WZ8ZM4

2X78YBX

2XV7BJ2

2YMTMH8

2YUUYE6
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TABLE 1
 Question 19 - Internet History

ResponseWebCode

2Z6A48L

2Z8YEXE

2ZJRXE7

Question 19: How many PDF documents were downloaded using the Chrome search engine?
Two (2) Consensus Result:

 Expected Response Explanation:
Information regarding documents downloaded using Chrome is located here:
userdata (ExtX)/Root/data/com.android.chrome/app_chrome/Default/History
Table: downloads_url_chains

 Expected Response Illustration:

Chrome downloads:
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TABLE 1
 Question 20 - Internet History

Question 20: How many pages were bookmarked on the Chrome search engine?

Two (2) Manufacturer ' s Expected Response:

ResponseWebCode

426L4K9

22HT9U9

Four (4)3DTGYG

24DUFQ6

24PYWYP

24WN9JF

24ZJ6ZT

264G4UJ

26MTQHC

26XUBJJ

27HDKDP

27Q8P8Q

27XHAQJ

484UA8D

28AWL3B

28Q7ENT

Four9RWZUN

29WB7YB

2AL337X

2APKHAX

2B83YXC

Two(2)BEHJY4

2BHZGTL

2CAKFT3

2CRPM96

2DQMCP7

2ETRARM

2F3CZRJ

TwoFCDKRQ

Copyright © 2019 CTS, Inc( 65 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 20 - Internet History

ResponseWebCode

2FFWFVJ

twoFJHEUY

2GBC7GA

2GDR6K2

2GNPA6M

2GYL92Y

2HPXMMN

2HXQXXJ

2J69MWJ

2JYHDML

2KAXHF3

2KGEDVW

4MN787Z

2N34LXG

4N6PKXX

2N9RLXU

4NAGYFD

2PAWF9K

2RUGWR6

2UR36WT

2VKGQ9D

2VXNLJ4

2W94QCK

2WAU23D

2WDTCYD

2WZ8ZM4

4X78YBX

2XV7BJ2

2YMTMH8

2YUUYE6
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TABLE 1
 Question 20 - Internet History

ResponseWebCode

2Z6A48L

2Z8YEXE

2ZJRXE7

Question 20: How many pages were bookmarked on the Chrome search engine?
Two (2) Consensus Result:

 Expected Response Explanation:
Information regarding pages bookmarked on Chrome is located here:
(ExtX)/Root/data/com.android.chrome/app_chrome/Default/History
Table: segments

 Expected Response Illustration:

Chrome bookmarks:

 Other Responses: 
Eight participants reported a total of four (4) pages. This result may have been obtained by combining the total (2) 
under the chrome bookmarks and the total (2) within the "Synced data" folder.

Copyright © 2019 CTS, Inc( 67 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 21 - Media

Question 21: Provide the names of two pictures which were deleted. Separate answer with a comma(,)

K2-Spice.jpg, Tattoo-design-7.jpg Manufacturer ' s Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

000000000_999999.jpg, 12_task_thumbnail.png26L4K9

K2-Spice.jpg, Tatoo-design-7.jpg2HT9U9

K2-Spice.jpg, Tattoo-design-7.jpg3DTGYG

K2-Spice.jpg, Tattoo-design-7.jpg4DUFQ6

000000000_999999.jpg , K2-Spice.jpg4PYWYP

K2-Spice.jpg, Tattoo-design-7.jpg4WN9JF

K2-Spice.jpg, Tattoo-design-7.jpg4ZJ6ZT

K2-Spice.jpg, Tatto-design-7.jpg64G4UJ

Tattoo-design-7.jpg, K2-spice.jpg6MTQHC

K2-Spice.jpg, Tattoo-design-7.jpg6XUBJJ

K2-Spice.jpg, Tattoo-design-7.jpg7HDKDP

Tattoo-design-7.jpg, K2-Spice.jpg7Q8P8Q

K2-Spice.jpg,Screenshot_20181127-124936.jpg7XHAQJ

K2-Spice.jpg, Tattoo-deswign-7.jpg84UA8D

K2-Spice.jpg, Tattoo-design-7.jpg8AWL3B

43_activity_icon_1543332711860.png, 43_activity_icon_1543332667680.png8Q7ENT

K2-Spice.jpg, Tattoo-design-7.jpg9RWZUN

K2-Spice.jpg, Tattoo-design-7.jpg9WB7YB

K2-Spice.jpg, Tattoo-design-7.jpgAL337X

K2-Spice.jpg, Tattoo-design-7.jpgAPKHAX

K2-Spice.jpg, Tattoo-design-7.jpgB83YXC

001497.JPEG,001501.JPEGBEHJY4

K2-Spice.jpg, Tattoo-design-7.jpgBHZGTL

K2-Spice.jpg, Tattoo-design-7.jpgCAKFT3

K2-Spice.jpg, Tattoo-design-7.jpgCRPM96

12_task_thumbnail.png, Tattoo-design-7.jpgDQMCP7

K2-spice.jpg, Tattoo-design-7.jpgETRARM

K2_Spice.jpg, Tattoo-design-7.jpgF3CZRJ

Tattoo-design-7.jpg, K2-Spice.jpgFCDKRQ
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TABLE 1
 Question 21 - Media

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

K2-Spice.jpg, Tattoo-design7.jpgFFWFVJ

K2-Spice.jpg, Tatto-design-7.jpgFJHEUY

K2-Spice.jpg, Tattoo-design-7.jpgGBC7GA

Tattoo-design-7.jpg, K2-Spice.jpgGDR6K2

inode_1332EC800,inode_131F70500GNPA6M

K2-Spice.jpg, Tattoo-design-7.jpgGYL92Y

43_activity_icon_1543332667680.png, 43_activity_icon_1543332711860.pngHPXMMN

K2-Spice.jpg, Screenshot_20181127-124936.pngHXQXXJ

Tattoo-design-7.jpg, K2-Spice.jpgJ69MWJ

77581c1ef7e45d9a_0_embedded_1.png, 000000000_999999.jpgJYHDML

K2-Spice.jpg, tattoo-design-7.jpgKAXHF3

K2-Spice.jpg, Tattoo-design-7.jpgKGEDVW

43_activity_icon_1543332711860.png, 43_activity_icon_1543332667680.pngMN787Z

K2-Spice.jpg, Screenshot_20181127-124936.pngN34LXG

43_activity_icon_1543332711860.png, 43_activity_icon_1543332667680.pngN6PKXX

Tattoo-design-7.jpg, K2-Spice.jpgN9RLXU

K2-Spice.jpg, Tattoo-design-7.jpgNAGYFD

K2-Spice.jpg ,Tattoo-design-7.jpgPAWF9K

000000000_999999.jpg, K2-Spice.jpgRUGWR6

K2-Spice.jpg, Screenshot 20181127-124936.pngUR36WT

K2-Spice.jpg, Tattoo-design-7.jpgVKGQ9D

K2-Spice, Tattoo-design-7VXNLJ4

Screenshot_20181127-124936.png,K2-Spice.jpgW94QCK

K2-Spice.jpg, Tattoo-design-7.jpgWAU23D

Screenshot_20181127-124936.png, Tatoo-design-7.jpgWDTCYD

000000000_999999.jpg, 12_task_thumbnail.pngWZ8ZM4

Screenshot_20181127-124936.png, Tattoo-design-7.jpgX78YBX

43_activity_icon_1543332711860.png, 43_activity_icon_1543332711888.pngXV7BJ2

icon.png, K2-Spice.jpgYMTMH8

000000000_999999.jpg, 12_task_thumbnail.pngYUUYE6
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TABLE 1
 Question 21 - Media

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

K2-Spice.jpg, Tattoo-design-7.jpgZ6A48L

K2-Spice.jpg, Tattoo-design-7.jpgZ8YEXE

K2-Spice.jpg, Tattoo-design-7.jpgZJRXE7

Question 21: Provide the names of two pictures which were deleted. Separate answer with a comma(,)
A consensus response was not achieved. The objective of this question was to identify which 
photos had been deleted from the downloaded files folder. Since the question did not specify that 
the deleted photos had to be ones that were downloaded to the phone, participants' results varied.

 Consensus Result:

 Expected Response Explanation:
The intention of this question was to have participants report only the deleted images that had been downloaded to the 
device, however due to the ambiguity of the question, participants could report two deleted images from a total of 20.
Information regarding the deleted images from downloaded files is located at:
(ExtX)/Root/media/0/Download

 Expected Response Illustration:

Downloaded images that were deleted:
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TABLE 1
 Question 22 - Media

Question 22: How many pictures were taken using this camera? Do not include screenshots and 
downloads.

Two (2) Manufacturer ' s Expected Response:

ResponseWebCode

226L4K9

22HT9U9

Two (2)3DTGYG

24DUFQ6

24PYWYP

24WN9JF

24ZJ6ZT

264G4UJ

26MTQHC

26XUBJJ

27HDKDP

27Q8P8Q

27XHAQJ

284UA8D

28AWL3B

28Q7ENT

Two9RWZUN

29WB7YB

2AL337X

4APKHAX

2B83YXC

Two(2)BEHJY4

2BHZGTL

2CAKFT3

2CRPM96

2DQMCP7

2ETRARM

3F3CZRJ
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TABLE 1
 Question 22 - Media

ResponseWebCode

Two Note: There are embedded versions of both images.FCDKRQ

2FFWFVJ

twoFJHEUY

2GBC7GA

2GDR6K2

2GNPA6M

2GYL92Y

2HPXMMN

2HXQXXJ

2J69MWJ

2JYHDML

2KAXHF3

2KGEDVW

2MN787Z

2N34LXG

2N6PKXX

2N9RLXU

2NAGYFD

2PAWF9K

2RUGWR6

2UR36WT

2VKGQ9D

2VXNLJ4

2W94QCK

2WAU23D

2WDTCYD

2WZ8ZM4

2X78YBX

2XV7BJ2

2YMTMH8
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TABLE 1
 Question 22 - Media

ResponseWebCode

2YUUYE6

2Z6A48L

2Z8YEXE

2ZJRXE7

Question 22: How many pictures were taken using this camera? Do not include screenshots and 
downloads.

Two (2) Consensus Result:

 Expected Response Explanation:
Information regarding pictures taken by this camera is located here:
userdata (ExtX)/Root/media/0/DCIM/Camera

 Expected Response Illustration:

Camera information:
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TABLE 1
 Question 23 - Native Application

Question 23: What is the phone number of contact named "John Fuller"? Answer using the following 
format: 000-000-0000

703-544-6952 Manufacturer ' s Expected Response:

ResponseWebCode

703-544-695226L4K9

703-544-69522HT9U9

703-544-69523DTGYG

703-544-69524DUFQ6

703-544-69524PYWYP

703-544-69524WN9JF

703-544-69524ZJ6ZT

703-544-695264G4UJ

703-544-69526MTQHC

703-544-69526XUBJJ

703-544-69527HDKDP

703-544-69527Q8P8Q

703-544-69527XHAQJ

703-544-695284UA8D

703-544-69528AWL3B

703-544-69528Q7ENT

703-544-69529RWZUN

703-544-69529WB7YB

703-544-6952AL337X

703-544-6952APKHAX

703-544-6952B83YXC

703-544-6952BEHJY4

703-544-6952BHZGTL

703-544-6952CAKFT3

703-544-6952CRPM96

703-544-6952DQMCP7

703-544-6952ETRARM

703-544-6952F3CZRJ
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TABLE 1
 Question 23 - Native Application

ResponseWebCode

703-544-6952FCDKRQ

703-544-6952FFWFVJ

703-544-6952FJHEUY

703-544-6952GBC7GA

703-544-6952GDR6K2

703-544-6952GNPA6M

703-544-6952GYL92Y

703-544-6952HPXMMN

703-544-6952HXQXXJ

703-544-6952J69MWJ

703-544-6952JYHDML

703-554-6952KAXHF3

703-544-6952KGEDVW

(703) 544-6952MN787Z

703-544-6952N34LXG

703-544-6952N6PKXX

703-544-6952N9RLXU

703-544-6952NAGYFD

703-544-6952PAWF9K

703-544-6952RUGWR6

703-544-6952UR36WT

703-544-6952VKGQ9D

703-544-6952VXNLJ4

703-544-6952W94QCK

703-544-6952WAU23D

703-544-6952WDTCYD

703-544-6952WZ8ZM4

703-544-6952X78YBX

703-544-6952XV7BJ2

703-544-6952YMTMH8
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TABLE 1
 Question 23 - Native Application

ResponseWebCode

703-544-6952YUUYE6

703-544-6952Z6A48L

703-544-6952Z8YEXE

703-544-6952ZJRXE7

Question 23: What is the phone number of contact named "John Fuller"? Answer using the following 
format: 000-000-0000

703-544-6952 Consensus Result:

 Expected Response Explanation:
Information regarding contacts saved on this device can be found within the contacts2.db database file. This file is 
located at: /Root/data/com.android.providers.contacts/databases/contacts2.db-wal

 Expected Response Illustration:

Contact information:
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TABLE 1
 Question 24 - Native Application

Question 24: Provide the epoch timestamp value of the last phone call placed to 703-544-6952.

1543424651904 Manufacturer ' s Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

154343496900026L4K9

15434349690002HT9U9

15434066403DTGYG

15434246519044DUFQ6

15434246519044PYWYP

Wed, 28 November 2018 17:04:11.904 (UTC 0) Wed, 28 November 2018 12:04:11.904 (UTC -5)4WN9JF

15434246510004ZJ6ZT

154342465190464G4UJ

01675B48B5466MTQHC

15434246519046XUBJJ

15434246510007HDKDP

15434246519047Q8P8Q

15434246519047XHAQJ

154343496900084UA8D

11/28/2018 12:04:11 (UTC-5) 15434246519048AWL3B

28.11.2018 17.04.11 (UTC+0)8Q7ENT

15434246409RWZUN

15434349690009WB7YB

1543428251AL337X

1543424651000APKHAX

1543424651904B83YXC

1543434969000BEHJY4

These are not services we provide as part of our analysis.BHZGTL

1543424651904CAKFT3

1543424750918CRPM96

1543434969000DQMCP7

1543434969000ETRARM

1543424651904F3CZRJ

1543424651904FCDKRQ
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TABLE 1
 Question 24 - Native Application

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

1543424640FFWFVJ

1543424651904FJHEUY

1543424651904GBC7GA

1543424651904GDR6K2

1543424750918GNPA6M

1543424651904GYL92Y

1543406750HPXMMN

1543434969000HXQXXJ

12:04:11 PM(UTC-5)J69MWJ

1543406651000JYHDML

1543424651000KAXHF3

1543424651904KGEDVW

1543424651MN787Z

1543424750000N34LXG

1543424651N6PKXX

1543424651N9RLXU

1543424651904NAGYFD

28-Nov-18 12:04:11 PM(UTC-5) 1542560651PAWF9K

1543424651.904RUGWR6

1543424651000UR36WT

1543424651904VKGQ9D

1543424651000VXNLJ4

1543424651904W94QCK

1543424651904WAU23D

1543434969000WDTCYD

1543424640000WZ8ZM4

1543424651904X78YBX

1543424640XV7BJ2

"28-Nov-18 19:56:09" or "1543434969000"YMTMH8

1543424651904YUUYE6
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TABLE 1
 Question 24 - Native Application

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

1543424651Z6A48L

1543434969Z8YEXE

1543424651000ZJRXE7

Question 24: Provide the epoch timestamp value of the last phone call placed to 703-544-6952.
No consensus was achieved. The objective of this question was to have participants identify the 
last call placed to a specified phone number, distinguishing outgoing calls from text messages or 
incoming calls.

 Consensus Result:

 Expected Response Explanation:
The expected response was 1543424651904.
Information regarding phone calls placed is located here:
userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.db
Table: calls

 Expected Response Illustration:

Outgoing calls information:

 Other Responses: 
The variety of responses reported by participants may have been due to the way the Calls table within the Contacts2 
database was interpreted.
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TABLE 1
 Question 25 - Native Application

Question 25: To what phone number was the LAST call placed (outgoing) using this device? Provide the 
phone number in the following format: 000-000-0000

407-671-0983 Manufacturer ' s Expected Response:

ResponseWebCode

703-544-695226L4K9

703-544-69522HT9U9

407-671-09833DTGYG

407-671-09834DUFQ6

407-671-09834PYWYP

407-671-09834WN9JF

407-671-09834ZJ6ZT

407-671-098364G4UJ

407-671-09836MTQHC

407-671-09836XUBJJ

407-671-09837HDKDP

407-671-09837Q8P8Q

407-671-09837XHAQJ

407-671-098384UA8D

407-671-09838AWL3B

407-671-09838Q7ENT

407-671-09839RWZUN

407-671-09839WB7YB

407-671-0983AL337X

703-544-6952APKHAX

407-671-0983B83YXC

703-544-6952BEHJY4

407-671-0983BHZGTL

407-671-0983CAKFT3

407-671-0983CRPM96

703-544-6952DQMCP7

703-544-6952ETRARM

407-671-0983F3CZRJ
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TABLE 1
 Question 25 - Native Application

ResponseWebCode

407-671-0983FCDKRQ

407-671-0983FFWFVJ

407-671-0983FJHEUY

407-671-0983GBC7GA

407-671-0983GDR6K2

407-671-0983GNPA6M

407-671-0983GYL92Y

407-671-0983HPXMMN

407-671-0983HXQXXJ

407-671-0983J69MWJ

407-671-0983JYHDML

407-671-0983KAXHF3

407-671-0983KGEDVW

407-671-0983MN787Z

407-671-0983N34LXG

407-671-0983N6PKXX

407-671-0983N9RLXU

407-671-0983NAGYFD

407-671-0983PAWF9K

407-671-0983RUGWR6

407-671-0983UR36WT

407-671-0983VKGQ9D

407-671-0983VXNLJ4

407-671-0983W94QCK

703-544-6952WAU23D

703-544-6952WDTCYD

407-671-0983WZ8ZM4

407-671-0983X78YBX

407-671-0983XV7BJ2

703-544-6952YMTMH8
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TABLE 1
 Question 25 - Native Application

ResponseWebCode

407-671-0983YUUYE6

407-671-0983Z6A48L

703-544-6952Z8YEXE

703-544-6952ZJRXE7

Question 25: To what phone number was the LAST call placed (outgoing) using this device? Provide the 
phone number in the following format: 000-000-0000

407-671-0983 Consensus Result:

 Expected Response Explanation:
Information regarding the last outgoing call placed using this device is located here:
userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.db-wal

 Expected Response Illustration:

Outgoing call information:

 Other Responses: 
Eleven participants reported the phone number 703-544-6952; this number appears last in the contacts2 database 
however is not designated as a phone call but rather a message.
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TABLE 1
 Question 26 - Native Application

Question 26: How many outgoing calls were placed from this device? Do not include deleted calls.

Five (5) Manufacturer ' s Expected Response:

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

626L4K9

82HT9U9

Five (5)3DTGYG

54DUFQ6

54PYWYP

54WN9JF

44ZJ6ZT

564G4UJ

46MTQHC

56XUBJJ

47HDKDP

57Q8P8Q

57XHAQJ

584UA8D

58AWL3B

48Q7ENT

Five9RWZUN

59WB7YB

5AL337X

3APKHAX

5B83YXC

Six(6)BEHJY4

4BHZGTL

5CAKFT3

5CRPM96

7DQMCP7

4ETRARM

5F3CZRJ

FiveFCDKRQ
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TABLE 1
 Question 26 - Native Application

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

5FFWFVJ

fourFJHEUY

5GBC7GA

5GDR6K2

5GNPA6M

5GYL92Y

4HPXMMN

5HXQXXJ

5J69MWJ

5JYHDML

5KAXHF3

4KGEDVW

5MN787Z

4N34LXG

5N6PKXX

5N9RLXU

5NAGYFD

5PAWF9K

5RUGWR6

5UR36WT

5VKGQ9D

5VXNLJ4

5W94QCK

5WAU23D

7WDTCYD

5WZ8ZM4

5X78YBX

5XV7BJ2

7YMTMH8

5YUUYE6
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TABLE 1
 Question 26 - Native Application

Response ** Inconsistencies not highlighted; No consensus achieved **WebCode

5Z6A48L

6Z8YEXE

Five (5)ZJRXE7

Question 26: How many outgoing calls were placed from this device? Do not include deleted calls.
A consensus response was not achieved. The objective of this question was to have participants 
identify how many calls were placed from this phone, distinguishing outgoing calls from text 
messages or incoming calls.

 Consensus Result:

 Expected Response Explanation:
The expected response was Five (5).
Information regarding outgoing calls is located here:
userdata (ExtX)/Root/data/com.android.providers.contacts/databases/contacts2.db
Table: calls

 Expected Response Illustration:

Outgoing call information:

 Other Responses: 
Eighteen participants reported differing values from the expected response which may have been due to the way the 
Calls table within the Contacts2 database was interpreted.
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TABLE 1
 Question 27 - Native Application

Question 27: Provide the last term searched using Google Play Store.

telegram Manufacturer ' s Expected Response:

ResponseWebCode

telegram26L4K9

telegram2HT9U9

telegram3DTGYG

telegram4DUFQ6

telegram4PYWYP

telegram4WN9JF

telegram4ZJ6ZT

Telegram64G4UJ

telegram6MTQHC

telegram6XUBJJ

telegram7HDKDP

telegram7Q8P8Q

telegram7XHAQJ

telegram84UA8D

telegram8AWL3B

Telegram8Q7ENT

telegram9RWZUN

Telegram9WB7YB

telegramAL337X

telegramAPKHAX

telegramB83YXC

TelegramBEHJY4

telegramBHZGTL

telegramCAKFT3

telegramCRPM96

telegramDQMCP7

telegramETRARM

telegramF3CZRJ

telegramFCDKRQ
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TABLE 1
 Question 27 - Native Application

ResponseWebCode

telegramFFWFVJ

telegramFJHEUY

telegramGBC7GA

telegramGDR6K2

telegramGNPA6M

telegramGYL92Y

telegramHPXMMN

telegramHXQXXJ

telegramJ69MWJ

telegramJYHDML

TelegramKAXHF3

telegramKGEDVW

TelegramMN787Z

TelegramN34LXG

TelegramN6PKXX

telegramN9RLXU

telegramNAGYFD

telegramPAWF9K

telegramRUGWR6

telegramUR36WT

TelegramVKGQ9D

TelegramVXNLJ4

telegramW94QCK

telegramWAU23D

telegramWDTCYD

telegramWZ8ZM4

telegramX78YBX

telegramXV7BJ2

telegramYMTMH8

TelegramYUUYE6
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Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 27 - Native Application

ResponseWebCode

telegramZ6A48L

telegramZ8YEXE

TelegramZJRXE7

Question 27: Provide the last term searched using Google Play Store.
telegram Consensus Result:

 Expected Response Explanation:
Information regarding the last term searched using Google Play Store is located here:
userdata (ExtX)/Root/data/com.android.vending/databases/suggestions.db
Table: suggestions

 Expected Response Illustration:

Google Play Store search terms:
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TABLE 1
 Question 28 - Native Application

Question 28: A calendar event was scheduled with a start date and time of 1544486400000. Provide the 
subject of the meeting.

Shipment Pickup Manufacturer ' s Expected Response:

ResponseWebCode

Shipment Pickup26L4K9

Shipment Pickup2HT9U9

Shipment Pickup3DTGYG

Shipment Pickup4DUFQ6

Shipment Pickup4PYWYP

Shipment Pickup4WN9JF

Shipment Pickup4ZJ6ZT

Shipment Pickup64G4UJ

Shipment Pickup6MTQHC

Shipment Pickup6XUBJJ

Shipment Pickup7HDKDP

Shipment Pickup7Q8P8Q

Shipment Pickup7XHAQJ

Shipment Pickup84UA8D

Shipment Pickup8AWL3B

Shipment Pickup8Q7ENT

Shipment Pickup9RWZUN

Shipment Pickup9WB7YB

Shipment PickupAL337X

Shipment PickupAPKHAX

Shipment PickupB83YXC

Shipment PickupBEHJY4

These are not services we provide as part of our analysis.BHZGTL

Shipment PickupCAKFT3

Shipment PickupCRPM96

Shipment PickupDQMCP7

Shipment PickupETRARM

Shipment PickupF3CZRJ
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TABLE 1
 Question 28 - Native Application

ResponseWebCode

Shipment PickupFCDKRQ

Shipment PickupFFWFVJ

Shipment PickupFJHEUY

Shipment PickupGBC7GA

Shipment PickupGDR6K2

Shipment PickupGNPA6M

Shipment PickupGYL92Y

Shipment PickupHPXMMN

Shipment PickupHXQXXJ

Meeting with TonyJ69MWJ

Shipment PickupJYHDML

Shipment PickupKAXHF3

Shipment PickupKGEDVW

Outside Leesburg ChurchMN787Z

Shipment PickupN34LXG

Shipment PickupN6PKXX

Shipment PickupN9RLXU

Shipment PickupNAGYFD

Title: Shipment PickupPAWF9K

Shipment PickupRUGWR6

Shipment PickupUR36WT

Shipment PickupVKGQ9D

Shipment PickupVXNLJ4

Shipment PickupW94QCK

Shipment PickupWAU23D

Shipment PickupWDTCYD

Shipment PickupWZ8ZM4

Shipment PickupX78YBX

Shipment PickupXV7BJ2

Shipment PickupYMTMH8
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TABLE 1
 Question 28 - Native Application

ResponseWebCode

Shipment PickupYUUYE6

Shipment PickupZ6A48L

Shipment PickupZ8YEXE

Shipment PickupZJRXE7

Question 28: A calendar event was scheduled with a start date and time of 1544486400000. Provide the 
subject of the meeting.

Shipment Pickup Consensus Result:

 Expected Response Explanation:
Information regarding calendar events is located here:
userdata (ExtX)/Root/data/com.android.providers.calendar/databases/calendar.db
Table: Events

 Expected Response Illustration:

Calendar Event information:

Copyright © 2019 CTS, Inc( 91 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 29 - Third Party Application

Question 29: What is John Fuller's user ID (Party identifier) for the Telegram application?

706302018 Manufacturer ' s Expected Response:

ResponseWebCode

70630201826L4K9

7063020182HT9U9

7063020183DTGYG

7063020184DUFQ6

7063020184PYWYP

7063020184WN9JF

7063020184ZJ6ZT

70630201864G4UJ

7063020186MTQHC

7063020186XUBJJ

7063020187HDKDP

7063020187Q8P8Q

7063020187XHAQJ

70630201884UA8D

7063020188AWL3B

157192675598Q7ENT

7063020189RWZUN

7063020189WB7YB

706302018AL337X

15719267559APKHAX

706302018B83YXC

706302018BEHJY4

706302018BHZGTL

15719267559CAKFT3

706302018CRPM96

706302018DQMCP7

706302018ETRARM

787961724F3CZRJ

706302018FCDKRQ
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TABLE 1
 Question 29 - Third Party Application

ResponseWebCode

15719267559FFWFVJ

John Fuller Telegram (15719267559)FJHEUY

706302018GBC7GA

706302018GDR6K2

706302018GNPA6M

706302018GYL92Y

706302018HPXMMN

706302018HXQXXJ

15719267559J69MWJ

706302018JYHDML

706302018KAXHF3

706302018KGEDVW

706302018MN787Z

706302018N34LXG

706302018N6PKXX

706302018N9RLXU

706302018NAGYFD

UID: 706302018 Phone number: 17035446952PAWF9K

706302018RUGWR6

706302018UR36WT

706302018VKGQ9D

706302018VXNLJ4

706302018W94QCK

17035446952WAU23D

706302018WDTCYD

15719267559WZ8ZM4

706302018X78YBX

15719267559XV7BJ2

706302018YMTMH8

706302018YUUYE6
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TABLE 1
 Question 29 - Third Party Application

ResponseWebCode

706302018Z6A48L

706302018Z8YEXE

706302018ZJRXE7

Question 29: What is John Fuller's user ID (Party identifier) for the Telegram application?
706302018 Consensus Result:

 Expected Response Explanation:
Information regarding the user ID for the Telegram application is located here:
/Root/data/org.telegram.messenger/files/cache4.db-wal
Table: users

 Expected Response Illustration:

Telegram application user ID:

 Other Responses: 
Another eight participants reported the number belonging to this device.
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TABLE 1
 Question 30 - Third Party Application

Question 30: Based on the conversation on the Telegram application, provide the name of the new 
supplier. (First Last)

Joe Monzo Manufacturer ' s Expected Response:

ResponseWebCode

Joe Monzo26L4K9

Joe Monzo2HT9U9

Joe Monzo3DTGYG

Joe Monzo4DUFQ6

Joe Monzo4PYWYP

Joe Monzo4WN9JF

Joe Monzo4ZJ6ZT

Joe Monzo64G4UJ

Joe Monzo6MTQHC

Joe Monzo6XUBJJ

Joe Monzo7HDKDP

Joe Monzo7Q8P8Q

Joe Monzo7XHAQJ

Joe Monzo84UA8D

Joe Monzo8AWL3B

Joe Monzo8Q7ENT

Joe Monzo9RWZUN

Joe Monzo9WB7YB

Joe MonzoAL337X

Joe MonzoAPKHAX

Joe MonzoB83YXC

Joe MonzoBEHJY4

Joe MonzoBHZGTL

Joe MonzoCAKFT3

Joe MonzoCRPM96

Joe MonzoDQMCP7

Joe MonzoETRARM

Joe MonzoF3CZRJ
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TABLE 1
 Question 30 - Third Party Application

ResponseWebCode

Joe MonzoFCDKRQ

Joe MonzoFFWFVJ

Joe MonzoFJHEUY

Joe MonzoGBC7GA

Joe MonzoGDR6K2

Joe MonzoGNPA6M

Joe MonzoGYL92Y

Joe MonzoHPXMMN

Joe MonzoHXQXXJ

Joe MonzoJ69MWJ

Joe MonzoJYHDML

Joe MonzoKAXHF3

Joe MonzoKGEDVW

Joe MonzoMN787Z

Joe MonzoN34LXG

Joe MonzoN6PKXX

Joe MonzoN9RLXU

Joe MonzoNAGYFD

Joe MonzoPAWF9K

Joe MonzoRUGWR6

Joe MonzoUR36WT

Joe MonzoVKGQ9D

Joe MonzoVXNLJ4

JoeW94QCK

Joe MonzoWAU23D

Joe MonzoWDTCYD

Joe MonzoWZ8ZM4

Joe MonzoX78YBX

Joe MonzoXV7BJ2

Carlos DiazYMTMH8
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TABLE 1
 Question 30 - Third Party Application

ResponseWebCode

Joe MonzoYUUYE6

Joe MonzoZ6A48L

Joe MonzoZ8YEXE

Joe MonzoZJRXE7

Question 30: Based on the conversation on the Telegram application, provide the name of the new 
supplier. (First Last)

Joe Monzo Consensus Result:

 Expected Response Explanation:
Information regarding conversations using the Telegram application is located here:
/Root/data/org.telegram.messenger/files/cache4.db-wal

 Expected Response Illustration:

Telegram application communication:
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TABLE 1
 Question 31 - Third Party Application

Question 31: What is the version of the Telegram Application that is installed on this device?

4.9.1 Manufacturer ' s Expected Response:

ResponseWebCode

4.9.126L4K9

4.9.12HT9U9

4.9.13DTGYG

4.9.14DUFQ6

4.9.14PYWYP

4.9.14WN9JF

4.9.14ZJ6ZT

4.9.164G4UJ

4.9.16MTQHC

4.9.16XUBJJ

4.9.17HDKDP

4.9.17Q8P8Q

4.9.17XHAQJ

4.9.184UA8D

4.9.18AWL3B

4.9.18Q7ENT

4.9.19RWZUN

4.9.19WB7YB

4.9.1AL337X

4.9.1APKHAX

4.9.1B83YXC

4.9.1 (13613)BEHJY4

4.9.1BHZGTL

4.9.1CAKFT3

4.9.1CRPM96

4.9.1DQMCP7

4.9.1ETRARM

4.9.1F3CZRJ

4.9.1FCDKRQ
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TABLE 1
 Question 31 - Third Party Application

ResponseWebCode

4.9.1FFWFVJ

4.9.1FJHEUY

4.9.1GBC7GA

4.9.1GDR6K2

13613GNPA6M

4.9.1GYL92Y

4.9.1HPXMMN

4.9.1HXQXXJ

4.9.1J69MWJ

4.9.1JYHDML

4.9.1KAXHF3

4.9.1KGEDVW

4.9.1MN787Z

4.9.1N34LXG

4.9.1N6PKXX

4.9.1N9RLXU

4.9.1NAGYFD

4PAWF9K

4.9.1RUGWR6

4.9.1UR36WT

4.9.1VKGQ9D

4.9.1VXNLJ4

4.9.1W94QCK

4.9.1WAU23D

4.9.1WDTCYD

4.9.1WZ8ZM4

4.9.1X78YBX

4.9.1XV7BJ2

13613YMTMH8

4.9.1YUUYE6
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TABLE 1
 Question 31 - Third Party Application

ResponseWebCode

4.9.1Z6A48L

4.9.1Z8YEXE

9.26.1.ZJRXE7

Question 31: What is the version of the Telegram Application that is installed on this device?
4.9.1 Consensus Result:

 Expected Response Explanation:
Information regarding installed applications can be found within the Android Manifest. The database can be found at:
/Root/app/org.telegram.messenger-1/base.apk/AndroidManifest.xml

 Expected Response Illustration:

Telegram application version:
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TABLE 1
 Question 32 - Third Party Application

Question 32: What is the package_name for the Whisper Application?

sh.whisper Manufacturer ' s Expected Response:

ResponseWebCode

sh.whisper26L4K9

sh.whisper2HT9U9

sh.whisper3DTGYG

sh.whisper4DUFQ6

sh.whisper4PYWYP

sh.whisper4WN9JF

sh.whisper4ZJ6ZT

Sh.whisper64G4UJ

sh.whisper6MTQHC

sh.whisper6XUBJJ

sh.whisper7HDKDP

sh.whisper7Q8P8Q

sh.whisper7XHAQJ

sh.whisper84UA8D

sh.whisper8AWL3B

sh.whisper8Q7ENT

sh.whisper9RWZUN

sh.whisper9WB7YB

sh.whisperAL337X

sh.whisperAPKHAX

sh.whisperB83YXC

sh.whisperBEHJY4

sh.whisperBHZGTL

sh.whisperCAKFT3

sh.whisperCRPM96

sh.whisperDQMCP7

sh.whisperETRARM

sh.whisperF3CZRJ

sh.whisperFCDKRQ
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TABLE 1
 Question 32 - Third Party Application

ResponseWebCode

sh.whisperFFWFVJ

Sh.whisperFJHEUY

sh.whisperGBC7GA

sh.whisperGDR6K2

sh.whisperGNPA6M

sh.whisperGYL92Y

sh.whisperHPXMMN

sh.whisperHXQXXJ

sh.whisperJ69MWJ

sh.whisperJYHDML

sh.whisperKAXHF3

sh.whisperKGEDVW

Sh.whisperMN787Z

sh.whisperN34LXG

sh.whisperN6PKXX

sh.whisperN9RLXU

sh.whisperNAGYFD

sh.whisperPAWF9K

sh.whisperRUGWR6

sh.whisperUR36WT

sh.whisper-1VKGQ9D

sh.whisperVXNLJ4

sh.whisperW94QCK

sh.whisperWAU23D

sh.whisperWDTCYD

sh.whisperWZ8ZM4

sh.whisper-1/base.apkX78YBX

sh-whisper-1XV7BJ2

sh.whisperYMTMH8

sh.whisperYUUYE6
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TABLE 1
 Question 32 - Third Party Application

ResponseWebCode

sh.whisperZ6A48L

sh.whisperZ8YEXE

sh.whisperZJRXE7

Question 32: What is the package_name for the Whisper Application?
sh.whisper Consensus Result:

 Expected Response Explanation:
Information regarding the package_name for the Whisper application is located here:
/Root/data/com.android.vending/databases/localappstate.db
Table: appstate

 Expected Response Illustration:

Whisper application Package_Name:
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TABLE 1
 Question 33 - Third Party Application

Question 33: Provide the date of when the Whisper Application was downloaded (purchased)? Answer 
using the time zone set on the device using the following format: Month/Date/Year (MM/DD/YYYY)

11/27/2018 Manufacturer ' s Expected Response:

ResponseWebCode

11/27/201826L4K9

11/27/20182HT9U9

11/27/20183DTGYG

11/27/20184DUFQ6

27/11/20184PYWYP

11/27/20184WN9JF

11/27/20184ZJ6ZT

11/27/201864G4UJ

11/27/20186MTQHC

11/27/20186XUBJJ

11/27/20187HDKDP

11/27/20187Q8P8Q

11/27/20187XHAQJ

11/27/201884UA8D

11/27/20188AWL3B

11/27/20188Q7ENT

11/27/20189RWZUN

11/27/20189WB7YB

11/27/2018AL337X

11/27/2018APKHAX

11/27/2018B83YXC

11/27/2018BEHJY4

11/27/2018BHZGTL

11/27/2018CAKFT3

11/27/2018CRPM96

11/27/2018DQMCP7

11/27/2018ETRARM

11/27/2018F3CZRJ
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TABLE 1
 Question 33 - Third Party Application

ResponseWebCode

11/27/2018FCDKRQ

11/27/2018 08:39(UTC-5)FFWFVJ

11/27/2018FJHEUY

11/27/2018GBC7GA

11/27/2018GDR6K2

11/27/2018GNPA6M

11/27/2018GYL92Y

11/27/2018HPXMMN

11/27/2018 08:39(UTC-5)HXQXXJ

11/27/2018 8:39:13 AM(UTC-5J69MWJ

11/27/2018JYHDML

11/27/2018KAXHF3

11/27/2018KGEDVW

11/27/2018MN787Z

11/27/2018N34LXG

11/27/2018N6PKXX

11/27/2018N9RLXU

11/27/2018NAGYFD

Nov/27/18PAWF9K

11/27/2018RUGWR6

11/27/2018UR36WT

11/27/2018VKGQ9D

11/27/2018VXNLJ4

11/27/2018W94QCK

11/27/2018WAU23D

11/27/2018WDTCYD

11/27/2018WZ8ZM4

11/27/2018 8:39:13 AM(UTC-5)X78YBX

11/27/2018XV7BJ2

11/27/2018YMTMH8
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TABLE 1
 Question 33 - Third Party Application

ResponseWebCode

11/27/2018YUUYE6

11/27/2018Z6A48L

11/27/2018Z8YEXE

27.11.2018.ZJRXE7

Question 33: Provide the date of when the Whisper Application was downloaded (purchased)? Answer 
using the time zone set on the device using the following format: Month/Date/Year (MM/DD/YYYY)

11/27/2018 and all formatting styles which represent the same date. Consensus Result:

 Expected Response Explanation:
Information regarding the date in which the Whisper application was downloaded is located here:
/Root/data/com.android.vending/databases/localappstate.db
Table: appstate

 Expected Response Illustration:

Application purchases:
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TABLE 1
 Question 34 - Third Party Application

Question 34: Provide the username associated with the Whisper Application?

Trout_wow Manufacturer ' s Expected Response:

ResponseWebCode

Trout_wow26L4K9

Trout_wow2HT9U9

Trout_wow3DTGYG

Trout_wow4DUFQ6

Trout_wow4PYWYP

Trout_wow4WN9JF

Trout_wow4ZJ6ZT

Trout_wow64G4UJ

Trout_wow6MTQHC

Trout_wow6XUBJJ

Trout_wow7HDKDP

Trout_wow7Q8P8Q

Trout_wow7XHAQJ

Trout_wow84UA8D

Trout_wow8AWL3B

Trout_wow8Q7ENT

Trout_wow9RWZUN

Trout_wow9WB7YB

Trout_wowAL337X

Trout_wowAPKHAX

Trout_wowB83YXC

Trout_wowBEHJY4

Trout_wowBHZGTL

Trout_wowCAKFT3

Trout_wowCRPM96

Trout_wowDQMCP7

Trout_wowETRARM

Trout_wowF3CZRJ

Trout_wowFCDKRQ
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TABLE 1
 Question 34 - Third Party Application

ResponseWebCode

Trout_wowFFWFVJ

Trout_wowFJHEUY

Trout_wowGBC7GA

Trout_wowGDR6K2

Trout_wowGNPA6M

Trout_wowGYL92Y

Trout_wowHPXMMN

Trout_wowHXQXXJ

Trout_wowJ69MWJ

Trout_wowJYHDML

Trout_wowKAXHF3

Trout_wowKGEDVW

Trout_wowMN787Z

Trout_wowN34LXG

Trout_wowN6PKXX

Trout_wowN9RLXU

Trout_wowNAGYFD

Trout_wowPAWF9K

Trout_wowRUGWR6

Trout_wowUR36WT

Ice_JunkyVKGQ9D

Trout_wowVXNLJ4

Trout_wowW94QCK

Trout_wowWAU23D

Trout_wowWDTCYD

Trout_wowWZ8ZM4

Trout_wowX78YBX

Trout_wowXV7BJ2

Trout_wowYMTMH8

Trout_wowYUUYE6
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TABLE 1
 Question 34 - Third Party Application

ResponseWebCode

Trout_wowZ6A48L

Trout_wowZ8YEXE

Trout_wowZJRXE7

Question 34: Provide the username associated with the Whisper Application?
Trout_wow Consensus Result:

 Expected Response Explanation:
Information regarding the Whisper application is located here:
userdata (ExtX)/Root/data/sh.whisper/databases/c.db
Table: "m"

 Expected Response Illustration:

Whisper application username:
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TABLE 1
 Question 35 - Third Party Application

Question 35: Provide the body of the last message sent using the Whisper Application. Do not abbreviate 
or condense your answer.

Hey Buddy, I am here. Where are you? Manufacturer ' s Expected Response:

ResponseWebCode

Hey Buddy, I am here. Where are you?26L4K9

Hey Buddy, I am here. Where are you?2HT9U9

Hey Buddy, I am here. Where are you?3DTGYG

Hey Buddy, I am here. Where are you?4DUFQ6

Hey Buddy, I am here. Where are you?4PYWYP

Hey Buddy, I am here. Where are you?4WN9JF

Hey Buddy, I am here. Where are you?4ZJ6ZT

Hey Buddy. I am here. Where are you?64G4UJ

Hey Buddy, I am here. Where are you?6MTQHC

Hey Buddy, I am here. Where are you?6XUBJJ

Hey Buddy, I am here. Where are you?7HDKDP

Hey Buddy, I am here. Where are you?7Q8P8Q

Hey Buddy, I am here. Where are you?7XHAQJ

Hey Buddy, I am here. Where are you?84UA8D

Hey Buddy, I am here. Where are you?8AWL3B

Hey Buddy, I am here. Where are you?8Q7ENT

"Hey Buddy, I am here. Where are you?"9RWZUN

Hey Buddy, I am here. Where are you?9WB7YB

Hey Buddy, I am here. Where are you?AL337X

Hey Buddy, I am here. Where are you?APKHAX

Hey Buddy, I am here. Where are you?B83YXC

Hey Buddy, I am here. where are you?BEHJY4

Hey Buddy, I am here. Where are you?BHZGTL

Hey Buddy, I am here. Where are you?CAKFT3

Hey Buddy, I am here. Where are you?CRPM96

Hey Buddy, I am here. Where are you?DQMCP7

Hey Buddy, I am here. Where are you?ETRARM

Hey Buddy, I am here. Where are you?F3CZRJ
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ResponseWebCode

Hey Buddy, I am here. Where are you?FCDKRQ

Hey Buddy, I am here. Where are you?FFWFVJ

Hey Buddy, I am here. Where are you?FJHEUY

Hey Buddy, I am here. Where are you?GBC7GA

Hey Buddy, I am here. Where are you?GDR6K2

Hey Buddy, I am here. Where are you?GNPA6M

Hey Buddy, I am here. Where are you?GYL92Y

Hey Buddy, I am here. Where are you?HPXMMN

Hey Buddy, I am here. Where are you?HXQXXJ

Hey Buddy, I am here. Where are you?J69MWJ

Hey Buddy, I am here. Where are you?JYHDML

Hey buddy, I am here. Where are you?KAXHF3

Hey Buddy, I am here. Where are you?KGEDVW

Hey Buddy, I am here. Where are you?MN787Z

Hey Buddy, I am here. Where are you?N34LXG

Hey Buddy, I am here. Where are you?N6PKXX

Hey Buddy, I am here. Where are you?N9RLXU

Hey Buddy, I am here. Where are you?NAGYFD

Hey Buddy, I am here. Where are you?PAWF9K

Hey Buddy, I am here. Where are you?RUGWR6

Hey Buddy, I am here. Where are you?UR36WT

Hey Buddy, I am here. Where are you?VKGQ9D

Hey buddy, I am here. Where are you?VXNLJ4

Hey Buddy, I am here. Where are you?W94QCK

Hey Buddy, I am here. Where are you?WAU23D

Hey Buddy, I am here. Where are you?WDTCYD

Hey Buddy, I am here. Where are you?WZ8ZM4

Hey Buddy, I am here. Where are you?X78YBX

Hey Buddy, I am here. Where are you?XV7BJ2

Hey Buddy, I am here. Where are you?YMTMH8
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TABLE 1
 Question 35 - Third Party Application

ResponseWebCode

Hey Buddy, I am here. Where are you?YUUYE6

Hey Buddy, I am here. Where are you?Z6A48L

Hey Buddy, I am here. Where are you?Z8YEXE

Hey Buddy, I am here. Where are you?ZJRXE7

Question 35: Provide the body of the last message sent using the Whisper Application. Do not abbreviate 
or condense your answer.

Hey Buddy, I am here. Where are you? Consensus Result:

 Expected Response Explanation:
Information regarding the last message sent using the Whisper application is located here:
userdata (ExtX)/Root/data/sh.whisper/databases/c.db
Table: "m"

 Expected Response Illustration:

Whisper application:
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 Question 36 - Third Party Application

Question 36: Provide the username with whom the user had the most communication via the Whisper 
Application.

Ice_Junky Manufacturer ' s Expected Response:

ResponseWebCode

Ice_Junky26L4K9

Ice_Junky2HT9U9

Ice_Junky3DTGYG

Ice_Junky4DUFQ6

Ice_Junky4PYWYP

Ice_Junky4WN9JF

Ice_Junky4ZJ6ZT

Ice_Junky64G4UJ

Ice_Junky6MTQHC

Ice_Junky6XUBJJ

Ice_Junky7HDKDP

Ice_Junky7Q8P8Q

Ice_Junky7XHAQJ

Ice_Junky84UA8D

Ice_Junky8AWL3B

Ice_Junky8Q7ENT

John Fuller9RWZUN

Ice_Junky9WB7YB

Ice_JunkyAL337X

Ice_JunkyAPKHAX

Ice_JunkyB83YXC

Ice_JunkyBEHJY4

Ice_JunkyBHZGTL

Ice_JunkyCAKFT3

Ice_JunkyCRPM96

Ice_JunkyDQMCP7

Ice_JunkyETRARM

Ice_JunkyF3CZRJ
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 Question 36 - Third Party Application

ResponseWebCode

Ice_JunkyFCDKRQ

Ice_JunkyFFWFVJ

Ice_JunkyFJHEUY

Ice_JunkyGBC7GA

Ice_JunkyGDR6K2

Ice_JunkyGNPA6M

Ice_JunkyGYL92Y

Ice_JunkyHPXMMN

Ice_JunkyHXQXXJ

Ice_JunkyJ69MWJ

Ice_JunkyJYHDML

Ice_JunkyKAXHF3

Ice_JunkyKGEDVW

Ice_JunkyMN787Z

Trout_wowN34LXG

Ice_JunkyN6PKXX

Ice_JunkyN9RLXU

Ice_JunkyNAGYFD

Ice_JunkyPAWF9K

Ice_JunkyRUGWR6

Ice_JunkyUR36WT

Trout_wowVKGQ9D

ICE_JunkyVXNLJ4

Ice_JunkyW94QCK

Ice_JunkyWAU23D

Ice_JunkyWDTCYD

Ice_JunkyWZ8ZM4

Ice_JunkyX78YBX

Ice_JunkyXV7BJ2

Trout_wowYMTMH8
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 Question 36 - Third Party Application

ResponseWebCode

Ice_JunkyYUUYE6

Ice_JunkyZ6A48L

Ice_JunkyZ8YEXE

Ice_JunkyZJRXE7

Question 36: Provide the username with whom the user had the most communication via the Whisper 
Application.

Ice_Junky Consensus Result:

 Expected Response Explanation:
Information regarding communication using the Whisper application is located here:
userdata (ExtX)/Root/data/sh.whisper/databases/c.db
Table: "c"

 Expected Response Illustration:

Whisper application communication information:
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Question 37: Provide the title of the deleted note in the Evernote application.

October Status Manufacturer ' s Expected Response:

ResponseWebCode

October Status26L4K9

October Status2HT9U9

October Status3DTGYG

October Status4DUFQ6

October Status4PYWYP

October Status4WN9JF

October Status4ZJ6ZT

October Status64G4UJ

October Status6MTQHC

October Status6XUBJJ

October Status7HDKDP

October Status7Q8P8Q

October Status7XHAQJ

October Status84UA8D

October Status8AWL3B

October Status8Q7ENT

October Status9RWZUN

October Status9WB7YB

October StatusAL337X

October StatusAPKHAX

October StatusB83YXC

October StatusBEHJY4

October StatusBHZGTL

October StatusCAKFT3

October StatusCRPM96

October StatusDQMCP7

October StatusETRARM

October StatusF3CZRJ

October StatusFCDKRQ
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 Question 37 - Third Party Application

ResponseWebCode

October StatusFFWFVJ

October StatusFJHEUY

October StatusGBC7GA

October StatusGDR6K2

October StatusGNPA6M

October StatusGYL92Y

October StatusHPXMMN

October StatusHXQXXJ

October StatusJ69MWJ

October StatusJYHDML

October statusKAXHF3

October StatusKGEDVW

October StatusMN787Z

October StatusN34LXG

October StatusN6PKXX

October StatusN9RLXU

October StatusNAGYFD

October StatusPAWF9K

October StatusRUGWR6

October StatusUR36WT

October StatusVKGQ9D

October StatusVXNLJ4

October StatusW94QCK

October StatusWAU23D

October StatusWDTCYD

October StatusWZ8ZM4

October StatusX78YBX

October StatusXV7BJ2

October StatusYMTMH8

October StatusYUUYE6
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 Question 37 - Third Party Application

ResponseWebCode

October StatusZ6A48L

October StatusZ8YEXE

October StatusZJRXE7

Question 37: Provide the title of the deleted note in the Evernote application.
October Status Consensus Result:

 Expected Response Explanation:
Information regarding notes in the Evernote application is located here:
userdata (ExtX)/Root/data/com.evernote/files/user-196720852/.external-1543331602580-Evernote.db
Table: notes

 Expected Response Illustration:

Evernote application deleted note:
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Question 38: Provide the User ID associated with the third party application - 'Keeper Password Manager & 
Secure Vault'.

diazcarlos1185@gmail.com Manufacturer ' s Expected Response:

ResponseWebCode

diazcarlos1185@gmail.com26L4K9

diazcarlos1185@gmail.com2HT9U9

diazcarlos1185@gmail.com3DTGYG

diazcarlos1185@gmail.com4DUFQ6

diazcarlos1185@gmail.com4PYWYP

diazcarlos1185@gmail.com4WN9JF

diazcarlos1185@gmail.com4ZJ6ZT

diazcarlos1185@gmail.com64G4UJ

diazcarlos1185@gmail.com6MTQHC

diazcarlos1185@gmail.com6XUBJJ

diazcarlos1185@gmail.com7HDKDP

diazcarlos1185@gmail.com7Q8P8Q

diazcarlos1185@gmail.com7XHAQJ

diazcarlos1185@gmail.com84UA8D

diazcarlos1185@gmail.com8AWL3B

diazcarlos1185@gmail.com8Q7ENT

diazcarlos1185@gmail.com9RWZUN

diazcarlos1185@gmail.com9WB7YB

14205224AL337X

diazcarlos1185@gmail.comAPKHAX

diazcarlos1185@gmail.comB83YXC

diazcarlos1185@gmail.comBEHJY4

_TqyFj50na44cjyA0u7ihwBHZGTL

diazcarlos1185@gmail.comCAKFT3

diazcarlos1185@gmail.comCRPM96

diazcarlos1185@gmail.comDQMCP7

diazcarlos1185@gamil.comETRARM

diazcarlos1185@gmail.comF3CZRJ
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ResponseWebCode

diazcarlos1185@gmail.comFCDKRQ

diazcarlos1185@gmail.comFFWFVJ

diazcarlos1185@gmail.comFJHEUY

diazcarlos1185@gmail.comGBC7GA

diazcarlos1185@gmail.comGDR6K2

diazcarlos1185@gmail.comGNPA6M

diazcarlos1185@gmail.comGYL92Y

diazcarlos1185@gmail.comHPXMMN

diazcarlos1185@gmail.comHXQXXJ

diazcarlos1185@gmail.comJ69MWJ

diazcarlos1185@gmail.comJYHDML

diazcarlos1185@gmail.comKAXHF3

diazcarlos1185@gmail.comKGEDVW

diazcarlos1185@gmail.comMN787Z

14205224 (diazcarlos1185@gmail.com)N34LXG

diazcarlos1185@gmail.comN6PKXX

diazcarlos1185@gmail.comN9RLXU

diazcarlos1185@gmail.comNAGYFD

diazcarlos1185@gmail.comPAWF9K

diazcarlos85@gmail.comRUGWR6

diazcarlos1185@gmail.comUR36WT

diazcarlos1185@gmail.comVKGQ9D

diazcarlos1185@gmail.comVXNLJ4

14205224W94QCK

diazcarlos1185@gmail.comWAU23D

diazcarlos1185@gmail.comWDTCYD

diazcarlos1185@gmail.comWZ8ZM4

diazcarlos1185@gmail.comX78YBX

diazcarlos1185@gmail.comXV7BJ2

id: "104" or "diazcarlos1185@gmail.com"YMTMH8
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ResponseWebCode

diazcarlos1185@gmail.comYUUYE6

diazcarlos1185@gmail.comZ6A48L

diazcarlos1185@gmail.comZ8YEXE

KeeperZJRXE7

Question 38: Provide the User ID associated with the third party application - 'Keeper Password Manager & 
Secure Vault'.

diazcarlos1185@gmail.com Consensus Result:

 Expected Response Explanation:
Information regarding the User ID associated with the Keeper Password Manager & Secure Vault application is located 
here:
(ExtX)/Root/data/com.callpod.android_apps.keeper/databases/keeper-shared.sql

 Expected Response Illustration:

Keeper application User ID:
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Question 39: Provide the account password associated with the third party application - 'Keeper Password 
Manager & Secure Vault'.

password85 Manufacturer ' s Expected Response:

ResponseWebCode

password8526L4K9

password852HT9U9

password853DTGYG

password854DUFQ6

password854PYWYP

password854WN9JF

password854ZJ6ZT

password8564G4UJ

password856MTQHC

password856XUBJJ

password857HDKDP

password857Q8P8Q

password857XHAQJ

password8584UA8D

password858AWL3B

password858Q7ENT

password859RWZUN

password859WB7YB

password85AL337X

password85APKHAX

password85B83YXC

password85BEHJY4

password85BHZGTL

password85CAKFT3

password85CRPM96

password85DQMCP7

password85ETRARM

password85F3CZRJ
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 Question 39 - Third Party Application

ResponseWebCode

password85FCDKRQ

password85FFWFVJ

password85FJHEUY

password85GBC7GA

password85GDR6K2

password85GNPA6M

password85GYL92Y

password85HPXMMN

password85HXQXXJ

password85J69MWJ

password85JYHDML

password85KAXHF3

password85KGEDVW

password85MN787Z

password85N34LXG

password85N6PKXX

unknownN9RLXU

password85NAGYFD

password85PAWF9K

password85RUGWR6

password85UR36WT

password85VKGQ9D

password85VXNLJ4

password85W94QCK

password85WAU23D

password85WDTCYD

password85WZ8ZM4

password85X78YBX

password85XV7BJ2

password85YMTMH8
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 Question 39 - Third Party Application

ResponseWebCode

password85YUUYE6

password85Z6A48L

password85Z8YEXE

password85ZJRXE7

Question 39: Provide the account password associated with the third party application - 'Keeper Password 
Manager & Secure Vault'.

password85 Consensus Result:

 Expected Response Explanation:
Information regarding the account password associated with the Keeper Password Manager & Secure Vault application 
is located here: (ExtX)/Root/data/com.evernote/files/user-196720852/.external-1543331602580-Evernote.db
Tables: notes

 Expected Response Illustration:

Evernote note containing Keeper application credentials:
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Question 40: Did the User ID found within the 'Keeper Password Manager & Secure Vault' application 
database match with the User ID stored as notes in the Evernote application? Yes or No

Yes Manufacturer ' s Expected Response:

ResponseWebCode

Yes26L4K9

Yes2HT9U9

No3DTGYG

Yes4DUFQ6

No4PYWYP

Yes4WN9JF

Yes4ZJ6ZT

Yes64G4UJ

Yes6MTQHC

Yes6XUBJJ

Yes7HDKDP

Yes7Q8P8Q

Yes7XHAQJ

Yes84UA8D

Yes8AWL3B

No8Q7ENT

No9RWZUN

Yes9WB7YB

NoAL337X

YesAPKHAX

YesB83YXC

YesBEHJY4

NoBHZGTL

YesCAKFT3

YesCRPM96

YesDQMCP7

YesETRARM

NoF3CZRJ
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ResponseWebCode

YesFCDKRQ

NoFFWFVJ

YesFJHEUY

YesGBC7GA

YesGDR6K2

YesGNPA6M

YesGYL92Y

YesHPXMMN

NoHXQXXJ

YesJ69MWJ

NoJYHDML

YesKAXHF3

YesKGEDVW

YesMN787Z

Yes. (No, if meaning the numeric ID)N34LXG

YesN6PKXX

YesN9RLXU

YesNAGYFD

YesPAWF9K

NoRUGWR6

NoUR36WT

NoVKGQ9D

YesVXNLJ4

NoW94QCK

YesWAU23D

YesWDTCYD

YesWZ8ZM4

YesX78YBX

YesXV7BJ2

Evernote: diazcarlos1185@gmail.com password: password85YMTMH8
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 Question 40 - Third Party Application

ResponseWebCode

YesYUUYE6

YesZ6A48L

YesZ8YEXE

YesZJRXE7

Question 40: Did the User ID found within the 'Keeper Password Manager & Secure Vault' application 
database match with the User ID stored as notes in the Evernote application? Yes or No

Both responses Yes or No were accepted. This answer was dependent upon which table was 
viewed for the Keeper application.

 Consensus Result:

 Expected Response Explanation:
Information regarding the User ID used in the Keeper Password Manager & Secure Vault application and the User ID 
stored as a note are found at the following locations, respectively:
(ExtX)/Root/data/com.callpod.android_apps.keeper/databases/keeper-shared.sql
(ExtX)/Root/data/com.evernote/files/user-196720852/.external-1543331602580-Evernote.db

 Expected Response Illustration:

Keeper User ID:

Evernote information:

 Other Responses: 
Fourteen participants reported "No", possibly due how the settings table below from the Keeper application database 
was interpreted.
Settings table of the Keeper app:
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Question 41: How many records were saved in the Keeper Application?

Four (4) Manufacturer ' s Expected Response:

ResponseWebCode

426L4K9

42HT9U9

Four (4)3DTGYG

44DUFQ6

44PYWYP

44WN9JF

44ZJ6ZT

464G4UJ

46MTQHC

46XUBJJ

47HDKDP

47Q8P8Q

47XHAQJ

484UA8D

48AWL3B

48Q7ENT

Four9RWZUN

49WB7YB

4AL337X

4APKHAX

4B83YXC

Four(4)BEHJY4

4BHZGTL

4CAKFT3

4CRPM96

4DQMCP7

4ETRARM

4F3CZRJ

FourFCDKRQ
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ResponseWebCode

4FFWFVJ

NoneFJHEUY

4GBC7GA

4GDR6K2

4GNPA6M

4GYL92Y

4HPXMMN

4HXQXXJ

0J69MWJ

6JYHDML

4KAXHF3

4KGEDVW

4MN787Z

4N34LXG

4N6PKXX

4N9RLXU

4NAGYFD

4PAWF9K

4RUGWR6

4UR36WT

40VKGQ9D

4VXNLJ4

4W94QCK

4WAU23D

4WDTCYD

4WZ8ZM4

32X78YBX

XV7BJ2

4YMTMH8

4YUUYE6
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 Question 41 - Third Party Application

ResponseWebCode

4Z6A48L

4Z8YEXE

4ZJRXE7

Question 41: How many records were saved in the Keeper Application?
Four (4) Consensus Result:

 Expected Response Explanation:
Information regarding records saved in the Keeper application is located here:
userdata (ExtX)/Root/data/com.callpod.android_apps.keeper/databases/diazcarlos1185@gmail.com.sql

 Expected Response Illustration:

Keeper application records:

Copyright © 2019 CTS, Inc( 130 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 42 - Third Party Application

Question 42: Was the Waze application used to travel to 775 Gateway Dr SE, Leesburg, VA 20175? Yes 
or No

No Manufacturer ' s Expected Response:

ResponseWebCode

Yes26L4K9

Yes2HT9U9

Yes3DTGYG

No. The address was entered into the Waze application, but the Waze commands do not show driving 
commands to this location.

4DUFQ6

No4PYWYP

Yes4WN9JF

Yes4ZJ6ZT

Yes64G4UJ

Yes6MTQHC

No6XUBJJ

Yes7HDKDP

Yes7Q8P8Q

Yes7XHAQJ

Yes84UA8D

Yes8AWL3B

No8Q7ENT

Yes9RWZUN

Yes9WB7YB

YesAL337X

YesAPKHAX

YesB83YXC

YesBEHJY4

YesBHZGTL

YesCAKFT3

YesCRPM96

YesDQMCP7

YesETRARM

NoF3CZRJ
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ResponseWebCode

NoFCDKRQ

NoFFWFVJ

YesFJHEUY

YesGBC7GA

NoGDR6K2

YesGNPA6M

YesGYL92Y

YesHPXMMN

YesHXQXXJ

YesJ69MWJ

YesJYHDML

YesKAXHF3

NoKGEDVW

YesMN787Z

NoN34LXG

YesN6PKXX

YesN9RLXU

YesNAGYFD

YesPAWF9K

NoRUGWR6

YesUR36WT

NoVKGQ9D

NoVXNLJ4

YesW94QCK

NoWAU23D

YesWDTCYD

YesWZ8ZM4

YesX78YBX

YesXV7BJ2

YesYMTMH8
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 Question 42 - Third Party Application

ResponseWebCode

YesYUUYE6

YesZ6A48L

NoZ8YEXE

YesZJRXE7

Question 42: Was the Waze application used to travel to 775 Gateway Dr SE, Leesburg, VA 20175? Yes 
or No

Both responses No or Yes were accepted. The specified address was present in the Places table of 
the Waze application but was not shown in the Recents table.

 Consensus Result:

 Expected Response Explanation:
The address was entered into the Waze application causing it to be included in the Places table. However, in the 
Recents table this address was not shown to have been traveled to. The two tables are shown below. 
Information regarding addresses entered or traveled to using the Waze application are located here:
userdata (ExtX)/Root/data/com.waze/user.db

 Expected Response Illustration:

Waze - Places table:

Waze - Recents table:
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 Question 43 - Third Party Application

Question 43: Provide the name of the last location this device traveled to using the Waze application.

Olde Izaak Walton Park Manufacturer ' s Expected Response:

ResponseWebCode

Olde Izaak Walton Park26L4K9

850 Davis Ct SE, Leesburg2HT9U9

Olde Izaak Walton Park3DTGYG

Olde Izaak Walton Park, located at 850 Davis Ct SE.4DUFQ6

Olde Izaak Walton Park, Davis Ct SE, 850, Leesburg4PYWYP

850 davis Ct. SE, Leesburg Olde Izaak Walton Park4WN9JF

Olde Izaak Walton Park4ZJ6ZT

Olde Izaak Walton Park64G4UJ

Olde Izaak Walton Park6MTQHC

Olde Izaak Walton Park6XUBJJ

Olde Izaak Walton Park7HDKDP

850 Davis Ct SE, Leesburg7Q8P8Q

Olde Izaak Walton Park7XHAQJ

Olde Izaak Walton Park, Davis Ct SE, 850 Leesburg84UA8D

Olde Izaak Walton Park8AWL3B

Olde Izaak Walton Park8Q7ENT

Olde Izaak Walton Park9RWZUN

Olde Izaak Walton Park9WB7YB

Olde Izaak Walton ParkAL337X

Olde Izaak Walton ParkAPKHAX

Olde Izaak Walton ParkB83YXC

Olde Izaak Walton ParkBEHJY4

Olde Izaak Walton ParkBHZGTL

Olde Izaak Walton ParkCAKFT3

Olde Izaak Walton ParkCRPM96

Olde Izaak Walton Park 850 Davis Ct SE, LeesburgDQMCP7

Olde Izaak Walton ParkETRARM

Davis Ct SE, 850, LeesburgF3CZRJ

Olde Izaak Walton ParkFCDKRQ
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ResponseWebCode

Olde Izaak Walton ParkFFWFVJ

Olde Izaak Walton ParkFJHEUY

Davis Ct SE, 850, LeesburgGBC7GA

Olde Izaak Walton ParkGDR6K2

Olde Izaak Walton ParkGNPA6M

Olde Izaak Walton ParkGYL92Y

Olde Izaak Walton ParkHPXMMN

850 Davis Ct SE, Leesburg, VA 20175HXQXXJ

Olde Izaak Walton ParkJ69MWJ

Olde Izaak Walton ParkJYHDML

Olde Izack Walton ParkKAXHF3

Olde Izaak Walton ParkKGEDVW

850 Davis Ct SE, LeesburgMN787Z

850 Davis Ct SE, LEESBURG.N34LXG

Olde Izaak Walton ParkN6PKXX

Olde Izaak Walton ParkN9RLXU

505 E Market St, LeesburgNAGYFD

850 Davis Ct SE, LeesburgPAWF9K

Olde Izaak Walton ParkRUGWR6

Olde Izaak Walton ParkUR36WT

Olde Izaak Walton ParkVKGQ9D

Old Izaak Walton ParkVXNLJ4

Olde Izaak Walton ParkW94QCK

Olde Izaak Walton ParkWAU23D

Olde Izaak Walton ParkWDTCYD

Olde Izaak Walton ParkWZ8ZM4

850 Davis Ct SE, LeesburgX78YBX

Davis Ct SE, 850, LeesburgXV7BJ2

Address: 850 Davis Ct SE, Leesburg Coordinates: 39.102417;-7.756762 Time stamp: 30-Nov-18 
16:46:23 ID: venues.185074055.1850937158.1817986

YMTMH8

850 Davis Ct SE, LeesburgYUUYE6

Copyright © 2019 CTS, Inc( 135 )Printed:  June 07, 2019



Mobile Digital Evidence Test 19-5550

TABLE 1
 Question 43 - Third Party Application

ResponseWebCode

Old Izaak Walton ParkZ6A48L

850 Davis Ct SE, LeesburgZ8YEXE

Sterling, Virginia 20166, USAZJRXE7

Question 43: Provide the name of the last location this device traveled to using the Waze application.
"Olde Izaak Walton Park" and/or "850 Davis Ct SE, Leesburg" and all formatting styles which 
represent the same information.

 Consensus Result:

 Expected Response Explanation:
The information labeled as "Name" was different depending upon whether the Places table or the Recents table was 
accessed. Due to this both the address and location name were accepted for this question.
Information regarding the name of the last location traveled using the Waze application is located here:
userdata (ExtX)/Root/data/com.waze/user.db

 Expected Response Illustration:

Recents table within the Waze application:

Places table within the Waze application:
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Additional CommentsWebCode

For Question 20 - 2 of the 4 bookmarks are duplicates.26L4K9

I think that this PT could be about 10 questions shorter.4WN9JF

It is unusual for us to interpret data while conducting casework. Our Laboratory provides the 
requested data and copies of it via a digital report for the submitting officer's review. Therefore, 
the submitting officer is left to interpret the data from the extraction(s). Additionally, regarding 
time stamps of files: we report out that which the file artifacts state.

4ZJ6ZT

I like the Simple interface.64G4UJ

It is unusual for us to interpret data while conducting casework. Our laboratory provides the 
requested data and copies of it via a digital report for the submitting officer's review. Therefore, 
the submitting officer is left to interpret the data from the extraction(s). Additionally, regarding 
time stamps of the files: we report out that which the file artifacts state.

7HDKDP

The Bluetooth configuration (#9)was not answered because I could not find the answer. I don't 
believe that's an answerable question.

84UA8D

A different model Samsung was used to load the image, because the exact model was 
unknown. The local time zone [country] is UTC-6, Time zone of the SIM was in UTC + 0, the 
time zone of the device is in UTC-5.

AL337X

A few of the questions were confusing and I think it was the way they were worded.B83YXC

As the digital Forensics Field is increasing in complexity, especially in phone forensics, so more 
skills needed to increase our capabilities in analyzing and investigating in different cases

BEHJY4

?FFWFVJ

Notes on a couple answers: Question 16: Three drugs were listed in body of email and one 
listed in the name of the email attachment. All four drug names included in answer. Question 
42: The address in question is associated with the Waze app as a favorite location, but does 
not appear in recent locations. A favorite location can be entered by a user without using the 
app to travel to the location.

GDR6K2

Question 40: In the app DB diazcarlos1185@gmail.com.sql in the setting table there is a row 
for the user_id. This user_id = 14205224 (int). Your questions can be interpreted in two ways. 
The user_id is the email address according to the Evernote entry, but in the Keeper DB the 
user_id is an interger and the email is the email address.

HXQXXJ

Question 28 provides a start date and time of a calendar entry as 1544486400000. This 
number cannot be found in anything I attempt to look through.

J69MWJ

This test was not appropriate for a Practical testing situation and was poorly constructed.N6PKXX

I have never had an investigator ask me for a date/time combination as an Epoch timestamp. 
They seem very popular with the creators of these tests, but I'm not sure how much real-world 
application those types of questions have.

N9RLXU

There appeared to be several issues with this test. The keeper app's password while in an 
evernote did not decrypt the actual application. The number of possible items in it were found 

UR36WT
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in a db in an encrypted state. More concerning was the content of the group messages found 
within the w.db in the whisper app. While only a few items parsed while conducting a extensive 
exam a plethora of extremely hateful and offensive material was located. Was this known to be 
in the image?

Question 18: Mozilla Firefox is a browser, not a “search engine”. Question 19: Chrome is a 
browser, not a “search engine”. Question 20: Chrome is a browser, not a “search engine”

W94QCK

It appears - this phone belongs to a Carlos Diaz possible drug dealer. According to messages 
on the phone, Carlos was looking for a one way ticket to Bermuda via Reagan National airport 
(email - dated 11/28/18 to travelharmony.com) and set a meeting with John Fuller - to meet at
Olde Izaak Walton Park on 11/30 12pm. The purpose for the meeting was to collect money 
that Carlos has been shorted from previous drug sales and find a possible mole in Carlos's 
orgainization. Fuller and Dani Polanco, appears to have have either set Carlos up to the 
police, or possibly been stealing money from Carlos as per Telegram messages. Carlos's safety 
should be concerning considering the intelligence gathered on the phone

X78YBX

Some questions were poorly worded and not clear as to exactly what you are looking for. 
Regarding the Waze GPS question about traveling to an address, that address is listed as a 
favorite but that doesn't mean they actually went there. Maybe I was just unable to locate the 
artifacts that specify that the device actually traveled there, but if not this question needs to be 
clarified. Many of the questions were the types of questions that you would expect on an 
advanced certification test not a practical.

Z6A48L

-End of Report-
(Appendix may follow)
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